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FTCACT © #*t7 '}%f'?ﬁﬂ"ﬁu EERE AR N s TANE S
7 ”Ti’ﬁa% » ¥ ¢t {(CAN SPAM ACT 2003>> S ok B 3
}i A3l A AR P—‘Fv]i F‘X;R‘ \%;,Sﬁji]&_é‘f‘li g AR EER
9 t'iﬁk‘ﬁ'l ‘%i«’t Bl FEz F IRl PR R TR
BB R AT EUEA S o 0o o 0 L BT
M % 242 (push the button ) - ¥ 3
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AT éﬁ“ﬁw
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www.modernlifeisrubbish.co.uk

__ Paid commission

Generic pills
(Sildenafil citrate)

oS supply
Patent expired
Email recipient  Impoten - Clicks on link @;"#ﬂfﬂ?ﬁﬁl

Shipped to customer

Steven Wernikoff ?ﬁﬁfé‘ i p s FTC 32w > p L
(CAN SPAM ACT 2003) % 714k » 3 27 B2 SPAM ¢
g d o RE-F-oFHFEAONERT o p 2004 F 47
29Elzii’FTC JigﬁSOEI,T ¥ 7 > 3 E_FTC 4c g B B
iz 7k j AL NEH K Daniel Lin > £ 7 5/ 3 # 5 ﬁ’F
R ¥ - BUEE Creaghan Harry & @ B =
A R e £ L IR gy T AR BT
Domain name % # % » 2384 § * B¢ 755 3% Tii?,’;’%;é‘—‘ﬁ#}i
BRI T S FE AR ¥ - BIR G FTCH 2 7 7
71 & (CANSPAMACT2003) © > 5 Bf = A p F 2 #R{%
AR RAFZR T B m«Ji-ﬁ PSTFE TR EY
1508 % ~ B\iﬁjﬁ ¥V A BREF UL 0 SIFF R
A FeT i % B FEidE (push the button ) »%iyz@@bﬁfﬁn@ =
RAFITFTRELZHEFTC m42rn 34 » 2 - i
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Button Pusher Brian McMullen "k 3.2 #1 % i# & ( CAN SPAM
ACT2003) z 4p M T RS L] Adn B SB Y > 11+ 5
Steven Wernikoff #1 4 %2 FTC 2. # ;% /% o

RAL2 RPN R

* 3449 MAAWG ~Cert.br ~Symantec ~IronPort * % 4 4|
LB PERY LI e LR TS D (O SPAM K E ~ &
K~ BiE 2 N s JORRE Rt L 2 SPAMARRE T -

M AAWG

MAAWG #, {7 & (Executive Director) Jerry Upton 4 53 3%
JBGE T e 3 3 #8222+ 4 | (Email Metric Program) » 3%
LHK2006 F = P Baeg A w - 2005 & R E AR (S
HNLETHL > RAIEZEF L - PRL(BFHRBEFZ DL RS
o P ARG EgFEAFAEL) PR EEE R
(mailbox provider) = 3> ¥+ % + W2 @ Ak - B 72 #
ﬁﬁﬁ%oﬁ@iﬁ FRpp g Mmepdrr ¥
LIRS F' L‘Fﬁiﬂﬂ‘ SPAM _} #7iveny 4 > I £ Hp L% 40 M AR H
1%%

BBt - B4eE % % i OECD & 2%5&%.#&Uﬂ
T EEER 4] ) (existing metrics) )4 2 AR E a4t % (what
was being measures)ﬂi (i 3: B ET Y o RIE AT ] iy
A A 5 S U 1 ﬁwﬁ#v%mr*aﬁJ
(effectiveness) 1! % ;‘5—”’ Rz 2 ARRitan T2, 2% o

PR PR LR R 2 2 5 MAAWG 93 f
47 FRABE? flendusen; i iz S8 ET AR
Ser gt E R BRI BRI FEES RS SR
Foo I RN L TS PRER I HEFE IR E
P A o TR % O 53 MAAWG ek oo

P EiT 2007 £ % - FARE o ZEEPIEER &
WHcs 2R 4F 1 F B ARJLET PR R E AR LR/ Ao R o0
& 2812 (dropped connections & blocked/tagged inbound email)
573 2960 3t o A 5% { 98 i (unaltered delivered email)3*

I ‘3



o

Report
#6
Reported Metrics Qz 2007

$ 460

WNumber of Mailboxes Represented 241 Mil 230 Mil. 219 Mil 216Mil 170 Ml 170 Mil 133 Ml
296 Bil 271 Bil. 265 Bil. 261 Bil. 265 Bil. 235 Bil. 233 Bil.

Number of Dropped Connections &
Blocked Tagged Inbound Email

Number of Unaltered Delivered
Email 45 Bil. 47 Bil. 58 Bil. 57 Bil. 55 Bil. 51 Bil. 43 Bil.

F¥tipl TR - B DA TT UERE B R 1A
RL ARG G 6.5 HAL U hid A AR/ 4o R
FEE 0 GREGH 0 BT DB 0§ 86796 LAk
BTl ME AL AR e F IR o G Y T g Plis ik
- B F A - B R e

Dropped Connections & 1230 1178 1221 1210 1562 1680 1697
Blocked/Tagged

Inbound Emails per

Mailbox

Dropped Connections & .

Blocked/Tagged 6500r | 5770r |y580r |451or |4820r |5580r |5.38or
Inbound Emails per 86.7% | 85.2% | gpqe, |81.8% |B82.8% |84.8% |843%
Una].teued Delivered 3]-"115_1"'3 abuglve abusive | abusive | abusive | abusive | abusive
Email email email email | email email email email
Number of Unaltered

Delivered

Email per Mailbox 159 204 267 268 324 301 315

% Cert.br ~ NIC.br ~ CGIL.br
d Cert.br %532 Cristine Hoepers 3% % = & & et § 1=+ i
2R

Cert.br /%2003 & 4= > & B 454 % SPAM ¥ 4F a2
® 7] 2006/2007 i& ~ ¥ it o ’&;2003 E IR P T
g T SPAM wAR R E § EE B F RS g o - B
411400 § 33 2007 & 5 17 175 § #<07SPAM v 3F #k -
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2003 2004 2005 2006 2007

Cert.br ¢ SpamCop % 4 173z & 5 ¥ 4% ¢h SPAM
Frif §oA% kA% § o SPAM H_i% iF B 2t & ,_—.PRj&(Open
Proxy)éh= 5 @3 5 i3 2 4 2006 £ FF 8 b 20,6296 » T T
2007 & B H L 51099 o A FC hiBiES RN LR GE
(Direct Delivery) » H #ribit F o § 5 2 3 A% > A 5E-

Lo RgF R H W ) 11519 % F ¥ 2 529499 oa &
= #83% # SPAM g £ ek =k (Spamvertised Website) 2. i# %
SR EEEFEMR 42007 &% = TR GE1.429 o

— Open Proxy — Direct Delivery — Spamvertised Website
60
50 /_HJ‘IJJQ
40
% E .09
30 294 0-33 29.49
8 T 2556
& o9 Lotz 22.53 23.08
13.26
10 .51 52
. M a
2006MQ 2006/2Q 2006/3Q 2006/4Q 2007M1Q 2007/2Q 2007/3Q

Certbr 3| ey A & 0 AR £ 4 8 eni@iE = 54
4 % JETE B T R (Botnet)# i% /4 i2 SPAM o

e §_» Certbr s & | enf vk % B st (AR
727 SPAM {e:f 2 a§_& 7 i‘gﬁ A E | A P R E 3 ¥ SPAM
1 E 3 R N IR PR G i 0 BT B T mﬁi;#;* 5 o7
RIRPRFEY AL k@i SPAM e - L i * e TCP 3%

> (port)® > 1080 ~3128 ~6588 ~4480.. ‘F F_N IR PR IR ¥

11



* 3R gt FR i CERT.br ¢73F 2 2 honetpot®® W & o

# | TCP Port | Protocol Usual Service %
01 1080 | SOCKS socks | 37.31
02 8080 HTTP alternate http| 34.79
03 80 HTTP http| 10.92
04 3128 HTTP Squid| 6.17
05 8000 HTTP alternate http| 2.76
06 6588 HTTP AnalogX| 2.29
07 25 SMTP smtp| 1.46
08 4480 HTTP Proxy+| 1.38
09 3127 | SOCKS| MyDoom Backdoor| 1.00
10 3382 HTTP | Ssobig.f Backdoor | 0.96
11 81 HTTP alternate http| 0.96

2006 # = 7 32007 &£ 4 - £ 5 ocpip e Bt o
i % 8080 i ernt F P A 'E X > @ 1080 3 enig * P -
EEERAT F_Http 3 3% 280 3 i+ P B % = g iz o

Parcentage of Emails Racaived / TCP Ports [2006-06-10 -- 2007-03- 18)

100%

G0%

60% [

40% [

percentage of emalls ! month

20% |

0%
o7 1<) il 01 03 05 o7 Jul:]

Months (2006 - 2007

™ Bl 5 Honeypot 197 # © * — SpamPot 3+ % £ ¢ NIC.br
3 CGlbr + &7 > 5 F &8 # it 1 1% | %2 (Anti-spam Task
Force)sna i¥7 p 2. - oH % * OpenBSD Honeyd % # 48 »
mu T T B S e B R GR3E 4 (Cable*2 ~ADSL*3) ¢
2% 3 L iF honeypot(# B Rk % - B FI* 2 - BF ¥ gud
) > ¥ ¥ A% Spammer £ BIFEIL 5 honeypot chE 37 4 o

2 484k : http://www.honeypots-alliance.org.br/stats/
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End users broadband computers
Server:

Collects data daily;
Monitors the honeypols resources.

Honeypol emulating 7

Wictim

Honeypot emulating
an Open Proxy

o] P
Ef‘? an Open Proxy ../
: A
Computer with i !
oy At A
| k.:.
!
oy Mall Sorver 1 %

Computer with Wictim
Open Proxy

BleRendp B 5 2006/6/10-2007/9/18 » 3+ 466 = - i+ B
honeypot # X & F|5 B2 F 4 F F R F 22 > g2y
L3 A8 RSPHFA > TEE-HTIMEFLOIBL o F
PE3ed 120 3R+ 323 215 6+ % B kA
IP > 3006 # AS 7% (autonomous system) °> % 165 # K 75
(Country Code, CC) °

AW B P SPAM P > ki p Iy en s #(TW)H v & 3 i
7343% » % = L E ¢ B S E(CN) » i F onm
1580% @ EF fe B B A 2% § = 24 £RiTHE K
(Us) -

\’l-‘..

2
|

# CcC E-mails received %
01 TW 385,189,756 73.43
02 CN 82,884,642 15.80
03 us 29,764,293 5.67
04 CA 6,684,667 1.27
05 JP 5,381,192 1.03
06 HK 4,383,999 0.84
o7 KR 4,093,365 0.78
08 UA 1,806,210 0.34
09 DE 934,417 0.18
10 BR 863,657 0.16
Subtotal: 99.50

TR T B W RAB AE B AT P SPAM 0 A it o
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A S E S SPAM BibibAE L E 8 KRE o

percentage of emalls | month

100%

A% [

Percentage of Emails Received / Country Code [2008-08-10 - 2007-08- 18]

o7 [1.¢] 11 01 03 05
Menths [2006 - 2007

09

Fi— #A45AS f 4 5o 0 2| i 0 SPAM &
i‘;i}%t,f‘:Pé&%PRﬁﬁf#% oL LY 03T Lkp oo LA
5 F g (TFN) » ¢ 32.609% » H = £ HINET » ¢ 25.049% -
$ =242 kp ¢ R EIESE T i (CNCGROUP) » # i

KA o RRIAR Ik S ¥ e L SEEDNET > ¥ 1 %
FrE e T 2§ 4 LREAH -
# | ASN |AS Name CC| E-mails %
01| 9924|TFN-TW Taiwan Fixed Network TW|170,998,167|32.60
02| 3462|HINET Data Communication Business Group TW|{131,381,486|25.04
03| 17623| CNCGROUP IP network of ShenZhen region CN| 65,214,192|12.43
04| 4780|SEEDNET Digital United Inc. TW| 54,430,806|10.38
05| 9919|NCIC-TW New Century InfoComm Tech Co., Ltd. [TW| 9,186,802 1.75
06| 4837|CHINA16S-BACKBONE CNCGROUP CN| 9,025,142| 1.72
07| 33322|NDCHOST - Network Data Center Host, Inc. US| 8,359,583 1.59
08| 4134|CHINANET-BACKBONE CN| 7,287,251| 1.39
09| 18429 EXTRALAN-TW Extra-Lan Technologies Co., Ltd [TW| 6,746,124| 1.29
10| 7271{LOOKAS - Look Communications Inc. CA| 5,599,442 1.07
Subtotal:|89.26

TRIET AT A E D F > SPAM ek R g B PR AR i
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FEB AT TR e 2 d MG LHFRE BT RS
HINET ~ 2 % ¢ % SEEDNET ¥ 7 42 40% ¢ SPAM 7 %

¥ &8k

Parcentage ol Emails Recaived f ASN [2006 08- 10 -- 2007-08- 18]

100% T T T T T T T
ASN D924 (TFN-TWTW) -
ASN 3462 (HINETTW) -
ASM 17623 (CNCCROUPICN) -
ASM 4780 (SEEDNET/TW) -
B0% [TASN 9919 (NCIC-TWITW) T
ASN 4837 (CHINATES-BACKBONE/CN) -
= ASMN 33322 (NDCHOST/US)
5 Others -
_E
o 6% [ i
]
=
&
k=
L H
=
E a0%
1]
L=
z
(-9
20%
= P i e—— _——-—m%_)é—
0%

o7 [1.4] " 01 03 05 o7 2]
Months (2006 - 2007)

“ﬁii A Nk KRRz ik @ * Data Mining $ i
% 75k SPAM #03E 3 fE 45 ~F 7 cheyt ~2 Spammer 05 #
T 1§ % Phishing 2 H s R JohiEd > » €5 g UREE
> N2 e ¥ HLSPAM o

«* IronPort

IronPort ¥ - & px & 7 3 K RRE DA SDE
# 0 W& Cisco shifft 2 — o ﬂi% n'p\E’ IronPort B 5 # (vice
Prisident) Patrick Peterson 3 4 3L &£ i I =* % 55 980 s
f‘é‘{SPAM’Tg]%E'T‘Z}LZOO7-&6” 1% > SPAM & 7 3
be 129078 R Posg b A o

\

L T P e Q)SQ =
80 | 2 : O/
i o :

Spam Volume (BN)
3

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov DecEJan Feb Mar Apr May Jun Jul Aug Sept

2006 : 2007

AVG DAILY SPAM VOLUME BY MONTH: 2006-2007 98B/
120 : day
: e
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%ﬁ"sﬁ% Image SPAM % Pdf SPAM @ % ch{ % 4 # 7 *
21 p 2137 Excel 3] fk (7 SPAM » & — Béheg p ﬁvﬁ_iﬁ‘?@?ﬂ
“% SPAM £ :5117% e

SPAM VOLUMES BY TYPE

30%
g
8 10%
&

0%

1-Jun 156-Jun 29-Jun 13-Jul
- = ‘image — =-PDF excel
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FHAE3 A B - X

*RALP]d AT&T ~# B FTC ~StrongMail ~22 Cablevision
2 e

o AT&T

AT&T 4 & * ¢ & (Network Abuse Center, ™ ™ i i
NAC)#, mﬁ’*fpl & * (Broadband Abuse)$% * 532 Joel Casey #&
i SENE e

NACH 2 eh1 (F& 35 FI0B A2 f 4% #HREL - 20
ISP § F#R2 JR7: % & ¥ PRIF L F 23539 ~ AL k g #
WML R 2 R R A F IR LSRR R B
Afg\’m:r;:'i);}_rﬁ FrFFoEzp it B xaE s TR
2 REFRELE o

1996 # FII A » NAC & $enFAxkdx <~ %457 %
BenZE 22 R~ % 25 NACEF F e infe > BA2 5 p #
MR RIS BT RenA 4 Tz 2 LI R (ex.
Abuse Ratio) "™ 3 B PR ﬂ«%‘r Be AR 4ot > NAC 788 3|10
PR D R R T G X TR L el ’FLK/T\I}%‘* ? NAC
AAKR S FRER Y P E TR R R YT E
s EN R

% 2 R FTC

d 2 % A (Investigator) Sheryl Drexler 3f 2 % & ISP £7 3
E B T o

FTC fek & 2 e { F P2 2 g TR 7
THE KT AR R HFES 481997 #12 k > FTIC @
Fed2 1 90 i spam g B K ] 0 H P & 35 MO@%%ONC
e Spam Database (spam@uce.gov) # % ¥ 12 4T 3| 30 § 3
SPAM » £ i 1 B 002 BeEas ivo i3 % d
Spammer e

-

30

% 2003 # CAN-SPAM ;2 % 1% 16 » 37 2004 & FTC
% — 1 % & * Phoenix Avatar » FTC g #5244 1 * spam
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g e T RET o H S
Dugger i A 4 Frenffa; ™

> 2

LE DT IFEE S AR ER

AR L Y

% 2006 # 1 7 FTC 4p 43 William
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