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Mark Gauvreau, EWA-Canada

TRACK A (Citrine Ballraom) TRACK B (Jasmine Junior Ballroom) TRACK C (Maple Junior Ballroom)
CC Formalities Use of CC A Views/ ication Aspects
Planning for Assurance Maintenance and EWA-Canada The criteria of development site security for CC evaluations
Experience Buding CC g g =F i Naruki Kai, Infor hnology Pi ion Agency (IPA)
s David Martin, CESG, UK it st ‘

ST: Different levels within a
Protection Profile/Security Target (how a PP/ST can better
meet the real life)

Dr. lgor Furgel, T-Systems International , Germany

‘Common Criteria methodology for Smart Cards and Security
Devices: An of the I5Cl act
Alain Boudou, Euresmart- ISC!

New Directions for the Common Criteria: Implications of
Supply Chain and Cloud Computing
Michael Grimm, Microsoft Carp., US

The TOE: What's in? What's out? What does it mean?
James Arnold, SAIC Accredited Testing & Evaluation Lab, US

Update from ISCI-WG1 of the JiL-document "Collection of
developer evidence"

Sophie Laborde, ISC-WG1/ Thales Communications & Security,

France

Assuring a Hardware TrustZone
Tony Boswell, SiVenture, UK
Simon Mooare, ARM, UK

An Update on the NIAP Evolution

Carol Hnut-k, NIAP/CCEVS fN-aliﬂ-ﬂﬂ'f J‘nfom-mﬁonAs?um-n(z for }: Obj 5 i
Partnership/US Common Criteria Evaluation & Validation v
Scheme) QOrazi, Ugo Bordani, italy

The EU Project ASSERT4S0A (Advanced Security Service

Turkish Common Criteria Certification Scheme from 2003 to
2011
Mariye Umay Akkaya, TSE Turkish Scheme

Process Improvement for Commaon Criteria Evaluation in
Malaysian context
Siti Fatimah Abidin, CyberSecurity Malaysia

1€SS-IC activity update: two draft PPs for contactless e-money|
m

UK Scheme Update
David Martin, CESG UK Scheme

syste
Yasuyoshi Uemura, IC System Security Japan Consertium (IC55-
i), Japan

Chinese general techniques requirements for important
information systems
Dr Hachao Song, The Third Research Institute of Ministry of
Pubilic Security, Shanghai, P. R. China

Japanese Scheme Update - Enforcement utilizing certified
products for pi inJ
Kenjiro Sasacka, Information-technology Promotion Agency
(IPA), Japan

The New NIAP Protection Profile and Extended Module
Kenneth B. Elliott, The Aerospace Corporation, US

Fighting the bean-counters
Gerald Krummeck, atsec information security GmbH, Germany




TRACK A {Citrine Baliroom)
CC Formalities

TRACK B (Jasmine Junior Ballroom)
Technical Use of CC

TRACK C (Maple Junior Ballroom)
Views/

Aspects

Reduced Reporting: Pilot Results

Integrating requirements into a Protection Profiles: Lessons

I d frof hi travel di MRTD) PP
Rob Huisman, NLNCSA, Ministry of Interior and King py Device Profiles C Update 2011 | ‘©2""eC from mac o LM}
Relations, Netherlands Brian Smithson, Ricoh Americas Corporation, US Lo _' i -
i g 7 Dr. Jens Oberender, SRC Security Research & Consuliting GmbH,
Dirk-lam Qut, Brightsight BV, Netherlands et

Better Use of CC with Lower Assurance Levels
Tony Boswell, SiVenture, UK

Developing European Protection Profiles for Digital

Secure Content Automation Protocol (SCAP): how it is

Marcus Streets, WG17 /ETS! / Thales e-Security

Iy used to enterprise security
management activities

Sean Barnum, The MITRE Corporation, US

Product Assurance in the UK - Common Criteria, Commercial

convergence?
Simon Milford, SiVenture, UK

Product Assurance and CESG Claims Tested Mark - is there any|

Security P
Community Update 2011
Eric Winterton, Booz Allen Homilton, US

Profiles

Leveraging Automation Protocols in CC evaluated Products
Erin Connor, EWA-Canada

Beyond the CC certificate: how to continue to assess the
security assurance in operational systems?
Christophe Blad, OPPIDA, France

Review
lames Arnold, SAIC Accredited Testing & Evaluation Lab, US

Security Requirements for Network Devices Protection Profile|

Assurance Activities Test Model
Quang Trinh, SAIC Accredited Testing & Evaluation
Loboratories, US

Mechanism to provide assurance statements from general
purpose hardware
David Grawrock, Intel Corporation, US

Profile pack
for mobile
Claire Loiseaux, Trusted Labs, France

Certifying Trust
Gene Keeling, Cisco Systems, Inc., US

Extending Common Criteria beyond vendor assurance
lJennifer Gilbert, CISCO Systems, Inc., US
Nithya Rachamadugu, Cynacom Solution (CCTL), US

Web Application: Is it suitable for CC evaluation?
Norahana Salimin, CyberSecurity Maloysia

Evaluating Third-Party Code: How Can It Be Trusted?
Courtney Cavness, atsec information security corporation, US

Test vehicle - tool to assess ITSEFs"

Harmonizing Commeon Criteria and Formal Risk Analysis

Takayuki Tobita, Information-technology Promotion Agency
(IPA), Japan

ARC in : Common d App! for the

Creating and Assessment of ADV_ARC Aspect
Dr. Igor Furgel, T-Systems International GmbH, Germany

Security Target Construction through Risk
Analysis

Dr. Jorge Lopez Herndndez-Ardieta, Indra Sistemas 5.A., Spain
David Vara Cuesta, Indra Sistemas 5.A., Spain

CC SVAT: Common Criteria

Analysis
Toolkit
Dr. Stan Kladke, Aspect Labs, US

EAL6 Evaluation
Karin Greimel, NXP Semiconductors Austria GmbH Styria

a Formal Security Policy Model for a Smart Card

Evaluation evidence production: How far can we go?
Miguel Bafidn, Epoche and Espri, Spain

Using Threat Modeling within the Evaluation Process in a
Common Criteria Evaluation Facility
Alexander Findeisen, SRC Security Research and Consulting
GmbH, Germany
Dr. Bertolt Kriiger, SRC Security Research and Consulting GmbH,
Germany

using Common Criteria Certifications
Helmut Kurth, atsec information security corporation, US
Trang Huynh, atsec information security corporation, U3

An Access Control Model for Applications on Mobile Devices

Criteria or Test Specifications?
Denise Cater, iconSecurity Ltd, UK

Refining Software Vulnerability Analysis in the Common
Criteria
Sean Barnum, The MITRE Corporation, US

A Research on Security Vul bil and
Test Pracedures for IPv6-based IT Security Products
Woong-5ang Kim, Korea Internet & Security Agency (KISA),
Korea

TOE Security Functional Requirements, in light of attack
potentials of different EAL — A Case study
Subhendu Das, STQC T Services, India

From FIPS 140-2 to CC
Dr.Yi Mao, atsec information security corporation, US

How can ADV_ARC be used to reduce evaluation effort?
Bakker, BV, d
Pater van Swieten, Brightsight BV, Netherland

Quantifying the strength of security functions in vulnerability
assessment
Hongsong Shi, China Information Technology Security
Evaluation Center (CNITSEC)

HSM Protection profile: How to CC-evaluate a HSM to meet
FIPS requirements
Sebastian Mufioz, Realia Technologies 5.0.
lJose Emilio Rico, Epoche & Espri S.L

P tion Test Methodology on Inf 5
Product utilizing the Virtualization technology
JungDae, Kim, Korea Security Evaluation Laboratory Co. Ltd.,
Korea

Byong-ki, Park, Korea Security Evaluation Laboratory Co. Led.,

ity
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TRACK A {Citrine Baliroom)
CC Formalities

Korea

TRACK B (Jasmine Junior Ballroom)
Technical Use of CC

CC Certification from IT to ICT
Yang Cui, HUAWEI Technologies Co. Ltd., P.R. China
Xin Wang, HUAWE! Technologies Co. Ltd,, P.R. China

TRACK C (Maple Junior Ballroom)
Views/ A Aspects

Integration of Common Criteria Evaluation activities into the
system engineering process
Alexander Haferland, Bundesdruckerel GmbH, Germany

Evaluating memory protection of smartcards and similar
devices
Wolfgang Killmann, T-Systems, Germany

Common Criteria and Smart Grid technologies
Eugene Polulyakh, BKP Security, inc. (parent company of Aspect|

Dong Ho Won, Sungkyunkwan University, Korea

Labs), US
Korea Scheme for 150 17025 Proficiency Testing in €C . % i
[« A
Evaluation Facilities Human decisions, for high quality reproducible DPA £ with Safet: 0 n & Space
Hyun-lung Lee, Sungkyunkwan University, Korea i i o Industries

Bakker, BY,

Michael Dulucqg, Serma Technologies, France

study the Chinese

and the
Common Criteria (CC)
Dr. ¥i Mao, atsec information security corporation, US

Fault Artack Emulation for Penetration Testing
Armin Krieg, Institute for Technical Informatics, Graz University
of Technology, Austrig

Protection Profile for the Gateway of a Smart Metering
System Combining privacy protection with security for the
grid
Dr Helge Kreutzmann, BSl, Germany

The Open Group's Trusted Technology Forum: Developing
open standards for a more trusted global supply chain
lJoshua Brickman, CA Technologies, US

Java Card testing strategy
Ismael Kane, Applus LGAI Technological Center

CC and Industrial Security: Smart Meter Systems are just the
beginning
Markus Bartsch, TUVIT GmbH, Germany
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Inherent risks

Risk
Assessment 7 Identified risks
- Security Objectives / Requirements Accepted identified risks
Design
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Implementation Security Implementation Implementatlon drift
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Deployment .

Deployed security
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Security Assurance in the operational system
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(1) EFHETHZEK
Are the [Properties] of the [Security requirement realization] as
[expected]?
® [Security requirement realization]
- The concerned security requirement: SERS, security
objectives for the operational environment

- The supporting element: the TOE / subsystems of the TOE /



elements of TOE operational environment (operating

system, database, administrators, premises,-**)

- The type of element: physical / social / cyber

® [Properties]

- The temporal property: Configuration / Execution

- The specificity: Generic (TOE guidance) / Specific

(deployment specific)

® [cxpected]

- The reference permitting to interpret the collected data
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