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Abstract

Keyword: Information and Communications Devices ~ Security ~ Testing Guide ~

1.

Purchase Guideline

The origin of Research
To strengthen the security of using information and communications devices
in the government agencies, and promote the safety of domestic information
and communications environment, this project compile 4 new security
testing guides, and promote the security testing guides. Therefore the
government agencies can select in line with the security testing guides for
information and communications devices from NCC.

Research Methods and Process

This project’s main work is divided into three categories, the research

methods and process are as follows:

@® Security testing guides for information and communications devices
According to the usage of the government agencies, the 4 kinds of new
security testing guides, which are considered in the development strategy
framework of the compile security testing guides, could make the the
standards of the security of using information and communications
devices accordant. By the symposiums, this project could ensure that the
security testing guides in this project can meet the demands of
government agencies.

® Review security testing guides for information and communications
devices
According to the preliminary results of security testing for information
and communications devices in 2011-2012, we review 10 kinds of
existing security testing guides. Hold symposiums to ensure that the
security testing guides in this project can meet the demands of the

domestic market of information and communications devices and the



government agencies.
® Promote security testing

To promote the government be familiar with security testing guides for
information and communications devices, let the manufacturers go testing
the security guides, we hold the promotion sessions and guides
symposium to explain the content and the benefits of certification to the
government agencies. Through these promotion sessions, we can
comprehend the government information security agencies, and
popularized the testing of the information and communications devices.

The scope of the study are as follows:

- 4 kinds of security testing guides for information and communications
devices(draft), include the documentation review and device evaluation,
the device evaluation includes security function evaluation, stress test,
robustness test and stability test.

- Review and revised 10 kinds of security testing guides for information
and communications devices.

- promote security testing guides for information and communications
devices, hold the promotion sessions to explain the content and the
benefits of certification to the government agencies.

3. Research detection

® 4 kinds of purchase guidelines for information and communications

devices(draft).
Threr’re 4 kinds of new purchase guidelines (draft) for information and
communications devices : Database Activity Monitor (DAM), Advanced
Persistent Threat Defense System (APTDS), Mobile Wi-Fi Hotspot,
VPN Gateway.
The document review inspects the items that affect the security function

and quality most after the devices are released. Moreover, the guide



includes four device testing items, security function testing, stress testing,
robustness testing and stability testing. The items are also divided into
basic and advanced items. To learn more about the information, please
check Appendix 1, 3,5and 7.

4 kinds of purchase guidelines for information and communications
devices(draft).

To help the government be familiar with information and
communications devices, including the deployment plan, setting and
examination and update information, there are guidelines for the
purchase, including the explanation of testing items.

The government can understand the protection scopes of examination
classification and benefits. The guidelines can be a great reference for
the government in purchasing products in the future. To learn more about
the information, please check Appendix 2, 4, 6 and 8.

Invite the manufacturers of new information and communications
devices testing guides.

The document review inspects the items that affect the security function
and quality most after the devices are released.

The guide includes four device testing items, security function testing,
stress testing, robustness testing and stability testing to complement the
insufficiency of document review. There’re 4 manufacturers testing the
new draft purchase guidelines for information and communications
devices. To learn more about the information, please check Appendix 9.
Review and revised 10 security testing guides for information and
communications devices.

According to the preliminary results of security testing for information
and communications devices during 2011 — 2014, based on the security

testing guides for information and communications devices from NCC,



review and revised 10 security testing guides for information and
communications devices.

® Ask for the revision opinion of the security testing guides for
information and communications devices.
Hold 3 symposiums to selects the item of the new ecurity testing guides
for information and communications devices, to ensure the content of the
new security testing guides in this project.
Bring the representatives of industry, government and science together to
discuss the research analysis. This project will follow the conclusions of
the symposiums.

® To promote the government agencies to select in line with the security
testing guides for information and communications devices from NCC
To promote security testing guides for information and communications
devices, hold 7 promotion sessions to explain the content and the
benefits of certification to the government agencies.

® Gender statistics and analysis
Statistics and analysis the proportion of gender, education of the
|.T.,Procurement staff.

4. Recommendations

® Immediately feasible recommendations

- Yearly guideline revision to enhance the R & D capabilities of the
information security industry, strengthen the environment of the
information security industry.

- Counseling the manufacturers of information and communications
devices pass the testing or provide the testing grants to increase the
manufacturers' willingness to participate.

- Promote the security testing guides into the supply contracts.

- Promote the exemplary government agencies to select in line with



the security testing guides for information and communications
devices.
® [ ong-term recommendations

- By detecting equipment manufacturers and agencies to share the
experiences, strengthen the benefits and the certification of the
security testing guides for information and communications devices
to the government agencies.

- Establish the law of the security for information and

communications devices, strengthen National Information Security.
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