SIEASEBE{E (APEC) EfEEE:EN

TAE/NHEE 57 e
R 75 1% Bk #4 i 72
HZxENEEEEE RN HHERIE
HZENEEERES Hos e
HZENEEERES FFE FL
HZxENEEEES A RBlEe
AT HEER Mk BlE&
AZHEL TEE RE
AZHEL RS HRE
TR ERZ 2R BRFASY BHERCETEN
TR & B L2 G IR AR L HEE ETEER
TPt B2 & B2 G BT AR L MEOE TREET
B ELE N EERSTHO BEANBE FAE
MEENEERATHC TRZFE SR TIER
MEZEANZBRESESE B 4HE

IRELEZE / HhlE - ARt EE AR
tHEHHEA - 1075 5 H31HZE6H 10 H
HEHRA - 10788 H22H






S LE RGO &1F (APEC) e i Zisk

— -~ EY | APEC BEEEMITAE/NAS 57 Kegs# (APEC TELST Meeting)
— . @mOE | 2018 6H3HE6HSH
= EEEE | AT B
PO~ R A | AR - hEIARE - A4 - SER TS 13 (B BB 30K -
B R R W | Sk A BB B AKPETE SRR - SIS RO S 8 (ELOEBRIR 2SN
B | EEGEIE TR AL (APNIC) - 4Es4Eisiner (1S0C) -~ SHETdE
HSER @ (SEARCC) S5RBSAHERHE -
o GHEEE | REROEIMSEEE &
o B R B BN AR
B ﬁii B AR R G BEE RHE
| EFEREEEAE I Rt
et e d=tey sy Ba
A3 i, M BIFE
25 TEE RIA
i RS
G-y SRS BhEIEL
ﬁﬁhl%éﬁ%éﬁﬁ&ﬁ%%¢b SR TR
TR & B2 2 TR L e TR
BB A BB (SR 0 BAEE £
R INCE Rt s Tl TR
EE A 2 FEAS S Ban e
PR 1,§§%ﬁ i B e s e
R | LT A
> BAEEGH
> HEeRER
>  APEC s
> TEL2018 T{Ezf=&
> BREHEBRESERS
3 TSR s (DSO)

3




4 HHbEESEGHE (LSG)

5 BB RIEESHEHE (SPSG)
6 BRXKY
> EmiEAERE
> TEL 2016 % 2020 FE5Ru& TEIETE
> TEL 2016 £ 2020 FHRESTEETEHMET (Mid-term Review)
> BortEma R s
> BT/ AT EIRE
> e A8 N Y
> RKREgHEE
> &
S e > TEL59 BRI ES ARG H - HEERRCEBEME B
e 1588 (2019) 4% APEC & & T i s e 2 IR I TELS9 2 =R -
FR R E o
. HEEMARTERTERE
> TELMINII @ EEARCodfsepnn iy ez id (2019 ) 4FE8F TELMINI 1

ZPTERE  HEZREED APEC 2019 R & TR BN 2 B A, -
BEZERA TELSS HHERD.

JU~ kB fE fC
Gz
TAE &5y
T

o ILEHEEh v atE | (1) FHEHEEIEEE B

(2) FEBNEEHH G AR

(3) Bcé& TEL SRSl TEL JEE) e X
® R TEL57
® NUNTEREIEMEE) | (1) FFEMEEEEE | HEAEL - xR EMEEZE
TAE {s o~ AT
(2) BUTEEHRMMHE | HRAREA - R ENEREE S
2 TmIE

(3) EFErE s Z e | BB - B EEREE e
TR E B~ TR
FE WL TR 0

(4) BRI | AR AL« R EREEEZ R
SHBEAREN |9 U8

o Hih R[EIMIEIE | TS BB (G AR | BN - BEHE - BEER
B TAF SEEAH B A !/z*i}\t%aff%

+- B
R

107 € 5 A 21 BRI SN ER%EZ S & H6d APEC TELST 7RIS # -




BB E B .eveveeererereeeeeeressesesenessssssenssssssssssssssesenessssesenssnssensasssesesessnssenssssesenees 7
B 0 H e e e e ereeeseeeses s s e sttt s et et et et et ssaeae e e e senesenennes 8
B 0 BBEB e e e e et et as et et et e e e e e e se e nenenn 9
— EFEBIGRE ~ HIEE oo reeeessssesesesesesesssssesesesssssessssnesensnessssensssnassennen 9
- BARTEBEEIET BIARTR coovvveeeeereverssesesesesessesesssesssssesssssssssssssssssssssessnsssssessses 10
= BT T oo eeveeesesessesesessssssesessssesssesasasasesssssasaesesanesssenesananessssnenssensesnsaes 10
T s R e eeee e eee e sessseesesesasasessssesasasasssssssseassessssesaeassensnesseeensesnasseeeasens 10
(—) BB 10
() HERERR 11
(=) APEC B B 11
(TOY B TELSO SR . e 12
(71) TEL 2018 GE TAEEFEE . 12
(7)) R e R TR . . 12
() EESIEETE . 33
(/) TEL 2016-2020 SRS TEE T = B A AesT ... ... 33
(T B . 34
(1) Bt REs s/t 34
() TEL B0 34
() R T o 36
(=) BB AR E S 37
(FUUY BEIFIIEETE e 38
(FT) BABER 39
Ty B R R TR E T oo e etse s s s etessss s st etsessssssssssssssssees 39
(—) TIFEHE TEL T/E/NEE TELS6 €z R » NBEE ... .. 39
() APEC WAEREMEGE APEC ATHAMERE © ... . 39
(=) TEL 2016 £ 2020 ESRMEATEIETEE ... 40
(PO BB ATE . 40
(71) APEC (RIS &2 e 28 40
(FN) RAE . 41
() BRI IEE . 41
(J\) HA RS . 41
7 BAE T IYEHEER oo ee e eses s eese et st st e et st se e e s s st eee et naeseraes 41
(—) BERFMHEES4H (DSG) oot 41



(=) BEHBFEESAE (LSG) oo 55

(=) BT (SPSG) oot 57
t - EBENEGE  BRGENIIETE e 63
(—) TFEadEEBEEHREE TR E (CA & MRA) HZE/NHEFE. 63
(7)) DSG ElF &g — 4 AL ..o 66
(=) DSG B BURFTETE © APEC B EUFREIES T, ... ... 72
(I0) LSG EsF[E s s —APEC &k OTT AR Eas & . ... .. ... .. 77
(1) LSG EHEH g% —APEC st L BB AHIRE . ... L 83
(73) SPSG Bf&) & —APEC 4B RE s 2. .o 85
() SPSG A&t —APEC (RIEEMIr a8 Ze 2068 . .. . 85
(J\) SPSGHHETE — A LE e 87
B n B R oottt ettt et et asanaes 99
— BB IOME LR oot e e eeesesesesessmsse s sesesseneeeneen 99
= R AR T R EE L .o eeetse e sesee e sse e sesssassse e sesssesseeaesennessaeeaenneees 100
BffE ~ TEL SEHEITEIETEE 2016-2020 £ ..ot sese e eenes s ese e 100



B 1 SG Ra E = R B . o 20
2 BB E RS (ICT) BREZZEME 23
& 3 AR 3R - BEFRRERRIT N SHEERRIL. ... 26
4 R R B 28
Bl S ZEIDigital Hub BFEE ... o 29
6 JEMRE ICT RASRA R TTEt 32
7T EBEEA ST EAEEEAEEEN 34
8 BT SG Rt . 42
O R i3 = o S 43
10 R B S A 44
11 2R IPvO BRI 44
12 2ER IPv6-Capable CEIRHER 45
13 KOREN B R e o T . oo 51
14 KOREN SDI BETRERL . . ..\ttt 52
15 BB FOC ARBATHEMEER . oo 56
16 A7 SPSG 434H FHF BT T B e BRI 2 3 1 22 2 e R Al AR v O OE TAZ BT (£ G5 A 63
17 EEAREEAANEE [ 20182022 & FAEAU R RIS RIS FRE RS o ... 67
18 HAME 5.0 (Society 5.0) HA ..o 68
19 EAGEAHS N TR B BN R AR ST BRI ... 73
20 HHIHE MyInTo Za4R © .ot 75
21 AR B I B . 76
22 OTT R A TR . 79
2 B A R A 80
24 ONCERT/CC ToT fERIAARaT . o 88
25 S1ingShot APT B 90
26 Lol TR L o 92
27 APNIC Honeynet 518 ..o 93
28 HIZR T4 BB o M 94
29 FERHY ToT BIEBREITHEREIGE .. ... o 95
30 Lol BB T 96
31 UL 4maE s e BRI AT RETE H .. 98
32 APEC TELS7 BB EERE AR . 100



= HW

oo K& & /E (APEC) EE B E N TIE/N4H (Telecommunications and
Information Working Group, TEL) HAjIHA 21 {Eg ELMHE - 44F 2 FEH
= B RS TERE - TEL &3 HAL SRS g & maER - BaBiHE i S 2 sk
B 2 2 ~ WHEEE AR R N T E TR S R AR SRIS S - M T (E HE nn K Ik
BE &g - BHETL T i RE&EHE (Information Society)  HYBHE -

TEL 2 k£ 81 7 B IR (5 F & s H R B 2 BT8R4 - IRENLE 1991 4F
DIEA&E B85 I0A TEL 1% > SEEHRRERERS R - 8E SR
RS E RS R B %2 ~ S M QR R 38R ~ FTIE B BUR
HEENH EoRERE  BREANU S R a2 = R e - R =3k
[k - (Rl R B P RE R

2018 4 APEC WY EREE " EREGEMRE - B R  (Harnessing
Inclusive Opportunities, Embracing the Digital Future) | > =IJE{Ee4EE,
AR TR A M o R BRI REE S (Improving Connectivity, Deepening
Regional Economic Integration) ; ~ ' {E#Ekx%&EFBEAEMKE (Promoting
Sustainable and Inclusive Growth) ; & " BEGH N EREALEELRE
(Strengthening Inclusive Growth through Structural Reform) -

APEC TEL " 2016-2020 fESRHE{TEIETER | - et 5 KT RIS mALE - [fE
(—) BE e EEBRRER - () (SEL e L EEIVE @R RrREE -
(=) REEBKRES - (W) hraE s - () WbalE - HHEEREE

SFIEEVETEEISTR » (iE#E APEC AHREmIEFIEIPEAH I & » BN & FIIRL

4N ©



SR

—

B
ErREER ~

~

GEIEE C 2018FE 6 H3HE6 A8 H
i By ¢ AR RN n R B L
BT

51 % = REER
ST R B
[LSG %5 Bl s &% —APEC
CEE S P EhL OTT RSB e | FURpas (mireisg
6/4 (—) [SPSGIAPEC BRGHLHERERY |  £4PEH) DS
e E
[SPSGF & @ - 4R 22 2222 | [LSG7E2[E] 6% — APEC
e S S BB U
6f?f)[mGQWMTmﬁérﬁﬁﬁmﬁﬂsgﬁm@ %
[DSG] fl7 [ 2 s — 3 %
S
[SPSG]10T &2 Etdr
(DSG | ehir B P & - APEC
%4 B AR BB T
BAK | BB B LS R T
6/6 (=) | [LSG-CASMRA TF] & isF
ST (A R
% NG
[DSG] 5740l ik
F5K EoREER
JAASRN
6/7 (muy | [LSUITHEER ST EES
[SPSG 434
6 F
B ke




= SERREGRAR

ARGHILAIN ~ FEIRPE - BA - 8E] - Efe ~ EAmnaatgA e - 3F
EREE ~ (RERMT ~ i ~ ZREY ~ 2B - MRS R IRESE 13 (EROB AR AR - 1
SR~ IR~ A ~ B~ FE2ephns ~ SRPEEF - PSR a8 (EAC G
RIRE SN - AR AHGRAE RS ES E a0 (APNIC) ~ 4EPEAE R i3 & (1S0C)
PR o A AR e I B (SEARCC) “FEIPRAAARK LR -

=~ ERER
FHFRE R A AR S e Rl =] RAB (L S -

LN

(—) R

1~ EWRE R (R 2 GE

BN HEFSEE S (SOM) FiFE Mr. Ivan Pomaleu Af#HE
FHEE > Pomaleu AfEEREEC &g B ORI FT IR E A ii 4t 24 A 50
EEE A EE B TEL TAE/NAHES 57 s

PER T EEHEHR R RO &R i 2 BRI - R
K B A MR 2 R S E TR - Pomal eu A (H[EIEEAES £ 2017 &
EHE SRR ICT R ATTERE RN B HE S &K » DU #ME APEC
WA BT LTRSS B S - B TEL TR/ NEEE ERIEZE N A
s (2018) 1 " ZIEEA WS - BHEERE , o STEmfFESE
EE S - K EES R AER R E R

TEL #¥ T ARZERAVE KIS RS ~ BOIBUN - Sl E R T
ERIBUERS Y= > Pomaleu KFEHAFF TELST 2K BRER R -
2~ FIEEGE

TS E SRR PNG By TELST Eraff (o0 S aURFasas i K 2415 B 2
Z5H > HUELEH SOM F2/5 Pomaleu ASHEGR A EEE: - TREFHEFR TEL 1T

T ELS APEC FREm S AHRE - AH(S TELST HYSTEmAC SRS By APEC 887 Al
TR EEHER -

LR REE DL TEL — (855 7y 4HFTS S HYEH; - S0 TEL e -

10



(1) BN fEE o 40 (DSG) : {e#E ICT Al¥r - TR sy -

(2) EEALIEE 4 (LSG) * WSS ICT BaEREsR - DA ERHR RS 2
T2 PR AR e R -

(3) ZEBERfEE P (SPSG) - BN EELe G5 ICT BEKE
i e (R ONTE T QA S R e S A (T N = 7 = e N o |
5EHE T APEC 488272488 (APEC Cybersecurity Framework) | [AZE
BEE A F T APEC {RFE S &7 ¢ 24468 (APEC Framework for
Securing the Digital Economy) | &5 TEL TAE/NHAYEEBEE

¥ e

BEAh > EREALE ) TEL 54555 —TREBRE5ERR TEL SRES{ T8t (SAP
2016-2020) Ay @ET - DURRERHs Pt #E Bl g ¥ B APEC (85t<Hisi >
[ERF R 54 TEL th & & B R (e R DA S BB i 4 S e 2 SR - NERFEh
17T 20 {EAHBEHI Z 51

(Z) HEEE
KRG (R R A -

(=) APEC @

1 ~ APEC 2018 T MBS akd

PNG R E5R2R1H 2018 4 APEC &5 23R A 2 Mty » HRHIBR A Rk |
TR E Y APEC RS » B 2010 FFRC RIS [ iR | ~ 2014 47 i i i
GEME]  LLRE S B SR  ATR BL) - BB ITHL 2 APEC BE1ET
FLERPIE (IR APEC (SR Z B (ABAC) - [T ABAC FSFR 54 7 B
R SO -

2 ~ TEL LfE/NaHAHRHEHY APEC #EfE

FH APEC AREREH I 8212 £ (PD) Mr. Adrian Cheng 5 APEC 4T
i
> fE71 APEC 4H&RZ2R% LR 2018 4E APEC F REEE S iRE
> TEL HAMET
o TEL SKEZ{TEhETEE (SAP) 2016-2020 #AH &S
o TEEARZMN TELS9 ~ TEL60 Kz TELMINI1 Y $apfg

11



o SEAK APEC EZZRHE

> APEC 2017 FEE B0 ) B2 TEL MHRASCARELE 2017 SEGEHIE = -~ B
EEf-REN] ~ APEC AR B SORBRISIE ~ (REEISETE TR B E

Pavin

% o
> 2018 F55 1 B APEC &EE BNV A HEIY |

APEC 2018 55— s HE IV

st E BB 95 {4
JEIF IR A 53 4
SrEMAER 56%

Hrp o TEL A th AR K 8 S ia T2 (SSC) &S THEE
HZEE (BIC) FANM: @S -
> PEREELEUER 2018 55 IRt EHERIIR (ZOKRZER 6 H 22 H
AlEtEMEIEC EFTE L) - WEHHHAET SRR %
T -

(PU) % TELS6 #res

T EaREA TELS6 $RE1E 2 MART (2018 4 B ) #MABWEEEERER » #
HEEIE R G HAE A S -

() TEL 2018 &£ TES|E

FREREA 2018 FETAEETENS A 1 H1E TEL #8i8 > WAE 4 F IR ER iy
EIEfeEZE e (SCE) 2 &fas (COW) R » i SCE AUEtE F (A H
BIRZFoR » APEC T FEZENESWIEE(E > BT LEIE 2N AR - Rl
BB APEC /355 Z BE (ABAC) -~ FMLiEZE e (ASEAN) -~ RKE+EE
smiE (PIF) SEamil M EIEAEAAF - Hit » FESEIEORIER & = oK B H A Em
SEEEMS > WHATFA TSR BE SR IR A i -

(7N) R R FHR S

ARSI ~ BN ~ FEIRRE - HIJE ~ HA ~ 8B ~ EARnea 28 A
{FREERT ~ =B ~ ZEE ~ JEEESE 11 (EER G HE B ICT BURVEA T
1~ FE

12



B EE 2N R E s S TR E &AM ~ T8RS - Al
reckasE 2% (DIGI+ Program) ~ B EAERRAEE ~ MR LEE K
IPv6 #T)M -

(1) FEEEHHIT

B2 2018 4F 3 A HETEIEHAFKER 2,435 &7 5 EHEE

SR P RIYERE 582 B > WERBH 46 {TEIE MR FRAENRE » DIRER

B 2017 45 6 A 30 HIEZ4&&IE 26 BRFS ~ Wk 2018 ££ 12 H 31 Hf

1F 3G ¥ EF AR [E4T7HE - B P AEE: ADSL K [ElHHEE 48
(Cable Modem) FFINVERE -

2018 4 3 Hérst &R

[ 48 & A = 582 B &
-FTTx 363 E &
-ADSL R =
-Cable Modem 135 BB
-Leased Line 12 &

ITHE A P 2,435 P
-3G 174 B
-40 2,261 EF

(2) B - AlFaCE S 7% (DIGI+ Program)

HEDR: 2016 4F 12 HEESE " EIrER - frE% (DIGI+) 4 J7
% > RS L R R AT RS e AR i ~ (e B R T A
PR~ AL A Al (S RA R B PR A1 I P BRI R B i A AR
ARFFEEN ST 75 ~ A iR aE ~ BRI ~ SR mRETR KB

77 2 HAER AT 2020 HEZE RV SE G B PR A (B S E Gbps SEARAFE4E
PR E R 90%LL b » WAEEAE 2025 7S] 2Gbps EAHAEIE & 2%
90% HAZ -

(3) B EREREREE

B S A At S YA B L s i S 1 e e w1 S o T = S I =D/ -
T TECE H B » B/ AEPEARS Y E B » BU 2 BLZ A
B AR NS BT G R B » SoRFT e R B E/ DENY A
BRI L S EPE bR (R A Y 4EP54EES A3 (Internet Governance )
P o 7E T 4EPEAERS A | ZRRETT > IREBUEEEE 2016 45 12 AT

13

-



"EEE R ) B2 HAVEREB AR S - TR E
HE HAtE R BB R AR > 5128 RS AR (B i e b R %
A HEERE AL SRS 2 [EhhE © 5% A AR B AR E AR I fR (3 R (2
BHPPERIGRT - ruk T B AR SN )~ TR0 EE
Bty T OREEAON B AR ) KT RIS R E R
VO (FEEE] - HA TER e % R E A IER > TR LA

(4) gL

ENE BT ASES RIS 2 B > Rl A
K RRSEA R e (A i R E LT - R T e - R4S ~ &K
e BT HEBTE B L ETAILE  SREL AR K BRI A B fE (o
fEREBZ g O AFEEE AAEER 2018 5 A 11 H =s11#18 -

FEAN » FRERY 2018 4F 3 H 2 Blan Kl SRS S P8 40 4% T &
7% (APCERT Drill) - &R T A Mg 22 =0pmiE iy &kt
SN (Data Breach via Malware on IoT) J » 4853 H 20 (HLEEEEHY
27 {iE APCERT & E4H4% > KoK H 5 [E&FF#EHY O1C-CERT #H &% [F] 284 -
e[t fy oo K & EE fS AR e R R A B o B BT E g KB —

(TWNCERT) > W& T s KEZ A ISR TAE/ N » £ 2017 45 11 H% 2018
I 4 FHARSEERYE 3 B4R D HETIIERIE - 4851 21 (5 Kl e B 4H%

2
(5) IPv6 ZEEHN

IPV6 HEBNIREE |- » FRIEME 2015 AEESERCSBUTHER (f5) BHOME
BEELA TPV6 4 » 2016 fFCBRAAMELTPIBIAERE FHA TPV6 - (a3 AT
ABUTHES) TPvo BOR » BUBRIIEHES) 4G 178) 42 EELH 1Pv6 - B
FETIEERS 1PV6 BRBLLD -

B4 FRE 1Pv6 4EESAUEHE RO S EIERE - 01T ¢ 2018
EESEA 109 ([EEFHEBHSER PR TPv6 > SHE 2017 & 4
A 1k B B 5 300 B3N A S8 1Pv6 Ready £ {525 Phase-2)
S 0 2018 AT 2 1 SR 3 -

2~ BN
(1) BERESE
A, BUNBUREHE 2015 FARHe e AR - EH TIFERERE

14



FE19924F » (EETHRREIM(SIAZE T > BEEHHIREYEEER -
Tt B SRRE S U -
B. CREIBSTHET A (EILATZE o EAELLMREIEE

o EREEEEFE (HREEERERYARIEE) -

© EEVEAHEREEE -

o IEGRERIBEETURERUASE o

o BEBUFETEIE201 85 EallAZE IR A G A -
(2) 56

A, BONBURTS 2017 F8840 1 5G 455 S0 T BRSOt
e VU TE 8 ST T -

©  [EEERLRAAFETA -
o TS BERAEE LR -

o MHEREHERE] > EITEIESHAES DU AR - EIRHEE
FLbEit -

» REIBIEEEEE R - LR T SORE -

B.  BURERIL T — (B FHEESESRIBUT B &HR 2 56 TAE/NH > DARERE
BB (e AN ZE AT -

C. 1E£20184F 3 H > BUNFEAMRIHAE 3.6 GHz SHELHY 125 MHz AHEE -
By 5G AE BN BHREERS -

D.  BURF AR EIAHEE SRR 2 AR 55 Y B PO -
(3) EEHEMIZENEE
A, BNBUF BRSNS - DS HEEHEBHZ 2 -

B. MREHHIILE - A E -~ Skt AR o (LE5ERE )
WAFSIOREM IR ~ 5 0F S FHHYEES RIS - P LR
BRI B

C. TS 2018 ££9 H 18 HEE -
D. IXEMRIEEER

. LR -
15



s ERFIEDK -
o EULERETT -
s fEmiE
(4) L EAEPReE (Universal Service Guarantee, USG)

A, R RFORES (USG) fRHEE USO BRATAL » 1€ 2020 L - fitdm B 7111
pa > HS AT LA B S AR AR -

B. USG o][EIfEE RAVTSEAL > Rl B G BiR AT TEIIRSS T oK AR
REEETNEE CRNEER N

C. USGREEILHTAYILE » BOREI SRR 2 =] (NBN) Rl Ay
AR5 R iR (ks - A A EL AP SRS - BETTEhAEe -

D. USGZEEMstE A EMREEE S RN = HER A=
HUSOEdTelstra s AVEL -

E. BUF SRR B > FEhlE s - BT HIfmEHEE T
E
F. BRIFAATREZAYAREE TR - SRRES R/ A g -

G. HFFoabasd—(ERTH M E S REAESR - WAEA (RaEHIIE I e
BT ERE -

(5) HEHIREEE
A, THEEER 2018 4F 4 A 17 HEARHAE WY 2018 fEERTH#RE -
B. B/E =T -

i

© AR E T

RO B & RES IS A U P BR AR I > AT (I
BEYUERFS > (efEEEAFHEESEE -

o EERBHYAEEN: -

PR BB A I SERVER(S IR - ELFEERE - s e
TRSIH IR AR > ot fites 2 TEAE IR B EETRE -

o TEEENSL - %P EER Y R AT

HEOROB SR A A FUI I RV B - WAER PR - &80
WRE ~ [FEEAERE A AR E 2 I 2 R rY

16



AT -
(6) TG
A ERREAGEREEE RSO

©  EFEETHMERRHIIIE SR - FHERGRE RIS R AR SR

.
o RNBNRIHAME S P A E RS L 25 - MECRIME BT

o EIEREHETER RS TREIR 2 [EE Gt A E 2 IR R &
W& TERAERMNIE -

B. 2017 4F 8 H5eplE MG BB Z100% -
C. EHEOLARS  HEEHREH o EERTSIVEEEHEA -
D. MEERERITVEE -

(7) BNFHF RoHEEZ B (Australian Competition and Consumer
Commission, ACCC) &)

A, PHEBIZR SRR Z IR iR
B. EHA NBN HYEA B FREATMR: -
C. BINTTENEBERS A TAEZRE (BN 2017 5 10 H5%ER) -
D. EfTIE(SHEIFITISIIST (B8 2018 4 4 H5EH) -
E. FEXGHEIES (HhKFHEaET) -
F. FETHImRIURBEN (RIRFHEGET) -
(8) Bz TEHHLErS 2 M

A, BEIRESAGERS YRS 4ERs A 390 EUERE P B 660
] AETHS AR B 5 Al -

B. @i 1/2 BYZ I SERESE TR TS -
C. H_EZXAPEC TEL &aLIZK » A0 T 48 200 S ERES R TI4EES

T
D. 1 APEC TEL @rabIof » MEpEEIA8R SR RS R T 200
e

17



E. Az 2018 4 3 H 31 HEIRRMMEERUIAR 14 [F357T © BEF
[FEIAHEESE & T 112% - BRP P2l AER 4 35T -

(9) BIRESRAERE (NBN) JHE RS BRE T

A. 2017 4E 12 H - BEMBUFEAT T — 25 BRI & & A
BBt -

B.  BUFSRELT —&5BdE » FEEMHAE - 2L BeR R TR 2
BB AR SHE S > Rl e B R AR RS AR eI -

C. BAMCHEEMEREHE (AMA) FTHEME 2018 6 HEZ
HISEREHT AR > DAAE L NBN B2 2 cR A RE S S 25 T Jihh | (pain
points)  FHVRRHERHE# ¢

*  ARSTHIERREE S EE R AR E
*  HEFREMRERRFREImEZE0
o NEEFFEELal Ibackdiiy > AT DA B EH s AR -

D. SHrHVEEHEEHERHE = B SRR ~ TeT M B A el e
A EMBURF S -

(10) ERSSHSE

A, TTEIEEEZHE] (Mobile Black Spot Program)

o BRRNSEBURAGE EfTEIRREETHEIE AL 25N DIeE
AT TEhERS B SN

* BN =R EEARSTETEEM iRt E S -
* BE2018F6H 1H - S28{E5H 1wl 56 2wkl & IEAF 381 T -
B. BUZTARAEES (NBN) lEiskifif

o EEIEWITHIEDIMIFTAREM SIS > KREI89% AT LIHEE
BLFONBNEY AR A EAE HE T THT VAR A -

o AlERE Z EREEAT

REBEHELTH T4%5EHK
A LA 52% 58 L

o AHROtIRES 2 [EE SRS ¢ RGOS Z =58 RK -

o AR ZFESAT 1 10096580 ©
18



3~ REIRRE

FEIAREARERERE A g (TENE S RERTT S ) TR
i ST EIEREERS (2018) 2 1 2 5 AWA R 5,576 ot (A
R - HopEEREZEBBAR 1,616 (87T © L EAGEEEHFUALLE
29% 5 ITENREEBUCARy 3,960 (8T > SRAGEEESEBULALLGIS 71% -

DIEEHPSRIENMES - TEEEH AR 158 > i 46 B AR
B 3% o FEASESEERSY » 100Mbps BLEF P S ELERHE 50% - 4A%0E 1.88 (&
F o DO A S (FTTH/O) A PSR 3.2 (85 (hlE T S Ed
FIE%186.2% IPTV 485 1. .39 BF > SHE1ES HiFW 1,717 EF >
R - P FEAFAE 12.2 B SEETEEEHENESER
81.6% -

R ARREAE B & A SR B LA T RS 2025 ) Ry EEBCRARE] > 10
2017 SEFIE{E EOLE ~ BRI ~ e A= BIRBUESEATR 0 -
FEEEHEPUR L 1?2 2017 FE2EIUSTTEIRNRIE RIS IEE - WA
/NSRS B A B E M EEERAENS - P EERARESE
Vg i =ia i 00% » T LA B EEE R 26 TT/0B - AEEEY MRS
oy - EEESERK 3.2 E{EITBIDCEME - 1A > TEMEH L EAEE
AR T > HSERES RIS DB E R F IR RS ~ N Ena
B& (CDN) FEBLEEET AIAYRSE » AR R HE SR SER -

4 ~ EIJB

ENfe el & R TS (Ministry of Communication and Information
Technology, MICT) ERF&rh 0 FfE Mr. Bonnie Thamrin Abdoel Wahid FE7 »
RIS TEDEk RS (International Mobile Equipment Identity, IMEI)
GFEtEUR - HER TS E SR ERE R &S - 10 MCIT tIEEpTE—I8
FAE » TEORAEENESE A EE ({58 A B e B P R R oy 1% -

BESE > 2018 FENfe 2 EHHEEE MBS AL

(1) EERUFE 20 Eitss FEBE—+E%C (Online Single Submission, 0OSS)
R WECR S EET T2 - IEESRIR A E TR %%
HrEEREE PR L o

(2) A FEBOTH B - MICT TEAEAEMMA(LERE. (SIS 377 - M5
SO < ST T DR B A R AR R A
OSS -
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(3) ENJEBUMHETT 744k THTIEENE 4.0, AUBSERIE - 1ZIBIER RO R =
BUSSEHST ] - WS A RS dat i s -

5~ H&

AR HARBE S FRE R 56 TTENAERE - (B8 B8 R (56 Mobile
Network- Evolution of the Quality Infrastructure)

HARFZEER Mr. Kenji Hiroshige (FEEER ) ElEHEILERHA
FBEEERT (infrastructure ) FVEEBMELE 2017 4EAY APEC IRP&E = (Da Nang
Declaration) K APEC #Ep&#ifir &5 p81%[E (APEC Internet and Digital
Economy Roadmap ) H#f—FH5EeE o thah - RERAVTE@EAH AR Ea
IHIIE ~ JE3E ~ BONSE A ORI R ETEE i - 2020 SERF2EF] 78 15 9,600 & -
IMAE HAVE - fR 9% 2017 4F 9 HWV4iat &k 1Tl EEssEr 19t 8ok E] 1 {5 6,500
B Bl H A ACE (912,700 8) » HAEFAERERE 46 HE (8
181,000 &) -

Mr. Kenji Hiroshige BEEFSH » R2K 5G {TE4EpSHYEE = HAEE - 737l By
BEASSERI - KFEOR - B SEEREE - £ 56 Rilrsg ERE 7k
= KFd@h > RIS T S/EER eMBB (Enhanced mobile broadband) -
[EIRF LS T B R R B 4 e P T 28 F2HY mMTC (Massive Machine Type
Communication) » DARAEE &iE IR K » H oSS H SR uRLLC

(Ultra reliable and low latency communication) - &fEAfHREAYARIIE
FE "8k i dlsy , ~ " REERE /e ) - TRETR, - TEEN, -
" HEE R ) H5E

eMBB: Enhanced mobile broadband

Transmission of 8K video materials

r— Mission critical application

3D video, UHD screens
smart homeslbuildings I ; Work and play in the cloud
> ; Smartfactory
/ —Industry automation
Voice @ -

Smart city ...l. Future IMT Automated driving

mMTC: Massive Machine
Type Communication

._

URLLC: Ultra reliable and
low latency communication

B 1 56 KirRm=ATH
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BESNH AR T AR AP AR R AV SR E R - B
A H BT LAIREE 4% ~ PR RGE i By LRV AR - 56 HERIR > A
VAR - BEER - RERSE - TS - BB LRSS R
TR AR HHER -

Bi& - HARRE 7 BTN IEAEHEEINT 56 5BRETE5 > 5 2017 FiefEH
T BEA= AR 56 sUEEETE > /5 NTT DOCOMO ~ KDDI  ~ Softbank %28
(SR DA [ P45 2 S o S BB R i 22 At (ATR) ~ 1B (S W9 iRE (NICT)
Lo BAAEREETE o [FIFFE ] eMBB ~ mMTC ~ uRLLC ZER[ERiT - fE R EH -
Bt RE - SRR - < - VIR - EERCECEIE R IAYY - B R 56 £
25t

6 ~ EE

AR AT E HE R F R R (Korea Information Society
Development Institute,KISDI) Dr. NAM Sang-yirl #EEfTEI[E#EE @ EBL
arp e

(1) —FMEARRS « R D BRI AN e (S AR E

e R R RN ER I 2017 48 10 H 42 i B I sl Bl & Uy
% DIECREZ (It BB IR B S SR - BT T =2 AN
K2t BRI - 22 E0E 85 BASEINE 136 B » KEFE
BERBERVEMINENEE 283 T 6 H&T -

WHEALTE L2 2B B ERBE H 2017 4 10 HAiEH RD
S 14 70010 2017 5 10 A% INEE ARV EE 24 70 WHEEHA 50%
BELEITI - BRI A S @B S IR B E L 2017 £ 10 A& & H D
E& 107t > WIEHEFHAESREE 6597

(2) EE(Sath kst 2 Fhi%

BRI R AN 2018 4F- 4 H 3R DR EEAI A 5G 5t Feasciti
IR 56 AR ErhEtE > MHEEIEGRE S ¢
C. WEEIBUNERIEERES AR R E SR it 2 Hoi% -
D. 17 (&M T BURT R 22 st ics i 2ae it B 2450 LIS E (6%

i KL ESHE ©
E. EEEE  EBEEROCHES SR E IR e
M -

(3) S&REBleie(h A R E RS AL UL R 2 5 5 RS T
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FEEIBURTC 2018 4 5 HAEES 5 RAREETE » DUREIRAErs (6
2 BRI - A AR AR i R S R S - ST R R e 4
PRAEE A B E B A HEEER Rt g &R -

A, BTETAEIEAATE 285

©  THREIZEETE RS

o IESREZAEIETE A EH R A - DR DTS
B. (PR Es Akt 2 (5

© B AR A

o WEEEIPvOfirih S KRR

. DI Z48 (DNS) ERE R - Bl AR %
C. CENIRERAIEEIR B

© PRAPETAPREES AL IE 2 S SEHIE

= E Y[ e R R P U (o
D. IsREPRaE RS A T

©  IESRIEAPECHE IR A b E TR 2 & 1F

o FAICANNEZE2[ElE 2~ il FHTRAR AR (eTLD) sEfPAE A e
iii

7~ Effncdt s
(1) BURSRE—BZEERENM (ICT) FR{EHE
A R
*  HAIEEZE
o ECEEHPRAICTE R Z
o HIET YA ~ B~ RIZIEBIAMET - DRSS B A

I
BLpS I B Bl S frg EE At ple By — (R 2 ~ R ~ AR S PRERIV R 5 2 o
SRS H A -

B. #{irZ2#% (Digital Framework)
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B AR - BEM - BT BT E
BALBUR - BT - DER S BUR IR 28R a3t
SRS« B IRS  rT S R ] A - DARAERN P

BUAFGAE L ICTZE% (literacy)  DUBEAEIIRE > (FR > %
FFICTHEZE

PSRN ¢ SRR ~ WIFES R ROfRISESE » DIk ER
AT

Bz« HsLE -~ KR - HEE R AR RS

[CT Roadmap - The Digital Framework

Digital Infrastructure Digital Government Digital Services

((A))

i &

Telecoms networks, e-Governmenttoincrease Availability and affordability of
data centers, payment efficiency and effectiveness digital services, and local content
p]atformg of governmentservices
Digital Skills Digital Business Environment Digital Safety
! = @
ICT Literacy to promote take-up of Support for innovation and R&D, Cybersecgnty, traus prevennon',
- A A consumer rights and data protection
digital services, and support ICT start ups, and access to finance

employment

H 2 EHMEFEERM (ICT) BEE K&

(2) ELHHETH
A, ICCCHEFTTEEEFE AP (merge)

1TENEEE (assets) - - Telikom PNGEzbmobile Vodafone

EEZEZE © ¢ Telikom PNGEzbmobile Vodafone

B. frEhgthE Al

201755158/ 50 HIFEH C BT B RRS o i 2 7T 171
2017545 ¢ (D EHRACHE RS
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©  EEAEFTERTERRCE RO B HETE S AT
©  TEEXEIHEWmE

C. AMEREE  HETHREIREERIETZTEREAE (Retail
Service Determination, RSD) ¥ H&En

o 2017HFEEAZR  BENARERE
o WFSEHEATHRSDZ AT - DABEE T EIH 22012 RSD
s HiFEmERRER

D. SIM-RxEH
o SIMRZIRFEEMEES2018F7H31H

E. ARERER BB RER  DIASRERA SRS
o [ERBEEAEE (transmission capacity) ARFS
o BIFESEIUERE (gateway access) fR¥
o {TENZEEREEL (terminating access) RS
o [EEZEREEURES
o ITEUEEESLE (tower sharing) ARFS
o HLHTESERHURS

F. RIS — 36 T4 iTE) B4

(3) %L PNGCERT

AR R T E 2 EE
BN 22 2 1B 2 BE A

7 R B S e it > HEBhAE T

RN 5 BRE =~ FIZMHREE - L B AR g
[ZF& (response) ~ BEaf\or = BT Z fihad

m e 0 w>

(4) BIE=EFE (State-owned Enterprises, SOEs) 2l

2017 FBUFAEEEG Y 3 REEERE > RirE - 2EEEH
Kumul Telikom #ER&ZZE (Holdings)
A. Telikom PNG Limited : EHAZ[EHEEEAZEE - LA Ll CDMA Fiflg
ETENZETS
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B. Bmobile Vodafone Limited : EETEIIRKEE
C. DataCo : fitE#fTEI R ENEESE

(5) Coral /E4&

A, TEHAATRFTRAE] . Coral /A48

B. BB LEON - DAt KT BUN Z SeEEtE o THETN 2019
FIRRREE

C. FHHEPRGEFENIE(Coral Sea ) 4385 branching point ) »
PARAE AL ~ Frggl et S (Honiara) FOBMNEZRL R
Tl B Erh

D. MEIFERIAITE 2044 FAEET8I 6 £ 8 Thits ZFK

8 ~ fREEHT

IR BB & 2 FM R I - A SR B B (L 3
s E i —EE MRS BTSN RATA R R I R e F s
RIS SC(E AR N, » AT EURE A S B B B S MR e L
BT IR -

Fo TERIEAL - HRERTEEE S B B ERE S
(1) 2024 FZ iR (iR A LAY PRERGEES |
(2) SER AL 205 N2 EE sS4 e
(3) AlEAE - SREWVIREFE;
(4) Rl B O AR S HVEL £
(5) #Hl ~ NHARBEE] B ARSE B (L;

(6) FEBEmFaattas A - NTERE - AN - &85
FURBERAYEEEE - MOH PR F fbie

(7) PR EmAYEBAAEBUFIRT ;
(8) B ZWFLBUNHRVE T XA RE -

k& PISC Rostelecom BEAEIFAS T 2018 B FERTE HIE » %08
TEEEHH R EITEE A BRI R E B ARt — R R R B S 2
LSS

AR AR TR F BUGE T > 2024 FFHUZEEE H EEATRES (£ K F 2IE H
B8 BERsSEULURHE T 2027 KN ESCH 20N =1% » ItTE
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TR FR (L= 2R (i i BEAF GE R E BB AR E N 221 [CT ZRRER -
7 2025 FERRFRITE TSR S8 e B - K5 B p i A I B 2 © e ARl
EAETURY SR > R B 3% B B Bl AR S AR R A B AR A 1D
e (R IR ) HYE S -

Fo T RSB HEEMER - REETHF T E /S E R AL -
R SRS S RS GEIEES - RBE LS8 ~ BEMAEREL - 2
(T ERF I 52 B S AR EE AT B (B AR -

New structure of the Federal
Executive Authorities

Ministry of Telecom and Mass Communications

+ Digital Development

Ministry of Digital Development, Telecom and Mass
Communications

[ 3 REHBA R - BEMAGERLRSEERBIL
9~ =K

L H ATIEAEHEER 5 Bt (Project Session T1) $23XHEESL
{4 (Concept Note) - EL{HHEE LRy E T HEE R MG R A TEAVAEES
LETERENRERE - R EEH SIS -

ZIEH B EBE RN IEEVED " APEC 4988 2 2= 28 ( APEC
Cybersecurity Framework) | [AZELEFE Ry " APEC PRSI &R 42228
f& (APEC Framework for Securing the Digital Economy) | ]3C{f > EHE
e HERETEE ZR S H N ARG - /£ Standards and
Conformance Sub-Commi t tee PNZETTHHRE TAF - 322 Z5KF 8 APEC 48pgEdsifir
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g EE (Internet and Digital Economy Roadmap) HYHIZMFFE @ 4F
HIEAENN58 ICT (%22 | -

Rt s AT SR 25 A AR G B BrAG 8 5 A0 e B B B B e PR
g gE LU TR i S it e e e - (b R T EEAE
WS E BRI S  ARIGBHEORES T RRRIHIET AR S B 2 MR 2 25
EREN{T 2R - EERLE(E I B REIRAE DU i e RIS - H RS TTH 2 E
AR S A > DUTRE S S SO B e (R R 5

thaEtE 2 HERERE

(1) 32 APEC &R A FH 23R ATIHIAEAE FIAH BEAE @ il a8 - DAKSE APEC
KRG AR 2 2 1E L ©
(2) IEEBEEREREERBA R T B 2 EREEE > DFE
HESKEEE S 2 i e fESE -
(3) BILEEERAEEIA A Z RIEAOMEE » R HEIEEE 7 A 4EEs
LR ENIEZEEIE
10 ~ RE
HZEE B — 8z &5 &3 (Ministry of Digital Economy and
Society > MDES) H#KE Kajit SUKHUM i+ > SrAlst " ZREEE TG4 ET
g~ THEE 4.0 BBt g REaTE ) KT BEEEHERER, &
3 RER T HETTIE B
(1) ZEEE 4T ER
A. 2018 FEEETSEIEN N -

R 2018 Gt EF
4B N 18 6,911 & A
(&g A EER) (53%)
(REUFEIREEI=E 5,556 &
(3 k%) (80%)
pfecy z: i AT RISl 5,700 &/
(%) (82%)
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SRR BEER T F 5,100 5
(& FR) (74%)

B. 2017 Frt RS © Instagram FIEEEEREZRT 24% 0 1M
Twitter RV T 18% -

R 2017 FEHBHERBIRSRE
Facebook 6,911 EA
LINE 5,556 =
Instagram 5,700 =
Twitter 1,200 &=

C. ICT #f@fagy - fR4% 1TU 2017 &Rt ekt &Rt - 2B
2018 FEHYFERA e 78 % > MR T 4% (B 82%)

(2) ZREN 4.0 NI &OR G fEatE

ZREAE 2016 FERE) "2 4.0 (Thailand 4.0) ; (2017-2036
) DIRBE ~ BOERUK R E RIRANT - HEEhEA AR BIZ - ifi " 8
fr&mtgsdmat®E , (WE 4) Bk T3 4.0, 22 NATHERAET
&= DURERE - e FEE - ATEAR KBTS Rz 0 AR ©

i - 5;-{;,;32—_2;’.‘ L
Digital Economy and Society Development Plan ?_‘

::: Strategies ::: g

3.Create a quality and equitable society through digital technology

4.Transform into digital government

5.Develop workforce for the digital era

6.Build trust and confidence in the use of digital technology

# The 56! APEC Telecommunications and Information Working Group 10-15 December 4

H 4 REE SR TG RETE
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e R ~ B ~ BLBUT &R HRELE
5 KM > 73 ZZRE] H AT -

A, FEEREEE

* Net PrachratstsE

Net Prachrat &8 HAVEfTEEEEHEES - THEER
il SO AR - ZETE N MDES EAREUEENEHELR A e
(NBTC) H[EI#ATT - R ABIANAT 7.5 EERTEIR Bt = AR -

REIES (2017) 584 2.5 ERTESERE T Jealiddis - 7
sHES (2018) FRF5ER 2 E{EAE -

R4S » IR T A3 Wi-Fi > #E 2018 /£ 4 H 30
H&Y 262 & AL WiFi iRS% - 0a B FF4E DL 20 &2 30 & AR
Ry o
* Digital Hubif=
BT Net Pracharat THHE 24 > 2B BN th #E 838 48
Digital Hub 513 (4E 5) MEIIEPRAEESIELE - DURESE IR

BNV > TSR R E BB ER A R - IEERE
SRR E ~ N b R TR S YA - I SRR T

A 7;1:
=]
=W %@E%f@%ﬂ °
= -opgeaz2afgEamse 2 "
Digital Hub project ]
a4 i
% ¢4
Bangladesh Taiwan
To Hong kong
To One Belt and OfieRoad 0%, . . LS ¥ To Japan
- My S China
India 8 < To China mainland,

A"
Y Y\ —» South Korea,

Japan
To USA

Philippines

To Europe

- = 2

Singapore

¢ ATUTHAAVIAINDIATHEARUAAIAN 10

B 5 & Digital Hub5tE&
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B. B&R

R PR AT A AU ~ = E AR S - RSt sE S DR e A
BB L - MDES Bi#Eh 7 =4 A & 5 %5t E (Thailand Village
E-Commerce Project) - MZEEE 13 — R EIEEHHEE Rt T745
=ENTEREA > BEENBRITER - F/NEZE (SME) -~ 40 B
R RIEE R S E LR SEE ) o ZREEIBUEIL T —{EE
TR & Prompt-Post Center f2fitE M5 (e-Market) ~ L
fF (e-Payment ) FIEEF#0 (e-Logistics) FE&raMRE > HFE® L
He 2 P ElmEL (Point of Sale » POS) s:fff R fEFHEZ &I « B4ET
H Net Pracharat FERENLIK » sTEABCEE 7 2E 200 {EA% -

C. BB
2220 2017-2021 FHL BUF TR HEE T A BURF BT P I M i AE

DB &R St & - A SRR e J B R S e
SHE AR N R BB B - EtEsCERV BT ¢

> ERREIBUFZ OFERE -
o TRftEREREENTY AR -
*  MERBUFENEN - (SHEA5E -
o R bBUF AR S R B e
FEBUFERIL T — (AR - B LR ERERLZRE > {55
AT 20 (EEURFEFIBER > SR B E B BU SR RE R B UER LA
KeilE TR ERERHEUR - FrA BUNBORIES 2 — (KBRS T EEH A4 -

M#Z B & S tedBUREYIFR - PrRlBdE 5 e 2 i AT A A2 E
e

BESh > ZREL 2018 £ 5 HMISHIRRIL T8 BUE#ER - HAls 5
BB /a2 MDES B8 - M BB B SR A E 2
=ERE > HEBERBESIABUFEFT8E - 20753 BB AR
B e

D. EHillZ=

SR 2018 4 5 A A B ERAEIR AL E B GHEL T LT
B BT L

*  ETE2018-2022F Bz E LR
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o EE/NAJHRBHBEERERERE (CID) B& @ BB - &
Fil - ICTERER(E > P - selRB AR ESE ~ KB -

. IR R R R
- BETRETABRITEE
S o e T

E. SfiE s

R 2 2 BRI T, T B4Rk 3 MDES N A £ 5 -
IEIE T BASIOIR - et A 53 R B R (5 S AR > BRIE
R L FIEA e ¢

. ek

. EAZRREEE

. BTG HERAEERTHEE TR A

(3) BEEHEEEE

NBTC 22T (2 AR - 15 2018 fEHEBILL TR (LA

B3 A R AR

A. 1800MHz #HEEAAE © A H st NavAEE K » NBTC B~ 2018 4 8
H 4 HEAFT 1800MHz JEEEHAE - AT B E RS A M -

B. 4EP24EE&HT (The Internet Village) : NBTC JEAT 2018 4£9 H>
HitE = R T AR PEAES 2 3,920 (BBt EmATE -

C. EVrEsplEEM © RdEgf T8N P RAEREIZR %2 - NBTC #E8)
TS BOKATA TR F A AR s S A
BEE -

D. W4 (1oT) NBIC WHEE T ToT AHREAHR > DIUEIE [oT feffrase -
HRETEEZECBUN A EE4A 5 b - NBTC taktr 7 "NBTC ToT
18 BT ToT FEREEERE » WL [oT BHEEZE SR LI 4 HE
N

o SERSFIIPALHE
o BHEEMIR A

©  ERREHEAMEE RS
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s el
11 ~ SEEE

A

[

JEEREFEE WA Mr. Alimbza Pacasum Asum $T¥IEEE ICT
FLRREEEE A ¢

ICT AbEdat L SRR B2 ~ PRI E R i i ~ MEOR
LENEILTRY) 4 ~ EfRAERR R U RERE RARRET - ettt
4 RES st TR B SR > Horh TCT BRSR AR s T 8t Fy

(1) $EAR ICT FEBER M S E M R BT 7
(2) NERIEFREEBINNE T BT R
(3) BURAMIEE ARATHIESCE -

g s >y
AM D ,
2040 e . e »\\

/1( ICT Infrastructure )
il (}:} * Expand the deployment of ICT infrastructure and /N

\ address the gaps in digital connectivity )
P Enhancement of the country’s e-governmer system/
—

ENHANCING THE SOCIAL[ * Institute reforms in the policy and regulatory
\ frameworks )
/
- = SMWW—— / A Stimutat
ey and efficient govermnance \ /ii\_ " 5 a i) mvaﬁo;
\7_1 _>\ / —ri —~~
= csaalll o 3
\\_ _,—'"/>
= e "‘"“;“"" /~ TMPLEMENT STRATEGIC TRADE AND FISCAL POLICY, MAINTAIN
- ( | MACROECONOMIC STABILITY, PROMOTE COMPETITION
| /
o
Promote Philippine culture e \\ﬁ =
2o \ e uce v
Q/ - hon___Apital * } wulnerability of o Mm""“‘
‘ 7 yelopment 1 1 Individuals !
L r

[ 6 JFEEE ICT BRSEARRE S R T 3t

JEERENY ICT B R BT TR TS - 5 RSNl ~ i F
71 WEiEMEEEE AL E - RAJEEE ZH L R sE e s - 5
HZE/NG » Rt &S Ei@maEE A I A e AR RIFIRT -
It FHEMET R B BEEE - EilAREENEARES - HADEEE
CASETE 13,024 EAHEGAT (B2 - AF - BUNRRE) ZE%E
Wi-Fi &5 Pipol Konek CEEHIKEIRY i-Taiwan) - ZA1M - Al A FLAEEAE
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PR B AIE T - BREREE > Tl ERIIRSE L ES
WS e E T o ERESS I

(t)EBwmEATE (Cross-fora collaboration)

T 48 AT TEL TR/ N2 BBamiEa BN - 355 4 (TSRS
APEC HAth/NHEUERG & 1F B E AR TN B BoK SEEBH 2452 ToT FEA |
(Barthquakes and Waterfloods Monitoring Systemwith the application
of the Internet of Things (IoT) ) mJEAEXZESE T /E/N4H (Emergency
Preparedness. Working Group, EPWG) &1E » JBUMAY T (@ #EfEfE A+ ICT
BEEV > APEC 875 BE(E55997 | (Survey of initiatives in APEC Economies
to promote access to ICTs for people with a hearing and/or speech
impairment) sz HAHY "HRiRFERK (PREERTEE) AdLz ICT FER , (ICT
Applications for the People with Special Needs ( Ageing and
disabilities ) ) AJE2 G [ [&EHE 2 KB % (APEC Group of Friends on
Disability,. GOFD) &fE > DA TELSS FREIEEITY " {REARBMNEE
I EEREFEE5E | (Best Practices for Enhancing Citizens  Digital
Literacy) TJE1 A JI&JR# 2 T{E/N4H ( Human Resources Development
Working Group, HRDWG) &1E -

TR N A AR B AR B (€ B (APEC Internet and Digital
Economy Roadmap) ZHUTEH > FHEHE~ » HREENI LB RKREEL TEL 1Y
SAP ZUIAERE - (HBEESISE 2 TR R ERVEE » 15 SOM BFET i
e W n DIF s RSeR o TEL B s smiyss BEtshc & -

(/\) TEL 2016-2020 SFE5REEfTEIETE (Strategic Action Plan, SAP)
3 P O 3 B ke

TEL SRES{TEIETE 2 A S 158/ N G B E R ek ol > i
FEEREL EMATL TR e S AOR e WA H R SGEIIHERE N E Z I
hfl: -

BEST AIGETRES TR I P st Z 530 (el H HARTE T
EEAHARENR SERE > WEASTEE NI TEG R E R g H Ty
s HUEIRT 2R - HE ST B TEhHE H S B el - EEaR
AT Z R EIFREARE] - TR AR TELSS G s it it

e )

@ -
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(L) S8

TEL %441 DSG-LSG Kz SPSG 348 A B2 A5 4L st R AR e SR 3
SEEREE) -

R = AT A S BRI R B
7 = i 540 73 00 ARG o DRI R T A TR 40 g

SSEIASE YN

T ERBREC ST = A0REER DEEEAN

(+)FrEtERE /LA

AKX TELST ZatERE Rz " 8 &0 RIS B1f54E , (Digital
Economy : Strategies and Indicators) > FEIRAILEFRZELRR @ HitEC
A LSG sréHeagamas - (HRERRE M EL DSG #HBE > FrLA%1 Ay LSG (DSG) 518 » R
Al FHH LSG T 2R E 1T ERE 7 0151 DSG RIMAHMHES S ReTEFEATY TELSS
IS -

(-+—) TEL g8
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KRG IERABEFRHEN D
1 ~ DSG HE A : FHZEHT Mr. Arseny Plossky (T fFHHE TELS8 % TEL61 °
2~ DSG 5E—REIE5% N FHZEEI Mr. Adam Murray #2(E (E#IH TELS8 % TEL61 -
3~ LSG H£ A H#kEd Mr. Nguyen Duc Toan £2(F » fEHAE TELS8 % TEL6I °

4~ 1SGE—EIEE A - BHERZEEHT Mr. Zorikto Gomboin $:(F » {£HAE TELSS
% TEL6] °

5~ SPSG A& A + FHHEI Ms . Yuan Xu (£RE) £ > (EHAHE TELS8 £ TEL6I -

6 ~ SPSG ZE—EIEEE A © FEAPELE Mr. 1di Norbarkhtiar Baharom $#&(F »
{FHAE TELSS % TELSS ©

7 ~ CAGMRA EEZ/NAHEIFFF + CASMRA BHZE/NH 2 55 —BIEJF Ms. Isabel Reza
RIEEHT% > HHRT B R As B PE e 5558k Mr. Rodrigo Jiménez $&E(T »

FRIEF/EIAE STREFE/EEE

FEIGEAN 3 3

. . Dr. Nam Sang-yirl
Mr. Morris Lin

N (B .
TEL _
(FRE) TEL56-59
TEL56-59 ($#F TEL60-63

)

Mr. Arseny Plossky Mr. Adam Murray

) B+
DSG (fHkziir) (EE)
TEL58-61
TEL5&-61 TEL58-61
Mr. Neuyen Duc Toan | Mr. Zorikto Gomboin
| Bt
LSG (jEkrd ) (fHk&EdT)
TEL58-61
TEL58-61 TEL58-61
Ms Xu Yuan /& . Bt
(Hr R ARE ) Norbarkhtiar TEL58-61
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TEL58-61 Baharom
(FE2kPEER)
TEL55-58
Mr. Nob Nakanishi Mr. Rodrigo Jiménez ( Z&PFH=f)
CA & .
AT (HA) Ms. Ramona Saar (ZE[E])
TEL56-59 TEL57-TEL60
(+) KRR GBS R

1 ~ TEL58 &

FRER B R A RE A INER B TELSS &k s - Ba HEH -~ St - &
EREE > W SUESTEE KRS - BT E SR 20k - Wik
WHREREREZ 3 TEEEE R - PR ERRESICIEE - TRILELRHT
IR AR =(EERE— 1. (EFM: 2. E&BBARE 3. ZoTAvES > I
ERR G S OB ARG A T BB 20 TELSS -

2 ~ TELS9 J TEL60 €k

PHEF TELSO Z EIHECRRS - EREFRCEBHME EEEEIF APEC
A gt T ARG B R TELSO 2 R » ME B IISI A HE s A5 X TEL &3k
HERGOBIFORNAE LI TEL6O &3k » Sy EAE LM TELS9 K TEL60
Z R RSB RN I
3 ~ TELMIN11 &

AE TELMINI] Z EWEOKRS - TR FREAA AN ERER A

(2019) FEF ¥ TELMINLL Z¥20 EFE - ([HA MR RZ 4 APEC T ¥ sge 2y
FlZER > SR TELSS BEF PHfERE ©

k] BRI R

TELS8 (2018 FE4) | =T 201849 H30 HE 10 H S HATE &L &
ST

TR 280 3 R = e
- LSG R WIEARBURE ZRETE
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- LSG BeE AR e (e I S I < R EEEE
- DSGERERE® " E R TR

TEL59 (2019 E4F)

BNERNHAE B )20 T3 TELSO Z 5 - 7R
& AR ©

TEL60 (2019 E4F)

ORI oNE R

11 REEHET=

AR 2N E I R 2019 2R 2 TR -

(TELMINI1) {2 TELSS B HEERE -
(T=)BRERKERS

ARG I TR E R F 0 APNIC) K R e h BB S 22 &y i B8 ( SEARCC)
TR B REEES S

1 ~ APNIC

APNIC {72 Mr. Klée Aiken B0/ TEL #3520 TEL 57 » [EIRFIS =0
e E T AR O A A N A R LR R E e -

APNIC @ ao AH R Adis s S A » 0 OIS S A PR A B S i &R
ZPIME - BIFEE TPv4 ~ TPv6 Bz ASN » APNIC EHAZS A RIS aRE 13 » &Y
AMEBETT A FHIIR RS - B 4 PR AR A RE 2T R = Rk

Mr. Klée Aiken $2%( > 2018 5% APEC T Fy " EIREEAMERE - HHEE
ARy > TR —(EAEIERIARZK » FEGE — i B R B 2 e Ry
RS > DUISRSZRAR Fam Byl - S BB OB Z pliR

AN > Mr. Klée Aiken sREAARZ MRS - SFEHEAA A%
oo FRY TR 2T DU E Y T YR T
& | > A{FE DSG &= IPv6 SRS > s SRS g o

#ef&g > Mr. Klée Aiken BEEEARGIA AN o EPRAEES SHA 0y (IXP)
AYRITT B &2 B 2 eS8/ NaH (PNGCERT) HYRE A » ErZe B B 22 B2 %% 7 A1)
BE#& (multistakeholder) HYfFH > 23007 —(E (& 2R ERE ST -
APNIC fRE SEREEIELE T EVA FTE R - [FIRH7 S RE T B R EA T APEC
AORRGHETE - DU BB — (8 BB A M BB A B R AR AV

2 ~ SEARCC
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SEARCC FHF & Mr. Nick Tate #fT ICT HfifrtEZEE1EE (ICT Skills
Framework Project) BERE#RL » NEUW T ¢

(1) SEARCC /Z&Hna Al [CT F3E A B FTHRHITR & FGH S -
(2) SEARCC fRfitz st s
A, Ry ICT B e iisE
B. I ICT e A\ AR EE TR AR
C. 2t ICT HEHRE
D. SUEERER ICT B2t
E. $RHt & ESORISE ICT B2rayHEaadn] (fl " ERALY, )
F. $1¥f ICT REAEREZRTE BLaEEE
G. feft¥ ICT H3E A SatasnyiH B.ag AT s
H. FHEREERAY ICT £26E

(3) ICT ReffrfEZEtEE » POt THI ICT FepervAFE T = AR SR AR A
BEAE » FRAGEEARCIERR ICT BB BIRESE T LU ICT
HEE N BV mBERE - 2800 > EEESELRREE B CHVEAsE A
HIER RRARIE - B ICT Sosl TE A JRENIA &2 - IR T
L RaR 1ICT AA ) -

(4) Ry 7 A B AR > SEARCC R L — (B & AR AR (B R me A H H
DL fee e (] e R s (5 P U RE 2R 2 T SRR % > I i/ (E 4 A Y
FEUNHESCETL > HECERFEWE T - "B EES © BN - BXK
PooE ~ AEPER - AT AP a ~ BT R R B >SS ~ HA
P S BLENIE TEAF AT SR 0 AL SEARCC -

(5) Mr. Nick Tate 588 > ICT FATHEZLETE5E TEL 2016-2020 TRESTTH)
SrE AR EESR RS b N G T - I RREE
E1E  IEIRHHILETE/E B APEC HEESETS -

() BERHHEH

APEC :FEFAFT  RARER 13 M mdas » REEEME
(Quorum) FAREE (14 ) - - AXEFHRBE s B IREREMER " FE |
(agree) Z&ham @ HIEREL " |, (endorse) (B » 37 U AR EE

21 E IR (intersessionally) %% E-mail ZTKMBB\EIERE - &
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2016-2020 4F SAP B P I ~ BSsmiE S ESR ~ HAPAET45 5 - 2018 5TEFRAE -
HEE ANBHTEH ~ APEC Framework for Securing the Digital Economy ST

(+8) R

FREBNARGHE R - B A EER TELST &3k o [FIRFEGEHE X
&~ B AEEN - SEENRE) > HE TEL S g REfRE T~ L - 5d%
TR R R G A 2 BBV ESE - Y PP FEIRAZEGIERIHEA > &
% ¥ REE A TELST &g -

i~ BERKHATERESH

AZRTELST Gadiife] - WG E R T2 B G 3#HA5 2018 52 6 H 3 H AL 6
A 7THAER - B EFEA R E & R EREEeE2 8T 13 E8URRE &
ETHIO A WS ERKENTFIEE -

(—) EFEES TEL T/E/NHE TELS6 S e Ui - WaaE
1~ TELS6 gk R
2~ JréaRE A A S
3~ At APEC spiBBLED) 2 S ELET
4~ ERGHRIAGIH Z S imiRd

5~ APEC EA4FHEZEA/F Project Session 1 ZHIFEIRT (BEE 2 51EEE
Recommendations for implementation of smart sustainable city (SSC)
ICT infrastructure in APEC region CLJEEE—PEEL BOM iEiH )

6~ HA TRk T Z st E R
7~ HATEEAAHEEE
8~ TELS7 &afk L N A&
EREF S AYET R RN E PR % - a5 M 7t S THE T
BRI EEE &R #S AT LATE Project Session 2 FEHHTHIBEZ - AR DSG
BIESEAN Mr. Plossky fefflazat BT E R FIRBIEZRGTSE HE > MR

R R HA PR AHAR (B4 ITU) FRaz s E R SNETE N TR T &
LUy SR &R R R R B TS -

() APEC FhE i i) APEC 2T HA%ERS -
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APEC P iz fifi i APEC #Ef » f1& 2018 APEC 2 TR RBIueiIs ~ &THE
AR R B SRS - WiERAAS4F Project Session 1 RYEFEHFZAREE (I
05 THERZE ~ 53 THIMME - #iE3s 56% - Hrp TEL #5 | THMmE 2% ) -

sTE BRI 2018 FE8HY APEC 51& HHEF AR S 148 Session 2 HY
PR E] - JRA Eoe At ER R (EiE2E/V0MIERLERZELRS) HIE
TEL TAE/NHATEEH] > qAE 6 H 22 HAMHER - A A& E Session 2 5TE#
e -

M pa i S R (R LA RGESLOPREG(E Session 2 fRlfEZE - WL
BB AR E -

(=) TEL 2016 & 2020 FRISTTEIETE

TRERE HAETAY SAP » B2 “Planning and Prioritization”
“Other Fora collaboration” 30 » HE AR HEIER -

TS reasRIS T BN TSI P AeET$EZE (Proposal for Mid-termReview of
APEC TEL Strategic Action Plan 2016-2020) - & &+ &IE SAP H &%
TR S ERE T EEE - [HEPA SRR TEIEE (Action [tem) A%
JERVETEIRE - B S AR AN TR - BREEA R E
ZF ~ BUET R EUMIPR L IR RIS TN E o RS ERAA SAP BT 2 AHREEE
& FHEEIER 2 SAP SE1E TELSS &k /&1 40 1

(I0) B3 e
SECTHIPS

(71) APEC {RIEg(ir 48 ps 22 284 ( APEC Framework for Securing the Digital
Economy )

ARZEJF 4Ry APEC Cybersecurity Framework » A2 (HAHRR AN - {E 5
HETFREERULCERRGEERERARLY 2 Z22F - ERT
Cybersecurity” —mAFTEERMBNED K EBIEEEwmR » Cilifa Ry APEC
Framework for Securing the Digital Economy ° & & 5t B Z2EAY T &
BLEMRGINRME R - 035 2R EIER BH B RS AR G AR E -

RO > 4E TELS6 % TELST HU(REHfE - SLE T = k& b&rek > |
FRER T $ER R DRGRRERF A B U > Ry RMAL IS A SR IR 2 IS > 3
H AR ER AN & 2 #i0E T DURYE - ARG mR - H AT A R E
SEANASERSLE - SRR A s B S Ta T -
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TR FERE AL BRAEIHEEEIS CF B
s > AEEARE S SCHUS SRR AR — PE B n R S bR - 2
RFEMHCE PR R 2 B R e R oK IE A -

(%) FAEH
SRERRE -
() s
SRERRE -
USEE
FRT RS — G BPETAREIERE Mr. Miguel Quintero SRR
REETRAL - F ATHEDYE — (S8R B - (8 TELSO 4 ahEiss > 8%

J& Dr. Nam BHR(EERE - EEFEIERERAZEG - EEEARAA ERIE L]
EE T B RN = R B E A

N~ BEESEEER

(—) BlsriEE 4 (DSG)

AR DSG sraH s i Afnnat 24 N angE DSG H4E A Mr. Kila Gulo-Vui #£&
FEJE » WHEREENTEE Mr. Arseny Plossky RZEEIEE Mr. Eric Salzman —Air
RIS N B £FF -

1~ PR R

TR BB RFRN2E - HERAAER RS > BEENy
= ST - SEpRRE ~ At TEL 2016-2020 FoEg{TEIETE -
HTEEERTEE 2 M - BE2E TELS8-61 DSG 4340 (35 NHlEIH 5 N EHE -

2 ~ TEL56 DSG #
TR H#ELT TELS6 2 BB E 16 i/ M & 8 TA0F -
3~ Eillr =
(1) ==

FEEUCHREE O AECE (8 N ERREL (General Data Protection
Regulation, GDPR) Ei{% & S50 H#EF TAHREEUER (B S AH Rl A 21
2 BT -
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(2) ez

FH R &R BT 1 28 R BE (B A R A (Ministry of Telecom
and Mass Communications of the Russian Federation, Minsvyaz)
LT ICT i s e e e
A. 2018 4F ICT #firsg RSy T Bt AR T

o AGHE:HEHVELRE20124EA9 2000 E BRI HIE]201 84FHY 1655
AR

* EEfTErmEMEAYE P I Al -
© EARSECER
©  PRADUESR SRR R AR SRS

=V
o EPEEMER L EIECARRTN R ERRER > ElE
HRSRHE ] i -

B. 5G JHIE

o SGHIEERSELCELED - PISC RostelecomEiENokiafISkolkovok:
S a S T EER I SGEERE - B ELAESkolkovoRlHT
Uy ~ BIR A= HYIEE R S R Innopo 11 s AJZEAE -

©  SCHERSRIRL B ETR - VI AR STV LR

5G

| PJSC Rostelecom | | Nokia | |Sk01k0v0 Foundation

\
\\

i

- 3G pildt zones

1

|
Skolkovo Innovation State Hermitage Innopolis
Center Museum city

8 HREEHT 56 MRt E
C. SHPEI%E
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o EhkE NIl 2 MBI =T - KA #E46,0004 EAY
JEHEE (E RIS ENE P R > o 34(E it & A7 Y I D I

o [mS,656fE Mg R AL ER(EARTS 5 2017HA3, 0002 {1 B et
AR R o STETE2018FFE =210, 0001 -

Bridging the Digital Divide

2014 2015

Connected to the Broadband

Ministry of
g:ﬁ'lll"l‘(llpuwm, Bf‘i?gi“g'tt‘c

Iﬂf: i | | sttt 2 MiIn village and rural settlements residents
Communications J 5700 rural settlements with 250-500 residents /

3 O O 0 health facilities ﬁ

/ planned to increase this number
10 10000 in 2018 /

9 e FEAE AR

o HATEAEAEETIFR L E T 78S, 000 H i i 17
EEfEEshti (FH20124F/Y1, 000(EHE % H AiffYS , 0001E ) -

*  HEE2017THH98. 3% AT H] A B B i = E Y 1 0fE &R
JeE (20124H{£H52.2%) -

o HEBI00MEENIHE - EIEM E R EHE - IELAHDRSZURETL -

o EFEME2018FREMAS MY I0(E R BB U EHE - HIEEREE
NEEL98.1% (HATR69.7%) -
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Broadcasting Facilities

Ministry of
igital
evelopmen broadcasting facilities 5000
population able to receive 10 free 98 30/ 98 40/
HD TV channels ] 0 [} 0

population able to receive 20 free 69 70/ 98 1 0/
HD TV channels [} 0 [} (1)

Communications

B 10 RETEERREEE
(3) FERLHB T ARAEEEE L (APNIC)
APNIC $7#5 IPv6 ZEAREREHRIT
A, TPv6 &%l P &R

o {EALSEMN ~ EIRE ~ BN 2 TPvoRE (i BRER S Y ELAt & -

Iobal,_;,P_vﬁ End-User Readine
.

T
. a

O I 50 »

/:‘/6::9]::[::/::)

B 11 <K IPv6 BHEIRL (BREefBrGeRREFEEAS)
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M LERAETR IPV6 R T 52.5% » APECEBACTRLUEE
BN K R B R TV > S TPv6-Capablebb#iE
17.61% » SHFcZ &A= 35 E]45.02% ~ H2kPan28.39%% ~ H
AR27.27% ~ DIFEA2L.13% - AEPEHA19.11% ~ FUN18. 14%% -

The IPv6 economy league table

IPv6 capable IPv6 capable
(%) (%)

Belgium 58.33 Brazil 27.96
IN India 55.11 JP Japan 27.27
us United States 45.02 IE Ireland 26.18
DE Germany 39.97 Rl irinidad & 25.70
GR  Greece 39.31 obago
uy Uruguay 36.78 FR France 23.70
" Ur\ited o 15 CA Canaf:la 21.13

Kingdom EE Estonia 20.55
LU Luxembourg 29.12 PT Portugal 19.64
CH Switzerland 29.01 NZ New Zealand 19.11
MY Malaysia 28.39 EC Ecuador 18.71
FI Finland 28.33 AU Australia 18.14

16: 9y L)

B 12 2%k IPv6-Capable EhaHk
B. BEHIFIHA IPv6 EBE 2 Bk
© SCRPRE - VIR~ BRI USRS RS 2 BE
©  H{bAEEsEE

o [HEAEPSERELIN 2 HEE 2 ERAEE%E (Chunghwa Global
Network, CON) > & -

«  PEEZEALH CAPEX (Capital expenditure) -
o BOIRGERS AT 2 e -

RE TR BUR IS -

C. (EZETE
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MR TR E—F 2 IPvo BHEERET 65.74%  BEEBEMHET R
19.11% > HH Pl Vodafone 2 Snap W28 3 & 5 & TR - BoRPETi a2
—E7 TPv6 BEHER R T 38.69% » FERERLMHE Fy 28.93% » Hod L DiGi
Telecommunications 2 B SERE e Ay REIG

D.  #EEHAIARK

APNIC 1 IPv6 Y8R EL TEL 2016-2020 RIS TEEE] (SAP) =~
AR T —faft y ~ " B DnaEER AT ) ARERE o U DU TS

i -
o {RHEAPECHIIERYBARE K «
o (RSB TRV -
o {RHEVBI4E (1oT) FIEFIFR=RIHY R -
*  TEAPECEISHEEEMIAE -
o (REEZIEIERAIPVE -
 FFERMTTIEP
(1) HA—FRHAE: APEC B EUFIAZE 02 4888 #02  (Extension of

the  Network of APEC e-Government Research Center at Waseda

University)

(2) HAR —S#HEHLERT 2 ICT FEABIIHE  (Extension of ICT
Applications for the People with Special Needs (Ageing and
disabilities) ) °

€ 2017 FEE 2018 4F 6 H - EHLFIEETE EEA LI NEEIBLERK
RREZ B

A. 2017 F 12 AZE 2018 4£ 5 A R ZEH)
*  2017TF12HABTEEBERIN A B i G R REL AR s -
o 20182 H2HEHH & EICSDER TR B+ =il LAV R Al EE)
AETTH S -
*  2018F3 H6HAE H ARG H R ELER AR ARMICIE B S -
o 2018FS5H20HTE HigimtE (HhE) #RIEE -
*  HAFMHEARSES R A RSN & TR S b7

=23
K

Hik

46



B.

%Eo

)

APECHNE: EE T~ ifie (b e -

PR AR SREERRR R & -

C. FREHEASEBAEEIE T HEE

E.

AR S AR (AL -
EHE L -

&R AR -

AVVUNEIE

BUN &R S

BT bR Z HEE -
Bz -
FRBBUN &R -

Wpt e -

B BBUR Z B -

B BUR TP T A s BR S

BT B (TBIER -

EUE B -

R EH T BRI 53 -

YIHBAA T B R TLBUF 2 T8 -
SRR B (LR -

*EES.0 (FIA) - HEACATHTBUR SR S0 fr G575 -

AAGEE

B st & B BURF RIS 70k -
BB SR bt &R SN -
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*  CIOREHEIIHEERHESRE] ~ H AR EE -
©  BEG LHEIEHEREER
o HRREMATITHYE RS LAY -

o PIEElS iR EFRERYE e T H SRR 2018457 H R
ERY -

o RFR20185E9 A MR TR AR B T S b A (s
o B PLORRGR I ROuTER) -

F. PTAHTHEE
*  20505605% K A_ERIRERRE S A RFFR 0SS -

* B0%HYVRIR N SRHEBRMEIKTAE > (HHHF20% 1] AEH AT
FITAE -

o HREMFEMICTRHHIH L= CEmLIE) -
o HAHIFRERTHEREE R SE -
©  ATLEZRVHIER RIS -

(3) N — (R iEREfE - 5 AL ICT #2007 APEC &R EREHE (Survey
of initiatives in APEC Economies to promote access to ICTs for

people with a hearing and/or speech impairment )
PEIEETE B BMNAE TELS3 BRATEEE > BRI T T EHuE =
(Bl
TRty #iEh /& RN B EEfE A A1 = ke A\ T8 H ICT ££

fiiy ©
LA RE T B A I BEE = Ry AT THERE 1CT £i0 2 175
Bl e

BURF SR AU R s Bz S 5 UETT 1CT Beffrdgfery a1k -
A, A

APEC &R eRast Bl Rle DEGEE SR L2 ICT KTZiRiVE
B o B FFARS ARG ffE

ICT s H G
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ICT BRI B HIBURF ARG A T ICT FRss ARty (bRl
s TR EAE (G ) HYE R - BTSN SRR L
FORHIAERUTE -

PIAAE 58 » —TEE SR AR A3 18 - RSk
ABESEEI A SR 1CT 3 TR -

{E7E » BURBI6 % R BIEFRIRF RS 1CT IS - B aTeE
P AT S BB A TR Tl - DB TR AL - Sl
R —H T TR B MBS B SR A LR BB T35
=2

S

BURF B B (E AR S Rt - PR Fea T AT )Tk
S Bl AL T ST 2 A SR B A B (A A T (S

BISIAEON - " Boe P AR ) DL T =0R PR Ry - &
fil i A R TN AR R RS E A -

EEEARER (APP) fuatH PR H A A M R T

SRR B © 2 ME RS ATiEA8 Apple B¢ Android JE{5 - WA RE T
A

BRETH - S s E SN SRR R -

e e e ORI T RE R B SRR I A AR B S 20
EREGEH B NEMENER 2 BHRFSEE AR
BUR 2 8 B PR R e Ay F R ZOR M e = 1 A I

BIanfEREd > RIS ERESN » A e H A A 5 - | e
R EEAETET T EN B R R IR E R R IR A
foRpE -

EUERRHILIE

7% APEC &R RGHN M T HFVHPRE R AN LEARAIILE
HrpaHg ICT FAfr A -

BlransgEdey " 2R SRR AR ) o R R E HAERIET Ry
B EIRHFVESE TS - BERERE - B EFEER LR
TR F R R AR AR PR -

BEARHERS -
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#T2% APEC &URR CAHIE T R(EIRE s - iRE(E A H A LA
EREANRT > HEm it MEEE R E T R -

{Bisn 4 P R Y BEAE B 2 155( TSO (AR 2001 4FHY" BIEAZE |
HEAT > RyEEIREREN5E S IEmE A\ LI L ] SIEAYE SRS -
© BENEHMZMHEEIR -

{TSRHY S B R ST AIRE = (R N\ LR RAVEE B 7 - 5
BUNFEREIA RN T AAGHBIRL S TP ERSE ICT KIfohs= 8
[EaBEER TS 22 -

P02 B B B B A S SR S T e A S 1 & 2 AR AV
PR BRI - AL PE R DM B BN A S R EE S/ NE L HL 52
ke R RN R R
B. 44k
EREAEIRATE (RS ARG B AT 2 BORE T A AR I =
n e e Y A oK - BN RN 22 B BRI A SR G - SN RF4E4E(E APEC
EfEHEEN It — B M -

(4) HRZEHT — FERIYINAE 2 R o st = B /K 592 2448 (Earthquakes and
Waterfloods Monitoring System with the Application of Internet
of Things (IoT) )

EEEER ST HAEER 20 F23KE 60 EARKAKEFMILT » Hit
FEREHT 1CT FOTAsr i R F TN D Z 5oilg LR B2 2 et

A.  HFEE

« FIFYBRER I BRI EIR & (hybrid) BEER&UMEIT 2K
RINK T IRy SEEHI B, -

o B EHEKENREREHT ¢ DLHARBEIIN A EZE -
B. HiZE

« 55 APEC B3 ESS T{E/N4H  (Emergency Preparedness
Working Group, EPWG) & fiif=tgr o

©  EMEEEA ICT BiluhyEESS - TR SR R R BN
% e
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BRI TELMIN BAFe 2018APEC SHuh L E - S afehe A A B S e

B?k‘"

(5) §EE — i KREREMER M S (Asia Pacific Information
Infrastructure (APII) Test Bed)

A, HEE

© HEB) APTI AVEERAIIRNE > BIRLAEE LS (APIS) HYRESAN
APEC HYFE[F 5% -

o TR/ EIER S A SRR SR ENE - DUhnas R

EERZ A
o {RERISZRABGTISE - AP 245 7 e F DU R HoAth i o 4 e 22
2 APIT ©

B. b red LU
< ERMET

EE ST 724918 (Korea advanced Research Network,, KOREN)
AREEE T - HATA 76 ER A -

1. APII in Brief (2) KOREN International Infrastructure

N Global Netw * SOE : SingAREN Open Exchange N Bac| RN Ewion
KOREN Global Network « HKIX - HongKong bpermet = KOREN Backbone Network
= APAN : Asia Pacific Advanced Network =
© 2 Global PoPs (HK, SG) * TEIN: Trans Eurasia Information Network © 10 PoPs in Korea
; » JGN : Jspan Gigabit Network — ’
© TEIN 11Gbps (24 countries) » SingAREN : Singapore Advanced Research and Education Network © Seoul-Dacjcon 260 Gbps
* Internet? - A not-for-profit United States Computer Networking © Seoul, Dacjeon, Suwon 20Gbps

© HKIX,APAN 10Gbps

Consortium
o Intemet2(USA), GEANT(EU) = WNTETMMH? Konz m Mm&a\ﬁ © Daejeonl0Gbps
Information Network > © Commercial Connection /NGIX(IPv6)

[ 13 KOREN B#rZRAEEH
*  FZH KOREN SDI p&{[E
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2. KOREN Update (2) KOREN SDI Roadmap
Phase I (2017) Phase I1(2018) Phase I11(2019)
- SDN & Cloud Infra Deploy - - SDN Expansion & M&O - - All SDI (NFV & SDN) -

ROADM 100G
POTN 100G
Network WhiteBox 10G (4 nodes) Network

WhiteBox 100G (4 nodes) Virtual Network Function
WhiteBox 10G (6 nodes) ;\JFV (vDHCP,vNAT vFirewall)

IP Service : 50% (6 pops)

e - 0,
(Seoul, Pangyo, Daejeon, IP Service : 100%

(All pops)

IP Service : 28% (2 pops)
(Seoul, Pangyo)

IP-SDN IP-SDN  Suwon, Daegu, Gwangju) IP-SDN
% Optical Link (L2) Service (= M&O Portal
(Seoul, Pangyo, Daejeon, Suwon) -
T-SDN Orchestrator H E Al SDI

& s *’ NFV Design g @ : .

Cloud (Storage @ Seoul) NFV

/@ KOREN NIA ==

& 14 KOREN SDI f&RIE
o HEEIEHT
BET B EEG AT 56 HIEE - FIH WIFT 4EpsiErT

& FERE - EHIE ICT WiaT & - #8EY ICT SEEsPEE ~ AU D
SN TESHEBRERE > D TEIR RSO S -

5~ AR DSG Bl & /T & peR
(1) PNG AlIHTIEl &k — 3 R G

A DSC A A A2 AEE Mr. Kila Gulo-Vui EFF > i
AR EE A 2 N EE B R A L e R T &~ AR EDREE: ~ Rk SRt
MNTLRER ~ BkEE &R ERES ~ SRR FS MmNz By ~ BN mEHEL T
HA R EESEFE (1S0C » PNGdataco) 4353 ke LA REEN 2 B 75 4 B i A
SR -

KB R Gk fErE M TR RE RS HE R - TR HLE - 750K
FOEE P Ae Bt S IR RE /T » AR APEC @%@fﬁﬁ%&ﬁﬁ HY2 T8 e k5
T3k o ERGRIBUE 7 Z R IREE T A R PR (B Y R A 48 B LUK E M
B e VRS

(2) PNG Bfir BURHET & — APEC B8 B FR & LT
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ARERACAAu A &L EE =& Mr. Paulias Korni &
Ff > ARG AN s BB E] ~ i AL RS S
e S AR AR ~ SEERE A BRI TS DA R R R E S Z 8L
BUR AT ER AR ~ RASEFEARE] ~ MHBATLE RS iRt &y S8 2 4
17 5L 5 R B ESURT PRy 2K 2 3 HEE T T 68 B 0 S EEATUAR

6 ~ TEL 2016-2020 FFRM&1TEIETE (Strategic Action Plan, SAP)

Ifﬁ?%vﬁﬁi)&%?_@*@?ﬁﬁﬁﬁ TEL 2016-2020 £ SAP {BJufpfirsk »
FsamiE A ESR o WAETT TEL 2016-2020 & SAP BAFREEE -

7~ HratERE
(1) & pg — APEC Ui I 3% f 4k B & BT ICT AR B i o 2 3K

(Recommendations for Implementation of Smart Sustainable city
(SSC) ICT Infrastructure in the APEC Region)

ZK?TEJEA TEL56 W2 % > NS HESTHEEHZES (BMC) JHA]
M » HEtE 2 EEHENT
A, —FEEE (2017 4E 12 HZE 2018 4E3 AH)

AEMFELFERT Concept Note » A =(ASLEHZ LR (HA ~ EAfinE
ArANEE ~ FRED) -

B. ZETPBEE (201844 H)

Concept Note HYEMSEEAEEL 348 - £ TELWHHF'aﬁ TR A] > DL
KEEESTHEEHABEES (BMC) JRAIM:E

C. =S (20184 4 HE 201847 H)

I ESERE MR R T %§Z§§+$3ﬂ3§?§mm TEL TAE/NHRE
HATEAE 2018 4F 7 H 23 HEES BUC Y IE=3E
D. ZEUUFEEE (2018 4E9 H&E 2019412 H)

STEMETT - BESEIEENRIA MR AT
© ETHE

A& SR HET THR A - 5P EE APEC SSC ICT BBt
f H AR ELA A R -

- BEyHHErE
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FRHA 2019 47 b KR HR(TH TELSO o SBHRAERATS & - HIA54T

(B SR AR RIS -
+ L SSC HRAEES

Byl SSC B SR R B 2 MR - 14580 A
REFHEHITE -

© EERWE
SRR FTAS R EARA SR AA B oy & - MR HHARRE R

(2) il — e &% © SRESEEFEHE (Digital Economy ¢ Strategies and
Indicators)

AENEIRE B ARKEG S > AREGHR =T - (K
FERBENE R GR TR EO R LSG &k DSG 2518 » MEmigsimR
AILEASH LSC EEIREIREITERER » §F51 DSG AAIMESS - )

(3) SE¥r TEL 3%
TG IR THE R R T 3% 2 S b ] -
8~ RIRGHREH

TELS8 EIREORASHE AR BAGE EESRH MaE&# 2 DSC Wial & £
— BE RS > W AR E it 2ah RS -

0~ JrEHAESE AN B
(1) #%7E TEL58-61 DSG HEA
FH{RZEHTEE Mr. Arseny Plossky #&(F TEL58-61 HEE A -
(2) #35 TEL58-61 DSG 55 I
HAT A ZE » B R R R S ORI IE S -
10 ~ EERGEES

NEDSG E&E A Mr. Arseny Plossky EEEEEEE A Mr. Kila Gulo-Vui
FERARNRYEE ERI T 2 s 8 - IHAR B T FE R ~ % -

11 ~ BA%E

EREFONGRIERGER - B g N RS BRIERR - M8 DSG
TN BN LU EEAT n s S P e BB A o
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(=) BlbiaEa4 (LSG)
1~ B
LSG BEEAFTNIEEE Mr. Charles Chew fEEASEH T - Bol&A(

RSNNLSG &3k MR 4 T AR TELST ErafiHE 281 THY LSG JhE) - #%
S TR SRR REe R —EUEE -

2 ~ TEL56 &3% LSG v
HHE AL TELS6 LSG /réH Srai i THes - sRai H R fE— 017 -
3~ BRI E R R
(1) B4t FEF/R "APEC @ik OTT AREESHEIZEA , (Survey on the
Regulation of OTT Services within APEC) ZB5H[E s &kl " APEC

s 3% PN s it 4 5 B B P OB /il (Facilities Sharing and Open
Access Regimes within APEC) B T#mETECIHETER -

(2) BEFARAEHR " APEC @Ik @B ICT At #a
(Recommendations for Implementation of Smart Sustainable city
(SSC) ICT Infrastructure in the APEC Region) Z#EfE - #2019
FEPELRASE - DIETEBREEEE R = Fa - (K
st s DSG &18 » & 05115 DSG ¢ LSG Z 5t )
4~ FraMRE BB ER A A R 2/ N4 (CA & MRA TF)

CA&MRA BEZE/NAHERE Mr. Nob Nakanishi fHZE/4H T % & HR S8
FeatamiE e < B & - R aAg#H S B BB & T &
(SR OoREE R < ERTIBIY - BT B i S St R AR R i 4K
2 = REHRBEORREEIE N TELSS &ak ~ BT -

5~ TEL TfEatEBIRHS TR E (SAP)

TS HEL S R R R AR R BT TEL 2016-2020 4F SAP {BSefrfir s -
PssmtE & ES o W#ETT TEL 2016-2020 4 SAP P28 -

6 ~ EEAA

(1) =B FCC AR ERHE-PFEUL S 2= 2 BTG ~ 55 5 X (56) 1TEhE(E
PRERIHE > R freiE T E RS S -

55



The Federal Communications Commission
C Chairman Pai Leads

A Year of Action and Accomplishment

Bridging the
Digital Divide

Promoting Innovation
and Investment

Protecting Consumers and
Enhancing Public Safety

Transparency
and Process Reforms

Cutting and
Modernizing Outdated
Regulations

“My number one priority is closing
the digital divide and bringing the
benefits of the Internet age
to all Americans.”

- Chairman Ajit Pai

15 & FCC AR AR HEBIRR
(2) BRI 56 TEIE{EME & ToT EBHBIEEE -
7~ MPREGHEMAKIAE
(1) TXEREGHNE

#5 TELS8 EMCEAGIREN 7= TR M B E B R ek e th 2 5k
w0 BRI ER AN - SmE S e R - N
REUIRBEZRETRFRE - W AEE S FHARE] -

(2) WrigtatETE
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FTIHE £ 8 B &% SR S FE A% (Digital Economy @ Strategies
and Indicators) Z HERTE » ZaTETHETIY TELSS BRI & - IR
TELS9 &t =& -

FUFEEE M T APEC ISR KSR B ICT Amgdat 2 ek
(Recommendations for Implementation of Smart Sustainable city
(SSC) ICT Infrastructure in the APEC Region) » 3% )5 ZFEET TELS9

SRR S > WHY TELOL FEH&E s -

8 ~ HpE A5k
(1) TEL58 % TEL61 22 LSG /4l e s £ 2 X EH
BrinyrEEE e A M. Charles Chew SoEAAZR TELST (LHAEN » ¥

HIRE —EIH % A FE Mr. Nguyen Duc Toan K% & & A — Bk
(TEL5SS8-TEL61 ) -

(2) TEL58 % TEL61 22 LSG sraH&rml ¥ g 2 e 2 E=H
JFEE B EEE AMREEHTEE Zorikto Gomboin BB EE—EIH
£ N (TEL58-TEL61) - [MEE Bl ARG ZE6: -
0~ EEHS

-
i
ZARY)

10 ~ BA%ER

L B AT A &R AR R AR S B A S RE SN A 5 ORISR (T BT
(SAP) HYBIHHEE -

(=) Z2BEREES4H (SPSG)

ARG BB EEIE 574 (SPSG) g FHER BT T B e & 4 27 4 S R o i
B TAREIOE LU TR E AN BB g T o B E S AP ER
% CNCERT £/ 2 T EEH S ERFR L E I e FE8 S H g e T 5w
WERRI% o BAtREET T S IE R A A o
1 ~ TEL56 &% SPSC #ey
FHE S5 TEL56 SPSG sr4H &g 2 N A BRI -

£ TEL56 > SPSG 2817 7 =5t B RAVFE B N &5k - SPSG A VU{E
BITeHE » AR FRENY T APEC 498208 | ~ BRI iR e
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HEEEMSETE ) ~ HAR " EEERE G ) NSRRI AR R
Hy -

TN B R EZIRE R AR T AR 2 ARES - B
g R 2 ATLEEE o PRI TP e e ) REARTEA AL
1Y " APEC 48RSttt 22 e iatg , -

Hx1%* SPSG [EIEZ= " APEC #p& 4 2200 IR BART A TSR 4RiE
AGAE TELST FEZRER Y & -
2~ BB RS AT o 2N i R

FH IR R Lo AT nn 4 26 N no e SRR AN A 2 2 TAE 2 s B - E2An
oo #6A BE H RTECI I INsE4gES 224 > 2011 FRIMnE B Z 4dE JEIRECE
WHY 2016 5 8 HAEAAAEEAUIEE » 2017 4 » EAfnndt 24N anfaE T4
AR 2 S I FAAARIE T B R s 2r 2 B SR B » 722 1F 2018 4£ 6
HIESEERE » 3EBUR T HEREEEECRIENL - IReERIPEE R S i 2 4R
77422018 £ 1 B 30 H > PNGCERT Rl h—{EBIrA & 25 e mpx
(Computer Security Incident Response Team, CIRT ) » fFEUFIER 1
SEMVIAEN NERED - RFEEE TN IR e -

3~ TEL 2016 -—2020 F-5H8{TEETE (SAP)
FH T B AR B LL N S T A -
*  TEL Strategic Action Plan 2016-2020 Planning and Prioritization table
*  TEL Strategic Action Plan 2016-2020 Collaboration with other fora table
*  Proposal for Mid-term Review of TEL Strategic Action Plan 2016-2020
«  TELWG SPSG Convenorship
4~ FHEPUTIEE
F e Bl FIRCOR G T E RS - NS
(1) EARGEd58 A aE —APEC ARt da e iftaf® (APEC Workshop on

Internet Infrastructure Security)

EAron4t 24N anfs 2018 4E 6 H 4 H N 2RI e A st i 22 2t
T AR EI TR E B g A iR S T O OE TARAT 3
£ W2 HE 5 EREEET S 5 10 ELORES0 -
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B 1 E b KA EMR P 0 (Asia-Pacific Network
Information Centre, APNIC) Mr. Adli Wahi > s F&H B " APNIC
[T aRs AL (8% | (APNIC' s initiatives in securing the
Internet Infrastructure ) - sFE 77 FRESEEMESM (Critical
Infrastructure ) BA4EPRAYESELEEECHL (Internet Infrastructure)
Z IFESRNS - 5540 > M 8RS APz (Route Origin Authorization,
ROA) -

$ 2 s BREE T F %M (Electronic Transactions
Development Agency, ETDA) Mr. Thongchai Sangsiri @ ¥ FE A
"R AR R B i B 4 ZF 2 5RME , (CIT and Cybersecurity
Strategy) ° i ZZRESHE C11 BHEAYAEE: - A& EAECR - %
flom ~ EHESE

5 3 fir 5 F Ky B OKOH 5o g R OB 25 gl 55 ( Department of
Communications and the Arts) Mr. Dominic Meoli @ Bz TRE A &R
IERFERE R I 2r 2 2 FERfirtE(Ea% , (Australia’ s Non-Technical
Initiatives to Increase Infrastructure Security) ° &SR
ANHEEEIERE T > Bl - #ARX TAE ~ EZEwie - Egm » 248

g e

BANrEERE BRI E (Internet Society, 1SOC) Mr.
Kasek Galgal - figs FREE "MANRS initiative | ° iBEEOZEHAZE
MR Z)E R (MANRS ) ZiE/E = -

B S UFEEMBEBRESH B m KEHF (International
Telecommunication Union, ITU) Asia- Pacific Mr. Ioane Koroivuki °
FEER T R BT RS LR 224 (Internet Infrastructure Security) ©
o 7 7 E A e THIERHPREL > 25 Information Technology (IT)
B Operational Technology (OT) Z[ffiz&sRH -

(2) ZEE]— APEC 49822254 (APEC Cybersecurity Framework)

ARECEHA Ry APEC (RIEE &5 222240 (APEC Framework for
Securing the Digital Economy) > ZEE(HL 2018 £ 6 H 5 H_EF-HET
& F 11 (EEOMEE - APEC b Bz APNIC 1Y 2 fir 2 E R I &k - W
S B R SRR R MR S SPSG e -

REIFE L 7S AN - AR EAE - B 2017 £ 12 HES
FER{THY TEL 56 Gakblzk » ZREiEE WebEx HBH 3 KA EYmiH/NHAT
Al e o WhET 7 — (TR e e 28 EE2E - R TEL 57 Z3Aisy
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L EURRS o SR - PEIREBERES T E CWNEE - FEIK
PERTRE f AR T I 2 PR » BBt T — (ol » Hrpies|
APEC 4p&Zr 2o 25 47 (E5R 5y > Hr 43 [EER st ®T
4 (EERSr M AR R - A4 AR E BN (1) 58 10,23,24,26
B AYEL A {E(E (Fundamenal Values) - B1 (2) 58 36 EifAy:EHR
Hil » [E{EE R FED (Common rules and values) ° @igsfim 1 i M
SEI IS 4SS © SR AIRREE 23,2426 REERL—8 0 WSS 10 FO 36
ERAEESEN tE— D ek - (A ERERESR NRIES 7 rl e E smEE
e

(3) PEIARE —PlnE 2 etTET g (1T Security Workshop)

TRl 6 H 6 H B 23R4 el g - 4 10 555 - K
H 11 EEORASHT 50 B E 2 2B E 20 - 5% LR R Yiiae
LA {E A - EREYBER R EIRAR - BURTEE T #t - ROlofiii s
-~ EEHRT - AR E A FERYER IS B TR - /i
BURFH%tE > RS MHERRI R 5 -

TS HEES S - STamEl EAHERE - fEg R - 5P ERM
S 2B HRURL LSS - BRI B S ] DI A A RIS & - DOkt
[F] ORI 2 2

(4) FEE— @2 E 0 ES) (Cybersecurity Awareness Activity)

FEFHTHARE MRS A R - 222 5P Depar tment of Homeland Security,
DHS) FlEFSef%4 5 (Federal Bureau of Investigation, FBI) Z[d]
B TAERI A& - FR A R LR B 4ps (T R e (R Y T L B
TR R T4 ET © 43 F 8 LAY H 2 (T4 ps 4 & se 4% 1 1R/ )
HALeR BN RS EE) 2 BREE -

2017 4 6 H (R HTE 7 3840 T FE S8 by BB M B i B B 4 S
EE - B Ry “NotPetya” HYEREEHUREIE LR » G R ERION -
SNFIEMEHEETTHER « K TR AR SRR 127 2 B AR ED
S LK EE A CERTS » M CSIRTS BUK i Fmt A S 51

(Indicators of Compromise, 10C) “rEEZIEFGMIEH - DIETHAERS
[ R D NotPetya HUIRER -

a8 EFHE & &KEEEY CERT i A DHS Y HE #hit =I5~ ES
(Automated Indicator Sharing, AIS) & » DIHEE [0CE:H -

5~ HratE iR
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6 ~

ARG RIHETEIER -

KRG B AR 2 =3

ARRIEFBN ~ TEIARE « FEERE RREE 4 (ERO5 R -

(1) M

2017 4F > JBUMHE H EIRE A S 2 SRS o BUMAEPUAEN (2016 £
2020 4F) & 1500 &ETTHN RS RKHIEAVHErE S & - MesaEst
#l (Cyber Cooperation Program, CCP ) &5 £ SZRFBIM B 5202 A BN PR 4EiS
SHL» ZHERS S BRI - B R EHVHEEE 22 M - KPR L e
=3RS (The Pacific Cyber Security Operational Network, PACSON ) 7+
2018 4 4 H 30 HEXOTL @ {F R ELEFESEHE AN BRREETS - 0=
LB B LB EERE S 2 & 1F - PaCSON B g (Annual
General Meeting, AGM) j* 2018 /£ 4 H 30 HE1T » WiEH T#(TZE
» R ZE B GBI EI$HE - PaCSON FhEFE H AUCERT /7 -
PaCSON R} EfE T TR IEE AGM » HEEEHE @ T eEs:
A~ BB TEESImBUESR - L CERT Kig&mE LA
o

(2) TPEIARE

2017 5 > RS (B A T K ARk Bl
SERVRL SIS - MRS ZERINIAIIER > L TSR E I - fEAIRS
TR T 2017 £ _EARAE PRI RE C& C IRBS s R I K B FE4is <2 &
Fe RS BB I - THCEE GV EE I - (HEERY VB ESE
e = R R RS 2 R R EE - AR S A T e = e 2 e
Fo TR 2 afF - T EIHSREIS 7 2B R TR > B R A R
FRE N EFHMEES 7 2 BIE S 1E -

(3) JREEE

JERE B F 422 51E 2022 (National Cybersecurity Plan 2022,
NCSP 2022) S{r#LEMER 22 T HRVERECR » 48842 2 iR E
BAPEESBESC - BUR ~ SR RAELA - SR BHIEERESE - WA S0
sl o ERNBUN - DEREIRBUR BERESiE - ¥ 5% - DR = YA
JEBR YR » WA (SR (e B AR TEYT ~ PRl ~ FESE R [EI{E - ¥
FAE A AR = FH S 4R S ik
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fREZ 1TU 2018 SF2EREER 258 FEEFERVRIRPERAE 193 ([
PR EERG PR 37 (L - FE 2017 SFIRERE At T HIH L
FEREEIE PR AR 20 £ -

(4) Z=[E

2018 4 5 H HHAHEHE(E ERHIRRME 2z B g FHEIE]
TE—ZIBIZ g8 2 ARt 2 iR B o s 2 S B LR 2018-2022
fa7E 7Bl s B RN R ELFRBURF RS ~ e~ Eimar - EemYn
RETREA N R EESE - DURBIRIRIE

BB BRSO - 4751 1000 (YRS A EEITERE - 1
S AP A (BB R 2 e L

8 HAAE 2 a1 T — (B R - H A 2 2 pe TR ol
DIEES SRl B BUHVAERS 27 2400 » THET 2018 £ 6 H JRIEAFARUETT

Bl
7~ HEHEGERE

ARREA TR AL (APNIC) ~ 48FE4Ers e (1S0C) kui K&
RSB TR AH A% (APCERT) AAFRIETTREH

(1) APNIC

APNIC B2 Ry R BRI SR BRI ~ B E e L2 W4 -
APNIC 553 » £T 81 APNIC % B 5% CERT/CSIRT ~ BUAMERE ~ THITELH
B4 (REN) RBGRHIFTEHETRE ZHENEE) - 5540 S=mE EE
BEATIVERZE > F— TR KRS CERT/CSIRT AEJIBHEE 5 55 —{E5
HE—EHERE G - U7 L 2R il S B 2 AR A -

(2) IS0C

1SOC $1¥f48 F={EHB:5 (Online Trust Alliance, OTA) 2 IoT
(EEEZSE T > SZAEZS R

A, TEEBUSREARSS R I R S T an A A i Z SE ORI 2
B. fefMEAiippg s R DIRFERAL R M
C. RARAERMARENEEEEFEORZ 2 F A -
[SOC 22 B £ HLA E SEISER P IREAE AR » AR B e St e
BRI < T g D RN EE BRI -
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(3) APCERT

APCERT £ 3 H {7 7 E4ER&IESR - DUAG B pm A S 22 e T
FIRETT - B TAEH 2007 FLREFER{T— > Fy APCERT WERRE /i
ST > 2018 FEHY ISR £ B S AL R R E B R RAER o
SR SRR BT -

IE4N - APCERT A 2018 £F 4 B 4guhadfiE e ey - ik B
FY R 5 BB APCERT 2 JE@Eh 5T - DL CSIRT MVAEE » MHEE [ fgni K
SRR s > s R T2 FEEs] -

8~ %

TR FTE SRS B &3 - FEERS DUERI5ERT -

SECURITY AND PROSPERITY
STEERING GROUP

7 JUNE 2018 | PORT MORESBY | PAPUA NEW GUINEA

16 A SPSG 73 4H I IREITBIBI R & B & & G A MRS T LIRIOE T2
BB EASEA

t BEFRNEER  BREGBRFEE

(—) FetrEEEEREHEIAR R (CA & MRA) BX/NHEH

1~ Bl K iS5
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CAGMRA BEZE/NAH & 57~ TEL 57 2897 2 g > 7o Rl 6 H SHE KK 6
H 6 HED» BHHEHA{ZE Mr. Nob Nakanishi ¥E(FF G FiFars

AEHE/NHERARE 10 ([EEFE - 15 F2m > &ReaET
BIRRE ~ ENfE ~ HA ~ #8E] ~ EAGOod A e ~ fRERT - JEERE - B - 5=
B R R - ERSEIFTE SR > INVAENRHI2EE - TEEGEAY A
WERRRREEN M -

2~ SRR

(1) FREGSLEMITHEATR ATEL 56 HYFERHE R BARRERZ -
K[EE% - LS4 MRA 55 - 55 arrangement/agreement 2
M2 2 BT NS Fall gk b 2 50 im 2 e R it - T
Al s AR AT S B A A RIS R A - A 5 SRR N fE B It A=
2R R

(2) EZzENEEZEgHE ERHEDIREDAHR T ERBE AR - 2
HeEegRIPEELD RERERN SIS (Asia Pacific
Laboratory Accreditation Cooperation, APLAC) ¥iZZE 547 HF -
FRUSEE APEC & L EMRH 2 A& - e Ht4s APLAC fHg & 241
IR A% - (0% TAF SREHA & 2058 TIEIULEE APEC (5 1B R
ZERERM  fERREE IR ERERE 2 2E - RRSEZ AR
SOHTAR -

A, BREIFEHEERESRESERE ZEHERE - B8 [oT JAHE
¥ o JEEREAFEHR ToT 78 920-925MHz #HES » BE4S ToT ZEdmlH
i » 2EA#A Guard Band DU R TE -

B. Effinoéft#Ann @ HEMARHLE (National information and
communication technology Authority, NICTA) {tFE#E > NICTA
FyOAnnn a2 [CT BUE G 2 EEERE - NICTA BT &itE
PRSI BRI RS - T2 SN CB Bl g bz H H 2 s
Baa s o B NICTA R » A ixadsdnlagdE » o mn
AR R4 aE B - EEAREEARAE P EE Y 2005 2 2017 Z[E]
157 MRA 2 TAF > {EJA 2017 EEBL MRA TAF » HREMIE AR S 52 Ed
2R BN EL - BTN EE Y 1CT A b 100%#E 0 > & H Ail
AEEEI (B ELE B E ALK -

C. EJJ& : SDDPI (Directorate of Standardization of Post and ICT
Equipment ) 7M4AEATEUAR SRR TR B RIEIE - FlnA
#1 (Technical Regulations) RETFERMLZEEIME R > ITEEE
[oT &M A HIEMHBIRAN A o ENE/ARGIEE SRSl - I8 — &
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(3)

(4)

(5)

(6)

4¢(Single System) H i AHE mbEEg( Product Certification)
HIfE - HATA 6 ZENe A B nzE - B/ H57 CTIA B GCF g2H
EEENHE (HRTHERBEEMEIZ % MRA) - 2017 FEEFE
7,087 & > FEAREARE - EE] - HA - EERE - SE @R
FIARAGRIFE AR HA B 52 T MRA 7 # gy

D. HA: HALHEE (MIC) HEARLE  HERERA#RE - EHE

FHTE T BRGSO > RS 4 H AAT TS L e das
ARl Er TINRERR &

E. ZEE : H FCC BRSSPI R0 /48 NIST/FCC HY 5 3 > E& 35 FCC

checklist » TCB fAE (5 BORIEE -

HEIB A RURBRER T - MRS MRA 7SS0
e o f5¥” Accreditation under APEC TEL MRA” > ERBHZE
et R B AE APEC TEL MRA FUMEZEZ T » 0ol [RIFEAH G REE A ie 24
S - HHHREOIEE R =G E i GG » DSBS EeE
£ APEC MRA T - JEZ 2 SURSHE (T - 5500 APLAC BIZZ B B i

TAF transition plan for ISO/IEC 17025 : 2017" - #2HH ILAC-1SO
HY = AF AR & AT A6 DA TAF S T2 Rl - $1¥F 1S0/ 1EC 17025 -

2017 Bhl - S Eipam st - 108 MRA BHFEEORMEAEIRZ
FORBUETE - BlgAAREEAMETTR M - RES R FTE RS
Ao RREER B -

HEEHE BRI S RE RSB ECR - BEkmhiSiEX
HIE ~ BEEWL - HEEREL - ERINEREELEES - [F
R R AR SRR B EIL ~ AR B B FE AR 2 B EOE - 55
ST HA] > SRR AR S A A MR

6 A 6 H &I » ARSI RIS » % B2 &
TR SRR TEHE CAURA BVHRFIS - AR - RA
SERAFERENE NRA JHI 7 HEFTETRERIGR - 1 R MERTIRHE - MRA
B -

FE E GG 3EE - IEIFRE MR APLAC IG5 > W
“ILAC and IAF Multilateral Mutual Recognition Arrangements and
Benefit” - T EE 4 " BRSNS mIE / BIEE R =S85
(ILAC/IAF) BV 5 > 5368 e Mhatiid WIO £’ Z) FEhsery s -
A7ERHA TLAC/IAF MRA/MLA FYss - WitiaBh APEC R HERA T gl 2 A
ILAC/IAF MRA/MLA -
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(7) ERSREHRR 2018 67 3 B3RS T A ENETIS @ @ R
Bfah2 G - UHRBLH ALY BON- 3550 NRA @302 514
i o FLIRIE NRA o O SRR - Rl o I/ B
T BB R/ APEC TEL MRA SRR AT -

(8) FEIRFMEERES 4 APEC TEL 58 KUttt o i S
o -

(9) RERRESO4R M ERENWET L EERERE (BN - B5E
REEEAT (NC) -~ $EREREE (TAF) FRHHS4E 10 A3
7 MRA BEF G 01 + S0E) APEC & S B R T2 -
AEEA S PIRE SN (A S T S O D S 738 - W
ESHELH APEC TEL 58 » WRRSERHIRA K @ IE I -

()DSG El A G — ¥ RAER B (e )

B R iR B E R L ah B BRRh A S I - (EA R PR P (R R By
ErtE AR A LS - i8R 10 F£A5 S (ER R CE R MR KA
DURR GRS KAV R - AR &k 5 A el IR R A AR - & 4G
oK LA AL G RS RE T > LR St APEC 258 B 48 AG FITERA THY 25T SR
T8 ER oy FHIRR -

1~ EApoag4490E NICTA /9 Mr Veari Iru B2 Ms. Mollina Kapal 34 22
AT a4 24 N K &8, (Achieving Universal Broadband in
Papua New Guinea)

(1) ARV A TEIERS B £ > RS R E s > W
AR

(2) 2014 BIZFAHBUR © (LM SIR THER G FTFRAVELGS « FTKK
HIRE ERYEES - LU HAR (HATSCEHy EEARE 512kbps )

A, TEEEF|HE S HVER R R BB RERAER - FERE R M
B. {eifEttgpiKEEms

C. UEfEmikBaiedt

D. ({eiEBkEE o BElER (5

E. EAHORERRNRIVICR - THEFEER ~ BERASE -

(3) ER&RAY "2009 FEIFE R ERRDE ) 554 (Part Vof National
Information and Communications Technology Act 2009 ) #RdEm " 3%
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KRR (Universal Access and Service, UAS) - &%E) ICT
FBER Y 28 > s 1CT ARAgaynl FIAM: » BIERALEEA -

(4) EE4RAE T2018-2022 & R #HU R RS SRBS#R &S 2s ,  (UAS Strategic
Planning Report 2018 - 2022) - BrELI N HE

A. ’“Eﬂ%ﬁﬁﬁﬁ?ﬁiﬁ'&%ﬁl IR TENTARAY R R s B AR > Rt
wEHLE © DUFrA AR ATHEU 3G DL EAIARES B H

B. AFEET - RS AR R R At A T s - RS
PtR ~ NIPERGEEAEN © HETEEL 40 (EREHUE, -

C. SCIREMENFHAVATHEREK - BiEAE -~ FEA - Bl RE R &
PERVELH > LEEFTA RPIT 248 ¢ 2 2022 e 28 AT
25% -

D. EEEEHERIWE @ IEEEERRAEE > DIst e AR
EIEE RS © AFTA H P e R R R B AR -

UAS Strategic Planning Report 2018 — 2022

Target

Target

100% of PNG’s population covered by reliable
advanced wireless mobile telecommunications
network signals (at least 3G+ quality).

Priority

Establishing advanced mobile network
coverage in all unserved local population
centers (LLGs) with at least 20,000
inhabitants

Target

National penetration of broadband Internet
subscribers and users (mobile and/or fixed)
will increase to at least 25% of total
population by 2022

Priority

Increasing ICT awareness, capacity, and

demand in selected rural and underserved

areas where new network access

connections or upgrades are provided
APEC 2018

Pa New
4 %‘:aalm

Establishing approximately 40 sites

Priority
Establishing sites in Provincial and District
Capitals

Universal Access to
Mobile Broadband
Services

Mission

Promote universal access
and usage of ICT services

Vision Target

100% coverage of population centers
by broadcast signals, and 100%
accessibility in PNG households

Promote development
of ICT sector

Priority

Expand TV and radio signal coverage
in parallel with mobile network
rollout, starting with all unserved
local population centers (LLGs) with
at least 20,000 inhabitants

(icra

(B 17 EARIEERSSNEE T 2018-2022 ¥ KUK AR HS RIS AR B8 2 |

2~ HAERZEATAIREE5 Y (Dr. Makoto Yokozawa) #ie: MR EE
FEPEE B H A S AR . (Modernized Broadband Access and its
Socioeconomic Effects)

(1) ¥ R AR S e B s i B At



A, DAEASCEEER R R M ey &8s - (e on Ko 8%
JE o

B. HATETSANERE ST - ik 235 e AR RMT s ss - 152
A Bh FAT B ZR AR SN S 2 2t

C. FIMHERZE BB TR AN - B (RATHEEE -
D. EETHEFTARIEATAERS (Ubiquitous Network) » FIfURLATFHA :
o ENAHERERHEE R o BB AR (AIREER) HUIRRR

ﬁ%zgﬁﬁ%%ﬂ%%%%ﬁ (Cyber-physical System) : £fERFID ~ ¥
wd (1oT) - iBlmhEsii fogmiplFE

© BEARW URRESERZEY AR AREEENE

= ED

(2) tesmEn b ¢ Bt H A€ 5.0 (Society 5.0) AN » fEH B
A BT AN B Mt S B P SR A AR > DU R R BT
FHIARZK -

Society 5.0 for SDGs Keidanren

Society 5.0 offers a new growth model with a view of “solving social issues”
as well as “creating a better future”

| 16 Tk o 17 rwv’»ﬂ‘iﬁn&ls
(1 Boosting food production by smart agriculture
Using remote sensing and 5 ""' utilizing loT, Al and Big Data
oceanographic data for - = i Improving nutritional status with smart food

monitoring and management of
water quality, forests, land
degradation, biodiversity, etc.

Resolving climate change
issues with the simulation
based on the analysis of
meteorological and other 13

Make high quality education

observation data by using : ){ unity : ury
e pecoonance @ it ,B 2 N7 W [l affordable for everyone on the
e SUSTAINABLE Y. P.5 skt o
- N E . inst on al b ChiGin ctato=oith =
di\m DEVELOPMENT ’f e
WAA OALS, - =

Computing—.
ol © =
e ’,{t'\:,\ ~ : 3 Empowering women with access
= #Aﬁd}l% EdTech I to education and information
o o - / ’,(' i Q

Creating smart cities where,
convenience, safety and
economic efficiency are
made compatible

through the Internet
Providing women with
opportunities for startups by
utilizing ICT

Building global innovation
ecosystems by connecting |§, -
industries, academic institutions [ ;:|:

and.other relzted stakehclders

Building resilient infrastructure and
promoting sustainable industrialization
by,u,siin_gj:construction

Ad'fech mﬂ, Fasiseh | [ -

. REDUCED
1l] NNJMJY! 1
9 wocste woreoos [N ) Managing electric power supply and
4 : » ’ demand in a sustainable way by /
v qoqsirticiing smart grid systems
Keidanren supports thu
B 18 HA® 5.0 (Society 5.0) HiE

3~ (REEHT IR HA s EAHS, (NIIR) Mr. Zorikto Gomboin #i4s " {fkZEHT
PRt K AR % > 7774 1 (The Russian Federation Approaches in
Providing Universal Broadband Access)
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4 ~

5~

(1)

(2)

(3)

REEHTTY 2014 FEEUIHEE E MR E - HRICAEER 250 2 500 B
AR S5 T AR AR (U B B — TR E B ={( PISC Ros telecom 51&5 )
AT RIE = 2 DL E R G T & S R P A B A T S
fir °

B R R - ALY 2003 4 HEREEHWEUETEEERY 1.2% 0 E
VA MBUN & SR -

FI AR o B HAR &G - 2 E R 5 T B R 2 2R e R H A (2018
Ry 800 A TR HEHL 100Mbps ) > AE7ARE: ERZ AR E AR B E - 48
Ui A ERY 10Mbps » AREE ERPRERFERIHERET > A LUZHEREK
fmeap =0 (BAE AR ERIDOEEREST - FAER AR B CEA I
DMEZFE G THE -

Al & EHELEEE R (MIC) Mr. Nguyen Duc Toan ¥y "% FGEKE A

HEEFERS , (Universalizing public utility telecom services

in Vietnam)

(1)

(2)

(3)

T E A EEBERBHE A ba s © sH4% FikpEpar T ARHE
EBEERBEE F{EE |, (Universalizing public utility telecom
services Agency) BN EETEMNEANEHEE - ERELE KRS
EENEH - JITEIR AR EEEE RIS RENECR - UABREERE
FERES o

MRS R IRBHVE R > BIETTEIIRE 2T 3~5% » EIPREREE R B
PR RS HFHAR S EULHY 2~4% > DU BN EEEE RS ~ Bs LR Rs = UL
(Y 1~3% » 4E5TH 12 RAFEAHE -

FEEARY 2015 22 2020 FFEAYEEE HAZ T ¢

A, HEEEEEEEE - T ERLT - BES T EETE

B. HWECRTESRLEPIRAERS SRR ~ B e S AT A A ATy AR AT
C. ENEERS ERGHEH  PEEIFTE ARKZFHRE
D. MBNGIERFARE KEERE BB S

B, WERETIERAVEGE - B0 RAK T NIEREE

F.  WEI#TT 2020 SRR B (bt -

EEIEFLEERRZ S (FCC) Ms. Ena Dekanic 5 "FCC BHEG 3%
FERERTS 1 (Universal Broadband Access @ The FCC Perspective)
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(1) EEE/EME  7EE®E 2400 ERVEB S HSEME (25 Mops/3
Mbps ) TTFT » &9A 1400 AR K 120 EAVEGE RAUZH LTE Ak
# (10 Mbps/3 Mbps)

(2) FCC1E 2018 2 2022 4F » A VU{ETRNS HAE

A.

UETIENL % 72 © SOBIRABRITEENT ~ 4ESF ST AR AA4E RS - DLERT
ARSI o] 252 e iR R B Al 2 -

(AR
PRIEHE S AT 2
f&&T FCC HIREFF#iE

(3) FCCIEMMIRABERSALEHIIERE - (R TIAMGE -

A.

ALRERY - FEFDCEE BRI > DA e i R ARy
IP 48+ rE e RV REMAM G -

HEGRIED Ty © B B AR S AL A S PR B O ~ TR S P
173XV e g B e T e s A -

(4) FCC A~ 2017 TFERIIEHAERELEZ B (Broadband Deployment
Advisory Council, BDAC) - &t¥Fa{al )/ D el (AR I E N E
PR - PR o

6~ JENEEHELERTEY  (Department of Communications and the Arts)
Ms. Lind] Rowe ¥<s " 3% K iR 5 | (Universal Service Guarantee )

(1) SN 2540 DI s 5 5 USO)BURGRA 25 R [ BV R SREO 2L E 2012
FEARE Tel s tra BT 46U T 2T -

(2) BMNFHEEE 2020 £ > DL T HF KRR ; (Universal Service
Guarantee, USG )FRLEE T K L ARMEE - B B 2R 2 Aa4dRs J(NBN) -

A.

B.

NBN Ei Tk pE Easshntg it , (Statutory Infrastructure
Provider, SIP) FVIL A SRR A Sy ieE = o 20 LA
HEEM 7 PRt -

JEthr S o P Lt s P ARG (A0 TEh4EES ) Ay RTRENE: - (EZARRYTT
A BRAS R @

(3) USG stEEfttaln ] RERVEETH R A > BT

A.

A ERI R AR R - EAEA R IR & R RS
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B.  BFfl Telstra AWREEIE HZ A HISEERY
C. MWERFEEHIRCAERIE |

D. (MEHIGRITTTEE » F Telstra FFHHE ADSL A% » £H7: NBN
BRI B ]

B, HESD(TE SR R AVHEE S AR
F. E{bAAsrvEEsE -

7~ 4ErReErst e (1SOC) Ms. Noelle de Guzman #ids " ZP AT FZAE T =
w8 —TEHEEL ; (Innovative Licensing Approaches
for Rural Areas : Enabling last mile access through community
networks)

A et am A ] USRI FE (L AT s S Y AR RE A - BRrap cE 5 B P
PREUHIE |

(1) g HAvEE - DURSE R R IRERSE (£058)

(2) BEERSEN - MU sl (B

(3) MREHE - EBHESEREEE AR (ZED

(4) BIEERTR © AR EE HAVHIEER > SAnRERAVEDR (7))
(5) EEFRsiEdERt CBON ~ FEzkpgan ~ divhm ~ #rimess)

(6) ZEH - BIAIfEmARH sl s R 22 B A (FJF ~ sHmtbaads)
(7) FhREFERGILEE (S5 CBRS)

(8) &y (L - BAME ~ Hfe%s) -

8~ EAfui&H£4NEE DataCo /2F Mr Paul Komboi fi¥f " BRIV Kz
EHE | (Universal Broadband : Getting there in PNG)

4 FHEEN AR AT ¢
(1) ESCH PR f s - (F RIS B ERE |

(2) EORETERBIRMELAER " RR T, - WHEBE KRGS
MR =

(3) WECRAEEEE AR ERIERSLIRE > R B AP ER AT LIEHE
(4) WECREFSS LERHER A FFEREREEN
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0~ EfEmEEM

AR AR E R INE R E 2 SRS Mr. Toan X35 Ms . Ena
Dekanic & Fe -

PR IE R B R R A 55 B PR E R a2 B > 2EH
L RS E e T E o MU REE R EME R R R e e > R Rz A e BTH
HIRdE R M EE S 2 T L EEH -

SR FE S Ms. Dekanic » fyfa] FCC AV R s at S/ e ts
R EE IS (Heal th Care) ZH@ft : Ms. Dekanic R - EHE(HRER

R ER Aors Sl s Ry = FEAHRA T > BTSRRI R RVERENIR S B i
RETR EA IR A% - 8 FCC — B RS fm iz it & B R I AR B85 1

EHELAE > GiEEA T G HEE) TR (Connect to Health) 5t&, -
(=) DSC BALBURFIIES & : APEC BT BURFAREISE#T (EARTE%ATE)

ARGk LEIE ST S O 2 B EBUF SN ~ PR 1T )
ST o SRR B e AR a2 A ol ~ BT ~ ZRE R SRR
TTREERATT -

1~ EEARt el 26 A o B 5 & i Ef A Mr. Flierl Shongol BEESAAN{EE
VL ETEBUF Z AR EIEAERE - R TR B T 2 TS -

(1) & 2005 FhagaiE T ICT MEEEE - THETEER A BN AR
(Integrated Government Information System, IGIS) - BJEFEURT
HHFTEE S ~ BRI - DUERIARCRIA 1T BHORER
HEMAHABANTIAR - HRACEHBENEE - BESCE N IUE
J\U7 0 Al @I &S 2 B imEt > AR R E RS - i TR
PR - BEES O - BOrEE - AR E i FRE -
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|IGIS Vision focus “Integrated government”

IGIS =
Automation and computerization
m of government departments
Standardization and ICT - process
policy governance for

digital government
Workflow and business

process management for
seamless government

departments infegration
and standardization

Proyvisioning of electronic
government service to
citizen

Goverr*men
to
Citizen

National Data

Repository Business

1

Provisioning of electronic
government service to
businesses

=
£
a
5
g
g
=

Shared & unified
national information
databases

ylomowes ] [eba juajsisyo

Sharing of common ICT resources
and infrastructure on a single
platform to reduce total cost of Government to Legislation of eledronic
ownership and promote Government government and ICT service
technology adoption

Proyvisioning of electronic government to government service

Department of Communication & Information — APECTel 57 Working Group Meeting, Port Moresby, PNG

B 19 EAREA SN ERABUNEM ARG s BIRER
(2) 2006 fEFAAGHEE B S BT HRIATEE R A4 -

(3) 2014 FEFEETRIAEARIEE @ BEEBUFERF L (Government Data
Centre, GDC) ~ MEHEEANEIAERS - BAREE G - B CEEE FEE
PRRR ~ TR FE BRI - FREREH LY - eSS
EEHNEESE -

(4) 2018 AT FEFHEL AT R - ROBY B BURF A A S - <R
T B SUE LRSSy - AR HE BRI R TSR - BRI
FIL > BHCAA EARELRL o INIAEAE APEC TEL SORE(FIE > 5
TG EL B R A SRR M P S < iy i 8 5 R RS
Bl > BRI HE 2 5 FH B P R B A 8 -

2~ s AN A Bdwin KF Low Je4: /1488 By BUR B B
AR RS 2EfEEE 20,000 (EAEGRFHUR - HE/ER2
FEASEE 91% ~ TTHERE S R 150% - H R G BUNIWEEZE 95% -
HALFERRT
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(1) iz BB HEAE - (EHRES RPOH H LG ~ AL R A 1
LR > PIEE L RS o IR B RBESF
SEFIE S RIET S E R E -

(2) BUFEALLRERR - 20 thaC 80 FAHHATEREE - 2 2015 FRrEH (b
EAEE 0% HYBUNARESIE H AT4g BRI - RARFIERE SRS » FTHH

IS (&BRAE=E) » Hr > Edwin KF Low JeERs ARS8 (L
RIsES > EEEARMEN - Wi B bR IR e Bt Ot -

(3) HEENBLEBURT - HARBERERGR B E - AR ~ B BUF S
th& o SR

A, B &R IR S SEREE ~ FTHYESERITEE B AR Ay LR

= s
B. B BUMREEE SR MG BT RS - BURFIEMSTEE
&

C. Bt &t MY AIEMAIE4EES - BFEAISEA R g -
Mr. Edwin KF Low Fon¥riis Rz 1B bBUT - BEES BB REBEE

Fi—b ~ BB R EHEBR DS F RN o AR BAtHAR > Hr
DB TR & T

2017 S MyInfo &R ATARYH F bR AL

2018 A A HEELRE ERE S My Info HYRTA TR S A RIRES &1
1t

2020 FEHE TR PR S

© 2021 FHBUFEE > sRITHIS bR B BEE S s &

© 2022 FEHUBIFEIZER - BARREE PR
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Mylnfo bringing greater convenience to
individuals and entities

Consent driven, single platform to manage the use of personal data for online transactions.

AiSnopasE s & 1. REGISTER 2. PROVIDE CONSENT 3. PRE-FILL FORMS
t §) 7=
y ’ Register now to save precious Keep track of what you're Its as easy as clicking a
YOUR PERSONAL DATA time in the future. sharing. button!
PLATFORM i ; ;
; ) Create a Mylnfo profile at Each e-Service asks for your The e-Service form will be
for faster, easier online transactions ) . ) ,
www.myinfo.gov.sg consent before retrieving the populated with data retrieved
data in your Mylnfo profile. from your MyInfo profile at the

click of your mouse.

GOVTECH

sssssssss

& 20 FrhnsE MyInfo &

Mr. Edwin KF Low Fn# i BUN £ IR 2Bz b4 S - 3R E A
& B S AT ~ B s ~ B IR - Bir RS - B EEEEHES -
Frnlan BHEE S P A S s - WHRELHT s & R ERMEVE A LA TSR BN E
£
3 ZREEA LB EE Ms . Thasawan Samorwong $t ¥ Z=EHEEN R BEL
JAFESE - ST

FEEEN B EBUN PG - HES R BUT LB S BT FTRA
ERHETR S ~ A% BRER SN - B B b i & R R A
ERLAEEAEM - BB 8RR B BT e A R ]
ASERE F S (EE (BAER) -

(1) FIAEAS0 (2017-2021)

JERHEE | BREE BT S VRA RERS - AR ERGE
TrAlfask ~ EEGERZ FEEMEEIRE B bRM - NIEERM
JERY IT BRI A A BT - WL EATE T EBEE -

(2) HRME e -

REOREE S e REE TR0 4 e B e H ~ P OB &R s Al -

ANTESIEM ~ BEMEIR T 2 - VIBiaEEm -
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(3) BAr LI

BERDSCETENEHNET - THE RS (758 - 1k
R ~ WEINEEER ~ HEE S EERERAR - SN EE AR
sHEE oAb > AT —uh YIRS ~ R S ETEPEIRCERE T - (R R
B o
4~ ﬁﬁ@%‘};*ﬂﬁﬁ Mr. Tran Trong Dung 94t » $HEFECE HEEIEL LEUT 2
AT B ARSI TR RS > TR -

(1) FHEEBESE - 58H — A E S EEBIRYE & AT LA A (8 I (E BB 55
B RTEREAN T > MR EERE > MR LERE e -

(2) %?E@“)“ﬁﬁl D BN EAE 1T ERRER - RSEIRBAIAR
EAAEETE ~ SR AR i B o T O

(3) BIRERFHI R + MBS LIRS AR 24 ~ BT ~ &
B2/ 3 (EEE - WEER O EEE R A8 TR
R RS BT ERAGHEE T HRE RS -

(4) BEIZRERE (BT 0 B AOER - fFEH - & - i
Bl IR R

Population

Resource & Enterprises
Environment Management

Finance Insurance

Land

[ 21 REREIRE R
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(5) &HEmEIARAKIEE © ST 2 HEFHVIHH EARCEE - iR - REHE
KHES - HEIEAEREEEE 1T 24 0 2BV EREDRRNEER S
PEE ~ AEMEARITHE M A SEH - NILARAGRE NSRBI S 1F -

5~ FEEFEENEHECFE Mr. Alimbza Pacasum Asum 5EIEIRE S WM
BN EEUT 2 BB R BT R

(1) HAE AR BURRIEE - RS RS EGH - BUEBUFRY A
& EIRT ~ SERBUFEERVEIEARCR ~ JaRE T B - BUTE=
I TR I RIS S B S A58 R T

(2) ol BV ETTEEN - B EAEARS - sR(ETTEUEEL - Sy 2 H
BT ARMED ~ MBRABEHIE -

(3) REREEE S « I —EEEE SRt e o FEEM b ]
po ~ EmbERS ~ BRI ARE S E L  (EAEEE &
(National Single Window , NSW) &G 5 -

(4) BUFERS © BUFSEES (GovNet ) TEBUMNMEREELGRIESRLB{ERTE > LA
TEMEDR ~ e~ SR BHRYER EIRSS o FEEEERIE fE (L e SHY AR
A FFE D CBEMTHIRE RS - GovNet AMI(E EZHMA: - NS
HGEIEN AR P P 4RSS Y TP 4848 - HRTEA 475 EBURH
FESERELR > 742 [EFERFEE I EGR T -

(5) BURFBM(E | B 14 RIS R BT IAE - 54 763 AR
He o RS 3 (EEUFERL -

JEERE B AW E— EAE A R B LAY dy - 2 — (EE BB
— B A LAVEEE R - M LA B KB Ae S RS OB -

(9) LSG BEEH Bl & 38 —APEC &3 OTT iR B R AE (T4t MEE)

AR [Bl R gk 7 S % APEC il B &R BGIRETHE OTT IR R RAVIBEIZ T &
{5 EETERIE G IS FRAS BRI M B R e - Woitadam OTT VB F MM
&~ OTT RIS AR R B B R AR A - DURCHHY IR B (B ~ B EAER

M2 -

1~ BEAnnoaf24p950 NICTA #f7H Mr. Charles Kerua #ds "OTT BRFS © [
HIERERIRIRE , (OTT Services : Asking the Right Questions)

(1) EHARSIHE OTT tHFthvEtE R
A, BEf# APEC g BEUBEEGHIN OTT IRsrV B EE R,
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B. A% APEC & B LURAGERY OTT HERITIEA |
C. S ZEZELWBEATEAALT -

(2) OTT &% : 2% [TUNES » OTT &f5 © —FEBE N R GPEGErs AU
HEANIER - LA EBEOR [ EIE B (S IS R il / That EAVE R
7% (Determined Recommendation ITU-T D.262, 2018) - B %
AR AR S S B (B S E KR A B E A &= S 1T
N 4 TP AR 7 ~ BEECHRTS - PR s a B DU B AT

(3) OTT KT PR sl R
A, AR R EER B IR A A TS -

B. FE EREEENI > BEEERIE (RE O KR ) 24
TR ~ BRI R (HEE ERAVSEE SR
2) BfOCR CE@EEEINE) ~ BfiliEE (HRNEEEE
GHEHIIRFIEARIGE TR AT -

(4) $F OTT 19 HIRIEAE =
A REH FEETE > RS

B. EEREER : BRE (1) SERRHE B RENIRAT (A E e &
UBER) o (2) WRREAE I DAY e S H e AR R PR
FFHSE OTT A% 5 (3) EEERIEHIRE - fERISLIERINEE
RS R IR AR -

C. SE4fEEHl LB B F R

(5) EEAAnadt28AEa L OTT EfHYSEE (1) OTT MRBHH A4t 28
WERH L E A E RV - FrDEE R EATEMLIER: © (2) #R
Bl ~ B KRB a BRI - A R LARERCE T OTT AYEEH - WvH
REHEE M OTT BV IEAAS & -
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* Benefitsas we experience

PNG society has

immensely

benefited from
OTT applications
and services.

Cheaper communication
options are made possible by

Selling & buying Cheaper OTT services (quality maybe
of products via Communicatio comprised in some
OTT applications

X instances)
& services

use OTTS To discuss issues of common
) interests on social,
Provide the alternative N - economic, health, law &
S order, etc.

option to print media, itis
cheap & easily accessible to
many PNGeans not having
access to print media

(6)

E- Engage in
o _ Social
Sl Over 0.6 forums

million

Networking

&
[\ Socializing

22 OTT PRISFHE AT ST R

AT a4 26 PN ER Rl A S A AR 7S APEC & BEURHSHYINE » ARSI H
EEEH OTT ARz -

2~ HREEES (International Telecommunication Union, ITU) Mr.
Toane Koroivuki & M iy NEEZH | (Regulating Digital Content )

(1)

(2)

(3)

OTT EF : WEREMTRELE (CAP) Frigft 41 B - 1SLUER(E
GHYER(E RIS IR HE A

JERZE  (App Economy ) RIEFSFTA R ZZ&MEER] App » DU TENEAH
AR TS HR &% I (o0 F B VAR E SN ~ R S RS HV4ERD - FE R &4
RRAG  (RHSIREETE - FETEE - ERAWMEE O EENHEA
E - IRAE = SR E REEREEREN - I H EAHEEAE (network
effect) -

B N BRI EHIE BT 10 FEKH AN EEEEEER =S E R T
G H B8 ¥ #2503 8 Al S B AR AR IEEZ  BFE Google »
Facebook ZE{EM o JEFH &R EAE i A E SR EoRERE > WA
IR HE S A IENRE ST - TRIEAE 2021 £ > IR 46 (BAEFE4ERE
EHEEL 271 (SHVAERSEL A BIEAE © TR A BT R R 2
H 490 {% Gigabytes (49EB) > ;& 2016 FFHY 7 fi% o Mh—mEsE Al ¥
N EERUERNY ~ 18 ~ &K AR AESHENES] -
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More apps, more
sophistication

App
developers

Platform

Better OS OS vendors
functionality and

- rnes ‘Am'
e Alphabet,
Microsoft et}

23 FERERERERG

(4) BAL SRR AR SRR T 5 i A PR A R BRER (L (H A& 0 A S
NAREAERE R » (15 HEE DI R B — 2 BRAVE T « PIIEEE Net flix
Bl EIE s RV E(E % Telekomunikasi Indonesia ¥f$4 » R B HEAE
PERSREINEEENT ] - IF HEBE R R ARNS -

(5) Ek&R AR ER L HERR 1S b a5 £ e S i S i N == 5 AR
REZ > LB DIREEE - R EEERS S B T RRER S BLER]
##F% | (base erosion and profit shifting, BEPS) -

(6) THEFEEARUGIVR ~ 77 - HEGBEANRSE  WEKRKEEEE
RERY Tk

(7) NEFETREAATTE
A, SR ERELRE @ ITU R DREREER  SEG LR ERER

&a o N 2015 FEAEENEITLE FLeZ 58 A=E (Office of the
eSafety Commissioner) - i HE2 INHOPE &1EFTE4R [ HE MO
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(8)

B. FHEFEASELLR N ZSHRED ¢ R RERE Y 5 R N AR s FR SR T
FEFPIERRIREH T ERER - JZEIFEFRAERIER - THESTEEL
TIBAIAVENERE - DLUSCENE R B ARSR EEE -

C. EFENEEE RRBUNTZRITEEGES K ISP FERRHUE #2011
H N -

HRIFHENEA R gEfE AT ZE

A, NEHLFEEPIRE - HEETEMBEIN S 8 S ESPRERAE
FROLE AP STt

B. WEDEIER © FIAE SN e E R R AR

C. PIBHRRA B0 5y B PRARRE Y B ME S A B A R BRI P p 22 N S B AR
HUME [EIRERE » WECEBEE S (European Council) RS4GRS
WA TEFREENA T REE  EEECN R H BN -

D. #i%8ELy : 2013 4F OECD A RH BEPS {78t » &7 BIZ R LA BfE
AU -

3~ BN ERR LA ES (Australian Department of Communications and
the Arts, DoCA) Ms. Lindl Rowe fifBM OTT EFEAHBEE N -

(1)
(2)

(3)

(4)

BONESS OTT RS B—HYE S -

OTT ARESTEEMA ML EEUNEARRE - &5 T ENEF42ZEEY
(AustralianeSafety Commission) ~ " NEES ; (Department of Home
Affairs) ~ "7E%ES, (The Attorney General s Department) LA
K UBENE 7 #HAZ | (The Australian Digital Transformation
Agency) e BEMEARE OTT BYEZL S ~ KISEEENEUN AR
HIER SR s BT SRR HVIBES » N OTT AR s Sl E i s m T
{E -
N DoCA B4R _ERGEATF & K OTT I » EbdE—EfRsTE - &
FE{EPEE - WY TR e TR - T ERRAR KBNS
At GEZEEsE) | DR THERRK 10 FiEE , - HRlWESE—
PEES  HfES) » WY OTT ARISEREVEIE ZAVESR © " HS A4 adns
TRELAVIE R SRt - AR EEHEr IR FHE T
M DoCA 25— B LTV EEERER ¢
A, OTTHVER - FEKFEE BELREAR - F5 -~ &F - FEHEH
BPE

81



B. OTT “PEunfa#EfF « BEYHEERER 1S (pipeline models ) HYZESE
AERSE ~ BRI~ P EETY AR KSR RS - HH0E
SEMIES

C. A OTT (B ZERHFSE  &1FE Alphabet (draft )-Facebook (complete) -
Uber (draft) EZAlibaba (complete)

4~ K ICT BEHRHZE 0 (Pacific ICT Regulatory Resource Center,
PIRRC)Mr. Marc Lipton s " A T FEPHAARARY F ZFE A RTRE | (Issues
Over the Top Applications Pose for Pacific Regulators)

REEENRGEE Dl RIEEH OTT R EFIWEE - BT
I -

(1) BRZFEEAVAERE LR
(2) ERTBIRITENRARARE R A 058 - SRR AE AR
(3) BB EEIZHEEIEIA & - (HEE RS

(4) BFRmAT a4 PR R U R B s > B AR L0 (T i B 7
(AN Rkt 2 )

5~ EMNE(SRERM (Telecom Consultant) Mr. John Deridder ##5 " EE1H#
FEu] LUENAR OTT BR#%5™E ; (Can Regulators tame OTT Services?)

(1) OTT #Ys2 2

A, OTT fEaEEHIRB A0 Vo IP S 72 (Eansh = 48tk PSTN HyfEr 4

B. OTT HHEEATEMHEIRBEHYEF - IR
(2) BU eSSBS £ & R S S SR SIS
(3) FofERERSERRA - BRI 5

(4) A M SRR A B T B LIS 0T  DLRERAT TS IR
A e
FETGE
BRI ERE S R RTCAERRT © SRR TEL TLUE
FEHHIEBERISRE55 7 (col lective effort) » BUEKIFE OTT FAS S BkIG - Mr.

Lipton [BIFEFEIR - BHiN—(EZ B0V S I(REEN S EE T —(#E AN
Mg (global approach) - i E—{EFIHENYAT ¢ Mr. Deridder HIIFE
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o RN EEGOFGH S IR A ] > AL RAGEREE R - A AR EREL
R - S TEL i & S B ZAYHUR TR Bt —E RS PL—fa T mey P&

(F1) LSG ZERHI = &3 —APEC i e Z EAPAREEIHIE (EEATTEA%AEE )

ARG T T e Rt BB R G T o - et 4 50

1~ FKEEAFCE424 A 0H NICTA B9 Mr. Dominic Moros #EfT " EE4HEBEYEE
it AR T B RE R4 (Facilities Sharing and Open Access -
A PNG Perspective)

WENFEEEY 2 10T 2 > HERRSILER (1SPs #%) ~ E4E
LIRS L E RS K A PR U B T H A THYEL S 9T o oty SR EAE S
(Regulatory Framework) ZiZ#(H IR M EEERIZSE -

2~ REEHTEEITSE B AR, (NIIR) Mr. Arseny Plossky 7r == EsmEzs
FpFRE 2 2 B

(1) AERLFIELEEES G (Spectrum and infrastructure sharing , SIS)
e EEE 705 0 R TR E B R 2 P A A R 4R B S SR/ B
FEIEI AR EE R MTHIIE I T e 4R SRR A B (S A4S B st - (HH

SIS U774 » EiEE SR ] DI EHEE T -

(2) SIS AT HENEEERE SIS (PIS) ~ EEIALRE
st (AIS) ~ BHEEIEE (SS) - ERIALT

A BENERERDEE S (PIS)

WENE e A RS RS - WIMEAT - SRESRE » 5548 > BIRMIZZ I
RIS AR 22 © [ R PIS LAY » S35 4F AR Ky CAPEX A1 OPEX
#910-30% » AR Ry 5-7 F - BeE > B PIS A FE B E
MEZR A THEfoT B A - BE(S 75 ] DUMRIR & B 8V BT 7 =0 PIS Effas itk
SEERN e o
B. TEIAEBEMILE (AIS)

AIS JEHEGRPEALEEE (RAN) JTOFAIRER > Buhfgg & (BTS) Ml
REEEEIERES (RNC) HYFEE -

(EER e | > (i ATS #58Y » CAPEX A1 OPEX HYEi& &% 509 -
U5 2 BB A P {5 FH [5] — ([ Bty - RIS e P AR P s R S (S F BT
SR AR BB AR
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M E S 2 7H > ALS BRI E i o] A 75 T BT B HE 2R f T — 16
DSBS o BE (S T DURR B SO W (1 S [ DAL B (S P Y SEAR BE S sk HP
SR 7O ET DA LS RAN Y B (S 55 U FE A AR AT A1 2 - GSM> UMTS >
LTE & -

ATS BRI RS L s S BCAS BB S PR SR & 0 LU= 4g4%
S EME(L RAN CAPEX o {E&MRZE T > {F ALS B (P AR =2
0% » ATEE ALY 10961 CAPEX A OPEX © fifE AR E 1A » ALS = h
AR I =2 i 1 HLAth BB (S R AR 15 B B R n I P A A LML BB (S R 2
Htohe oy Boga = —(E B EEHIVERS « RiECRIEREME LAY - JEHZ
(EEERmERs eI TR DEBEEILE o ALS B PiEsE = Hy

—REREROT

o E(EPOHmAMEEEE
o R RAREERDN S ARSI T AR R (St o oA P Y
PR AR
s BRESTEEHBER TELMTEH
3~ KSR ICT Baefgt 0y (Pacific ICT Regulatory Resource Center,

PIRRC) Mr. Marc Lipton ffj " RS BIHV AR FH I ZHIEZ LR
HIJ ; (Core Principals of a Common Facilities Sharing Regime for
Small Pacific Island States)

(1) =AML EE AR - DU R LR R RAF IR HIE RS IH
(2) tHUEUGERE - SR BRI ~ AR S REIEE - SRR
(3) EEEHEEEAFIHEEH

(4) MREsiEftiss (BEEERNSEREETTZE)

(5) HBUFEFIEERH - RIS S EEAFB S T

4~ HEAINE(SEER (Telecom Consultant ) Mr. John Deridder ¥ " =&tk
ERIBE R A R RE R s S 5 2E | (Tssues and solutions for efficient
sharing and open access)

B SR R E AR IR IS - BIREIARRA - FrEfy
A REE ] RERY R T2 o B (B T RE (- AE BB AR B (T Hep % /> AL T A6 > [H]
AN AT EE S H s 5 - RIS /MBS - B R R s R Py
AT ©
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HFE S S IR EE R NIt g P ARt A AREE T % - (%
B ARFRERE T REA VIEIE - AI[EREE B Cal £ 09 s KEEREIE T 70 (B
R E 020 N\ IR Eet - (HAIA S &E &R E 0 -

(73) SPSG Hfa & — APEC #pe BB e 2 e (EEAREE4RARMED )

1~ e RAEpgEER Ty (Asia-Pacific Network Information Centre, APNIC)

Mr Adli Wahi f§%# "APNIC s initiatives in securing the Internet
Infrastructure ; * 7> ZRASEEMEREM (Critical Infrastructure) Bi
HEPR AR B ( Internet Infrastructure) ZPHETRES » SB/14d
P& E ARG FZME(Route Origin Authorization, ROA) BRFHARFFZFE(Route
Origin Authorization > ROA) ZRHZREEHH 1P firkbAl AS SEASAE BGP & HH
FENF B IEMERVAE S - ROA FRALRS HH 28 R ERse /e 4dis 2 fiHy BGP B&HH
prexdiati

2~ ZTEE TGS (Electronic Transactions Development Agency,
ETDA) Mr. Thongchai Sangsiri f§# CIT and Cybersecurity Strategy j:
2R EE CIT PRy el » e AR - Roifom - S EE
HATZR BB A B iEER ~ PE3E ~ 2 - 85 - se RS Eir IR
P L [E AT B R RN B EEEE X (CERT) ©

3~ AN RnEEHEEEATES (Department of Communications and the Arts)
Mr. Dominic Meoli f&#; "Australia’ s Non-Technical Initiatives to
Increase Infrastructure Security, » 23S RAF|REIER T - 51
WAL TRE - BRI EEn o et -

4~ HEEgErs e (Internet Society, ISOC) Mr. Kasek Galgal f&#z " MANRS
initiative, > T FEEHEZE2VHELERER] (MANRS) ZH#EHF - 44
PR ey Ry —(EFEE AV RIPEMEAEES - B 1992 4F - DU R4
ARSI R EHY - ERVE A LUT & - M ((El A3Tr] &
AD) ~AE] -~ S BUN RS - HEEAR T2 » g F e
P& TAZ TAE/NGH (TIETF) FI4EMEMErs&EEZ B (1AB) - 48ME4Eisin e
HRER SRR > 7 RIALA ERIE S e s N R HN KL -

5 EIFEEERE (International Telecommunication Union, ITU) GE &
ZFE# Mr. Toane Koroivuki f&¥" Internet Infrastructure Security  °
Ty FHEpS L e HERAVHEEL > 85 Information Technology (IT) Ei
Operational Technology (OT) Z[F&skRE -

(1) SPSG #ff=T & — APEC (RERir E B2 (FR)

REEL R TAPEC 48822288 | (APEC Cybersecurity Framework) -
FARTZ TELS6 &g s AL A APEC S04 » NS B Ra N B N R A
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ZREE  REEG I EIHOR ISR BB RS B R ER 3 RS ]
“H&R B SRS "Cybersecurity" —sai K HE K » FEEHFLENE
& m - R4y " APEC (RIEEU 8075 222281 | (APEC Framework for
Securing the Digital Economy) -

AR et 2 pidy bEm AR R o T SRS E 2 R
N RS 0 TSR ARa T
1 B -

(1) 25 22 BT Fundamental Values: Measures tomanage digital security
risk should integrate the fundamental values that underpin the
free and open economies of the APEC region. Digital security risk
management should be based on rule-based conduct which respects
and recognizes the legitimate interests of others. ; : Fundamental
Values B4 5 RIFAIZ — » REIELIED - REEZFGEMImER
g - M7 AR A b A A E(E A f 2 2 APEC FEFSHMEBLE R E & &
HES TR E R O BT ROE AR o BiR 0 R B R
RIS BIREN Strategies FE - MEBAIFFREHER -

(2) 55 37%5: "For the digital economy to thrive, there must be a
degree of predictability in the behaviour of APEC member
economies. It is therefore important that our actions relating
to cyberspace are informed by certain common rules and values.
We affirm our commitment to promoting international stability
for cyberspace based on existing international law, cooperative
capacity building, practical confidence building measures,
voluntary, and non-binding norms of responsible behaviour taking
reference from the 2015 Report of the UN Group of Governmental
Experts on Developments 1in the Field of Information and

Telecommunications in the Context of International Security. |

A, ZREZ Ry BOMNELET IS R S tH4E e AR R S T amaR B e 2 45287
HIs /A B PR R R AL T -

B. [MZREEH existing international law @ Fon HFill & ZAHEE
BRI o BN EIFEFR R AR international law RNEEHEE
ZHFTH o

C. TMHEIAREEMRZEE G by certain common rules and values
JHBAtEE S - SRIESEMER © Bk - BrindE i H AR E -
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2~ FHRAESEE AR T Computer Security Incident Response Teams
(CSIRTs ) and other networks ; > HAL AeZ X FAEMIZER » AIEE
/}/F&*AﬁBF'EJ CSIRT » @ FIRELB RS (economy-level ) » EJTIRFE
ToE » AR A A -

(/\) SPSG btet & —VIltaEE % (HEIARE)

AR e P EIRE Y - B SPSG Bl SR AFRIF/IMEESF - 855 7 10 i
IR B BT ~ JREFIHERISE TR - ISR = ToT ﬁ%ﬁﬁ*ﬁm
B HEEFK 0T Ze v (FIRE

1~ [ ToT s & Ziam — T Bl B RS B e/ NaH K 1778 H 00 CNCERT/CC)
BIFE(EMr. LI Jia

sfE B SEf 7 CNCERT/CC AR 2002 4 - HRlEl T B B 4d s B e
FFEFIAHS - P EHRBIPTERRY [oT B2 b DU AR RASTE T8 -

(1) IoT &EZ &\l

ToT i3t 2 A E SRV E MRS B4 EFE MR A A ERAYERE
ERREALRR ~ WTERR R A S Z 2 > T LoT iVEZEE EEAKH

A EEAEMAR

B. RSSO LUEE
C. [HEERMAER AL

D. RERAHENELEH
fER IR 2

=

Dl Mirai Al (G848 10 B [oT & FE4Ers (Botnet ) 57 EENH
BT AR IS EE(DDoS at tack ) %8 i UE 24 I4EmE40 Twi t ter~Paypal ~Spotify -
Airbnb ~ Etsy ZFIFEE -

FRIE ONCERT/CC %kt > FHE 10T SMIRBRAR FEEHE: L
118% > 2017 & H a8 2 & 7,000 {# 1P 48#&HY 1oT Botnet ° [fi
DDoS & % i = i = A 22 279Gbps e

(2) FE 2017 4 1oT EZAHRAS T8
A.  ToT @ :
o EEIREESIENINC2, 440 {E—RMIRE ) M AN T 118% >

H.LL Google MHEAMRFS 5 2% -
87



o RFTEEA - MEREEE (27%) ~ BERDAUR (15%) KI55#ET (13)
RE -

o eMRIEEE G - T (45%) ~ BEEES (router) (11%) -~
dpsmotk (8%) -

Vulnerabilities on IoT device — incident-wise
vulnerabilities

incident- Top (incident-wise) vulnerabilities by

wise e types of devices
vulnerabilities e R s
on [oT Goiforehge SO  poEr 4% surveillance
2 : . system 4% e 1% platforms
devices; top 3: S 27%

firewall

intelligent %
surveillance gateway

device
7%

platforms,
web cam and
GPS devices

24 CNCERT/CC IoT stfER/E4iaT

B. ToT E&f2=\ : 40 Gafgyt ~ Mirai ~ Hajime ~ Persirai ~ PNScan
Shishiga &

2017 124 293 B[ 1P 48p&HY ToT jEke4drs (Botnet) - IP

firik EZE AT R EIARRE ~ P8 HA - %] Botnet HY C&C

A28 (Command & Control Server) Ay IP fizhERIA 1 & 5,000

&l » FEAREEE - PR AR - AR E RSN TP 5 87.1% -

o GHMIHEME 2 & 7,000 & [P HY ToT jEkE4EEE > M C&C fEik
#8aTA 173 # 1P

*  DDoS At pich =i & [l 22 279Gbps ©

*  Ei— C&C {AIfR#3E =12 Botnet 2 2 & 9,000 {H -

(3) BLEr UL 2 (ERHE
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A, AHEZL B [oT s%HE Miral Ba{THF 52 FELZ%  CNCERT X1{of &

% -

e CNCERT |G[JfE : CNCERT fE#% Mirai S5FR 17 BB NELE (S EES
TERRPE Mirai 7Y C&C {alk2S » A6/EYN CERT f[E&1E
B. thEIEAE ToT EanA (f RS EE i -

*  ONCERT [=]fE © BAZEAEARPRAS MR D) & 1F > 40 CNCERT 28357 2 b
IR > LR RI AL SR B IR AT EE TP g 1 BI[ElF
M4 CERT Bt th & oy = &EH - R Bheps -
2~ BT A LB AR 2 Y B — 22K (Antiy) Bl Mr. Tom PAN

ARy 10T 2R 2 1 N T R0 kT B RS T 3
S ErRE AR AL - BRI Y RIS - F4% - 10T

WRBE R

(1) BEZEE © B EEREADIRI RSB RE R - &AL
Hzsae KAE R E R > BRIV FHE 2B (APT) ~ &S -~ 8
AR HALERFY (Bitcoin) o

(2) FRELEE - A ENEREEEE - sl R TR R st i e
A BRI B SH EAR - BEEA (REA R R B A, - B
K E s EEEREE N &R - (HEE RS A A 5 2 S EE
&l AV BB TTES T - FTLIBa R PR B U 8 - W AERE A £E
RGBS - RN BERKENRD & B ESRY A& HIREEARAR
RIS -

(3) 10T EZE#Er « 1oT BlfE4r 1P 4Edis - FEAEIK LTI mErvE
% o 1 Lol sxitEER % - BEENHAEGER - KL > ToT FrEbEsy
BB RHEE EORRFE  RHSE DDoS KR T R A A B RIRE »
i APT EE RS - WEB TR T HEEN S EE BRI
[oT 45 & 4gps B B Ag tH B R0 IR e TR RN B RV E)
T 5 H Vi VB SR =B R - i DUfEE RS -

3~ DIBUMERGS G [oT &% — REHTE (Kaspersky) BE=EEREZH
& Mr. Denis Legezo

(1) HRBUFEAL - sfE e 2 (EE 2 ToT ELVEERL

A, A ToT s mE THLED
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B. EETRRBASEEEESE (CI) g -
(2) 4142 SlingShot APT :

A. SlingShot Z{HE EHEHFERIMERER - S FAE 2012 FFHER - M2
S BT ELEE -

B. R EE 2 {EHEAH % 0 Cahnad r R P Gol lumApp ) ©
W (B A G AR R B M ~ A o (M ~ USSR L R

C. TEREAR : FIFHBEAAY MikroTik HYRS HH 28— EALast
* FFEE DLL REARIEIRS s -
*  DLL fERHAERE S M EEg i Es -
© FHBABER KRR AT ERE -

D. EEUEBERE - PEAITEM o

Slingshot APT — how it attacks

Slingshot — an advanced, cyber-espionage threat actor targeting individuals and organizations
in Africa and the Middle East, from at least 2012 until February 2018

) @ %) @

Many victims infected Slingshot replaces a legitimate Malicious library is loaded Loads components Information gathering
when installing direct link library (DLL) with a by a process with SYSTEM GollumApp (user mode) & « Slingshot collects
compromised routers version that has malicious code privileges — intruder gets Cahnadr (kernel mode) sreenshots, keyboard data,
embedded same rights network data, passwords,

USB connections, other
desktop activity, clipboard
and more

« Kernel access means it
can steal whatever it wants
+ Hides from detection

Who is behind Slingshot?
« Signs suggest threat has been around a long time
« Toolset very expensive, complex & well-designed
* APT is professional and probably state-sponsored
KASPER§KY: GREAT AMR © 2018 AO Kaspersky Lab. All Rights Reserved

B 25 SlingShot APT BUEZEEAR
(3) TAMIARAHTREREA -
A, EEMEREIEE B SR -
B.  BURR{GR DB AEE B -

C. T ERBHE TR S0 (1CS)~ B ERI T ~ EEh R (ATM)
EASH BRI B AT (PoS) ~ I A4 ~ VlEE (ToT) ~ EElfe

(IoV) % -
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D. #XRTAE ~ #REkgE - HEUABIRRIRE G OG-

(4) REMEARRHGETER

A, 2018 4 QL JRE# R 4P IE 2 FE AR AT =448 Microsoft
Office (47.15%) ~ BIE&2ZS (23.47%) K Android (20.68%) -

B. BEEEEcAE RBHRHY Port ¢ BT (Port25) ~ #HEfEIRES
(Port80 ~ 443 ~ 8080) - 4 #4f# Z:4%¢ (DNS) (Port53) - Hrf
B T HIRBIAFER Port

C. BRI 2 BEL R 2 B « JEEE (64%) » ZNFRHL (56%)
FIZEE] (50%) -

D. 2017fﬁICS£T%kx§JI)’Z EELPI A S BEIR( 38 . 7% ) TAZ(35.3%) ~
AR (31.1%) FA&ER (30.7%)

4~ DU B/ S B EEERY 10T B2 )7 2E — H22 523 (EverSec)
B4 Mr . HE Wen—Jle

ToT BEENE AL RAEREAL - RAHE AJRA SR U — R 3 > ek
1655 B BN Al &2 ToT SR agfEAvRZ.L - S JesilB] ToT AVEZHUN |

(1) Bl © st Z o - B - e ELEgE - B4
st B ERRIE - (BEARE -

(2) FEELZVFELLHNGA S © ToT BN K EIKEDZ - VisE /@R k&
REEESES » FI1 LSEETRAE T -

(3) axfEbEREE  FUZETRAN
A, 2017 FEEOCERER: 2 BTG -
B. 2017 FF3EEIA SR FI A BB S |13 B -
C. 2016 i85 LA Ex e DDoS W% -

ToT @i n] oy RolfRIfg (Efi) ~ Mk (i) &Tﬁﬁ (Ei) %3
{ﬁéﬂ‘ﬁ Ty RIS REA RIRIEGE e B HK - sl s H A T B E
I - SR LoT Pz % -
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Security Requirements of loT EVER?E&

~

licati +  Operating Environment + Data Isolation «  Business Security +  Perimeter Security
Application By - . i i
A Security *  Key Management «  Software Vulnerability Intrusion Detection
Processingll . component Security +  Data Encryption «  Access Authentication *  DDoS Cleaning
Layer * Hardware Security * Data Privacy = Permission Management *  Attack Tracing
(Cloud) | Protection )
\ / i /
Pa Communications Security ~
Network || o § ) )
. ) Equipment Access Unified Authentication of
TrT_nSpDr’t ‘ Network Security Isolation | Authentication IPSEC/VPN ‘ | Massive Terminals
ayer . .
) . . ) Virtualized Environment End-to-end Encryption
(Network) ‘ Firewall ]| Signaling Storm J ‘ Security | | under open environment
A\ A
: . . i i Business Data Maintain \
Perception | [ | - ) |
*  Anti-theft * Intrusion Prevention *  Operating System Security * Insulation *Keep-alive the Equipment
Layer j § § “Identity Authorizatio
. *  Waterproof «  Lightweight Strong «  Software Security +  Anti-Leakage niity Authorization
(Terminal) *  Tamper-proof Authentication «  Anti-malware Code +  CopyPrevention | ‘SecureBoot
\ J «Self-Inspection of

| Equipment

A

26 IoT BZER
5~ #&H Honeynet BUBIRAE ToT &L — APNIC ELH K Mr. Adli Wahid

[oT & RALZARRY » BXPFa 2L > (EEER RIS - Ba
ZFA BN - FEA RS TS EE > HIE > ToT HELA RS DUL H
FraEE 272l > g SRS T > maEE e " s h T EEE

(Routers as a target) ; ° BSFHES/EEAEMERSHYE et - MHRHE IREF
FHEN ~ $ERRECE ~ T HBURE SRR 2 > BEEH SR AR EE
BECHEHE S ZEL Remaiten ~ Mirai RHESE Satori ~ Owari -
Reaper KT 35 EHT VPNFilter o

sia S TS APNIC H 2015 SEEEN#S (Honeynet) 5heE - AR
(Honeypot) - SIEEEEEHBINE » FEURTEREEELBRTER - B
SR T el iBRE - WS & E BT Bt e (A i g o
B&HHas(El(H C&C falfeas - B EAIFE CAC fANRES 3 AR SR BB > Mk
Ve A st th & 0 A AR S8 B B KRB R &
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APNIC Community Honeynet Project

+ Started in 2015
» Distributed Honeypots* : H
» Partners mainly in the AP region

» Observe and learn about attacks on the
Internet

* Information sharing with APNIC
members, CERTs/CSIRTs and Security
Community

APNIC €y :
27 APNIC Honeynet £t
BRFEH LT 4 B2
(1) ALRFBRAEEE LA FALESR ToT
A BEWERTS
B. IhReMEZe AR
C. EHEZEEENERE
(2) HINRE ToT scfatlETEETE - H/HDINE
(3) MHEAFIERHARE R &F
A FEEE/MTE L
B. ENEZIEE 10T 2FH - TLUCR )
(4) FEILENERETED

6~ M T 4ERS/ EREAeAE  BE - HAKREE A ELRIEE R Mr.
Naoto KANATSU

BRI FER A A TR 3 e R A Er kB - HAREEE T U AR Ert g e
— TSociety 5.0  RHEERSZEH OIS 2 = fE S A I A TERIAE - T H
REES RHEW " Society 5.0, » HEH A EFEZH — © Connected
Industries | > EEEEBUEEE « 1oT KA BIESTHE BofMry4: ELR - Al
HEMARTS - 281 > BEEEHEEE > [FRLER Rt AH e S SR
Rl &S AR E T " 4958 / BR824 (Cyber/Physical Security
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Framework) | S2&  (HEREAREI S A 2 E - i 2R 2 IR
ant BT > ZARRREEER 5 A EEARHEEER -

ZNEARTR IS SR B MR 2 e E I - M B 25 SR B F TR
FHEHNWANEEABMEE - ZAEHYERAGEEER - sHBERRE
MY B IR IU R HUHE I RS PR -

IRRERIAEESR T 3 - R Julh -~ BE - 12~ A& SNRTERRT
YA WHEAtE e (B A SRR AT TENA NG - 2R E R 3 &
Gali=p

(1) B—Jg—Fie « DB EREES - AR A EE

%T/\EDDH&?% °
(2) F g — 495/ EHE - ERGEEpS T AV B EIA - ToT seHiRes EE
WS RS T B -

(3) SB=E —4rs - g - i BaE A RS I E LA -

Organizations’ relations, Cyber to physical/ Data circulation in
generally imaged “Supply Chain” Physical to cyber cyber space
[The First Layer] [The Second Layer] [The Third Layer]
Cyber Space Cyber Space _@ Cyber Space

R pata)

m

Sort of new Coata -
structure S @ correct oo A

transcription : lov;‘e((ll
ranscription
Organization A nization C
Physical Space /Organization B Physical Space Physical Space
-Products and services -Function of correct +Secured data circulation
To Protect as specified transcription -Trusted data service
- Trusted organizations *Resilience in cyber space
Relate each other Relate each other
+Malware contamination to - 5 o
Identification of products Falsification of measurement Falsification of data on
T +Information leakage from data network
security risk JeL g -Attack on control function -Disguised data and services

organizations

A 5 -Security by design -Data Protection by
Counte:n;easures -F\’/aenrcatlon of delivered -Introdf:ycﬁZn of s?ecured IoT encryption
Organize: element ts . yste i m"mm m
e g ; *Thorough management rule iafet\;n a?mzesr:g:r?t\fyo i servicer’s ms::vgrmm

28 HA "/ BRLERE ) B

sl a e (&6 B TECRAEES B R &M WHIE R EDT R AT RE IR
fes fatae e ((SEAVEILEEERE) - M BLdER (S HaM - 1 Re e B (E(E
ERER 22 HAE -
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7~ ToT EZLPRERAIDEHITR — 2 & (HUAWEL ) ToT EZ4HE ZHANG Ruigang

st e et TOT Sif e RS aman 8 - T &L Aoy Rkl
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Build a Data-Driven Security Countermeasures for loT Security

_______________________________________________________________________________________
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: Gateway/Network Ingestion processing Data Insight/Mining
1

|

]

1.Capturing or Ingestion of data using sensors 1. ldentify the specific threats, vulnerability or anomaly events based on data
2.Processing of captured data though gateway and network 2.Detecting anomaly behavior by network security modules
3.Decision-making based on the analysis of the data‘ 3.Protect the privacy by masking, Anonymity algorithm
4.Using the information to improve productivity or improve efﬁciency\ 4.Response quickly by analysis of Al
5.Using the various aspects of new intelligence services(Al insight) to enable intelligent applications ‘ 5.Recover the environment
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Who is responsible? Aops

Platform developers

developers Platform

operators

Developers and users of loT devices
and systems have a collective
obligation to ensure they do not
expose others and the Internet itself
to potential harm.

We need a collective approach,
addressing security challenges on all
fronts.

Protocol \ ' ’
developers
Device
\ I vendors
Policy
~ makers
and

Secure and

App
services _ Private loT
operators

Retailers ,l

and

‘\ regulators

Network
resellers
operators
Retailers

and

resellers

& 30 loT EXZEESE
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IEnd Product Standards will have “declarations™ for how UL 5500 will be
specifically applied for the application. Life safety standards would
arguably be more restrictive than general illumination lighting.

Potential End Product “Declarations” (STP’s to determine)

Means for communication Compliance criteria in the event of SW Expectations of mfg specification for
download fault / failure SW update, version management
Identity criteria Communication environment tolerance and SW download package
Authentication process Corruption detection / correction
Authorization process Min expectations for security incidents (e.g.
buffer overload)
Means for compatibility check HW/SW compatibility detection and
incompatibility response
Encryption criteria Invalid SW version (incl. malicious roll-back)
Data integrity / download timing Authentication / authorization violations
checks
SW application criteria Other occurences and min expectations on

end product response

SW update conclusion criteria

@
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