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{M3 Messacines Macvane Mo
-._J Anri-Asuse Working Groue
MAAWG 36" General Meeting Training Program
Octoher 24, 2016 - Paris, France

UCENe/LAP Executive Commitiee realdast, :00-0.00, LoR F (Level 3
UCENRLAP/UCENET Eecutiv Commite Breakfet (Invite 0%

Pleas il your ltein Lot ABCDE andthe proceed across the hal o Lok
Fforyourmegfing, Moderatrs: elinda Claybaugh (U5, Federa Trade
Commission)

Whatto See and Do Around Pars, 10:00-1:00, Forum ABC (Level
Opento all meeting atendees and teir qests: Come hear aboutthe
sght,sounds and ltha has Pars hesto ofer.We il allow plnty o
tmefor Q4A. Speakers: Elytour Pars
mmmqmmmmmmoﬁww
Al Chars Shoul atend this meeting a  final status checkfor sesions
The Town Hallis anforum for the charsand ignifcan contrbutors o talk
about how we:ar ding s an organization, The curen progres onthe
annual goalswil e reviewed along with other tems of importanceto the

organizaion Moderators: Michael Goldman (Facfitation irst)
Chairs: Mike Adking éfmbook, IFAAWG Chairman),
Jerry Upton (WAAWG)

CENRLAP aw Enfocement rm?nmmmnww)
UCENetLAP Law Enforcement Trainng Session- losed sessionfor UCEN-
el/LAP Law Enformcemnt members only. The i ofthe UCENULAP
Vlning sessonstoprovid atending L Enfrcemen Agences with
a meaningul o hours, whichooks o povid n nightintothe work
of the ustalia nenet Securdty v, an emerging economy Spam
case ludy from Afa, and other ), The sssion s designed o prvide
atendees withnfrmtion rom fhe urisiton the n fum genertes
discusson, aperatonlnsighs s and ides o take-away and poits
forfuture ifiaieand coll 'onogonunlues o
Moderator: Mefinda Claybaugh (U, Fderal Trade Commission)
Sgeaal Board Meetin ofm:rpublic), 12:30-14:30, Forum EF (Level )
isis an ofiil Boar of Diectorsmeeting o Board members oy,
Chair: Mike Adkng (Facebook MSARWG Charman)

Upton (WPAAWG)
Honeypors, Spamtraps and more, 12:30-14:30, Forum ABC (Level )
Obviousty,your spamiapconns el bt whatabout lthe ter nor
mafon i  1ra hat s going unexamined? nthis sssion,youleam what
meladatayou can harves from  spamtrap eed.We'lalso talk about how
tousethe data you collect Speaker: Denny Watson (Spamhaus)

Nowhere fo Hide: Using Passive ONS To Find Spammer Infrastruc-

fure, 12:30-14:30, Scene OEF (Level)) .
Spammers ofen try o avid pubc aention & rpid o by Scling
el spanvertsed webste outoverhundreds - reven thousands o
cferent web stes, A sammers findthemselves aingthe hallenge of
thnm&t&ingaamn intall thosestes,
Learm howto use passive D toeas:?ex spammer infrastructure al
stal,taking an il spammerlead (Such as a spamvertised web site)

14

address space, ec.his is approprate for ant-spammers, ani-phishers
thosefighting malware & bots, and those whe imply enjoytrning over
r0cks o see wht ives beneath

Speaker: Joe St Sauver (Farsight,Sr. Technical Advisor)

Internet Core Protocols, 15:00-17:00, Scene DEF (Level 0)
When you send anemal, what atualyhappens? What is BGP? When you
load a webpage,what s goingon? Using Gl inteme asks as narale,
tisrining wil eplin i simpl lea anguage thecore protocols that
make th internet work Intended audience: peaple who are notdeeply
technical who must work withpeople who e, and woukd ik o ncer-
stand  bit more abou i, or peaple thatworka ot withone oftheprocols
and would ke founderstand the iteracions beter,
Speaker: ohn Levine (Internet Sociey,S. Technical Advisor),

Carel (Spamhaus)

leaming gf to thwart phishers, 15:00 -17:00, Forum ABC (Level -1
1 honor o our UCENetLondon Action lan guests, tispartcpatory
workshop will xploe o e enfcement, brands taedown senice,
ESPs and hsting providerscan collborate o reduce ham caused by
phishers, By the end fhe sesson we il know whatationable norma-
toni avilble,wha to contactduring an nvestigaton, and how fo ask for
help s%ou'fe more el toE:\the n onnaﬁmou need. Speakers: Paul
Kincai Smitl»sgeundﬁnd), ros Aarez (CANN)

ine: You should atend tis warkshop you are a CENeYLAP
member,represénta hishedbrand,deect o lock phish, o workfora
tledown snvice, ESP orhosting provide and wantto share or oban
iformation o thwartphighers, "
Eﬁqmumﬁm have the willagness and abityto share and se.
omatin ghbﬁersand shing atacs, Befoeatendingthis
worksop,please familaize yoursef it the UCENELLAP issio hre

wym.londonacmnpian.o?

Guide Prep Meeting, 17:00-17:15, Forum GHU (Level -
Abrief(lSmlnute)&reeftrpeetingiotmeﬁwdesbefpretheﬂmnendee
Oretation starts, Wl iscusste oal o the uid program,andsome
tems we ope you il iscuss with your guides,Tisis not justfor cur
rentmegting ides butls forftur polental Gudes.

Presented by:Bil Wilson(MAAWG Senior Privacy Advisr)
Alyssa Nahais (Adobe Systems Incorporated)

New Attendees (rientation, I715-1815, Scene DEF (Level 0
Unsureof whatHPAANG candofoyou? Unsurefl e things I AANG
acluallydoes?CmfusedaboM!\owtomlpate?oyemhelmdbyallol
thepo&iblesesshnsatameetmg?lt 1t matter fyou aea sender, e
ceve, hosing company or 3 vendor suppying 0o or srvies - e New
Aﬂmdeeﬂﬁemationsessionwnllhelpyounavaﬂethmughtheuncer{am-
liesolattenﬁn%‘MWﬁiortheﬁrsttme.M’ IWeisa seres of oneing
conversaions aboutfopicsthatrange from he obscure o the sublime-
Dot mosty the obscure, et head tr onthefeelof the meetng and ind
outwhatnstoefor i even, how te oot wor, how o et he
mosloutofyoqrtimeherporiusl_getsomebasmhousekeepm&quesbms
answeredinthis oentation ssion. Youcanloeam about e ANV
"Guid” program and how you can ap the experience of easoned confer
enceveterans, Chairs: Chris Roosenraad (WAAWG)
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tele i lice ey, T a0 e L0 ok wrk. ummnqmn oy
meney, ¥ ol wh oning work and wmmmumhﬁummmm
MAAWG 38'h General Meeting Program prting enbusets e ems o s aconints. (2 : y
Oclober 25 - 27, 2016 - Pars France N P s i R L chog o, s s, Wk 8 '
125 - 27, 2016 - Paris, France ULM@MAPM%MI?MBNMG(MMJ y o shgs e g 4
Please hove your badge visible at all times. ONS dat, serice, venugs,and goods beng everaged by cyber criminats e will dscuss
Lundmrm-rnmmzmmscummmmnsrwn Claybagh [US, ederal m (these howlkng Exaniing thei
mmmwrzmmmmuwu 4 WRHusial wikh gnod,bad or vy
uesday, October 25" The nes 20062007 WAUHE goals were annsonced n P R0 ry bard o ck Hck s types o paces
4 ] v » b bl L i
Ur:'masr&V»’.'mlrfrndrr.-.merun (100-08:3), Lo ABCOEF (Level 3} your contisud ivel Is0 o any tans o o0l meda \Ahcbpsoustrh L”‘“"'“""‘M‘:’_‘
3 peogk gy ou Foeifemation,cortact Undo Narces rp Ao kst hesepaces iy
NG e nthe ARG oo besktstoom VARG jubkc elatons,at ks ietrace 04 WAMG bt Jety Uptn psdon i s 300 e 1520°0 1 ke
Yo o
l::fuam Rmmn Lo AR, 3 Level o Vonday ey G N 91ypes, bogg i e, Speae:Loc Dt (ORe)
3 g el Wn«wmmmum (001030 SceneAB(Lovel ) g Extensive Emar Socuriy ith Jechcsl Gl
lmmmwmhalnl‘m hoirs and Board sloeclthe P850 Scene C (Levei0)
clat el "New Ao tabls incehe el et in Dbl Insand i e 205, LCENEULAP s erged g et (BT 5CE)
—— d Lo 2 10 ety ferlemabon Secrty (86 et 3 -
begnringat630am - 10im wing e Ao
it it LAPwmmmmmoamﬂ Forum ABE (Level 1) mmmwmtmmmmzm1 f y andscaabity For s
UCENe/LAP ¥ contact Melinds Claydasgh or Commusications. 044, Faieing. P ONSSEC 0 IANETLSA, T echcal u
mmwm nwnuﬂlmu- y
Heas Opang B i he 206 UCENLAP Mot ok UCENULAP indartabis. Janetjoes (crosch)
Carortce !plht! mmmmmm mmmmmmm Mawmmhmmmmm
) 8 § 1 Sacaiy (BS0)
'Ct'lf' » W"‘{% 08:45 %ﬂ"‘””m“m‘ ) Fraud asa Service: Crmina ﬁuﬂcmpmmh’mmmﬁl 1301500, UCENeYLAP - (nfedgance - back o hasics: the definvhan of mstgence. o +sse
Claybaugh of the UCENL/LAP Secretariat. Scene AB (Level 0) and public/pivate parmerships’ commonaities. 5 Y07 00 Farum 4B (v
CHIEF, ENFORCEMENT BUREALL FECERAL OONMUNICATONS COMNESSIOK LSA hihing, T Open' al amenches :
T eBianc s ¢ complanct gyectles is i en that Mese acthts e g2l " d p—
whes e s incsig s wihESpsath ittt ofned in gl as gl e 4 3 aphed more
mmsmmmmh mmmmmmww) W"‘P’m . o et ot ow h e it
Participanion Traimng. Now to Contribirte fo the Work of W'AARG, 09:00-0945 ”IIMMWIM!P 13:30-15:00, Scene C (Lewel 0) gt Pphng sac : il 4
Sene AB (Lovel 1) mm gyt y ), yet has nat seenton, ndy 0
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M E— : HA JADAC 2 Anti-Spam Consulation Center)

ADA

- Anti-Spam Consultation Center

Engages in various activities such as consulting with spam recipients by phone, collecting

spam, studying and analyzing spam for legal violations, supplying information to other
organizations, and educating users

Anti-Spam Consultation Center Businesses belonging (o the
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COMMITMENT TO INTERNATIONAL
COOPERATION: LONDON ACTION
PLAN MEMBERS SIGN MOU

June 14, 2016
Fied under General

The fight against the global scourge of sparm, scams and unsolicited messages
and calls has stepped up, with the announcement of a memarandum of
understanding (Mall) signed by 11 enforcement autharibes across the globe,

The enforcemeant authodities are all members of the Landen Action Plan, which
coordinates and pramotes international cooperation and activities targeting
unlawfd spam related problems—such as online fraud and deception,
phishing, and dissamination of viruses—as well as unsolicited calls and texts.

Tha Mol demonstrates the commidment amang the signatonies to reinforcing
cross-border cooperation 1o address unwanied messages and calls. By
providing a framework for information and inelligence sharing among
enforcement agencies around the warld, the MOU strengthens the
international fight agamst a glabal problemn.

The Moll complemenis the London Action Plan, whose broaded membership

includes regulators, law enforcement agencies and indusbry organisabans thal
are active in countering spam, unsolicited calls and bexis,

The current 11 signatones includa

. Australian Communications and Media Auwthaority

. Canadian Radio-Television and Telecommunications Commission and
Dffice of the Privacy Commissionar in Canada

. Korea Internet & Security Agency

' Autharity for Consurmers and Markets in the Netharlands

* Information Commissioners Ofice and Citizen Advice [consumer arm)

i tha United Kingdom
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