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TESERSRhRA ~ QRS HERAE T ~ Bm A/ ~ B ASEE - A IE e -

. SP 800-73-4
Card Interface
HSPD 12 | ,| SP800-78-4 SP 800-85A
(Presidential) %rg/gﬁ?;?:r:c Testing
Requirements
| — [T SP 800-85B
Biometric )
FIPS 201-2 N Specification Te_stlng
(Secretary of Commerce) | SP 800-79-1 Requireryents
ﬁ Accreditation U
SP800-116 Test
Standards Facility Access SP 800-156 GUidelineS
I New SPs I ———,1 Chain of Trust
. SP 800-87 V
R | Oniguecara ¢ SP 800-166
|revision in process| Supporting Special  — T ! Cr:c:;/nfi’glrgv'l?lgST
SP 800-157

| revision complete|

Publications

SP 800-96

Reader Specification

PIV Derived Credentials

REQUIREMENT

F18 - £ PIV 474 2 NIST £ » 757 % /& . Hildegard Ferraiolo “74 #
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(t) Secure Indirection Networks for Efficient DDoS Attack Mitigation

FH_E41 148 10T 22417 George Mason University 2% Constantinos Kolias F- 5% - 8
HHEINZS AL (. DDoS I EEFTIER IR ER - i —Bta B S/ M 4d i
FHET=C14 % ( Distributed Denial of Service, DDoS) -+ DDoS {7E = 2 ¥ A -
FIFR EHY B & o By 25 2k FH B s R EZ RS &R - DDoS {528 2 HiA 41
E—EIFE AR EEENSETE - USSR TEC AL E RS IEL - 50E
BRI R R EHYE -

fik#E DDoS 0y AEEA =52 #8772 (Filtering-based approaches) -~ %
ZEs2Ef#E T (Overlay-based defenses) -~ 2@ HE ( Moving target defenses) - ##)&
7 AT o BERAR & - W HA TSR E R - #5 DU e B e -
B2 EfE )70 AR s Y S8 - A RE A ETI BT - 55 - fEEFIH Overlay
network HYRFMEZFH4E DDoS % » Overlay network [ Ryit& EHEVES (A ZEIE > BT LAR]
DN el a1 oW N S EE =) = Tt i cys=v e 4 DTN = R RN 15 s = We O 0= K 1 85
1Y H R Eh S AR AERs ER T T - S (E R AV AR A 2 E T -

DDoS Y8 F A H ¥ A& > M XA E KR - lEE 2 IRETREIEEAK
> BEMNFHREREA DN ARG ETHE - WREFZFAEEREE
(Access Control List, ACLs) DAIA %5537 2555 1Y DDoS I8 & -

Kolias Zf%Z e iy 77A R — I E ElnHEiHy DDoS LGk - £ 5 A] LI
AR FELE R fEHY DDoS LUK GEEERY DDoS - fifl ¥ EEAM A S =5 A8 HAE -
AREEFHEE DDoS HY 52 ekt T —7F& Shuffling FUFER - A DU B i — R
FHHRE R > RIS A EARES o B AU E C BB
Ty o M R T RESIE SRR © 3% 7 A DUARA B A A g A 5 -

18



Server rep@as
< =
cllé,ff;gn \H

Replica A

Load
Balancer

// / Replica@® Xaltlients
4 ,/ Replica® Xolients

l.resolve a.com

m %2.go to CD _1

Vs CD2

CDK

Client - /
. _- /

/

/

#9 - 7 Constantinos Kolias =72 // /77DD0S /7 &g #/ » F#< % /& - Constantinos Kolias “7# &

P2 245 T 2R RS m LAy Kot &P fres (Load Balancer) -~ #A{alflkes (Replica
Servers) ~ fp[EI{EAkas (Coordination Server) - [f3{ 1228 &R LRHY =R 2 BT
BEEAE RS b o SR EZAVE]ZE redirect F1 forward R[5 - redirect 25515 = H
TR EG B B K DUA RO R e K BRSSO IP BYFEK - BRIEEZIb
7 o] L o B AR S i e i P B (E A B AR B S - AR ES 2 —BFhREAH EI 0V fEIAR
2 o T EIRP A2 BB AHE: - EAEIRES A TR ZERRUR S » & #2 BB
% > 8 HEVE A (EINR S o2 RLE) - FIZRBEE B 0 R A VAR A5 ey - BEEaVEl 2 A
Shuffling #Y8E BEAGKF IEF AV HEHEERVEAR RS - St smEERS - &
ABHET A (R S B A (E IR SR = BB % - T B PT AT Shuffling JERUESREF 4%
DDoS I #& -

Shuffling JETAZE FH2&(E S BATAHRE » £ — (BRI EHYRFE A > B {E 2t m] LA
EBiFRA NEERE - A MEBESEE - BEZRGH PEEA RS - MEEENH
LR EEBRINR RS DI s S A A e e B e P A [E]—
(Al o ANFUATDARZERAIT
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E(S)= Zipzlpixi =

xi — Number of clients to be assigned to replica i,

pi — the probability that replica i is not assigned with any persistent bots.
N — Total number of clients

S —“Good” clients to be identified from this shuffle,

M — Number of persistent bots, P — Number of shuffling replicas

PRE—(E R R <1, Xo,..., xp> - FERLAGHVIFHIL B RESO AN S RINEEWE - BT
T g > AR B ERAIR S E AR EGTH -

>

-

o
=

2.5 P Frm———— Frm——— A 1 :
- +50 Replicas \ __ | |*+50Replicas
LE" 2r-- E 3 =100 Replicas
- ~ | |=150 Replicas
€15 - " £ | |+-200Replicas
F P b T
2 g
E 1R
€05 € 7

v
AT 300 400 500 50 100 200 300 _ 400 500
Number of Persistent Bots Number of Persistent Bots
OPT-Running Time Greedy-Running Time

Greedy is much efficient than OPT in running time!

#10 - F# 7 fperpt 5= 70 (DPvs. Greedy ) Shuffling j# 4% # 762 +¢ @& » 744 % % - Constantinos Kolias

e E A ERAARE: - P LIERIEREEREE (Simulation-based Evaluation) - #f
I Z4ihaEE (Prototype-based Evaluation) - fEiEERES &5 B8 H X 2 HURE AN E
FAEHY DDoS B » 3% 24 RESTEERIHVRLAE « EIEAIGH AV BEEY 24 AT — (I N s
BN LR FEEM S E SR & > P iviEE - RELRRE R RAEE

X Amazon Ec2 Y E 52K E 1E Replica server ZElig & o

20



()\) Minimizing Attack Graph Data Structure

Peter Mell & Computer Security Division SRS » /1+4H—FE3%FRAF The Tenth
International Conference on Software Engineering Advances, 2015 FHYER S » /8 H Fi%
SCHIEERE - Attack graph J&—fd SRR E FE = SpiE — BT R R K& Y
sCEEIENY - o ATZ B ] DR E L AN BREA B 2R (L - {52 Attack graph
A RAE— e HEVERE S » [FRZHRNZEE KBRER - A& AL - M
HAEFARIBRIEE ERE - A B S e & T - BARY Attack graph AYEETT
IERRIBRER -

i e e e Ay T B4/ INIEE attack graph BYRVIN > DU TV & - a2 FEA
FHS5REE =AY 5 =TT attack graph « 75 FHAEREE 73 M )77 A R ELEGRA R [EIHY attack
graph FoRJ774 « &ERFR Peter B E T DIA SARAVEREE - il H AN g A EE
EES

Jy T 71T attack graph » —FRZG M 4EEE(EA (Variable Usage) J57% » #6EHRR ik
72170 attack graph AJEERY AN » BB T2 =
h = number of hosts in the network

v = maximum number of vulnerabilities on any host

¢ = maximum number of attacker privileges that can be achieved on a host through some set
of vulnerabilities

1M h FERZ & A RS E  (R Ryt g PE = 4ees R/ NIRRT -
Disjunctive Normal Form (DNF) Interpretation of In-edges to a Node: (& & A —{

BRAHAVAESR - NBIVERAH 2 R0 - AEE A i B e S - S
FHAE1% 5K attack graph 2 -
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Example

Interpretation: e4 Ae5Neb & (el Ae3)Ve2

F/11 :DNF 7 £ ] » 77 % % - Peter Mell
PN B &7 757 048 DL

1. State Enumeration: FIJ (¢ BEHGIRREACE (F— (0L - BH —([HEBREA—
(E g EL: - F—EAREAFEGIRRE - B EFEARME R HOERE - B AR
AR E B A FREAE - BB REFEM R/ NE O(h!)

T oD
ftp_rhosts(1,2 ))@)

“ P

—
oy ey

/12 - State Enumeration #72 #£ s7attack graph = Z # » 77 % /% - Peter Mell
2. Condition Oriented: fH{HB: X LRI 4 IEFIREIR - B R(CFRICRIAHE - F
FI DNF BYfaE 53 > RE B E I RETT By o B EVEHEME R/ INE he YL
A1 (WM2)v(c"2)iTiE -

D

ftp_rhosts(0,1D (ftp_rhosts(0,2D
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exec(l)

xdm(1)

transXdmcp(1,2)

appPwAuth(1,2)

transWuFtpd(2,3)

exec(3)

\,m)d\l )
o

su(3)

/713 - Condition Oriented “7¢* # attack graph 7 & & + 7# % i# - Peter Mell
3.

Exploit Oriented: {2\ F% exploit » 3f: H frlfEeE )44 % initial condition « 2
FEUCEE IR ZF - ROETNAIEEPE A/ VR 2y BRI h3vhac 3%

wuFtpd(2,3)

(Z)ns

goalConditions

/] 14 - Exploit Oriented “72* /¢ 77attack graph 7 & ] » 772 % / : Peter Mell

Hybrid Condition/Exploit Oriented: & Wif&Eff%L - condition A1 exploit » B2 ¢ H
SCHY 7 condition 45%EZFIF conjunction (and) - FIIF exploit &5EEH e A BEE
i disjunction (or) % o = ERVEFEEAR/NE he+h2v AT 2h2ve 8 -
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ftp(0,2) user(0) « sshd(0,1)

ftp_rhosts(0,2) ftp_rhosts(0,1)

trust(2,0) ftp(0,2)

sshd_bof(0,1)

trust(1,0)

trust(1,2) -
root

sshd(2,1)

# 15 - Hybrid Condition/Exploit Oriented #7#* /£ 7attack graph -7 & # » g°# % /% - Peter Mell

5. Vulnerability Oriented: FIH]55%5E (F45%S > BEEQCRIEBEFTREIEGAIRER - A
I disjunction 222 HE ABEHYE R » B BHVEREME AV INE hv BEAT h2vae &

ftp_rhosts(2) sshd_bof(1)

local_bof(1)

local_bof(2)

#16 - Vulnerability Oriented #rz* #£ <7attack graph -7 & # + 7 # % /& - Peter Mell

6. Hybrid Condition/Vulnerability Oriented: A ®ifE&%E > condition F1 vulnerability -
condition %] vulnerability {0 D 8& 1 EkH » vulnerability %1 condition {Y#8&
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RAEEHY o FIIFH DNF 3&figss vulnerability #9%5 » FIJFH disjunction 337~ condition
AL o Frr B AR FEME A/ INVE hethv B and h2ve+hve 2

ftp(2,1)
ftp(0,1)

ftp(1,2)
ftp(0,2)

local_bof(2 trust(2,1)

trust(2,0)

Y
root(2

sshd(2,1)
sshd(0,1)

local_bof(1)

# 17 - Hybrid Condition/Vulnerability Oriented 72 #£ ~77attack graph -~ Z # - 7#* % /& - Peter Mell

AR HIGE R Peter YFREE IRV DAVERIIE - REFIR (R HTHIHEE -

J Condition 5140 436 290 <«— Abandoned 2002 Approach
X Exploit 218146 7189929
x COﬂditiOﬂ/EXplOit 223 285 654 435 «— Most Commonly Used
S Vulnerability 7825 272 920

- o Newly Proposed
V4 Condition/Vulnerability 12 964 233 795

FI18 © & 2R et i ff] 0 B & Peter Mell
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(J1) Combinatorial Methods in Software Testing

Rick Kuhn gEfg# i aas HistaE s iE i HETa H (Test Cases) {H N A EZE
#[& (Test Coverage) HYJ77% o WEE M2 —FTREZEAVEM - {F—MWEEEFH &+
MIEPEFE ARG RS TH HEY 50% /4 - HIR e BRI AL - 18 TR EHFE
KIS 85%HIREAMMORNE o (EMAIBFE » RESTE D 2008 HIERIRE » T DA il 20%
~ 50%HY MG 7 Z HilE -

REF4E HCOHIEATE B R R BE R RS A RV interaction faults » H7 2 R {E 8
HHEERAE G o PIOE—EREIEE - A—IHAERE AR 10 °C - [ HFTEFTFHY
AREE - Horp TR B TPY, EREEE > mEENETE B RO R S R E R
st - ERIEEE H P —EAR RO - SZONETE Bt Er e s S BN T - 1
Hiawi{ErE 5 o 2/ 0 — (B B AR AYEE - R FUAEUS W2 8RIRR % - R 2L
PR A B EAIRRR LB T DA g - FEiE (@ pl 4 - S EPHERA-2 2-way interaction
REZ ZWEB AT E) -

FE—ERE RS S/ DA S A — LS T BhIRH (5 - R EEATHE -
VR FT A BB T REVAH &Y > BIEH TGS R - (H21E Rick Uiz » #HKR
RN - BHEN T ENERNZRE > K2 3-way interaction B[R] LUk Ao Y HiE -
Fr AP ETHIE 248 F - R/ #E3# 6-way interaction fault A4 - iETEREHATHI
s DAL — R E T H s UE e %E - ChAC e B BB AR -

BBHIAGR > EEA (AT EEER AR IR e RATE > FE 2010
= 1,024 FEHIE - IR H 8 28 HEEHEIVAHE - #RE 3-way interaction HY5E > DL
HRYIIEHEAREE C(10, 3) = 120 fEEEHUT = » H{IEEEIEE A on, off {ifd - F3k LiEfE
TRy 120 x 273 = 960 - {EZE(EHEEIANZ - MHRLL 10 {#EEEEZK > —{H test
case HE (L 23T (H triples - #(&E & C(10,3) = 120 - {HEFLENHUEH FERICLA M
s El o R ERARAREOAE - A eSS BV E A 3-way interaction - B H SRR
THIRISEIEH INEERY - (B2 HATA FHERRAGE T > EEEUE HAVEES vt
log n BEERT -
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B19 ¢ — G pfFET P o L BET T G E A F &k Rick Kuhn

All triples in only 13 tests, covering [1:;]] 2% = 960 combinations

P U T } A Each column is
Each row is a test: 50@'0|0:9 0 0 a parameter:
A1 1x1if1r1a 1[I = o]
1[1[1(0]110|0 0 [T o
Ifo[Ix1 010 o o R | —_
A (o[gxo|1r1f1jo[0](0 = Bn s
O [ 1] 0‘0 1|0 1
D /o|/ 130101 1
d]1/oxi|otol1ol1]0
olofofi|1r1]0O 1
ololail1|lolo|1]oflo]1
'--ﬂ_l_[l-«-l‘l 0|0 (0] G =
i|lo|o|lo|o|lojo|l1|1]1
O[1|0[0|011|1)]1]|0f1

7

20+ REI TR E R T gL 13 7 0 fp & 7 ¢ Rick Kuhn
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ARSI BT (BT 34 (8 on-off BRA - MEZR MRS -
SEA 17 x 10M0 (EHEIEE - {HZAFEE 3-way interaction - HIl - FEEE 33 {3
HH - AR 4-way interaction (55 » 755 85 (EPHE - HHVEHTHVIEFTREATA
H o NSRS IBAIE B o MRS R AT ES o FREREIEGE covering
array BEAEHELE - AEATIIERBEREAIATRCR. -

Rick t#2%] |~ Sequence covering array - i F-f] on-off HYfl+H~—1% » EH5REEH
HERFIRIIEF L - B 6 (EEEF - HE 6 (HEB ey 4 & Ry 6! = 720 - FH—FHY
ESAABORIE - 3-way HYHENA] DL RAR D -
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() Discussion on LTE Security

Nelson Hastings #1 Jeff Cichonski 2 NIST tf public safety F9E2E A & > F-_FRi{E /)N
B (M5 LTE Ve td o DUN Raam it S -

QL: FR¥E NIST — (i P ATSIERHTIN B » SEEA Al Re B AV ?

AL it W HI A A EARIE IR A RSO AR L okeHY - B A T RE B IR - B2
AR - AL - U8 Radio Jamming AUl - HEREIEAT 2 M
FIRRAS > B0 $H R e B P DABCR E AR E I H I = e - FEReZ |/ RAESER—
S LAY

Q2: 53 A BIEAIBIEBE AT LIS TH MR AN F 5 BRI 2 H KR ?

A2: 1£ NIST BRI - WL AP EIRRI B A - AREFTEtAEA - (B2
SR g B M — e BB nE ] - HRNDYATREEEF M A LTE 8R4I
H s - A WNEL N REE BRI -

Q3: NIST Aat&E|HEMRR LTE HyZe A4 - s BER R 7

NIST HAReA S LTE ZERHMirE(t - EEAEapR Oyt  HaRian
izt E ~ Ebaarih - NREHEME o B EEE R EN A & A — R E R R
SN > FREEZ FRENEESRTARRAVESE © 1A - HERZ 2R R EM
JiE4EH 3GPP - DSMA FAHARMR#EE 1 > NIST A FFEEERI Ml E —(EFTHERLE -

Q4: £ NIST — ¥k & AR IPSec FYEEREUE - A FardinVE BRIRIE NS ?

ERALE—EEEEREN - SRANE R - fJREgEE 2= pEryHE A 2 2M
[ o HEFHEEREZAGERS -

Q5: #es PHIHCELH IPSec EAVEERASHIEE 2EH] - B A LR A SFFRL IPSec
Zi& o SREBRRE o BB A RER (TR ?

FEFAIHTHIEAEE - B E—ERARHRE - FrfER B SR IPSec - $k(M
TN IPSec THREHIIES » ARSEHGEFRORERT HHY - MAE RS R BUE RErsHY
HReh > IO RS IR A 2 BE — MR A BRI - Mg DU S iy e 88 AR FIHY
T Mo E R HEr - FEAHFERY R T EE G EUAAMOIEYE L (throughput)
EZAERAIHTE R B AR Z R M E AT HRY - RS ERE 2B R ER EFR -
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PEAIIRRE SR > SR — a2k i IPSec THAE - nTLARF BRI ZE 2 > T
IDESEERIRL L ifant: N E A

Q6: NIST ss@filE=EfE A IPSec » B(EHE) IPSec I ?

HANE A GoRGIZE & A IPSec » HFIHIZHEMETST - NIST 2 —{lE 2 (B Rk
PR BEAL - DR T % & BUR R B E AT - TR & T gE bl FCC - {2 NIST
G ITBUN SR A SRS BRI CReg AR & A (T AR eI -

Q7: B RS T IPSec AT (S{EAT4ES - (52 backhaul link -

B AR KE backhaul link » P 3 & s BIEV AR (574 » B0 O hrsiss -
EEM R 2 BRI O A IR » SR T DB L -

A

Q8: {TENRAGIN B e A2 & Ik LTE S THYRE 7
HEIEREZ AT » BIEA A G REE -

Q9: 551 NIST A ¥%f eNodeB =(/& HeNB ] OAM fHCHIEAIE 2

OAM 2 —(Ef IR (H - M FTiE 5 SIS/ b — (s AR EE R > B — (P E 4
b o WA G AR R ATER o HAERMI2 A HE] OAM B A B FAMIHCE
B EEEAE RSN RERENIRGHEE - s Ep Lt e e
I > Sfm Ry TR > TR R SRR LS - B IR S &V 42 DUR S
AT T » BIVE R AR - OAM HYMIEAEL A TR -

Q10: 4{afEf—(E OAM His G A Z 54 ?

AHAE © [HE OAM WYHHS I & AR5 MR - 11 H OAM HYRIEERTRR 2 2 HY -
AR OAM FEAEH I SR 7R B 18— ER R BREN T 2K CR OAM T THY R4t 4
EHY o B MFREANIRATE > AR A AR NEEEEAIRE S -

Q11: TR #he5Ed TS Wy 7 7= 5 ?

TR Z2—ELE23 » 5658 - EMBN AR N EEEER - RESHEANRETRE T
Bt ~ 0K AR - fEEE TR o> BEE AR EARKNE > FrLIERURAL -
T PRI SR ERE S > QRS BRIV RE - IEHE - FFEIRERE
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Ko RGBT TS SRS - FATR OGS - BILEH - MERER - TR L
Rl —(EER » BLMERIEI - TS HIRE A RERE - CLERBaSl -

Q12: TR 33.820 Y & e HAVEFAE ?

B2 ARRE TR33.820 > ANEEMAGIRILEZ R EREER S - ATl LR
BEZ B REIRE T - RFIEZ T LHESs I — NARAHM TS HyZr e -

Q13: SIS LTE sl e iR R AR #ans 2
HAECA S MME (Y2 Eaflisc - AEEERER T -

Ql4: HpA A #UE LTE MHEIHTNEEEM: ? AR A RBSIEN 2 ryEEr ?
B A R ENE AR - A — A AT SEMERIERE > ££ 2010 SRAYHF(E -
HFRIH DC BB 17—l P ECN EEERHIIEI - BT T > RACEE
TR - EZ A ORI DR EETRR - (BRI A 1A E i ] M A AR #E 2k
EOREEMFEENGET 2N o AR E N 2 R LR E R A -
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(-+—) Mobile Forensic Tour

Richard Ayers Z[1ffi Mobile Forensic - X FE{TEIFEE i - Salie e EBER -
FHEREERRHY 5 =R [0l E W) B R E R - Forensic # 7 HAEIDIRFAA » M
Z B EE AR LA -

HaRHV BRI S EHAE A~ T ~ IS - EEM - aER - fEE - EEE
BT~ BR - R - B - GPS Ml E - HMERER - FH A - SEEERA
EERBRE ~ WERACEE ~ IR - MERHUGHEE S EIEE S EE Al - FE
HY - #ESEHEEY - EASHAEL - &5 IRk - &5 sEEL -

- FEEE : AT RESER > BRERR - B TEREMEFRATHE T

HrEERE R T ERMES - -

- EEERFEEL  FHOEEELG > FEHAY (USB BiE RS-232) HiEfiiy (WIiFi~ B

FEELAMNE ) WYEiE - RIS ERT -

- ERGEERL - MR TR A flash SCIGHASHEEHRL - £/ Joint Test Action Group
(JTAG) Y7 Bl o] DA (e B 2 A SO TR A M0 AL -

- ERBREE  NEBES R AL > B Y SRS Y
- Micro 3HY © g A REEE R ST -

S B R R B AT A M HAEE > F4 mini-USB ~ micro-USB - iEH
Z 4R F 4GS closed source o #REIA/M4AE] JTAG 2R MERIVEERL - JTAG &Ml
SVENS T > O] DA MR R 2 ~ BCTEAR AN -
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(+=) Net-Zero House Tour

David Yashar /72 BHEESRAEHVIRIR © i1 NIST St ESRpEIRIE IREERIIT
gt o AT EHEIERM —BNE - EEEEEAIGREN > FEZER - F—uhE] 7 HE - &
TR B e RS - IR ENE T mARE LU RE BYIEM - S EIRAE 2014 FhTh
AVEERK T T BREIRRE ) RYERY > LB E TRESIE (I —RAERVREIR - K T TS
HEY > FFZREME - B AR EERNES - 5 TR - BTrANEgEs
— LR AR AR E) - EAESE RS ~ B s~ BASS ~ S HIBERR LU BRI -
LTI A R RS AL B PR AU B HRLE TEER 24T
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(+=) FISMA and RMF - Kelley Dempsey

ief&—(E NIST {yiRfzE Kelly Dempsey o Mayfatat il URARRBIFEAE - BILréd

Federal Information Security Modernization Act (FISMA ) HFYANZ » & —{E% EbG 2
HITAE = 1 NIST BEAIFEHEVNEIE - AifS LB & ab » i EA
ZIE SRR G AR E R HERE - G EEAE T OEER > g8 A
PRI A EaiaTam 0 FRI AR -

=

SP 800-13775P 800-53A

MONITOR
Security State

SP 800-37
AUTHORIZE

Inform ation System

—

Sianting Point
HPS 19973 80060
CATEGORIZE
#

Inform ation System
FIPS 200/ 800-53

SELECT
Security Controls

Security Life Cycle

SP 800-30

SP 800 37

P 80039

My P
IMPLEMENT
Security Controls

SP 800 53A

ASSESS «

Security Confrols

B2l . % 24 ¢ 5% - F 2 %A - Kelly Dempsey

fERBEEHEE T o AT AT EONEDER - DUN RefiRy =GR

7748 (Categorize) :

FIPS 199 H#f#E Information FEIEM A4AFEIE I IS - £

SP 800-60 Rev 1 1 - & H Hii AT FIHY FEA EEFRA E AR 355 - ] &E
FEEEE 22 AT - SP 800-18 Revl JE—{FEESLI: - Aifa] Bl A ER

S — 2 = HE -

%15 (Select) : FIPS 200 5 17 {27 tHBERIHIS - /MR ARHy 22 = 2H 53
BRI ASUE S s N SR &R S - /£ SP 800-53 f2EHEH &
Al AR 2 = BB RAZERI T 72 - A ELiE AP BRER EA -

EE (Implement)

D EERN BEERGR iR > 8UE RFID, Wireless, TLS, VolP,

Bluetooth %55 » FT LA 53 IS AT 25 B S AELH -
affli (Assess) @ f£ SP 800-53A t » AFHSHIETHIZKHY Security plan ¥4 > A —

REBA LIS -

#Zf (Authorize) - SP 800-37 & H ATAEAEME & HIFEbRAVEFE > -
Bii% (Monitor) - SP 800-137 S FS & aH A S BRIV BLZEH A BY: -
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= EEBFENE R E FCC

FCC HZH—ai% » B —SgddhAg KUBEVAENEER P (LU &
TTC) ~ M ARE(DLI T fETE NCTU)EL FCC #:1T Security Standards and Security Issues
A o 2 B HIIE FCC #E1T 5G—Mobile Broadband in mmW Bands 144 -

(=) Security Standards and Security Issues

Jeff Goldthorp 5 FCC Associate Bureau Chief t7 /& Acting Chief, Cybersecurity and
Communications Reliability Division ,Public Safety and Homeland Security Bureau (PSHB) -
ot T BT TR AN R R P B 1 48 P MRS e S TR A TR > P Jeff
HEITHEE: - FCC By A -1y2eHk - w38 A e A SR e B R B 1L EE e
B DU BRI S ERREE
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(=) 5G—Mobile Broadband in mmW Bands

Bz (% — 159 5% 1 Michael Ha » H & FCC Policy & Rules Division Office of
Engineering and Technology (OET)HJE L - #F ¥ 5G—Mobile Broadband in mmw
Bands #1774 ©
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EEEEEEE - ERIRTCE SR R > KRR - W0Tme —T &Y
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What is 5G?
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= Components of 5G are being identified and under discussion/development
«  Throughput (>50x of 4G, or 5-10GBps) and latency (<1msec air latency) are often discussed
* The overall network architecture and end-user experience need further work 3
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Expanding Use of the mmW Spectrum

L FCC Notice of Inquiry (Nol) I ———
adopted 10/17/14 ;

J FCC Notice of Proposed
Rulemaking (NPRM) adopted
10/22/2015

1 NPRM proposes a mix of licensed
and unlicensed use in the millimeter
wave spectrum, and creates
opportunities for sharing among

different kinds of users; fixed/mobile; N - S,
federal/nonfederal; '
terrestrial/satellite; and carrier R
networks/private networks P i

o Recommended by Technological
Advisory Council
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https://zh.wikipedia.org/wiki/%E7%BE%8E%E5%9B%BD%E5%95%86%E5%8A%A1%E9%83%A8
https://zh.wikipedia.org/wiki/%E5%BA%A6%E9%87%8F%E8%A1%A1%E5%AD%B8
https://zh.wikipedia.org/wiki/%E6%A0%87%E5%87%86
https://zh.wikipedia.org/wiki/%E6%8A%80%E6%9C%AF
https://zh.wikipedia.org/wiki/%E7%94%9F%E6%B4%BB%E8%B4%A8%E9%87%8F
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- Investigative Report on the U.S. National Security Issues Posed by Chinese
Telecommunications Companies Huawei and ZTE-
https://intelligence.house.gov/sites/intelligence.house.gov/files/documents/Huawei-
ZTE%20Investigative%20Report%20(FINAL).pdf

- NIST publications — http://csrc.nist.gov/publications

- FCC Homepage- https://www.fcc.gov/
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https://intelligence.house.gov/sites/intelligence.house.gov/files/documents/Huawei-ZTE%20Investigative%20Report%20(FINAL).pdf
https://intelligence.house.gov/sites/intelligence.house.gov/files/documents/Huawei-ZTE%20Investigative%20Report%20(FINAL).pdf
http://csrc.nist.gov/publications
https://www.fcc.gov/
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