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Mechanism Based on the GDPR and GAPP
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Huawei Governance: Top-Down Governance Architecture, Ensuring
Effective Execution and Supervision of Activities

Global Cyber Security and User Privacy Protection Committee
(Chairman: Rotating chairman)

[ Dua |N of review lhAgh k 1
Independently fuifiil responsibiities privacy protection busi J
based on GDPR requirements
e -
Security & y I ) Chief Legal Officer
GSPO Offic
Pl Frocy W Securty |
Fecroon Eastern Europe/West
organization s "'< "“m 1
e et Cyber security &
H director/contact
DPO/PO/Privacy Compliance person business department competence center person
o Manoger and director of each country
ents: Weekly or biweekly
t are not clearly defined by laws, and have provided appropriate privacy compliance policies based on risks and collective decision-making
A
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Corporate Privacy Management Program

1. People
1. Lea.d(.ershlp & OverSIght - Leadership & Risk Assessment Policies &
2. Training and Communication Oversight Procedures

3. Accountability
2. Process & Technology

1. Risk Assessment Privacy by Training and e

2. Privacy by Design Design Communication

3. Policies and Procedures

4. Transparency

5. Monitoring and Verification Monitoring and Response and e

6. Responsegand Enforcement Verification Enforcement Accountability

AV
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General Provision o
Cybersecurity Law

fthe Civil Law

Personal Information Securit

Specification

E-Commerce Law

LOW (On legisiative agenda)

SRLARANLERALY |
Commancea |
o s Dot Hong Yoy

6 BARAE @ BBREABHILBERAE REREHEA

padt
fapp

IAPP ASIA
PRIVACY FORUM 2019

_

7 R BRHEM AR - MO 2 E A g IR

28



8 WRIE - TEERIAMS RS SENRE  sha IS D BiA

29



11 3 TR - EimEraH gatmiih

30



Case Study - business to consumer

model
bese iy Company: E-Mall

| Industry: Online Retail
MY STORE 1 Headquarter:

Singapore

Areas served: Asia Pacific

‘ == mmm | Products: Electronics
=)

(B2)

Background Highlights:

1. Seller model - “Buy from us online"

2. “Customers' trust is most important”

3. “Outsource all non-core

competencies”

N\
IAPP ASIA PRIVACY FORUM 2019 #APF19 AV,

12 3R - [BRLREE THVERDEEE G REEIEA

13 GRAE © BB N ARER A Bns) - EH el ER F8amidA
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Information which if
disclosed without
authorisation may
endanger personal and
financial safety, and
very likely to lead to
damage to personal
reputation,
physiological and
psychological harm
and discriminatory
treatment

[ 14

impact national security, economic
stability, social stability, public

Introduction: Data affected

Personal P—
mportan
information e P> "
nomatien — Strategic data
Information if leaked would directly Generally excludes -

organization’s production and
operation information, internal

R | management information and
personal information r“
AT ERMEHCAIURER - BT e e B e 5 H

Cybersecurity Review Measures

(under consultation)

Fl nts «Security review where pr of rk and products/ services
Cll Operator (e.g. Fl clients) affect L 4

oRisk

Pre-assessment and cybersecurity report to [EOTeIIEEt S EEL R P SIET)

CRO +Leak, loss destruction or export of large volume of Pl or important data
«Exposure of supply chain risks (op hnical
support of system upgrades)

Contract effective Detail procedure to Cll operators to be
after review ‘ be released identified
v Contract
timeline
¥ Additional r,
obligations A‘

& 15

stz | BORHEM BEURES - P MIam 22 28T fEEE 10 J
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Mandatory Laws and * E-commerce Law

Draft Regulations * Draft regulations

- Cybersecurity review for
IT/network products and services
provided to ClI

- Administration of data security

- Protection of Children’s Personal
Data

- Security assessment for cross-
border data transfer

16 &2« TEIAVERNAN SR SRR WS 11 H

» New national standards
MLPS Standards issued in May 2019

» Upgraded to version 2.0

— Expanded scope to apply to
cloud, big data, loT,
industrial automation

* Implementation from 1
December 2019

17 8RR © PEIAVERDEM SRR R SR RS 16 5
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Framework of the Special Legislation

General Provisions
« Application scope
* Industrial self-discipline

Information Collection

« Special rules and user
agreements

« Principle of necessity

* Notice and parental
consent

* Protection commissioner

Regulation on Separate Stages
+ Storage, use, disclosure

* Share, transfer

* Processing by a third party

Internal Control Mechanism  Rights of Personal Information Subjects

* Principle of minimal + Correction
authorization + Deletion
+ Approval, record -

18 &R HREEN- R A E AR AR s 14 5

Highlights of the Special Legislation
| Mbstact | Descripton

* Require Express + Collection, use beyond the agreed scope, joint use,

Parental transfer, substantive change in the notification matters
Consent
* Encourage * Internet industrial organizations are encouraged to

Industrial Self- formulate industrial norms and code of conduct
discipline

* Strengthen * Clear and easy-to-read special rules and user agreements
Transparency ~ * Parents shall be informed in a clear manner

* Article 8 specifies the items that network operators shall
include in the notice

19 AR B EEE- I R E BRI R 15 H



o4, Centre for

St I rmation CIPL Papers on
.ﬁ“mlsmp Accountability in Data Protection
S

Introduction: The Central Role of Organisational Accountability in Data
Protection https://bit.ly/2sWkkaQ

The Case for Accountability: How it Enables Effective Data Protection and
~ Trust in the Digital Society https://bit.ly/28aQ0SY

Incentivising Accountability: How Data Protection Authorities and Law Makers
Can Encourage Accountability https://bit.ly/2GbGPix

20 AR REMZEE-RRAVGHEIIVERERRR WS S |

oS, Centrefor
o ¢ Informattion

L, Implementing Accountability
o ership

005
OO
Runton Andbows Ket LLP

| and
Oversight Accountability is not static, but dynamic,
Organisations must be able to o) — reiterative and a constant journey
mmaly'muw::- s \LAsn-
Accountability,
Trust, Effective
A
and \ Indwiduals | ":“
T ¢S
Accountability translates legal \ ¢ ke e bk Seiire of
requirements into risk-based, verifiable ‘ "‘:’" | Transparen oy e
and enforceable corporate practices and \
controls

&V |

REMEZ B - PR AL A ERAYERAT B

fEl 21 A% s 6 H
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Corporate Privacy Management Program

1. People
1 Lea_dgrshtp & OverSIgI?t . Leadership & [l e ot Policies &
2. Training and Communication Oversight Procedures

3. Accountability
2. Process & Technology

1. Risk Assessment Privacy by Trammg anfl Transparency
o Privacy by Design Design Communication

3. Policies and Procedures

4. Transparency

5. Monitoring and Verification B Responseand e bty
6. Response and Enforcement Verification Enforcement

22 ERIE i KEAYEAHERE HHEs 10 5

OECD Principles VS. GDPR
1. Colection Uitation <_

* Data minimization
2. Data Quality * Accuracy
* Integrity and confidentiality (security)

* Purpose limitation

3. Purpose Specification

4, Use Limitation * Storage limitation

5. Security Safeguards * Integrity and confidentiality (security)

7. Individual

Participation * Individual Rights

( * Accountability

6. Openness { * Lawfulness, fairness and transparency

|APP ASTA"PR

23 ERfE ¢ SREAVIBRLREEEIE fEEss 13 H
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Japan-EU Mutual adequacy decisions

H - (o B - (o
EU EU

JAPAN JAPAN

Adequacy decision Designation of a foreign country or a

foreign region
Binding corporate rules : B
Standard data protection clauses Appropriate corporate policies/rules
Consent Consent

24 AL B H ARV E SRR E) - A LR E 21 S T H

PPC promotes APEC CBPR system
[ Prvacy Entorcement Auhorty |

(Ability to take enforcement actions)

4 a A

{
Monitoring g 4 Handling complaints
/ Accountability
Agent
(in Japan, APIPO) PP
& A M MM

\ Certified companies Consumers j
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