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» The loopback address (e.g., ::1/128)

» The unspecified address, similar to the IPv4 address 0.0.0.0
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» Discard-only prefix for remote triggered blockhole routing
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[1] RFC 4291 - IP Version 6 Addressing Architecture » Available:

https://tools.ietf.org/html/rfc4291
[2] RFC 4861 - Neighbor Discovery > Available:

https://tools.ietf.org/html/rfc4861
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RFC 6092

Recommended Simple Security Capabilities in

Customer Premises Equipment (CPE) for
Providing Residential IPv6 Internet Service

BiIfs
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BYPRABENTIESR

Stateless Filters

AR

o

ID
REC-

REC-

REC-

Requirements

REC-1: Packets bearing multicast source addresses in
their outer TPv6 headers MUST NOT be forwarded or
transmitted on any interface.

REC-2: Packets bearing multicast destination
addresses in their outer IPv6 headers of equal or
narrower scope (see "IPv6 Scoped Address
Architecture" [REC4007]) than the configured scope
boundary level of the gateway MUST NOT be
forwarded in any direction. The DEFAULT scope
boundary level SHOULD be organization-local scope,
and it SHOULD be configurable by the network
administrator.

REC-3: Packets bearing source and/or destination
addresses forbidden to appear in the outer headers of
packets transmitted over the public Internet MUST
NOT be forwarded. In particular, site-local addresses
are deprecated by [REC3879], and [REC5156]
explicitly forbids the use of address blocks of types
IPv4-Mapped Addresses, [Pv4-Compatible Addresses,
Documentation Prefix, and Overlay Routable
Cryptographic Hash IDentifiers (ORCHID).

Mobile Broadband Networklab, NCU
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Stateless Filters T

Connection-Free Filters - Stateless Filters

ID Requirements =K
REC- REC-4: Packets bearing deprecated extension headers S —{E LB BZREZASECERNBRTE
4 prior to their first upper-layer-protocol header B Bl A FERZ R {0 /1 E L E ik S -

SHOULD NOT be forwarded or transmitted on any  routing extension header type 0/ ] 823%
interface. In particular, all packets with routing

extension header type 0 [REC2460] preceding the

first upper- layer-protocol header MUST NOT be

forwarded. See [RECS5095] for additional background.

REC- REC-5: Outbound packets MUST NOT be forwarded  #149MZBIPvotZRAS UARIR M1l Al & &R ED
5 if the source address in their outer IPv6 header does #8E% _E Bglobally reachable nodesf A BYunicast
not have a unicast prefix configured for use by prefix + BI-f O] & Xoutbound i & -
globally reachable nodes on the interior network.

REC- REC-6: Inbound packets MUST NOT be forwarded if #05ME31Pv6eiRERS sFEAINIE B A 7 B 4a WA 48

6 the source address in their outer IPv6 header has a B L BYglobal unicast prefix - R~ O] #3Zinbound £9
global unicast prefix assigned for use by globally 2
reachable nodes on the interior network.
RFC- REC-7: By DEFAULT, packets with unique local AR T - EBunique local source /2§
7 source and/or destination addresses [REC4193 destination addresses [RFC4193]/ 3 B1F FEEEZE £
SHOULD NOT be forwarded to or from the exterior  MNBBAE BE 2142 SIS0 48 B8 #85%
network.
RFC- REC-8: By DEFAULT, inbound DNS queries TEFRRRIIE T - SMNERE LI EIBinbound DNS
3 received on exterior interfaces MUST NOT be &E-F o] B {Tintegrated DNS BEATBRF5 23 R EE -

processed by any integrated DNS resolving server.

REC- REC-9: Inbound DHCPv6 discovery packets TESMER Y _E I AYinbound DHCPv6 3838 31 &1 I

Connection-Free Filters e

Connection-Free Filters - Internet Control and Management

ID Requirements K

REC- REC-10: IPv6 gateways SHOULD NOT forward IPv6 Gateway-FFE##3% | & S AR AR RC #2 A UCAC

10 ICMPv6 "Destination Unreachable" and "Packet Too BB E FSIPAREERIICMPV6 Destination Unreachable
Big" messages containing IP headers that do not FPacket Too Bigifl 2

match generic upper-layer transport state records.
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L

Connection-Free Filters - Upper-Layer Transport Protocols

ID

REC-
11

REC-
12

REC-
13

Requirements

REC-11: If application transparency is most
important, then a stateful packet filter SHOULD have
"endpoint-independent filtering" behavior for generic
upper-layer transport protocols. If a more stringent
filtering behavior is most important, then a filter
SHOULD have "address-dependent filtering"
behavior. The filtering behavior MAY be an option
configurable by the network administrator, and it
MAY be independent of the filtering behavior for
other protocols. Filtering behavior SHOULD be
endpoint independent by DEFAULT in gateways
intended for provisioning without service-provider
management.

REC-12: Filter state records for generic upper-layer
transport protocols MUST NOT be deleted or
recycled until an idle timer not less than two minutes
has expired without having forwarded a packet
matching the state in some configurable amount of
time. By DEFAULT, the idle timer for such state
records is five minutes.

REC-13: Residential IPv6 gateways SHOULD
provide a convenient means to update their firmware
securely, for the installation of security patches and
other manufacturer-recommended changes.

Connection-Free Filters

> NREAERZEAEZEREEN - RlstatefulF &l
IR B L (S8l EE R ‘endpoint-
independent filtering” {7 4%
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> BETAIULMEMAREESIRENER B
o] AR 1 it Bt R R A MRIR T A

> ERBARBEASEENERT  BETRE
% TEGateway:& 43 FEz&be endpoint independent

LEERGENBE RS E NSRS D -
BRZEE AP R @i B R AT —
ER e Ec B RVR R A S AL EC IR AR RO =T € ( TETRER
BOER T - MLAER R IR = A R R A2 5 )

Residential TPv6 patewaysfEiZ iz t—T8 A BN A A
R EFHEENE - ZFsceurity patchesFIE A

FUERHERRERN I

Connection-Free Filters - UDP Filters

ID

REC-
14

REC-
15

REC-
16

Requirements

REC-14: A state record for a UDP flow where both
source and destination ports are outside the well-
known port range (ports 0-1023) MUST NOT expire
in less than two minutes of idle time. The value of the
UDP state record idle timer MAY be configurable.
The DEFAULT is five minutes.

REC-15: A state record for a UDP flow where one or
both of the source and destination ports are in the
well-known port range (ports 0-1023) MAY expire
after a period of idle time shorter than two minutes to
facilitate the operation of the IANA-registered
service assigned to the port in question.

REC-16: A state record for a UDP flow MUST be
refreshed when a packet is forwarded from the
interior to the exterior, and it MAY be refreshed when
a packet is forwarded in the reverse direction.

Mobile Broadband Networklab, NCU

UDP flowsFAR B A28 - E o AR O F0 B 2w O
HAE D ARIIR 25E 25 (IwM0-1023) - ZIHA

REEA TR RS E AR - UDPRARRDER
record idle timerfU E. 2L ER ( TRRZERHE )
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FEEROBECHNNFEOSEEA (H%H0-1023 )
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Connection-Free Filters - UDP Filters

ID

REC-
17

REC-
18

REC-
19

REC-
20

Requirements

REC-17: If application transparency is most
important, then a stateful packet filter SHOULD have
"endpoint-independent filtering" behavior for UDP. If
a more stringent filtering behavior is most important,
then a filter SHOULD have "address-dependent
filtering" behavior. The filtering behavior MAY be an
option configurable by the network administrator, and
it MAY be independent of the filtering behavior for
TCP and other protocols. Filtering behavior
SHOULD be endpoint independent by DEFAULT in
gateways intended for provisioning without service-
provider management.

REC-18: If a gateway forwards a UDP flow, it MUST
also forward ICMPv6 "Destination Unreachable" and
"Packet Too Big" messages containing UDP headers
that match the flow state record.

REC-19: Receipt of any sort of ICMPv6 message
MUST NOT terminate the state record for a UDP
flow.

REC-20: UDP-Lite flows [REC3828] SHOULD be
handled in the same way as UDP flows, except that
the upper-layer transport protocol identifier for UDP-
Lite is not the same as UDP; therefore, UDP packets
MUST NOT match UDP-Lite state records, and vice

Connection-Free Filters

>

MREREEZEEESBEMN - I Estateful ]

B4 8 & % E B UDPRY “endpoint-independent

filtering” {7 4% °

MREFENBETRERMVENEEN - I

Ji 38 8 & % B 75 “address-dependent filtering” 77

> BRTATLZEKEESEEUREWEE O
PUBTT R TCPAIE M B BRI TR -

v

WM Gateway T EZXUDP flows @ RIEENWEEZEG
= Bflowsik 2 FC 2 L BCRIUDPARBEAIICMPY6
Destination UnreachableF1Packet Too Bigafl &

W BIE AT 0 B B9 ICMPv6RTLE A B R B UDP flows
BIAARE RO R

UDP-Lite flows[RFC3828]F& LI EAUDP flows 4 =8
FER -

L

Connection-Free Filters - IPsec and Internet Key Exchange (IKE)

ID

REC-
21

REC-
22

REC-
23

REC-
24

Requirements

REC-21: Tn their DEFAULT operating mode, TPv6
gateways MUST NOT prohibit the forwarding of
packets, to and from legitimate node addresses, with
destination extension headers of type "Authentication
Header (AH)" [REC4302] in their outer TP extension
header chain.

REC-22: In their DEFAULT operating mode, IPv6
gateways MUST NOT prohibit the forwarding of
packets, to and from legitimate node addresses, with
an upper-layer protocol of type "Encapsulating
Security Payload (ESP)" [REC4303] in their outer IP
extension header chain.

REC-23: Tf a gateway forwards an ESP flow, it
MUST also forward (in the reverse direction)
ICMPv6 "Destination Unreachable" and "Packet Too
Big" messages containing ESP headers that match the
flow state record.

REC-24: In their DEFAULT operating mode, IPv6
gateways MUST NOT prohibit the forwarding of any
UDP packets, to and from legitimate node addresses,
with a destination port of 500, i.e., the port reserved
by IANA for the Internet Key Exchange (IKE)
protocol [REC5996].

Mobile Broadband Networklab, NCU
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FEFERRIRIEE LT - 1Pv6 Gateway RO ZE L TEE
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Connection-Free Filters- Address assighment requirements

ID

REC-
25

REC-
26

Requirements

REC-25: In all operating modes, IPv6 gateways
SHOULD use filter state records for Encapsulating
Security Payload (ESP) [RFC4303] that are indexable
by a 3-tuple comprising the interior node address,
the exterior node address, and the ESP protocol
identifier.

In particular, the IPv4/NAT method of indexing state
records also by the security parameters index (SPI)
SHOULD NQT be used. Likewise, any mechanism that
depends on detection of Internet Key Exchange (IKE)
[RFC5996] initiations SHOULD NOT be used.

REC-26: In their DEFAULT operating mode, IPv6
gateways MUST NOT prohibit the forwarding of
packets, to and from legitimate node addresses, with
destination extension headers of type "Host Identity
Protocol (HIP)" [RFC5201] in their outer IP extension
header chain.

Mobile Broadband Networklab, NCU
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EFEREEIT - Pv6 Gateway fEET
Encapsulating Security Payload (ESP) [RFC4303] fii 5
BEARARRL R - BRI HB S AR AL
SMEBENRANLIL FIES IR 5 15 sl 15

$5RI2 - W RKEEHsecurity parameters index (SP1)
FEHKARFLERMIIPVS / NAT X - [E4% - Ik

#8 Internet Key Exchange (IKE) ) [RFC5996]EIEN1%
HE R FUER A Bz
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Connection-Free Filters- Mobility Support in IPv6

ID

REC-
2

Requirements

REC-27: The state records for flows initiated by
outbound packets that bear a Home Address
destination option [REC3775] are distinguished by
the addition of the home address of the flow as well
as the interior care-of address.

IPv6 gateways MUST NOT prohibit the forwarding
of any inbound packets bearing type 2 routing
headers, which otherwise match a flow state record,
and where A) the address in the destination field of
the IPv6 header matches the interior care-of address
of the flow, and B) the Home Address field in the
Type 2 Routing Header matches the home address of
the flow.
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Connection-Free Filters- Mobility Support in IPv6

ID

REC-
28

REC-
29

REC-
30

Connection-Oriented Filters

Requirements

REC-28: Valid sequences of Mobility Header
[REC3775] packets MUST be forwarded for all
outbound and explicitly permitted inbound Mobility
Header flows.

REC-29: If a gateway forwards a Mobility Header
[REC3775] flow, then it MUST also forward, in both
directions, the TPv4 and IPv6 packets that are
encapsulated in [Pv6 associated with the tunnel
between the home agent and the correspondent node.

REC-30: If a gateway forwards a Mobility Header
[REC3775] flow, then it MUST also forward (in the
reverse direction) ICMPv6 "Destination
Unreachable" and "Packet Too Big" messages
containing any headers that match the associated flow
state records.

Mobile Broadband Networklab, NCU
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ID

REC-
31

REC-
32

REC-
33

Requirements

REC-31: All valid sequences of TCP packets (defined
in [REC0793]) MUST be forwarded for outbound
flows and explicitly permitted inbound flows. Tn
particular, both the normal TCP 3-way handshake
mode of operation and the simultaneous-open mode
of operation MUST be supported.

REC-32: The TCP window invariant MUST NOT be
enforced on flows for which the filter did not detect
whether the window-scale option (see [REC1323])
was sent in the 3-way handshake or simultaneous-
open.

REC-33: If application transparency is most
important, then a stateful packet filter SHOULD have
"endpoint-independent filtering" behavior for TCP. If
a more stringent filtering behavior is most important,
then a filter SHOULD have "address-dependent
filtering““behavior. The filtering behavior MAY be an
option configurable by the network administrator, and
it MAY be independent of the filtering behavior for
UDP and other protocols. Filtering behavior
SHOULD be endpoint independent by DEFAULT in
gateways intended for provisioning without service-
provider management.

5=k
™

MWEEFEFIAAMMTCPH ERE5 ( f£[RFC0793]
PER ) LA outbound flowsFIABRE /L FFRY
inbound flows * %532 - normal TCP 3-way
handshakeiZ {EA2 T, K the simultaneous-open
mode

TCP window invariant-F O E& NS flows « &
1B 28 7 158 21I3-way handshakeBg simultaneous-
open i Fwindow-scale option ( 2 R[RFC1323] )
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(e

ID

REC-
34

REC-
35

REC-
36

REC-
37

Connection-Oriented Filters

Requirements

REC-34: By DEFAULT, a gateway MUST respond
with an ICMPv6 "Destination Unreachable" error
code 1 (Communication with destination
administratively prohibited) to any unsolicited
inbound SYN packet after waiting at least 6 seconds
without first forwarding the associated outbound
SYN or SYN/ACK from the interior peer.

REC-33: If a gateway cannot determine whether the
endpoints of a TCP flow are active, then it MAY
abandon the state record if it has been idle for some
time. In such cases, the value of the "established flow
idle-timeout" MUST NOT be less than two hours
four minutes, as discussed in [REC5382]. The value
of the "transitory flow idle- timeout" MUST NOT be
less than four minutes. The value of the idle- timeouts
MAY be configurable by the network administrator,

REC-36: If a gateway forwards a TCP flow, it MUST
also forward ICMPv6 "Destination Unreachable" and
"Packet Too Big" messages containing TCP headers
that match the flow state record.

REC-37: Receipt of any sort of [CMPv6 message

MUST NOT terminate the state record for a TCP flow.

EEl

£

EIERIERT - Gateway A EIFEICMPv6
Destination Unreachable 532 CES 1451210
unsolicited inbound SYN packet ( F#&EZE /6D )

MR Gateway HETEETCP flowli Ineh 2 ERE

ENARRE - BIE oI REERCEE - EEREIELT ¢

» established flow idle-timeoutdy B A2 DA F /)
5 Yoy 83

> transitory flow idle- timeoutf B-F1S /D58 U4
&

> idle-timeouts BT IS EIE S ic &

W Gateway 32 TCP flow - BIE A REIRE 56
flowh 8 FL 2 PLEC R TCPARERRIICMPY6
“Destination Unreachable”H]“Packet Too Big”#l &

W R T 25 EY Y ICMPv6 I E 1594 0] P ETTCP flow
BYHA AR RO &R

(e

ID

REC-
38

REC-
39

REC-
40

Requirements

REC-38: All valid sequences of SCTP packets
(defined in [REC4960]) MUST be forwarded for
outbound associations and explicitly permitted
inbound associations. In particular, both the normal
SCTP association establishment and the
simultaneous-open mode of operation MUST be
supported.

REC-39: By DEFAULT, a gateway MUST respond
with an ICMPv6 "Destination Unreachable" error
code 1 (Communication with destination
administratively prohibited), to any unsolicited
inbound INIT packet after waiting at least 6 seconds
without first forwarding the associated outbound
INIT from the interior peer.

REC-40: If a gateway cannot determine whether the
endpoints of an SCTP association are active, then it
MAY abandon the state record if it has been idle for
some time. In such cases, the value of the
"established association idle-timeout" MUST NOT be
less than two hours four minutes. The value of the
"transitory association idle-timeout” MUST NOT be
less than four minutes. The value of the idle-timeouts
MAY be configurable by the network administrator.
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Connection-Oriented Filters - SCTP Filters

ID

REC-
41

REC-
42

Connection-Oriented Filters

Requirements

REC-41: If a gateway forwards an SCTP association,
it MUST also forward ICMPv6 "Destination
Unreachable" and "Packet Too Big" messages
containing SCTP headers that match the association
state record.

REC-42: Receipt of any sort of ICMPv6 message
MUST NOT terminate the state record for an SCTP
association.
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Connection-Oriented Filters - DCCP Filters

ID

REC-
43

REC-
44

REC-
45

REC-
46

Requirements

REC-43: All valid sequences of DCCP packets
(defined in [REC4340]) MUST be forwarded for all
flows to exterior servers, and for any flows to interior
servers that have explicitly permitted service codes.

REC-44: A gateway MAY abandon a DCCP state
record if it has been idle for some time. In such cases,
the value of the "open flow idle- timeout" MUST
NOT be less than two hours four minutes. The value
of the "transitory flow idle-timeout" MUST NOT be
less than eight minutes. The value of the idle-
timeouts MAY be configurable by the network
administrator.

REC-45: Tf an Internet gateway forwards a DCCP
flow, it MUST also forward ICMPv6 "Destination
Unreachable" and "Packet Too Big" messages
containing DCCP headers that match the flow state
record.

REC-46: Receipt of any sort of ICMPv6 message
MUST NOT terminate the state record for a DCCP
flow.
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Connection-Free Filters - Level 3 Multihoming Shim Protocol for IPv6 (Shim6)

ID Requirements
REC- REC-47:Valid sequences of packets bearing Shim6
47 payload extension headers in their outer IP

extension header chains MUST be forwarded for all
outbound and explicitly permitted flows. The
content of the Shim6 payload extension header MAY
be ignored for the purpose of state tracking.
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Passive Listeners

ID Requirements

REC- REC-48: Internet gateways with IPv6 simple security

48 capabilities SHOULD implement a protocol to permit
applications to solicit inbound traffic without advance
knowledge of the addresses of exterior nodes with
which they expect to communicate.

REC- REC-49: Internet gateways with IPv6 simple security

49 capabilities MUST provide an easily selected

configuration option that permits a "transparent
mode" of operation that forwards all unsolicited
flows regardless of forwarding direction, i.e., not to
use the IPv6 simple security capabilities of the
gateway. The transparent mode of operation MAY be
the default configuration.
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Management Applications

Management Applications

ID

REC-
50

Requirements =K

REC-50: By DEFAULT, subscriber-managed EFRRWIEL T - FAFEEEresidential gateways
residential gateways MUST NOT offer management  A{S[@SMIPAAER IR EIRERARES -
application services to the exterior network.
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