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% — & DDNS Client #2 3% 75 3

1 fhRp

main.js & enfR sV iR~ BRER 44258 41 % ipcMain & html
B o shipcRender £ 1% » 23 Tk o 30073 T G
Sl g L A2 o
async function loginConnect() { # 4t}
async function getSettingsValues() {i%_json 3% B~ T_
%}
async function saveSettingsValues() {3 £_ json
EANE IR
function createLoginWindow() {# # % » 4L % }

async function updatelPCronJob() { { #74¢ 5}

ipcMain.on(‘updatelP’, async(event, data) => { { #7

IP}
async function checkCloseApp() {# B app}

ipcMain.on("set-secondsToUpdate", async(event,

secondsl) => {3k =_ #7147 %}

ipcMain.on("quitApp", async(event) => {4z F¥ app}
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api/settings.js

cron.html

dashboard.html

ipcMain.on("cron”, async(event) => { £ 4 & Z_cron
AR E }

ipcMain.on("login", async(event, obj) => {%
login.html £ submit 3% 4242 #% ™ B¥, d ipcRender f§
Z¥ ipcMain function createCronWindow() {3 =_% %
Fh— = g+ ipv4 ipv6 }

function createDashboardWindow() {#g 7% #73 i #}
function getIP() {> & 2 #% IP}
app.on(‘window-all-closed’, () => {# B APP}
app.on(‘ready’, async() => {& app Fz# P}

function checkForUpdatesPeriodically() {i& & { #74¢
%}

ST ELE

async function getSettings() {>~ 13 <}

async function saveSettings(data) {#% ¥ 3k =}
module.exports = { settings, getSettings,

saveSettings } #-3k % T S Bk A8 b FRed

TR T

She

{



login.html

73
E)\

package.json FHAGTEE TR
"dependencies™: {

"bootstrap": ""4.5.2",
"electron-json-storage™: ""4.2.0",
"express™: ""4.17.1",
"express-session™: ""1.17.1",
"Jquery™: "73.5.1",
"popper.js": "1.16.1"

-

settings.json

2 P N
B ; *Ej

P
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% — & DDNS Server #% ;% 75 .

4. 2 DDNS Server #; % z.p

HE e Hawne

composer.json

settings.php

lib/lib.php

R T
$db_host 7L E i 5
$db_name FRE &

$db_user F LR i HtE 5L

bo% A7 30 A 4B (7 o Pl p B )

if ($phpacl->is_admin()) {
if (tisset($_SESSION['timestamp)) {

Il % - =% »

$ SESSION['timestamp'] = time();
}else if (time() - $_SESSION['timestamp’] > 30 *

60) {
1130 % 45 f’F,)‘Iﬁ a # logout
header("Location: logout.php");
exit;
}else {
$ SESSION['timestamp'] = time();
}
}
i,’; F 5 ;f“ B
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function check_password($password)# & % 75 5 &
function get_ip_info($ip) 2~ 1 % IP

function random_key() # 2 “gi##c

function create_dir_if _not_exist($tmp) &= = p &%
function get_current_url_base() 2~1¥ i3

function is_strong_password($password) & 7% = % %
R %A

function get_client_ip()®-# client ip

function generateToken() 2 # CSRF =7 token i&
function checkToken($csrf_token)# & CSRF
token &_%F 3 »%

function removeBOM($str = ") # “,ft UTF-8 BOM

lib/phpacl.php SAREAE R

lb/phplog.php . 4 s 1 17 4 s
function check_ipfail_try($ip) # & #.i7 30 » & p o5
IP % pz=t ¥

function check_loginfail_try # & & i1 30 4~ 4ap 0%

N
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lib/phppage.ph
P

lib/install/mysq
l.sql
admin/api-logi
n.php
admin/api-upd
ate.php

function login & 4% » 7 &
TR A s

function set_total B~ ¥ % #c

function get_begin() B~ d B 4o %
function page_number() Z 2 F 75

% £ FH R 7 MySQL £ E schema
# =% Client #t48 % » 7 API

# =% Client #ic%8 § 272 %% 1 API

if ($row2['data_type] == "ipv4' && lempty($ipv4[0]))
{

$sqgl = "update dns_records set data=:data and
type='A' where id=:id";

$st3 = $db->prepare($sql);

$st3->bindParam(":id’, $id, PDO::PARAM_INT);

$st3->bindParam(‘:name’, $ipv4[0],
PDO::PARAM_STR);

$st3->execute();

} else if ($row2['data_type'] == "ipv6'

&& lempty(Sipv6[0])) {

$sqgl = "update dns_records set data=:data and
type="AAAA' where id=:id";

$st3 = $db->prepare($sql);

$st3->bindParam(’:id’, $id, PDO::PARAM _INT);

$st3->bindParam(‘:name’, $ipv6[0],
PDO::PARAM_STR);

$st3->execute();

}
&y type A_A B E_AAAAap
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admin/hostna
me-add*.php

FTHE A8 AR 5t

$sql = "insert into dns_records

(zone,host,type,data,ttl, mx_priority,refresh,retry,expire
,minimum,serial,resp_person,primary_ns) values
(:zone,:host,:type,:data,:ttl,:mx_priority,:refresh,:retry,:
expire,:minimum,:serial,:resp_person,:primary_ns)";
$st = $db->prepare($sql);

$st->bindParam(‘:zone’, $zone, PDO::PARAM_STR);

I % %

$st->bindParam(:host’, $host, PDO::PARAM_STR); //
Rk S

$st->bindParam(":type’, $type, PDO::PARAM_STR); //
s 4

$st->bindParam(':data’, $data, PDO::PARAM_STR); //
ek

$st->bindParam(':ttl', $ttl, PDO::PARAM_STR); //
ttl(7F & P )

$st->bindParam(':mx_priority', $mx_priority,
PDO::PARAM_STR); // mx i L &
$st->bindParam(":refresh’, $refresh,
PDO::PARAM_STR); /I k| #7pF R R I
$st->bindParam(:retry’, $retry, PDO::PARAM_STR);
Il & 2P R I

$st->bindParam(':expire’, $expire,

PDO::PARAM _STR); // i p¥ &
$st->bindParam(:minimum’, $minimum,

PDO::PARAM_STR); I # ] F= R
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admin/hostna
me-list.php

admin/hostna
me-delete.php

admin/hostna
me-update*.ph
P

$st->bindParam(':serial’, $serial, PDO::PARAM_STR);
Il 55,5 = L sefe B 40 g &t Rengha b de
$st->bindParam(':resp_person', $resp_person,
PDO::PARAM_STR); /I # = A
$st->bindParam(':primary_ns', $primary_ns,
PDO::PARAM_STR); // i % &

$st->execute();

At

$sql = "select * from dns_records order by created_at
desc limit :offset,:rowcount";

$st = $db->prepare($sql);

$st->bindParam(':offset’, $begin, PDO::PARAM_INT);
$st->bindParam(‘:rowcount’, SNUMBER_PER_PAGE,
PDO::PARAM_INT);

$st->execute();

“f O e g\

$sql = "delete from dns_records where id=:id";
$st = $db->prepare($sql);
$st->bindParam(':id', $id);

$st->execute();

EER LR

$sqgl = "update dns_records set
zone=:zone,host=:host,type=:type,data=:data, ttl=:ttl,
mx_priority=:mx_priority where id=:id";

$st = $db->prepare($sql);

$st->bindParam(':zone', $zone, PDO::PARAM_STR);
$st->bindParam(":host’, $host, PDO::PARAM_STR);
$st->bindParam(":type', $type, PDO::PARAM_STR);
$st->bindParam(":data’, $data, PDO::PARAM_STR);
$st->bindParam(":ttl', $ttl, PDO::PARAM_STR);
$st->bindParam(‘:mx_priority', $mx_priority,
PDO::PARAM_STR);
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admin/login*.p
hp

admin/logout.p
hp

admin/profile*.
php

$st->bindParam(":id', $id, PDO::PARAM_STR);
$st->execute();

hu

by

$sql = "select * from users where email=:email";
$st = $db->prepare($sql);
$st->bindParam(‘:email’, $email,
PDO::PARAM_STR);

$st->execute();

b

& 4’
=

session_start();
session_destroy();

$sqgl = "update users set firstname=:firstname,
lastname=:lastname, email=:email where id=:id";
$st = $db->prepare($sql);
$st->bindParam(':firstname’, $firstname,
PDO::PARAM_STR);
$st->bindParam(':lastname’, $lastname,
PDO::PARAM_STR);
$st->bindParam(‘:email’, $email,
PDO::PARAM_STR);

$st->bindParam(:id', $_SESSION['user_id1,
PDO::PARAM_STR);
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¥ = & FRE Schema = #

DROP TABLE IF EXISTS “apikey;

CREATE TABLE "apikey" (
“id” int(10) unsigned NOT NULL AUTO_INCREMENT,
“apikey” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,
PRIMARY KEY ('id")
) ENGINE=InnoDB AUTO_INCREMENT=4 DEFAULT
CHARSET=utf8mb4 COLLATE=utf8mb4_unicode_ci;

# Dump of table db

DROP TABLE IF EXISTS "db’;

CREATE TABLE “db" (

“id” int(10) unsigned NOT NULL AUTO_INCREMENT,

“ip” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“title” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“content” text CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci,

“created _at timestamp NULL DEFAULT
CURRENT_TIMESTAMP,

“checkval™ varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

PRIMARY KEY (id"),

KEY “checkval™ ("checkval’),

KEY “ip (ip),

KEY “ctime” (‘created_at’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 _unicode_ci;
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# Dump of table dns_records

DROP TABLE IF EXISTS “dns_records;

CREATE TABLE “dns_records (

“id” int(32) NOT NULL AUTO_INCREMENT,

“zone’ varchar(255) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“host™ varchar(255) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“type” enum('MX''CNAME','NS','SOA''A"'PTR'AAAA''TXT")
CHARACTER SET utf8mb4 COLLATE utf8mb4_unicode_ci
DEFAULT NULL,

“data” varchar(1000) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode_ci NOT NULL DEFAULT ",

“ttI" int(11) DEFAULT '600',

"mx_priority” int(11) DEFAULT NULL,

“refresh” int(11) DEFAULT '600',

“retry” int(11) DEFAULT NULL,

“expire” int(11) DEFAULT '86400',

“minimum’ int(11) DEFAULT '3600,

“serial” bigint(20) DEFAULT '2020091601",

“resp_person varchar(1000) CHARACTER SET utf8mb4
COLLATE utf8mb4_unicode_ci DEFAULT ",

“primary_ns varchar(1000) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT ",

“dynaload tinyint(1) DEFAULT '0',

“datestamp” datetime DEFAULT NULL,

“regnumber” varchar(64) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode_ci DEFAULT '0000000,

“created_at” timestamp NULL DEFAULT
CURRENT_TIMESTAMP,

“updated_at™ timestamp NULL DEFAULT NULL ON UPDATE
CURRENT_TIMESTAMP,
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PRIMARY KEY (Vid),

KEY "host_index" ("host),

KEY “zone_index ("zone’),

KEY “type_index (‘type’)
) ENGINE=InnoDB AUTO_INCREMENT=13 DEFAULT
CHARSET=utf8mb4 COLLATE=utf8mb4_unicode_ci;

# Dump of table email

DROP TABLE IF EXISTS "email ;

CREATE TABLE "email (

“id” int(10) unsigned NOT NULL AUTO_INCREMENT,

“ip” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“sender” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“receiver varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“title” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“content” text CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci,

“created _at timestamp NULL DEFAULT
CURRENT_TIMESTAMP,

“checkval” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

PRIMARY KEY ('id"),

KEY “checkval™ ("checkval’),

KEY “ip (ip),

KEY “ctime” (‘created_at’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 unicode_ci;
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# Dump of table inactive_zones

DROP TABLE IF EXISTS “inactive_zones’;

CREATE TABLE ‘inactive_zones™ (

“zone” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode_ci NOT NULL DEFAULT "
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4_unicode_ci;

# Dump of table ipdata

DROP TABLE IF EXISTS “ipdata’;

CREATE TABLE ‘ipdata’ (

“id” int(10) unsigned NOT NULL AUTO_INCREMENT,

“ip” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“country_code’ varchar(5) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“locale” varchar(10) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“currency varchar(10) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“latitude” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“longtiude” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“currency_symbol” varchar(10) CHARACTER SET utf8mb4
COLLATE utf8mb4_unicode_ci DEFAULT NULL,

“in_eu” int(11) DEFAULT NULL,

‘region” varchar(50) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,
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‘regioncode” varchar(50) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“city” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“time_zone" varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“updated_at™ timestamp NULL DEFAULT
CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP,

PRIMARY KEY (id"),

KEY "ip” ("ip),

KEY “country_code™ (‘country _code’),

KEY “locale” ('locale’),

KEY “currency” (‘currency),

KEY "updated at™ (‘updated_at’),

KEY “latitude™ ("latitude’),

KEY “longtiude” ("longtiude’),

KEY “currency_symbol™ (‘currency_symbol’),

KEY “in_eu (Cin_eu’),

KEY ‘region” (‘region’),

KEY ‘regioncode” (‘regioncode’),

KEY “city™ (‘city),

KEY ‘time_zone™ (‘time_zone’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 _unicode_ci;

# Dump of table ipfail

DROP TABLE IF EXISTS ipfail’;

CREATE TABLE ipfail” (

“id* int(10) unsigned NOT NULL AUTO_INCREMENT,

“ip” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“created_at” timestamp NULL DEFAULT
CURRENT_TIMESTAMP,
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PRIMARY KEY ('id"),

KEY “ip” (ip),

KEY “ctime™ (‘created_at")
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4_unicode_ci;

# Dump of table login

DROP TABLE IF EXISTS “login’;

CREATE TABLE ‘login” (

“id” int(10) unsigned NOT NULL AUTO_INCREMENT,

“email” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“ip” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“created _at timestamp NULL DEFAULT
CURRENT_TIMESTAMP,

“checkval” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

PRIMARY KEY ('id"),

KEY “checkval™ (‘checkval’),

KEY “email” ("email’),

KEY “ip” (ip),

KEY “ctime” (‘created at’)
) ENGINE=InnoDB AUTO_INCREMENT=4 DEFAULT
CHARSET=utf8mb4 COLLATE=utf8mb4_unicode_ci;

# Dump of table loginfail

DROP TABLE IF EXISTS "loginfail;
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CREATE TABLE loginfail” (

“id” int(10) unsigned NOT NULL AUTO_INCREMENT,

“email” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“ip” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“created_at” timestamp NULL DEFAULT
CURRENT_TIMESTAMP,

“checkval” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

PRIMARY KEY ('id"),

KEY “checkval™ (‘checkval’),

KEY “email” (‘email’),

KEY “ip" (ip),

KEY “ctime” (‘created at’)
) ENGINE=InnoDB AUTO_INCREMENT=1783 DEFAULT
CHARSET=utf8mb4 COLLATE=utf8mb4_unicode_ci;

# Dump of table meta_data

DROP TABLE IF EXISTS ‘meta_data;
CREATE TABLE meta_data” (
‘next_id" int(8) NOT NULL

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 _unicode_ci;

# Dump of table other

DROP TABLE IF EXISTS “other’;

CREATE TABLE "other (
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“id” int(10) unsigned NOT NULL AUTO_INCREMENT,

“ip” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“title” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“content” text CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci,

“created_at” timestamp NULL DEFAULT
CURRENT_TIMESTAMP,

“checkval” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

PRIMARY KEY ('id"),

KEY “checkval™ (‘checkval’),

KEY “ip" (ip),

KEY “ctime” (‘created_at’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4_unicode_ci;

# Dump of table replication_heartbeat

DROP TABLE IF EXISTS “replication_heartbeat;
CREATE TABLE replication_heartbeat™ (
“timestamp” timestamp NOT NULL

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4 _unicode_ci;

# Dump of table users

DROP TABLE IF EXISTS "users’;

CREATE TABLE "users’ (
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“id” int(10) unsigned NOT NULL AUTO_INCREMENT,

“email” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“firstname” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“lastname” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“pw’ varchar(250) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci DEFAULT NULL,

“avator’ varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“created _at” timestamp NULL DEFAULT
CURRENT_TIMESTAMP,

“temp_pw" varchar(250) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“temp_pw_created” timestamp NULL DEFAULT NULL,

“temp_pw_expired” timestamp NULL DEFAULT NULL,

“verify_code’ varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4 _unicode ci DEFAULT NULL,

“is_verified” tinyint(1) DEFAULT '0',

“is_deleted" tinyint(3) unsigned DEFAULT 'O,

“is_admin’ tinyint(1) unsigned DEFAULT '0',

PRIMARY KEY ('id"),

UNIQUE KEY "email” ("email’),

KEY firstname™ (“firstname”),

KEY ‘lastname™ ("lastname’),

KEY “is_verified™ (is_verified’),

KEY “verify code” ("verify_code’),

KEY "is_deleted” ("is_deleted’)
) ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT
CHARSET=utf8mb4 COLLATE=utf8mb4 unicode_ci;

# Dump of table xfr_table

DROP TABLE IF EXISTS “xfr_table’;
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CREATE TABLE “xfr_table™ (

“zone” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci NOT NULL,

“client” varchar(191) CHARACTER SET utf8mb4 COLLATE
utf8mb4_unicode ci NOT NULL,

KEY "zone_client_index" ("zone’, client’)
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4
COLLATE=utf8mb4_unicode_ci;
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Summary of Alerts
High 0
Medium 0
Low 2
Informational 2
Alert Detail
Low (Medium) Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s)
Description The v_vepfapplicaum server is leaking information via one or more "X-Powered-By" HTTP response headers. Access to such \nforma_mon may facilitate attackers
identifying other frameworks/components your web application is reliant upon and the vulnerabilities such components may be subject to.
URL p://ipy test:B000/ i php
Method GET
Evidence X-Powered-By: PHP/7.4.11
URL http:/fipv6ddns. test:B000/admin/login.php
Method GET
Evidence X-Powered-By: PHP/7.4.11
URL http:/fipvéddns.test:8000/admin/css/style.css ?t=1606656099
Method GET
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Description

Wapiti vulnerability report
Target: http://ipvéddns.test:8000/

Date of the scan: Tue, 01 Dec 2020 08:34:33 +0000. Scope of the scan: folder
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