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Abstract

Keywords: Domain Name, Domain Name Abuse, Domain Name Abuse
Framework, DNS RPZ, Domain Name Registry, Domain Name Registrar,

TWNIC, ICANN,

1. Inrecent years, most internet users express their opinions by setting up their

own websites and/or leaving messages on various Internet platforms. The
development of the Internet has led to an increasing number of illegal
Internet incidents. In response to such network violations, in addition to
people reporting violations to the administrative agency and the
administrative agency’s resultant notification to the NCC, prosecutors and
police units have taken steps to stop resolving domain names. However,
current laws and regulations for the handling of Domain Name Abuse are
insufficient, and there is no standard operating procedure for the handling

of such matters.

. Instead of dealing with Domain Name Abuses, various agencies only notify
the NCC to deal with those problems. This research will study and analyze
the regulatory models of Domain Name Abuse in various countries to

reflect on Taiwan's Domain Name Abuse handling mechanism.

. This research studies Domain Name Abuse cases and the relevant
regulations, and will then propose solutions and advice as its conclusion.
This research will analyze foreign legislation including regulations from the
United States, Japan, Malaysia and the United Kingdom in Chapter 4,
Section 2; present case studies in Taiwan regarding illegal behavior and
content in the Domain Name Abuse context, and Taiwan’s Domain Name
registry supervision regulations in Chapter 4, Section 3; demonstrate the

difficulty in investigating and administratively resolving cross border cases
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in Taiwan in Chapter 2, Section 1; analyze the regulations or self-
regulations of the Domain Name community; elaborate on the Domain
Name abuse cases in Chapter 4; introduce the service providers’,
administrative agencies’ and other stakeholders’ opinions through
interviews and a forum in Chapter 5; and finally propose our advice on how

to handle Domain Name Abuse issues.

. This research analyzes the methods used to deal with Domain Name Abuse
and important cases in the United States, Japan, Malaysia and the United
Kingdom, and has interviewed relevant stakeholders. These research

findings can be summarized as following:

(1) Japan established a non-government organization, Safer Internet
Association (”SIA”), which is responsible for determining the abuse
of Domain Name Content (the content is divided into "illegal content"
and "inappropriate content"). Once such content is identified, the SIA
then notifies specific agencies, police units, online platform operators
and content creators of the above content. In addition to serving as a
means for police units to initiate investigations, the intention is also
that network platform operators and content creators can directly
delete specific content through a self-discipline mechanism to achieve
immediate disposal of "Domain Name Content". However, Japan has
no laws or regulations allowing administrative agency to order the
deletion of such content or to stop the resolving of any Domain Name,
even when internet virus is found. Therefore, Japan is also considering
whether to introduce relevant laws and regulations to give
administrative agencies the authority to "remove specific Domain

Name and stop Domain Name Resolving".

(2) After President Trump took office, there have been discussions about

whether to introduce specific legislation to control online content;

14



however, freedom of speech is the foundation of the Constitution of
the United States, and Congress ultimately vetoed the above-
mentioned bill. Therefore, the United States judiciary remains the only
body able to deal with Domain Name Abuse. In particular, a unique
civil remedy in the United States allows people who have been
infringed by Domain Name to use the “in rem action” process when
the owner of the domain is unknown, whereby the court will require
the Domain Name Registry to delist or stop resolving a specific

domain.

(3) Inresponse to Domain Name Abuse, Malaysia has given the Malaysian
Communications and Multimedia Commission (”MCMC”) great
authority, and even listed "Supervise and monitor communications and
"Multimedia activities" and "Social regulation" as MCMC’s main
tasks. In order to ensure that the MCMC controls the abuse of all
domains in Malaysia, the Communications and Multimedia Act 1988

generally authorizes the MCMC to block all types of domains.

(4) In the field of intellectual property in the United Kingdom, in
accordance with Article 97A of the British Copyright, Design and
Patent Act of 1988, intellectual property owners may request the court
to issue a prohibition order to stop the resolving of illegal domain,
when the Internet Service Provider (”ISP”)  knows that others are
using the Internet services provided by it to commit infringements. In
response to the DNS Abuse of child pornography on the Internet, it
mainly relies on the ISP industry’s self-monitoring and is coordinated
by the non-profit charity, the Internet Watch Foundation (”IWF”) .
IWF will trace the jurisdiction in which the website is registered. If it
is registered in the UK, it will directly notify the registrant to delete

the image or video. If the registered address is abroad, it will contact
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the police of that country to delete the illegal content via the country’s
legal system or process. Therefore, the handling of domain content
abuse in the United Kingdom is mainly based on judicial injunctions

and civil self-discipline.

(5) Through interviewing relevant stakeholders - Taiwan Network
Information Center for instance - this research suggests that Domain
Name Registry is not an appropriate body to determine whether there
1s Domain Name Abuse. And through interviewing iWIN, this research
finds that it 1s an ideal model to let an independent agency be
responsible for handling complaints and reporting content regarding
internet content that is harmful to children and adolescents. This
“bottom up” internet governance approach should be used in other

fields of Domain Name Content Abuse.

5. In addition to the comparative study on foreign legal systems, this research
also conducted interviews with administrative agencies, interviews with
industry representatives, and held a coordination meeting for research and
business communication, inviting industry and academia to collect the
relevant topics of this research, so as to make the future domain abuse
processing system in Taiwan more practical and feasible and better meet

the needs of Taiwan’s national conditions.

6. This research initially proposes the following suggestions for domain

abuse:

(1.) For domain abuse of technology: five types of domain abuse have been
defined: 1. Malware; 2. Botnets; 3. Phishing 4. Pharming; 5. Achieve
the above abuse in the form of spam. However, the specific obligations
and disposal methods have not been expressly stated in law; Therefore,
there should be legal authorization for domain abuse of technology, so

that the competent authority and the registration agency can quickly
16



remove the technology abuse domain and stop the resolving method

through RPZ.

(2.) The supervision of the domain abuse of content involves restrictions on
freedom of speech. Based on the registry agreement between the
domain name registration authority (i.e., TWNIC) and ICANN, it
is not obliged to supervise and manage the content. In addition, there is
currently no precedent for the registration authority to determine
whether the content is illegal. Therefore, considering that there are
many types of content abuse, and the matter involves professional
judgment, it should be determined by judicial or professional

Institutions.

(3.) At present, the complaint and handling of online content in our country
involving violations of children’s bodies and minds is the responsibility
of the third-party organization iWIN Internet Content Protection
Agency. The scope of processing includes pornography, violence,
terror, blood, harmful substances, and other violations harmful to
children and teenagers. In the future, the processing scope of the iWIN
network content protection agency can be expanded, or to set up a
special private third-party organization to handle illegal and improper
network content such as infectious disease prevention, marriage
matchmaking, and daily rental suites. In addition, the only two laws
and regulations in our country are Article 46 of The Protection of
Children and Youths Welfare and Rights Act and Article 38-3 of Statute
for Prevention and Control of Infectious Animal Diseases, which
expressly authorize the administrative agency to determine the content
of the website as illegal and then restrict the accessibility and browsing
of them. Because of the numerous forms of illegal domain content, the

competent authority should clearly stipulate in the competent laws and
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regulations that the domain content must be deleted and ceased to be
resolved, to facilitate third-party agencies or administrative agencies to
deliberate on illegal and improper content of the domain, and to notify

the perpetrator, the registration agency, the registration agency, and the
ISP.
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9a73-1.html (ﬁxw&”‘ﬁ?ﬂ 2021 £ 61 30p )

90 gtz g 15 US.C. § 1125(d)(1)(B)

1 menx w15 U.S.C. § 1125(d)(2)(A) 3 (C)
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AR 7 AN R EIRER TR RS L Fel R
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(3) sl BIERS 2GSRI EaAl it ~(4) 7
P2 ML R 13 IR 194 .

DMCA i & P enfa o> (R F T4 » ¢ 2R F (T - K//Tj._ A
¥R R o RN 2 At ik 2 2 R RIIRIER BT
(online service providers » & 35 ISP) 2z Tk B 1520 | 19« FIAA R
TR EF AT AFED T L% %Y DMCA ¥ 512

2 RFOAREFITRE S S T2 - T RBIRBZR E

3 2R DMCA %k ik i% 3 (DMCA % 512 i%
» gt A EAFIR - L EGRP o ZR & ik DMCA #r
ZARR P FRBHEORTHERMFAR Y L LA ET

-
A
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p'm@s

iE o

() ¥ @2 3P &Fdcd —In Rem Forfeiture

192 g ook 2 15 U.S.C. § 1125(d)(2)(D)

193 Kaplan, Jason S, The Anticybersquatting Consumer Protection Act: Will it End the Reign of the
Cybersquatter?, VOL. 8 IS.1 UCLA ENTERTAINMENT LAW REVIEW 43, 4X (2000).

W31 g THEF TS (DMCA) % 72 47T S-pd ¥ 3 32% (FTA) > F 922005 # »

https://www.tipo.gov.tw/tw/dl-4488-bdb94726bc00408e95fc8604e0e10717.html (& {5 F P : 2021 # 6 7
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195 1332:’ =% 17 U.S. Code § 512
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jurisdiction) m i ¥ 5 jo Bt 1 E {apiF o AT HWARE Y c 2R EER
HlAR g B2 e 1 &SN EAUE e 0 PRk g i T R e
PohL o E R AT R P A R AT R - &

¥ ¢t » T 7 gcded | ( Administrative Forfeiture ) 22 T & tef0 | (Civil
Forfeiture ) 2 % i 45 ¥+ 4 (in rem jurisdiction ) 2 & % o {7 srde 38

( Administrative Forfeiture ) # F 5 @ /£ 425 T {8 d (7o A 4o0p >
TRl 2 i Rikdy 5 1930 2ré# F-F 1M fi2 % (The Smoot-Hawley
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PAZEE ESOF A AP A RE kY AR T E A RS LA
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Bg 2 o ﬂ\%:#vs-@ A2 R Iod 2 mgp 2 it Lo 29 6 o

L A RFEFaIP 22 Rk

% W A ¥ dcd0 (Civil Forfeiture ) % iz 952 ot s 2. 4 a4 o
i g iE2 212k p »r 1877 £ % W& B iZ fx Pennoyer v. Neff % i
19 5 (3% Pennoyer % » % ]l—l»—j-lx—-f‘\ﬁAFl PN 2B A R RIS E i
o2 CMEFLVIRT ISR FREFER 1945 &
International Shoe Co. v. Washmgton P~ o B2 2
o AN 2ZREFF AN AR AN T iELpEs
B3 a2 TE M4 ) (Minimum Contacts)) @ 18 & /% o
WEAR L AT ?i"%° Fl oo g4 2 ’Ei‘l——i Re2HTe (3

FEZRSGEF -

&E‘—% ﬁ]ﬁ&'ﬁ/z‘}xmi ;«b.]..,-/\l,‘, ‘ %;‘TL?'R Eﬁéjé"?/ﬁ‘%\'ﬁ "?
it o FRSEI (DOJ)~ W2 % 238 (DHS-ICE) 2 R 74rE
AL iT7 & (IPRCenter) ¢ Fliz ¥ WEP A AP M 2 B0 fps

-n\q.

1% 95U.S.714 (1877)

197326 U.S. 310 (1945)
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PR AR Thikgp iR 2 18 US.C.x 2323 152 18US.C.%
%

981 ','}_Li’ﬁ-'fio —ﬁ ¢ > 18 USCi): 2323 1 l'+ a R J’R_,_?w EFRE IR

¥ 2319 ix+ ?rlif#—ﬁji?r?'r%’ N E RIS VENE NS - EAEPD L S0 ]

Bh RN - e B 2 P A 0 BRI T Tt A E Jod I ]e 2 R
=

8.18US.C.% 2319 isr st F ¥ vz 2% FIE o gtk Ap B AT
ErARZ % (1) 1999 # & Hhzriy 7t # wkiz (ACPA) 2 (2)
2008 #FEMATRE BHEBELEZ R ( Prioritizing Resources and
Organization for Intellectual Property Act > = # " Pro-IP Act ; ) - ACPA
AERRFEL AP S AFHRAZERELBAEFZAETFTE o
7oA R EES E 2oy “E gooir AR TR e A5
BB Rr 208 LA AP R f R T AR S TR S
A itEp e § ¥ LR R el & o Pro-IP Act P& _4¢ Tk F
k\ﬁ%ﬂgﬁﬁfﬁ A2 AT Fgoﬁifﬂfxiﬁﬁ
YR o it E 2o hiTE 2 W DHSIICE R (78 L fidcd 2 4 &
g o
P3P LRAoR 2 - RAER

EFRESFIoP 2 AFAA G BRI FHEE T B E
= f2 5 (ex-parte proceeding) 1%° o £ £ 3% H = (4~ DOJ ~ DHS-

ICE %) kM2 T3 #;; (dr2biz4cf i L Fiv v pr
PR R e LB I T ARAR 0 R 2 h?ﬁ:)’ s
20%1? ;J\:E‘;bgllb"?”gi /Z‘Fmﬁ“: ’/zrm;,aia i’?’ﬁi’é}@

10§ 2d (probable cause) 2 &51s > P ded & 520 BT ot &
Mo RANHZE T E IR IS IR 6 4
gl CAEE ety e (IP g ) RAFI R # Y % 82

4»,

198

18 U.S. Code § 2323, https://www.law.cornell.edu/uscode/text/18/2323.

199 Supra note 100, at 861.

20 fhE % ﬁ:fiﬁﬁffxuc B Hrepip d 2R +§;1 ma—z&;fswé %4 (Domain Name) 2 icd# - 2
Jegidr T ESRF 2R BRF 102 2R FATHEL 0 F 17-20 (2014 & 12 7 )
https://www.cyc.moi.gov.tw/medla/l36016/55 1410383574.pdf
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2R R AR F 2 (4o 16) ¢

FOMELA
\\\\\n( \II IN'S

This domain name has been seized in accordance with a seizure warrant issued by the
United States Court for the District of Maryland after a Magistrate Judge found probable
cause that the domain was forfeitable pursuantto 18 U.S.C. §§ 2320, 18 U.S.C. §§ 2323
and 18 U.S.C. §§ 981. Notice of forfeiture proceedings for this domain will be issued as
set forth by law

-

Bl 16 healthbridgescience.com i & fifei 122 % o

P EREAEL 18 US.C.% 983 ik >t A T ded 2 T -
rT‘J':; ;JT':}H %‘;%-—%FJ}I};‘TE& *{/zﬁﬁrﬁg}%%%xﬁfr—f j’&g”&& p&
BRI B 60 P B2 - L @IS D PR R

Ao RRUEPZPHMT 90 2 Fro 2 B p dod i LR R o F
ﬁi@ﬁrﬂi’»;’@ﬁ:‘:i‘iéié%é%ﬁéz\ﬁwﬁi/zl‘ma‘réﬂ*f& LR ik

Bpodep T 20205 s FR A BN %ﬁfaéﬂ # fade
E Bded F2 5 0 4o fads  Faded 25 0 H f?%;%%ﬁﬁ TR T el

PR R A A (E“?‘;,‘T_P' L))o 18US.C. % 983 i~ 7 H 4 B 3> {s
e 3R @ R AR AEASA B BART o
(#) 3T el L2 Al
FHERTE b2 1 02011 EERAEEHRD T
K =S {{ wiE R (Stop Online Piracy Act, SOPA ) » #3%% %
PUEINE R RAE R BB L k0 & RISP E K REA L £

201 Supra note 100, 874- 76.
202 18 U.S.C. §983 - https://www.law.cornell.edu/uscode/text/18/983.
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Berk bl UIE TR N HHA e sk 2 o 2030'@& R AL AR
D2 R EFBE2 LR 2012 22 5 AREFE AW FY -

IEBRMERS LR R 0 FRAAE B R (US
Immigration and Customs Enforcement's, ICE ) 2 W2 % >3 & A
( Homeland Security Investigations, HIS ) % %9 * ' Operation In Our
SitesJ e SR PR TR S Fded o 3% #2010

I 2014 dofr 2550 B g ﬁm FEZRELIRARPD L
O ICE 2342 R (8 2 Fadk 140 § & 2 (probable cause ) 2 % ¥
& G ’E*iél’;‘of’?’%?#%é’%;é%}&?ﬁ SRR FIEASEL R
R CALIP ke 2 WA 8 ﬁ_ﬂ‘ s H M EEED &
éﬁ%ﬁ??*?a&ﬁﬁ ﬂﬁﬁwi%%moi%ﬁ Jexb
EFRBE R LR d § R RS LI PR YR

x\“ﬂ

41§

"Operation In Our Sites | % B R {76 » pe2RI0 A 2
LR F RO > 2 RSB e ARG FE
L L EF Y BB BTTE RBEE L2 U o R
7Z.com ~ .org fr.net T B e LALEP B IZASAE 5 VeriSign 2 # 0 %
VeriSign 2 # = £ FBE N » RBE S HAE B A7 TR
Fief 47 & R VeriSign {7 iE P %k & .com~.org F b2 o
o ’VenS1gn g RLREE CREATEY D E R I L e B
Fererh e AR AR gD RES T B A F AR

BRET R 2012#2 7 F >34 £ < 2p g L4 " Bodog.com |

23 k& > B200 0 F 34360

R R HATRUR > F RN T B AT A SOPAZ ZHIIRE > TR I ES

79702017 # 1 # > https:/stli.iii.org.tw/article-detail.aspx 7no=64&tp=1&d=5627 -

205 Newsroom, infernational law enforcement agencies seize 706 domain names selling counterfeit merchandise,
U.S. Immigration and Customs Enforcement (Dec. 12, 2017), https://www.ice.gov/news/releases/ice-international-
law-enforcement-agencies-seize-706-domain-names-selling-counterfeit

206 18 % 5 32000 F 10-14 o
27 David Kravets, Uncle Sam: If It Ends in .Com, It's .Seizable, Wired( Mar. 6, 2012),
https://www.wired.com/2012/03/feds-seize-foreign-sites/. °
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Foreign Assets Control) 3P f i * % BFIFI} 2 7300 S5 L%
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BFC2 F b bl 2R R E TR AE R T Press TV ;> 2019 £ F 1
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Ffpdedn 210 a2 ATE fR T AR EP A ko 2 0
iz T Operation In Our Sites | $-3¢ ©
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B FRENEERBA AR AT ARLE

g2 SEAN I RE TR AEMAR L&
F RGP B ORESEAR M 2k ) B R £ & K 7% CDA % 230 52
T FIH LT R AAEN S Z S H R L2 P F AT
¥

ﬁﬂpi@]@]gﬁt Fﬁgpf‘ HEEH ﬂf”pm/z‘ﬁﬁzozo-&
1o ,ﬁxﬁzg\-j- 3 ja,fsl;}i_' = —fc-_E% Z 4% % (Eliminating Abusive

208 Dan Katz, Bodog.com Domain Name Seized by U.S. Government, Poker News Daily (Feb. 28, 2012),

https://www.pokernewsdaily.com/bodog-com-domain-name-seized-by-u-s-government-21299/
209 Department of Justice, United States Seizes Domain Names Used by Foreign Terrorist Organization,

https://www.justice.gov/opa/pr/united-states-seizes-domain-names-used-foreign-terrorist-organization (last visited:

Sept. 21, 2021).
210 Julia Dickson, U.S. Seizes Websites Tied to Iran, United States Institute of Peace (Jul. 7, 2021),
https://iranprimer.usip.org/blog/2021/jul/07/us-seizes-websites-tied-iran
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and Rampant Neglect of Interactive Technologies Act ) 211 ~ 2020 & 6 *
2T ERFRYR -}*f % P Rz % (Platform Accountability and
Consumer Transparency Act) **? « @ j= % 2 B 35 & *U5 CDA % 230
giﬁiT“ﬁ“ﬁﬁ%*$%i§i%§ﬁ4’MBW%%pP
FEZ Ef R F 2 i E )r*i FIFc ™ o > FFiE 2 B R 2020
ES5 8pEH T Egrrt | Frcéd 4 (Executive Order
on Preventing Online Censorship ) 213 o b (7 yr ép £ 82 2
Rtz wmpd > BREFEP R Ut 4 %5 CDA %
230 iE2 iR FlE %%“ﬁﬁiﬁ%ﬁM A RS Ao
THARET R LR E T > TR A RRT
AR L iR THOR S ArR T
BAHELNT A (BT T IR F T % g~ g
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UHE) o RRTEEF TR ET LA
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% B 723K (USAttorney General ) &5 0t (750 £ 22 F2E B 4o %
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BARM AR X0 2 A RA TS 4 3 85 CDA ¥ 230 iF2 % ok
4 o

CDA % 230 i 2 Bi20;% 2887 7 % R $4
Fe ko X R PR AARATURZ L F EH o ROTE B Mo £
Pagd- fEp R ReRp PR 50 Tk EE M
BERENNUE AT E% 0 FRPVRMES A HEBA0E kT
GHYWRBRPMFARY F LR

=% BRei
(=) ERBIHEFESHMEAL—F 233 FH % 263 Fpbit4 (site

A x> ZF® € F 2 4k hitps:/www.congress.gov/bill/116th-congress/senate-bill/3398 (& i% il frp:
2021 # 6 " 30 p )
212 PLATFORM ACCOUNT ABILITY AND CONSUMER TRANSPARENCY ACT,
https://www.schatz.senate.gov/imo/media/doc/OLL20612.pdf  (last visited: Jun. 30, 2021).
213 UPDATE: Section 230 and the Executive Order on Preventing Online Censorship, Congressional Research
Service, https://crsreports.congress.gov/product/pdf/LSB/LSB10484 (last visited: Jun. 30, 2021).
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blocking ) #%

5 FIR 1990 & A FTE R R MBS A ¥ e 8 kF Iy
j}iffr]—%? 1998 # &4 3 B3F 2 F A E RPN B X EE
Fa3 22 1950 & ¢ 7% (Telecommunications Act 1950) ¥2 1988 & j 7 /%

(Broadcasting Act 1988 ) 2_; Lph % 23t 1999 & 4 % 1 p i ;8sp# 1988
#E@E T S 42 (Communications and Multimedia Act 1998 » ™ #i
CMM’%%%%i%ﬁEﬂ?%%ﬂ&i%d%@@°
o B ORE LR R AR Z EIRAE 8 ko Ll BRTE

St 4 A ¢ (Malaysian Communications and Multimedia Commission >
TH MCMC) sf* 5 kd T A B4 TF ML R ¢4 (Malaysian
Communications and Multimedia Commission Act 1998 ) 2% ©
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PRRE o RRIRTFA R A2 R i Al B P P4 B
PRER AT B WAL RER EF T B TR &
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of any network facilities or network service or applications service knowingly
— (i) makes, creates or solicits; and (ii) initiates the transmission of, any
comment, request, suggestion or other communication which is obscene,

indecent, false, menacing or offensive in character with intent to annoy, abuse,

214 About us-History, MCMC, https://www.mcmc.gov.my/en/about-us/history (last visited: Jun. 30, 2021).

215 Id.
R | 4’@?]§F PR B R AR GRTILMAR §BE G RE ST AN RRI B

=y

F9(104& 27" 11 p )e
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threaten or harass another person; commits an offence. ) = | 21" » gt ¢k » T (2)
(a) PAYF XD B FREIRBZN BT AVRBHEEZ P EEPN F o
2 (b) mgFi AP e 2 T SRR PRI T AR PRI Y ()
BEoArit 2 758 > 3 e % (1) Aperson who knowingly — (a) by means
of a network service or applications service provides any obscene
communication for commercial purposes to any person; or (b) permits a
network service or applications service under the person 's control to be used
for an activity described in paragraph (a) , commits an offence. - ;21,7 (3)
Ee A E 233 AT Vb BT B HEF (BT B/ - &
T3 # A ((3) A person who commits an offence under this section
shall, on conviction, be liable to a fine not exceeding fifty thousand ringgit or
to imprisonment for a term not exceeding one year or to both and shall also be

liable to a further fine of one thousand ringgit for every day during which the
219

o

offence is continued after conviction.

B CMA % 263 iF R 7 ,;?'77\ - 4 % 7% (General duty
oflicensees)ﬁ'_(l)?frﬁ;é'?? AREFEER YAy & —"z:}ft 2 e
KN H e 2 R RIE ~ B FPRAFE PN BT JRIFF B B kK
LTixwEERezz@Pe%s B2 75 (1) Alicensee shall use his best
endeavour to prevent the network facilities that he owns or provides or the
network service, applications service or content applications service that he
provides from being used in, or in relation to, the commission of any offence
under any law of Malaysia. ) (2) RZ R ¢ T eH & 2 g i8H 3 &
B CARFT AL R g H B '?ﬁﬁfﬁgfiﬂ%n%% Ko Iy ixfe =
CERNH B R B R LERRT L PR PN ERF LT E
FREI T ERES> L EFfrBERTE > ((2) Alicensee shall, upon

written request by the Commission or any other authority, assist the

217 Section 233 Improper use of network facilities or network service, etc., Communications and Multimedia Act

1998.

218 Id.
219 Id.
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Commission or other authority as far as reasonably necessary in preventing the

commission or attempted commission of an offence under any written law of

Malaysia or otherwise in enforcing the laws of Malaysia, including, but not

limited to, the protection of the public revenue and preservation of national

security. ) o |

Flot > X MCMC 3% 7 2 ¥ & MCMC & H & f4ghd 6 & £ o
F b & RN e MCMC & 8 & 47 0 mie 2t § &

ﬁi*¢%%iﬁf&éf&ﬁ@m’ﬁW’i??iﬁﬁﬁﬁﬁ%

i“@sg. et (4o P1rateBay) eSS D MR AL ﬁé’»—&‘ﬁifﬁ-
Foom FIEET BN S XF K RAP ”’%’:fr,ﬂ ¥ X E B
%22 > e )I‘ Brhp B HE R FIERZZH 0 FITRA TR E
MR R e G AvRg e sk R RIAREF 2 EP > w MCMC eniff
7Y A (Consumer Complaints Bureau ) #% 1 ¥ 37 > MCMC #-3 1 ik
BEFEEA 2 o ek B g2 (7 R ngﬂg Le VR B E
ikwmﬁﬁﬁLﬁiﬁ%ﬂ%“az&«@am Fra #4228 .

A E‘FTE DA E?TEJ gexb (4o betfaircom) #-& 5 kd I 1953 & &> £
Eﬁ%&%4(l)§ﬁ?ﬁﬁ?mo

Bl asez g i d 3 CMA § 233 2 if )P F A Mg Ak~ A
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220 Sharon Tan, Zaid Ibrahim and Co., Communications: regulation and outsourcing in Malaysia: overview,
https://content.next.westlaw.com/Document/1h97922b5830011e598dc8b09b4f043e0/View/Full Text.html?transitio

nType=Default&contextData=(sc.Default) (last visited: Jun. 30, 2021).

221 Site Blocking Global Best Practices, Michael Schlesinger,
https://www.ipaj.org/bunkakai/content_management/event/pdfs/20180728/Schlesinger 20180728 2.pdf (last

visited: Oct. 7, 2021).
222 GQinarProject, Laws cited for Internet Censorship in Malaysia, https://sinarproject.org/digital-
rights/updates/laws-cited-for-internet-censorship-in-malaysia (last visited: Oct. 7, 2021).

223 T uther, Blocking of Websites Which Contain Copyright Infringing Content in Various Asian Countries,
https://www.luther-lawfirm.com/fileadmin/user_upload/WP_Handout Blocking-of-websites Asian-

countries VO1_270120.pdf. (last visited: Oct. 7, 2021).

224 Supra note 222.
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e :{1#@@%?%;& v 4 1% 233 iEE_F A MCMC 31 # ¥R 2% 3%

B e 7 ¢ & (40 pornhub) 2~ grindt3#3 3% (4 Medium.com

Malaysia Chronicle) 226 « 27 4548 (4c Sarawak Report) 227 ~ LGBT+
4=k (4r Gay Star News ) 228~ 2 s34 =k (4 Patheos ) 2%~ | 3l
#t (4r FanFiction.net) 2%~ % % 4zt (http://adultfriendfinder.com ) 23!

BF R RE RS RT SR MR EF B K
e I AP Lm:hga }Jr » )4 Khilafah.net ¥ Fig £ & fF & ' 1995
EEAFRELEFS 163 (Nt BpEPEF AT RE DS A

2 & 4E ) Al I MCMC 7 CMA % 263 (2) 158 foe bRz
KB R sk o A F LG W EATR RS 2 R R T RR
%E-"’E’&ﬁf{ ke Flek A ﬂr’ Ak PR G YR T ER
g B ke LA o @ BT A -

Akses kepada laman sesawang ini dihalang di bawah Seksyen 263(2) Akta Komunikasi Dan
Multimedia 1998 kerana melanggar undang-undang Malaysia di bawah:

Access to this site has been denled under Section 263(2) Communications And Multimedia Act 1998
as It violates the following Malaysian law:

AKTA / ACT

Enakmen Kesalahan Syarfah Selangor 1995
Enactment of Syariah Offences Selangor 1995

KESALAHAN / OFFENCE

Melanggar peruntukan Seksyen 16 Enakmen Kesalahan Syariah Selangor 1995
Breached provision of Section 16 Enactment of Syariah Offences Selangor 1995

AGENSI PENGUATKUASA / ENFORCEMENT AGENCY

Jabatan Agama Islam Selangor
Selangor Islamic Department

Pertanyaan/inquirfes:info®Jals.gov.my

Bl 17 ek %l £ 2 R0 1995 & = 87 i @ 8 T A jr2 & 5 22

225 OONI, The State of Internet Censorship in Malaysia, https://ooni.org/post/malaysia-report/ (last visited: Oct. 7,

2021).
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Id.
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233 Legislation, MCMC, https://www.mcmc.gov.my/en/legal/acts (last visited 30 June 2021 ) .

B4 |2x 2160 F T

25 Supra note 233.

2% QOur Responsibility, MCMC, https://www.mcme.gov.my/en/about-us/our-responsibility (last visited Jun. 30,
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a1t (electronic addressing ) e
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FOE PR HehEn s o

6. u#¥ < ¥ 4 (Certification Authority regulation ) —¢ % %%’E* 1% R %
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21 g
238 SHAPING THE DIGITAL LANDSCAPE ANNUAL REPORT, MCMC (2018), at 66,
https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/MCMC-2018_ENG.pdf.

239 Supra note 225.
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Blocked Websites Statistics (2017-2018)
Personal Data Protection Act 2010 (DPP

Tourism Industry Act 1992 (MoTAC)

“ 63
P Act 1952 (MOH) 108
oisons 5 ) 7&
Medical Device Act 2012 (MOH)

Food Act 1983 (MOH)
Medicines (Advertisement and Sale) Act 1956 (MOH)

Control of Drugs and Cosmetics Regulations 1984 (MOH)

Penal Code (Prostitution) (PDRM)

Sexual Offences Against Children Act 2017 (PDRM)

12

Common Gaming Houses Act 1953 PORM) |
ming Hou 5 76

Co-operative Societies Act 1993 (SKM) ﬁ

Accountants Act 1967 (MIA) ‘7
W 2017

Companies Act 1965 (CCM) ﬂ
W 2018

Syeriah Criminal Of enses Enocment [

2
“y‘

Bl 18 MCMC 4-#f 4 =h 3448 2.

L2 gk (2017-2018)

MAKLUMAN

Laman sesawang ini tidak dapat diakses di Malaysia kerana
kandungannya melanggar undang-undang negara.

NOTIFICATION

the National law(s).

This website is not available in Malaysia as it violate(s)

Untuk maklumat tanjut / for more information

B 19 % ki@ MCMC 5
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2018 # 9 1 B3 £ 0 f kd HHME S L R ¢ (MCMC) 3

240 Sarawak Report,
https://www.sarawakreport.org/search/?q=1Malaysia+Development+Berhad+%28 IMDB%29&lang=en&page=4

(last visited: Oct. 7, 2021).

241 Freedom House, https:/freedomhouse.org/country/malaysia/freedom-net/2019 (last visited: Oct. 7, 2021).
242 Supra note 225.

283 Supra note 168.
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Rm o FICMA % 233 i< Rgeph FER L RERENFF R
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FARMMERE AP &G A ke MCMC B L4535 TF 7 i 7]
b FAMCMC e £ CMA % 233 5 a @ 3| A jr > v ob > 75 3
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(=) 3% MCMC # i
gy EEaA ’E?*““WﬁWA#%iﬁﬁ Y
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[ MCMC » 12 = ? Ty % 7“"*?1103694B%51,;tﬁ£j\
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[E==

Dear Sirs/Madams,
FeEc

By way of introduction, our firm, Lin and Partners, Attorneys-at-Law, is the government’s
National Communications Commission (the central government authority responsible for
regulating telecommunications and broadcasting services in Taiwan; “NCC”) legal counsel
in a regulatory/policy shaping project concerning “Resolution of Domain Name Abuse”.

ATAEEFEREE A LA M BRI R ¢ (fF LT oA ER
2% L3 B HAENCC) 22 23208 502 RN > 7R Ml LN &5 A
ARl THRRLBEFT

244 MAHAIZURA ABD MALIK, MCMC: Almost 3,000 pornographic sites blocked since Sept 2018, New Straits

time, https://www.nst.com.my/news/crime-courts/2021/01/660369/mcmc-almost-3000-pornographic-sites-

blocked-sept-2018  (last visited: Oct. 7, 2021 ) .

285 Supra note 241.
288 Supra note 222.
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It is our understanding that your esteemed Malaysian Communications and Multimedia
Commission ( “MCMC” ) is the main official unit in Malaysia committed towards
regulations on the field of communication and multimedia.

TN “Lrﬁ’&ﬁ’ewﬁﬁfw—% ke FHREIHMEARE (MCMC) 28 ko L F5 ¢
W8 SRR 2 3 R E e

Due to recent enacted law, we are currently gathering information on the different mechanisms

for the governance on the content abuse of the DNS. Therefore, we write to seek your kind

assistance in clarifying our below enquiries regarding Malaysia’s site blocking regime under

Communications and Multimedia Act 1998.

r»i ?1 T ,,F,—(; i ,P? Z2_37E 5 AT D ]L,;z,gl, gig_‘»ﬁ i e "éﬁ;P\ 7555’.‘% 7 i
ki?%#oﬂ&’_w%ubﬁrPﬁuf*w%inrﬂm%Sﬁﬁ&@%ﬁ?
WET 28R FR F L2 S8R -

Background ¥ £ 4 &

Due to the recent aggravation of the DNS abuse, we have conducted research and compared
national governance on the DNS abuse regulatory regimes of selected countries, including
Malaysia, for us to assess and develop Taiwan’s DNS governance mechanism.

d 17k e pﬁﬁﬂvFWﬁ@’i%%%%%é“%%ﬁﬂ&ﬁi%%ﬁi@ﬁ,
EEEFAFZEL IR TSR L e LR

Question 1: Procedures for MCMC to implement site-blocking measures on particular

domain name

FA1: MCMC & #4293 LR SR HGH G2 4R

We note from Communications and Multimedia Act (“CMA”) that MCMC has the authority
to decide on implementing the site-blocking measures on the particular domain name with
content abuse.

R ACTER R RPN BIHE S MCMC § & HM 32 G2 25T e Lf
Ew#%ﬁ@%%o

Could you please assist in explaining the overall procedures for such implementation including

(i) how MCMC detects and investigates on the suspected violation by a website, (ii)
what’s the standards for determining the content in such website is in violation of Article 233
of the CMA, and (iii) what occasions and how often MCMC would invoke Article 263 of
the CMA requesting the licensee in assisting in the implementation of the site blocking?
FEHF R ERERPF W ERE LRI ¢ 7 (i) FgiriviFmaa et
VR ST REIEN ) o A m)'iﬁ?ﬁimﬁﬁiﬁﬁi%@%ﬁi%ﬁé$2%ﬁﬁj&
TARE L o2 (i) MCMC ¢ & fafa)8 5 A 4551 B35 a2 % 263
o & RV 2 RRIRIIR R e R e by Y
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Question 2: Remedy mechanism for the site-blocked to appeal against MCMC’s decision

RAE2: b B2 X AA X 44 MCMC 2 A 22 iy %

We note from the CMA that an ad hoc Appeal Tribunal may be established for reviewing the
decision or direction of the MCMC but not a determination by the MCMC. Could you please
kindly explain that whether the site-blocking implementation of MCMC is categorized as a
“decision”/“direction” or “determination” under CMA?

RACTEE 0 R A BIEE S PR SRR e N RERR TGS

MCMC ¢4 %_( decision ) £ in # (direction)> 2 2 # 7 MCMC #| Z_( determination ) °

TR T e MCMC z’v’?ﬁ&‘:&aﬁﬁ'#ﬁ R TR TR N R AR | BE R S

(decision) 2 4p # (direction) » & ¥4 %] 7_ (determination) ?

In addition, could you please also kindly explain on the complete remedy mechanism for the
site-blocked to seek against MCMC’s site-blocking decision, including the administrative
appeal mechanism under MCMC and/or judicial review by seeking relief from the court?
Voo W R F M ek A £ MCMC b 34 22 2 Fdoinsd) - @
7 MCMC T 2 (F5ct e o/R B v 2 F RfoHhe 723 4 7

Question 3: Specific cases and materials

AL 3 ApM & Gl8 T

Would it be possible for MCMC to provide access to any available cases, materials or database
of DNS content abuse or the practice of site-blocking for our reference to enhance our research
and analysis on Malaysia Site-Blocking mechanism?

FEF OF 6L MDNSP FEY SRR L ERE N TS THRA
MRENPEE KT R R 7

We acknowledge that perhaps the above questions may not be briefly explained or answered
and would be grateful if you could provide guidance as to other available online resources
which may further clarify our queries.

AP AR ETH IR AZETHE 2388 v R F FEAREFHERT
BEZAFFTRUE- HBFAPLAR > AP R o

Thank you very much for your time and kind assistance in this matter. Please let us know if
you have any questions or comments to the above, or if there is anything that we can be to your
assistance.

AARW R AR RSN BT L ER e dek b EH L P
ERRARF AL L & ERAPT IR BRI g B L e

Thank you and we look forward to hearing back from you soon.
WET P EFREE R R oo
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Yours sincerely,
k1t & #FF Shang-Lun Lin

:}6
— 7

¥# 2% 7#¥7 Lin & Partners Attorneys-at-Law

¥ ®F
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£ b TR R (ISP) F % g e A 1% 24k 52 R R IR
7 EWEF 5 (where that service provider has actual knowledge of another
person using their service to infringe copyright ) PF » & 4 B RT3 & +
ISP it {7438 LALIg - AT ISPEFF R i 2Ry g lia‘%
THT VRS ARM T TR 0 ¢ 7 RRIRIAE R LT ¢ E
(2002 # 7 + [ 4% (EC 45 4 ) # 5)) (S12002/2013) % 6 (1) (c) ¥4
eenB S S R e R il Ave f e F N g e bk al
el B RS B
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LR R 1988 # B R F A Ko R 12 % OTA ik 2 Y riidgie
3 gz e rk Newzbin2 » 3 & 74 @ 2 iz g 24 4 B jir Newzbin2 -

Newzbin2 # - B ' ¢ B chiesh, F30 7 < § 2532 47 W4l e
¢ 4% & Usenet 3430 F 30T~ F BT 7015  ffs » MPA &
X F 8 EE AR RS 0 B4 2011 £ 7 0 5 B e BT (&

< I BREIRIAREF O FLF4L 52011 & 10 * BT# &4 14
Featpe b 2 B Newzbin2 » BT i 5 2414 4 01 1 37 > 330 2011 &
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2011 # 12 * %= 22012 # 11 * 28 p > Newzbin 7 # M BF H & 31 JRF%

247
< ’ 7
DINF

Access Blocked

o

Sorry, the web site solarmovie.ph is not available through
Sky.

Sky has been ordered by the High Court to block access to this website.

» More Information on why this web site is blocked and your rights

Bl 20 # R ISP ¥ B b2 7w 2

‘TE\

"R 02012 # 5 0 BRI G #A K MPA % 0 BT R B3R
e 4 £ $ 4 7 £ 5 7 ASP r Sky ~ Everything Everywhere ~ TalkTalk -
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Wi LR E O B Y PR B R AR S RRERY

T 2 2 & (film studios )
2011# 107 26 p 7 B Newzbin2:2 e Z 4] 4 (20C Fox v BT and 20C
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—

247 https://www.pinsentmasons.com/out-law/analysis/newzbin2-ruling-sets-precedent-for-online-copyright-
infringement (last visited: Oct. 11, 2021).
248 https://www.wiggin.co.uk/insight/site-blocking-an-introduction-and-legal-background/ (last visited: Oct. 11,
2021).
249 https://www.pinsentmasons.com/out-law/news/website-blocking-provisions-to-be-removed-from-digital-
economy-act-says-government- (last visited: Oct. 11, 2021).
20 http://www.bailii.org/ew/cases/EWHC/Ch/2003/3354.html (last visited: Oct. 11, 2021).
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21 https://achristie.com/uk-court-extends-isp-site-blocking-remedy-to-online-trademark-infringement/ (last
visited: Oct. 11, 2021).
22 Supra note 250.
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2% Ofcom, “Site Blocking” to reduce online copyright infringement;

https://www.openrightsgroup.org/publications/copyright-and-web-blocking-in-the-uk/ (last visited: Oct. 11, 2021).
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“Website blocking provisions to be removed from Digital Economy Act, says Government”, Pinsent Masons,

https://www.pinsentmasons.com/out-law/news/website-blocking-provisions-to-be-removed-from-digital-economy-

act-says-government- (last visited: Oct. 11, 2021).

26 Section 14(1), 2017 Digital Economy Act.
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