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Abstract

Keyword : 4G, LTE, eNodeB, HeNB, Mobile Broadband Security

Mobile broadband network has become the mainstream broadband internet service in
Taiwan, and the important channel for economic information circulation and trading.
However, under the flat all-IP network architecture of 4G LTE, users can have direct access
to the core network after being connected to the base station (eNodeB/ HeNB). If there is no
mandatory data security measure, the base station system and core network in the IP
transmission environment could become the target and path of various illegal attacks. Thus
the data security management of mobile broadband base station system has become an even

more important issue.

The primary objective of this project is to help domestic mobile broadband service
telecommunication operators with improvement over the domestic overall mobile broadband
security technology and detection capability in order to protect the rights and interests of

consumers.

We have planned and completed the demonstrative mobile broadband base station
security testing platform in accordance with the research result and the incorporation of
international experience. And then the draft of mobile broadband base station security testing
specification has be developed via actual tests of (H)eNB and study of mobile broadband

base station security and testing technologies in advanced countries.
The primary discoveries of this project are as summarized below:

1. The International Organization for Standardization has established the  Security
Assurance Specification (SCAS) for eNodeB; the research and analysis process of this
project can be traced to the security assurance specification for eNodeB released by 3GPP in
September 2017, and the Network Equipment Security Assurance Scheme (NESAS) jointly
defined by 3GPP and GSMA. Telecommunication operators and equipment vendors will
follow the specifications of 3GPP and the GSMA guidelines, thus we are included as the main

reference for the draft of data security testing specification of this project.
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2. Discoveries in the results of actual tests of (H)eNB data security:

(1) Existing vulnerabilities in existing commercial (H)eNBs: the actual tests in this study
reveals that there are risks in the identity authentication, network management interface,
sensitive information, and physical layers of HeNB; and major security issues have been
found in eNodeB, such as the unencrypted key in firmware file, security weakness in the

website, and the built-in default password is not required to be changed during initial login.

(2) The security of base station equipment must be based on product design: the actual tests
in this study reveal that many test items can only be completed when the base station
manufacturer provides further security information. These high-end or patent authorization
functions are in the hands of technical and development personnel of equipment vendors. The
telecommunication operators purchasing the equipment do not have full authorization to
perform or understand these settings and configurations. This has justified the requirement
of 3GPP SCAS and the NESAS jointly defined with GSMA that the process certification
must start with supplier’ s product lifecycle security verification in order to ensure the

security of product after commercialization.

3. The key points for the implementation of the draft of mobile broadband base station
security testing specification: according to the results of actual tests of our team, it is
recommended that the formulation and implementation of the draft of mobile broadband base
station security testing specification should take into consideration the applicability of 3GPP
release version, the difference in implementation approaches of security functions of various
brands of equipment, and the importance of having a third party testing laboratory to assist

in the implementation.

4. There is no mandatory testing requirement of mobile broadband base station security in
international experience: in this study the information collected during overseas visits has
been analyzed in the international data security framework. Currently the international
mobile broadband network security is managed in a self-discipline manner, and there is no
mandatory testing requirement. There are only suggestions for data security protection

framework and security guidelines. As for the security of mobile broadband network devices,
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all service providers and equipment vendors are in compliance with the International

Organization for Standardization’ s 3GPP standard.

5. The importance of focus on and participation in International Organization for
Standardization: GSMA provides its members with latest international data security attach
information and SS7 complete protection recommendation. The security experts participating
in this overseas visit also strongly recommended that our country should actively participate
in discussion with international organization in order to obtain the latest information of data

security attack and protection.
The follow-up suggestions proposed in this project are as summarized below:
1. Immediate and feasible suggestions:

(1) Continuous focus on data security issue in development of emerging technology: the
continuous development of security specification and technology of emerging
telecommunication technology is worthy of attention for our country. It is suggested that we
should continue the research on SDN, IoT and SS7 protection to be included in the basic
content of data security standard, specification, or guideline of 2018 Digital Convergence/IoT

Cyber Threats Defense and Security Lab Project.

(2) Making good use of testing technology and tool of data security testing platform: for more
effective utilization of testing tool purchased by NCC, the goal is to help service provider or
equipment vendor with carrying out the test in order to enhance the effectiveness of use of
technology and tool of mobile broadband base station security testing platform. Eventually
we hope to drive the information communication security test to maximize the value and

marginal benefits of the platform.

(3) Opening of platform and field: the testing platform and various devices of this project
will be subject to modularized construction and restructuring in order to be extended to the
4G network security testing platform - telecommunication network open field. It can be
provided as the test field for domestically produced equipment and the corresponding data

security verification.

(4) Helping service providers or equipment vendors with the tests such that the mobile
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broadband base station security testing specification drafted in this project can be more
complete: it can be extended to the data security testing mechanism of 2.2 Construction of
Information Communication Equipment of Communication Industry in 2019 Digital
Convergence/loT Cyber Threats Defense and Security Lab Project in order to carry out the
trial operation by HeNB service provider. After trial operation, we can help NCC formulate

the official HeNB security testing technology specification.
2. Mid-to-long term suggestion:

(1) Continuous focus on and active participation in the discussion of security issue of
International Organization for Standardization: in order to ensure that domestic data security
protection measures can be in line with the international standards, it is suggested to
continuously focus on the progress of promotion of GSMA NESAS or to encourage domestic
companies or corporate to join GSMA in order to obtain the latest information of International

Organization for Standardization with respect to data security attack.

(2) Sharing mechanism of domestic SS7 data security incidents: the SS7 data security
incident sharing platform between domestic service providers and government should be
established such that domestic competent authority and telecommunication operators can
have better control over domestic SS7 data security incidents in order to carry out advance

protective measures.

(3) The competent authority should work with the industry to establish voluntary testing
mechanism: it is suggested that the competent authority can provide this Mobile Broadband
Base Station Security Testing Specification to encourage service providers to adopt self-

discipline management.

(4) The reporting and periodic active sampling mechanism can be included in the mobile
broadband base station security testing specification: the testing platform of this project can
be used to test the equipment of concern reported by mobile users, or for sampling tests not

targeting specific service provider nor specific type of equipment.
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7L %R : Rahnema, Moe. "Overview of the GSM system and protocol architecture."
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1. Sever auth. request carrying
service auth. parameters

Digital Identity

Third-party service
3. Service auth. token

Service
D == server

6. Authentication result Service auth. parameters
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5. Authentication result
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Downlink peak rate 150Mbps 10Mbps 1Mbps ~200kbps
uplink peak rate 50Mbps S5Mbps 1Mbps ~200kbps
Max number of downlink 2 1 1 1

spatial layers

Number of UE RF receiver 2 2 1 1

chains

Duplex mode Full duplex Full duplex Half duplex Half duplex
UE receive bandwidth 20MHz 20MHz 20MHz 1.4MHz
Max.UE transmit power 23dBm 23dBm 23dBm ~20dBm
Modern complexity relative 125% 100% 50% 25%

to Cat-1

744 &k R : 3GPP Specification number 36.306
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(Release-8) | (Release-13) (Release-8) (Release-13) (Release-13)

LTE user N/A N/A N/A Cat.1 Cat.mM1 Cat.NB1
equipment
category
Max.coupling  155dB 144dB 164dB 144dB 156dB 164dB
loss
Spectrum Unlicense Licensed Licensed Licensed LTE Licensed LTE Licensed LTE
d + GSM * GSM * Bands In- ¢ Bands In- ¢ In-band
< 1GHz Bands Bands band band ¢ Guard-band
* Stand-alone
Bandwidth <500kHz  200kHz 200kHz LTE-carrier 1.08MHz 180kHz
bandwidth (1.04MHz (200kHz
(1.04 ~ 20MHz) carrier carrier
bandwidth) bandwidth)
Max.data rate  <50kbps <500kbps <140kbps <10Mbps(DL) <1Mbps <170kbps(DL)
(DL/UL) (DL/UL) (DL/UL) <5Mbps(UL) (DL/UL) <250kbps(UL)

74 kR : Nokia, “LTE evolution for IoT connectivity”163

FAE S B o AR SIS L GSM R LTE i ¥ ¥ &L 5 B4 b
£ A R BTG ok § R E{rG LTE # i fh- B ATAE X

162 3GPP RAN #69 ¢ 3% 3F 4, 2015/10/15.

183 Nokia, ” LTE evolution for IoT connectivity”, 2017.
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s F]P e S0 NB-IoT B3 A2 &7 % & £ apFF o & 3GPP 0 Release-13 5= &

» NB-IoT & § T it 7 3 3l » i p 1%

AR e L P IR AL AR AR AT SR R P K R AL 3 ToT 0 e é’ij%"ﬁﬂ wC

R F P REF L BAHGPRS KA S 20dB REHE 0 LR R

e
Yl
e

3|

RN
MCL 7P 4§ ¢ > %3+ + {748 (uplink) /2 2 T 7488 (downlink) eig % & .3 5
FiE 160 bps el * K B 5 o

—\

164 dB # = 48 & 4§ #=(maximum coupling loss > f§ # MCL):hP %> # ¥ iz

L4 JoT * Bk & ¢ RIFHRFTOFRKES FoeB R DL T165 (F T2 28
£5 1517 2 enfpue® R 1 3 1732 F e IR BEHE > P & 32 § % W (cell site sector)
mEU A AES52547 B H o

KA B F I WL PERIENT S FE 5 5Wh 22 164 dB MCL e

PEERATF ISR D L RFFEARPETENS > T EEFTR

HAFFICHHFREFLE FiIr - BE 23 v ATPBBEAL s BB ED
FREY o RpwH R G %% ¢ (European Telecommunications Standards Institute > i

FLETSD2 % & > IoT ¥ B3 feensh iy F14 5 R Aok ~ ik 2 it & 199>4e™ §) 3-

31 #57) o

(1) &

B “ k (Perception layer)

7&&)@; mT o EEEAHRL ALY G B RS s RE LR

164 Ratasuk, Rapeepat, et al. "Overview of narrowband IoT in LTE Rel-13.", 2016 IEEE Conference on
Standards for Communications and Networking (CSCN), 2016.

185 3GPP TR 36.888, “Study on provision of low-cost Machine-Type Communications (MTC) User
Equipments (UEs) based on LTE, v.12.0.0”, 2013/6.

166 ETSI TS 102 690 v2.1.1, “Machine-to-Machine communications(M2M): Functional architecture”, 2013
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SRRIAEL SRNE SRt s ES T SRR LR S TR
Sl A ERA AR AR RS RP R RERRME R F 0
RIRE R i 4 9o Bk c FiiEY A 5 P K A e c? B blho %
BT A AR R E o BB P TRE L dod 4 28 et 2 B epRdE > WA
SHERMF AR RERRET DRE ARBET FA RS For RE A R R
WORBE FWREF N AERL  EEAVD L e R RE T kLT
FELEBT RS P o

mgr\l‘\

BN

E

(4

=\
Ty
by
z

~=h

(2) %8t %k (Network layer)

PR T AL B 0 RRR R U Z T K (Y5 A 2 B iR
fRL T e S I e A MR AR TR BTG 0 TR 2 e

BEFFHIL i FTEFMALBEDP > EABREERAY o Ao~ B EER
FehA o A PR BT BT BT R IR AT 0 RIR D
S NA LR X i = St ﬂubiﬁ“ﬂ%”‘%"?%é»%ﬁ*ﬁ

IERE S BERER S FERREME ERRER ARSI FBR R R HFL R
7 3G~ UMTS ~ Wifi » Bluetooth ~ iz *h & 12 2 ZigBee ¥ % » F]pt » e ptchl #E Hf0
MR R 2 B enTopl L k2 f £ 1687169,

A AR R e

(3) & * %k (Application layer)

P ey BAR IR TRk | uE TRpE | hipeme R - A R
13 £ PR B JE Y B8 TR ) N kR LT R K R TR A
PR H I I SR K E TR BT RREFA > M E e @ RS
”@‘q@”#ﬁﬁgi%ﬁlFﬁ%ﬁo%%:ﬂ?%%%%ﬁkﬁﬁbﬁ’ﬁi

A S EREFEBEACE D A R IR RDNF L s oY o TSy s 17 8

5 ¢ BT E F ehBk if 1t (optimization) ¥ p # it (automation) > K # T 2 sTag &

167 Yun, Miao, and Bu Yuxin. "Research on the architecture and key technology of Internet of Things (IoT)
applied on smart grid.", IEEE, 2010/8/26.
188 Khan, R., Khan, S. U., Zaheer, R., & Khan, S, “Future internet: the internet of things architecture, possible
applications and key challenges”, (pp. 257-260), IEEE, 2012/12.
189 Suo, H., Wan, J., Zou, C., & Liu, J., “Security in the internet of Things: A Review”, 2012 international
conference on (Vol. 3, pp. 648-651), IEEE, 2012/3.
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EC I E M #—mmmmmmm—m——— B EEFME

TCP/ IP4aFR 4 2% ~
VPN ~ 478 &4z 4%

W 3-31 10T % #-

FAkR ¢ ET G 02011 & 127

ZHEL DE BRI RP B R L A R B P B R L T A S iR
R AT - 25 > RN FEN FELERBER 6 A
KA o e LA L U] AR G 2T R PO KRR PR Y G AT
fode i N EJEIRE A E T F 0 B0 5 RS R Y FRATHIRB AT 0 T

2

By 2Rl mAR I AL B B L eI A R g RS BT Beh
AL &2 a9t BEe o E- HRFARDEFERY B o

Foh- Bt Rt EAFERD g B o d W ER G g 0GR S R D
B o AL BHERAUE SO P oo X TRV & BATIIRTE 0 T
PRI S R ARG AR v B S RRIOLE fadhor
T30 % i 3 pke(Information and Communication Technology » f§ i ICT)f# &5 12 2 &
FAro QA R A T E ST L B R - B SR LR SR
BAUHE o kR RO R L ER A S5 FhRoRES AL BARBTE
PR LD B IR eng i S AT

170 Botta, Alessio, et al. "On the integration of cloud computing and internet of things", 2014 International
Conference on. IEEE, 2014.
111 Zanella, Andrea, et al. "Internet of things for smart cities", IEEE Internet of Things journal 1.1 (2014): 22-

32.
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o e i Lf}?gipmﬁ%’**iliﬂgﬁﬁ’ﬂmﬂai\'\m??)%””‘*:“ A
A A5 ’—%é_m%%mf%*“ g AL pgh?‘ MRS ¥V - AREF 1
PR FAS ARG FEFERE A F RN PRI BFE R PR
ERLee BAREFRT GRS AR RIREE AP TR K ik T
RERDFEHEE - FRPES BRARTRY > v g B 1 E 4400
RSP E T ERE AT LR RERW A LFEA R
i SEPE P Rk g e f AR F R E AL R Tok Rk AL EEY 2 e 2 - o
B TR RT o G E g FR ok o R A G AR o

2. NB-IoT A% #

"%— AL Fo BhS 4 2E Jf# ‘b » & 3GPP Release-13 ¥ 3 w|3% 1 7 NB-lToT 2 # % ﬁ » NB-
10T 7 &% M2 s GSM > i # A 2 & 5 % 75(GPRS)fr LTE $feerti it £ % M4 o
NB-IoT T 74t fr + (748848 54 % © (-1 180 kHz > 4p % ** LTE @ﬁ]ﬂ - B F
h Hi.(Resource Block) » i i€2¢ LTE ¥ 1.4-20 MHz 594 % i 1% & Fo en i iy o - §
F1G T 6 BB A fe TR I e T RGP B 0 @BRIEES KR
LR 2EF LA REDNFED N o blhe GSM T3 57 1% NB-IoT 5% -
GSM 4 it (200kHz): & & —“‘Ff 431 i #- 180kHz e~ 2 3 /B ( physical Resource
Block » fj  PRB) @ ¢~ f# & fie’s NB-ToT & LTE Ut p 7% ; R £ 487 1 ta
LTE f‘ Atk A ¢ 3% NB-IoT -

NB-I0T % i£ & * 1 LTE f  ehgtils> ¢ $57 (74dbt 2 2454~ % & 55 (OFDMA)>
L EEURA 5 E 5P (SC-FDMA) - 413 5k £ % 0 B F R S B A R R ATE
SPEER o # P 0 AN LTE R & fodc % BB H - 35 B % NB-IoT & 597 % chiF [
B A SR T A BRREE AR e R T
2.1 BHEH

-Io =x) }%‘—}iﬂ -——‘F’F'"‘ BRI ol
NB-IoT & %" LTE ¢ EPC 4 jt 28 .5 % & H # 8Lt LTE it » NB-IoT

T2 Bk AR F T BRE LE » AT bR, ¢ B 5 12(6)", 363-365, 2015,
173 Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper”, 2016.
ik L pEEe, 3 3, “NB-loT & iilx 5 % B 7, ZTE TECHNOLOGY JOURNAL, 2017.
150



B2 4o B 3-32 0 A & & 5 & S4% » 354 (Evolved Universal Terrestrial Radio Access
Network > f§ # E-UTRAN)JZ % %< % (Evolved Packet Core » f§ £ EPC) » * = = 5 T
B <hié * K & (User Equipment - f§§ 4= UE) > A3 5 5 T B ¥ E-UTRAN NodeB
(eNodeB > i 4 eNB)!"> ~ 170 o

Sl—f’v’”’v’]EExf’ MIME SCEF |-
--------------------------- A ; ~

,, s i
ClaT-Uu, | :
si-u | ] SGW |l PGW TI:-’:}K s

W 3- 32 NB-10T % B % #- W)

7k % R Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper'’”, 2016

(1) % 3 g (Core Network)

0 Bt AR5 B dcdy 0 ¥R iE 4t e & 5L (Evolved Packet System 0 i £ EPS)
¢t A B 4 (CloT) % 0 424 & (Control-plane)£? * + T G (User-plane) » 4 %]
PABERBEALABERT XL 0 A NB-IoT ¢ I AHEAI BLGEFREL e
d W 332 ko d BA 4l 6 CIoTEPS @i » 4 &7 * » L5 CoTEPS i -

Ly dlT e EPS it @ » b 74 TR _eNodeB(CloT RAN) @ i% 4547w e ih
# 2% > MME (Mobility Management Entity) » /g4 » ¥ 123 3% i€ i SGW (Serving

S $pae WIRA, 408, R4, % 3G &2 LTE h Faepe™ 5 £ @ MG PPl & 232
w7, Journal of Computer Science and Educational Technology, 2(1), 61-78, 2012.
76 gn s §, & @ iE, “LTE %4f, 4282540, 2011
17 Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper”, 2016.
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Gateway ) % ¥ ] PGW ( Packet Data Network Gateway ) > # %_F| SCEF ( Service
Capability Exposure Function ) » {$ # 7w e 2o IP(non-IP) AL 3% o g ik H g
B Pt PR E (CloT Services ) » © FARB By /A0 F = & i #49 Ip cpR [T
WiE e a3k Y G 2 2 dkdy & T K (dataradio bearer) © @ E_& 4 mAT K
s (signaling radio bearer) t 4 i Heif A o+ 12+ 3% R i £ U H B fep) T
#l4té o SCEF #_5 NB-IoT % 3474 8 » * i 4§ control plane 1 i% 24 [P #c¥j
£ RBEIRIE (GRS B B AR BB A ) JE B ST B 4T 6 (User-
plane)EPS it » 21 A FHLIEE A9 e 5% @3 T > S i radio bearer 3% T4 -
i i SGW fr PGW @,ﬁ;f]i'llf%?* PRAAE S B ARGE B A - BB LTS
BAANEE A S B P o MR PERL P ozt [P ﬁ;;:}ji@ﬁ;f] o
(2) #: B~ 3 B (Access Network)

BRI B HHEL 2 LTE G @@ %% o 407 B 3-33 > eNodeB # * S1 4 &
#42F) MME {r S-GW > £ #34 NB-IoT i L {r#icdp» 2L § o i 25 T &
% (Handoff) ¥+ % T eNodeB 2. FF 1744 — B X2 4 v » & 7 & UE i& »
BRt-d £ Eg e

[e

i

ol
/ .

W 3-33 #B I LY 4

74 % & : Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper”, 2016

(3) # & (Frequency Bands)

$HOIEE > @ % 82 LTE ¥ 4p b ol 5 > 3 #4304 LTE s34 fie % NB-IoT -
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% Release-13 # @ & 7 NB-IoT #7i¢ * g El > 4o 4 3-11 #7577 o

% 3- 11 NB-loT #5 £

Band Uplink frequency Downlink frequency
Number (range/MHz) (range/MHz)
1 1920-1980 2110-2170
2 1850-1910 1930-1990
3 1710-1785 1805-1880
5 824-849 869-894
8 880-915 925-960
12 699-716 729-746
13 777-787 746-756
17 704-716 734-746
18 815-830 860-875
19 830-845 875-890
20 832-862 791-821
26 814-849 859-894
28 703-748 758-803
66 1710-1780 2110-2200

F 4L kR : Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper” 2016

22. Wk

NB-IoT i * 3 %8 & 3+ B e B RS 3 A2 280 s o fr i & A (71 |1

T AR AR T

'™ Zayas, A. D., & Merino, P. (2017, May). The 3GPP NB-IoT system architecture for the Internet of Things.

In Communications Workshops (ICC Workshops), 2017 IEEE International Conference on (pp. 277-282).

IEEE.

'™ Wang, Y. P. E., Lin, X., Adhikary, A., Grévlen, A., Sui, Y., Blankenship, Y., ... & Razaghi, H. S. (2016). A
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OIREL T EE

NB-IoT #77F 74afk A »> 82 LTE 4p ke ¢f7 15kHz + %3t ¥} ¢ OFDMA - slot »
subframe fv frame 4% FpFF & % 5 0.5ms > Ims v 10ms » 22 LTE 4pf o ¢t > ’&_%fﬁ
%o ® (cyclic prefix ) ##F § pF i 1 slot $258fo& slot 9 OFDM # 5L#ic® & o s &
LTE ¥ ¢fa ke o F B+ » NB-IoT i‘iﬁ‘» EaEI Y % - B LTE H# L F iR > i
180kHz =+ = i 15kHz =3 f‘ Ao £4F @ * &2 LTE 48 F 9 OFDM % 3#cfie & (OFDM
numerology) * #& T {74aE: ¥ &7 LTE chk 3420 o bl4c > § NB-IoT %% & LTE it
POEE s BT F4aR Y Y NB-IoT #» 2 F AL 13 His LTE 2T RHA 2 B

th}‘o

(2 ridEH>H

NB-IoT s} {74ée £ 4F A4 fe H4f @;%Jo SR @;% A E 5 & LTE 49 I e0 15kHz
+ i‘ A I 0 0.5ms slot = 1ms subframe 77 SC-FDMA - ¥ 47 @ﬁ;l RIE_ A 49 8 58
15kHz v 3.75 kHz - 15 kHz %32 LTE 4p ¢ > j&& ft (74857 F 32 LTE g i
¥ Hia o 375kHz M4 S dcpie k@ % 2msslot o £ (F4AE 4R 0 b {7445 NB-IoT
f- gt * 180kHz e0,% Sudf B o

(3) # fEHS

NB-IoT # 2 = 3R % 20423 180 kHz chiz e ¥ * Hf % o » ¥ Ut %¥ 4 LTE i\-,)i
PE A LTE Ul B p 0% - £ 4 3 A= SR 3-34) 0 - 2 Eiphie
(Standalone ) » = ¥i& % %ZE AL (Guard Band) kv > = AR FEITAELP &
# (InBand) ' 57 7|3 BREW » - &4 2R " RS E X9 I NB-IoT » 4r
700MHz ~ 800MHz ~ 900MHz % 3t 1GHz s7Hg £ o ¢k » B EF 74 W2 Hiedp > » %
HFHEiA >0 EFR A NBIoT AL 2GGSM 7 { #end B M > GH%E §
20dB> TR AEP L R EFTFUEEEF

primer on 3gpp narrowband internet of things (nb-iot). arXiv preprint arXiv:1606.04171.
154



Standlone

l Guard Band In Band
| 1
GSM /UMTS/LTE\ [ LTE \ / LTE \
200k 200k 200k 200k 200k

W 3- 34 NB-loT a3 3\

F L kR : Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper” 2016

® [n-Band : f##& & LTE#g & > f1% LTE §* /& (carrier)p £ resource blocks %
@4 > & In-Band 4% 17 ¢ » LTE {o NB-loT 2 [ énF R A iz 2 L 2ih - 3
AATF AT & % 0 Gl4e LTE 0 0 enTRB - 4L ogs * stidde > i 091
T E o hede 3-12° Aron 0 A A EFF R E 1L.4MHz c0LTE #g 4 p 8k 0% -

% 3-12 ¥ % 3 NB-loT In-Band #3% ¥ ¢ LTE PRB % 3!

LTE system 3MHz | 5 MHz 10 MHz 15 MHz 20 MHz
bandwidth

LTE PRB indices 2,12 2,7, 4,9,14,19,3 | 2,7,12,17,22, | 4,9,14,19,24,29

for NB-IoT 17,22 | 0,35,40,45 27,32, ,34,39,44,55,60
synchronization 42.47,52, ,65,70,75,80,85
57,62,67, ,90,95
72

7L kR : Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper”, 2016

® Guard Band * fi2& & LTE W& Ag 6+ > f1* LTE 44 ¢ A i * chresource
blocks % @ﬁ%] o
® Stand-alone : & * H is fp* ik F 54 kAR AFF KT EAL @ﬂi%l e
oy * nGSMAEE > B 55 200kHz > AAEHES R AR ET 10
KHz ik ¥ I
(4) Frame 4= Slot 7
T (F4aEs ¢ o OFDM & * &5 8 k@ (CP) W If<h ISkHz + it - &
i# OFDM symbol ¢ 12 Tﬂ;ii\l;‘ﬁtﬁiz‘»‘ s ik % 180kHz eE % o — B slot ¥ # 3 =
OFDMA symbol - resource element 4% € & & — 1 OFDMAsymbol ¥ - i 5§44 » 4o
™ B 3-35(NB-IoT slot 7 #£) ¢ - B> £ -
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-
}- subcarrier

o 180kHz

t

B 3- 35 NB-10T slot 2 ’Ef_

F 4L kR : Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper” 2016

ig® slot 14 LTE 4p e e % 2 & & subframe {r radio frame > — i radio frame #*
H 10ms > i 4 &)= 10 B subframe > — & subframe d & & slot 2= > 4§ 3-36(NB-

[0T frame 7 4£)#77% °

RF RF RF
n+l n+2 ® ® ®
W—J
10 ms

SFO | SF1 | SF2 | SF3 | SF4 | SF5 | SF6 | SF7 | SF8 | SF9

1ms

Slot 0 Slot 1

~——

0.5ms

® 3- 36 NB-loT frame % ﬁ

74+ %% : Rohde & Schwarz, “Narrowband Internet of Things - Whitepaper” 2016

NB-IoT #5d 3.3 GSM 1 2 LTE ik bigfiecit » 7 27 U0 B PR E
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VO iR E,‘L@% AR A TP A MA I aRTE ) A ARG R &

w,g%%%xg@+aﬁﬂAﬁﬁ@ﬁ%%ﬁ¢ﬁ+ﬁﬁyyxﬁi@ % B RA

M

4 7L o

D —

3. ToT B #HEHIF

PEpRedRd SN BIRA Y PR KA ET R BERRMSETHEF B B8
LEAEAS LG LR AR HFTHER %m%ﬁ%m’é;%ﬁg§%~
ESD A BRI ROFERY 0 SO PFELRALL TEHATI < ARG R
g@#f‘rf'l‘l’&ﬁ’/éi s W EIRERBA s 2~ d e \:‘;}:‘ SEBEES ,aﬁgﬁﬁiﬁﬁi@'

iz df o
Ph s BB G SRR B I M B R R R XY R g T
A R L F 2o P A MG M PR X 22 ER R AR RS
AL IrRp b hd 2l o] RREIRERE S 2 BRI R SR
A BB TG M A o BRI L FORRAE C REE RER 0 Tl
ERELF AT AL S R PR KR A 2P ARG
LGS P o dolr £ 31347 R N AR TEETn% 27 R BH 53
B K> E - B 2ehpEERRSLFEP R F A L FEIT AR

8 Jp B 180

(1) # % & (Confidentiality)
ﬁ,/},’.?,}im:g ﬁ.b}jrp’i_ AR < i;:%%m?* =g % EE R o B
p*r}—'m?ﬂj v % R FEER R AF e _ﬁvﬁﬁiua ?;j'f’_& A

(2) = EFH (Integrity)

*”EEP }gé%/\ L :‘E‘_ :l: —E\_} ‘&;}f_’ ’ *"Tl,(: }Eﬁ;&?ﬁlﬁ*g:lg& N {?’ {—Eﬁﬁj
B o v E Pl LT AL E LK

180 Mahmoud, Rwan, et al,"Internet of things (iot) security: Current status, challenges and prospective
measures." Internet Technology and Secured Transactions (ICITST), 2015 10th International Conference for.

IEEE, 2015.
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(3) ¥ * [ (Availability)

ot

Pt 20K
feehie % o

34
I
i
fmf

S B | ENTOR  RARI TRk B 3

(4) 33 (Authentication)

Wi Eer chE BHREIR G BNIRBEA R R o KA S BEA L TR
- AR Fibmed ¢ Z A8 ROBHOGEL A CRBEE) A
A R g g A R - AP T R o A R B AR - R PR
3 APRLFE o
(5) #= & B f2 -3 2 (Lightweight Solutions)

S ERL e an SRRk L L N R S I D) SR S S TR

ALZE - BRI A AR R RESEREY KE 2 TP Y E DS
Fla & Bie ey Bipe? cnkl FiEF O TR G EER ARE g 4 o
(6) & 4 (Heterogeneity)

PRRERE LS CAREDBHEICA BPOOERT SR EE T E R
ARBH AN A G 0 8 R s i b oo F PR Rk RV L AR

BPEEME I RFRT Y « SBREOP AR Y A BEE N LB

ZE FR TR R RS RS RR 2 B lS o m S ERY - K PR R AT
RPTEE > - BPEELF-FRVARLSIN R 27 R R GgEY > AT Lt

IEL I EEERST RN YO

(7) ¥ % (Policies)

LR ATICR R B R TR TR §iE > £ R i AT e
KA o R RE B 'E‘W"'FKM A R o & 37 PRV "F’S'L’» JBF 7 e 2RI
553, (Service Level Agreements > f§ F-SLAs) » o *t 5 miechf Bt fogd a1

TFg BT H N T P fr B R 2 PR T A A G O TR ISR e R
WAt T E S HME PR

(8) £ 4& ¢ = % 3 (Key Management Systems)

LA Y LR Uk BT RET RS R Ft o TR Ay
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£3-13 pEet 2L

) TEFK LA
. TN
! Lo . . AREHES
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. FRIBT . SRR
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T &R D ITSA p o s 218

Va3 -"lﬁf?'ﬁiﬁ.f’#—ﬁ?}_ ;@; %‘% ﬁ.‘}x?% ?‘Fﬁ*pg _/1;_! =z > ﬂﬁ% ',1:\182\183\184 :

(1) gk %2
2 50 {iﬁimaﬂz@&»w; i R s E T warﬁwgﬁ; HE T84
e R RPT B MR G R TR AR RO E O BRI R
2ENEE KB X 2 S VTN WA AL bR S A KE A
EENE R S R S Rl Rz oLt PRIMELE S R s
e EARE TR #m%f&i»{f«ﬁ% 5 R SRR AL L i e
BRI TR LG He R AT REF RS SGHRT LAY LR ER

8L ITSA # ¥ FTRRIFT £, “F Bt >
02 BAk, REF & HRAPEKDT 2ERPY KRG B LK %S 2,(6),0-07,2011.
183 Nipp Pk » X gEH R L P BT 4R 2(1), 40-53, 2015.
B g m, X P "AT HERGKLE LT >4 %7, ZTE TECHNOLOGY JOURNAL 23,
2011.
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F ARG hE 24 o AP OTRAPHL S > 50 R R R RS
AR ER P HEELNRAEIZNEIET R PRI R ARk Y R
P E Se BRI A4 E T~ BRI X 2B o e B N hlde fEE
R M R B R] e 7~ BBk St(Intrusion-detection system 0 f§ fi-
IDS) -

BB T R EEFRER S BIRA O BEARRG

%
'm‘/‘é’: é\ﬁ—’xg/@ﬂa ) rﬂl-la ) :Q .,L,rT’J'5E ig;%}&ﬁt l___;}?zﬂ'&l_,t};—_ti r\-l»}?;fiﬁ,\—xrﬂ ;(/ ) lA:E-'J"I
Ex

BRI LT AT RAFRT i B E 2 oA EE T 4 Ts’ﬁfﬁ;ﬁf‘u

5T RN A AR T A e R R 2

Gp TS B AR < BOTH LT REEE TR REE I 2T
BEABUEEL >0 5%;&%;\ VIS e R 2 - o AT ] 3-37 A1 o B

TR @ﬁiﬂw b R FERLE bh’#%‘iiim“/év\’“?i’—— I szﬂ;f%?«-—
B R VEBNR AL ST T A S v E RGBT
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185 Shah, P. G., & Ambareen, J., “A Survey of Security Challenges in Internet of Things (1oT) Integration with
WSN”, AUSJOURNAL, 2014.
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W 3-37 £4kE BT

TR KR A BEER

C. » &Rl % Si(Intrusion-detection system > fj i IDS)

* Pk 5L(IDS) 0 & 1980 # pFd  Anderson 3% Jerpr A 180, p g FTes kst
%m@ﬂmﬁ’@ﬁﬁiwﬁk L KRR T BT A A o
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