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9/25 | Synopsys * Defensics Introduction
R&D Center | * Roadmap session
— Defensics2017.09 and 2017.12 release contents
— Upcoming new suite releases
* Demo session
— OSX Bluetooth testing demo
— NFS vulnerability presentation and demo
* TTC feedback session
* Protecode introduciotn

9/26 | Nokia * NetGuard Portfolio introduction
Security e Live demo
Center * NetGuard Identity and Access Manager-

— The demo shows how the system enables fine-granular
access control to administrative interfaces for a system
which itself only has a coarse access control inbuilt.

* Endpoint Security-Live demo

— The demo shows how an attacker hijacks the video feed
of an CCTV camera (loT device).

— The demo shows how a mobile phone gets infected and
how the attacker harvests personal data and remotely
takes pictures of the subscriber.

9/27 | Nokia * DDoS detection and mitigation over future networks
Security — Context of a network critical application: Remote
Center Surgery via Cloud

— Requires reliable bandwidth/latency
— Sensitive medical/patient data stored in this cloud for the
operation
— Potential prime target for DDoS+Stealing data
* Interconnection Security
— SS7 Security- Live Demo
— Diameter Security
— loT & Interconnection
e Compliance & Regulation from GSMA & 3GPP & ITU
Security guideline Worldwide security deploys status and
audit requirement.
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9/28

Nokia
Security
Center

* Nokia LTE Public Safety
— Introduction
— Spectrum & Standardization
— E2E Ecosystem & Architecture
— Deployment options
— EZ2E Portfolio
— LTE Public Safety cases
— Live Demo
e Compliance & Regulation from GSMA & 3GPP & ITU
Security guideline Worldwide security deploys status and
audit requirement.

9/29

VTT

e Tour of Millimeter-wave lab

e VTT introduction

e TTC introduction

* 5G & 10T testbeds TAKE-5 & 5GTNF

e TTC projects and expectations

* 5GPPP-ENSURE project

* SDN security demo

 Discussion on collaboration opportunities
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= ~ VTT Technical Research Centre

BT BESWRFFHEAL Y S(VIT) = 230 1942 & » 5 ﬁé"fé‘pb i
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FATEHE R A8 2470 X > X 68% s AR 0 14% 5 AR #1Liks
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Srd -~ 2P ERZER

- ~  9/25 Synopsys R&D Center %3 % &

Fo RAPRE LTI EZ P L4458 p (Oulu) Oulu 4233 5 A_g M b
ARFHREZ - AN AT FEFIN TSR FATHM S R LR B ICT
AEp 80 & 4= SHEBED 2IRRH . THF L FIFFHE Y REN
PR EEFRERY O FFRARRAEORBBITNE L2 @A%z g - TP
SR I AL APERR A AFIA 1S L R ey

¥ ANEPEARL AR T L RPIEHEEFF Synopsys R&D Center » 3%
3R A VTR G ML T I B REE 0 A & & 5 5 Defensics 0 » #_NCC 5 23+ 3
R R L & B RR AL S B P BRIRRE D IR R > BT i
RIFEP B ARRIGEE- 86 1 TTRILA P $o 28 2 p Beend S oy~ - B AT
PO TERRNZBEFELS e iR FTRAE B ER A WFERT

ﬁﬁﬁﬁ%ﬁﬁﬁaﬁﬁ’gg%%%k%§$ﬁ@%@MH%EAﬁ%Eﬁ?i&
KBPAFHEE  FRELTEE (&r Verizon) 7~ & FH srp » 2 MK K LT

Defensics Fuzzy Test °

A E ARG T AR T A 0 2 A4 EPC B4 LEFR Y
sk # L U5 R(SCTP ~ S1-AP ~ X2-AP...etc.)# ] o @ &3+ % 2 Bl b (k) &
R LT EF 2 RATRIROREZ b Flt T AP F MR Fianlz £
R ;r.%ﬁﬁ TREFAFARSHERI T BV HEEITRE 2 PIREXN VB
A E A HPIRAZ ST M3 s T kR Lg#g;y;%p;i %E o

<

$ 178 Defensics A% A R gL AP A5 Bzl A kg p o g R
EB L AP E A BB E S §F AN AT LS S R R IR
(NFS) ss Bhfgipl » B2 e 2 2 = p TR F BT 4 2 i F 3 2 & (Software
Development Kit > #§ £ SDK)iE*ﬁ IEHREREY BAP e 2B E S ARF EEY 2
VLD R B AR F AT TR IR Z TR

BARABETI Y PEETABES o UT L ERY HHREL B o
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W 1~ Synopsys R&D Center &2 € £ R & %
(— )Defensics 3 & a2 A F 5 B Lok

AWPRARESNFREEEF S Al A R F o f R e
PERETERPG R ZASFRERKGELP» A K JoT £ {FHUE ML T2 user

friendly 692 & A2 o S 2P F A R g o BH I B FE ravﬁTﬁ WAoo
B 4o R LA BEHFLATRG ASRE -

2 g WA £ T L (Software Integrity Platform » i #£ SWIP). & » m4e = kS a3 B 4
# 1 8 (System Development Life Cycle > f§ # SDLC)® - s f g ch& > 2 &5 >

T E 2 A e
et asmpMid At 23 F JoTE AR5 o

HFT PR SHRTRALENET AS > UK A 2 MR PEEEE -
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PLAN DESIGN IMPLEMENT VEmFY RELEASE RESPOND

ssiB SAST SAST / SCA DAST Insider Threat Detection
BSIMM Software Composition IAST Network Pen Test Red Teaming
a eling Analysis (SCA)
MAP DAST Pen Test Threat Intelligence
Security Control Design  1AST
Test Optimization Analysis Fuzz Test
Fuzz Test
Pen Test

Wl 2~ Software Integrity Tool belt

7 KR - Synopsys

(Z)E o3 ATmg2 BEbhR1EEF
B35 BLRRI A A SR Y - @R A RORALAR L R PR

BT PR S AR B 0 TR B A R AR R B 3% 0 P 2 2

AHORRIE > T RIS AT SRR ERERE - HE MG D T E T

B 3 # (Zero day attack)# 3 i i3 4F 4258 > B H 21

%m‘%.'ui I’}Zrd”l,[[{ybxg‘_ -}-b% ;\,—i F’Qit—"

Anonymous

Happy
Hacker

Fuzz Surface

Setup env

Expected: no crash

N\
M 3~ B RE A W

F AL kiR : Synopsys
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1. $ & AAEFT KL 3 %% RE 7 (OSX Bluetooth testing demo)

P- LR RS A AN E T ES R FH KRR RRIL BT
A2 MRS R R E A sk e PR P4 L2CAP © % i windows j Y
B lRpl A 4E 0 AB T EATE S A S S8 anlep] o Ao BEA B AT B
¥

N 4
2 =

L A B AR RIS ELE E o A 2B IR A il EE o A PR M

A
"

£Y % T B = (Buffer Overflow)® # - o 7 33 B35 4 NIST-CVE #f

~

% 0S X 10.11 e % EET e Fh@aa g pw L2CAP Test Suite! & $% &
windows platform » F]pt 3& ] OS X T H B F ¥ av & 7 ORT# a0 L AT A o

W 4 - Defensics % A R #% it 2 3L OSX Bluetooth testing

2. ReRAhRIRIZ(NFS) 33 8h4& R & 57 (NFS vulnerability presentation and demo)
Rk % PRAS(NFS) 53 ghth ] fa44%F k su b @ % 5 22017 # 4 % 18 p NIST?#7
O e RS 33 BEAE (TR0 3% 53 Bhy AT i e ELAE % % S(Network File System
i # NFS) v2 (RFC 1094, 1989.03 )£ v3 (RFC 1813, 1995.06 )5 # 2 Z_¢7» Ubuntu Linux
ProsR A s 401 & 412> F PR A RA S @ A BT & 3 4 Ubuntu4.12 Kernel

! Synopsys, L2CAP Test Suite Data Sheet.
2 NIST, CVE-2017-7645.
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nﬁﬁ,__ Bk SR 4
panic & Ubuntu 4.11 NFS service crash °

HBAEFORF ZELT R R AF DR CF T ANBARIGY > 12 g
T8 5 B R T Ay R R 2 R N R e A
FORRR S E L Ubuntu f Sen % o 5 h3a5% 2 7 sk 0 B oA NFS3 Server Test

P

AR T gk

b

Suite® ¥ AP if * hiTE KHRE A @ h g kY o ﬁs? 4w
2000 & 12 " 2_ 183 e NFSv4 (RFC 3130) 375k & # © 413
PENBERFIFTER A X FEFEFE LD

SN
I

e LR R0

RN

"
¥

‘F}-

N
'

G G A A

F_k

G5 BT A o

(E)F= BB FEEH A
ﬂ%ﬁﬂ%@ﬂﬁﬂé%ﬁﬂ~é@ﬂﬂi;§@ﬁ@’@p;@%éﬁiéé

g RARS O REE S FRBERAT SFTERBEERY 250 1 o (Application

Programming Interface > # £ API)w» v 2t — & | 4 %8 2 0 B ¥ %% £ © (Software
Development Kit > #§ 4 SDK)# it > 4p B @ * 2 f2 4 f5 it 4o Bl 5 977 ©

PROTOCOL

PACKET
CAPTURE

T

CUSTOM TEST SUITE

PROPRIETARY PROTOCOL
Packages

TEST CASE GENERATION

. “Future CUSTOM

W5 BWRE R

PROTOCOL
TRAFFIC

M End user code SDK BASE

!

SUITE
W Synopsys IP

F#L &R : Synopsys

A
PR A AR CHE R RAZFRA FREFENRT F 46
PRl B i LA 6T M (A RBRITAET R P B R & -

R P L 42158 JAVA & python A2 N E S 8 vt 0 ¥ T R T ELT B4R
&
A

3 Synopsys, NFS3 Server Test Suite Data Sheet.
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(= )#54& ¥ e & A 471 £ (Protecode SC) f§ 4

FHLW/MAT 0 50 e A SR E AR F]lm @ * open source ¥ % = B iR
SR > RN T T S TR RIS R 1 A A R A
AVEERON PR AP F RNV AL FASAN I LR R SV UK
Bepr Tk b B3t KA EF AT BERL > HY AR 2HEATE CFRE
BwaF 3 PR FTBIES > AP IR T B 6 7T e

Cloud Bill of Materials
Protecode SC Software Vulnerability assessment
Composition Analysis High-level license report
Missing exploit
. mitigations
Local Appliance Infoleak (eg. Embedded
Protecode SC Software secrets, URLs, Emails)
Composition Analysis
® 6 ~ Protecode SC & #* f%itt
7 KR Synopsys
BB L - BAD RE RS K g el B gAY 0 ER

CERR BN T E N SR L LN L REE RS TR S Y R

T 0 T A4 ZEHI* 2 opensource 2 % = 2 TG A & o

é%ﬁﬁmﬁiwﬁ%%%’ﬁé%@#mﬁmowiﬁ%zéﬁpﬁ&

PR ApRE FOREE T 0 SR R AR S ARV 0 U E S TR RAR B ik

PAA AR BRI AL e LA T F Bl A R E A
BECE-e R 0} R

(I )TTC feedback session

i

AN
~=h
=

TERBIE R FRBITALI] OR R AP AL AT o

1. BEEBrPREZIZBLAPRIZ ATRFEPRALE?

2

Sl iR AR »;f;pb,«r};g;.}c‘ N g\~ I 5\7 ﬁﬁjﬁ—gﬁq& Pﬁ
El

o i

B 43 0 AP wa BFF 5 Defensics A8 4 B AR om0 4R

FoHRE- B REBRRPRES > TS A R ESHEF > 258 F X R S B

FEBERPIHMEZ TS A AR THERRAPM PR TRBIL B P
- _12



G- B R
L STRIRN =1 R = ¥ F = T C SRS L SIS
A S F S S SR K BT A IR R Y o ST A R4 T e

HhB v &g M a2 %eE -

2. IrHEHSRATEEITAL AN SHBBEFRT 07
ARG A R AT o FIFEFIRBE 0 R RIS BV AR > TAE T K A
- i@ ¢ hf2 A o @ Defensics 2 |1 LB H - B 5 - R PRI 217 ¢
B EFESBHLTERAY o RA - HHRF R TEMRLE AT LR KR T
WP ROE RPN R E AT ENEE AT s BRI PR SR
ARG EAY ABRPFRAE o d T L F G E L S RE AL R 0
RIBHA RSB FsTE g Lééﬁﬁ%Wﬁ@ﬁﬁﬂﬁ—ﬁ’ﬁﬁﬁ%Q%ﬁ

BEAIY BB ERREIL - HE LT PR IREIA S REER T T D
FHHFB oD P T LA - BRESIIENE TS EE - 1 BV sl
B4 LH e R R R

Pt B R iEARY > MBRER AT T M e e 2228850 06

X EFC ST T R ST S Tiﬂﬂﬁﬁﬁi’ﬁﬁﬁﬁﬁﬁ
WATF
Yo T AR TR A R L BRRIZPIEE & R 2 E R Ubuntu

(ll’f o I'l & ““"q F‘: ’ "'T}i /?J’éi/] :Fl— ( E& IL)l'-}- l—— lﬁ-@}é‘:}: (l/}lJ

Linux 4.11 87 4,12 s 3} eid 3045 233 8L R 4p e eid 20 % 2% BSD~UNIX > Windows~
OS X... % st » sVl kS R EIEE » ¥ 7 gﬁ"ﬁtﬁ’iﬁ‘lﬂiﬁi 2L) o o iR A

B TR E R R o ATt - TR G o FIR R Y P B R (755 BF R D
AR R EHEI LA 2 R AP 0 BB R H %R -

3. EEFVHREAPMESITORBEMALELS SRR ST ?

TEGFFEF RGO A T eI REFAF T FIEE AR BT
Wﬁ%m&éifiiiﬁa’uWéiﬂN;ﬁﬂ+w Bl 2 kg2 pER 0 FA Y
S REEFTERRIRRE FRL K60 g3 o DS F P BT @ ]S A
B2 245 8 im0 AT H R T R

AH-

= 9/26-9/28 Nokia Security Center %3* % &
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s

F2AF|F4RE 3 I PPFERF > AP LD TR & %3 H =-Nokia Security
Center’ 2 jn & 37{7 8 B Af BT B RS A 5 27 4P B 242 % o Nokia

Security Center 2 Nokia #3823t 5o fg 3 30 0 w“;‘lﬁi»w‘"*ﬂi‘?ﬁ' F A B AT

“’“5%
“’“5%

(Espoo)» % WM E 2 Ah% - B> SFF LenfP 3 < & - VIT 2 Nokia ¥ &

AL, 2% 4 FTEE N 21 5 otk PR AR B
TP 0 F e T 2RIV ES

I

Nokia p 2013 & 9 ? #-= % 4p A £ 730 8 LK f(MlCI‘OSOft)fy » { Bt iadead
MR (Aot s PR A )RR AR P B 0 A H B A i A NA 03 2015 #

4 " HpE Alcatel-Lucent {6 » 2235 & Ericsson ~ » & Huawei & 7| >3f# = < § 13

ng
.’;F

3

WRF 0 T AF A S Nokia atd @R MT SR e 1P B ET

¥k > Alcatel-Lucent #_# =t ** Cisco ¥ AF 2L Juniper é7% = * L EHF > L £ &

p i ied F(EdgeRouter) i & £ 3k > 2 ] A7 i d F(small core router)# -
oA Koot b A S T IR A Y 4 Nokia B A R BT AR B - B 2B
PFEE R SGRERAE CHMEARRL S TPE S EHRA S
%$’°ﬁ?‘$ RS 1T E kAP E £ FIPRP hE g F)et Nokia # 3 %8 #14k o
*

e A F|fRAS R 0 KjRAG R T PP o

=
A B B RO RS E %ﬁif’3GPPSA3GroupmﬁLPmé«ﬁ’SAWG3 224 F

FRen% 2EEF R 2ERE RS T LR R DR R
#1RAE f Lo JRPRE L ATEOF A
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Z XL nik3 e 77 Nokia (7# B RB< 2 hfEd> % - NFV % > 242

E PO ERL D RERIGOT (7
Z2(eFI0T) 22X 238 PSP L EHFEE T o

SS7 Bk % > ~ DDoS I(§ T i)‘a—‘:&m

B 9/26 Nokia Security Center %3+ % &

(= ) NetGuard Portfolio introduction

AN EFERAR L e S 2IRF R S A RN 0 2IREER AR REL 24 P
# £4R > F]} Nokia %= = Security Center (775 R[5 (s » » % F A o &7 G
¥ % Nokia Security FFi % 2 enfaid> % o £ phd iTa A4 B AR EL 25

AFENE 2AFR B BEZ 2 OFTEEX 22 [ e 30 R iEF IR PRI

7 NetGuard Security * % > ZBIFF A A Kk 5G 2 B ® ¥ i 2 32 B R

BEed isig s d o d { BAERERERBILOTELL 23402 5 FEIFF

cet R R PR E R RLiR AR ¥ “?7}*’@@?] HWARKE > Mk b 2R %

L
> o

it f2/4-> % 4L 5 NetGuard Portfolio> 2 @ "portfolio” i 3+ 4" #h % & M= 2
FEORY AH EMGEY RIS 0 AR o Rl A S - B LR 2T LD
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AR AT A LRALT N TR AT

L A R» Eod  WARE PUERSY RN J5 P e o

2. FEFPHAIENER)REEL DY S feb ki FREF LG A 4 oo

3. FEMKR WA OTR GLBL 2l f By L BTG E D PPR AR
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GSMA Regulator discussions

- InputtoFS.11,FS.07,IR.88 - USAFCCQ1/2017 (CSRICVWG10)

- Rapporteur of FS.19 - Nordic regulators (ongoing for diameter)

- Proactive vulnerability result - potentially ENISA (Europe) (Q4/2017)
sharing in GSMA Communities

3GPP - Long standing cooperations between

- NDS/IP rapporteurship Nokia Bell Labs and reserach

- Thousands of security organizations (universities, labs etc)

contributions e.g. Network - Active participation in conferences
security Rel-14

W31 2 #FE MM AEREFTRAL

FoR kiR : Nokia
(=) SST s F &2 R BT

Nokia % 2 & Jr P& 7 %% 77 GSMA IR.82 Cal~Cat3 » 6 f& test case > % & *
AP AYRBA SRV AL 2B EE o 55 R ¥ Nokia B pFF 9t 0 2 a
B NBPELA e RS IT R ¥ - %k B ZHEB 4ok S kB VEBTRE R
BR iz v m 3 R IDS 25 % - K a7 4 o AR &7 47 SST iRk 4P M fF
A R PP V2 1242 % 0 2 §_GSMAIR.S2 #74% cfu k2 — o

W 37



B 32~ Nokia % > % RJ# 7 SS7 6 #& test case

B 9/28 Nokia Security Center %3+ % &

(- ) Nokia LTE Public Safety

1. Spectrum & Standardization

ERFEGICE G HLAHCL 2L L 2 (W0 33) TTC HER L4
vajgi?ig&—fg mo PR LA E iz)ﬁomﬁgﬁkﬁ rd 7i4p ke ¢ % Band27 (851-
869MHz) » it g | ¥ /X 5 K & ¥ X £ R A > idz BAaur - A Pm o pre
3 ’i—‘k 3 atwm? 0w FIIF A RFCf#E* RAN Sharing (0058 » 3%+ £ - 24
=%

Vs

W 38



Europe
700 and 800 MHz for coverage (B28, B20)
Optionally 450 MHz coverage and any commercial for capacity

North America
= 700 MHz (B14)

UK uses EE spectrum and infra {(B20, B3, B7 and optionally B1)
France allocated 2x3 MHz from B28 (above commercial B28) and 2x5 MHz from B8
Band 31 [450 MHz) considered by existing license owners. E.g. Russia

« FirstNetin US

Latin America

700 MHz (B28) CIEEIEE 700 MHz (B828)

700 and 800 MHz for coverage

Mexico and Brazil have (BEELCED) + KoreausesB28

decided to use B28 . . 620 +  Japan considering 170-202.5 MHz

It is expected that majority EEErISE « Australia and New Zealand governments
+ UAE uses B28 and B40 consider using commercial operators’
Israel has P5 in the band 806- spectrum and infrastructure.
824/851-869MHz (~band 27)

of Latin America will use B28

W 33~ ERSX% 22 HERY
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2. Nokia Public Safety E2E Ecosystem
& 3GPP & — Al enfR Y L IRE A R 2 R AR F o0 AR R
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W 34 “57 o

Devices Radio Network Core Network Applications Contraol Room ‘
. |
EPC Dispatcher & I
s Mission Control
e & Servers

Operation &
External NW . Management |
Interworking | @ |
MCPTT AS
‘ Management |

Compact Network Solutions

Transport, Security & Services |

Planning & Optimization, |

Wireless/Wired IPSec, PKI & Security

Implementation & Integration,

Solutions Management & Care

Backbone
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Dedicated Public Safety Shared Network infrastructure Public Safety services on
Network infrastructure (and/or spectrum) Commercial Network infra

: Applications

i (e.g. PTx)

i Subscriber

E Data (HSS) @

i Core

i Network E

i (EPC, IMS,...)

i Radio

! Network ((R))

i (eNB)
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~ Wearable Sensor
- loT Platform
Phone + Body

/ \ Area Aggregator

Blood pressure Accelerometer
Temperature Gyroscope
Hearth rate Compass
Posture Barometer

Equipment status  GPS

7 kR ¢ Nokia
3. Nokia Executive Experience Center B2 & 77
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20 F e VIT =27 2 F &% > & 2 FUHF (Future of Ultra High

Frequencies) ~ CORE++ (Cognitive Radio Trial Environment++) ~ SGTN (5G Test Network)
2 TAKE-5 (5" Evolution Take of Wireless Communication Networks) > # # 5GTN & %
Fd B <52 20 B3R AE VIT i8> 2T 24 s 2rm 2 L
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5G Radio Network

5G Core Network EU

: ; 5G PPP / H2020, CELTIC+
Business and Regulation /

Internet of Things

ASIA
Network Functions Virtualization NSFC-FINNISH ACADEMY,

SINO-FINLAND ALLIANCE
Network Management

New Spectrum and Sharing Methods SG TEST USA

NETWORK WIFIUS PROGRAM
Quality of Service/Experience FINLAND

Software Defined Networking

® 42~ 5GTF Scope
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WiFi and loT networks
integrated

1:(‘ \ f("JI‘)

()
(“A’D i { 5G Test Network

Radio Access

From LTE Mobile Edge Core network in Cloud systems Secure connections
evolution to 5G Computing to a cloud for applications between 5G test sites in
radio access bring services environment available Finland and worldwide
(Cat-0, Cat-M1, close to users

Cat-NB1) access

B 43 ~ 5GTN Use Cases
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0DC/ Oulu
Distributed SGTN Oulu university
EPC components. /5GTN+
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Nokia EPC
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®

Ylivieska
Trial network

TUAS Turku

OpencPC a =

EPC simulatof,

n... =

osc/ 3
e (28]

€SC/ Espoo
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Funet IP
Router

®

Nokia SNR
Distributed SGTN
EPC components

Tampere

Nokia / Tre
NetAct
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VTT TAKE-5 Testbed

WLAN Pico eNB
Mesh & APs
(GreenMesh)
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OpenFlow backhaul

]
Nokia NetLeap LTE/5G I

Testbed
Oulu 5G Testbed

ERVE Internet (VTT)

‘sar

VTT

OpensStack

OpenEPC

GreenMesh
controller

Pico WLAN
‘ controller

OpenFlow controller
(backhaul)

MIKES
GrandMaster Clock
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Use Case: remote control and monitoring of
automated industrial systems (Smart Grids)

: 3 r———
A scalable service experience JUIEERERERINEIREIE ‘ Reliabil
i
4——
i

where and RS S E Nl Wide area

| pmmmm—
» .
when and where it matters. JNgaiicIace
I
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(Z) KBS EHE SG-PPP Fetche %2 X 2 pF ]

S VIT $isFt 3 ¢ o f F 5G-PPP s e+ 4] & % 5G-Ensure (53 2 Bk
§ o ppet d Thales(2R)F I o & T e P B+ HFI LT FHECGER) 6 2
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5G-ENSURE pillars

Management/Usability Trust & Privacy
Make security solution usable, Ensure all user and stakeoholders feel
extensible/scalable and not intrusive comfortable with 5G services

el Security Enablers -
Technical solution for infrastructure and services
(assurance, protection, detection..)

Security Architecture Foundations

Standards

Regulation Legislation
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H json
4 json SDN i
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; ecurity Application .
Client i Monitoring PP P
Application(s) I
3 SDN
a* Framework
Internet

Nsl

Router/Switch

Safe Intranet
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MR B E LY e (i F R UE & eNodeB 2 B dhE MUT a4k 2t - % TR B
fze e ea iy A~ 22 k) fGBIEY A 3 > S8 5 a8 P EFary TCPIP
MR E R AE - SRR
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3@ iy = L W 2 (Packet Data Convergence Protocol, PDCP) &% = & i& i* ;
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PETR @R EE BB SR FRA(UE)E T F A MMME)Z B 5 ¢ 4G g
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Attach Hequegi
Attach st
i » Identification
Request
—_—
Identification
' Rasponse
|dentity Request
- ity Reques
Identity Response
- Authentication / Securiry et -
- Identity Request / Response >
Ciphered Options Request
.‘ IF Erg F ns Regqu
Ciphered Options Response
Update Location Request
o
- Update Location Ack
Creats Session Request >
Create Sesslon Request
—_—
|P-CAN Session Procedure
-
Creata Session Response
-,
First Downlink Data
_ - — — =
iraatu Session Response

Initial Comtext Setup Request f Attach Accapt
-
RRC Connection Reconfiguration
-.—

RRC Connection Reconfiguration Complete
—_—

Initial tmmtsgupﬂemm

Direct Transher
Attach Complete
—...

(] 5— 4~ 45 ¥)
- L aHE R HEFRLE > BEE Y 3.3 & A2 RFL £ 47 (Authentication and Key
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FEEM AUMTS)S 21 B 8 AR * % - B OB RIFE 2 FhE
A R(UMTS) @ % i % (73 30 % Sode B f B i3 (UBEA)foid * (7638 21 % oz B B 02 (UIA)
T3 A % o dgayeE o UEAL 8- f8 128 A h®fte Bi2 > fL5 KASUMI > ¥ 82 p &4 %2
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Key Name Length (bits)) Derived in Part From

K Master Key 128 N/A: Pre-shared root key
IK Integrity Key 128 K
CK Cipher Key 128 K
KASME MME Base Key 256 CK, IK
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(£ 1— 4% 2 4ginE & F0)
32 A% 2
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P.uéf«_# £ 4147 (AKA) LR * R & (UE)w 48 B 7 8 ¢ 2R 8 (MME)% &35 W 5 B 4o (Bl 7 %
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CDXI PR IEF A H B 4 LA aE K (Cyber defence Data eXchange and Collaboration
Infrastructure)

CERT TR EET 2 R% ] 2 (Computer Emergency Response Teams)

CIA WM~ = FM - 7 * 4 (Confidentiality, Integrity, Availability)

CIP & & A #E2% %3 (Critical Infrastructure Protection)

CIS gL > ¢ < (Center for Internet Security)

COBIT  F 3 ik sifedp B w41 P #%(Control Objectives for Information and related
Technology)

CPNI K 7k # i 2k i3 ¢ < (Centre for the Protection of National Infrastructure)
CSAF HHF IR f;(Common Security Advisory Framework )

CSIRT T e E % ¥ % &%) 2 (Computer Security Incident Response Team )
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CTIP 3}&&‘; * 4 138 2+ 4| (Cyber Threat Intelligence Program)

CVRF % i€ 35 23 4R 7 H(Common Vulnerability Reporting Framework)
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DIB B> 1 # 2 (Defense Industrial Base)

DMARC At &g 430 ~ i 48 2 — &% {4 (Domain-based Message Authentication
Reporting and Conformance)

DNS ¥t L H % su(Domain Name System)

DSP o PRI :—tﬁ (Digital Services Providers)

ENISA B B8 F L > K (European union agency for Network and Information
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FIRST T ¥ * % 2% (Forum of Incident Response and Security Teams)
FYROM 5 H & = Je R (Former Yugoslav Republic Of Macedonia)

GDPR ®CR TR -3 4 4 (General Data Protection Regulation)
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ICT F 33 2 s (Information and Communication Technology)
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MACCSA % fF5% e i3 38 5 B % B (Multinational Alliance for Collaborative Cyber

Situational Awareness)
MAPP =R ARG ~ B3] (Maturity Assessment, Profile and Plan)
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TC # 4 R € (Technical Committee)
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4.1 NIS #h% §
NIS 43 2 (NISD)ipl £ f4e o B Flly Scnei i H 45M » M4y B2 £ 17> £ 318 4
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b) ZRELANE TR RREER
c) TR Rl 3

d) T G R M S E

e) FeAgrEak frie (T H B AT 4 2 0
f) T OURE E A ?

2

NIS chie [l &2 i & 2 chge 5 405 AR HE > 2 NISD ¥ £ AW
A ZEFFE MO BRI LEENISEH NISD & if a2 e
“F"ﬁfé’ NISD B % » 4ot T B 1 #7157

Cyber security @ g% >
Focus of the directive : 45 4 £ %

(1) erat 2> ?
Freedom from harm or danger: # i} T & 2 '

£ c)~d)& e)- %
PRE DR

Minimizing threats to the cyber environment: #-¥t 4 55 3k 8 ehas $2 %5 7] & 14

What causes ? & = i F]
Unintentional threats : ?h;éc?b s g
Intentional threats @ #& & “=

Risk analysis : & *& 4 47

Protective measures : ni;ﬁ#ﬂ 7
Detection measures : i jp| = /=
Remedial measures : 4 $£ = /=

QR B2 AT ?(EBBRE)?

Persons : #

Objects : £ 4~

Infrastructure including SCADA : A #iE% (7 SCADA)
Extrinsic actions and consequences : ¢t k 7 5 £2 {5 %
Resources and assets : 3 iR & 3 2

(3)ss %9 &B’*m#i% ¥ 9
Resilient infrastructure : 58 {4/:0 & (R 4p 4 4 A A= %
Network/ application integrity @ f§a/k * = B+

Encryption/ VPN (esp. for signaling) : *r %/m # 4 3 # B (VPN) (4 %

Identity management : £ i ¢ 32
Routing & resource constrains © i /T 22 3 ik 'L
Data retention and auditing @ #c¥; % % 22 % 3+
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Real-time data availability : ¥ pF g @ * 4

EREOES

ﬁ"l:\:m A Afﬁ'

(4)5c 49 18 P
Forensic analysis :

(5) 39 FEF 'fr’xe‘.
Investigatory measures :
Blacklist / whitelist :

B>z ?
ﬂﬁiﬁ
zLH/e %z

(6)7 omat 2 A7

Contractual service agreements and federations :
Tort : &7 5

Intergovernmental agreements and cooperation :
= R 7 FE

ok &

Regulatory/ administrative law :
Criminal law : =1 ;*

Provide data for analysis : #& &~ 7 * iy
P 7 b A
o R TE

iR

Provide basis for actions : #
Reputation sanctions :
Deny resources : 3£ %

contractual
3 = r( service agreements
intergovernmental and federations
agreements

and cooperation \\

B FCR P R &

PRAR ¥ Tk 22 55

27

115

Freedom from
harm or danger

i

threats
to the

(6)Whatlegal Cyber (1) whatiscyber cyber environment
requlatcry/ mmedles exist? securlty m“" 7
administrative law R. thl causes?
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X RR BB ERORGAE 0 NPT AT RS T
PRFE T EPES (5 142 150%)

2, L
‘AL
VAN WL
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FaReFa [FEIHPFREFTA AT 2 A JEEhERTLE A
&

¥ E PR s blde® >3 F (Security breaches) sr#g 3] (% 8a
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Member state = f &
Competent authority 2 & # B
Computer security incident response team & "% > T X ¥ 2 F & | &

Excluded from the Directive $: "F E R
Ref: Official Journal of the European Union, 17 Jul 2016 %% < i+ : 2016 & 7 * 17 p ¥} o 3%

Public or private entity =7 £ 3 %

Operator of essential services pursuant to art. 14 2 and 2ac + annex Il
Rp % 14 i 2 &2 2ac 2 "4 |l T & P GEIRIS 5

1. Energy st B

2. transport & i
3. banking 42{=
4. financial market infrastructures £ g% 32 # & X

5. health sector % & *

6. drinking water supply and distribution 4t * -k i & 22~ fie
7. digital infrastructure #c > L #1& %

Third party % = =

Qualified auditor & - % 25w

P

Digital service providers pursuant to art. 15a 2+annex IlI

1395 % 15a iF 2 2 fipdse 1 T e i PR3

1. online marketplace %+ # &

2. online search engine 4t} 393 31 &

3. cloud computing service Z i ¥ JR7%

Representative for a for a digital service provider #c i~ PR7%*#% r*——‘ﬁ SIS A
Micro and small enterprises A3 27/ 4] &£ %

General publicand businesses, particularly small and medium-sized enterprises
- P FEEY X

Public electronic communication networks or publicly available electronic communication service
providers under EU Directive 2002/21/EC

Bpdp 4 200221/EC R E 2 2 x T F A AR o W ¥ 2 T 3 PRI B

Trust service providers under Regulation 910/2014 of the European Parliament and of the Council of
23 July 2014

2014 # 77 23 P wp vk § BT § 2 A 910/2014 R T2 1 HF PRI

Others not identified A # % hH @ ‘o
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EUROPEAN UNION PUBLIC OR PRIVATE ENTITY
; L - 5 4 OPERATORS OF DIGITAL SERVICE (' PUBLIC ELECTRONIC )
| iy EUROPEAN NETWORK | e NETWORKAND ESSENTIAL SERVICES PROVIDERS COMMUNICATION
COMMISSION || Moo GROUP el PURSUANTTO PURSUANTTO NETWORKS OR
g X ) \ ART. 14 2 and 2ac+ ART.15a2 + PUBLICLY AVAILABLE
ANNEXII ANNEXIII ELECTRONIC
r N § COMMUNICATION
MEMBERSSIAIE Lo 1. Online marketplace SERVICEPROVIDERS
_ ‘ 3. Banking § gl"(::’c?r:’c",e“@"e under EU Directive
COMPETENT [l 4. Financial market AT PUting 2002/21/EC
AUTHORITY } ums‘ ONSE | infrastructures
) ) 5. Healthsector % 4 - N
6. Drinking water P —— TRUST SERVICE
supplyand Representative fora R
distribution £ 8 DI SERWCE R:gu(l)z:,tlig:gi;'/‘gg r14
k-" Dighalin ") \ o of the European
o 3\ e N Parli tand of the
Council of 23 July
i Microand Small
Third Party i 2014
A > \_

G = excluded from the Directive GENERALPUBLICAND
QUALIFIEDAUDITOR m;mmj OTHE!B NOT

Ref: Official Journal of the European Union, 17 Jul 2016 sl
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e Bl R £ 7 (STIX)[0.6]
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o

ke 39 % 16-17 i 2 sk 1 B pRAsFE - B NISdp £ ¢ » 3 H 6 smat[il] - 5 &
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B G enS PHEAEA ST L2 BRI T el o FAERT S B F hF s
* 2 25 B|¥ & ETSI TR 103.331 [i. 6]45 3/

e |IODEF £ RID: % F % % ¥ 3 4 < ## 3% (Incident Object Description Exchange

Format, IODEF)£2 = p & ¥ [ i'(Real-time Inter-network Defence, RID)# & &% ~ » & §
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WSt AP LHT S - T ERIAS SRR T mﬂf EFXEEF R

B(CERT)» 2 5837 p A GFAE - GERFFRFTRZNFRERL AT B
(IETF)is & 5 2 #6323 7% % & (MILE)E f ¢ 9 RFC > & & ITU-T X.1500 CYBEX
sk E ¢ £ ¢ [i.28] -

CSAF ¥ CVRF : ”‘ ARENY/ ] RS = 7& T o@ h X i 55 8L 4R % Jr#(Common
Vulnerability Reportlng Framework, CVRF)? FE R A AT AR e ¢
(OASIS) I i+ = £ 3T % 2 3539 7 #(Common Security Advisory Framework, CSAF) -

NATO CDXI & NCIRC : jafgi% 7 chat + @ & 2 ¥ s M (NATO) el 1 22 T3 ko e i
PIEE R AALZ R ETHE IR ;—g@@: 2% (Cyber Defence Data Exchange
and Collaboration Infrastructure, CDIX) & # + & = %) 2 & (NATO) T % | % ¥ 2 g %
g 4 (NCIRC)eh- 304 » @ Bt < & F 2 N e &(NATO) = | mp » R BT

2B e LA K (CDXI) " 4 2 e e e % 2 ri:#ﬁ °

CTIP : g = iRt 3

PRIEIR ~ T % &4 K F s 3 (Office of Security and Strategic Information, OSSI)»+
2014 = #rl E o FE L H T ASES £ (OSSI) e i = 0 F AR I(CTIP) & Rl &2 4 47
E I E‘?%f}%‘w?f B OL A AR PR EFREY R ORER S
FFM U RRTAE DT FE TG Lo

(Cyber Threat Intelligence Program, CTIP)#_% W {4 &2 o %

MISP: & R #8832 2 .%; - % (Malware Information Sharing Platform, MISP) £_d — # £
SRR RO F TR EFELHEMT AL 3T 5 (MISP) i
tﬁiﬁifWﬁﬂ’*w BERRE R I E L I

A E T (MISP)BAEE < £ 4457 1 B ok st (P f 5~ MISP 4
FH) AT LI FERRE 2F 2 EY ] B (CSIRTS)#ri¢ * o

MAPP : 2 # B =% ~ R B ~ 3+ #](Maturity Assessment, Profile, Plan, MAPP) &_- #.% &
His ® o3 REMALRNELNEF L4751 o

MSRC ¢ OpenlOC : #zi#x 7 % &% © ~ (Microsoft Security Response Center, MSRC) £
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PR EAM AT E S ERNATO) S B Eahpi e iZirs — o ARBRIE M 1d &y
ﬁE:#i(NATO)éTH%JL“'E)% FAGERB AR BTN o PAEP G Fp e cnppp i@ ity
A E(NATO) g e ieis 19 5 2 6 cophes o & 45
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IR ] Bl B PR E R PR
REERERRPER S 3 R R0 FY PR
AT S EBIERY
g Qe E(NATO) G B en B Hs 20t PR s L et I 230 €00 & 47 (Estonia) g 55 1%

(Tallinn) et L A% & 1T T "ol fE e« (Cooperative Cyber Defence Centre of Excellence) #_#* 3%
FFTE RV LT RRPERY PR v ERT 0 % R OR RRERD R 2
#ﬁu%$%°

12 HARTE R RSP HAER

A HBLEETSIEUS EUSE | ¥ % |EFTA [%# =% |[NATO =R |CCRA &

PR R X T ' X X
Albania

he 1,5, i (@] X
Andorra

L3RI 0] X
Armenia

B A X X X X C
Austria

I B 0] X
Azerbaijan

v A X X X X X
Belgium

tAEP 0
Belarus

TENOER X
AT B X P
A

Bosnia &

Herzegovi
na

et 4 I X X X X
Bulgaria
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A ERB2ZHF |ETSIEU= EUZE | ¢ 3% |EFTA %% [NATO 2 f |[CCRA &
Rla I X X X X

Croatia

TG X X X

Cyprus

FEIE N X X X X X C
Czech Republic

E? X X X X X C
Denmark

RN X X X X X

Estonia

] X X X X C
Finland

R X X X X X A
France

Fick X 0 X

Georgia

A X X X X X A
Germany

# . X X X X X C
Greece

&7 41 X X X X X C
Hungary

7k & X @) X X X X

Iceland

W X X X

Ireland

&= 11 X X X X X A
Italy

vA T

Kazakhstan

L&A P

Kosovo

PAC LA A X X X X X

Latvia

JES te o O X X | X

Liechtenstein

= 14w X X X X X

Lithuania
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A RB2LHE |ETSIEU S EUSE | ¥ 9% |EFTA %™ 2% INATO=f |CCRA #
B & F X X X X X

Luxembourg

5 H 5 X

Macedonia X C A

(FYROM)

B X X X X

Malta

BES X O X

Moldava

BB @) X

Monaco

FHEMNE RX X T X

fRl

Montenegro

Vel i X X X X X A
Netherlands

PR X @) X X X X A
Norway

D X X X X X

Poland

557 X X X X X

Portugal

BERL X X X X

Romania

B R B X @) X

Russia

R 0 X

San Marino

EE AL X T X

Serbia

LS SEAN L X X X X X

Slovakia

LD X X X X X

Slovenia

& I X X X X X A
Spain

EX 8 X X X X A
Sweden
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TN RP2FETSIEUS EUSE | Y % |EFTA |%#2F INATO * E |[CCRA =

L X o) X X | X

Switzerland
1 24d X T X A

Turkey
. X ¢ X
Ukraine
* E F X X X X A
United
Kingdom
A b 0]
Vatican City
Bir: g X= 2§
T= i

O= ¥t =R

A= #fE R

C= W% A8

§d L E R ]—EIK??J TR R G ARE P (ITUT)E 5 Reih EBHe et &
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chH 37 g4 048 (best-of-breed, BoB) » fr i 5 M™% ¢ W E ¢ 4R i 0P (ITU-T) 1 & chp %
FA 255 BB H(MITRE)E 5 o 35 ITU-TX.1500 i 72 % % 280 28] L3 24
Bk A B RGN A[I6]c MR RS G 0 XA RE SR Y RERD TP R
2P o BBEEILL A

R E AR % > ¢ < (UK National Cyber Security Centre, NCSC)#iT 7 H £ A 7 &k eh® Gk
HIEX P S (CPNI 4 » 7w BATAZE A $ R @30 4)] > B & 32 0 L R o
LR 5 B(DNS) ~ At estan Lins s 482 - RE(DMARC)F B 2 i ~ itk 4 2 £ 4
PfrE L HMOEEEY o £ E RT N EEA(AD)F F B3 A o WM@L A AL
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FAsE e o s E HReRP G NISH 4T 0 v L ERE O IE o

hER2013 E PR ERFTE 29 L34l A AR SR A EER R 0 (75581 B R
RRANTE  MAERIFEF T8 A JRDMET R AT e TRah 0 X AR BT FF
PR S IERES S - FUEF B2 23 FI(VIGIPIRATE plan) « s il ¢ 34 A 14 > = 3

B 2) 0 0 5o B AN R0 et 5 RR 0 o WAL R (OES)# ™ 2 A ¥ U
T PEE }_;& oo IR AR E R frR RE 2 feE £ Secretary General for Defence and
National Security, SGDSN)z. T » 22 = 7 d = BIRA 2> FReR e F % > 5 (National
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Network and Information Security Agency, i #& ANSSI) :

14ess T3k bd

2)4v i L 2T S

3)56 it A 4 T BRI
4)3 B e per ¢ & g

S)fads W% & iF 5 112

6) i A 4 B R ELIF EALFE o

EACE > AT 2 PR R R B o £ 5 R B IR et B S 2 r st o B AL
2005 & &-4tpcirer A £20 T @gm A#HEXFER RS [1.32]& £.2007 # "R #HEx%
i%-3£ (Critical Infrastructure Protection, CIP) g *53+4] | [1.33] » %2 IT p B RSIT ¥ 2 £ 5
A xRt e AMEERI RO A TR EER - AR FT AL 2 A5 (German
Federal Office for Information Security, BSI) ¥ 5 B fie it % > 4% B ETE SHARE P L
BFEAF AWM TES B R T M i RN F A E > 5 (BS)ERE -

tip v NISH £ chR s pRp - H6 £ R PeBb 72 27 42

o/ ®~ JI& 75L™E € (Australian Signals Directorate) 2 j* > Je & 3 % % i chg vk (Strategies to
Mitigate Cyber Security Incidences) » % $E 5 31 2738 31 :}stﬁtr(lnformatlon and
Communication Technology, ICT) kst T w 38 | fo T2 & M35 | B f3rc > S I @
ﬁi%]lé?%‘% FEIFWAE R PE 8 R AR T 2F Bl X0 dRpRRE
T R -

% R 1 ¥ &3 (U.S. Defense Industrial Base, DIB) & #&% >3+3] > L3FE 2 & iF 2 chR [
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63 FERPEFHFBRT 2R GFIRIR
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EARL 2HEAAMDRRF FRRRL 2GR EF R BFLEZ - FR A0
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7 A%
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71990 & i K RS P ERT R Bf % & % | = (Computer Emergency Response Terms,
CERTS){r® *aF % % i s % /| 2 (Computer Security Incident Response Teams, CSIRTS) 7=
oo ipdidE A 1090 #E e - B %5 AT P E% ) ik (Forum of Incident Response
and Security Teams, FIRST)chB "% 5% o 5 7 s p &1 » F & 5 B~ P P FE #
72001 & > v fR 4R Brgr L s RO AT 3 FER Y 15 ¢ (Trans-European Research and Education
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Incident DB : 3% i* F 4
Translator : fs:# 4

CSIRT #1 CSIRT #2

Incident [ Translator [ jgq———— Translat Incident
roosr]

B AL:IODEF(RZFEAF 2F 2R 4 23105 Ad
ZRPHFEIHEIEAR

A A
rF 9

EERER1IAEEXE(ETR)OR T FH 0 AiEE 524 F % ¥ # (Managed Incident
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B% 2 F R (CYBEX)E IETF #03]  ghagm ¥ 22 L Foowad X AT E 4k o
— W RFe ZAMENL T zuﬁﬁvtﬁ#&#maiﬁ v g ] A ITU-T X.1500 &
£ FOBATH(E £ LATS &) o LB A2

Cybersecurity entities f§t% > F 4
Cybersecurity information acquisition (out of scope) g% > 73 & 2~(4 Fl )
* Structuring cybersecurity information for exchange purpose & 2 3% B & % 2 T3

» ldentifying and discovering cybersecurity information and entities 2% %] £2 3¢ L L% > T &2
= R
R A2

* Establishment of trust and policy agreement between exchanging entities # 2 #& § 8 /F 4] 23
B G

* Requesting and responding with cybersecurity information -2 ® i g g2 % > T3

* Assuring the integrity of the cybersecurity information exchange 7z i i % > F 31 2 & h=
38

H = structuring cybersecurity information H
Cybersecurity g e Cybersecurity
H H = jdentifying and discovering H T
entltles cybersecurity information and entities entltles
= establishment of trust and policy
Cybersecurity " agreement between exchanging entities ' Cybersecurity
. . . * requesting and responding with . . .
information acquisition cybersscurity nformation information acquisition
(out of scope) = assuring the integrity of the (out of scope)
cybersecurity information exchange

W A2:r2 ITU-T X500 223k § 5 AR H4R 2 #8031 A [i.26]

42012 & » Btshdho 4 RE S PR S gAY  MITREFE LR &d 43 0
STIX(HH ™ & # FR 2 48) 1 01 S & FEPHSPEA o 30 Bamum[i.24] « 3232
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B HEBIEBA LG R 3T A RGIE o B PF R R T S BT

\rfﬁzgirﬂ ﬁ

BRI P ETREHETIX)R @ + 2 grE > S5 (Unified Field Theory) » & &5t v
ERL IR RERLS P Tif{?ﬁ*"’im' £ LEZ 1 iFAsce B 2015 & ’?%ﬁﬁﬁfrﬁtﬁyﬁﬁ" 7
AR 2 4 e ¢ (OASIS) R s> @ B A PP LR g T e
Eiiﬁgl—ﬂtg‘H‘?&t’iimﬁﬂaﬂ%@#—iwl F R e HEd e fERES
# Githubs - T % & ¥ * S5 & 7 & B 0 & F % o 3 L https//www.oasis-

open.org/committees/tc home.php?wg_abbrev=cti - >+ 5 it & § F qj%(STIX)#wa%\% v e
B ¥ BLP| T % % * & i (Cyber Observable Expression, CybOX) {3& @ PRI 2 A gtk
FTenw 2 p #it 2 (Trusted Automated Exchange of Indicator Information, TAXII) R &_#*

L RCREN R e A

BT AT 2 p# i L (TAXI) S g 3 B &7 R0 2 4 e § i & P 3R
(OASIS CTI4ivd fi § chsfin » 320 2017 & 5 1 3L iff 2.0 % » & 0§ S B3 X kiR
Ao FPA R L B S U 2 A RSP T RSEEL KL > ETSI TR 103 331 [i.6]
B FE Bt ¢ AR R P TR RBETIX) R Y Rl F R a2 B TR
9 F A3

STIX Architecture 1.1.1. ..‘é,ﬂﬁ e N R 1‘# 1.1.1
Incident= F % % i

Observable = @]

Threatactor == 7 4 4

Campaign = & #

Indicator = 5%

TTP

Exploit target =4 * P %

Cause of Action =37 7]

Related observables (*) #p B gLip]
Sub-observables (*) = & gLip]
Parameter observable(*) % #ci#Lip]
observables(*) P

Related incidents (*) #p i# % i

Related threat actor (*) 4p i = % {7 5 £
Associated actors (*) B & 7 5 A
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Attribution (*) ¥ §F

Related campaign (*) #p B & #*
Associated campaigns (*) B & &
Historical campaigns (*) f € & #

Related indicators (*) 1p B 45 1

Indicated TTP(*) 4p % TTP
Related TTP(*) #p B ch TTP
Observed TTP(*) @B 5| TTP
Leveraged TTP(*) I * «nTTP

Related Exploit Target (*) #4p B s34 * p &

Related COA(*) #p B 7737 7]
Suggested COA(*) & & 777 7]
Potential COA(*) ¥ &c ch37 ¥

COA requested (*) A= 37 3R e 7]
COA taken(*) #x {7 &35 7]

STIX Architecture 1.1.1

Sub-Observables(’)

Indicated TTP(*)

Py Associated ‘ Related Exploit COA
Actort) l ctors(*) umpaigns(') | Target(") Requested(*)

Historical
Campaigns(*)

Leveraged TTP(*)

B A3: STIX & F i chlchs #5% [i.6]
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1. @E AR Tk A %A R L TR ES - 4o admin/admin
2. ¥ B 1A ' A A AR R SR 4 i@ B B cookies R A &Y R Rl
3. W BN @A AEXSSHE  TAER R T4 &SRR
4 WA TR BA BRlogH M > Hlog F I F T MR & £ &84T

o
S, AR A 0 B 4R M PR 3 R SRR R A AR R
R

RSB A E SR A & T B Btelnet i k2% M A 4B
R RE 0 AR R B s § AR ] 0 T K UART portig £ 4 4%
.root B 5 HAG 0 B EZARMARS

. HIPsec T H o3 L RATHRE - R ARERE T RE LR

<:>mu$Am€ﬁmwm 17
TELECOM TECHNOLOGY CENTER

O ® a0 O

L& R I+ @ (RN EHRR

QA @WEANOAEBBHRE
O % AT THEXBEENMEK -
Q#aEa:

Femtocell Mana gement System

Username:

HEEABEREPI 18
TELECOM TECHNOLOGY CENTER
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2.4 R 91 & 17 42 R IR

QR EE N ST B IRERIE IR
O 2% FR2IGRKITHLIHBMEE L -
Q#&mEm:

Femtocell Management .. = | -

[ Fircrox £5r - RV

BEOffensive Security @ Nessus “s

3ET /cgi-bin/login.cgi?username=admin&password=admin&Submit=Login HTTP/1.1 Fem
jost: 192.168.1.2

Jser-Agent: Mozilla/5.0 (X11; Linux x86_64; rvi52,0) Gecko/20100101 Firefox/52.0 B oot msten i
\ccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/#;q=0.8 @ e re Upgrade
\ccept-Language: en-US,en;q=0.5 '_1 Configuration Backup
teferer: http://192.168.1.2/ ‘5" i A

iookie: sessionID=XTEKFIWTMOXXDVRH Mode=ENG| W1 Time

Jonnection: close PED systog

W Alarm
GEN Advanced

)] Date Model Tree
543 Diagnostics

= Engineer Mode DNS
B sevet To Foxconn Defauls
(=]

Jpgrade-Insecure-Requests: 1

E

Enable Tetnet
Tk UtilizationMemory

BEEEE B

@ HEEAREREDL 19
TELECOM TECHNOLOGY CENTER

3.48 R r @ AF 4 XSSIR

O

REF @A N EmAEAXSSEE
HECHAGRRAEELEEFRERBFE > o BR
cookies ~ H @4y @ F -

Q#aEe:

[ Femtocell Management Syst. >

O

© FRE 192.168.1.3/cgi-bin/r

192.168.1.3 Wi~
XSS by CFL lab

1 Status o
mance Monitoring
formance management

OSS Configuration
Jsername <script>alert("XSS by CFL lab')</script>
*assword sesssane
HEEAREREDI 20
TELECOM TECHNOLOGY CENTER
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4.Log & %R

WA T EARRWBIRIEEANTERA 2 a9logE 3 -
B R RE R E M ¢ EtbservergyIPAo

H bR 5% F 5%
| ifﬁiﬁd ERT)

Femtocell Management System

I:]D

Syslog List

Fim |
L e L v
TRCTF X2 SCTPSers wat b et bl

v Hrerdps \m..'».p. Sy SO
Z 1251856 [[PSec] Security GW s 103.231 48 19 [ipmecid 0]
SZ 1281857 (IPSec] Updste conf em Tumnel nfo 0 with ipsecid 0
< 6>2018.01.02109:21:52 475Z 128185K: [[PSec] reveaduecress: foece private key to be reparsed
<6>2018.01-02T09.21 52 4757 1351859: [IPSec->STSW] MSG_TUNNEL,UP_REQ: [ipwecid 0]
< 6>2018-01-02109:21:52.4952 1251860: [[PScc] 1 S{IKE] inisiating IKE_SA ipscctd_0{5232) w0 103 [N
<6>2018-01-02109:21:52 7657 1291861 [FailSafe] Max. CPUUsaje 42% ~> 62%
< 620180102 33052 1251862: [UPLOAD) Perform amd oot ools upioadCnd 11710 SRC2325408052162077C2 2015-

fip:
0102 09-21. b.,ut‘vmws* 62077C2 20180102 09-21-3) cursargz | |
<1401 0TI

s (o
1251863: (NMM] TFSync! N
[UPLOAD) Uploadifip /iog $9C212F4UHOS3DTICE 20180102 452151 sor s

ZOTET S [UPLOAD] _Wput: target pathy oy 2162077C2_2018.01.02_09-21-51_cursasge
< 62018010 345 351864 [UPLOAD] Wit e imer _
< 65201801 3457 1251867 [UPLOAD] _Wput targetbost 172.26.36.11

2O 0in 01 TR 3457 stade [UPLOAD) Susting 10 wpload, coenect 1o boul SN, 11, port=21
21,50 45712518600
16 (STCL-APSEC] Sed HEADY, RE o b
o NS READY. R0 o 17 0155200

. [Psec] Prac

@EA EARBEHDIY 21
TELECOM TECHNOLOGY CENTER

5.48 R @ (5 & HE R 5R) 55 2 AR R

QR R A B R RS 4 5 AR 3R R
QXL WAPENORSEREAE > HRXBEELHET
HATHE -
QA Ed

Famiocntl Manegement System - Mosiita s fon o ® «
Foat) Ui, ant Offwnatin % . @8 Powwsun Mo / Loge  w / Femiocell Manegement = 4 -
<+ @~ 19216812 e = o=

BROtTenume Sacurity “8 Nessos el L " Kall Docs W Kt Toots = Explon 08 B Abcinch 6g

mtocell Management Syst

WS Cont

[ Femtocoll Management Sy

© FEE 19216816818

Fi »eell M. Sy

Username:

Password: I

Login

MEEAREBEHPIL 22
TELECOM TECHNOLOGY CENTER
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6.telnet:iE 3: 2 4 &4

QA BmE LA @A A RS
QBE

BUI%
QmAE® -

o]

-1y Advanced

Connection Up Time
Data Model Tree

) Total Bytes Sent
=N Diagnostics Total Bytes Received
Engineer Mode DNS Total Packets Sent

Total Packets Received

Not shown: 998 closed ports
PORT STATE SERVICE

23/tcp open telnet

BU/TCp open  nttp

telnet/Z EMR IE BAEF BHAX > DAKE ZABRZ

WA RE DI MAC Address: B0:52:16:20:77:C2 ( Precision Ind.) 23
7.5 B UARTH: B
Q %98 : UARTHB A %[5 74
Q%% TH#BUARTHAZ % -
Q#aEa:
@ MM ARERHDIL 24
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WdET Rk g kdE L AT R

8.%x W R A 5HESH

WO MRS A 55 R

Q BE . Htelneti B R UARTEAN & %42
P> (EAF 3R G TR E = AT

Q&kBE@E:

D

Bp =T BRAF 3 5

Trying 192 168.1.3.
Connected to 192. 168 .3
Escape character is '~]'.

femto login: N
[root@femto ~]#

root@femto /]# find $root
/info/rootCA.pem
/info/HNB.pem

/info/HNB pk.pem

-name '*.pem'

PWEARERZEDIL
TELECOM TECHNOLOGY CENTER

25

9.1Psec# L% B F

O W9 M E 4 RIPscodn B 4 1 v 5 A3k AR
QEE ERAEFENEHAR
a *ﬁiﬁlj :g%— W - Femtocell Management System

IPSec SA Key list

IPSec SA Key list

Time  SA Info

Encryption Key Authentication Key
Thu Feb
D O AM) > 2509 I
15:28:39 [PV4]103.231.48.193/192.168.30.670xcldfcib | “x2ba8bd ROl oSO EAom
2018
Thu Feb
8. = {OboundOAME 32 I 0:::5:0<7529:5
15:28:39 1PV 4/192.168.30.67103.231.48.1930x09001435 (ortieafiid et HES
2018

IPsec ##é1(#% % 57)
1804 535,066513  192,108.30.67 192,168, 30,254 NP 94 NTP Version 4, client
1885 535,119878  192,168.30.94 239,255,255, 250 S50P 216 M-SEARCH * HTTP/1.1
1806 535,330856  103.231.48.193 192,168.30.67

ESP 1198 €SP (SPI=Bxcldfcf7b)
IPsec #f é(## % #)
1604 535,066513  192,168,30.67 192,168.30.254
1805 535.119878 192,168,394 239,255,255, 250
1806 535,330856  172,26.36,1 19,101.2,9

NTP 94 NTP Version 4, client
SSOP 216 M-SEARCH = HTTP/1,1
HTTR/. 1198 HTTP/1,1 200 OK

HMMEAREREDIL
TELECOM TECHNOLOGY CENTER
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ANERRALERSF

@

MWEAREREDL 27

TELECOM TECHNOLOGY CENTER

Hb@ENodeB)B AT b & R » T2 HEEEN L4 X
ME S GFARELHE S  NEBRXRTFHEIRBEANAEEZR
BAGEFE > ATRELECHR
MBI RN LB B E

. 42 ) IR B MR A7 A 3% 2 R % 35 25 - Unprotected File

. b ) MR B AR R A A RUE R % 55 25 - Response Headers

. 48 55 45 AR 5 AR B AF A & 8 R & 55 2% - Restricted file access
R BAR B A X AR E 558 - SSLE A

AN ETAREEEN RS ESE SRR

A h F B 2 T SRR AR R ME R

ARG BERN R FHRABR N EEE

0 ~N O O WN =

LEANHBERNZILBE L ME

Application analysis [ENISSNRSNMSRNSNC NS  Scan feed  Details Application analysis verdict

The information leakage results
happen that during th
used 10 access prival
addresses are part of

Asymmetric keys (1)

File

severkey

w

HMEEABEEDIN

TELECOM TECHNOLOGY CENTER

Known vulnerabilities were found during the scan!

For example. it may

[ Export » & Print

on leakage d
n. For mora informa
Enable triage mode

tion analysis verdict
Actions

Algorith P ki d
=

% Remove application ~ Inerabilities were found during the scan!

) Export » & Pint

Enable triage mode
addresses are pat of the software and are there by intention: For more information, please refer to the

Actions
Asymmetric keys (6) # Edit application details

Encrypted

File Algorithm Private key

% Remove application v
pubkey pem RSA

i RSA

authorized keys RSA
bis-default pem RSA =2
privkey pem RSA | Private key | [ Not encypted |

bis_priv_kay pem RSA 28

Not encrypted

eI _15



WET R

2. AR BBRRAFAREREHI -
Unprotected File

gt AT R

Web Server Misconfiguration: Unprotected File

Summary:

Webinspect has detected an archive file with the .gz extension on the target server. The severity of the threats posed by the
web-accessible backup files depends on the sensitivity of the information stored in original document. Based on that
information, an attacker can gain sensitive information about the site architecture, database and network access credential
details, encryption keys, and so forth from these files. The attacker can use information obtained to craft precise targeted
attacks, which may not otherwise be feasible, against the application.

Execution:

Browse to https://10.0.0.86:443/jse/core/dom.js.gz and inspect the content. Response should be a return with HTTP status
code 200 and should not match target site’s file not found response.

File Names: e https://10.0.0.86:443/jse/core/dom.js.gz
e https://10.0.0.86:443/jse/xui/xui.js.gz
e https://10.0.0.86:443/platform/Imtlib/Imtutil.js.gz
e https://10.0.0.86:443/login.html.gz
e https://10.0.0.86:443/jse/binaryproperty.js.gz
e https://10.0.0.86:443/jse/core/container.js.gz
e https://10.0.0.86:443/jse/base/util.js.gz
e https://10.0.0.86:443/jse/jse.js.gz
e https://10.0.0.86:443/jse/base/xpath.js.gz
e https://10.0.0.86:443/config/config.js.gz
e https://10.0.0.86:443/jse/base/eventqueue.js.gz
e https://10.0.0.86:443/jse/conf.js.gz

@ HNEABEZHDI e https://10.0.0.86:443/jse/base/ajax.js.gz 29

TELECOM TECHNOLOGY CENTER

3. WM FAMBRAGFHERERE I -

Response Headers

Web server information in HTTP headers

Web Server Misconfiguration: Response Headers ( 11309 ) View Description
CWE: 79

Kingdom: Environment

Page: https://192.168.170.42:443/images/nsn_logo.jpg

Request:

GET /images/nsn_logo.jpg HTTP/1.1

Accept: */*

Referer: https://192.168.170.42/protected/index.cgi
Accept-Language: zh-TW

cc —Encoding: gzi B S e s

Accept-Encoeding: gzip ZofI2*5. ¢ 0. Ngr4.0C; .NET4.OE)
User-Agent: Mozilla/4 N = o

SLCC2:  NET CIR 2.0.5 Host: 192.168.170.42

St Al TU =YY Connection: Keep-Alive

Pragma: no-cache
Cookie: CustomCookie=WebInspectl30381ZXC2D6926C48034330B4F2888C462D1CA0Y840B

Response:

HTTP/1.1 200 OK

Strict-Transport-Security: max-age=63072000; includeSubdomains
X-Frame-Options: sameorigin

Cache-Control: no-cache

Pragma: no-store

Content-Type: 3
Accept-Ranges: bytes
ETag: "658190923"
Last-Modi...TRUNCATED...

MEEABERFDL 30
TELECOM TECHNOLOGY CENTER
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4. BHEFRRBRAGHEET EHI -

Restricted file access

Restricted file access

Web Server Misconfiguration: Unprotected Directory ( 10233 ) View Description
CWE: 548
Kingdom: Environment

Page: https://192.168.170.42:443/protected/

Request:

GET m HTTP/1..1

Referer: https://192.168.170.42/protect...TRUNCATED...

Response:

HTTP/1.1 Found

Strict-Transport-Security: max-age=6307200...TRUNCATED...

Web Server Misconfiguration: Unprotected Directory ( 10233 )

Summary

Directories that may be restricted to only certain users were discovered within your web application during a Directory
Enumeration scan. Risks associated with an attacker discovering a directory on your application server depend upon what type
of directory is discovered, and what types of files are contained within it. The primary threat, other than accessing files
containing sensitive information, is that an attacker can utilize the information discovered in that directory to perform other
types of attacks. Recommendations include restricting access to important directories or files by adopting a "need to know"
requirement for both the document and server root, and turning off features such as Automatic Directory Listings that provide
information that could be utilized by an attacker when formulating or conducting an attack.

@ HEEAREREDL 31
TELECOM TECHNOLOGY CENTER

5. SR BT A XA EHHE -
SSL A&

Synopsis

The remote service encrypts traffic using a protocol with known weaknesses.

Description

The remote service accepts connections encrypted using SSL 2.0 and/or SSL 3.0. These versions of SSL are
affected by several cryptographic flaws, including:

- An insecure padding scheme with CBC ciphers.

- Insecure session renegotiation and resumption
An attacker can exploit these flaws to conduct me Synopsis
the affected service and clients.

The remote service supports the use of medium strength SSL ciphers.
Although SSL/TLS has a secure means for choos
these versions will be used only if the client or se
this in an unsafe way that allows an attacker to d¢
recommended that these protocols be disabled e

Description

The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards

NIST has determined that SSL 3.0 is no longer at medium strength as any encryption that uses key lengths at least 64 bits and less than 112 bits. or else that uses
- 5 98T & e 3DES encryption suite.

enforcement found in PCI DSS v3.1, any version

cryptography'. Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same
physical network.
See Also
https://Mmww.openssl.org/blog/blog/2016/08/24/sweet32/
Solution
BAME A BE S DI Reconfigure the affected application if possible to avoid use of medium strength ciphers. 32
TELECOM TECHNOLOGY CENTER
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3% % R E

Username

Password

MEEABERE 33
TELECOM TECHNOLOGY CENTER

7535 & S48 A Z W & BB
Rikz Muik:

tps://nmap.org ) at 2018-01-31 22:24 EST
mass_ans: warning: unable to open /etc/resolv.conf. Try using --system-dns or sp
ecify valid servers with --dns-servers
mass dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.170.66
Host is up (0.0024s latency).
Not shown: 981 closed ports
PORT STATE SERVICE
PAVAL ] open ftp
22/tcp open ssh
23/tcp open telnet
25/tcp open smtp
53/tcp open domain
80/tcp open http
110/tcp open pop3
135/tcp open msrpc
143/tcp open imap
443/tcp open https
465/tcp open smtps
990/tcp open ftps
993/tcp open imaps
995/tcp open pop3s
2000/tcp open cisco-sccp
5060/tcp open sip
8008/tcp open http
8010/tcp open xmpp
8443/tcp open https-alt

Nmap done: 1 IP address (1 host up) scanned in 82.93 seconds

HEEABEREDI 34
TELECOM TECHNOLOGY CENTER
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WRGRABRERSR
BA R R

g -'--1 root -P passlist rev1se.txt_ssh

Hydra v8.1 (c) 2014 by van [l - Please do not use in military or secret service organizations, or for illegal purpo
ses.

8.%&
+

Hydra (http://www.thc.org/thc-hydra) starting at 2018-01-31 21:14:14
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[WARNING] Restorefile (./hydra.restore) from a previous session found, to prevent overwriting, you have 10 seconds to abort

[DATA] max 16 tasks per 1 server, overall 64 tasks, 1190968 login tries (1:1/p:1196968), ~1163 tries per task
[DATA] attacking service ssh on port 22

[STATUS] 139.00 tries/min, 139 tries in 00:01h, 1190829 todo in 142:48h, 16 active
[STATUS] 180.60 tries/min, 540 tries in 00:03h, 1190428 todo in 110:14h, 16 active

HEEABEREPI 35
TELECOM TECHNOLOGY CENTER

~THANK YOU~

HEEABEREDI 36
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CRITEBRGE A CEARB BB T ZES -
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AT 8 KARAE B RBAI B AREE R(FR3) &Rk

&~ iR 107448138 (E8E)FF168530%
CRE AGTEHBMATOETRGRE
ER ARERIEL- Wk L RS
CHBEMAAR R E R
15 ~ £ B FE (%)
Pe s STH RIS T RRAINLE LRAGRE £ 4 TTC » w)
E-DBAEREHETER:
1~ WAPABE2IZ TLS wHE R A E R ARET —IR » ZHRFEH
WRARBH
2~ WMABABBSAKANAGBRRBER ST LrMoEE
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