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Abstract

Keywords: OTT TV set-top box, OTT TV set-top box regulatory laws and policies,
OTT TV set-top box regulatory technology, digital copyright infringement.

I . Background

In recent years, the development of online audiovisual multimedia has
been rapid, diversifying the channels through which people consume media
content. Now, the content that used to be accessed through traditional
broadcasting media can be obtained via the internet and OTT (Over-The-
Top) TV platforms. Leveraging the convenience and accessibility of the
internet, illicit groups capture program signals from cable and satellite
broadcasting services, then redistribute these signals through relay server
rooms to specific internet set-top boxes (referred to as OTT TV boxes).
This enables individuals who possess these boxes to access unauthorized
audiovisual content without cost. This practice not only severely infringes
upon the legal rights of the content copyright holders and entities that have
legally obtained broadcasting rights but also encroaches upon the
legitimate subscription market, profoundly impacting the healthy
development of the related industries and market.

To effectively regulate OTT TV set-top boxes, prevent the illicit use of
legitimate program content, and delineate the responsibilities of regulatory
authorities, this project aims to propose effective supervision strategies.
These are designed to mitigate the use of unauthorized set-top boxes and
curb copyright infringements on the internet. The project involves
collecting and analyzing the development and regulatory approaches of
OTT TV in major nations and regions, including the United States, the
United Kingdom, the European Union, South Korea, Japan, Singapore, and
China. It synthesizes the prevailing state of the OTT TV market,

government roles, policies, and regulations across these jurisdictions.

XX



Additionally, the project examines actual cases of copyright infringement
involving OTT TV set-top boxes both domestically and internationally,

aiming to formulate appropriate responses.

I1. Research Methods and Process

The initial phase of this project is dedicated to the legislative analysis
of OTT TV set-top boxes, involving a comprehensive review of literature,
secondary data, and regulations from other prominent countries and
regions. The legislation from these jurisdictions will inform the policy
recommendations proposed in this project. The subsequent phase leverages
technical expertise to scrutinize OTT TV set-top boxes, aiming to

demystify the associated illegal technologies and decryption techniques.

III. Key Findings
A. Compilation of the Regulatory Frameworks for OTT TV Set-Top
Boxes from Major Countries
(a) OTT TVs are now mainly regulated by the industry, with a few
adopting a license management system.

An analysis of policies and regulations from prominent countries and
regions indicates that governance measures for the OTT TV industry are
somewhat less extensive than those for traditional broadcasting.
Predominantly, the industry adheres to a model of self-regulation. In terms
of content control, the emphasis largely rests on upholding core principles,
which include protecting minors, ensuring copyright compliance, and
safeguarding personal data and privacy. A minority of countries have
implemented a Permit system for the OTT TV sector, notable examples
being China and Singapore. It's worth highlighting that China takes a
proactive stance by also reviewing the outcomes of content production.

(b) Most countries and regions regulate OTT TV set-top boxes.
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In terms of regulating OTT TV set-top boxes, given that these devices
are classified as controlled telecommunication radio-frequency devices,
the majority of countries and regions implement pre-market oversight.
Nevertheless, the specifics of the regulations tend to differ. In our country,
the emphasis is predominantly on adhering to radio frequency standards
and promoting the efficient utilization of the radio spectrum. The European
Union, on the other hand, advocates for set-top boxes to be engineered with
technical safeguards for privacy, personal data, anti-fraud measures, and
cybersecurity. China, in addition, exercises control over the content
disseminated through these set-top boxes.

Consequently, this project delineates the prevailing regulatory
strategies into three primary categories: pre-market oversight, the mandate
for a sales license for set-top box devices, and the imposition of penalties
for the installation of unauthorized streaming software that circumvents
licensed content.

(¢) Currently, countries/regions around the world have set up
infringement regulations for OTT TV set-top boxes at various
levels.

Virtually every country or region requires OTT TV set-top boxes to
distribute authorized content, reinforcing the legality of online activities.
Typically, downloading audiovisual content from unauthorized sources is
considered a violation of intellectual property rights. Additionally,
accessing such content via streaming constitutes copyright infringement in
major countries, irrespective of the use of technical devices or OTT TV set-
top boxes equipped with extra software.

To combat internet copyright infringements facilitated by illegal set-
top boxes, various countries have implemented a spectrum of regulations
and administrative strategies. These strategies generally fall into three

categories: administrative policies, judicial approaches, and market
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mechanisms. Major countries place significant emphasis on preventing
online copyright infringements and the distribution of illegal set-top boxes.
According to this project's findings, these infringements can be addressed
through both civil and criminal copyright-related regulations. However, the
inherent borderless and anonymous nature of the internet means that issues
such as enforcement delays, procedural complexities, and the overall
effectiveness of these measures require further examination. Possessing a
range of enforcement strategies and policies does not inherently ensure
their widespread adoption or actual efficacy in mitigating the infringement
issues associated with illegal set-top boxes.

Beyond civil and criminal copyright-related regulations, it's
noteworthy that certain jurisdictions like the UK and the European Union
have implemented rapid and adaptive judicial enforcement actions,
particularly targeting websites distributing infringing content for dynamic
blocking. The UK, for instance, has implemented stringent measures,
prosecuting distributors of illegal set-top boxes under criminal law for
offenses including fraud and money laundering. In contrast, the United
States predominantly employs safe harbor statutes, incentivizing internet
service providers to remove or block infringing content. South Korea, on
the other hand, tackles the issue through specialized institutions dedicated
to preventing internet copyright infringements.

Illegal groups create illegal App specifically designed for certain set-
top boxes. They provide online guidance through personnel or place
tutorial videos on YouTube to teach consumers how to download and
install these illegal Apps on the set-top boxes for viewing unauthorized
content. As a result, the set-top box becomes a tool for copyright
infringement.

This project delves into the examination of OTT TV set-top boxes

available in the market, employing packet capturing and analysis during
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the devices' connection processes. This methodical approach aims to
scrutinize the content within the devices and juxtapose it with the
operations of network transmission packets. The primary objective is to
ascertain whether the set-top boxes are associated with illicitly bundled
applications. Providers of illegal set-top boxes often resort to device
authentication mechanisms to ensure that consumers purchase exclusively
from their outlets. While practices may vary across different OTT TV set-
top box brands, the data intercepted and analyzed in the course of this
project has yielded the following insights:

(a) The Apps use shelling or obfuscation techniques. As a result, the
primary testing method involves recording and evaluating whether
secure connections are utilized or if certificates are properly bound.

(b) Upon activation, Apps commonly utilize authenticated values such as
the media access control address of the network card, CPU-ID, and
KEY. The MAC address of the set-top box's network card serves as a
unique authentication identifier for each device.

(¢) Once the device information is confirmed, parameters like "gkey" and
"token" are acquired for verification purposes. These parameters are
essential for accessing channel information.

In summary, it's observed that providers of OTT TV set-top boxes are
increasingly just selling boxes of 'clean versions' in recent years, aiming to
sidestep regulations against illegal sales. Post-purchase, consumers
themselves undertake the installation of specific Apps. The technical
analysis conducted in this project underscores that the mere act of
downloading these Apps doesn't ensure their functionality. Often, these
Apps demand prior authentication, such as the entry of account credentials,
as a measure to control access. This project reveals that illegal set-top
boxes might operate analogously to 'access keys.' The unique hardware

encoding embedded within the network card of the set-top box emerges as
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critical authentication data. This observation suggests a possible collusion
between the hardware manufacturers and software providers, pointing

towards a more intricate ecosystem underpinning these devices.

IV. Main Recommendations

A. Recommendations for Set-top Box Regulation

Referring to the provisions of the EU's Radio Equipment Directive
(RED) 2014/53/EU, we recommend amendments to the pre-market
examination standards for set-top boxes. Manufacturers, importers, and
distributors of set-top boxes who knowingly or have a reasonable belief
that they provide customer service to install illegal Applications enabling
unauthorized content viewing or listening should be subject to scrutiny.
Similarly, consumers who independently seek guidance on online forums
to install such illicit Applications should be considered. Any software that
jeopardizes consumer privacy, personal information, fraud prevention, or
compromises cybersecurity should not gain Approval from competent
authorities if the set-top box lacks mechanisms to prevent the installation
of such unauthorized software. Consequently, these set-top boxes should
be prohibited from entering the market. Furthermore, manufacturers must
incorporate considerations pertaining to privacy, personal data protection,
cybersecurity, and fraud prevention into the design and development of
their set-top boxes.
B. Recommendations for Post-Market Management Mechanism

Ensuring consumer safety requires timely communication. Therefore,
operators and online providers should utilize customer data to inform
consumers about product recalls and safety alerts related to their purchases.
Possible methods include:
(a) Establishing Clear Responsibilities and Restrictions for Operators

Regarding Product Recalls:
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It's advisable to align with the recall procedures observed within the
European Union and enact Appropriate regulatory adjustments. This
involves defining the operator's obligations concerning notification and
setting limits regarding the exchange or return of products.

C. Recommendations for Regulatory Amendments to Prevent Internet
Copyright Infringements via OTT TV Set-Top Boxes
(a) Recommendations for Amendments to the Copyright Act
i. Amending Article 87, Section 1(8) of the Copyright Act

To eliminate illicit activities related to "clean version" set-top boxes, it
1s advisable to amend Article 87, Section 1(8) of the "Copyright Act." The
suggested amendment would be: "To manufacture, import or sell
specialized equipment or devices for loaded with the computer programs
of the first item, regardless of whether it is pre-loaded."

ii. Confirm the illegality of unauthorized broadcasting of sports
programs via OTT TV set-top boxes

The Copyright Act does not incorporate the concept of neighboring
rights. Consequently, sports broadcasts may not possess the essential
elements of "audiovisual works" as defined in the copyright act, potentially
limiting their protection. Enhancing copyright or neighboring rights
protection for sports programs can address this gap. This enhancement will
deter illegal OTT TV set-top boxes from infringing on sports broadcasting,
ensuring that right holders can pursue suitable remedies.

iii. Exploring the Flexibility of the provisional attachment

It is suggested that courts, based on the features of each case (primarily
limited to specific infringing programs and CDN servers, excluding OTT
platforms, forums, and streaming platforms), could issue broader seizure
orders within a certain scope. After a certain period and certification by a
third-party verification agency, the IP addresses of CDN servers that

provide infringing content through infringing programs can be subject to
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provisional seizure attachment. If the domain registrant or IP user disagrees
with the provisional seizure attachment, they may appeal in accordance
with Article 404, paragraph 1, subparagraph 2 of the Code of Criminal
Procedure. Pursuant to the same article, even if the seizure has been
completed, the court may not dismiss the case. If the appellate court finds
the domain seizure improper, it may revoke the original ruling and make
its own ruling (Article 413 of the Code of Criminal Procedure).
Furthermore, it is recommended to confirm that the perpetrator violated
Article 87, paragraphs 1, subparagraphs 7 and 8 of the Copyright Act. In
addition to imprisonment and fines, the concept of "confiscation" in
criminal procedure may be expanded to target computer programs
confirmed to violate Article 87, paragraphs 1, subparagraphs 7 and 8.
Within a certain period, upon verification by a third-party verification
agency that the server IP addresses continually linked to such programs
facilitate similar infringing activities, competent authorities may instruct
ISPs and TWNIC to cease user access.
iv. Strengthening the Application of "Safe Harbor Provisions" for
ISP Operators of the Copyright Act
The "Safe Harbor Provisions" of the Copyright Act have been applied
for many years, and giving rise to numerous legal issues. These include
questions such as whether internet platform operators are applicable of
these clause, whether there is misuse of the takedown notification system
for commercial competition, whether only copyright holders can notify ISP
operators for takedown, and how copyright holders can make
determinations. It is suggested that in the future, a third-party impartial
organization could notify ISP operators of potential piracy and
infringement, informing them of their rights and obligations under the

copyright act regarding safe harbor provisions. Operators would then
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independently decide to take down related pirated content and apply
relevant immunity provisions.
(b) Recommendations for Amendments to the Telecommunications

Management Act

The recommendation to amend Article 65 of the Telecommunications
Management Act to include "In the event of disputes over the agency rights,
patent rights, or copyrights of telecommunications control radio frequency
equipment related thereto shall be governed by the regulations of
applicable statutes."
(¢c) Recommendations for Amendments to the Three Broadcasting

Laws

i. Amending provisions in addition to Anti-Infringement and Signal

Infringement Mechanisms

On May 25, 2022, the NCC Approved a new version of the "Internet
Audiovisual Service Act" (Bill). While many anticipated that this bill
would address piracy concerns related to internet audiovisual content, but
its primary focus remains on issues stemming from online activities. Apart
from overseeing the operations of internet audiovisual service providers
and the content they provide, all other matters should continue to be
governed by existing regulations, particularly those concerning intellectual
property rights and copyright infringement. Nevertheless, through this bill,
the NCC aims to implement mechanisms to address recurrent
infringements by service providers. Ongoing legislative developments in
this area warrant continued attention.

ii. Granting Legal Status to Voluntarily Registered Managed Entities
against "'Signal Theft"

In the civil context, reference can be made to Article 54(1) of the

"Cable Radio and Television Act," which stipulates: "A person who

intercepts or receives content transmitted by a system without the
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agreement of the system operator shall pay the basic subscription fee and
be liable for civil damages compensation." This clearly defines the legal
responsibility for those intercepting or receiving content signal without the
consent of legitimate internet audiovisual service providers. In the criminal
context, guidance can be drawn from Article 56 of the
"Telecommunications Act," which imposes penalties for those intending to
profit unlawfully by intercepting or receiving content without the system
operator's consent. Additionally, it could require connection service
providers, telecommunications companies, or public telecommunications
network setters to deny requests for telecom services or necessary disposals
concerning the aforementioned internet audiovisual service providers.

(d) Recommendations for Amendments to the Regulations Governing
Compliance Approval for Controlled Telecommunications Radio-
Frequency Devices
Reference to the EU's addition of product recall procedures in the

General Product Safety Regulation.

(e) Reviewing the cybersecurity and personal data regulations of
digital products
Reference to the EU's proposed Cyber Resilience Act to enhance

cybersecurity rules for digital products, including: the rule of prohibition

of network function impairment, privacy protection, fraud prevention,
software compliance, etc.

D. Recommendations for Enhancing Collaborative Administrative

Actions Among Competent Authorities

(a) Implementing an Effective Market Oversight Mechanism for Set-
Top Boxes and Establishing a Removal or Takedown Process to
Safeguard Legitimate Operators
Addressing the copyright infringements linked to set-top boxes

demands a concerted effort, transcending the jurisdiction of any single
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regulatory body. It is imperative for relevant authorities to implement
robust pre-review and market surveillance mechanisms to preemptively
identify potential infractions. Operational measures should include the
reinforcement of inspection protocols, investigative processes, and the
encouragement of whistleblower systems. A stringent monitoring regime
is crucial to curb illicit market activities, necessitating enhanced
administrative scrutiny to deter entities from engaging in copyright
violations. In instances where illicit activities are identified and verified, it
is essential to enforce regulatory penalties decisively. Moreover, the
formulation and execution of a comprehensive and effective suite of
measures are pivotal in addressing these challenges effectively.

(b) Establishing a Cross-Ministerial Coordination Mechanism and
Considering the Establishment of a Dedicated Third-Party
Organization
Drawing from the successful model of the Korean Copyright

Protection Agency (KCOPA), the formation of a cross-ministerial working

group is proposed. This multidisciplinary team would be tasked with

discussing and strategizing on copyright protection issues and
spearheading the execution of necessary initiatives. To ensure systematic
progress and measurable outcomes, the timeline for this initiative should
be segmented into three distinct phases:

i. Short-term

In the short term, it's crucial to establish a cross-ministerial working
group. This assembly will bring together the relevant authoritative bodies,
fostering a collaborative environment aimed at reinforcing the enforcement
of various copyright laws and regulations. Such a unified approach is
instrumental in bolstering the efforts to curb copyright infringements on

the internet. By streamlining coordination and consolidating resources, this
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group will lay a solid foundation for a more coherent and effective
copyright protection strategy.

ii. Medium to Long-term

To establish a comprehensive system akin to the "Prevention -
Detection = Analysis = Action" model of the Korean KCOPA and to
entrust a third-party organization specialized in addressing copyright
infringements, it is recommended to obtain authorization through
copyright act. By referencing the Korean Approach, this third-party entity
would be responsible for collecting relevant information on copyright
infringements, conducting digital forensics, content identification, and

progressively building a robust defense mechanism against internet piracy.
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105 Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the
harmonisation of the laws of the Member States relating to the making available on the market of
radio equipment and repealing Directive 1999/5/EC, OJ L 153, 22.5.2014, p. 62—-106.

Illegal IPTV in the European Union. (2019). European Union Intellectual Property

Office. https://euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/2019 Illegal IPTV_in_
the European Union/2019_Illegal IPTV_in the European Union_ Full en.pdf, pp.69-70.

Illegal IPTV in the European Union. (2019). European Union Intellectual Property

Office. https://euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/2019_Tllegal IPTV in_
the European_Union/2019 Illegal ITPTV_in_the European Union_Full_en.pdf, pp.69-70.

108 Judgment of 26 April 2017, filmerspeler, Case C-527/15, EU:C:2017:300, paragraphs 49-53.

109 Directive 2001/29/EC, Art. 5 (1).
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10 e 2x 108 paragraphs 59-72.

11 Directive 2004/48/EC, Article 9(1)(b).

112 Council Regulation (EC) No 1383/2003 of 22 July 2003 concerning customs action against goods
suspected of infringing certain intellectual property rights and the measures to be taken against
goods found to have infringed such rights, OJ L 196, 2.8.2003, p. 7-14.

113 Tllegal IPTV in the European Union. (2019). European Union Intellectual Property
Office. https://euipo.europa.eu/tunnel-
web/secure/webdav/guest/document_library/observatory/documents/reports/2019_Illegal IPTV in_
the_European_Union/2019 Illegal IPTV_in_the European Union_Full en.pdf, p.69.

14 1d., p.70.
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116 FACT. (2017, November 16). Illicit streaming devices pose fire risk. https://www.fact-
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118 & < F_: The compliance of some categories of radio equipment with the essential requirements set
out in this Directive may be affected by the inclusion of software or modification of its existing
software. The user, the radio equipment or a third party should only be able to load software into the
radio equipment where this does not compromise the subsequent compliance of that radio
equipment with the applicable essential requirements.

19 m < F_: Article 3 Essential requirements
3. Radio equipment within certain categories or classes shall be so constructed that it complies with

the following essential requirements:
(d) radio equipment does not harm the network or its functioning nor misuse network resources,
thereby causing an unacceptable degradation of service;
(e) radio equipment incorporates safeguards to ensure that the personal data and privacy of the user
and of the subscriber are protected;
(f) radio equipment supports certain features ensuring protection from fraud;
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(i) radio equipment supports certain features in order to ensure that software can only be loaded
into the radio equipment where the compliance of the combination of the radio equipment and
software has been demonstrated.

120 7 <~ #_: The Commission shall be empowered to adopt delegated acts in accordance with Article
44 specifying which categories or classes of radio equipment are concerned by each of the
requirements set out in points (a) to (i) of the first subparagraph of this paragraph.

121 Delegated Regulation (EU) 2022/30 supplements Directive 2014/53/EU with regard to the
application of the essential requirements. It requires manufacturers to integrate privacy and personal
data, network security and fraud prevention considerations into the design of radio equipment.

122 Kun, E. (2022, January 18). Another Brick in the Cybersecurity Law: Data Protection by Design
Requirements for Manufacturers of IoT Devices in the EU Law. KU Leuven
CiTiP. https://www.law.kuleuven.be/citip/blog/another-brick-in-the-cybersecurity-law/
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123 m <~ F_: ‘processing’ means any operation or set of operations which is performed on personal data
or on sets of personal data, whether or not by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, restriction,
erasure or destruction.

124 ;< §_: ‘personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.

125 (b) "traffic data" means any data processed for the purpose of the conveyance of a communication
on an electronic communications network or for the billing thereof.

126 <~ §_: (c) "location data" means any data processed in an electronic communications network,
indicating the geographic position of the terminal equipment of a user of a publicly available
electronic communications service.
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127 Intersoft consulting. (n.d.). GDPR Personal Data. https://gdpr-info.eu/issues/personal-data/; CIEU
Case C-582/14.

128 Information Commissioner's Office (ICO). (2023, May 19). What are identifiers and related factors?
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/personal-information-what-is-
it/what-is-personal-data/what-are-identifiers-and-related-factors/
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