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ENRERREFEHEERBEZFEE B JFREBRXEAEZEY
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>  ICT EZEmEAIE 5% (ICT Industry Marketing and Research Program) : {fg#E
e R P 3R IS TR -

> ICTAIEEZJ)TZE (CT-Enabled Creative Industries Program) : HEENAIE 72
TANEZE - (REEF M AR EENEE -

6. RERFHRE

() BIRER L LA
R ER 222 A8 (NCSC) A< (102) 4 6 HEE T A RZR Bl i
B 7 2 B 2 EFHENREEH SR 2R 183 - MR E Yingluck
Shinawatra Se EAE(E LR - Z B GRAIEEZ IR 22 2 YHaZREH =X
RESERS "R e e )~ T ERTERoRE ) K T ESREEE A
R SR | SHEC - FMITIARCE RIS R - T ARVEE P TR, ~ TAE
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g~ TUAEERE, - TOPSRERE, KTEIRSFE) o FEERERY
wZ 88 (NCSC) EaihaRs - =AES - MBS ~ ElaRRHES - MEA
ISP A ESEEE A BRERLERE  DEFRRLEZEE - R R
[& ~ FrAlfRE 2 e R RN E - TR SR E S AR 4 2 RO B I
DFEIHS » AR BT 50 AT 5 B < &k H B ABECRAERS 202 > TRE 251
KRB EZEE -

RN R
BT G#ER (NS REBRMBEE (ETDA) BEREEBEMN

# (MICT) E75 (102) 45 4 5 8 FEEBMAS TR - BRSE R DT A E1S
T :

EETETX 5% (BE. 2544 M1 B.E.2551)

KOBEFAMBAEEE (ETDA) [MZREE @A (MICT) $#2HE:T (583 k)
BT 5E (BE. 2544 f1 B.E2551) » WiEU AR AR ol > DL
YRS BEUEEE AN EIEE LR E R E SR IR H 2 7%
B EBREREFETFXSZEgNHdar o [bIh  ZEFRHESE) 2015 4
ASEAN #8754 [E38 (AEC) HREFniE R e &N F ir4ERe 5] (ASEAN
ICT Master Plan) FUEEEFHEAY ASEAN &ERIL[ERE (AEC) EE (AEC
Blueprint) » FERFA B HE R 5 E 2 Bl B U R 2 (B R MR #E 5L

B TETS 504 S B T AT 2 M

AR HATIE RS % R g T - ORRIuFs%E (ETDA) i
A MEEH ) 2P - IS > &ORRASE & (ETDA) H
A E BRI AR LR E A ERESCE T H LS EHRE - 45
R ATHAE - KO RiGRRSE & (ETDA) SR BAmILEMAEE T8
% S ete i 2 A B -

1. EFASEFIRAN AR 2 kit

AR HETRIZR B — B L R 2 L] ~ I - SOEEBYIRE TS » &
Y2 B g B EER b E (ETDA) #EEFEASEZEZMAIK
P27 FEFERINET R 5% B.E. 2544 5 32 f1 35 HHfi (BETmAaNET
K&k (552 /1) BE. 2551) MM HHESR - 2 E K EIN (e R 5 8B —

B S Cirra B M) BT8R 2 IS R Fix - M OR 18 AP IR
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*%FEEJZ‘”Zﬂ#é%E& SEHoRaE o AEITE (LB R — e Ll ek © ]
FTEE FEHT R R L 2 AR SRS B E RS IEE R — AT HOBT R B - 285t
J:faﬂﬂ{%‘/L\ZE%Hlii‘% °

IV. EHIEIR A ZZ5T B.E. 2550 (2007)

HIFSEE ~ BEISIEE (ARIIEIRE BE. 2550) MR BTl e i hf T R o
{TERT - REREINREFMFEILIEZ A > BB b R B 2 Bl
T > PRIRIER Z IR EEE R BT E B 2 T8h#E - SRS —
RfEaT1% - SOBRRGEEEE (ETDA) 74 (102) F 4 HEHAS & (5
st — FAGCIRAZER] © B EMZ EHZ Pl > DEEHRzAT
Bl BB - BEEATLVEEPIZ IR ILIERS « BUFE B A EEG
AR HES TR0 » Aoy AR IR Z BUR B B R AT - HAT > KB R
pH#&E (ETDA) RHEBIFRIREY ~ A& ZIAERMRE > K EiR &Rk
HARVEERFIRT R i S il B R R 2 B R ek TP AT e B R -

V.BRIEILA T EHERS - KRR iuBE#E & (ETDA) ~ RAEERFT KB SR IR (A
SHGIFHTE: (MoU) -~ DURIZEEEE - A -~ SawEH - BERZ
e #EEE

> BT uBAsEE (ETDA) Bdpamgihla g U TR (SWRCCD) ~ #5g
PEMILREE (DSU) BirstssZ &fFiicst (MoU) -

> ERuBASEE (ETDA) ~ #AaKe KM - Ebay BUFRAE] %“EHEE?rPﬁ
g (TEA) ~ ZE PKIfip& (THPKD) -~ ZEEEHEE (TCT) -
B (INET) %% - BHRidEE &R o Bk s g ire (TISPA) )S’&
ZEENZ 2R E (TISA) Z A - SmmEH - BEMLZEEEL
o o MR EFEETE: (MoU) - RS {e bt &/E B Z 2 -

VI ZEHEZEFEEZEY (NBTC) MAZECHE A TS -
> 3G SRR R IR 2 B E R A

R ZEEEEZ A (NBTC) TR 2.1 GHz ZAHsEEIR4E T 3
K4 Total Access Communication -2\ & DTAC TriNet~ True Cooperation
Z T\ Real Future> LKz Advanced Info Service 2 F/2 5] Advanced Wireless
Network ; Advanced Wireless Network i Real Future 744~ (102) ££5 H 7 H
FEFEIATRALAR TS - T DTAC TriNet AlY (102) 47 H 23 HALF B ER

e EEA (102) £7 H 31 H > REEZEEFEEZEE (NBTC) %
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TIEEEE Y 2 8,455 (EEIEAEE 2.1GHz B(Z48rS © Real Future #5HH2
it UMTS £ %582 LTE R4l -

REFERERHEEZEE (NBTC) T AETEITISEE I S 2
M IBEREE R Z B S AGERE N B E 3 REE ZEERFEE - &
BECEIINETZEEENZETE > DIERNEE S EN B 2 EE -
(BFE 2ot - DR E SR b2 8% 2T B eI R (B R 2 ks

[y

T =
> 1800MHz FHEEHE 7 #E M

1800MHz JAA (102) 4F 9 ARt Eimn] 2 BT S S TR - 2
FEZREFEEZEY (NBTC) WA ZE R IR TEIAR S HE M
FAre& B E s 2 MR I e - REEREREEEFEZEEY (NBTC)
AHAA (102) F8 B 29 H " BRAH | T E&AA M REIRE W% 2
{TENAR TS A M e HART R BRI > A PR BB (S (ITU) &fEWTsE
AARA—F N E N 1800MHz SEZEIHE -

(3) JHGHERE

L BN R IGE (ASEAN) N2 BfEsE » HEEBRLE
(MICT) $2 A Pt i ol sR R B R 8 > DR A R T
W56 (ASEAN) R EFEREISE © Mt T oA miE E e -

> RERSE BB HIER R ARE - THERREAL - ZA
K g9EhEERe - I PIRE e A ARG > 2 EA ok 2 20k

> HETEIFHE (ASEAN) HREBIRISCR ML | AT &
SRAFRIEB RSB E A (102) 4F 6 B 17 A% 19 HBMA - s
St (ASEAN) 675 7 (ERk BB 20 b B R A
BRI RIS (102) 48 10 FE - ABERR & a0 5 S

http://www.asean4all.org °

L BEPR AL ~ A RA G 938 (o0 FH & e 2 35 e

Fo TIRMERRIR A1 ~ A RAL G 593 B (E R AR > ZREE RS
HS (MICT) $2ftiZ teE s F IR L ER S BB E A hhnE -
ZEE WP (MICT) 27 T {efERmE AL - AR &S B
BRI ) 8T8 > WS B DU EETZE - 1~ BEERAL ~ 2

16



A B A& SRR it B SR ¢ 2 ~ SRS EEAiRs A Eh i
[ BRE <~ BURFAFIEAFEL 5 3 ~ FR IR A\ L& i aal SRt & S AH BB B
4~ RN LRI B2 - I > REEEFHSE (MICT) 21L& E
afl (ICT) FHEsBhElr (AT) st s B E - RSt EE T
EHEF) -

. HHEETFHE=E

RHEBTR PSR g (ASEAN) 5% 8 B 2 Bifir N AcHA e 38 e - 2R
BB (MICT) f2HRar " RS T2 ) st Hh P azditd)
R AR FE a5 & (ASEAN) Rl R Z B A2k - that A
3MELEZEAR 1~ 2P ARM RS (ASEAN) BESEH A
MAIRCRE - LS ATTEA 2~ B — 3 P e DU Rl R e
(ASEAN) Rl B BFZ &AM © 3 ~ ST A E 2 HERRE e 4R
FA iS¢ (ASEAN) AR RATM © MEEK Y (ASEAN) [k
BETHENRA (102) F7 H 10 HE 12 HEmET g - 35 8 Hk A
B2 EL » 5510 EEALEFIERERI A (102) 2 10 A& 11 H239% > b

SENBTHE L4 http://www.asean eclass.org

V. fRHERERYAIERER (Wi-F)

FEEBEPHE (MICT) EEFEEEZREEEEZEE (NBTC) AR
sHolFr=iE (MoU) - HEHESh R N\ FHGGERERGETS - DU
ER AR FHAREES Z (R - B IE S (EREE T 2 B A= MefHERTH
B (G923 940 BTt s ) RE LTS - thats HIERGIRA
[EithlE R 15 EEFEHGE - RS BT ER ~ BUSTRRIRSS 8, - &
sNEEE L - B~ BRF - #/5%E > THEDRI 103 4 2 5860

4) (e 45 2 R
[ BRESESRNTIE - BRSO AR 7 = G F

ZEIE M (MICT) MIZRBIE R TE L E T EEESETE « Eall
PO AERS Z 2 GFRTER (MoU) -~ 877 & R B &R R R s 2
ZWrretapEss > SRR RS © BURM RIS ERR Z e & E ~ RS
FIAERE 2 b 5e 2 Bl EHEA RS R B REREE & - TUHRRISHEIE « ARAH
PR AEE e e R ~ RS RN RIS ~ MR LA RO 3%
B~ LI TR EE - B ER L EE -
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1L 48P 2 i

ZEIEEMHED (MICT) Hi%E 10 F 2 e R B I L s 2 e 2 i
L (CSOC) - EFNEIANSMERE Z B8 & e F > DUIREE ~ LB RIRE A iR &
ABENVRHS 280 (El 2 A 3 2 IR 7 e HH A TR L TR S B R A B
A 2 B

(5) ZEMIfE R IEM
I ZEfEIb ST S sk e Z B S A F

ERZEEEFES (APSCO) Z&ERNILZARES VB ARt =AY APSCO
ZSHF ~ MEDRE R EE P S Z R - #EH APSCO &l ISP 6 R
Uit R AL EREICE R 2Bk - DIeft APSCO slEEIE BfaER ki Mz
Dt - R E R AT 2 EE 2 E s AOE TR HBE AR 2518 5T H
PR SR R 2 - A EeBCERUARE 5 2 sH S HY BRI RS s A
KRERE R EENEEML —  HETER ] s i SRR -

LS KRE T Z Ka SHECZ BT 7518 (Ka SHEGTE)

YR RE N 2 Ka SRR BT Tt B 1 e it HAME 5§ B R ZEfH]
GfF&HEk (APSCO) WHFEEtEE AITIE Ka SHECE Fms (L T2 FHEBR AR 2 MY
IR > LEaTEE H AR AT Ka SESHARIL (B8R &R - DAaTE
K EREGERA SR T Frft il 2 P/ AL > st e S vbakat RukEst)
HUEELEZ Zh MR R A - that S il pehittie s Ka SHE 2 18
B - Rl e 2 it -

ML R s RO 2B 24T (APOSOS ) 3%

AR R BN A (APOSOS ) U7 Flss —(E s ekt 2 f 2B
230 5 LB AT E PR B Z2 IR 1 A - P DAERE SR e T T4
SGEIE PR a - FEEEMEGE (MICT) BRI ERZEE (RTAF)
B T HGERSE (MoU) - BRSAE 2 FHE K SRR ACEHE
e

1. BNEE RS
(1) EZEFELERE E 2R E ~(National Broadband Network)
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(4)

)

BUNBI R G rdEps et % - Caliedt 30 A R4 - HepgyR 9 & 500 =
TR - SCEAEHEE BRI R 1 B 20 E¥rRiiE gt - MeFEEUE
£ 71,200 PR - FEANIGA 38,800 = R 2R = -

EAEHEEEH, 58 (Wholesale Broadband Agreement)

BT B SRR B AR B - WA - B AR A
L IR AR R - COFERRS - (E RO S DI - SR
(B2 B TS R AR « T SRR I 5 TR AE
19 45 SRR > L0 PSR S s SRR A FL T L -
2013 45 5 F LA B S ARABRG 2 BFF S e RO ety T — (B
HAS <

AL UL ETE (Digital Hub Program)

SEONEUR EFRHEI B 4 [BIThIRIEESE - I Z SRR fEE 1 40 &
FRER T H L © AL U OETEE R W) A 2 B B o AR R Y AL S Y & (R
T R B AT S L)%k (digital literacy training) @ BUES B F9 S Bl g5 fir 4K
T o B O EE B B SR S AR AR AR AR > DR S BEAM o] AFE S
B o B SRR E SR T BN BURT 0 48 P 4 B AL B 4 ik B 75

(www.internetbasics.gov.au) ©

B Iiy=3is

BN ASE B S (ACMA)TE 2013 4 6 HHIET T BIFETENS i IMR)AYAE
A Hp S —(EH I 2013 4F 9 A 27 HEEAR - B TENS ek
Ry p BB R IVBINS IR > B r DUEER S IR > DI
BRI B e\ e B R B 5 - PR AT B8 M ARy VU8 e o PR B SR T
BRRINS RS - ERENE RN EAEETHA -

N EH (L 2 (Registration of Telecommunications Consumer Protections
Code)

201242 H - R ER S 1 RS E & PReE EAE(TCP Code) » AFEACEE E
ETERA - BNEEASEHFTE 2012 42 7 H 11 HEREESCHER - ZA0tH
EREREEEE @ (BAERBETR - NSRS S Hm 0] DR
BHERT AT S HG G < > BRI IERETEREER - IR
fERERERAE ST - RN i ARG B S AT B IR FL A EARE - B

fE =22 $250,000 HYSTRK -
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(7

HillZE

HNBUNHTE L R ERERE A5 E - BELE - BERG - EiREE
S8~ R B E R R BN E (B S5 G R AR L < BONBUNHIET T 8UEE
SR FFEREUE PIANBANE S S L - SR BUN SRR (% BUN &4
RSB~ ERBIHUE A RE RS - TRV S EERIDH YRR E
B SR E X (CERT Australia) ~ ZEZ4EMEZ 2 F2E Hura(yber Security Operations
Centre) ~ [N BT 4GFE 4 pE F 28 ~ B 48 PR 4 B Al 745 4L B iy 2 [ #fE )
iCode ~ 17 B2 B M ME 22 B B /B (S /4R T/ < iy T SEFE R F ORI E &R
HtH e N AL 2 B E S - B 2 E B 2
R bR AT N E P EN L 2 EF -

BRsE T - B &A1 (Digital Dividend)

Ry 7 AREER IR G » RO AEEEAS EE S 2011 R T00MHz HYAHE
BRI KLHIFRER(694-820MHz) B ¥ 70 fic - WESBURNTEZ - 2013 £ 3 HE S
A BN RS E T S 258 R 7T00MHz B2 2.5GHz SRR & - FirA 2.5GHz
HIBREC AT B 1 25+ {2 T00MHz ARA{E 1SMHz HYSHEE(733-748MHz B 788-803
MHz) R E L] -

8. &R PR i i

(D

@)

)

% 27 E5 #8(E 5% (National Broadband Initiative)

SRR FARGEEE H 2010 5 3 H 24 HEE) > HHAERITERE
PRHTE Je R - 3451 EE HATE S8R 340 (E4EPEERs U0 » — H L S E =
85~ — & 5 Netbook 75 ~ 4,390 {EELRITHE & 824 (B ASATEIAM & - B
{EETEAERVEEEE 20 (EAPEE S -

HEETE

R P an gt EOH & B HEEIRYET & 855 5 5 A B (Youth Communication
Package) ~ SEEAPGLE/ N2 47(Get Malaysia Business Online, GMBO)
Broadband Empowered Entrepreneur Award(BEE Award) ~ #$5{TEIE L FETR
¥5(Public Cellular Blocking Service) &z Klik dengan Bijak(Click Wisely)ztEE -

AR PG n i s L L EE TR E 2013 45 5 H 16 H#E » f5 H.E. Ahmad

Shabery Cheek #&(F -
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9. 3B &

(D

@)

©)

“4)

Q)

ICT $51=

SORTES BA R 9% » (TRIRRER KR 117% > HEREE R E 21 6%
ARG 51% -

SOREERREIERR (AITD B

ISR AE TR S AR R
M5 IR TS R b M S S PR - DT B Bt
SN YRR R E IR AR - 6 T 2014 SR -

R SEEREL ¢ RS R A RIS BI R - b AR B
I RSO R SN DA © BB R R SR RO - DL
LM R - A RO - (R A e RS -
AL FEE 2014 4EEEHE -

PREATE Y HET ¢ RO~ CHARGRES < JCAREINT - GBS TR -
ERERI BRI AT A5 BRI H G B AR
FRERTS - ST DU (LS o R R B2 -

SR B R AR S

PSORBIZR GRS ¢ R0E 2 (8 3 TETOOE (Y1 B8 T 55
SETT) WREE S FETE > DUECHRENT - ILL 30Mbps N EVEER BATHE o A
KRR 30% FH FOCEREN RS - BEE Ry 95%FH F (5 RO LB IR -

4G Sl

4G 178038 EYRFE LTE £ffrsdEs 5 IMT 1800MHz FEES A\ FREE s &
FZ¥ DST 24 5] 1800MHz #EES LU T~ LTE » 700MHz & 2.6GHz #EES IRy Biss
IMT - Advanced °

" bn ) G E

Bt i R B aCeE S RIRDGREER T o @EAEE
7 e ftE sz SRS ECHE AR SR R - et eEat
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T~ W R PR TS » B E B S S S > DURSHE T bn | BI04
PSR -

(6) [EAEEERFEE

R RIR BT 8 0.2 TUICRB e TN B — 22 878 0.03
TOX AT -

(1) ICT #EstsE

SOREBAETE R (AITD) /48445 " &35 INSPIRE, 2 HHE - &
HrER A TR ISR AR (R RS A SRR 6 (B A B E - 72 2013 £
B ERE - SR NSO E R S I & e R e e %%
afff=ek > HAlA 6 ([E4AHatE83T -

N BB M8 8 DSOH EHE

1. FER

HEAKEIEE NGBS EG R 2 2R EHEEC - 1% APEC TEL
5 48 Rk TR AE (B B E Tt KAV R B 2 & o

R Rl EREE WA RIS 4 RIARIN & RACH 2 ffegR ~ 5 (@ H
AlEtE SRS - 4 [EETE4E R - 1 EETERE - el & 58 DSG 5T -

2. HD=E

(1) AR ERET 2010 FF5ER WIMAX sABRFSEL - 5 & 1N 2015 %% 3%
N RAT BRI - B B 5 B SRS N R TEN R DT B TR 2015
T 20-25% K 2020 4 25-40% 2155 R B -

(2) APNIC (RF#HEIR S TR [Pvo BB EHr - W3 RAEEMEE B AT SR
ARk 384 - Miwa Fujii 213780 APNIC E4EZBHIAE B R[5 8 B 48755 K 4
PESEEE 1Pv6 SRS RIE - G a4 R M AH R &R 1Pve 2 B
Ve DI b A s I B S 2 Al -

(3) 4APE4Er ey Duangthip Chomprang Z 3R A5 48PR 4g s d et e &
EHEME - KIEZ Y o SRR e DA PR G R R s B Ry R A PR A s T
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(4) AT&T HY Jake E Jennings e AT&T ERMEESMIEITTE o A s iii
HEZFERNFEIFR > e (E AT&T SRS TR > Bank
fEEESE ~ PR ~ IRFS -~ ER - BB RAERRARSR » RN R RIS R - &
T U R R B EE S P AR RS (I AR T FRHI I = -

3. BIEPTZatE®E
(1) B EBUFIFE L Z B8R - AR

Corale Chew 2/ 4HeZatsE » s4at=& A H AR TELAT f2i - WHHTingg -
R R PR AL [EITA3 - B Waseda KE2 APEC B TLBURFBIFE T 0atE 2 15
B > UL LINTRTE - Bl SR ERES ~ HEA ~ Adtgra - TERIAHRE 0 LA
ANGBLZ IEAE > LIS I 8 T LBUFHY SR A4 > BIEIISE - 3RE BRI
BEHIGR - EE - 2R R -

(2) AR B EREE FRFIRTE K ICT MEF 2380 - H AR

Naoko IWASAKI i t-# 5% st & 2 HERE - st i N A RIS EE
A EEERE ~ S5 - B R IS [E A - ETEE T B AR H APEC £2
&SI - WEREITE A K& O EREE ICT HEhIE M AR MRS A e
2 7 51E(TEL 01/2011A) -

(3) APIl EFB P31 > $4E

Hyong-Soon Kim 1@/ M 4H% T AV HERE » 5%t 38 AR R H AR 9T R B
IREE - M5 /1 KOREN > 2M& #2521 2 & SDN/Openflow B5% ~ BrR4ERS IPTV
SR R 2013 AFREER B H ACH 2 WS & % API B E 2= ) - A2GRA 2014
1 H 20 & 24 HREIE2 > APAN 55 37 fE & - K 2014 4EF> H A28
ZEEER H A APIL BT & -

(4) HE ICT AT E E A ] - B

RS R e T B T E B A AR T B SE R HRE EE T - MR LA SRR
FENEEEF - B R AL AT APEC B4 ICT 8 ik BsaT = B isE
77 > ReEEs APEC 87 BEEUR Kz APEC HiEsZ 5RE ) - TH U EZEE L&
% APEC TELAR #4815 » DARFEEUNEE APEC &S = R ek o
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4. Dt Eassn
(1) EEIEMEAYE RSB ERON © 5558 > sEa MM TR FHRE

7 T E B ¢ (O R BRACS 2 TIOBS B TR - (DB
TR e « SRS TN TR EE S © OBA R R 35
= RS TTEHRENE -

W ET & A 20 H R BEAC T 2013 APEC TEL &EimafAHE 2 O R /E IR R E

% o E PR N R 2 IR EIERIEPRER N - SRESH HATEAET
2% E FHP R D A S ZE TR B LR IR R - i3 IR R A 5 5

SERTE I -

SN J B0 5K B 25 IR R () 54 B R B R T 5850 ~ TR R R R — 05T
o o FPEIRREE S & SRR IR P S AR s B R R e - HA R R
Internet Society BL & (AFRITFR » BN ILGRAIFTRIN S 2 BEARE > HHE T
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7% > Internet Society (ISOC) R [EHFA EREHRF A FE MY E 2 Ml E HEE

7
Q) RESEEET B

KR & 2RI 58 = B EV AR T HIRE S SR B E] o R
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o R T AR S B S AR T LTRSS - s L
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SR T RE Y AR o INIE - SRPIAERE AV BCRAESR ~ 2EBR LUK 5 [5]
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RE R EBEILEER) - 58 T H HIE AR SO TR ER A B
Mr o DU ARRAEE RV T T « STERLHRERAVbET S - BEEaiaEdRe
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EIESIEIIET AT HEH - DSG SR A/ & DSG #rig RKay2% -
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B ) Z HERHSFI VBT R RS 2 B HEANER LSG NEH#
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W Ik, R B PR ] 2 FEEE RS Y APEC TEL MRA 2 HE®h b mf 2t > £ iy
A% WER | THTRRME T et EE — TSRS | - ATRC RS EE
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LSG G E Fxy) B 2 B - DIEHR N APEC Ml 2 5 HEARE R Z 18 &

¥ 5 o APEC &BRat o SAMIEBINA (03tak - £ R 2 I E
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4. FErERE
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2013 &1L - HEETE R EE N PR S ARG B TV I Frid s B AR E
KAVGAE S » AR EHE Al H R B B HY A4 (e-modules) SRIETT-4diE:
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fEAEE R -

6. stEER®S
(WEZARPEEE » {TEEENZ 2T

R PR PY e R T B AR B T s EIATHRHEEN ST - [EIRAREHE
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bFES Eaiis > o A2 ARG

(2) BEREREE B 2 49F5 242 R 28 @ (Cybersecurity Policy Developments in
the APEC Region)

FR1E APEC-OECD 4R rE a8 s 404 i\ & B & & B2 APEC TEL 43 AU
KA 5 ¥ TSSOE » EEIE g R 72— A B8 TOOSE &5 58848
TE B3 TSSOE £ APEC TEL TRE&ETE #5127 » Wiy APEC TEL 49 #1755 ©
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R -

GHRE ERREHR st
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1 s KSR & ER 0 (APNIC)

APNICIE# P — 2 BB R 22 77 ZIPvOlE I B & 51 © APNICE 4% i 5 FH & 1Y
Bl B AIPVORIZNIRG - APNICIEH EACEFIA RSB RS S RS e & 2
[ BEAG 7T BUEL F IPvO - — LR A RS S8 o KL 75 G 36 = IPVORY 2 SR B 4K 2 F {57
5-10%HF - T HAT LR AG AN ZAGEEAE 1%L » APNICH{E—IH " [Pv6-ready |

AP AL B S YA - AR NI AP Ryl U B 8 1 T B R AR ARG
AR PR AR -

APNICHR 22 I FL RS & 25 B R B TR SR DIIPVOER T © & IR S A RAHED
PRI RRR (RIE 2 > SR SEIPvOR iy LAE T » DA BUN A TPvory 4R &
% o HATEEl T —taTan o e SO ER T IPve 2 H ) gt 0 LSRR
S 2 T HH R & [FIRF TPV -

Hi#&IPv6 World Launch & 2 & 1E - HEETEMu ZIPvOfiZHIE I - APNICAH
BRI SARRARRE - BRI A DAL E IR E KRR IPVOr S E - APNICH
FR TR (EREREERY ~ BREN ~ ZENIHEELERS -

THEZAR B RSS ne A Ry s A PR S pS e - 40 IPv4 AT IPv6 fir
HEHVIPELEISECE. - APNIC 3 FC 78 Eu iy hik 21 SO(E g A & & 48 B S Y R i/ NI 4
BE o IS ST e BRAEES B N B A AP R R (2 = A RA SR (7S -

Ry T ORFFRESTRIAY LSS - TR B IS RE i R SO RIPve - s EEH
REVEBHUE R PR ISR DL g DAV IPvAZE ] > m] RE e A &1 I 52 24
ESHIBABNIRR E M - BA R4S TR RO A AR © ER IRt e
B AN R —(HEERNE -

A% APNIC URERITIERE R (T8 APNIC SRS &1F 5 WifERAsE =R - 2
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FAERFHE T8 1A IPvo MREHIELH -
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2. HEPRAERSTEERHAR (ISOC)

AP A s (AR 4% Duangthip Chomprang 20 1 R 4 PR 4SS e B (e #E R AV ER
o RIS - HERER SR ENAEE R TR TR (80%) I
T2 (20%) &HEG © R = E R I e i © EAGE R ~ A%k
TEE A G R BRI -

MR R ERRE - A ERSEBUFIIEN T EER > eSS g - &
B MRS S RSB K E IR B MR RE ) i A A PR A S K
FIEG » BUSHYA CURMECR AR ~ EIHAVIREE > FELLZ Tz Rl & iy 775 #
7 > R RAERIE BURRF e LIk - EAh - (ErR7E & HYAREIR G - fElR
(eERFER AR - IR IR A IE ~ QRIS -

(+32) EEFBEISERBEAGIER)

MEBEIEE T HRIASE N (BIERF) » W H TELA BRIAHHE - IREFEIEA TR
RE WL RGBT IR FO B S 1235 SPSC ZRIAEA - [HRA =(EK
RS TE AL - FL AT IS e fEHE (AT o0 40 3 S A\ BB A 82 NS - E5tHH
Hrinsz gk -

1. [LSG]

LSG El&£ A Mr. Domitry Kotrov ( from Russia)

2. [LSG -MRATF]

MRATF B % © Mr. Jailani BUNTAR (from AITI of Brunei Darussalam).
3. [SPSG]

SPSG BEIEEE A : Mr.Charles Chew (from Singapore)

(+=) REEFEHE

K& FF Ms.Nur Sulyna Abdullah HEAXZ:ET APEC B OECD HYL[E2% 7 >
femAA APEC TEL — 413 E 3806 » WEE Bl OECD ~ ITU FHHAAE IR 4H
B EVE BT > RIS S E RS RN [~ > =/ TEL 4451 © X

BAHRH o RS A S » SRS SEARR (5 - StEIRBIAMNHETT
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TSR AR A EMS - MBI Z T 7e R Ra T Bt e e i (E Rl 2
W9 > i80Sy TEL Rt 2R - REIR Mt H B BIPR EaEan - 108
B LHRGEIN -

Seoul Cyber Conference 2013 FRHEEDES, (10H17H£18H)
IGF 201348 6B EmIE Y EIE (10H22H 225H)

Meridian 2013 Conference FAFITRIE (11H4HZ6H)

ITU Telecom World 2013 72ZEE =4 (11H19H£22H)

APEC TEL T{E/N4HAE 2010 £E8%f2 T 5R0% 2010-2015 FEATEETE | - Wi5epkftis
SEEAYHAE - £F 2012 4 > APEC TEL T/E/NHMREHR BT B S RERT T
TELMINO &raa? o] iy SRESTEhEE » DU 2010 EDAAR APEC TEL T{F/NHATSE
RIS &R E B E RIS TTEETERTE ST FAYCCE - & 2013 FBSR BN
TAFAIHE L -

HRE 2013 T /Ea S ZERFEAR

[ BEEBERT{RERE = Develop ICT to Promote New Growth) :

2015 47 FijE Bk E AR K 32 HT(Universal access by 2015) ;

2020 4F-Z FiTEERE [ HHAE 2R T ARARAE B RS

mhBh 3 R RIS IS . BRI REE - BtE Rt T g B EE
HRAERS

ik [CT FEE B R A FIAT KAV HE

FEEEMERY IPvo - RS EIRRE TZ8 A IPvo L BB » W EES|
B & BEARUEH [Pv4 I8 % 1PV ;

Ao = IRt &K ZEE Mg BT SR M E R EE
TRl > Phafigse ICT Bt -

I EEE RS A (e v & & B EBh(Enhance socio-Economic Activities

through the use of ICT) :

FRBFTRIR IR © FEiae BEEER T e ER LR ETE - DS
7R 5t A R B il S AR S

SEFEAER RS S RAI4EAE ¢ 258 ICT FER W SR e 4 R B4R - DAbE i
T BB &R MR
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1V.

V.

e ICT FEMBRE G LORES) © 0= ICT REEBEM - AR EFIA
e EERRERIEL (Green ICT) ~ dfAlssfb SEEEEE ~ AMAIELF S 2 A RS
B~ (RS - 25 NE T EBUTIRE S -

{27 2 B 2 & i AR TR % (Promote a safe and trusted ICT

environment ) -

T R AEFEN ICT IRIE - EPUHEERE - [ AERIEIAIRGE M Ers 4
TR - BE TR RENE ENRET

PR IE e TN B ISP 2B A TEH BN 2 EE
AL 2R - EEEEEA L EMEREHHIERE - RN
APEC HAt&HEh

B EE RS 2 85

S9EAERS FAGIRIEN L 2B RE | AR RE S IR (WLE)
ZRHHER G - WETERERE - 0 8B H R A AL R
B RAELEE o

ﬁ;ﬁéﬁlﬁﬁé%ﬁ%ﬁﬁ (e HEE 2 ATHA %?ﬁﬁ%f%{%%%%)\%ﬁﬁ
EHEIE  BIEY e KRS E RS SRR

IR BB 4 (Promote Regional Economic Integration) :

S5 B MBIV E 5 AR © 5 ICT BUR BT - DIAIR

#5f% APEC [&IEORHS 2 B HHE 5 ik -
SRR A o0a8 (MRA) B [F SR i EE0K « Mg B8 MRA » DA

HECRIG AT & B R — 2K -

RIS I E R « #2540 APEC BURHIEH MEHE > DIREREEREH

EpE TR S T S W SOBEBH

T H B S B B S S K MRS $R A B H R e

AR B S st (R o 2 280 -

IZ,HE FL[EE2E (Peer learning) : 5Bl & B2 T 8281 TEL E%*fi);‘zﬁﬁ:%n
sk cSEa o HENEIANIVER L > DIEEIT S A

aﬁ‘éﬁbiﬁéﬁﬁ%ﬂiﬁ};@ TEL &+38 ~ 43 008 R 8580 Ll%)ﬂ?ﬁ%{%é&%ﬁbﬁﬁ%

LRI E 2 BT -

F R E R E AR EE R E - BRI > AR E S

n5&E #EREBF9 4 YE(Strengthen cooperation in the ICT Sector) :
HEFLRE AR 2 st DR R E SN > DU N R ICT A Z 88
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hs& APEC NESSEIS R - 0 [ B H A PR AH 4% & 1F - BiPE4H 4% APEC
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h- JEESEGERERESBERANE

(—) BRI R DS &
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H &Y Wallace Koh Hoe Aik 44 ~ 2K H EEHY Christopher Hemmerlein 5%4EHE(T:
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1. FERR

AERAKEIEENE RS S HEGRER 22 HREFFEA - ¥ APEC TEL
55 48 W&k TR RS (SRBD (B gk it RAEVE A R R G 2 8 -

2. BENBEHRA

sl A AR B AR > YR T 4 QAR &R 2 i ~ 5 [ H
Alat e ~ 4 [EETG4ER - 1 EFETSI % « B R HT DSG st 5508 -

3. TEL 58 47 REHE > DSC SR T EANHE
BRI DSC TAERSSY » 4 TEL 5 47 K&3 DSG & -
4, BEDE

(1) HFEEE S T E R (RS TE AR > MRS 2009 fFAEgHFE
%38 3G ShIGHHERs - fTEI RSB 3G 1TEh4ERE—IE 5 [ > IMHRH 4 TEIEAE
BHERIYEIGE - BIENET 3 R ESEA D 1B o TEFET - £/ 20%H
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fE1H 20 E 24 HRRENEER > APAN 26 37 B » K 2014 4EFY HACZR it
2 EEER H A APIL BT & -

HEE ICT A in et EE A /] - B

R R T 2 AT & B S AR T H SRR SR - ek T H S5
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FEEE Mr. Scott A. Smith~ #Jl5% Mr. Charles Chew KM EEH £ Mr.
Chris Drew 52 B\l Bt/ M AR B OGS -
2. ERANAER
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2. EHRBELCE

(1) #&E A Mr. Chris Hallenbeck » £EE %2 CERT #£58 (Homeland
Security ) EERIBHSER S E®/NH (CERT, United States Computer Emergency
Readiness Team) °

B 548356 CERT HUERBAER © RefrIESEE N RAVEIAMERA - CERT £
TR BCEE B R RS 2 e & AR = AR e B R b » [ 127 22 D
AIE R AR R AN - Bl RS 22 M ) B AR R R Y 2 2

FENB R YRR 2 A FomEREE A0 (NCCIC » National Cybersecurity and
Communications Integration Center ) BI$737E — (B4t ST A FASIFY ~ E2EEHE
BE AR 2 s RN AT - NCCIC B4 ELRE -

. NCCIC Operations & Integration : &=t ~ i K ES NCCIC HY4r 7 BAir
FoEEf o

IL.CERT : $t+¥EEB RS AESH G - 5 SRS R B & EH -
[FJHF S e R by HLRITHYE AR 4G BURFERFT ~ FABBFT R BS MY FH R B AL -

III. ICS-CERT : #&EH AR FI Ok R » 5B L 2402 2 DR RS B SR EE
FREESAEE © vulnerability coordination

IV. NCC : 5[-H K iipah s e i sl it NS/EP BEaR s 2 35 -

NCCIC FFHE B HFES IR EC AR ~ RAEFTRIANE - BlInAEREE A [E]
AV AE] ~ BUNERFTABE A E e - EEME RS - 550 0 B T IREE
R WEk PR LASEETREI T A ZERI( Traffic — Light Protocol) » 475
00 (AR EREN) ~ 375 (Amber » HIRA T Z454H 8RN T B A 1E
N) -~ &RFE (AU NER&ERS = BEAREAREUR) kAR (ERALIE
=) -

CERT SiBlEAn] o] fE 82 B BURF A% L BN F B R B e Y B 5 - CERT AE A
VTR 1K 24 /NFHETERESE » Woae A HFTRCE RSV E - a{FiE—
BT o By TR R R R E AP T s PR BB - R [F (R AH
AR THR R > BURFERPIN RN & f T e e - RSt > A RIBURF
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(2) #HEA : Timothy A. Kozak @ EEI#EHEER (USSS > United States Secret
Service )

L BRI REBNE

MM e (s USSS ) —Bfdbe By 7T RIS MmN 1865 47 H 5 HETL -
& AR R By 484 ] > &7 1902 4 XA REEEBIESHIETS - 2183
BNBFHENE T - 1984 FtAIHEE A -REEHIR-REEHUUIE ~ B FH A R
(Y EE RS BB EHEERR ( Computer and Telecommunications Fraud ) ~ 1A% & 47551
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JEER A R TERL - 2001 FRAMA R HZEBEEZE R > BHET USSS &4
SR =E R ERICFEDT A ES KA B IS ALIEE 2 /NH (Electronic
Crimes Task Forces (ECTFs) ) » DUFEER Kt o8 Y6 7 < Rt DL Sy BRI
5 - —Fl4h USSS eI EIUTFERE L/ NENE RS - HIEEE2ERE
FTEEEE RSO IERY 4SS - DATER ~ HE KFAEA FRREHVERIESE (B5EBT
LM {5y T TR B R BRI e KBRS S 188 ) - HHY USSS BRI L ZEHB 2
LOFILIE(RFETTRAE) ~ EHREFRELE & A ~ SRATELEE R BB
FECEEILTR) - RLAERS TR ST i B 2 -

Y USSS J&—{EAR IR/ NV SE RS BRALL > P AR RS TR SR 22/ NH(ECTFs) Y5
B sHRASEIRFL ~ INEH T HRARRAL ~ FESERS A DU R a SR - DAE R
7T T E R AT T T T HI RT3 B RE T - HHRE 08 A R it Bt K
WA IDIRAYRE ST o FTLL USSS #9378 A (e Hhu A BRI R SffsRs - B
AR EE AR S AR L (BIANEE 1575 ~ BT ~ KD paEanddig s ) B
HEENRHENE - TR ROV S USSS JEH B -
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AR RS BEIER -
AR EIHER AM N ERS RS
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EREAITEY] - HAlERS RTi#aeA ECTF @ fIaI(PaERYPakEE - 85
Lr~ JRAZE ~ BRERAVALEY ~ I LTHSE) - £3REIHEE 29 ([MRAE - S0
WEA W E A = (RBEER) -

FTeBy S (0%8% (Identity Theft) -~ BIFAREFEE > (EHHE ANVEANE
AMEHFEENFR - AU EE SRS  Him GO LA R
JE ~ HEE LIFBR ~ 2Ry Tk AERHHEEBZ -

(3) #&EA : Mr.Dwight Lin - ZERERERRMAZERE
I ERGRHERLFEEE/NAR R ERERE TSR

> EERME

> B +2Zr

> BRF &= (FBD

> EEMEEERAE
> HA S FRE A RE

> PNELHE 7 e A R
> FLEBFIHVGE AR

> B a5

1. BISICTER: ¥R BETEE Electronic Crimes Special Agent Program, ECSAP)

> ECSAP Level I - FANERILTEHE
» ECSAP Level II - 4% A= HY[E]fE Network Intrusion Response)
» ECSAP Level IIl - EA&E A7 #& 58 A\ & (Computer Forensics Examiner)

Bh—E A SRR R T B AL © By USSS BUHEA AR R AT AR b A 2T
e ECs: ~ W EHL AT A ARG E) (network compromise activity ) ££
HERMESGEES ~ BB e RS - B ERE DG N
OBk BIBTRT MR IBHTEAE ST BN EUATRFT ~ BFFTIL S Bl

. HERREERERFY (CIS » Cyber Intelligence Section)

e B E AT AE L i N A BRI IR BB R R A » s f T PR TELE
AT E AT B ALK R R s - PR iR a5 -

IV. BligER&pE®/\sH (CERT > Computer Emergency Response Team )
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FME BN Et A CERT » A BIAE 2643/ CERT » RIS T
leverage non-public technology LA RHEZ R4k - DARE#E USSS #R B FH & K
THFG ERSIE TR AR

V. BEREBIEESRENCE - National Computer Forensics Institute)

2008 £FFHBFFREE BRI AR RE - DUEE - SIS0 R T3E AR
T RS E - SRR AN B R R LR - i d - 2k
FERL BRI AR (FRE ~ AR E I sE R AR I/ 4K -

VI 2013 £¥RZ2&#i4 Global Security Report

EFARE(RE LB A{S (Identity Theft & Network Intrusion ) HYFHEEIE
5B AFEESTE F AV A% B Title 18 USC Section 1028 K Title 18 USC Section
1030 »

WISANLAF LTRSS > 2011 2] 2012 FE 2 > #FF2HE A REFEIR-RVRA
FrA ARVER RS - RRTEERA 900 EF] 1000 ErYERE#Z UER R
S FrELE 3 Z 96 #e8 fESERVIR IR AG A S & PRV EE R » Bl
REANRA - BAEAS RV R E T EFE -

WERLIZENTERNKE » TEE - REGMREF2 TENZEE - W
BREBNEFEHEUARR AR > HiE 7 200 4dms b S8 i fny hi
72 NG RSN SLEE T M LT - JEIRAVAREEWIAERS AR - FEHY
&k} (Data breaches) ~ AJ&5A~RET ~ EEEN (Maware) ~ KEEH

(Trojans) ~ fF&&( Worms) ©  WERIEE Pl KB 22 UIERERR » ATM {HI$%
+H &R (ATM skimming ) > JLHEEHIEERR (Gas pump skimming ) ~ f&ER
#Jf (SMiShing) ~ #9484 HE (Phishing) ~ 3 T2 (Social Engineering)
tHEE4ERE (Social media) 2 -

KR SR E 2R - ISR ERERE LTSRS - e MERE A 5
e I 5 -~ SRR EER S S EE - BIE—EREFEA KR 2
{f T (compromised card ) PLSillRAEIE &k 533 ID 2EAY -

EE 4 A R DREE SR E - B AR ENZE 4R 2010 4 -
TIX ANE] R HA ZE Eng 78 T4k Albert Gonzalez B ILJEFEEL 9 T-EEM(SH R
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K56 K95 © Albert Gonzalez Z 1% #¢5% BURT NI T A REH R 20 A HAGEN
e EEEE TR ELRERET

B EEARINE -

FIRRARAEIS 2 (5 PR G %0 -

FIAEES ~ SR SRR ZUA (s 2 AR R (o A R 25 S
PR -

R E L R LA R FEP AR SE PR B AR S R d T2 2 (1]

U ARTTEZEE IPS R AR Z4t IDS) ©

2013 £ 6 B HEUEEEETE AR ENZE A EBALIINBHEST - 4 AHERE
N | #4550 i AR LR FE HUE F R EL SRR AR - 25085 ~ 35%h0(E
ANEGER ~ £955 > BRI ERLST - S5 5 EEEN B IR,
FENZ B EERS SNSRI T ER - P afEfCESEE - Nasdag
OMX Group Inc. (NDAQ) ~ 7-Eleven Inc M AR F EE1EE - Hilil 16 BN+
SRR

£ 2011 5= 12 HHY Levon Petrosian —Z& /1" » SEERFLE EHR B ATEREUN (H#HY
TGRECIT © 1LERE; - 2.GPS 5§t - 3.B55% (Pen Register) 4.4R [ 5.E5 5%
7o B IEEF—FGHRER - EETESEME - THEEHNEE (Data
Acquisition) ~ Efir 5347 (Forensic Analysis) ~ &2 {&8] ( Threat Detection) ~

185 (Containment and Remediation ) e

vV V V Vv V

VI $aREEEZE 2 HiE (Topology and scope of investigation )

> GUBRTE (Log files) - ZUFHKfE ~ EEHIES ~ AR Z4% IDS/ AR E
Z4 1PS » 220 (App) » 284 (Security ) » 8% (Setup) » £ (System)

> iR (Open ports )

Windows Prefetch » ZC#% 2/ VAT 128 EITHIACEE

> Windows B ARE (Windows Registry ) » #5141 (HKEY LOCAL
MACHINE/HKEY LOCAL USER )

Y

! http://www.wired.com/threatlevel/2010/03/tjx-sentencing/

http://www.bloomberg.com/news/2013-07-25/5-hackers-charged-in-largest-data-b
reach-scheme-in-u-s-.html
} 2245 Levon Petrosian JHEEIE & FSTEMNIE IR 5 K B A (E R -

http://www.secretservice.gov/wanted_petrosian.shtml
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(credentials) ° FEHBHTT » SZATHETTEE - R AFEA LogMeln &l @224k
Be1s DU AfEIAR23AY1% T (Back of House server) ©

TELL BB TGS &AL

> SRERNHETERR A (Weak or default passwords ) ©

> REERER) ST (No password complexity requirements ) e

> R{EFRENE I E A EA%D (Unique user names and passwords not
used )

SR E IS -

B KB AR AR #0852 %  (Firewall rules were unrestrictive ) ©

e 22 B K& 9N (Excessive firewall ports were open) ©

M4 R R E TRA] (Outbound network traffic was not being properly
restricted ) °

P KAGTHAE=Z PR (Limited logging enabled on the firewalls ) ©
BmE i — BN > BORIEENYETE (Remote access was always on; not
properly monitored ) °

SCPREAES P (Logging and monitoring ) °

Windows FYEC A & ftF (Windows event logs not maintained ) ©
SCEEALEHS R (Logs not reviewed )

ANFEH 4 A (IDS not in place) ©
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(4) #ht5 A : Mr. Dang Hai Son » &E:lERERA RS pES G0 F T - RS -

di

Mr. Dang Hai Son H Fi#&{F-#iFd VNCERT Ay ¥ {£—% - VNCERT 2 #iFd &2
AR = e LAY E (BT - B BN R A ATAER T LA S 48RS
{58 FH & PR AR AR S it SR PR E e B R - I B B ERERFIR A E
NSNS - Jo] I fE S -

GETEIREUR (Ol T AV B REEE A =18 > BIAE E £9£4 (phishing ) ~
FEAEFN (malware) RAGH E#(deface) « HAH 772 45 & deface » 72
35 mEEAER  Hr 2 20 R EEVE - —E RAVEEE I ERRR SINER
[EIEEEcES (spyware) ~ 3B FHENAR#0% (DDOs) 5 -

* Ministry of Information and communications °
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di

FERKR - SRS DU HA P RERUE &SN - B0 B AT 5 - $958
I H BCE R EAE SRR - EEEEUFERT - 1A > RS
HBZAYEAS ~ REA « CUIFAEh ~ BEER - 1 LAFEUL SR T B AV (R
i &P 5E - 12 3G % LB A SRR A RS IAY S, -

2013 4£ 6 A » #REEAYE T3] (E-newspapers ) ik 84 7 i 2 Bt PE TR 75 2 B2 -
VNCERT $77* FRAS(f 2 S MBS AT © 1. 82&:5°K - 2 VNCERT 23K
RIEHE T AR DDOs IERIVARI &N (4ErsfEIikes - DK ... 58k
&~ EESES) - SCSREEN SRR peap files)F 5  3.53H DDOS Fr4ErY
SR~ ERRERE - AR HAYHNEY IP BiE - 4RI DL BN EHAE AT REWEE
NEEFERAY IP - 5.VNCERT 223K ISP SEEH2 LA RI_LB P Y& - 6.5347
TR B A A T E L e A SIEK B 7347 - 7.VNCERT HU#S:
MHEASATT = 8. VNCERT 173 ISP 2 & BEFR ST AT C&C fEIARES - 9. 415
C&C {EIfR R EAT MR RSN - W o (2 52 Y B S B e e B o R (L 177
Bl o 10. 77 22 AR SR AR RIS EOK T e A Sl i B bR EAR
X o LIRS HENEZ SR P00l B RS2 S 55 BB
B IR S AL A S T SR R RS -

(5) #EA : Mr. Mohd Zabri Adil Talibb » E3RPELE -

EAR P4 224/ N (CSM » Cyber Security Malaysia) & i B AR oo B
BRI (Ministry of science, technology and innovation) > FRIZFY 2007 £F 8
H 20 H - A& £ National ICT Security and Emergency Response Centre
(NISER) -

CSM IVIZ LR A HER L =R BRI - ZemEEH - JEilldaHE

SR BLIMNE o SRS BLRARST - Ui TR s D IR B
g B R SRR 2002 FEEY 13 14 - F1] 2012 FEEHIEF] 550 ¢ - HA
BRI A\ RHVRETT ~ B N E R E S MR GEREE F EEE 5 - (R
IR A FaR A1 'S AV IP address ~  (AEEERALE) MAC ~ BEAH B EHTE

AR -

SRR ISP AT -

6

http://www.cybersecurity.my/en/about_us/corporate_information/main/detail/20
65/index.html
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S BV EHE RN ER A E B S e IR Y - CSM.
2011 4£ 11 A 3 H¥#1S ASCLD/LAB [E[5858 » bt RydbEMEm DLIRNE —(ESE
SR ERRE - 587 2006 - - CSM 28— {FIEH I8 H iR ZE > £5FH
Al > SRR A T I SR M R S R IR T A B R T R A 4 o
B1%A CSM IR A2 TG H R - fERE R EE MG
EERZIFE TR EMERIRZ TIFE RNES - HEIENE S
RE P HEkH B S G N SRR  FIAEYI IR EIE S A 34 7 i
BRI ERCEERS AT 2 T AR B EA NS 2’k CSM
BB R AR I S RS - TR RN AE | > RET 4y
FyVOEFSES - TAST ~ T - FHEELR0EE - S5 —(EWFoElsE: (2007 ) > CSM
B T AR RSB A b 5T e - BT AT — RN A E MS
ISOMEC17025 - {H FLeRaa RS B ot — ARV E SR = - ARl ST B8
HUEE = o RILRE Ak E] ASCLD/LAB » EEASHEA [FIA ik e = s
i —T %% R aEEirsss - 5 FEE (2008 42) » CSM {£E%
FES R H ORI P B R T B 2K 2 1Rk CSM RE R H CHY
SRR - RIS EAN B - AERGHITIEEEERET - =08
E% (2009 ) » FEIERA ASCLD/LAB #5208 71 » CSM S0 1 Wi By
Fat (audit) AEREX {1 2009 /Y 7 HEEFA 36 B - #2010
6 AF 17BN ERS - 2011 42 3 A » 3 [HR B ERENE: T B CSM
9 BEREHE » CSM fRBRAYE#E - 2011 42 11 H > CSM 4811815 ASCLD/LAB
HUREEE - CSM T2 annyTE H A ERS B & - &0 - St kE
ISR -

ASCLD/LAB 258 R ARIH H 7] 73 fy' & B S S B R ffa g 1T i B 4 A 15 5
7~ SCERVIRE ~ B RE ~ B IREIERFEDTFERATIE] « PIETHY B %
FE o REWAR -~ BT - GRS - MR - EEEE - CSM #EE
o SUBENRETR - HREE R FRELEEOS ARV > ETREH et PR
hfeB ] (5 - HAKHGEEE S - HIEE 5] ITEEbRy DI R ER e =1 - KM
A DFEEEE S R i L - ERREAGR - [N Rsfitis ) 7 EER=ERY
JE\b R T

B2k PE R Cybersecurity Malaysia(CSM)AY 17 & 385 T4 Mohd Zabri Adil Talib
T T BRI SE B SR E R ENEE LB =GR T
F & ISO/MEC 17025:2005 Mk B2 5 1F F B = — % B /7 75 3K (General
Requirements for the Competence of Testing and Calibration Laboratories) ki &i .~ f2
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AN A TERILEERE L E/ERER T E A E Y (American
Society of Crime Laboratory Directors/Laboratory — Accreditation Board,
ASCLD/LAB) Ffr il 2 Y 2011 47 b R 524 B B == [ P55 BT 0 75 5K (International
Supplemental Requirements for Testing Laboratories: 2011)E1#& 5% F 12 eI AH
BAREAE - E2RPELEH 2007 FRIFRHEEI R SR B R =AY - AT
St~ EEREEE AWM EF - WIMNITEaHE fOgEE5E » —H&EBT 54
35 7) GER TE) -

January lanuary July

2007 2008 2009 2010 2011
il w4 o

Develop
procedures based
on the standard

Train the staff

Implement the
standard

m Implement Evaluate Accreditation

ZoR KRR © TEL 48 ik

IR S PE o &t s - B T e = B ARGV B B i = AR - A
SRS AR N B 5E pICEE — B ER MR EYRCR - (HIE S\ S Y B SR /K AR B
TAERIS B HER RPET T EHEE S i TR REA DL ARG LHIRE Y
PRHELT - IR LE 6 2P e et S AR B HEBIHE B B I S A B = 1> R 17 1SO
NGNS BRI ERE TE/EREXN RGNS ERENE
HERME T HSASE I RERSS -

(6) #Hi4 A : SA Edward A Arias » B FBI HEEIRAZE

FBI fEaMEe A 10 EFRS B A @ fllEs - B - BEhL - Sl - ¥

O3 ~ FriEEESE - 1996 FAIMEHAES % E 13010 B RARERIRES

( Executive Order 13010 Critical Infrastructure Protection ) 2 #% » FBI sk BH4GIE(T:

T BB PR A e DAY IR ERBUNIYE R R e 2 I EIETE ~ Lk

BRBLNR ST B NIEE - 1998 F > Sl T R EABEESIRE T 0 (The
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National Infrastructure Protection Center (NIPC) )  8X1L5F B TET Prat B 2 B A
B L B TRV E RS BTSSR £47 - 2002 4F > 3% 0L TR EFT » B EEtE
MRS ERA - 2003 4F » NIPC SGEEINE 222t » (He&C—RET » FHEh
FIOtkRARET-THRAZERS -

FH Y R B e Y s 5 > SR B Y [ 5 B A 5 T 20 2 ZE R EE K 2B AL
BT~ /KT7 > R  SRAT - eRE R AERBG S — HHEIRUL - ATRERLE
55 R EIRIPLEERE T EIG RICEE KKK R - INIEE FBI HYSEES LIy H AR
B PRt 55 B 90 2 R FR S Y I B B S RIS - (s Ay AL SR A0 2 M 2
# B FHIE - FRRVE ST ER R S EEIESE - (BIRESHY > #8H
WS ARHVILIET AL - HHEERKAVEF « B EiSHREORERER - BE
NN R R 4 [ 2 2 B 4 A i £ 385 - FBI 48RS eI IHY 2012
2T EHETRAVUIE R s e ¥ 55 U SR A PR BT SR B ~ S
EBUR #E R AR AE Y B » HISEEEIUTE - MAAREM A
R EFHIREAUIERE - BV AL - ERIEEHEE - RIS
A~ HAREH EE R DUE AU TR AHEE S F) -

() HHUERBISERTENG

G Se ST £ Jordana SiegeRiEt o SRBHIL KBTS e SR 22
Pk - BRI SBRSHYE TR S i AOE RS B TR e EEAS 4 Es A0 A
B EFAERSRAERFROEL © MRS BERE R A E R TR
BIGUBBATE T IT 2 BEE (T /740 5 3 (Break-ou Session)f 4 i (7 HeRt s
Zm(Plenary Discussion)

1B —(rsfE EBIFFE FPRE Jeffrey Collins DL H AR E (Current
Enviornment: OverviewjyrH > DB A S P8 S 48D IR R ARV ETE: - &R
HH 7 e SR A 2 B RSA I - Collins BEEFFHI LA 20114F 4 H Bl 32 fo P
JERARA# By Corefloodi se BB RS 48RS o5l - R HATE e SR A A& & i Ry
BB BRI R -

2 PR R AR R BN S & St 35 US-CERTHY Chris HallenbeckfE{ T -
Hallenbeck’:4= &5 2L Brobot [F el F b B3 &L Cosy 7T B S A e
FENEE TR BT NS K B - FEBE TR BE B SR VI SR AR 2 T -
US-CERT 7% 4 B [ ] 728 2 (0135 Uy 788 B (L B 7 ) R SL 8 (Bl (% > o] DUAE
Brobot #8575\ FHEr B oy S U INIF AT > sEER U R EATHE S

69



oo bR T BEH R IITEE - US-CERTHLEAME H 277 L fERE (Web Hosting):
[ 5% JE 4R A EE A RS ie MR B R S (R RS FRTB B R - FE S PR PRTE e
HEHRF > TR SR B ~ o> SRR R A S A AT T T UEREU T
(actionable) EELNZRAHEERE - K2 US-CERTHL & A ELLE A4 FEHY
WA EERE - DR bR PRyE e EAGAY R -

3HEEHRETEIEERE
LGRS 0
ZIEE S FE AR ) AR R
oL S A 5 B B S BE Y
Citadely& e BB R 251 557
HH Fe B B A {5 HI 58 foe 4
P&~ ARG TERSHERR R S
B 2 #E 1T B PR S (E RS B
TR S HI MO - S FF
AEE PR B P 22 &5 =R AT
HHUE FE4E BE P S [ ER Y
i M RE B A UL - £
Jordana Siegelz ~HfEH
A LUE i EE 5 L EE D
5 e BB S 48 1% BT 1F 59 2%
77> HEgH Ay im A R A
REMUE Y T8y 4HET Em
HHEERIVED - FikH LS FEE LB CitadelFERE BN - (EEIE
M BN 2 — - AW GH®AEE OECD BE5 IR EEHY Jurgen
Treib S BBl - fEIREH 1% - Jurgen Treifed: th 8 5 Fon I EEZR
F] CitadeljaFE B ISAEES L FEEIH E B E @ IR EAZIAER A - thIEE
SR B EAME N B &L 2/ (BS)E LS E

4. 55 = (OB RS & 2 TRy Jurgen Treife A4z & - Treib JeA: /148 1 1
BRI 3 FEAYTE e B RS 4 S T B 55 3 900 (Anti-botnet Advisory Center,
ABAC) Bz FLLFTHEEI AL G TR KRR AR E0E - 3O HRTE BRI
HI5 25 i e B A PR AR e Al A5 (L P » I B BB L FE RS Bt De-cleane fE— %

R N ECEFRIEFERZZ\(bot program) “NERAY BRI # K - Y4
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LIBE 3 FIBHIBZ AR A EZT] 51 8 AKX > EHPAE] 1%
ARG B -

5. 55 VUl 5 HY AL RS2 BN R AR R R B AR R Y Tim Edward - 1 FfT
THRRMNBUFBL ISP EE L EHER ISP &EillZe =B Al (Code of
Practice) - icodeicode ELf* 20104E 6 H /0 4fi » 3lfi F 20104E 12 H IEFE(E -
HATEBMNEA 30 252 ISPEFESELIIA < BUNEY icodefE54F 10 HikKigr
HEATERR - FERIANE A ISP BRIV &5 (metrics)-

6. i 1% — I i 5 HY &5 7 88 /2 B 2k 75 oo i A B 2% A S 2 B & (Malaysian
Communications and Multimedia Commissi@nBsarvanan Kulanthaivelu &
AR PG ae AR i A 2 A A B S Y R BCER HAR LA T SKMM 4
ZefuleZ LA B SEERARPETRA 7 {5+ 2 ISP EEEETE T HIE
BT Ry(Internet Watch Center) £2 {1k 55 5k PE no 48is FHATHE « BB FHE
FHMERZTE - WIIAEREE A G EE T EHZRK
(MADUnet-HoneyNet System) [5]0&t7,£:81 H AHJ PRACTICEETE - _Flt 3
{Ef% T SKMM Qs 24 0 IEFTTR Be4ERs B iy FEEARIR < B2k ok
By ATEESE ~ BEAE A BB ESAIREE B - eI
HpiyE e s A AT I HT I HRER

11E BRI RR RS 8% NMEHERFNIRERSZSTERE
MRS - MRS E 2 AT&T 1 Christopher Boyer il &5 4G HH B (5 3%
EHIFEEEREA AT&T A0l B irddps Bl e R 22 6Bk (Global Security Node)
AT R  HEM A R TE R i s (0% - BEE Boyer /M4 T
Industry Botnet Group Code of Conduct—ABCs for ISE. AT&T Bot or not &
FE S U & R pE B A A P YRS - B8 T i B T e I BU S5
Jia B 45T Ng Kai Koon » fl B Jesr4H T ZEF I8 e AE 2 ERAT AV 1B e 254
BRI 65 AT EOESE 13 RSN RS HRIVES M - Rt
AR BR (5 NS TIE R FERGIR T2 A (Situation: Awareness) e H & &
B o B AR E S E R E SN Beau Monday 38 Fy 7R FE EE RS 4
P& IR Y F 2R - TERGlT T TR A 1 & o A RO S) - PEY N
PR PR T B — A T8 EE) - AR AR e -

8. EEFEAFTKER 1% > Tk BIE SIENAE RS - SF—LHE
72 APCERT EJ# Yurie Ito e Yurie & 45tR#t APCERT fYFE =B A& E(Work
Together) » M HES) Cyber Clean-up (B DARRAEIE E s o 105 1 EBIE & 1E
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R EES R » APCERT ST RN E LIS & (measurement) » 37548 Data
Exchanger 7> 258 Bt IS AL HEERR - B3 Yurie 735 7 #8E ~ BRI KB
% 3 (R EME S EEE R SRR EIEERRAIEE - B 2 E
B Jiirgen Treib » fsRaR7E S i tH 7 R Z &S —20 RBISERFA N B3R
T by AABYKE 1 - iRl 2R e RS 4R oV I REN SR 1E G8 B¢ G20 HYEZRE
o S FERZIE KBRS HEY G77 BZR - =t & e R EARE Y William
Hall » i e A ER B R A S 078 e SR A 4R 12 (E 2 PRl - BT HM
JEZ BB » AN BRESA AE D i BRHIEHIES: - M3k
B (R FR S AR EE o PhAMIE L] 28R G R A B AR FI N 2y [
*E o H TR A AR Y R — B R L - B EEEE OECD 1y

Laurent Bernat #th# s 7 OECD{E =4 H R Y Proactive Policy Measures by

Internet Service Providers against BotnetS {7y & &4 47 7 BN ~ {EE - =5
W~ BHA ~ SRR R AR B IR 2 B AR B DU e B S 4 e e 4 P R 5 L
AL » b EH ARRBERE R A AHEENSEEE -

9. P ENTET GRS » e BIET SmEAH & R - NILIRET 2k oy sHES
smiFE A e » L ERE Jordana Siegel MR IFE AL 7 4HET o e i BEa sy T 3
A RGEEE  EAFNGRFHEANNTRMEER - UERRE
o e PR . 25 -

()  APEC-OECD $#ER& B % &Rz EH e

APEC B OECD H 2005 4F#E » Bt & Z3EETEF - hERmNTEEERE
7 E g OECD {E 2002 F 28IV E N A4 Bl 22 2155 B4 APEC 7£ 2005
MRS ~ 2 RFFEN4R FIRESHRS > B BB MRS &4
RS A A IR T BOR R E A 2 i\ - 0 1 0 B AR R Bk - &R
Fta » $L[E F % Jordana Siegel #3855 APEC TEL Ms. Nur Sulyna Abdullah F & EET
TEL FHEELRRHNTHEERENTRNR » RRAEPRAGES Y SR A Ry
KIE - R EGHEIEFE APEC Bl OECD &S EEM% - B mslmgmny
FE[E] F-fF Laurent Bernat #1755 » Mr. Bernat & 505658 OBCD $¥ Fy & sl 27 4
BRI SR E EE 1l OECD H 1992 S{F & A iZr 55| -
BB 4EPR AR Y SRED - 2002 FEEZ35 5 IIAGEREZE 4 » XO# T 10 FFIE AR Ry
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#B 4 (Hyperconnected) Y2 BR AR » OECD HYZ2 455 B & 4% s BEH) B 3R 28 ph 32
KOS = RAVHLFEIISEE - WA SE B E S o EeE A DIt OECD 144
T8 [EXRR PR LS - & oy TIPSR YT ¢

1. F—RE—Z2RBREERIREBR

(1) SE—{rf & EFEM Thongchai Sangsiri » fl1HE By A8 A I i 0/ 22
BHEE ~ A EZER T HRES > i LAZEEAY National Cybersecurity Policy

AHAHAT 2 IR 2 H ARSI LAF - [RIRF KR B s MR &R A AL 2
HEBE ZAEEAIHRER « £1% Mr. Sangsinl 20 /R 7E A T > P00 il
EARRFR S E - M RAHREAY A E R R A RIS HEB & AV BN -

(2) AR S S E Y Dimitri Kostrov » R Ef B UM A & 2P R A HESh B
HAAOR RS LR R 180T - s NART S AL 2 E R - HE2BUMIL
YA 2R 5 T I 22 S 4RI A P4 2 2 SRR (Cybersecurity Strategy) < HE4MNEF-
LR By A R st el AR S BHVEEDS - RIS EHERE -

Q) FE=ArHEHEE Oracle ANEHY Peter Lord » figR FZ2 2 ¥65 [/ R SR
(National Strategy) ~ HEBHFEZE (framework) 5z 4% fiT 12 (Technical Standard)Fr4H
Fl o DARTARAE ARG - H H BV 2R (B 2 4 2 B A E R (HiE 2
HYREAE K7 1 . BEAEHES © Mr. Lord 58358 & L AR VVHE IR AR AE -

(4) SEVUfr & 2 EAY Tirgen Treib o fit /455 DL BH & s i B (e By
R0 B 2R 4 PR 2 4= TR > G 4H TR B 1Y 49 P8 24 = 22 B & (Cyber  Security
Council) B4 & S o1 (Cyber Response Center)

(5) ERALEE NEHINAY Matthew Healy S48 @ /48 BOMEURAY Protective
Security Policy Framework » 30 fy 7 R W EZ AL & LR M E EHAY A o

2. BIRER—RENSMAARNEE

(D) F—{r#EE AEBEMNA Chris Drew » st B BUNBUREIZHY CERT Australia
EEUFNELZE—EO > WEE 500 ZSEAFAEAETAALESTES LR -
IR AN HE S A M AR PR 4R i 27 22 (B 5 (Australia Internet Security Initiative,
AISD) i B4R AERE IR S HEIE RS HEEN i-code 4P > LEBEZF IR L 230
(National Cyber Security Awareness Week);&EhEL /N> SE L [E HEF & R ZE S -
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(2) (&= Symantec A F]HY Kai Koon Ng » & JeE HAR B EM#5H
A EEIIFEEEBREREVIRA CET 1,100 [BEe - PEEETEANE
197 Z=TeHYIER » INBEE TR HERIAAEE B 22 - Kai Koon Ng 22 1 8&fdE R &
TER FERA AR AV X B E 35 B A B s B it o F8 fE 55 5 % B 9§ (Critical
Infrastructure Partnership Advisory Council)¥#EENVAERS S ~ BMAYZ (ST EE
7y ZHEE& (Trusted Information Sharing Network)HEENHY & 157 = ~ 1 [E7 Botfrei.de
HeENHTE BE BB RS4GRS L - I rE 22 el A1 B8 (Cybersecurity Awareness
Alliance) #E Bh 1Y & Z 22 %1 ~ BUEE European Public-Private Partnership for
Resilience(EP3R)#fk Sl Y b $i B it i 5 PR i FE B 15 )e 9 B Client Caseload
Information System HEEHHY Fd E 4R _E R3E T - Kai Koon Ng MAEE - 48 G 7T LLUE
FUTRIBI R G R AT AL LR IR F 22K BTSRRI AR 2B
& e R R A -

(3) FE=ArEE A B4R 4E88 2 (Internet Society)HY Duangthip Chomprang » #hE%
o N S PE A RS Y 7 MER T (externality) EARR U : - BPEAEESHV A 2T HHZE
FZE (% A (Multi-stakeholder) 9 5 =, ©

(4) VU S BN KA John Weigelt 454 - /48N KBUFAEIE 22 25
I B [57] 5¢ [ Sk s 8 (National Cross Sector Forum) ©

3. BERBR-BESENEREX

(1) F—rd A2 APCERT EJ% Yurie Ito ° Yurie Ito T4 (ol H 25 s B8 2 e 52 =]
ROV RRE ST > FIE 1989 FEFEEEF @R IrAY CERT/CC B 2003 FFERIZIY
APCERT - i3 A 88 S B8 o e S AT A B S S B L BUR T B E 2
RESTI A @ -

Q) FArEE NS /A TN Audrey Plonk @ #i5REEEIE S {EAR AT LISE S
[5)& M (homogenous)HY /5 =0HET T » ELIEAIRZ O EEBE 2 HAEH: R A ERI A A&
FEER BT - JRBIFTEERYE & (hold accountable) °

B) F={rEs N SRR %% 5 (Korean Internet Security Agency, KISA)HY
Jaesuk Yun @ /48 EFREHEENAY K-Link ZEH1:% > =512 (Knowledge Sharing
Program, KSP)Z 177 B A 48 7% g i 11 & 2 pe m W BIFE SRl SRE T2 -

4.  PIOFEE—A - BEKETT

(1) E—ArEE N BEFEZF 4952229 (National Cyber Security Alliance) ¥ & Chris

Boyer 54 » /4B EMEAYEESE R B M3AAWG ~ 5B 4 e B Eh Y
74



STOP.THINK.CONNECT JHBhEL RN o2 40 A at il H LUK SRR ~ Nk R
fitL 27 (EBCHE S S FISHEERTE IR N (BHRY 1 H 28 H)F -

() s N 2R Estelle Shim /N » #3725 7F APEC TEL = HATEENAY &
B BN TR Y B Skt R B A h BT T B 5 4 -

() F=ArEE A2 HAH Kiyomo Skamoto /NH » #7142 H AHEEIA IS 222 E
o E B s E (apan Cyber Security Information sharing Partnership, J-CSIP)gH
TSR 28244 TR0 (Control System Security Center) & etsE o

(4) mete—freks A2 HaKPEniRY Sarvanan Kulanthaivelu e4e » & 5 ki 200 2K
PH O ERF R AV B R 22 2 BB (National Security Vision) #2177 LS /UK
B SRHE I (Policy Thrust) » FARHYVUIHBURHE ST Fy e 2 3 bBigE 2217 (Culture
of Security and Capacity Building) o F& 2P uafs DAHES) RE AR i e SIS A &
SR EHAYEEAT ~ KLIK Dengan Bijak(Click Wisely); Sk 48 2247835 (B
TR R4 RS R s (L FE R R B R g 408 X-Maya)% -

sl % 0 F I R TA et A R B Y28 At ¥ TSSOE HYRASERTRE -
WfTER 2016 APEC TRESETE RS HEITRENETER © 10 OECD &K &aaam
HYEEEERFE] » 3T Working Party $HEZ 255 [ #ETEX -

() (RERFRERSMETRRE - WEIH/IAE (SMEs)
OB/ NE3E (SMMEs) KBS R E

1LEE

FUNBSEERFT > AT - AERE IR - BRI E DU SOR R R E RS
TEA » FERERER & EAHAR(APEC) - /N SE(E(S 2 EIERHY 90% - WFEL
N 30%HEmIE AR - BEESESEHITICDIVER - /NMESERESE AT K
Ay > e R ATSE (A A s (o L BB Ek 1t - FE L
11 BB 2 A (B RO ARV A e - W OR T/ N SR AE 2 B Y REB BR4E T 40
AR B i B B R S8 U 40K 2 BB B BURHIE #HA -

FEEEH b BB E R — ERr R A 7% - B8 B8 Bl 8 5E S ARt HL
REH R S - fEMFEEE T RAMRE eSS A ER - MEGERILENER
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BERES T > B2 TRAE T BRI 1 P s ks e S AN g
Z[EH H A -

2.HHY

53 S P B AN 5 Rl E50 M 240 T/ N o 58 R o NRU YR A S Y B (R (RO A AT
AIThaEER ~ RRE RS R e /N SE A SR R R e ~ Al
HMAzHE ZHVEE S IERISESE (40« JERIRERPAtERT - JREEUR4HAE - APEC
FUNMBEE TR ) -

3. BRE T/ NESER AR E

(1) BRIy NBZEAY A~ G R - s/ MEERH AT > TS
A IEELE B RIS REAIIE R © 10 /MBS ER A3 2 fA P R Y IR
» 60.196 72 AR B B O IVBURBUR > 31.2% 2 /MBI ZE 2 WA
HARRIE SR - siACAE S

> FUNRIER BN EECACR » AIRE ~ AR (E

> PN EEEE T R EEEEER - BTG A

> PUNBRZERTR TV EREE » ABI R A Kb

> UNESEE B E SRR 2L - AERAERBIT RS -

Q) TR EEBINIER R L - BRI - SREARS
PRI S 2R B (R LAV EEREORIER - GIAIF R oM 7B & -

(3) tEREH IRk V1S R (3 P DAY B AR A DU i3 T AFSCR » F2T 4S5
FI7 0 PUMBIEBUR RS [ £ TR PR BA EAR E e S TEYAH A
SO AUETER ~ R - W LA ERY 1T ARTEES RIS CIO feIRElHr
R (IM) R NESERRK > s IR G IF 28RS AR -

4. BARPERERY /MR /N YR b S SR R T R SR e T

(1) P 2

> B BRI 2500 FE RS ATV 150 A

> FRESSESLLHPT  ENINR 500 B AN IRE TR 50 A
Q) TR N RN (i B

> RPN

> EIRER ~ A5 AR REEG RS
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TR THIA

[EES S ~ Mk~ BIE R SRR > s LS E - Tem N ERThRE
PR HE fe 2 BK T 5 0 &

TRHE KAV SR > BUEE PR - temsEwiR ]

{8 AR FIS AR R L F ATE s SEE - I AR T SRS 5
R T LR R A AR
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N~ M

(=) Kf&— Draft APEC TEL Working Group Strategic Plan 2010-2015

1 Introduction
The APEC Telecommunications and Information Working Group (TEL WG)
was established in 1990 and since then TEL WG meets biannually to work
towards developing information and communication technology ICT)
infrastructure, enhancing socio-economic activities through the use of ICT
and promoting a safe and trusted ICT environment with a view to promote
regional economic 1ntegration and strengthen cooperation in the ICT sector.
TEL WG conducts 1ts work programme through the following steering
groups:

> Liberalization Steering Group (LSG)

» ICT Development Steering Group (DSG)

» Security and Prosperity Steering Group (SPSG)

The steering groups propose and implement projects that address priorities set
by both Telecommunications and Information Ministers and Leaders.

2  Vision Statement
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The APEC Telecommunications and Information Working Group aims to
improve telecommunications and information infrastructure in the
Asia-Pacific region by implementing appropriate telecommunications and
information policies, including relevant human resource and development
cooperation strategies.

3 Mission Statement

The TEL WG consists of government policy makers and technical experts
working with the private sector and academia to promote improvement of the
telecommunications and information infrastructure in the region. TEL WG
closely collaborates with the private sector that plays a key role for
development of the telecommunications and information infrastructure.

4  Objectives

Since APEC’ s inception, Leaders and Ministers has recognized the
important role that ICT plays in fostering economic growth and in achieving
the overarching APEC objectives of trade and investment liberalization,
business facilitation and economic technical cooperation. To achieve these
objectives, in 2010, the 8th Ministerial Meeting on Telecommunications and
Information Industry (TELMINS) endorsed the APEC TEL Strategic Action

Plan 2010-2015 with the following priority areas:
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» Develop ICT to promote new growth »

» Enhance socio-economic activities through the use of ICT >
» Promote a safe and trusted ICT environment °

» Promote regional economic integration > and

» Strengthen cooperation in the ICT sector.

In 2012, TEL WG reviewed the implementation status of the APEC TEL
Strategic Action Plan 2010-2015 and agreed to revise the Plan to further meet
the APEC objectives. The 9th Ministerial Meeting on Telecommunications
and Information Industry (TELMINO) in 2012 endorsed the revised Plan, and
instructed in 1ts Declaration the TEL WG to continue its effort to advance

implementation of the revised APEC TEL Strategic Action Plan 2010-2015.

5 Critical Success Factors

- Commitment and willingness of member economies to address 1ssues and
take actions °

- Active participation of member economies in the TEL™ s activities °

- Open sharing of information and experiences °

- Identification of capacity building needs and necessary resources °
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- Development and implementation of projects and initiatives to support the
overarching APEC objectives *
- Engagement and partnership with relevant multilateral organizations as well

as with the private sector.

6  Prioritized Implementation Schedule

TEL WG developed the APEC TEL Strategic Action Plan 2010-2015 1n 2010
and accomplished objectives in some areas. As mentioned above, in 2012,
TEL WG reviewed the Plan, which was endorsed by TELMINO, as well as
TEL's achievement since 2010 and made improvements on the Plan taking
into account SOM's instruction on APEC Strategic Planning.

The prioritized implementation schedule as of 2013 1s as follow:
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Objective Activities Start Date Completion Lead Economy Outputs
Data
1. Develop ICT | Universal Access by 2015 2010 2011 China, Hong Kong China, Viet | Workshop on Infrastructure Sharing to Foster
to Promote Nam, Philippines, Canada, Broadband was held at TEL43.
New Growth Next generation high-speed Singapore, Malaysia and
broadband access by 2020 Chinese Taipel
2012 2012 Viet Nam and INTUG Industry Roundtable on the topic of Digital
Divide at TEL 45
2010 2011 Peru, Mexico and USA Develop a study aimed to encourage
broadband-based services usage in the region and
identifying best practices of Internet as a tool for
strengthening development and governability in
the region. Study was presented at TEL 44.
2010 2015 _ Information sharing on the status of universal
access via broadband services at DSG
Strategies to assist 2010 2015 Information sharing on regulatory frameworks
developing economies — and policy developments at LSG at TEL44 and
45
ICT availability to people 2011 2015 Japan, Singapore, Thailand, Workshop on ICT Applications for People with
with special needs Vietnam, USA, China, Peru, Special Needs was held at TEL45 and
Indonesia, Korea Philippines, APEC-OECD joint workshop was held in
Russia, Chinese Taipel, September 2012
Australia and Canada,
Regional deployment of 2010 2010 USA, Japan, Brunei, Workshop on IPv6: Securing sustainable growth
IPv6 Canada and Singapore of the Internet at TEL 42
2010 2015 Information sharing on the topic of IPv6 at DSG
Infrastructure sharing 2010 2011 China, Hong Kong, China, Workshop on Infrastructure Sharing to Foster
Viet Nam, Philippines, Broadband was held at TEL43
Canada, Singapore, Malaysia
and Chinese Taipei
2. Enhance Development of innovative 2010 2015 China, Russia and INTUG Industry Roundtable on the topic of Cloud
Socio-Econom | technologies and services Computing at TEL 43 and 46
ic  Activities | Smart grids and sensor 2011 2012 Russia, Japan, Singapore, Workshop on Application of ubiquitous
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through  the
Use of ICT

networks

Chinese Taipei and Viet Nam

Information and Communications Technologies
(ICT) for customised management in emergency
situations was held at TEL45 and another
workshop at TEL 46.

ICT applications to drive
socio-economic activities

2010

2011

Japan and Viet Nam

Disaster Management Seminar was held at
TEL44.

2010

2012

Thailand, Brunei Darussalam,
Canada, Japan, New Zealand,
Philippines, Chinese Taipel
and Viet Nam

Study Workshop on Best Practice Transfer of
Green ICT for Sustainable Growth was held at
TEL44 and final report was presented in TEL 45.

Promote Safe
and  Trusted
ICT
Environment

Safe and trusted ICT
environment

2010

2015

USA

Workshop on Cybersecurity Policy Development
in the APEC Region was held at TEL43 and
SPSG continues discussion on cybersecurity
policy developments.

2011

2011

Malaysia and Thailand

DNS SEC Workshop was held at TEL44.

2010

2015

APEC TEL recognition of OECD’ s
“Principles for Internet Policy-Making”

2010

2012

Malaysia

Workshop on Security of Mobile Devices was
held at TEL45 and development of report on the
topic.

2010

2015

SPSG collaborates with the OECD WPISP and
the AP-CERT to support building a safe and
trusted ICT environment.

2010

2015

USA, Thailand and Japan

Comparing Approaches to Botnet Prevention,
Identification, and Mitigation

Cyber security capacity
building

2010

2011

Malaysia and Thailand

DNSSEC Training Session was held in
September 2011 in KL prior to TEL44.

2010

2013

USA and Thailand

Cybercrime Experts Group Meeting was
established and training sessions held at TEL44,
TEL45 and TEL 47.

2010

2015

USA

Seminar on CSIRT Capacity Building and
Collaboration held at TEL45. SPSG continued
discussion on cybersecurity indicators together
with the OECD and APEC TEL.

Raising cyber security
awareness

2010

2015

Japan, Korea and USA

TEL established an annual APEC Cyber Security
Awareness Day on 29th October. SPSG has a
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standing agenda item to discuss best practices for
cybersecurity awareness raising and cooperation.

2010

2015

Australia, Brunei, China,
Japan, Korea, Malaysia,
Singapore, Chinese Taipeli,
Thailand and USA

TEL held a poster exhibition during TELMINS&
in Okinawa, Japan. SPSG distributed
cybersecurity awareness materials during
TELMINY in St. Petersburg, Russia.

2010

2013

Korea and Thailand

APEC Training Program for Preventative
Education on ICT Misuse - ongoing project
within the SPSG currently on its fourth pilot.

2010

2015

APEC TEL recognition of the OECD
“Recommendation of the Council on the
Protection of Children Online"

Cyber security initiatives
with industry

2010

2015

Most SPSG workshops and activities include
participation from industry including the
Workshop on Security of Mobile Devices,
CSIRT Capacity Building Cooperation, DNS Sec
workshop, and others.

2010

2012

Malaysia

Workshop on Security of Mobile Devices at
TELA45 with participants from industry

Safe and secure online
environments for vulnerable
groups

2010

2011

Malaysia

Regulatory Roundtable on the topic of Social
Media was held at TEL 44.

Internet economy

2010

2011

Information sharing on cybersecurity at SPSG at
TEL43

2010

2015

SPSG efforts mentioned above support this
objective.

2010

2015

SPSG collaborates with the OECD WPISP and
the AP-CERT to support building a safe and
trusted ICT environment.

Promote
Regional
Economic
Integration

Free and open trade and
investment

2011

2012

Singapore, Hong Kong China,
Japan, Malaysia, Chinese
Taipei and INTUG

Workshop on Telecom Competition Policy in
APEC Economies was held at TEL 45.

2012

2012

Vietnam and INTUG

Regulatory Roundtable on the topic of Mobile
Number Portability was held at TEL 45.

2011

2011

Information sharing on domestic regulations and
FTA policies at LSG at TEL 43

2012

2012

Information sharing on net neutrality approaches
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in the APEC region at TEL 46

2012 2012 _ Information sharing on public-private partnership
frameworks in the APEC region at TEL 46
Technical conformity 2010 2015 Brunei, Canada, Hong Kong MRA Task Force has discussed MRA issue and
assessments and equivalence China, China, Japan, Korea, has drafting session at every TEL meeting.
of technical requirements 2010 2015 Malaysia, Chinese Taipei, Guideline for MRA of Equivalence of Technical
Thailand, USA and Vietnam Requirements Implementation was finalized at
TELA46.
2010 2015 Fostered MRA of Conformity Assessment
amongst economies
2010 2015 Information sharing on experiences in Market
Surveillance practices
International mobile costs 2010 2011 Australia Workshop on Progress on International Mobile
Roaming was held at TEL43.
Consumer awareness 2010 2011 Singapore, Hong Kong China, | Workshop on Enhancing Consumer Protection in
Malaysia, Japan, Chinese Telecom Services was held at TEL44
Taipei and China
Peer learning 2010 2012 Thailand, Brunei Darussalam, Study Workshop on Best Practice Transfer of
Canada, Japan, New Zealand, Green ICT for Sustainable Growth was held at
Philippines, Chinese Taipei TEL44 and final report in TEL 45.
and Viet Nam
Submarine cable protection | 2010 2011 Australia Final report of Submarine Cable Information
Sharing Project was submitted after TEL44.
5. Strengthen Access to information 2010 2015
Cooperation in | Collaboration within APEC | 2010 2011 Australia Cooperation with CTT on Submarine Cable
the ICT Sector Protection
Collaboration outside APEC | 2010 2015 Japan, Singapore, Australia, Close cooperation with OECD for workshops on

Canada, China, Indonesia,
Peru, Philippines, Russia,
Chinese Taipei. Thailand, USA
and Vietnam

ICT Applications for people with special needs
for knowledge exchange on innovative
development for assistive ICT and applications
for elderly and disabled people. Workshop was
held at TEL45 and another workshop in Tokyo in
September 2012.
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APEC TEL 48

Renewal of Regulatory Policy
Chinese Taipei

Status of Communications Market

»  Mobile Internet Subscriptions

During the second quarter of 2013, the number of mobile phone subscribers in Chinese Taipei
reached 29.52 million (126.4 subscribers per 100 residents), 30,000 more than the previous
qguarter. The number of subscribers in the same quarter of 2012 was 29.13 million (125.2
subscribers per 100 residents), which indicates a growth of 0.39 million subscribers year on
year. It was also noted that during the second quarter of 2013, the number of both 2G and PHS
mobile phone subscribers declined to 5.24 million and 0.75 million respectively, while 3G
subscribers soared to 23.53 million, which accounted for 79% of the total mobile phone
subscribers. In the same quarter of the previous year, there were 21.77 million, which
accounted for 74% of the total mobile phone subscribers.

Among the mobile phone subscribers of the second quarter of 2013, 64% of them included
mobile data service functionality; namely, 18.88 million mobile phone subscribers in Chinese
Taipei are able to access the Internet. Among those mobile phone subscribers with Internet
access, 3G subscribers accounted for 91.9% (17.34 million). Among the 17.34 million 3G
subscribers with data service, 61.1% had accessed the Internet service during the last month.
The percentage showed steady growth and reached a record high. In addition, the number of
3G subscribers who had accessed Internet service during the most recent month plus the
subscribers of PWLAN and WiMAX equaled 11.87 million, 0.79million more than the previous
quarter. Finally, including the subscribers of WBA and WiMAX, total mobile accounts reached
19.01 million. Among these accounts, wireless broadband accounts accounted for 91.9%
(17.47 million).

»  Fixed Broadband Subscriptions
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As of the end of June, 2013, the number of fixed broadband network subscriptions in Chinese
Taipei had reached 5.62" million, 45,000 more than the first quarter of 2013. In comparison, the
number of xDSL subscriptions reduced to 1.70 million, with its share of fixed broadband
network subscriptions currently at approximately 30%. In contrast, subscriptions of cable
modem and FTTx® continues to show steady growth. There was an increase of 15,600 cable
modem subscriptions, reaching 1.12 million, which accounted for 20% of total broadband
subscriptions. In addition, subscriptions of FTTx had increased by 75,000 and reached 2.78
million during this quarter, representing a market share of 49%.

With the constant promotion of high-speed broadband service packages, such as 20Mps and
50Mps, the switch-over from xDSL to FTTx has accelerated. Many subscribers had upgraded
their service package to FTTx high-speed service this quarter, resulting in a 2% increase for the
service with higher than 8M access rate than the previous quarter, and accounting for 61% of
the market share.

Communications Regulatory Policy

»  Digital Convergence Policy Initiative

In order to enhance the quality of broadband Internet and establish an environment for the
development of the digital convergence industry in Chinese Taipei, the Digital Convergence
Policy Initiative of Chinese Taipei was announced in December 2010. This initiative outlines six
major directions designed to create a high quality digital convergence lifestyle, build up a digital
convergence industry, and promoting next generation competitiveness. The directions are the
preparation of a high-speed broadband network, promotion of telecommunications
convergence services, acceleration of digital TV switchover, developing emerging video
services, upgrading of communications industry, and harmonization of the regulations for
convergence.

In accordance with the initiative, Chinese Taipei aims for 100% household penetration of
100Mbps fixed line broadband by the end of 2013 and the comprehensive digitization of cable
TV by the end of 2014. As of June 2013, coverage of broadband network of 100Mbps of
households was over 81%. Other aims are by 2015, subscriptions of fiber optic network users
di

7The subscribers of broadband include those who gain access through xDSL, cable modems, FTTx and leased

line.

8The subscriptions of fiber optics network are subscriptions of FTTH and FTTB, but excluding those of FTTN
and FTTC.
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will reach 7.2 million, and wireless broadband subscriptions will reach 11 million. By 2015, the
penetration rate of Emerging Video Services will reach 50% and the legislation of the
convergence regulation framework will be completed by the end of 2014. As of June 2013,
subscriptions of fiber optic network users reached 4 million, and wireless broadband
subscriptions reached 10 million.

The digital switchover initiative aims to promote the viewing rights of people and to provide
greater choice for the viewing public. The switchover also enables broadcasters to run
cross-industry business or Internet services, thus accelerating convergence. The digitization of
terrestrial television was completed in June 2012. Cable TV is expected to be comprehensively
digitized by 2014. The switchover not only enhances TV sound and picture quality but also
provides more opportunities to both viewers and broadcasters. Digitization has, therefore,
become an indispensable requirement for the Dbroadcasting industry to run
information-communication services.

Turning to the regulatory framework, the “Digital Convergence Policy Initiative” plans for a
two-stage regulatory revision. The first stage, 2010 to 2012, amends the Radio and Television
Act, Cable Radio and Television Act, Satellite Broadcasting Act and Telecommunications Act,
as well as sets a new regulatory framework for the radio and TV sectors. The second stage,
2013 to 2014, harmonizes and integrates the digital convergence regulatory framework, or
layered regulatory model.

In alignment with the Digital Convergence Policy Initiative, the cable system head-end and
transmission network digitization ratio has reached 91.5% (54/59). The user-end permeability
(penetration rate) was 30.89% in June 2013, which shows a 9.86% increase when compared
with the previous six months. The enhancement of user-end digitized penetration remains the
goal of ongoing efforts. NCC shall continue to urge industries to invest in complete digitization
while reviewing fees, license renewing evaluation, transfer of significant equity transactions,
and mergers. Meanwhile, new entrants are required to conform to conditions of complete
digitization. This promotes efficiency of cable bandwidth and the second high-speed broadband
network, which enables consumers to enjoy diversified broadband converged services.

Broadband Universal Service assures the basic communication rights of people — that is access
to quality voice and data services at a reasonable fees anywhere in Chinese Taipei. NCC
completed the projects of “Broadband for Villages” in 2007 and “Broadband for Tribes” in 2010.
All tribes in remote areas in Chinese Taipei can now enjoy 2Mbps broadband services. Since
the beginning of 2012, NCC has been promoting the increase of broadband speeds from
2Mbps to 12Mbps; it is estimated that the coverage of remote areas can reach 75% in 2013,

85% in 2014 and 95% by 2015. Broadband Universal Service achievement brings tangible
106



benefits and allows people in the area to enjoy the benefit of digital convergence. It is already
bridging the divide in the level of education in remote areas and providing multi-play services,
which can resolve the problems in local telephony, public telephones, broadband Internet, MOD
service, and mobile telecommunication. Furthermore, those in remote areas are taking
advantages of Internet marketing and ecommerce to develop ecological tourism and local
agriculture to connect with a global audience.

In order to meet the demands of future digital convergence, NCC plans to facilitate a sound
environment for telecommunications, broadcasting, and the Internet through universal services
and the digital switchover. Also, through promoting the integrated information-communication
policy, we hope to encourage effectively innovative mechanism of market competition, so that
all people can enjoy better broadband convergence services at a reasonable price.
Consequently, this will increase people’s digital ability and strengthen our industry
competitiveness.

» Mobile Broadband Licensing Planning

In order to promote fair competition in mobile markets and maximize spectrum use, NCC is
releasing 4G mobile broadband licenses based on the principle of technological neutrality. The
policy decisions and auction design proposal were reviewed and then published at the early
February of 2013.

A total of 270MHz of frequency spectrum, in the 700MHz, 900MHz and 1,800MHz bands, are
being planned for mobile broadband service use. Until March, 2013, NCC had held public
consultation and public explanation meetings to solicit public views about releasing bandwidth;
the issues include the transfer period of new spectrum, the payment of franchise fees, the
establishment and the initial principles. There are seven qualified bidders for the applications of
4G broadband Services Licenses. The bidding process started on September 3; the final
results are expected to be concluded by the end of 2013.

According to research reports, the bandwidth demand for mobile broadband service in Chinese
Taipei will reach at least 1000MHz in 2020. Releasing new spectrum such as 2600MHz band -
1900MHz band and other international-harmonized bands according to international spectrum
management trends will be continued in the future.

» Analysis of Broadband Internet Access

NCC also has planned to conduct a nationwide analysis of mobile broadband Internet access

rate in 2013, so as to determine a reliable and trustworthy analysis mechanism. The results will
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provide relevant information to ensure consumer interests. In addition, with respect to the
measurement of fixed broadband Internet access speeds, a comprehensive measurement
period over three years (2013-2015) by region has been set. In order to avoid user terminal
specifications affecting the results, white box was adopted to conduct the measurements. The
mobile broadband Internet access rate program began in May, 2013.

» IPv6 Development

In order to cope with limited number of IPv4 addresses, the Executive Yuan approved the “The
IPv6 Upgrade and Promotion Program” on December 30, 2011, with the objective of seamless
transfer from IPv4 to IPv6 network environments in Chinese Taipei. Additionally, on January 30,
2012, “The IPv6 Upgrade and Promotion Office” was initiated by the National Information and
Communication Initiative of the Executive Yuan to actively promote the gradual upgrade of
IPV6.

According to the planned timeline, 50% of main external services in all governmental
organizations including governmental websites, DNS, Email, and vital international services will
be upgraded to IPv6 by the end of 2013, and the remaining 50% of external services by the end
of 2015. Regarding internal services, it is expected that all government related network services
will be upgraded to IPv6 around 2016.

By the end of July 2013, some key achievements in the development of IPv6 network in
Chinese Taipei were as follows:

Domestic Information and Communication Technology (ICT) products were provided
assistance to apply for International IPv6 Ready Logo. By the end of July 2013, 224 ICT
products had passed the IPv6 Ready Phase-2 Gold Logo, including 37 products passing this
year ranking Chinese Taipei rank as second place in the world.

By the end of July 2013, the central and local government sectors, following“IPv6 Upgrade and
Promotion Program”, had executed the IPv6 upgrade. 1176 out of 5201 application services
were upgraded to IPv6: a rate of 22.6%. ( According to the scheduled timeline of “IPv6 Upgrade
and Promotion Program”, 50% of main external services will be upgraded to IPv6 by the end of
2013.)

In regard to IPv6 training, by the end of July 2013, 4 exclusive IPv6 Training Programs for
Governmental Officials and 2 on university campuses had been held. 390 participants in total
finished the training - 340 of which were governmental officials.
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After approving the “IPv6 Upgrade and Promotion Program” by the Executive Yuan on
December 30th, 2011, the IPv6 Upgrade and Promotion Program Office, the Executive Yuan,
and TWNIC held four joint IPv6 upgrade and program seminars during Feb. 21-29, 2012; in
addition, the Chinese Taipei IPv6 launch press conference was held on March 29, 2012. And
the kick-off meeting for IPv6 upgrade of governmental network was held on May 24, 2013. 67
representatives from governmental sectors and over 150 staff in charge of the execution of
IPv6 upgrade participated in the meeting. This underscores the government’s determination to
execute IPv6 upgrade and declares that Chinese Taipei’'s network will be led into a new era.

Cyber Security

» Government Information Sharing and Analysis Center (G-ISAC)

Through the establishment of Government Information Sharing and Analysis Center (G-ISAC),
Chinese Taipei integrates the power of the Government and private sectors, establishes the
cyber security information sharing and analyzing capabilities, and enhances coordination
between government agencies and key information security organizations.

G-ISAC began operations in November 2009 and has invited the government established
ISACs and private industry SOCs to join. So far G-ISAC has held 13 member conferences to
enhance and improve the G-ISAC operations, and establish the cyber security information
sharing and analyzing capabilities of the government agencies and key information security
organizations.

The members of G-ISAC cover over 3,000 government agencies, over 4,000 schools and large
IASPs, which include over 99% IPs issued in Chinese Taipei. Through the trustworthiness
established among members, the G-ISAC uses Incident Object Description Exchange Format
(IODEF) as the standard exchanges data format and has constructed more than 45 information
security incident type formats and system automation for members to effectively exchange,
analyze, and handle the information. During the first half of 2013, G-ISAC members exchanged
52,225 pieces of information, including 16,903 network attack incidents, 14 C&C incidents, and
60 Botnet incidents. In the future, Chinese Taipei wishes to share cyber security information
with other international cyber security organizations using the G-ISAC platform.

» Overview of Cybercrime Prosecution

The statistics of cybercrime cases derive from not only Criminal Code Chapter 36, “Offenses
against the Computer Security”, but also types of crimes committed via computer and the

Internet such as, fraud, forgery, gambling, intellectual property rights, and libel, etc.
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By the end of August 2013, 584 new cybercrimes were reported, which by proportion was 0.2%
of all cases. In all, 5,393 cybercrime cases disposed, which by proportion was 2.1% of all cases
disposed. During this period, 1,157 were for fraud, which was 15.9% of all disposed cybercrime
cases - the most common types of cybercrime. Intellectual property cases (violating Trademark
Act or Copyright Act) came second, with 416 defendants, which was 5.7% by proportion.

» Incident Response

The amount of incidents affecting information security in recent years indicates that there is an
urgent need to improve system & network security. In order to prevent hacker intrusion and
further information security events, TWCERT/CC strives to safeguard security and share
experiences on dealing with network security incidents with other countries' CERTs. The goals
we have achieved over the years are listed as follows:

Prevention of Potential Incidents: Provide an incident response channel and the prevention
mechanism for the victims to avoid similar events happening again.

Real-time Incidents Handling: Offer an immediate warning and defense force effectively to
prevent incidents from extending.

Recovery Support: For reducing damage and protecting the network security, we provide
technological consultation for intrusion events and support the recovery operation to reduce
damage.

»  Security Vulnerability Announcement

In order to promote system & network security and reduce the damage from intrusion,
TWCERT/CC is devoted to strengthening security services, publishing latest security issues,
and providing security documents/tools, vulnerability patch information and security related
downloads. Besides, TWCERT/CC also develops attack/defense technologies.

» Rustock Botnet

From April, 2011, TWCERT/CC has cooperated with Microsoft Security Response Center to
strike Rustock. Therefore, the domestic Rustock activity records have been greatly reduced
from 26,000 to 1200 at the end of 2012. In July, 2013, the amount of Rustock activities was 640.
It shows that 97% infected Rustock computers have been recovered.
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» Personal Information Protection

Since the end of 2010, TWCERT/CC has cooperated with Korean Information Security Agency
to prevent the personal information of Korean people from being abused in Chinese Taipei. As
of July, 2013, TWCERT/CC has accepted 158 cases with142 cases being successful (89.87%).

» International Collaboration

In addition to active efforts in the improvement of our domestic networks and security services,
TWCERT/CC has joined international organizations with the role of NGO and has participated
in related conferences. We play the role of a major communication agent for encouraging the
cooperation among the CERTSs in the world to maintain the global network security. We have
already joined FIRST, APCERT and Anti-spam MoU, and acted as the contact window of the
international coordination in Chinese Taipei. We strive to enhance information exchange and
collaboration among other CERTSs around the world. On account of the cooperation among the
network security organizations, we can expect to provide a secure and convenient network
environment for users.

Chinese Taipei also participates in Internet Corporation for Assigned Names and Numbers
(ICANN) conference to discuss the interests of consumers, the operation of the Internet's
impact on governments, and concerns of governments or international organizations, in order
to maintain the network stability, reliability, diversity, and security of internet operation, as well
as ensuring rights of internet users.

Intelligent Metering Infrastructure Promoting

Turning to the issue of a low-carbon economy, the construction of a Smart Grid plays a vital role
in our energy conservation and carbon reduction strategy; consequently, Chinese Taipei has
been approved for the National Advanced Metering Infrastructure (AMI) Deployment Plan for
Chinese Taipei's transition to smart metering systems. Plans are in place to expand into
mainland China and other overseas markets, bringing substantial business opportunities to our
industry. In this light, the Bureau of Energy (BOE) and Taiwan Power Company (TPC) have
recently been executing the National AMI Deployment Plan. TPC has already completed
meters installation for 24,000 high-voltage users in 2013. Low-voltage users (residential) have
been deployed 1,200 meters by BOE for technical feasibility demonstration and 10,000 meters
by TPC for AMI and TPC integrated information systems in this phase. The time of use (TOU)
of low-voltage users are studied to enhance strategy for energy conservation and carbon

reduction of residential users. Learning from the experience of 10,000 residential users, larger
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scale smart meter related technologies and systems can be authenticated based on these
technologies.

Green ICT

In line with energy-saving and carbon reduction policies of the government, Chinese Taipei has
established an energy management platform to guide public sectors to achieve four-saving
goals: fuel-efficient, energy, water, and paper saving. The platform also aims to deepen public
awareness of energy conservation, and to ultimately create a greener environment and
low-carbon economy. Meanwhile, we have been assisting schools in the promotion of concepts
of energy conservation, with the aims of realizing the concept of “low-carbon community” and
fulfilling the vision of "low-carbon city."

Implementing hardware and software of smart transportation has become a key factor of “green
ICT.” The ease of use of smart transportation is the key to make the public more willing to use
public transportation, reduce pollution, and strengthen efficiency of bus fleet management.
Therefore, in December 2010, the Ministry of Economic Affairs invited the electrical automobile
companies, bus operators, and ICT industries to form the alliance, Taiwan Telematics Industry
Association, TTIA.

TTIA has made significant progress in establishing the “Intelligent Bus Computing System
Working Group, IBCS WG” for the standardization of intelligent bus specifications of OBU for
industry and services. These standards not only help improve technologies of the telematics
industry, but also maintain consistency for data exchange between different OBU products and
backend servers of the management systems.
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DEVELOPMENTS DURING 2013

National Broadband Network

NBN roll-out

The NBN rollout has progressed to the point where it is now accessible to approximately
300,000 Australian premises, with around 90,500 premises activated. Construction of fibre is
progressing (or has been completed) to around 1.2 million greenfield and brownfield premises.
Wireless access is being constructed (or has been completed) to 71,200 premises. There are
around 38,800 satellite users.

Wholesale Broadband Agreement (WBA)

To maximise transparency for its customers and support non-discrimination, NBN Co sets out
its products and detailed terms and conditions, including prices, in its Wholesale Broadband
Agreement (WBA). This is a publicly available standard form of access agreement. Over 45
access seekers, including all major internet service providers, have executed access
agreements with NBN Co using the WBA. Since May 2013 NBN Co has been in negotiations
with its customers to develop the next version of the WBA.

Special access undertaking (SAU)

In December 2012, NBN Co lodged a special access undertaking (SAU) with the Australian
Competition and Consumer Commission (ACCC). If approved by the ACCC, the SAU will
provide NBN Co with long-term certainty issues such as cost recovery and pricing. It will also
provide certainty for access seekers on the terms and conditions of access. Following
extensive public consultation the ACCC is currently considering issuing NBN Co with a notice to
vary the SAU. Variation of the SAU by NBN Co in line with the ACCC'’s notice would pave the
way for ACCC acceptance of the SAU.

Statutory reviews

The ACCC has reviewed its policies and procedures for identifying of NBN Co’s points of
interconnection. It provided its report to the Minister for Broadband, Communications and the
Digital Economy in August 2013. The report will be made public when it is tabled in Parliament.
In August 2013, an independent statutory review of the legislation supporting uniform national
wholesale pricing on the NBN commenced. The review is being conducted by a team from
Deloitte Access Economics, led by Dr Ric Simes. The review is expected to report to the
Minister in early October 2013, after which the report will be tabled in Parliament.

Digital Hubs Program
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The Australian Government has provided $13.6 million in grant funding to establish Digital
Hubs in up to 40 communities that benefit from the NBN, where work on the roll out has already
commenced.

The Digital Hubs program is providing residents in early NBN rollout communities with free
group and one-on-one digital literacy training to help them to participate in the NBN-enabled
digital economy. The Digital Hubs also demonstrate the opportunities presented by the NBN
and how households can take advantage of these opportunities.

Digital Hubs are delivered by various local community organisations (e.g. public libraries, local
councils, adult education institutions and community groups) and are funded operate for a
period of two years.

The delivery of digital literacy training is supported by the government’s Internet Basics website
www.internetbasics.gov.au which is targeted at those in the community not participating online.
The website provides information in video and text format that focuses on how to get connected
to the internet, what you can do on the internet and how to stay safe while on the internet.
Digital Hubs have been established in 38 NBN rollout communities around Australia with the
final two communities to establish a Digital Hub by mid- 2013.

Telecommunications

Structural separation of Telstra

Telstra has agreed to structurally separate its retail and wholesale arms through the
progressive migration of fixed-line customer services onto the wholesale-only NBN. The new
Australian government has indicated its ongoing support for Telstra’s structural separation.

To progress the migration of services onto the NBN, Telstra has submitted a number of
‘Required Measures’ relating to migration processes to the ACCC for consideration, with the
ACCC in turn requiring revisions. The ACCC is also closely monitoring Telstra’s compliance
with its new interim equivalence and transparency arrangements, which support more effective
competition pending Telstra’s full structural separation. The ACCC is conducting quarterly
meetings of its Wholesale Telecommunications Consultative Forum with a range of
stakeholders to discuss relevant issues.

ACCC declaration inquiries

The ACCC has launched four inquiries into continuing the regulation of access to a number of
key services.

On 27 May 2013, the ACCC commenced an inquiry into whether to extend, vary or revoke the
domestic mobile terminating access service (MTAS) declaration, or whether to make a new
declaration. MTAS regulates the wholesale price of connecting calls onto mobile networks. The
current MTAS declaration is due to expire in June 2014.

The Fixed Services Review encompasses two public inquiries that commenced on 11 July
2013 - an inquiry into whether to re-declare existing fixed line services (the Declaration Inquiry)
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and an inquiry into making final access determinations (FADs) for the existing fixed line
services (FAD Inquiry).

The fixed line services are the:

unconditioned local loop service (ULLS)

line sharing service (LSS)

public switched telephone network originating access (PSTN OA)

public switched telephone network terminating access (PSTN TA)

wholesale line rental (WLR)

local carriage service (LCS)

The current declarations of these services are due to expire in June 2014.

On 11 July 2013, the ACCC also launched an inquiry into regulation of the Domestic
Transmission Capacity Service (DTCS), otherwise known as backhaul. The DTCS declaration
is due to expire in March 2014.

International Mobile Roaming

In February 2013, the governments of Australia and New Zealand announced that both
countries would give their competition regulators the power to undertake coordinated action into
the trans-Tasman mobile roaming market. This includes monitoring and reporting requirements,
in addition to regulatory options such as wholesale access obligations, wholesale price capes
and retail price caps.

Standard on International Mobile Roaming

In June 2013, the ACMA made a standard on International Mobile Roaming (IMR), with the first
measures to take effect from 27 September 2013. The IMR Standard was developed in
response to a direction from the minister to make a standard by 27 June 2013 which provides
consumers with information about the cost of roaming when overseas and enable them to opt
out of roaming services in order to help minimise the risk and incidence of bill shock.

Its four key consumer protection measures are:

A notification via SMS to be sent to all consumers on arrival overseas, warning them that
significantly higher charges for using roaming services may apply.

Enabling customers to stop international roaming, at low cost, at any time—including from an
overseas location.

A notification to be sent via SMS to customers of service providers giving them pricing
information for using a range of roaming services. These services include any that would
normally be free in the domestic market, such as receiving a call on a mobile device.

Spend management tools, including notifications in A$100 increments for data usage and
notifications at 50, 85 and 100 per cent of included value, if a customer has purchased an
included value travel package from their IMR service provider.

The standard builds on the principles of transparency and timely information provision
underlying the TCP Code. In developing the standard, the ACMA held workshops, released a
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discussion paper and undertook two rounds of public comment and two rounds of targeted
consultation with stakeholders.

Registration of Telecommunications Consumer Protections Code

In May 2010, the ACMA launched the Reconnecting the Customer public inquiry in response to
record numbers of consumer complaints. At the same time, the peak telecommunications
industry body, Communications Alliance commenced a review of its consumer code.

In September 2011, the final report arising from the public inquiry made six key
recommendations for change:

Stronger advertising rules including a requirement to advertise the cost of a standard (two
minute) mobile call to assist consumers to understand and compare different
telecommunications company offers;

Better product explanations at the point of sale to assist consumers understand and compare
telecommunications company offers;

Mandatory expenditure and use management tools directed at preventing bill-shock;

Tighter standards for complaints handling;

The development of a customer care reporting framework; and

Changes to aspects of the Telecommunications Industry Ombudsman (TIO) scheme.

In February 2012, Communications Alliance submitted a draft Telecommunications Consumer
Protections Code (the TCP Code) to the Authority for initial consideration. Two further iterations
were negotiated prior to the submission of the final version in May 2012.

On 11 July 2012, the ACMA agreed to register the TCP Code.

The new code contains important new features that align with the Reconnecting the Customer
public inquiry recommendations including:

a ban on confusing advertising terms like ‘cap’, where the ‘cap’ amount is a minimum rather
than maximum spend (this rule took effect from 1 September 2012).

a requirement for standard charging information to appear in most print and online advertising
(implemented 25 October 2012).

a requirement that consumers be given a ‘Critical Information Summary’, no more than two
pages long, containing the key pricing and product information before they commit
(implemented 1 March 2013).

a suite of tools to help consumers take control of their communications spend (for example,
post-paid mobile users will get SMS messages telling them when they have reached spend
points) — to be implemented from 1 September 2013 for internet services and large mobile
providers and from 1 September 2014 for small mobile providers).

internal telecommunications company complaints-handling procedures will meet the Australian
Standard on complaints handling (from 1 September 2012).

While the new industry code is self-regulatory, in the first instance, any non-compliance gives

the ACMA a trigger to direct service providers to comply with code obligations. If the provider
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fails to comply with such a direction, the ACMA can commence Federal Court proceedings for
orders — including the imposition of a pecuniary penalty of up to $250 000.

Requirement to provide access to Emergency Call Service from satellite services

In June 2013, following a public consultation process, the ACMA amended the
Telecommunications (Emergency Call Service) Determination 2009 to tighten the emergency
service requirements that apply to satellite services.

Under the revised regulatory arrangements, all handheld satellite phone services are required
to provide access to the emergency number Triple Zero from 1 July 2013. The amended
Determination also provides for a limited exemption for non-handheld satellite services supplied
by Inmarsat. These exempt services are marketed to commercial users (for example, shipping,
aeronautical and mining industries) where there is little or no expectation that 000 is accessible
and alternative arrangements for accessing emergency services are available.

Review of Local Number Portability Industry Code

The industry-based Communications Alliance is conducting a review of the Local Number
Portability Industry Code. This Code specifies operational processes between customers and
service providers, and between service providers for local number portability. It defines the
processes for porting of numbers, any restrictions that apply to ported humbers and processes
for moving a ported number.

Part XIC review

Under section 152EOA of the Competition and Consumer Act 2010, the Government is
required to conduct a review of Part XIC by 30 June 2014. Part XIC sets out the access regime
by which telecommunications providers can access end-users connected to other networks.
The review will also examine aspects of the National Broadband Network Companies Act 2011,
concerning the wholesale services NBN Co provides and the customers to whom it can supply
them. Itis envisaged the review will commence in the coming months.

Telstra Retail Price Controls

In June 2012, the Government decided to extend the current arrangements for Telstra retall
price control for two years to 30 June 2014. A further review of retail price controls is scheduled
prior to their expiry in 2014.

Telecommunications Universal Service Management Agency instruments

The Telecommunications Universal Service Management Agency (TUSMA) commenced
operations on 1 July 2012. TUSMA manages contracts that ensure all Australians have
reasonable access to a standard telephone service and payphones. It also administers
contracts for other public interest telecommunications services, including the Emergency Call
Service and the National Relay Service for people with hearing impairments. TUSMA is also

responsible for ensuring appropriate safety net arrangements are in place to support the
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continuity of supply of carriage services during the transition to the National Broadband
Network.

During 2013, regulations were made under the TUSMA Act to allow TUSMA to enter into
contracts for new services for people who are deaf, or have a hearing and/or speech
impairment. The new services include a video relay service and a SMS relay service. The
regulations were also amended to give TUSMA ongoing responsibility for a contract to supply
untimed local calls in rural and remote Australia.

To ensure that carriers with less than $25 million in eligible revenue a year remain exempt from
paying the industry levy that helps fund the USO, the Government made an ongoing legislative
instrument under the TUSMA Act, the Telecommunications (Participating Persons)
Determination (No. 2) 2013. The Australian Communications and Media Authority also made
instruments under the TUSMA Act to allow it to determine carriers’ eligible revenue and, as a
result, their levy contributions (the Telecommunications Universal Service Management
Agency (Eligible Revenue) Determination 2013 and the Telecommunications Universal
Services Management Agency (Approved Auditor) Determination 2013).

Cyber Security

The Australian Government has made cyber security a top national security priority and has
invested significantly in enhancing Australia’s cyber security capabilities. The objectives of the
Government’s cyber security programs are that:

all Australians are aware of cyber risks, secure their computers and take steps to protect their
identities, privacy and finances online

Australian businesses operate secure and resilient ICTs to protect the integrity of their own
operations and the identity and privacy of their customers, and

the Australian Government ensures its ICTs are secure and resilient.

The Australian Government’s cyber security policy is based on the following guiding principles:
national leadership — the scale and complexity of the cyber security challenge requires strong
national leadership

shared responsibilities — all users, in enjoying the benefits of ICT, should take reasonable steps
to secure their own systems, exercise care in the communication and storage of sensitive
information and have an obligation to respect the information and systems of other users
partnerships — in light of these shared responsibilities, a partnership approach to cyber security
across all Australian governments, the private sector and the broader Australian community is
essential

active international engagement — given the transnational nature of the Internet, in which
effective cyber security requires coordinated global action, Australia must adopt an active,
multi-layered approach to international engagement on cyber security

risk management — in a globalised world where all Internet-connected systems are potentially

vulnerable and where cyber attacks are difficult to detect, there is no such thing as absolute
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cyber security. Australia must therefore apply a risk-based approach to assessing, prioritising
and resourcing cyber security activities

protecting Australian values — Australia must pursue cyber security policies that enhance
individual and collective security while preserving Australians’ right to privacy and other
fundamental values and freedoms. Maintaining this balance is a continuing challenge for all
modern democracies seeking to meet the complex cyber security challenges of the future.

The Government is pursuing the following strategic priorities to achieve its objectives:

threat awareness and response - improve the detection, analysis, mitigation and response to
sophisticated cyber threats, with a focus on government, critical infrastructure and other
systems of national interest

cultural change - educate and empower all Australians with the information, confidence and
practical tools to protect themselves online

business-government partnerships - partner with business to promote security and resilience in
infrastructure, networks, products and services

government systems - model best practice in the protection of government ICT systems,
including the systems of those transacting with government online

international engagement - promote a secure, resilient and trusted global electronic operating
environment that supports Australia’s interests

legal and law enforcement - maintain an effective legal framework and enforcement capabilities
to target and prosecute cyber crime, and

knowledge, skills and innovation - promote the development of a skilled cyber security
workforce with access to research and development to develop innovative solutions.

Key initiatives which have all been implemented include:

creating a new national computer emergency response team, CERT Australia

establishing the Cyber Security Operations Centre, which was an outcome of the 2009 Defence
White Paper

introducing a program to reduce the number of Australian Government Internet gateways to the
minimum number required for operational efficiency and reliability

developing, in consultation with Internet service providers (ISPs), a voluntary ISP Code of
Practice to promote best practice approaches to deal with cyber security issues

establishing trusted information exchanges (IEs) between CERT Australia and the
telecommunications, banking and finance and supervisory control and data acquisition (SCADA)
sectors

reviewing Australia’s cyber security crisis management plan

implementing a more comprehensive program of regular cyber security exercises, and
increasing efforts in the education of home users, school students and small business about
cyber security risks to help them adopt secure online behaviour.

Education and Awareness Raising
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The Australian Government has a range of initiatives to raise the cyber security awareness of
home and small business users. The Government recognises that the security of home users
and small business is not only important in protecting their personal and financial information
online; it is also a key line of defence in securing critical infrastructure and government
networks.

The Australian Government has developed strong partnerships with industry, community
groups and across all levels of government for its cyber security awareness efforts. The
Government’s key initiatives are set out below:

Annual National Cyber Security Awareness Week

National Cyber Security Awareness Week is an initiative held annually in partnership with
industry, community and consumer groups and Commonwealth, state, territory and local
governments. The Awareness Week aims to help Australians understand cyber security risks
and educate home and small business users on the simple steps they can take to protect their
personal and financial information online.

The 2013 National Cyber Security Awareness Week was held from 20 to 24 May, with events in
capital cities, regional centres and rural and remote towns to promote cyber security and cyber
safety messages. The Department, along with approximately 1400 partners across industry
and community organisations, schools, and all levels of government promoted cyber security
and safety messages through their online channels (including social media and electronic direct
mail), printed material, media activities and events during the 2013 Awareness Week.

Stay Smart Online channels

The Stay Smart Online website (www.staysmartonline.gov.au) and social media channels are a
key element of the Australian Government’s Cyber Security awareness raising initiatives. The
Stay Smart Online channels provide information for online users on security and safety issues
and the simple measures Australians can take to help protect themselves, their families, friends
and business online.

Topics include securing devices, tips on how to safely bank and shop online and information for
small businesses. There are also links to resources for parents and teachers to help them
protect children online.

Stay Smart Online Alert Service

The Stay Smart Online Alert Service provides information in plain language on the latest
security and safety threats, scams and other risks and possible solutions to address those risks.
This free, subscription based service is delivered through the Government’s Stay Smart Online
website, Facebook page and the DBCDE Twitter account #staysmartonline.
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Education Package

The Australian Government has developed an interactive, self-learning education package,
called Budd:e, which aims to provide children with the skills and knowledge necessary to
protect themselves online. The package comprises separate modules for primary and
secondary school students. It has comprehensive resources for teachers to support teacher
professional development and classroom learning. Budd:e is available free to all Australian
schools through the Government’s Stay Smart Online website or via a CD ROM that can be
ordered online. It is also available on Scootle (www.scootle.edu.au), the Learning Federation’s
educational resources portal.

Australian Internet Security Initiative

The ACMA developed the Australian Internet Security Initiative (AlSI) to help address the
problem of compromised computers (sometimes referred to as ‘zombies’, ‘bots’, or ‘drones’).
Computers can become compromised though the surreptitious installation of malicious
software (malware) that enables the computer to be controlled remotely for illegal and harmful
activities without the computer user’s knowledge.

Compromised computers are often aggregated into large groups known as ‘botnets’. Among
other things they are used for the mass distribution of spam and spyware, the hosting of
‘phishing’ sites and distributed denial of services (DDOS) attacks on websites.

The AISI collects data from various sources on computers exhibiting 'bot' behaviour on the
Australian Internet. Using this data, the ACMA provides daily reports to AISI participants
identifying IP addresses on their networks that have generally been reported in the previous
24-hour period. These participants can then inform their customer that their computer appears
to be compromised and provide advice on how they can fix it.

In the 2012-13 financial year, the ACMA currently reported an average of approximately 16 000
compromises to AlSI participants per day. Malware reporting trends under the AISI, which are
updated daily, are provided on the ACMA’s website. This data includes trends with the top 20
malware infection types reported through the AISI.

There are currently 117 ISPs, 16 universities and one state library participating in the AISI. It is
estimated that over 95% of Australian residential customers of Internet services are covered by
these participants, which includes all major and mid-level Australian ISPs.

To improve the reach and effectiveness of the AlSI, the ACMA continually canvasses
opportunities for increasing data feeds and other means of identifying compromised computer
activity.

Consultative Working Group on Cyber Safety (CWG)

The CWG was established in 2008 to provide advice to the Government on cyber safety issues.
The CWG currently consists of 26 members from government, industry, community
organisations (including Facebook, Google, Microsoft, Yahoo!7 and child protection agencies).

The CWG has provided valuable advice to the Government in relation to cyber safety for young
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Australians. The CWG has helped develop the Cybersafety Help Button and the Easy Guide to
Socialising Online.

Youth Advisory Group on Cyber Safety (YAG)

The YAG is a group of young Australians aged 8-17 who provide advice to government on
cyber safety issues from a young person’s perspective through a secure online forum. The YAG
plays a critical role in the development of cyber safety policy, resources and educational
material.

During 2013, 2,612 students from 289 schools participated in the YAG online consultations
from 19 March to 21 June (in comparison, 1,887 students from 191 schools participated in the
2012 YAG program).

The Teachers and Parents Advisory Group on Cyber Safety (TAP)

In April 2011, the Government launched the TAP. Teachers and parents from across Australia
discuss cyber safety issues affecting children via a secure online forum and provide advice to
government. The TAP was formed in response to advice from YAG members who
recommended that teachers and parents have a critical role in addressing cyber safety issues.
TAP membership has increased from 136 in 2012 to 229 to date. Membership forms continue
to be received. To date during 2013, TAP members have provided input on a range of topics
including, cyber bullying, online grooming, children’s access to inappropriate content, and
sexting and sextortion.

The Cybersafety Help Button

The Cybersafety Help Button launched in late 2010 has been made available on over 900,000
computers and mobile devices to date. The Help Button provides internet users, particularly
children and young people, easy online access to a wide range of cyber safety and security
resources to help prevent and deal with cyberbullying, unwanted contact, scams and fraud, and
offensive or inappropriate material. Help Button applications are available for mobile devices
and browser software — these can be downloaded free of charge from the Department’s
website at www.dbcde.gov.au/helpbutton.

The Easy Guide to Socialising Online

Launched in January 2012, the Easy Guide to Socialising Online provides information about the
cyber safety features of different social networking sites, search engines and online games.
The Easy Guide provides clear, step-by-step instructions on how to adjust privacy settings, as
well as site specific advice on how to report cyber bullying, online abuse and inappropriate
content. The Easy Guide is a well received resource used by students, parents and teachers.
As at 29 August 2013, the Easy Guide website has received 385,217 hits, with an average of

649 hits per day. In addition, the Department receives regular requests from schools for
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hardcopies of the Easy Guide. From 1 January to 30 June 2013, the Department sent around
3,000 hardcopies of the Easy Guide to schools.

The Cyber Safety Summit

The annual Cyber Safety Summit was held on 2 August 2013. Members from the YAG, the TAP
and the Consultative Working Group on Cyber Safety attended the Summit. The Summit
provided an opportunity for primary and secondary students to discuss cyber safety issues with
government and industry and to contribute to the development of cyber safety initiatives and
policies to help keep young Australians safe online.

Summit participants took part in a range of activities and workshops hosted by industry,
community organisations and government that were designed to raise awareness about cyber
safety and strategies to address the issues. An expo is also included as part of the Summit,
where organisations provide information about their cyber safety initiatives. Those that attend
the Summit are ‘cyber safety champions’ and are encouraged to continue to raise awareness
about cyber safety when they return to their schools and communities after the Summit.

The Cooperative Arrangement for Complaints Handling on Social Networking Sites (the
Protocol)

The Protocol was announced in January 2013 and assists in improving the information that
social networking sites make available to their users about their handling of complaints for
material posted online. The Protocol also highlights and educates users on mechanisms to deal
with problems that arise on their sites. The Protocol was developed through close cooperation
with industry and has been agreed to by Facebook, Google (YouTube), Yahoo!7 and Microsoft.
The Protocol commits social networking sites to:

set out clear information about their acceptable use guidelines

undertake education and awareness raising activities about what behaviour is acceptable and
not acceptable online

have a single point of contact for Government

have robust processes in place for reviewing and acting on complaints.

Australian Children’s Cybersafety and E-security Research Project

In 2009 and in 2012, the Department commissioned research into cyber safety and security and
the changing digital environment to identify issues and target future policy and funding.

The research project, called the Australian Children's Cybersafey and E-security Project, is the
undertaking of a repeatable survey instrument and methodology for data collection on changes
in awareness and behaviour in relation to cyber safety and security risks relevant to children.

The first component of this project is a survey of parents and carers on children's cyber safety

and security issues. The results of the parents and carers survey provide valuable information
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to assist in understanding the nature and prevalence of risks facing children using the internet.
The second component collects information from teachers on children's cyber safety
experiences.

Objectives of the childrens’ cyber safety surveys are to:

Describe the prevalence of cyber safety and security risks for Australian children.

Ascertain how parents respond to cyber safety and security risks.

Determine the effectiveness of measures undertaken by parents.

The surveys were conducted in 2010 and in 2012 using the same questions and design
methodology. The information is obtained by telephone. The surveys provide statistically
reliable information about the prevalence of incidents and how parents respond.

The key findings of the 2009 survey include:

Over half of the teachers surveyed indicated that they had experienced at least one cyber
safety incident directly reported to them by students in the preceding 12 months;

The most commonly mentioned types of incidents were: bullying emails, phone calls or text
messages; students accessing inappropriate websites, and private information posted on social
media sites.

Almost two-thirds of all teachers indicated that they had accessed one or more key cyber safety
information sources, including the Australian Government’s Cybersmart website.

The key findings of the 2012 survey include:

Findings of the survey suggest that children in Australia are experiencing the Internet at a much
younger age, exposing them to a range of cyber safety issues earlier.

The incidence rate of children experiencing a cyber safety or security problem remained stable
(at 17.4 per cent) over the past two years.

Two thirds of surveyed teachers indicated that their school had a policy about cyber safety or
keeping students safe online, which is a 12.7 per cent improvement since 2010.

Cybersmart Education Activities and Resources

The ACMA'’s Cybersmart Program offers a suite of cyber safety activities specifically aimed at
parents, teachers, students and other key stakeholders.

To inform and assist teachers, children and parents, the ACMA provides Cybersmart Outreach
- a face-to-face program of accredited professional development workshops and internet safety
awareness presentations on cyber safety issues in metropolitan and regional centres
throughout Australia. These presentations and workshops provide up-to-date information on
the risks confronting children online, as well as giving appropriate tools and strategies to help
make Internet experiences safe and positive. All programs and resources are free. Since
October 2007, over 825,000 people have attended a Cybersmart Outreach presentation.
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Cybersmart Outreach includes a national Pre-Service Teacher program on cyber safety,
consisting of an interactive lecture and tutorial on key cyber safety issues such as cyber
bullying, sexting and identity theft. This program equips teachers in their final year at university
with the skills, knowledge and resources to educate their future students about cyber safety. To
date 73% of universities with a faculty or school of education have completed the ACMA'’s
pre-service training program.

Complementing the professional development workshops for teachers is Connect.ed, an
e-learning program that was launched in May 2011. This program consists of four modules,
and makes cyber safety education accessible to all teachers and librarians. It is particularly
useful for casual teachers and those located in remote areas of Australia who might not be able
to attend a face-to-face presentation. Over 2,824 teachers have completed all four Connect.ed
modules to date.

The Cybersmart website (www.cybersmart.gov.au) is the cornerstone of the Cybersmart
Program. It provides a one-stop-shop for cyber safety education and awareness for children,
young people and parents with news, resources and information about current cyber safety
issues. The website hosts dedicated web portals for schools, providing comprehensive training
and resources for teachers, and for libraries, offering cyber safety materials for library staff.
The site also provides access to the Cybersmart Online Helpline service — a free, confidential
counselling service for young people who need in-depth assistance following a negative online
experience (such as cyberbullying). The Cybersmart website is also the home of the ACMA'’s
recently launched Digital Citizens Guide. The Digital Citizens Guide contains clear, consistent
and useful advice and engaging resources to help Australians be confident when banking,
shopping, communicating and socialising online.

Over the past six months the website has attracted more than 354,000 unique visitors and over
539,000 visits.

Key content that can be accessed via the website includes:

Tagged, a video-based resource designed for teenagers that tackles important issues of
cyberbullying and sexting as well as the importance of managing a person’s digital reputation.
Tagged is accompanied by comprehensive teaching and student resources, as well as
information for parents. In 2012 Tagged won the Australian Teachers of Media Award for Best
Secondary Education Resource, along with three international film awards.

Zippep'’s Astro Circus, an online game launched in October 2012 teaching the basics of online
safety to young people aged 5 — 7. The game is accompanied by engaging lesson plans, and
has been designed for children to play with their parents or teachers.

The Cloud: Cybersmart’s Facebook campaign, was launched in October 2012. It includes a
series of videos and other content designed for a teenage audience.

Spectrum Management

Digital Dividend
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The ACMA recommended to the government to re-allocate spectrum in the 700 MHz or ‘digital
dividend’ band, which lies in the frequency range 694-820 MHz, for spectrum licensing in 2011.
This recommendation was accepted.

This large, contiguous block of spectrum was made available for reallocation as a result of the
switchover to digital television across Australia and the subsequent restack of digital TV
broadcast transmissions to channels below 694 MHz. The re-allocation of this band in Australia
is part of a worldwide trend of releasing digital dividend spectrum to allow greater use of the
valuable public resource for mobile telephony and other wireless services.

On 19 December 2012, the ACMA made the Radiocommunications (Spectrum Licence
Allocation — Combinatorial Clock Auction) Determination 2012 under section 60 and 294 of the
Radiocommunications Act 1992. This determination set out the procedures the ACMA would
apply in its allocation of the 700 MHz band (and 2.5 GHz band) and in fixing the spectrum
access charge payable by licensees for issuing the spectrum licences. The ACMA also
published an auction guide in which it stated, “Prospective bidders should not assume that
unallocated lots will be offered for allocation soon after the auction, or that they will be offered
for allocation at less than the initial prices set by the ACMA for the auction”.

Between 23 April and 7 May 2013 the ACMA auctioned spectrum in the 700 MHz and 2.5 GHz
bands. All spectrum in the 2.5 GHz band was sold at auction. However, two lots of 15 MHz
(30 MHz in total) remained unallocated in the 700 MHz band at the end of the auction (the
paired frequency ranges 733-748 MHz and 788-803 MHz). This spectrum is referred to as ‘the
unsold lots’.

The ACMA is currently subject to two directions issued by the former government regarding the
unsold lots:

A direction that the quantum of the spectrum access charge applicable to any future allocation
of the unsold lots is the same as that applied at the time of the auction. This is the value which
the then Minister considered to be the minimum value of the spectrum - $1.36/MHz/Pop; and
A direction requiring the ACMA to report to the Minister by 1 September 2014 on the
appropriate procedures for allocation of the unsold lots.

There has been significant interest from stakeholders in any allocation process for the unsold
lots.

A summary of the auction results are provided in the table below.

Table: Summary of auction results
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Bidder Spectrum secured Total price
700 MHz 2.5 GHz band*
band*
Optus Mobile 2x10 MHz 2x20 MHz $649,134,167
(20 MHz in (40 MHz in
total) total)
Telstra 2x20 MHz 2x40 MHz
(40 MHz in (80 MHz in $1,302,019,234
total) total)
TPG Internet Nil 2x10 MHz $13,500,000
(20 MHz in
total)
Total spectrum 2x30 MHz 2x70 MHz
sold (60 MHz in (140 MHz in  $1,964,653,401
total) total)
Total spectrum 2x15 MHz Nil N/A
unsold (30 MHz in
total)

The Government expects the digital dividend spectrum to be cleared of digital broadcasting
services by 31 December 2014, thereby enabling new spectrum licensees to commence
services on 1 January 2015. Successful auction bidders may apply to the ACMA for early
access to digital dividend spectrum in geographic locations where digital broadcasting services
have been cleared before 31 December 2014. Such applications will be considered by the
ACMA on a case by case basis.

A comprehensive set of information about the auction, including the AIP, is available on the
ACMA'’s engage website (www.engage.acma.gov.au/digitaldividend

Expiry of 15 year spectrum licences

Between 2013 and 2017, 15 year spectrum licences used to deliver mobile phone and
broadband services will expire for the first time.

On 10 February 2012, the then Minister for Broadband, Communications and the Digital
Economy made two instruments under the Radiocommunications Act 1992 (the Act) which
allow the Australian Communications and Media Authority (ACMA) to consider reissue of these
15 year spectrum licences to the same licensees. The Radiocommunications (Class of
Services) Determination 2012 lists the class of services for which reissuing spectrum licences
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to the same licensee would be in the public interest and the Radiocommunications (Spectrum
Access Charges) Direction 2012 specifies the value of the spectrum.

The Act requires that the ACMA examine expiring licences to ascertain whether they have been
used in the delivery of services specified in the instruments and are therefore eligible for
reissue. Licensees are also required to pay the Spectrum Access Charge before the ACMA can
reissue a licence. The Minister made a ‘class of services’ determination that it would be in the
public interest to re-issue licences to incumbent licensees who provide:

mobile voice and data communications services in the 800 MHz, 1800 MHz and 2 GHz bands;
wireless broadband services in the 2.3 GHz, 3.4 GHz bands; and

satellite services in the 27 GHz band.

The first 15 year spectrum licences expired in June 2013 (licences in the 800 MHz band and
some licences in the 1800 MHz band) and the majority were reissued by the ACMA. The ACMA
has re-issued spectrum licences in the 800 MHz and 1800 MHz bands that were to expire in
June 2013 and will assess the eligibility of the remaining licences as they approach expiry.

Reissue of spectrum licences for rail safety and control communications

State rail authorities hold 15 year spectrum licences in the 1800 MHz band that will expire in
2015. The rail authorities plan to use some of this spectrum to deploy next-generation rail
safety and control communications for their urban passenger train services, replacing existing
voice communications and trackside signalling systems. All five state rail authorities plan to
develop compatible systems so that interstate trains will be able to communicate more easily
when travelling from one rail network to another.

To support the state rail authorities’ deployment of the new systems, some spectrum in the
1800MHz band will be made available at a public interest price. The public interest price for
rail spectrum is given effect by the Radiocommunications (Spectrum Access Charges) Direction
2013, made by the Minister for Broadband, Communications and the Digital Economy. The
Australian Communications and Media Authority is responsible for determining the eligibility of
these licences for reissue and then completing the reissue process.

Spectrum for Public Safety Agencies

The Australian Government is working closely with Australian states and territories to determine
the most efficient and effective way to meet public safety agencies’ communications needs for a
new nationally interoperable mobile broadband capability. The Australian Communications and
Media Authority (ACMA) is also working with the public safety agencies, as part of its review of
the 800 MHz band, to identify an appropriate amount of spectrum necessary to deploy this
capability.
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On 29 October 2012, after considering input from public safety agencies, the ACMA announced
it has reserved 10 MHz of spectrum in the 800 MHz frequency band for the deployment of a
nationally interoperable public safety mobile broadband network. This is in addition to the

50 MHz from the 4.9 GHz band for high capacity Wi-Fi coverage and approximately 25 MHz
from the 400 MHz band for local voice and narrowband operations. This package of spectrum
recommended by the ACMA is to meet public safety agency business-as-usual activities,
planned scenarios and major unplanned events.

Subsequently, the states were asked to provide additional information on their spectrum
requirements and on 28 February 2013, jurisdictions provided that information to the ACMA.
The ACMA is considering this additional information and is expected to report soon.

The Australian Government, states and territories and public safety agencies are also working
with commercial carriers on options for providing a mobile broadband service in areas outside
the dedicated public safety network footprint, or in situations where the need exceeds the
dedicated mobile broadband capability. This work will feed into expected negotiations with
carriers on how to deploy this capability, and also will be used to further inform the ACMA’s
consideration on spectrum quantum.

Following the ACMA’s report on spectrum quantum, the next steps will be to progress state and
territory plans to deploy the capability, in partnership with commercial carriers.

Review of the 2.5 GHz band and long-term arrangements for Electronic News Gathering

The 2.5 GHz band (2500-2690 MHz) is currently used primarily by free-to-air broadcasters for
electronic news gathering (ENG). The band was identified internationally for broadband
wireless access services in 2000.

Throughout 2010 and 2011, the ACMA consulted extensively on the options and its preferred
approach for the 2.5 GHz band. In November 2011, the Minister made a re-allocation
declaration for the 2 x 70 MHz segments of the 2.5 GHz band. The declaration allowed 140
MHz of spectrum to be auctioned as part of the digital dividend in April-May 2013.

In February 2012, the Minister made a spectrum designation notice for the central 50 MHz
mid-band gap segment of the 2.5 GHz band. The notice designates the mid-band gap for
spectrum licences as part of the conversion process to support Australia-wide ENG
applications.

In December 2012 the ACMA made the Radiocommunications Spectrum Conversion Plan
Radiocommunications Spectrum Conversion Plan (2.5 GHz Mid-band Gap) 2012 which sets
out the procedures and timetable for issuing spectrum licences to replace existing apparatus
licences in the 2.5 GHz mid-band gap. The ACMA expects the conversion process to take

place before the new spectrum licences commence on 1 October 2014. In August 2013 the
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ACMA made the Radiocommunications (Spectrum Access Charges — 2.5 GHz Mid-band Gap)
Determination 2013 which set out the spectrum access charge payable for new spectrum
licences.

On 4 September 2013, the ACMA published channel arrangements for TOB in the band
1980-2110 MHz and 2170-2300 MHz.

Broadcasting

Government’s response to the Convergence Review

In 2010, the Australian Government established the Convergence Review, an independent
review that examined the policy and regulatory frameworks applying to Australia’s converged
media and communications landscape. The Convergence Review Committee conducted the
review during 2011 and provided its final report to the government on 30 March 2012.

On 30 November 2012, the government announced the details of its response to the
Convergence Review. A number of the announced measures have been implemented through
recent amendments to the Broadcasting Services Act 1992, including changes to local content
rules, reductions to commercial television licence fees and alterations to the spectrum and
licensing arrangements for commercial and community television broadcasters.

Changes to local content rules

The Broadcasting Legislation Amendment (Convergence Review and Other Measures) Act
2013 received Royal Assent on 30 March 2013. This legislation introduced new annual
Australian content quota requirements for each commercial television broadcaster of 730 hours
in 2013, increasing to 1095 hours in 2014 and 1460 hours in 2015 and in future years.

The new Australian content quota applies otherwise than on the core or primary channel and is
in addition to, and separate from, the existing requirements of the Australian Content Standard
(ACS), which apply to each broadcaster’s core or primary channel. The legislation maintains
the existing requirement of the ACS for commercial television broadcasters to provide 55 per
cent Australian programs on their core or primary channels between 6.00 am and midnight,
while providing greater flexibility in meeting sub-quotas for particular program genres.

Reductions to commercial television licence fees

On 28 March 2013, the Television Licence Fees Amendment Act 2013 received Royal Assent
giving effect to the government’s announced permanent 50 per cent reduction to the licence
fees paid by commercial television broadcasters. Temporary reductions to these licence fees
have been in place for all financial years since 2009-2010.

This reform recognises the significant pressures faced by the commercial broadcasting sector
as a result of emerging and convergent technology. The permanent reduction to licence fees
will allow free-to-air television broadcasters to continue to support the production of Australian

content in an increasingly challenging operating environment.
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Changes to spectrum allocation and licensing arrangements

The government’'s announcement of 30 November 2012 included a decision not to assign
broadcasting licences or unallocated broadcasting services bands spectrum to enable a fourth
commercial television network in Australia. This decision was supported by the Broadcasting
Legislation Amendment (Convergence Review and Other Measures) Act 2013, which, among
other matters, capped at three the number of commercial television broadcasting licences that
may be allocated in each licence area.

The capping of the number of commercial television licences at existing levels was guided by
the structural changes taking place in the media industry as a result of convergence. These
changes, together with rising costs and subdued advertising revenue, are placing increasing
pressure on the existing commercial television broadcasters and mean the introduction of a
fourth commercial broadcaster to the sector would not be appropriate.

The Broadcasting Legislation Amendment (Convergence Review and Other Measures) Act
2013 also removed the requirement for the Minister to conduct further reviews about the future
use of unallocated broadcasting spectrum, which is generally known as the ‘sixth channel’ in
Australia.

In June 2013, the transmitter licences for long-term community television broadcasting services
were extended through until 31 December 2014.

Digital Television Switchover

The Australian Government has set 10 December 2013 for the completion of analog television
switch off across the country through a phased, region-by-region process. Most regions across
Australia have made the switch to digital-only television. The Digital Switchover Taskforce in
the Department of Broadband, Communications and the Digital Economy will continue to work
with broadcasters, retailers, suppliers of TV equipment, community groups and other
stakeholders in coordinating Australia’s transition to digital television in the remaining regions.

Legislative provisions

On 28 May 2013, the Broadcasting Legislation Amendment (Digital Dividend) Act 2013 (the
Digital Dividend Act) received Royal Assent. The Act amended the Broadcasting Services Act
1992 and the Radiocommunications Act 1992 to generally limit the scope of datacasting
regulation so that providers of long-term evolution (LTE) services in broadcasting spectrum are
not unduly restricted by content requirements imposed on providers of datacasting services in
such spectrum. It achieves this by limiting the application of the datacasting regime to existing
datacasting services already provided by the commercial and national broadcasters. The main
operative provisions of the Digital Dividend Act commence on 1 October 2013.

On 5 August 2013, the Governor-General made the Radiocommunications Amendment

(Datacasting Transmitter Licence) Regulation 2013. The Regulations enable LTE service
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providers operating in broadcasting spectrum prior to the commencement of their spectrum
licences on 1 January 2015, without being required to obtain a datacasting transmitter licence
or to comply with the provisions in the Radiocommunications Act 1992 that relate to datacasting
transmitter licences.

Digital Radio

The Broadcasting Legislation Amendment (Digital Radio) Act 2008 amended the Broadcasting
Services Act 1992 and the Radiocommunications Act 1992 to enable digital radio services to be
provided as a supplement to existing analog radio services in the Australian mainland state
capital cities (Sydney, Melbourne, Brisbane, Perth and Adelaide). Digital radio services
commenced in these markets on 1 January 2009. A statutory review of technological and other
aspects of the development and regulation of digital radio is due to be conducted before 1
January 2014.

Technical Regulation
The ACMA has responsibility for technical regulation under the Broadcasting Services Act 1992;
the Radiocommunications Act 1992 and the Telecommunications Act 1997.

Technical standards, industry codes and industry standards for digital television

The ACMA has powers under Parts 9A and 9B of the Broadcasting Services Act 1992 (the BSA)
to determine technical standards for digital television. The ACMA has determined two
mandatory technical standards for digital terrestrial television services. These standards are:
Broadcasting and Datacasting Services (Parental Lock) Technical Standard 2010 ; and
Broadcasting Services (Digital Television Format — Audio Component — Transmissions in SDTV
Digital Mode) Technical Standard 2007.

The ACMA does not presently consider it necessary to introduce any other mandatory
standards at this time given the high levels of conformity with the voluntary industry standards
for reception and transmission equipment. Current versions are:

AS 4599.1-2011-Digital television - Terrestrial broadcasting - Characteristics of digital terrestrial
television transmissions

AS 4933.1-2010_Digital television - Requirements for receivers - VHF/UHF DVB-T television
broadcasts.

These two Australian standards are currently under review and new versions are expected in
2013.

Future Technical Migration of Digital Television in Australia
Australia will complete the switch off of analog TV in December 2013 and is set to realise the

benefits of increased spectrum efficiency generated by the transition to digital. Since Australia
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made the technology choices for digital television there has been rapid evolution in the DVB
standards and the associated MPEG compression standards, including MPEG 4 and newer
technologies such as High Efficiency Video Coding (HEVC), ultra high definition TV and Hybrid
Broadcast Broadband TV (HbbTV).

Some of these later edition standards are more technically advanced and offer more efficient
spectrum utilisation and potentially greater consumer benefits. Early adopters that have
already embedded earlier versions of the standards must examine possible strategies for
migration.

In January 2012, the ACMA released a discussion paper titled: Beyond switchover: the future
technical evolution of digital terrestrial television in Australia. The paper sought stakeholder
comment on the technical evolution of DTTB in the Australian context. The paper also sought
comment on the drivers for change, the paths for implementing change and whether
intervention by the regulator is necessary.

The paper encouraged discussion by outlining information about the current state of DTTB
standards evolution and inviting comment on three major questions:

Should the ACMA do anything to meet the challenge of ever-improving technical standards?
What issues does technological evolution raise and is there pressure for change in Australia?
What are the potential options for promoting standards migration and how might they be
implemented?

The ACMA received 13 submissions to the Beyond switchover discussion paper and has
published a summary of the views raised by these respondents.

On June 4 2013, the ACMA met with broadcasters, government and representatives of peak
bodies from the broadcasting, equipment supply and broadcast infrastructure sectors of the
industry to further to identify what, if any, short- to medium-term interventions may yield benefits
in the long term. The ACMA is interested in exploring actions that may be needed now to foster
or create the conditions for the realisation of benefits for the Australian community.

Regulation of cellular mobile repeaters

In August 2013, the Radiocommunications Regulations 1993 were amended to restrict the
supply of cellular mobile repeaters. The Radiocommunications Amendment (Cellular Mobile
Repeaters Supply — Specified Particulars) Regulation 2013 has the effect of restricting the
supply of repeaters at the point of sale to authorised persons only, by requiring suppliers to
verify that a person is authorised. An authorised person includes the holder of a relevant
radiocommunications licence issued by the ACMA, or the licensee’s representative. Suppliers
must also record, and keep for two years, particulars of the transaction.

Cellular mobile repeaters are regularly used by carriers as part of their ordinary network
management. However, repeaters are also used (illegally) by end-users without carrier
permission. When used without carrier permission, repeaters have the capacity to cause
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substantial interference to the telecommunications network and consequentially may have an
impact on safety of life by disrupting access to emergency call services.

Whilst the use of repeaters can be managed through application of regulatory requirements
relating to licensed operation, there was previously no mechanism that prohibited or limited the
supply of repeaters to end users. That is, while the operation and possession of repeaters were
subject to the licensing framework, the supply was not. The amendment to the
Radiocommunications Regulations 1993 has the effect of restricting the supply of repeaters to
authorised persons only.

More information can be found at:
www.acma.gov.au/Industry/Suppliers/Supplier-resources/Priority-compliance-areas/selling-a-r
epeater

Review of telecommunications customer equipment regulation

The ACMA is undertaking a review of the Telecommunications Labelling (Customer Equipment
and Customer Cabling) Notice 2001 (the TLN). The TLN specifies the labelling and record
keeping requirements for importers and manufacturers of telecommunications customer
equipment and customer cabling for the Australian market and outlines the applicable
standards for these items.

A discussion paper was released in February 2013 with information on the existing
arrangements, the rationale for the review and the ACMA'’s proposed policy direction for the
changes to the TLN. Following consideration of comments received from the discussion paper,
a draft new version of the TLN will be developed and circulated for public comment. It is
expected that a revised TLN will be released in Q1 2014.

Commercial Radio Standards

Commercial radio is predominantly regulated through industry codes of practice. However, one
standard currently applies to commercial radio licensees which broadcast current affairs and
talkback programs, namely, the Broadcasting Services (Commercial Radio Current Affairs
Disclosure) Standard 2012. This standard requires licensees to disclose certain commercial
agreements that might affect the content of current affairs and talkback programs.

Unlike codes of practice, the program standard operates as a licence condition on all
commercial radio broadcasting licences, with any complaints coming to the ACMA (rather than
the licensee) in the first instance.

The Australian Broadcasting Authority first made program standards for commercial radio
following its Commercial Radio Inquiry 2000, introducing three standards dealing with current
affairs disclosure, advertising and compliance.

In November 2011, the ACMA completed its wide-ranging, evidence-based review of these

three standards, deciding to revoke the compliance standard but retain and enhance the other
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two. Then in March 2013, the ACMA revoked the advertising standard following presentation of
an industry code of practice which the ACMA decided provided appropriate community
safeguards in relation to advertising on commercial radio.

Online Gambling and Regulation
The Interactive Gambling Act 2001 (the IGA) makes it an offence to provide certain types of
online gambling services to Australians and to advertise such services in Australia.
The ACMA has two key responsibilities in the regulation of gambling services:
Investigation of complaints about the provision of prohibited internet gambling content.
The ACMA notifies prohibited internet content to law enforcement and filter providers
accredited by the Internet Industry Association (l11A). The 2001 IIA Interactive Gambling Industry
Code requires ISPs to make at least one of these filter products available to all new and
existing subscribers.
Investigation of complaints about prohibited online gambling advertising broadcast on
free-to-air commercial television. The 2010 Commercial Television Industry Code of Practice
also regulates the permitted broadcast times for gambling advertisements that are not
otherwise prohibited under the IGA.
The Department conducts preliminary assessments of potential breaches of advertising
provisions. If it appears as though a breach has occurred, the Department will refer matters to
the Australian Federal Police (AFP).

In the 2012-2013 financial year, the ACMA completed 23 investigations and as a result,
notified 10 overseas hosted prohibited internet gambling content URLs to the AFP and
accredited filter providers.

Review of the Interactive Gambling Act 2001

The Department of Broadband, Communications and the Digital Economy has undertaken a
review of the Interactive Gambling Act 2001 (the IGA), with the review being undertaken
through a public submission and consultation process.

On 12 March 2013, the final report on the review was released. The Government is consulting
with states and territories on the development and implementation of a national standard for
harm minimisation and consumer protection that would cover all licensed online gambling
activities. The Government is also further examining the recommendations with respect to
enforcement and deterrence, advertising, education and awareness and social media, in
consultation with states and territories. The Government has announced that it will not be
pursuing the recommended changes relating to the trial of online tournament poker or ‘in-play’
sports wagering, noting that a nationally consistent approach to harm minimisation and
consumer protection needs to be agreed before those recommendations are given further
consideration.
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RELEVANT WEBSITES

Department of Broadband, Communications and the Digital Economy (DBCDE):
www.dbcde.gov.au

www.digitalbusiness.gov.au

www.digitalready.gov.au

www.dbcde.gov.au/helpbutton

National Broadband Network http://www.nbn.gov.au/

NBNCo www.nbnco.com.au)
www.dbcde.gov.au/broadband/national_broadband_network/universal_service_policy.
www.dbcde.gov.au/funding_and_programs/digital_regions_initiative
www.dbcde.gov.au/online_safety and_security/cybersafety plan/cybersafety research
Attorney-General's Department: www/agd/agd.nsf/Page/e-commerce%20
www.ag.gov.au/cybersecurity.

Australian Communications and Media Authority (ACMA):  www.acma.gov.au
Australian Competition and Consumer Commission (ACCC): www.accc.gov.au
Australian Government Information Management Office (AGIMO): www.agimo.gov.au
Office of the Privacy Commissioner: www.privacy.gov.au

Digital Television System Installation Handbooks:
www.dbcde.gov.au/television/digital_televison_switchover

Telecommunications Regulatory Reform:
www.dbcde.gov.au/funding_and_programs/national_broadband_network/telecommunications__
regulatory reform

Stay Smart Online: www.staysmartonline.gov.au

Telecommunications Today: research report series:
www.acma.gov.au/WEB/STANDARD/pc=PC_9058

Australian Communications Consumer Action Network: www.accan.org.au
Telecommunications Universal Service Management Agency: www.tusma.gov.au
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APECTEL48
HONOLULU, HAWAII, USA
16 — 21 September 2013
REGULATORY AND POLICY UPDATE
PHILIPPINES

Creation of the Consumer Welfare and Protection Div  ision

Recognizing the importance of promoting and protecting the welfare of consumers of
telecommunications services, the Consumer Welfare and Protection Division (CWPD) was
created and placed under the supervision of the Legal Branch of the National
Telecommunications Commission. The CWPD is tasked to conduct consumer education,
receive and promptly respond to consumer complaints through mediation and if necessary
arbitration.

Allocation of Frequencies for Public Protection and Disaster Relief

To address the radio communications requirements of public protection agencies and
organizations, including those dealing with emergency situations and disaster relief, that are
vital to the maintenance of peace and order, protection of life and property, disaster relief and
emergency responses, the National Telecommunications Commission has allocated
frequencies 380 — 385MHz (uplink) and 390 — 395Mhz (downlink), and 385 -390MHz (uplink)
and 395 — 400MHz (downlink) for public protection and disaster relief (PPDR). The frequency
band 385 -390MHz (uplink) and 395 — 400MHz (downlink) is allocated for shared use by public
utilities such as energy, power, water, transportation, etc. These frequencies are within the
harmonized frequencies for PPDR in Region 3 of the ITU.

Creation of the National ICT Advisory Council

The Information and Communications Technology Office (ICTO), Department of Science and
Technology (DOST) has organized the National ICT Advisory Council (NICTAC). The NICTAC
is a multi stakeholder group that is tasked to study and recommend to the ICTO for
promulgation policies geared at promoting the development of ICT in the Philippines.

ICT Development Activities
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a.Television White Space (TVWS) technology trials in Eastern Visayas, Northern and
Southern Mindanao (TVWS Study Program) — This program seeks to promote broadband
connectivity to schools to close the gaps of digital divide in the regions.

b.Establishment of Community eCenters — deployment of Community eCenters that will
promote online services and applications to rural barangays, where townsfolk can access
content and information from a government-designed website.

c.CeC type facilities for indigenous communities — extend basic web-based services to
indigenous people that would improve their way of living and provide content that would
promote cultural diversity and preserve their heritage.

d.Cybersecurity Awareness — printed materials are printed and video materials shown in
the training programs conducted by the ICTO. In addition, cybersecurity posters from an
ASEAN-Japan collaboration project are distributed in schools and government offices

e.iGov Philippines: Operationalization of iGovPhil Project (Phase 1) — Deployment of
government wide services, systems and applications to target market. The project aims to
enhance government efficiency and transparency by using existing infrastructures and
systems as well as developing new applications.

ICT Industry Development Program
- This program aims to accelerate development not only of the Information
Technology-Business Processing Office (IT-BPO) Industry, but also the other sectors
comprising the ICT Industry.

a. Talent Development Program — This program aims to increase the since and improve
the employability of the IT industry talent pool.

b. Stepping-up The Value Chain Program — This program is designed to develop a
long-term strategy to strengthen the country’s global positioning in targeted
high-growth segments of the IT-BPO industry.

c. Next Wave Cities Program — This program will develop ICT hubs that shall serve as
alternative investment destinations creating jobs and related economic opportunities
in the region.

d. Domestic ICT Industry Development Program — This program aims to accelerate four
segments of the ICT industry, which will contribute to an increase in investments,
exports and creation of jobs.

e. ICT Industry Marketing and Research Program — This program aims to develop and
implement marketing strategy to promote the industry to its target audience.

f. ICT-Enabled Creative Industries Program — This program will promote the country’s
creative process outsourcing sector and promote the development of the country’s
own portfolio (IP and Content).
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Thailand Policy and Regulatory Update
(Activities: April-September 2013)

l. Policy Development

» National Cybersecurity Policy Development

The Thai National Cybersecurity Committee (NCSC), chaired by the Prime
Minister Yingluck Shinawatra, held its first meeting in June 2013 to discuss
Thailand’s readiness to handle cybersecurity incidents and the ability to defend its
interests in cyberspace across all sectors. The committee approved, in principle,
the draft of the National Cybersecurity Framework which is comprised of three
main strategic thrusts: (1) Cybersecurity Governance, (2) Cybersecurity
Emergency Readiness and (3) National Critical Information Infrastructure
Protection and five supporting strategic thrusts: (1) Public-private Partnership (2)
Capacity and Capability Building (3) Legal Measures (4) Research and
Development, and (5) International Cooperation. The NCSC meeting was
attended by senior management executives representing the Office of the Prime
Minister and the ministries of Justice, Interior, Information and Communication
Technology, Finance and Foreign Affairs. Also attending were representatives of
the National Security Council, the National Intelligence Agency, the Office of the
Attorney General, the Department of Special Investigation and the Royal Thai
Police as well as invited experts in cybersecurity and related fields. The event
marks the start of an initiative led by the country’s policy makers to ensure that
cybersecurity is a top priority.

II. Law and Requlatory Development

From April to August 2013, the Electronic Transactions Development
Agency (Public Organization) or ETDA, in cooperation with the Ministry of
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Information and Communication Technology (MICT), has developed and
proposed revisions to the following laws:

= Revision to the Electronic Transactions Act B.E. 25 44 and B.E.2551

ETDA proposed the revision (version 3) of the Electronic Transactions
Act B.E. 2544 and B.E. 2551(2008) to the Ministry of Information and
Communication Technology. It aims to provide a more effective law enforcement
mechanism, support the adoption of the United Nations Convention on the Use
of Electronic Communications in International Contracts and integrate the
functions and roles of agencies whose responsibility is to support the mission of
the Electronic Transactions Commission. Moreover, the draft will promote AEC
2015 regarding the ASEAN ICT Master Plan and AEC Blueprint concerning legal
aspects and will help foster trust between foreign operators and their Thali
counterparts when transactions are carried out.

» Draft of Royal Decree on Electronic Signature Certi ficate Business

B.E. ....

As the draft is currently being considered by the Council of State, ETDA
requests that the issue of “Trust Model” be added for clarity. Moreover, ETDA is
currently in the process of drafting subordinate legislation to provide more
effective operations under the draft of the royal decree that regulates the
electronic signature certificate business. Once the draft royal decree is launched
in the near future, ETDA will propose its draft subordinate legislation to the Office
of Electronic Transactions Commission for consideration.

» Draft of Royal Decree on Rules and Procedures for C onducting
Electronic Transactions Relating to Imports, Export s, Transit and
Logistics on the National Single Window System B.E.

The National Logistics Committee has assigned ETDA to develop a draft
of the Royal Decree on Rules and Procedures for Conducting Electronic
Transactions Relating to Imports, Exports, Transit and Logistics on the National
Single Window System B.E. This draft is to be issued under the authority of
sections 32 and 35 of the Electronic Transactions ACT B.E. 2544 (amended by
the Electronic Transactions Act (Version 2) B.E. 2551). The draft aims to
facilitate electronic data submission and transmission on the National Single
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Window system (NSW) and establishes information security and data protection
requirements for the transmission of information among authorities and agencies,
as well as providing the organizational protocols for the operation of the Thailand
National Single Window. It also prescribes rules that can regulate service
providers through the NSW system, which is an important service to increase the
confidence in and reliability of the NSW system.

» Revision to the Computer—Related Crime Act B.E. 255 0 (2007)

The current version of the Computer—Related Crime Act B.E. 2550 needs
to be revised due to its practical interpretation and enforcement issues. The draft
aims to clarify types of criminal offence, keep up with rapidly changing and
emerging technologies and clearly define the scope of action of responsible
officials under the current version. After completing the first revised draft, ETDA
organized a seminar (“Amendment of the Computer-Related Crime Act: Balance
between Liberty and Information Security”) in April 2013 to hear the comments
and opinions of stakeholders. Service providers, government officials and
interested parties from the public and private sectors were invited to foster
understanding among the parties and to share their perspectives and practical
Issues concerning computer- related crimes. At present, ETDA continues its
research and study of legal issues from international treaties and conventions as
well as of practical issues as reflected in various useful comments and
suggestions received during and after the seminar from the public and private
sectors.

Apart from legislation development, ETDA has also entered into the following
MoUs with the private sector and academia in order to establish cooperation in
the development of digital forensics and human rights, freedom of speech,
self-regulation and the strengthening of security:

1. Memorandum of Understanding between ETDA and Southwest Regional
Computer Crime Institute (SWRCCI), Dixie State University (DSU) on Digital

Forensics Collaboration

2. Memorandum of Understanding between ETDA, Google Asia Pacific
Pte. Ltd and Ebay International AG on the one hand and Thailand e-Commerce Association
(TEA), Thailand PKI Association (THPKI), Telecommunications Association of Thailand under
the Royal Patronage (TCT), Internet Foundation for Development of Thailand (INET), Thai
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Internet Service Provider Association (TISPA) and Thailand Information Security Association
(TISA) on the other on the topic of human rights, freedom of speech, self-regulation and the
strengthening of security. Under this MoU, a first draft of a code of conduct on notices and
takedowns was jointly developed and launched as an initial activity.

In addition, the Office of National Broadcasting and Telecommunications
Commission (NBTC) has specified the following regulatory measures:

» Regulatory Measures after Awarding 3G Spectrum Lice  nses

The National Broadcasting and Telecommunications Commission (NBTC) has
successfully awarded 2.1 GHz spectrum licenses to 3 operators: DTAC TriNet, a subsidiary of
Total Access Communication, Real Future, a subsidiary of True Cooperation, and Advanced
Wireless Network, a subsidiary of Advanced Info Service. Advanced Wireless Network and
Real Future began their services on May 7, 2013, while that of DTAC TriNet was launched on
July 23, 2013. As of July 31, 2013, NBTC granted licenses to these operators to install 2.1
GHz telecommunication networks at 8,455 base stations nationwide. Real Future has moved
beyond the others by providing service with the UMTS system together with the LTE system.

Realizing the importance of market regulation in mobile services, the
Commission set up a committee to follow up and regulate the 3 licensees in
mobile telecommunication service operation according to established conditions.
The Committee has focused on several important regulations in order to ensure
that customers will benefit from reasonable prices and better quality of service as
well as more choices. The main focuses are on ensuring that consumers will
enjoy mobile broadband services at competitive and affordable prices as well as
ensuring the quality of the services.

» The Preparation for the 1800 MHz Spectrum Auction

Due to the difficulty in executing the 1800 MHz migration plan before the
concession expiry in September 2013, the office of National Broadcasting and
Telecommunications Commission has proposed, with the approval of the NBTC
Commissioners, temporary measures to ensure mobile service continuity and
consumer rights protection. The NBTC Notification regarding Transitional
Measures for mobile phone service continuity after the concession expiry was
published in the Royal Gazette on August 29, 2013. As planned, the NBTC, in
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cooperation with the International Telecommunication Union (ITU), will move
forward to implement the 1800 MHz spectrum auction within the coming year
while the study on spectrum valuation is being processed.

[1l. Bridging the Digital Divide

» The Training in ICT and Assistive Technology (AT) f or an Equitable

Society

To bridge the digital divide within ASEAN, Ministry of Information and
Communication Technology, Thailand proposed the Training in ICT and Assistive
Technology (AT) for an Equitable Society project in order to provide training
among ASEAN member states. This project has 2 main objectives: 1) to provide
citizens with ICT and AT knowledge and skills, especially among the disabled,
the elderly, and the disadvantaged, to allow them to approach, utilize and benefit
from information technology and 2) to exchange knowledge and experience
between trainers and trainees among ASEAN member states. A workshop on
The Training of ICT and Assistive Technology (AT) for an Equitable Society was
organized with the participation of 7 ASEAN member states from June 17-19,
2013. Subsequently, two web accessibility courses and two ICT and AT training
courses will be presented this coming October and shared on
www.asean4all.org.

» The development of Human Capabilites for Persons w ith
Disabilities, the Elderly, and the Disadvantaged in Society Using ICT
To promote and support the human rights of persons with disabilities, the
elderly and the disadvantaged, the MICT provides an opportunity to those groups
of people to access online information and valuable learning in order to enhance
their quality of life. The MICT established “The Development of Human
Capabilities for Persons with Disabilities, the Elderly, and the Disadvantaged in
Society Using ICT” Project and has been actively involved in several programs:
1) train persons with disabilities, the elderly, and the disadvantaged 2) train web
developers to establish government websites suitable for web accessibility 3)
provide ICT and AT equipment for persons with disabilities and 4) implement
online media for persons with disabilities. In addition, the MICT established an
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Information and Communication Technology (ICT) and Assistive Technology
(AT) Service Centre as a pilot project. These will be set up in the provinces as
well.

» Community e-Classroom
To develop digital content exchanges among ASEAN member states, the
Ministry of Information and Communication Technology proposed the Community
e-Classroom project in order to develop a platform to facilitate and promote the
exchange of content among ASEAN community members. This project has 3
main objectives: 1) to provide and emphasize knowledge and skills to develop
human capital at the community level in all ASEAN member states, 2) to
establish a common platform in order to exchange content among ASEAN
member states and 3) to exchange ideas on developing common courses for the
e-Classroom among ASEAN member states. A workshop on the ASEAN
Community e-Classroom was organized with the participation of 8 ASEAN
member states (July 10-12, 2013). Subsequently, 10 digital training courses will
be offered this coming October—November and shared in the e-Classroom

system: www.asean-eclass.orqg.

* Free Public Wi-Fi

The Ministry of Information and Communication Technology (MICT) has
signed an MoU with the Office of the National Broadcasting and
Telecommunication Commission (NBTC) concerning the project named Free
Public Wi-Fi to benefit the public. Under this cooperative agreement, the Office of
the National Broadcasting and Telecommunication Commission (NBTC) also
provides the budget (about THB940 million from the Research and Development
Fund) to implement the project. The project is targeted to reach 150,000 access
points in various areas, such as universities, government points of service, ICT
learning centers, hospitals, police stations, post offices, etc. The project is
expected to be completed in February 2014.

V. Promote a Safe and Secure Environment

» Cooperation on Strategic Operations Research, Infor ~ mation Technology and

Cybersecurity
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The Ministry of Information and Communication Technology (MICT) and
the National Research Council of Thailand signed a memorandum of cooperation
for strategic operations research, information technology and cybersecurity. Both
parties agreed to carry out the research and development of information
technology and cybersecurity to support Thailand’s sustainable growth. The
details of cooperation include: policy and strategic information technology
research, collaboration, integration of the study of information technology and
creating a research data warehouse for technology and cyber security. The five
strategic areas are:

1. Collaboration between the public and private sectors for cyber security
2. Create awareness and knowledge of cyber security

3. Development of cybersecurity regulations and laws

4. Cybersecurity research and development

5. International cooperation for cybersecurity

» Cybersecurity Operations
The Ministry of Information and Communication Technology formulated the necessary
framework and measures to establish the Cybersecurity Operation Center (CSOC). Domestic
and foreign agencies have been integrated and coordinated to protect, suppress and receive
information related to the dissemination of inappropriate website content through the ICT

system. Cybercrime activities and related Internet threats are regularly monitored.

V. Space Development and Applications

» International Cooperation on Space Research and Dev  elopment:

- The Application Pilot Projects for APSCO Data Sha ring Service
Platform (“Application Pilot Project”)
This pilot project is under the support of the Asia-Pacific Space

Cooperation Organization (APSCO). The APSCO Data Sharing Service Platform
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works with a remote sensing satellite to receive data which is stored and
managed. It offers data retrieval and download functions to APSCO member
states. The project is planned by APSCO to demonstrate and stimulate the
usage of this platform. Thailand has proposed a project to estimate the number
of rice fields by using multiple satellite sensors. The aim is to develop and
compare algorithms to estimate the area of rice fields in Thailand using
combinations of various types of remote sensing satellite images. The success of
this proposed project may enhance technologies for rice, which is one of
Thailand’s most important agricultural products.

- Research on Atmospheric Effects on Ka-Band Atten uation
Modeling Project (“KA-Band Project”)
Thailand leads other countries on research concerning the Atmospheric
Effects on Ka-Band Rain Attenuation Modeling Project. This APSCO research
project was proposed to study rain effects on signal power attenuation for
Ka-Band earth-space communications through geostationary satellites. The goal
of this project is to analyze data received from a Ka-Band beacon signal in order
to evaluate and validate existing rain attenuation models that are described in the
literature. This project also includes working on preliminary design and
development of site switching algorithms for site diversity. The success of this
project may enhance Ka-Band usage for satellite communications, especially in
regions with heavy rainfall.

- Development of APOSOS in Thailand

The Asia-Pacific Optical Satellite Observation System (APOSOS) aims
to develop a regional or even global satellite tracking system basically composed
of optical trackers. The system will be used to track objects of interest or space
debris for the safety of spacecraft and operational satellites. The Ministry of
Information and Communication Technology (MICT) of Thailand has signed a
Memorandum of Understanding (MoU) with the Royal Thai Air Force (RTAF) to
develop the necessary skills and expertise needed to track objects of interest or
space debris. The training programs will result in forming an expert group of
personnel in needed areas.
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U.S. Regulatory and Policy Updates TEL 48
Broadband

In June 2013, President Obama announced the C&ihéatiative which aims to connect 99% of
America’s students to the Internet through higlperesl broadband, using fiber and wireless technedogi
within 5 years. As part of this initiative, the Bident called on the FCC to modernize its E-ratearsal
service program to better support broadband fordoas schools and libraries. In July, the FCQiess

a Notice of Proposed Rulemaking (NPRM) proposiadiist comprehensive update of the E-rate
program. The NPRM seeks comment on proposalstease broadband capacity for schools and
libraries, maximize cost-effectiveness, and str@aaprogram administration. The President’s prapos
also calls for making better use of existing Feldienads to provide technology in classrooms, arrd fo
teacher training in the use of technology.

In August, the FCC announced that up to 600,000dsoamd small businesses that lack broadband will
get access to this service as a result of additsugport from the FCC’s Connect America Fund.
Providers in 44 states and Puerto Rico requested®885 million from the Fund — which will be
matched with hundreds of millions of their own dodl in many areas — to quickly expand broadband
infrastructure. Deployment must be completed withree years. Currently, about 15 million U.S.
residents, mostly in rural areas, lack accessdadivand.

Spectrum

In June 2013, the President issued a memoranduradéks to promote spectrum sharing and more
efficient spectrum use. The President also anredisi¢ 00 million in Federal investments for
spectrum sharing research and contracts, and @bearch on advanced communications. The
memorandum creates a Spectrum Policy Team thatwiitiin one year, issue a report describing how
NTIA and the FCC are incorporating sharing intartbpectrum management practices and will make
recommendations. The memorandum also encouragdedf to take measures to encourage the
development of radio receivers that will be lege@éd by operations in adjacent spectrum, and to
make spectrum available for broadband as quickpoasible.

As part of its effort to make more spectrum avdédbr broadband use, the FCC is continuing to work
on planning for incentive auctions, and estimates it will issue final rules in 2013 and hold the

auctions in 2014.
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| nvestment

Foreign investment is an important source of fimagdéor U.S. telecommunications companies. To
make such investment easier, in April 2013 the C@sion streamlined its policies and procedures for
reviewing foreign ownership of certain U.S. compant specifically companies that provide fixed or
mobile telecommunications service over wirelessvogts. In the order, the Commission adopted
measures to reduce regulatory costs and burdeappicants, licensees, and spectrum lessees. These
reforms will promote competition and facilitate @stment in wireless networks.

In July 2013, the FCC issued an order that per8ptnt, the third largest mobile service providethe
U.S., to be acquired by SoftBank, a Japanese catipor Softbank will purchase shares from Sprint
shareholders and will provide an additional $5dmillthat Sprint can use to invest in its networkhe
Commission found that the transfer was not likelyesult in competitive or other public interestrha
and was likely to result in key public interest béts, including accelerated deployment of advanced
mobile broadband services and enhanced compeititittre mobile wireless market.

911 Service

As mentioned at the last meeting, the FCC has proposed rules to accelerate the availability of
nationwide text-to-911 service. The proposal builds on a voluntary commitment by the
nation’s four largest wireless carriers to make text-to-911 available to their customers by May
15, 2014, with significant deployments expected this year. In the meantime, to educate
consumers and prevent confusion, the FCC adopted rules in May that require carriers to send
automated “bounce back” error messages to consumers attempting to text 911 in areas where
the service is not yet available. Providers must implement bounce back messages by the end

of this month.

Multistakeholder Privacy Process

The National Telecommunications and Information Administration (NTIA) has recently
concluded an extended series of multistakeholder meetings that established a code of conduct
for the treatment of consumer data on mobile applications. In 2012, the Obama Administration
released the Consumer Privacy Bill of Rights, a comprehensive blueprint mean to improve
consumers’ privacy protections in the information age and promote the continued growth of the

digital economy.
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The White House requested that NTIA convene interested stakeholders -- including companies,
privacy advocates, consumer groups, and technology experts -- to develop legally enforceable
codes of conduct that specify how the principles in the Consumer Privacy Bill of Rights apply in

specific business contexts.

Based on input from a broad range of stakeholders, NTIA decided that the first topic for the
privacy multistakeholder process would be: Providing transparency in how consumer data is
handled by mobile applications.Mobile applications are socially and economically important, but
mobile devices pose distinct consumer privacy challenges. In addition, practices surrounding
the disclosure of consumer data privacy practices have not kept pace with rapid developments

in technology and business models.

Over a series of 15 meetings that took place from July 2012 to July 2013, NTIA served merely
as the convener of a large stakeholder group, and encouraged industry and civil society to find

solutions among themselves.

This multistakeholder group produced a code of conduct that applied the “transparency
principle” in the Consumer Bill of Rights to mobile applications. The code promotes
transparent disclosures to consumers concerning mobile apps’ treatment of personal data. On
July 25, 2013, the stakeholder group agreed to stop drafting and begin reviewing, testing, and
implementing the code of conduct. When implemented, the code of conduct will give mobile
app-related businesses greater certainty about how the Privacy Blueprint’'s transparency
principle applies to them. A code of conduct also addresses how best to convey data practices

to consumers who download mobile apps and use interactive mobile services.
Copyright Palicy, Creativity, and Innovation in the Digital Economy (Green Paper)

In July, the National Telecommunications and Infation Administration and the U.S. Patent and
Trademark Office, working together as the IntefP@licy Task Force (IPTF) within the U.S. Department
of Commerce, released a green paper that providesprehensive review of current policy related to
copyright and the Internet, and identifies impotiaaues that call for attention and development of
solutions. The solutions may entail a combinatiblegal remedies, technology, private sector
cooperation, and public outreach and educatiomgabdth the continued development of options to
legally access copyrighted works.
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The Green Paper is the most thorough and comprieeearsalysis of digital copyright policy issueden
1995. Copyright has been a vital contributor to.ldBtural and economic development for more than
two hundred years, fostering the production andaifisnation of the valuable expression that has put
America at the forefront of the global creative kadplace. Maintaining a balanced and effective
copyright system should continue to drive the pobida of creative works while at the same time
preserving the innovative power of the Internet tredfree flow of information. In the Green Pajikge
IPTF proposes the following actions:
- Establishing a multistakeholder dialogue on impngvihe operation of the notice and takedown
system under the Digital Millennium Copyright AQNICA).
« Soliciting public comment and convening roundtalaes
o The legal framework for the creation of remixes;
o The relevance and scope of the first sale docinitiee digital environment;
o The application of statutory damages in the condéxtdividual file-sharers and
secondary liability for large-scale online infrimgent;
o The appropriate role for the government, if anyhétp improve the online licensing

environment, including access to comprehensiveipabld private databases of rights
information.

With respect to the difficulties in enforcement imgawebsites dedicated to infringement, the Green
Paper encourages ongoing voluntary initiativeshascthose facilitated by the U.S. Intellectualderty
Enforcement Coordinator (IPEC), that benefit alttigas and are consistent with the principles ofgey,
free speech, competition, and due process, aresdtat the IPTF will follow these developments and
assess their impact in order to determine whetti@itianal action is needed.
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Viet Nam
(Position as from May 1 to August 6, 2013)

1. Telecommunications - Licensing

Circular with reference no. 12/2013/TT-BTTTT dated 13 May 2013, effective from
01/7/2013 guiding the licensing for provision of telecommunications services, and
along with the Circular, Minister of MIC Viet Nam stipulated what kind of
telecommunication networks and services are granted by MIC (Ministry), and what
kind of network and telecommunications services are granted by VNTA
(Regulatory).

Minister is to grant license for establishment of Public Telecommunications
Network wusing radio frequency band, and license for provision of
telecommunications services over the Public Telecommunications Network using
radio frequency band, based on evaluation by the VNTA.

VNTA grant license for establishment of Public Telecommunications Network, and
for provision of telecommunications services other than the cases licensed by the
Minister as specified as above.

VNTA is responsible for receiving, written confirmation of its receipt of application
documents on provisioning telecommunications services, check the validity of
documents, evaluation and recommendation for cases/license application granted
by MIC.

2. Pricing Regulations

Circular with reference no, 11/2013/TT-BTTTT dated May 13, 2013 issued by the
Minister on list of telecommunications services must comply with the obligation to
report costs, including actual costs and planning cost.. Accordingly, the enterprise
provides the following types of services are responsible for the cost report to VNTA:

a) Terrestrial Fixed Telecommunication Services
(i) Local telephone service
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(a) for subscribers; and
(b) For Content Services Provider (CSP)
(ii) Data transmission
(iii) Video transmission
(iv) Video Conference
(v) Domestic Long Distance Telephone Call
(vi) International Direct Dialing/Int'l Telephone Call
(a) outgoing
(b) incoming
(vii) Local private leased line service
(viii). Domestic Long Distance Private Leased line service
(ix) International Private Leased Circuit service
(x) Internet Connection Service (Internet Exchange).
(xi) Internet access service
b) Satellite fixed telecommunication services (VSAT)
(i) Telephone
(ii) Data Transmission
(iii) Video Transmission
(ii) Video Conference
(ii) Private Line/Circuit
(ii) Internet Access
c) Terrestrial mobile telecommunication services
(i) Telephone
(ii) SMS, MMS
(a) for end-user
(b) for Content Services Provider (CSP)
(iii) Internet Access (2G, 3G)
d) Satellite mobile telecommunication services
(i) Telephone
(ii) Data Transmission
(iii) SMS, MMS
(iv) Internet Access
e) Satellite Transponder Services (Vinasat system)
(i) Frequency Band Leased.

(ii) Packet Lease of Transponder.
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3. Internet Management

Decree 72/2013/ND-CP of the Vietnamese Government dated 15 July 2013,
effective from 01 September 2013 on the management, provision and usage of
Internet services and online information.

Circular with reference no. 2202/VBHN-BTTTT dated 15 July 2013, effective from
15 August 2013, guiding the implementation of regulations on management and use
of Internet resources for the organizations and individuals engaged in the Internet
in Viet Nam.

4. Spectrum Management

Circular with reference no. 13/2013/TT-BTTTT dated 14 June 2013, effective from

15 August 2013 on the frequency channel plan for fixed and the terrestrial mobile
operations in the frequency band (30 - 30,000) MHz.

The objective of this plan to establish an order of use effectively channels, uniform
standards for radio communication systems, limit harmful interference to other
devices, systems and networks. This planning will assist manufacturers, importers,
traders and users to orient their business in production, import and equipment
investment.

5. Unsolicited/Spam email Management

Circular with reference no. 2201/VBHN-BTTTT dated 01 August 2013, effective
from 15 august 2013 guiding the implementation of some provisions in the Decree
No. 90/2008/ND-CP dated 13 August 2008 of Government on anti-spam.
Accordingly, the Circular specifies the responsibilities and obligations of traders in
advertising through short messages, the obligations of the Service Provider of
SMS.MMS, Email, and Internet Access. Accordingly, MIC regulates primarily through
statistical reports of services suppliers based on every 6 months. VNCERT as the
agency under MIC is in charge of receiving online reports and consultation for MIC
in regulation of unsolicited or spam email.
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