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FRE : H5T GDPR WHEA1E 2018 45 5 B EHiRTHER

1. Howto Build and Scale Your Data Mapping Process to Meet GDPR
Article 30 Record Keeping Requirements (OneTrust $5 B EI4E 4K
Kevin Kiley)
2. Navigating the EU Regulatory landscape: emerging data and privacy
issues and compliance considerations (Microsoft B H R &
16 H Jeremy Rollison)
2% 3. The GDPR and data-driven innovation: Certificates and codes of
o) conduct as trust anchors (4YPE4Y RS EBL1L &R Maximilian von
Grafenstein)
4, Data protection in EU and in Switzerland (Governance.land & 17 & 5
Leonardo Scimmi)
5. 7Months left - How to get things done if you just stumbled over the
GDPR and realize there’ s a lot to do (Ernst & Young Law GmbH &
&% A Jyn Schultze-Melling)
FRE : GDPR MIEHIFER © IITRE R REENHF LA A
1. Implementing The GDPR & Leveraging Privacy as a Competitive
Advantage (Ebay EFHREE B Anna Zeiter)
16 H 2. GDPRin the IoT: how ‘technical measures” required by the GDPR
T may be tackled NXP FZEFG NG/ AN ILEHLHE Jacques Kruse
o) Brandao)
3. Preparing for Litigation under the GDPR THE Companies’
perspective (WilmerHale &% A Martin Braun)
4. Data Protection Target Operating Model. Is the DPO the only (or best)



iE i ezl
option? (Adecco Group AFAH[ER.fR5& A B Anny Pinto)

5. /INHETER: How GDPR can bring value to your business

F2 11 B 17 HiEfE

31 R
TR ¢ B R DA I RS
17 H | 1. How to protect your data; a pragmatic approach’ - (lessons learned

2R from a former CISO) (Palo Alto Networks, Fred Streefland)
o) 2. WannaCry, Petya/NotPetya, etc.: Putting the Spotlight on Data
Protection and Privacy (Credit Suisse {EEMEE#5AT Paul Lanois £
FR/E : DPO Yy s B ah a5
1. Data Protection Officer who needs them, why, benefits, challenges and
the future. (IBM Watson Health, Stewart Thompson)
2. How GDPR issues handled in GSM/Telco World (Vodafone Turkey =
17 H RS Mustafa Komut)
F2¢ 3. GDPR: Time to Evolve (Bruce & Butler Limited, Matt Bruce)

5 4. Consent in Direct Marketing. (DAMM Solutions, Andy Chesterman)
How privacy by design can be the key of the success at the time of the
digitalization (DLA Piper &% A/f24HM Giulio Coraggio)

6. #EZE=TEE: The Role and Responsibilities of a Data Protection Officer

and his/her team
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GDPR EAZ5&afi&EH M EREREHRDT ¢
(—) Checklists: GDPR §83.4/ 83.5( administrative fine list ) & GDPR
EEERBMOF R A RN Fy B & P R
(Z) =f#H[NJE GDPR #71%5~ compliance ¥f5R
1. ENERE T Microsoft/ eBay/ IBM/ Adecco
2. WML R bW ESE
(1) Technical measures: Cyber security/ Data tools
(2) Organizational measures: DPO (§37-39)
(3) Certificates and Codes of Conducts: A& A& §40.2, 43
(4) Total solution: OneTrust/ Microsoft
(5) Consultant
3. Lawsuits
4. B ZERE GDPR S EFTESEAVEELE » (HEEERA
FEEE S ROE NS -
S ERE AT
(—)¥RET GDPR WZEFIKy 2018 48 5 H E AT H
L EAEIEE e s THY A ES SR % GDPR 15 4E Data-
driven industry * 4C$% Data Mapping teAH R Z S #E BT THY
FiiFE(Kevin Kiley, OneTrust $HEEI44)
(1) fF& GDPR #K 2 HHREA A R R T
® | egal Basis for Processing (§6)
® DPolicy, Notice, Transparency(§13)

® Data Protection by Design and Default(§25)

9



® Data Protection Impact Assessments(§35)

e Joint Liability with Vendors and Sub-Processors(§28)

® Data Protection Officer Tasks(§39)

® Consent Obligations (§7)

® (Cookie, Online Tracking, and Marketing Reform(ePrivacy)

e 7 Hour Data Breach Reporting(§33,34)

® Records of Processing Activities(§30)

® Data Portability and Erasure (Right to be Forgotten)
(§17,20)

® Subject Access Rights(Z5 3 Z)

¢ International Data Transfers(Z6 5 &%)

® Codes of Conduct and Certifications(840,42)

® Security Balancing Risk, State of Art, Cost(§32)

(2) Records of Processing Activities

* Controller FFHEITEEHNEIT REMHEBLR
(ERE

o BEAEHVERIE A aem e B AR - eg.
Categories of personal data °

o [E{TACIFFISIYES: © B FE Team staff : privacy
office, legal, IT, and records management, Standards and

Tools °

® Data-driven AH&R&EMECE (by Sensitivity/ Risk)

10



o Foff/Ef RoPA REZENRIRAEZFIRG (THY K
=) > BRHEEIHESE staff +31 TERE A JIFERT LA
SERHY) ©

2.GDPR E1#ZHE EU 49p&E SR 50 51 (Jeremy Rollison, EU

Government Affairs Microsoft Director)

(1) JCAEAE Brussels B =45 » GDPR HEANER
compliance / compliance tools marketing

(2) Landscape after GDPR : E#% Digital Single Market
strategy ° e-privacy &z free flow of data Z¢ 3 J@<K -

(3) Microsoft {F GDPR ZEM{E T2F4 » $& A 300 AJ7
Ryl Microsoft fF & 2 1% » I {2 A F I &8 K
Elm TEAPS AT & GDPR 22K -

Landscape After GDPR
Digital Single Market strategy

Free Flow of non-
e-Privacy Regulation | GDPR personal Data Privacy

(DG Connect)(OTT) | (DG JUST) Regulation Shield
(DG Connect) (IoT)

WPag>EDPB Member Stares Approved Code Appraved
Guidelines Law of Conducts Certificatlon

3. 7% _F[& Landscape After GDPR 2KE @ T15-LL N 4EEm -

11



(D e-privacy & - BEFERGEED OTT AYEFET  GDPR

f@IA OTT pushing for level playing field (FEETEAAE— H
o L HAERD -

Q) OTT 0-2 t944% > OTT (ECS)

(3) Metadata &R EERL ©

4) LAEERIEIT KA EIEF HEERZ Line -~ FB
messenger , {H2FAM H¥I286F2H metadata HYTLKER
EXEARTELEEERTITEEA -

(5) Free flow of data regulation sept 2017 : H e %) EU
MANVE RIS E A SERE - B localization BRAZEETS

HIRERE - 2% DSM EimiEEAHE N2 22 -
(6) Privacy shield STHIRTREZEHE A -
4.GDPR Z Certificates and Codes of Conducts (Maximilian von

Grafenstein)

(1) GDPR E Data-driven innovation HYAVE 77 J& M knowledge
uncertainties
* FHEHVRFE Purpose EfTA B HHY AT B -
e Innovation AYRFEIEEER H AV LAYMY knowledge °

(2) BB knowledge uncertainties 35K AYEE @ f&: legal
uncertainty
o REFRAAHEEEMS (eg. §25.1)
® FESEARIETEST AR JHEENRIETEE

A[E -
(3) SR AIATE Y J& RIS (5 RV 4R ]

12



® Code of Conduct (§40,41)
® (Certification (§42,43)

(4) #% SA = EDPB 28]y Code of Conduct ¥ Certification 7£
FER B A RBRI TR IE U (g, §28.5, 32.4)
TR EAREEGL-43)  BERATTEEIE834bc) ©

(5)8§25.1 Taking into account the state of the art, the cost of
implementation and the nature, scope, context and purposes of
processing as well as the risks of varying likelihood and
severity for rights and freedoms of natural persons posed by
the processing.

5.GDPR YRR (Emst & Young)
(1) GDPR Y Compliance & 0/1 FYfERE -
* GDPR HYZH5HI BRI -
o B EANGRIBIRFIEIENNELRRE » H—E &R
B TP A —EE A& -
(2) 1ENEE PEFEF BB HAR -
o (Hdr) mEpmatfd -
® Compliance FAFEAE -
e 30/20 ;AR (Pareto principle) e
(3) JEE4REEMS
® Documentation (RoPA, DPIA, various Schedules---)
® Data subject request
(4) HE &G EFHE MR BAIEEE - Try to justify your

legitimate interests (eg. § 6.1 1) ©

13



(5) TEEAE 0 Bl 1 AYRIRE -
6) EEZA (&MY ) Budget A > MiAEERIIM
4
(Z)GDPR FUEZHVZERS * IITRERHREENRF AR AT
1. GDPR Compliance #7458 —eBay
(DI EE R EEFE R © &Y B R 75 3 £ > Main
establishment in EU FEEAREE » FRICSZEREIOH LAY MY data
e L -
Q)& #H AL Compliance Road Map
(3)2014 Data Breach =4
(HFFEL Amazon / Alibaba FY3F T ERETHCE - FTLL GDPR
b fE it 2 i (B Microsoft HYTBSEIALL)
(5)GDPR Compliance Road Map
® Part ] - Preparation (January 2016 - March 2016)
e Part I[I - Gap Analysis (April 2016 - August 2016)
e Part [II - Budget/Resource Planning (September 2016)
e Part IV - Implementation (October 2016 - December
2018)
® Part V - Monitoring (October 2017 - December 2018)
O)FTTHAES L GDPR A3 E i H: Fon A H i > eBay
AR 100% 5ER% compliance ©
(DEAZ—E 0/ 1 BIFERE - LA NS TR EHY
[/ -

(8)Monitoring B Implementation % f—{E{EIR 1R EEIE

14
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(9)List of Action Items(selected)

® Data mapping

® Process for new subject access rights

® Privacy Impact Assessments (PIAS)

® Privacy by design/by default

® Review of consent based processing

® Review of the DPO position

® Privacy champion program

® Data deletion/data retention

® Data breach response plan

® Privacy trainings

2.GDPR Z3KHY” Technical Measures” (Jacques Kruse

Brandao, NXP FEES A FALEHBEHLHR)

(DNXP Ryt | 857 » &7 % 1oT &5 FE{F Personally
identifiable information (PII) » %[ fREEHZ 2 > FonZ N E]
GDPR EERBETAF -

(Q)HkEK -

o FORBRHUEBRAVRO A GDPR HR 14 2K - %
ILMBESZS 32 - the controller and the processor shall
implement appropriate technical and organizational
measures to ensure a level of security.

® Security 7F GDPR HIH#4E 50 X > (HU 8 HE

=% .

15



® “State of the Art” F A HIEZAERM appropriate
technical measures HYFREAE o
(3)Solutions:
* GDPR HEAFRAMENE (258 32.1 30 -
® > 35 V1B R ERAGERT - (rl5H 2 i e
U R I
o NETEE S HEAVEERE » RliE RS ndERY “State of the
Art” & NXP HIEAE -
(DQ&A
® Q: 10T device FA K flt &2 AR LG 2
o A EHRHEZ EHEHETEET 7 E—TTHIEFEH
IFE R - EERARREES -
(SNXP SR EEE M T0+1922 2T 3K checklist
(6)§ 32 .1 FZ : Taking into account the state of the art, the
costs of implementation and the nature, scope, context and
purposes of processing as well as the risk of varying likelithood
and severity for the rights and freedoms of natural persons °
e mAERY “State of the Art” [B& T SEEE A DI
TR EES NN B BRI os - -
3. GDPR #HEEAYFTEY (Martin Braun, Wilmer Hale &% A)
()GDPR #r¥&aY =FEaFaniE A
o TTBGTEA (BT AR SA TEEETTEUROR S 78)
o (BT ZET ¢ BRI ERGEI R Bl B IRIE T
GDPR _EZF# (§79)

16



o BEME LT (B ANFHHERZ B iR
T RHIEERE §82)
QEERGFTA (§ 80)
QEstEsfAZ EEE (§81) —#{bA GDPR Z EZHHE
% B8 F B ( consistency mechanism (§ 63)/ Main
Establishment/ Lead SA/ {B5E#E) -
(DURLERA 2 - EHFERS -
(O) N HETRL & # &Y » fEZ 2 e R i 7t e HY( Google , FB )-
(0)§ 63 3l H A& HAMr - 2%l i B -
(=) B R R DI S
1. Cyber Security Project (Fred Streefland, Palo Alto Networks)
(DPaloalto #Z0aE ks T N —{C k& | ( Next-Generation
Firewall ) *F-Z(E71H)
(2)Cloud-based security & Data-driven industry FYQ0ZEFRE: «
(3)Step-by-step security plan (23 EEE 5T M4E) °
DB FHEIRERE REEmZEEEN Capacity ((B&

RERRIHETE) -
(5)Problem: Privacy i security 2 [EIVB L ReE BIER B LS
% security HYEIRE ?

(6)Step-by-step security plan
® GGet to know your IT environment
® Provide Security awareness training for all personnel
® Develop Information Security policies & Incident Response

Plan

17



® [mplement perimeter security & internal segmentation
® Install Next-Gen firewalls & use the Threat Intelligence
Cloud
® [mplement two-factor authentication
® Protect & manage Endpoints
® Implement Cloud security (Aperture)
(PT9)DPO Ky (s S AR 45
1. DPO HYRE>K ~ #H ~ Fllzs ~ PRBEARZE (Stewart
Thompson, IBM Watson Health)
(DGDPR g {xZE5@d DPO ZF (§37.1¢)
® [ arge scale processing
® Regular and Systemic Monitoring
(2DPO AYEE TR -
* FHWELEK GDPR 7 B3¢ R B 154K B -
* NEEA Mt ETZEME
* NREEEAEATHAZY(E (WP 29) -
* NEZRk=ELIMIFEATRS -
)izt - DPO HYREK Fy 75,000+, {EfmEtAEAt4S -
AGE: SR AR BtErmeEs
* DPO {£ GDPR 37-39 FHHEFEAME - BIATRATI

®

e DPO 1£ WP29 HHR(FEFRHIZEL) @ ITET2 guidelines,
H RS A FEE WP20 EF -
o REEARANE DPO HYEERL -

18
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FLY GDPR HYTAR R I B R B s o - 5 7 R E e
IRIUE A E T - 7€ GDPR HYJah b IrsE aE B R i B — T a5 HY

HEREE

— ~ GDPR Bt 2 AJRE /T[] -
()P TR AR S > BIEEVERE -
O EREERTEA S EEREEE -

EHEERFARAFZEUK > it - £HH) -

—~ GDPR $#HREIENEZ BUR
(™1 T3E » DG JUST B2 DG Connect A R EEEEE -

g EE & E DSM > B4EEE =R ~ OTT ~ [oT ¥4&
#HEgE A -

(S)Level playing fields - H 0 ZFEFA N B EIRERE (T8 77 -
(Z)IEWERT Awareness BIHEE Priority f&—TIHIESRE -

= BENEEZAE
(—) JHtitE: By GDPR A EsER 1§21 a), B EU 2
B VMR 2 FEERINE TN » BIREE BRI E
e TR IE T % -
(Z) TEffx 4 GDPR #2At 7# AERIH EEZEFFTFA Road
Map, F &) Compliance FEHtSEIEAHARE] work flow 21H
USRS

7O+ R[] Paradigms FEjig B S FR AR 22

19



(—) EEEEE AR GIRZS - 4985 73 24(Splinternet/ Balkanization)
A RE MR -

(Z) GDPR B A= ETHRIRNM: » {2 EU {EE &5 A ZE
% o

(=) Privacy Shield/ CBPR fE ¥kl A 5E A (B e 2aa et -

20
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How to Build & Scale Your Data
Mapping Process to Meet Article 30
Record Keeping Requirements

Kevin Kiley, VP GDPR Solutions, OneTrust

OneTrust

Privacy is a Human Issue

= , s
§i

Personal Information

OneTrust

Significantly More Than Just a Privacy Policy Update

“GDPR requires companies handling
EU citizens’ data to undertake
major operational reform”

Rita Heimes. of Privacy (1APP)

OneTrust

GDPR is NOT about the 4% Fines

Stop Using
the Data or
Delete Data

Agenda

1 | Impact of GDPR
2 | Who is Doing the Work

3 | 10 Steps

Impact of the GDPR

OneTrust

Sample of Ongoing Operational Tasks In GDPR

oneliust

21

Legal Basis for Processing 1203
Policy, Notice, Transparency 5%

Data Protection by Design and Default #5558
Data Protection Impact Assessments 50
Joint Liability with Vendors and Sub-Processors £
Data Protection Officer Tasks #50

Consent Obligations 00

Cookie, Online Tracking, and Marketing Reform &l
72 Hour Data Breach Reporting 550

of Pi

Xy
Data Portability and Erasure (Right to be Forgotten) E50E0

Subject Access Rights 50
International Data Transfers il

Codes of Conduct and Certifications FE0

Do the Work + Document and Prove It

Legal Basis for Processing
Policy, Notice, Transparency
Data Protection by Design and Default
Data Protection Impact Assessments
Joint Liability with Vendors and Sub-Processors
Data Protection Officer Tasks
Consent Obligations
Cookie, Online Tracking, and Marketing Reform
72 Hour Data Breach Reporting
Records of Processing Activities
Data Portability and Erasure (Right to be Forgotten)
Subject Access Rights
International Data Transfers
Codes of Conduct and Certifications
Security Balancing Risk, State of Art, Cost
OneTrust

Security Balancing Risk, State of Art, Cost "

Demonstrate
Compliance and
Accountability
[ sz ]




Security Related
(Att. 32)

Breaking Down
Requirements in
GDPR:
Privacy vs Security

Privacy
Related

OneTrust

Accountability is Death by a Thousand Cuts

Privacy Policy

«> . g tr

Marketing  HR Customers  Vandors Clowd  Governmant Sooon
. O ) =

W £ B g
Ran Minors  Employees M&A  Vendors Operstons  Bockups 8

OneTrust
Example of Common Team Structure

Ol fust

10 Steps to Meet GDPR Article 30

Determine What You g
1 Lt | o
Decide Atributes Needed =
| 2 by [l
Map&nE Apps vs. ‘ nFun Scale Roll Out &
Questionnaires vs.
Network Scanning ‘ n Keep Your Data Map Current

Scoping & Prioitizng Organization | [P =
GroSpsg s Choose a Tool That's Right for You

OneTrust

Organizations are Reacting

Study: GDPR’s global reach
25000 to require at least 75,000
T DPOs worldwide
s 750 I
- | . I -

OneTrust

Who is doing the work?

OneTrust

10 STEPS TO MEET GDPR ARTICLE
30

OneTrust

1 DETERMINE WHAT You HAVE

Existing data maps typically don't Decide what can be repurposed and

meet Article 30 because: extracted. Things to look for:

1. IT-focused maps typically include demllod « Lists of assets (CMDB of applications,
network and file systems) and their location
lack details on the subjects and Defined business

. processes and sub-
“Mg::; of personal data being processes which handle personal data

2. Not usually organized by data processing 3 :}::BP'%":::: pags::;z:::ed:'s:d eheipwith

activities "9

OneTrust

22



GDPR Article 30 Requirements for Data Mapping DECIDE WHAT ATTRIBUTES ARE NEEDED IN THE
INVENTORY

Article 30 has specific Data Mapping History ) .
requirements for the PCI, BCR o Information Ask and document basic questions:
“Records of Processing SRR 1. What type of personal data s collected?
Activities” 2. How, and from where, is the data collected? Atticles 15-19
Common Pitfall 3. How and where is the data processed? Article 20
p Expecting pre-existing data maps 4. How and where is the data being transferred?
el bl s e i e Tk eimenks 5. Is the data being stored, protected and deleted? Article 32
Articles 44-46

OneTrust OneTrust

Data Maps for Controllers vs. Processors 3 MarPING APPLICATIONS Vs. BUSINESS PROCESSES

Conoter e rcessor o pocossors:
© Whareapplcate e ot contoe © Each conrobr o oh#¥of hich puceeto # acing e s
« The controkers represeratve. + Vihece agpiicable of e contoler and processors. Application Centric M
The ca pelecion ahcer (OF0) |
Purpose of The pupases of the processng la. Common for IT teams Often legal driven initiative
Subjects | Adesrtn of e categeres o s e « Compile list of apps » Examples: recruiting, quote to cash
Personal A descnipton of e categores of personal na o o 3 e
e T o « Multiple processing activities for a process, performance management
p— single app process
lmm--mm) i-—-—--—w—-—n—u-nma‘) « Capture apps involved within
Cross-Bordr processing activity
ransfers. orgencaton  meenatonal organation
‘Safeguards on the ranster fom Safeguards on e trarsfer from
e 1) i A 4541

[Form———

QUESTIONNAIRES VS. NETWORK SCANNING 5 SCOPING & PRIORITIZING ORGANIZATION GROUPS

Questionnaires
(Data Flow Mapping) ( y) * Legal Entities
+ Departments

Scale of Processing
Sensitivity of Personal Data

Can effectively fulfill Article Discovers data but doesn't

30, but does not help capture enough info to meet * Easy or Difficult? + Risk for Data Breach
incorporate data organization Article 30 requirements and « Departmental ability to provide
isn't aware exists requires more IT sponsorship required information
OneTrust OneTrust

6 PROJECT STAFFING 7 REPORTING

Team: Designing, il and maintaining data maps involves an
organisation’s privacy office, Iegal IT, and records management staff. « Consider how various teams prefer to digest

Standards & Tools: However you choose to staff your data mapping project, the data maps. and level of delai!
key to success is to and i tools that ensure an « Starting with tabular reports is an easy way to
evergreen level of consistency with your data mapping efforts. demonstrate compliance with Article 30. IT Teams
. . . . . . o * Revisit the attributes to ensure you have what
Privacy Champions: Equally as important is to identify privacy champions within is needed to construct visuals
the organization who support your privacy program, and can serve as advocates for E . ulators
; ; « Ensure reports are meeting the GDPR record Reg
Tostering privacy as.a core compaty Valtk; keeping requirements outlined in Article 30 *Only show what they have asked for.

OneTrust
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FULL SCcALE RoLL OUT AND CONTINUOUS 9 KEEP YOUR DATA MAR CURRENT
IMPROVEMENT
To ensure that the map you are Tips: Ways a Tool Can Help:
building is accurate, a review and . Reyiew incoming questionnaires, API
approval process should be put feeds, or scanning results + Automated “What's Changed” Audits (Most Common)
in place for all the data that is
feeding into your map. « Enable history tracking for who provided, * Ongoing PIA and Risk Assessments on New Projects
modified and approved information .
+ Ongoing Vendor Assessments
* Automated Tool to Dynamically Update Visuals Based on Inventory
+ Automated Scanning Tools in Parallel

OneTrust OneTrust

1 0 CHOOSE A TooL THAT’S RIGHT FOR YOU

Free Tools Available

Things to Consider: iapp OneTrust
« Level of integration with your various privacy workflows

+ Stand alone data map vs. ive privacy platform
« Ease of i and user
+ Scalability across legal entities, departments, regions

DPIA, Data Mapping, and Cookie Compliance
Platform

OneTrust.com/IAPP

OneTrust OneTrust

Free half-day GDPR workshops for privacy
professionals focused on tools and best
practices to operationalise compliance

Visit Our
Booth Downstairs
Product Demos
Full Text GDPR Books

Free Tools & Templates
SmartPrivacy Workshops

4.5 |APP CPE Credit Hours

RSVP Today | OneTrust
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"Businesses and users are going to

1 Microsoft
b I <= embrace technology only if they can
trust it."
Navigating the EU Regulatory * SatyaNadela
landscape: Emerging data and ,:':if;&t‘g”,p

privacy issues and
compliance considerations

We take a principed aparoach with strong commitments to

, security, compliance and 1-ansparency.

Moving 10 the clouc makes  eas'er for you to become

complant with privacy regulations by managing and
arotecting persona data ina centralized location.

der n prvacy and security with

Microsoft is the incust

extensive expertise complying with complex regu ations,

Background: EU Digital Single Market: Data economy

Political priorities & regulatory, technical realities
| and commion uncerslanding

Oppor.nilies - and need lor - lechr

E-Privacy: Background 254 U Policy landscape — 2017

«  Current legis ation: 5 3 3 "
Ceokes |3 » Compliance readiness, MS implementation DPA guicance

Clive

* Proposed E-privacy Regulation

» Proposed Free Flow of Data Regulation

* International data transfers

E-Privacy Regulation: key provisions, impacts, timing Free Flow of Data Regulation (Sep 2017)

nen.s kr e Lc ape:

1 hg 3 Doy woral

January 2017 Jun 2017 - Feb 2018 May 2018 August 2018 End 2016 - 20197
Mot likely Frobems:
7 e ’ o reasy edcencine scenarlaitimeline for ' i
i it 3 presoy adoption and entry = i
e i installec sctware into force (with il
et Stk Soventiins) L to k= updated ideally more time for

implementation)
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International data transfers

Privacy Shield:
« Legal challenges: Digital Rights Ireland (DRI} & La Quadrature du Net;

«+ Political challenges: EU political reaction to first annual review; ongoing delays
in US administration and legislative process

 Impacts on other transfer mechanisms

Microsoft

SCCs/Madel Clauses - Schrems II; CJEU referral, decision next year;

Adequacy decisions post-GDPR - DPA guidance forthcoming

Narrative

The GNPR and dala driven innovation

Risk protection under knowledge uncertainties

The GDPR and data-driven innovation:
Certificates and codes of conduct as trust anchors

Trust as 2 precondition for markel. e ononties

Certificates and codes of conduct as trust anchors
Max von Grafenstein LL.M,

Founder

INNOVAT DN ANG LA

Just one example for heated discussions: the “principle of purpose limitation”

Twa companants of the principle
«  Data controller must specify the purpose of its later processing in the momant of data collection

o later data procassing B, in principle, limited Lo the purposes originally specified
Does the GNPR fit. the societal need for data driven innavation?

Two characteristics of innovatian processes

 Oulcome is often difficull ta pre-determine

 Consequently, it s hard to specity all future processing purposes in advance

15 this a real conflict? No, because nobody knows how to apply the principle in a specific case (and why).

INNCHATION ARD &8 B INNCHATION ARD &%

Knowledge uncertainties as an inherent element of innovation

Again, characteristics of innovation pracasses
« Often unexpected outcomes

However, ane step back: «  Context specific knowledge required {"some may knaw how ta market. an invention, athers not”)

How to regulate data-driven innovation?
Challenges for requlator wha seeks to protect against risks caused by innovation
«  Discavering real risks in order Lo sffectively protect individuals

* Avoiding o gulate fe.g. in detriment of dat

INOVATION AND Lt ] INNOYATION AND L&
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Regulating data-driven innovation (e.g. through the GDPR)

Using broad legal terms and legal principles. which
« lcave innovators Large room of manocuvre in order to

o find the best solution balancing risk protection and innovation openness.
Sa, how 1a regulate data driven innavation?

Examples in the COPR:
o Principles ot data processing (Art. 5)
» Rasponsibility principle (art. 74)

® Privacy and security by design requirements (Art. 25 and 32)

INOVATION AND L& INNOVATION AND LAY

Trust as a precondition for market economies

1 egal uncertainty in detriment of data cantrollers

 Data controllers do not know whether their “solution™ meets the requlators expectations
« And consequently, whelher or how Lo innovale fal leasl, in principle)
Indeed, the result is high legal uncercainty.

Legal uncertainty in detriment of data subjects

o Individuals do not know which data-driven products or service create which sgecific risk

« and consequently, which product or service to buy (at least, in principle).

1N OVATION AND LAY 1 INNCHATICN AND L

Certificates and codes of conduct as trust anchors

Certificates anc codes of conduct are based on an approval by competent data protection authority.

Referring to different contexs (taking the specific knowledge into account)
How to solve the conflict betwaen *openness to innovation® and legal uncertainty? ; ; ; . ;
®  Codes of onduc | covering a cerlain processing secLor {u.g. insurance industry)

o Certificates referring Lo certain processing operations e.g. on which a service is built an}

Serving as an “element to demonstrate compliance”, for example. with
* Kesponsibility principle {Art. 24 sect. 5)

® Privacy and security by design requirements {Art. 25 sect. § and Art. 52 sect. 3 CDIR]

ILNCVATION AND

NNCVATICN AN LA

of ity” vs. “trust in certi or code of conduct”

Fassible fac Lors for limiling tonlexily of a cerlificale or code of conduc.
« Financial support

« Limiting the scope (= context)
Last but not least:

+ Reducing the depth of inspection
How 1o take the “specific needs of micro-, small- and medium-sized enterprises™ into account?

IOV TION AN i w@ IO

ION AN LK
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Thank you

Max von Grafenstein LLM.

=3 Parmer at “Rights Lav:

NINOVAT GH AND L

o~
Step 1:
7 Months left - How to get things done QUICkly understand (and then honor)
if you just stumbled over the GDPR and b TArit
reglizgthere’sa lot to do your prlorltles!
4 Dr. Jyn Schultze-Melling LL M, (jyn schu aycom)
Data Protection & Privacy Summit 2017, Berlin

v |

Is this you? The foundation

(s

The foundation Your Areas of Work

Hondling ot dsts
bt eauest.

3rd Step: The fundamental documentation
atlon s recessary
‘accountabiity responsibisies under the GDPR

51 R rocanning Activties

e
(RoPA|
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Your Areas of Work

Step 2:
Find low hanging fruits and limit your
risk exposure

About those low hanging fruits

Step 3:
Pragmatic documentation

“A thing or person that can be won,
abtained, or persuaded with little effort.”
- Oxford Dictionary
In GDPR-Compliance, low hanging fruits are
the easy wins - in terms of tasks, things and
people, for e ¢
ork website privacy policy in terms of
language

(if needed, do so
externally for now?1}
Tearn up with Information Security in
regard to Incident Management. fraining.
awareness or even vendor
management....
Set-up a generic email address.
(privacy@...) and offer a place for people
to vent about privacy.

Overview regarding the data you hold Documentation is an ongoing group effo why not use a

proven massive-collaborative-documentation tool?!
Benefits of using wikis for privacy documentation

Where you should be as of today What you can still do if not C"d*: L o
You should have a quite complete
RoPA, with according DPIAs for high
risk processings.
As part of the basic documentation,
you should also have a data
retention schedule and an
information security schedule, and
the according processes
implemented.

» Try to collect your processes as fast
as you can. Pareto principle will just
have to do!

Familiarize yourself with your DPA’'s
code of practice on Privacy Impact
Assessments, including latest
guidance from Article 29 WP.

Make sure you have the right
procedures in place to detect, report
and investigate a data breach.

onal

mmunication

rk building, trust, and
L1

-
EY

Lawful Basis For Processing Personal Data

Step 4
Effective Privacy Controls on a budget

Where you should be as of today What you can still do if not

You should know your medium and
high risk processings, and be

» Try to find a way to justify your
company's legitimate interests -

29

aware of their legal justification, be it
individual consent or your company's
legitimate interests.

If your services reach minors, you
should have a way to collect
parental consent.

You should have some controls
implemented to make sure that those
justifications hold.

oftentimes this is not yet
sufficiently analyzed and used

As a last ditch effort, you can try to
collect consents — various means
exist.

Find a quick solution for collecting
parental consent — DPAs will not
have mercy with you if you violate
Art. 8!

-
EY




Privacy Communication

Where you should be as of today

» Your external and internal
notifications and all other privacy
language should be checked for its
transparency, clarity and ease of
access.

You should have a well balanced
privacy regulatory framework
implemented and communicated.

What you can still do if not

You should set up a quick-and-dirty
communication channel for
individuals — and be prepared to
strengthen it later.

You should pick up your external-
facing privacy policy and rework it if
necessary.

Set up a quick series of DIY
webinars — sometimes a video says
more than many pages of text...

-
EY

Training

Where you should be as of today

You should have a well balanced
training schedule set up, and all
maijor stakeholders should already
be trained for what is coming their
way in terms of the GDPR.

For your core teams (HR, IT,
development. ...) you should have
set up classroom trainings and a
dedicated resource of information
(like an internal SharePoint).

What you can still do if not

Pick the multipliers, and train them!
LUGRERN]

Piggy-back on other trainings that
are currently rolled out.

Set up and document a training
roster until the end of 2018 that
shows how everyone will be
eventually trained.

Hope for the best!

Awareness and Management Attention

Step 5:
Last minute ditch-ins

Where you should be as of today What you can still do if not
Your whole compan: ncluding
your main stakeholders — should be
well aware of the challenges and the
risks of non-compliance with the

» Well, that's going to be difficult...

» If you have to raise awareness at this
point in time, you want to be very
particular about it:

» Find a sponsor to support your
quest

» Communicate the good news,
and avoid the potential fines as a
subject. It's really to late to scream
wolf now

Your management should be aware
of the implementation project and
ask for regular updates on its
development.

-
EY

DPO, Policies and Structures Data Transfers

Where you should be as of today What you can still do if not Where you should be as of today What you can still do if not

» |f required, you should already have » Consider whether you are required If you operate in more than one U » Identify those high risk processings,

a DPO appointed. resourced and
trained

You should also have sufficient
policies in place that cover the
complete lifecycle of the personal
data you process.

If you are part of a multi-entity
organization, you should have a

decentralized privacy organization

in place.

e 13

to formally designate a DPO and if
$0, appoint someone ASAP or
outsource the issue.

Even if you don't have to appoint a
DPO, you should still designate
someone to take responsibility for
data protection compliance. assess
where this role will sit within your
organisation, and define its
competencies and veto rights.

-
EY

Thanks! Questions?

30

member state, you should have
determined your lead data
protection supervisory authority.
If you transfer data across borders,
you should have checked the
underlying agreements for
consistency, formal requirements
and of course legal content.

and check them for the necessary
contracts.

If possible, use standard
agreements as they are currently
published by a number of
stakeholders and be prepared to
terminate any relationship on
grounds if the other party does not
immediately signal willingness to
comply.

-
EY




IMPLEMENTING THE GDPR
& LEVERAGING PRIVACY AGENDA

AS A COMPETITIVE ebay )
ADVANTAGE

Dr. Anna Zeiter, LL.M., Director of Privacy & Data Protection Officer, EMEA
Privacy & Data Protection Summit, 16 November 2017

AGENDA

INTRODUCTION

« Introduction

» Implementation of the GDPR at eBay
» Experiences and Learnings

« Opportunities of the GDPR

» Q&A Session

» Contact Details

ebay‘ 1

INTRODUCTION

DATA CONTROLLERS IN EMEA: IMPLEMENTATION OF
for THE GDPR AT EBAY

ebay

IMPLEMENTATION OF THE GDPR AT EBAY (1) IMPLEMENTATION OF THE GDPR AT EBAY (2)

-

Part | - Preparation (January 2016 — March 2016)
- Raise awareness, start internal communication

- Inform stakeholders, e.g. Business Units, Marketing
Teams, PR, etc.

- Choose project name
Part Il - Gap Analysis (April 2016 — August 2016) G] AN I

Part Il — Budget/Resource Planning (September 2016)
Part IV — Implementation (October 2016 — December 2018)
Part V — Monitoring (October 2017 — December 2018)

<= I - N
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IMPLEMENTATION OF THE GDPR AT EBAY (3) IMPLEMENTATION OF THE GDPR AT EBAY (4)

Part | — Preparation (January 2016 — March 2016)
Part Il - Gap Analysis (April 2016 - August 2016) Part Il — Gap Analysis (April 2016 — August 2016)

- Carry out gap analysis per data controller Part Il - Budget/Resource Planning (September 2016)
- Carry out interviews with Legal Teams and Business Units - According to data controllers

- Use assessment tools - According to list of action items

- Draft gap analysis report/use metrics Part IV — Implementation (October 2016 — December 2018)

- Compile list of action items Part V — Monitoring (October 2017 — December 2018)
Part Il - Budget/Resource Planning (September 2016)

Part IV — Implementation (October 2016 — December 2018)
Part VV — Monitoring (October 2017 — December 2018)

<= I - I

Part | — Preparation (January 2016 — March 2016)

IMPLEMENTATION OF THE GDPR AT EBAY (5) IMPLEMENTATION OF THE GDPR AT EBAY (6)

List of action items:

« Data mapping

« Process for new subject access rights
Privacy Impact Assessments (PIAs)
Privacy by design/by default

Review of consent based processing

Part | — Preparation (January 2016 — March 2016)

Part Il — Gap Analysis (April 2016 — August 2016)

Part Il — Budget/Resource Planning (September 2016)

Part IV - Implementation (October 2016 ~ December 2018)
- Create sub-projects and create sub-project names

B
.

-
.

« Review of the DPO position - Assign project leads and sub-project leads . .

« Privacy champion program - Involve stakeholders, e.g. Legal Teams, Business Units, etc.
. Data deletion/data retention - Agree on timelines, define dependencies

+ Data breach response plan - Start with the implementation — now and globally

Part V — Monitoring (October 2017 — December 2018)

Privacy trainings

<= I - I

IMPLEMENTATION OF THE GDPR AT EBAY (7)

Part | — Preparation (January 2016 — March 2016) EXPERI ENCES AN D
Part Il - Gap Analysis (April 2016 — August 2016) LEARNINGS

Part Il — Budget/Resource Planning (September 2016)
Part IV — Implementation {October 2016 — December 2018)
Part V — Monitoring (October 2017 - December 2018)

- Monitor the implementation closely, involve audit team

- Change approach if needed

- Follow the opinions of the Art. 29 Working Party and the
national Data Protection Authorities closely

- Reach out to national Data Protection Authorities if needed
- Carry out internal communication and trainings

EXPERIENCES AND LEARNINGS

Choose smart project names OP PRTU N |T| ES OF

Communication, communication, communication
Inform management and stakeholders as early as posssible TH E G D P R
Tell them exactly what they need to do

Do the things you already do — but better

Try to find synergies and allies within the company

General Data Protection Regulation = Global Data
Protection Regulation

Follow the opinions of the Art. 29 Working Party and the
national Data Protection Authorities closely

Monitor your implementation progress constantly
Change approach if needed
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OPPORTUNITIES OF THE GDPR (1) OPPORTUNITIES OF THE GDPR (2)

« Sanctions under the GDPR are threatening
« Privacy is in the spotlight — externally and internally
« Privacy matters are discussed at C-level

KE E P « Use this situation:
CALM = to ask questions you never asked before

= to challenge current processes and structures

« Opportunities:
GET YOUR HOUSE =to improve your Privacy Program
= to improve customer trust
= to think big: from Data Protection to Data Governance

< [ - I

AND

IN ORDER

OPPORTUNITIES OF THE GDPR (3)

From Data Protection to Data Governance: Use the GDPR to Q&A SESS | ON
implement a comprehensive data governance strategy:

Dt Cellechon, Dsta Sharig or Distlosura Dot Retalion & Disposel

CONTACT DETAILS
CONTACT DETAILS

Dr. Anna Zeiter, LL.M.
Director of Privacy &
Data Protection Officer, EMEA

Helvetiastrasse 15/17
3005 Bern
Switzerland

Tel.: +4131 3590701
Mobil: +41 79 5298425
Email: azeiter@ebay.com

<= I

GDPR IN THE IOT: Article 32 GDPR
HOW ‘TECHNICAL MEASURES’ REQUIRED BY THE GDPR MAY BE TACKLED . . .
» ... controller and the processor shall implement appropriate technical and
REDUCING FINANGIAL RISKS BY APPLYING TO ARTICLE 25 & 32 organisational measures to ensure a level of security appropriate to the risk,
including inter alia as appropriate:

JACQUES KRUSE BRANDAC (a) the nisation and encryption of data;
PRIVACY & DATA PRNECT:%"N,SJW;‘]’!I (b) the ability to ensure the ongoing i iality, integrity, ilability and
BL;L‘FQ of processing systems and services;

(c) the ability to restore the availability and access to personal data in a timely manner in

| 4 the event of a physical or technical incident;
(d) a process for regularly testing, assessing and evaluating the effectiveness of technical
= and organisational measures for ensuring the security of the processing.
SECURE CONNECTIONS -
EXTERNALUSE w;‘] FOR A SMARTER WORLD FXTFRNS USE W

33



Article 25 GDPR

»Taking into account the state of the art,
the cost of implementation and the
nature, scope, (...) the controller shall.

...}, implement appropriate technical
and organisational measures, such as
pseudonymisation, (...), such as data
minimization. {...)

What do we need?

¥

v

Generate Legal certainty for investors by defining “certification of privacy™

Enhance the European Cybersecurity Certification Framework

by privacy requirements to fill the requirements of the GDPR,

involving the EDPB and national data protection authorities

“Impact”:

Generate Risk+Impact Assessment Framework,

e.g. higher security levels for more sensitive data (e.g. patients file vs. fridge content}

¥

» "State-of-the-Art" Ci of key princi for security and privacy.
based on existing standards, e.g. privacy features in SMGW / Comms Hubs / etc.
» A ing of each key principle to existing (s} and certification schemes

v

Filling the gaps via ESO

What can we do in the meanwhile?

» Fill the time gap by applying to Key Principles & Means when it comes to

Security & Privacy covering

. User/Human Factor
. Data
. Service

SoftwareiApplication

Hal
= Authentication

. Infrastructure/Network

Next Steps to prepare for the GDPR

1.

2. Ask the local Data Protection Authority how to comply for the GDPR.

3. Apply for certification of loT devices and services to receive approval for ,GDPR-

compliance'.

-> As NXP we will support you in the implementation of security features
into loT devices and services.

-> Additionally we support the discussion with the authorities
and the certification process

Protect Pl in the IoT devices and services by mentioned Key Principles & Means.

Problem (=challenges!)

1. What are appropriate technical measures?
2. What is “State-of-the-Art"?

v

Up to now there is no i or guidelil il what exactly needs
to bei in terms of cy ity into loT devices which are processing
(handling, using, storing. deleting, etc.) personal data to fulfil the GDPR requirements.
Standards do only exist for specific segments and use cases.

‘State-of-the-art’ is dynamic.

Fast innovation cycles make it difficult for standardization to be on time.

“Security” is mentioned 50 x in GDPR text! But not defined in detail.

N

¥

¥

¥

-> Anyway the message by the data protection authorities is clear:
no privacy without security!

Security in loT / State of the Art (SOTA)

Law Firm Arthur’s Legal has analyzed 27 SOTA Security Recommendations, Frameworks & Guidelines

Y 4
W
Segmentation of Key Principles & Means
70+ Security Requirements & Principles could be derived from that exerciss,
£g enc-to-end securty, secure boa, secure storage of keys (see back-up)
)Y &
FXTFRNA US® rw
How NXP Technology provides Security and Privacy ready for the coming
GDPR Regulation
+ PROTECTING THE "I IN THE 10T
= v
8 FXTERNA USE W
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User/Human Factor

z EXTERNALUST

Service

EXTERNAL US™

Hardware

& CXTCRNALUST

Thank you for listening!

SECURE CONNECTIONS
FOR A SMARTER WORLD

Jacques Kruse Brandao
cquas-kruse-brandao@nxp com
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Architecture/Network

Architecture/Network

Transgareacy of Security Archtecture

WMake us of cryplograntic prnciples and key management
Rool Authorly

Usestate of e arl, standard and proven arotocols
Metwurk isolatior

Proximity delection

Cloud Security

Secure User Access using strong Authent cat'en

Rest"ctve communcation SECURE CONNECTIONS
FOR A SMARTER WORLD

ERTERMAL US

Overview

. p: Information Of
Article 78 GDPR
Article 79 GDPR
Article 82 GDPR
Article 81 GDPR
German law
Miscellangous

Preparing for Litigation under the GDPR -
The Companies’ Perspective

Dr. Martin Braun

Privacy & Dala Protection Summit

Berlin, 16-17 November 2017 WILMERHALE
1 R
Warmup: Information Obligations Article 78: Effective Judicial Remedy against a Supervisory Authority
. N " VIH Any natural or legal
+ Art. 13(2)(d) and Art. 14(2)(e) — General controller obligation to inform, 2 VIR e e peacn
2 = WHO ELSE + Organizatiors in the meaning of Art. 80(1} {with mandate of data subject)
when necessary. to engure falr and transparent proce_ssmg. about the - Organizations inthe meaning of Art. 80(1) {independent of mandate, i permitted
right to lodge a complaint with the supervisory authority. by national law)
+ Art. 15(1){f) - Controller’s response to subject access right request AGAINST  Supervisory authority (*SA)
must contain information about right to lodge a complaint with a o A T,
supervisory authority. RetsElieicn mmesy.
+ Art. 12(4) - General controller obligation to inform data subject, if no REGARDING + At 78(1) - Legally binding decision of the SA concerning them
action is taken in response to a request, about the possibility to lodge a S a" 78 ;SAG‘?:S not handle a 9:;"015 "i{Of df’é‘s net inferm data subject within
P » ; ; i e months on the progress o outcome of complaint
complaint with the supervisory authority and seeking a judicial remedy. +' At BB(d) — Exercise of bowers of the SA
« At 83 —Fines
WHERE Gourts of the membar states where the SA s established
How No oreliminary proceedings

Procedure in accordance with Art. 47 of the EU Charter of Fundamental Rights

Article 79: Effective Judicial Remedy against a Controller or Processor Article 82: Right to Compensation and Liability
WHO Data subject WHO Any person
WHOELSE  « Organizations in the meaning of Art. 80{1} {iith mandate of diata subject) WHOELSE  Organizations in the meaning of Art. 80(1) (with mandate of data subject)

Organizations in the meaning of Ar., 80(1) {independent of maniate. if
permitted by national law)
AGAINST Contraller{s)

AGAINST Any controlier involved
Any processor involved

; FOR Compensation
Procassor(s)
Fored | mataral da ares ringeme
— T IS | e e S L i 3
REGARDING  Infringaments of rights under the GDPR as a resut of the processing of personal WHERE (T T T o e e e
ata in non-compiarca with the GDPR bk
VWHERE - Courts of the Member State where the controler or processor has an - Courts of the Member State where the data subject has hisiher habitual
establishment residence.
=iCouns pfthe Membe: Stae wiere ine okt biect has hivhertiabial HOw Gontroller has to provethat t is not in 2ry way responsiole for the evant giing
rEsidonce: rise o tha demaga
How « Procedure in accordance with Art. 47 of the EU Charta of Fundamen:al Rights BONUS Joint and several liability, right to ciaim back from other controller(siprocessor(s)

involved
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Article 81 - Suspension of proceedings

If a competent court of a Member State

= has information on proceedings concerning
« the same subject matter (Recital 144}

« as regards processing by the same controller or processor
« thatare pending in a court in another Member State

» it shall contact that court to conform the existence of such proceedings
{Art. 81(1))

» it may suspend its proceedings (Art. 81(2)).

» it may decline jurisdiction (on the application of one of the parties), if
both matters are pending in first instance, the court first seized has
jurisdiction over the actions in question and its law permits the
consolidation thereof {Art. 81(3)).

Miscellaneous Other Topics

+ Art. 58(5) — SA can bring infringements of the GDPR to the attention of
the judicial authorities and where appropriate to commence or engage
otherwise in legal proceedings in order to enforce the provisions of the
GDPR

+ Art. 48 - New provision regarding international transfers of personal
data to upon request of a third country court, tribunal or administrative
authority.

How to protect your data?

- A pragmatic approach -

Fred Streefland
Cyber Security Strategist EMEA

INTRODUCTION (SPEAKER)
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Relevant Provisions of the German BDSG 2018

§ 20 BDSG

+ Administrative courts have jurisdiction for disputes with SA {exception:
fines)

» Local jurisdiction: Administrative court in the district of the SA

« No preliminary proceedings ( Vorverfahren)

§ 41 BDSG

» Fines (Art. 83) are subject to procedural rules of the Administrative
Offences Act (OWIG); Jurisdiction of the Amisgericht for fines of up to
EUR 100.000, higher fines: Landgericht

§ 44 BDSG

» Representative (Art. 27) is authorized to accept service in civil procedure
matters

Thank you for your attention

Dr. Martin Braun

WilmerHale
martin.braun@wilmerhale.com
+49 (69) 27107-8000
www.wilmerhale.com




SO WHAT’S THE
PROBLEM?

DIVERSE, EVOLVING AND

HIGHLY AUTOMATED ADVERSARIES
T

So, how can we
handle these
challenges...
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A holistic, integrated and automated approach...

+ All applications.
= All users

* All content

+ Encrypted traffic

Static analysis
Machine
Learning
Dynamic
analysis

Bare metal
anaylsis

The Next-Generation Security Platform

4B [
WildFire

How did this work?

REDUCE
RISK

...and consistent across ALL locations!

COMPLETE
VISIBILTY

T o tocTIONS b o8
THAT NEED TO BE SECURED %

HeApauARTESS

How does this work?

& i

Endponts i@ o —
S N

Tuear e
INTELLGENCE. J*

.

—— lgﬂemorks

L -
L

s e
S Wy O A O ol
By, \5 A%,
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Zero Trust design concept

DESIRED END-STATE

» Focus on the business crown jewels (data)
+ Design security from the Inside -> Out
« Start with the assets or data that need protection

« Determine who or what needs access
« Need to know/least-privilege

+ Inspect and log all traffic

/‘

4‘“‘“

@ @ RISK ASSESSMENT WORKSHOPS

.Shorl- Information Security
Objectives

term B
projects

g oot
\ S ot
\“\B‘N

0"

RISK GRID (P X 1) LEGEND

MEDIUM (6-12)

PROBABILITY Risk: Description of the Risk
1 Probability 3
Impact 4
Risk Value 12

Risk is classified as MEDIUM.

RISK APPETITE

— —

Control Domas Womber of
Controls
A5 nformabon securty polcies 2
A6 Orgmzzhon of informaton secury 7
AT: Human 6
A3: Asset managerert 10
AS: Acosss contro "
A1 Crypogrpy 2
A1 Prysical snd environmenta secutty 15
A2 "
ATS: Commuicabors ssculy 7
A1 System soqision, devekoment )
ATS: Supple elaonsips s
'A16: Inormation secuity nokent management 7
AT7: nformation secuity sspects o busiess. 4
contnty raragement
A18_ Comglance ]
Tone]
S o Malrsongu etrtnd wih s Gaed o ey
Sroncionlo Sadudaon SVEC 202 Warotn ks

Seuty .o o et ATton Gy T,
mgntatgn, e S35
e meoRe
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“The holistic security umbrella”

CYBER SECURITY MATURITY

*
Maturity Model Contolpomans Wambor
c Maturity level 0,1,20r 37
o z Maturity level 0,1, 20r 32
i + Optimized: Activities are guided by policies [ e —
and reviewed periodically; respensibility and P Y
3 authority is clearly assigned and personnel
have adequate skills and knowledge JAE Acoess cortet i
A0 Gy 2
MIL + Proficient: Practices are documented; Al [
2 Stakeholders are involved; Resources are iz W
provided and Standards/guidelines are used ATS: Oteiricalibgs ety 7
o A1 Syiem acqaster,devekoment w
« Basic: Initial practices are performed, but et
1 may be ad hoc AlS: 5
AT6: fornaionsecuty it gt 7
wIL A7 ot secrty spocs o busoess 0
- Incomplete: Practices are not performed Sominly mansgerment
° 18 Comlnce 0
S
S Do Cyber Security Miaturity el (C5M2) o S e, ORI Mot vy
St N o o e e KA oy e, e
@ Snosacaibnn iV

Start Situation Desired End-state

Mitigating the risks with security projects...step-by-step

A. Security Policies

2 B. Next-Gen Firewalls (Palo Alto Networks, Fortinet, Checkpoint, etc.)
HOW DO WE GET THERE? s s g

D. Inteenal IT improvements like SMTP vulnerability

€. Laptop Encryption

F. Two-factor authentication (Safenet, OKTA, Ping, etc.)
. Log Management [splunk, LogPoint, Qradar, etc.}

H. End-point protection

. Cloud/saas visibility & security (Aperture)

1. Local Admin rights take sway

K. Network Segmentation

L Skype for Business

M. Roles & Rights (Varonis)

N. SIEM/SOC project

©. Honeypots

P. Supplier Security requiraments List

Your step-by-step security plan Security Lifecycle Review (SLR)
[ *  Get to know your IT environment ]

+  Acustomized Risk Assessment for your
organization
Visibility into the applications, malware. vulnerability

es & Incident Response Plan Spsandmo oyornstien = I

Provide Security awareness training for all personnel

+ Develop Information Security poll

)
+ Implement perimeter security & internal segmentation

« Install Next-Gen firewall Threat Intelligence Cloud
. two-fact
+  Protect & manage Endpoints

= Local Admin, Encrypt & Install Traps [P —

DEVICE ON THE

+ Implement Cloud security (Aperture) NETWORK

41



Your step-by-step security plan Your step-by-step security plan

+ Get to know your IT environment +  Get to know your IT environment

«  Security Lifecyole Review (SLR . Lifecyel ¥ (SLR)
[ - Provide Security awareness training for all personnel l + Provide Security awareness training for all personnel

« Develop Information Security policies & Incident Response Plan l - Develop Information Security policies & Incident Response Plan ]

+ Implement perimeter security & internal segmentation + Implement perimeter security & internal segmentation
= Install Next-Gen firewalls 3 he Threat Ir Clo + Install Next-Gen fir & use the Threat Intelligence Cloud

¢ Implement two-factor authentication = Implement two-factor authentication

«  Protect & manage Endpoints +  Protect & manage E
= Local Admin, Er & Instal| Traps « Local Admin, Encrypt &

. ement Cloud security (Aperture) « Implement Cloud security (Aperture)

Your step-by-step security plan Perimeter security and segmentation

+ Get to know your IT

nvironment

iy Lite

+  Provide Security awareness training for all personnel

« Develop Information Security palicies & Incident Response Plan CH o @
Gl + "o *

[ = Implement perimeter security & internal segmentation ]

= Install Next-Gen firewalls & use the Threat Intelligence Cloud Requirements
+  Implement two-factor authentication
FERTINET

+ Protect & manage Endpoints 2
= Local Admin, Encrypt & Install Traps 3 15 Check Point @
« Implement Cloud security (Aperture) N

Next-Generation Firewalls & Threat Int. Cloud Your step-by-step security plan

= Get to know your IT environment
e (SLR

Provide Security awareness training for all personnel

Develop Information Security policies & Incident Response Plan
« Implement perimeter security & internal segmentation
+  Install Next-Gen frewalls & use the Threat Inteligence Cloud

(- two-factor ication |

+  Protect & manage Endpoints

* Local Admin, En

Implement Cloud security (Aperture)

Implement two-factor authentication Your step-by-step security plan

+  Get to know your IT environment

+  Provide Security awareness training for all personnel
+  Develop Information Security policies & Incident Response Plan

m + Implement perimeter security & internal segmentation
. nstall Next-Gen firewalls & use the Threat Intelligence Cloud

Implement two-factor authentication

[ - Protect & manage Endpoints ]

+  Local Admin, Encrypt & Install Traps

« Implement Cloud security (Aperture)

210

e

Protect & Manage Endpoints (Traps) Your step-by-step security plan

+  Get to know your IT environment
el

2w (SLR

+ Provide Security awareness training for all personnel

- Develop Information Security policies & Incident Response Plan

B B

+  Implement perime!

Nexe-Gen fir

= Implement two-factor authentication

L4

+  Protect & manage Endpoints

« Local Admin, Encrypt &

Implement Cloud security {Aperture) ]

210

0
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Implement Cloud Security (Aperture) Your step-by-step security plan

Get to know your IT environment
*  Security Lifecycle Review (SLR)

+  Provide Security awareness training for all personnel
Develop Information Security policies & Incident Response Plan

+ Implement perimeter security & internal segmentation
* Install Next-Gen firewalls & use the Threat Inteligence Cloud

two-factor

Protect & manage Endpoints
Local Admin, Encrypt & Install Traps

Implement Cloud security {(Aperture)

....S0 you can reach your goal !

o =]

-
L

& By S w

@

TEST PALO ALTO ETWORKS !

USE A ‘GENERIC’
STEP-BY-STEP APPROACH &

START WITH THE RISKS
1S [ N N N G [ N N (Zero Trust)

» lIIIIIIII Illll@ CONCLUSION

THANK YOU FOR

YOURATTENTION !

B) Estreefland@PaloAltoNetworksicom

[ nllinkedin.com/infredstreefland !
m +31 6 28461593

' |E/ Watson Health
|BM Watson Health

ACY & DATA
TE CTIONI [ + Clients are responsible for ensuring their own compliance with various laws and
{ i the P Union General Data Protection Regulation.

Clients are solely for advice of legal counsel
as to the identification and interpretation of any relevant laws and regulations
that may affect the clients’ business and any actions the clients may need to
take to comply with such laws and regulations. The products, services, and
other capabilities described herein are not suitable for all client situations and
may have restricted availability. IBM does not provide legal, accounting or
auditing advice or represent or warrant that its services or products will ensure
that clients are in compliance with any law or regulation.

MIT

Stewart Thompson
194, BA (Mod) Comp. Sci
CoPp, MICS

Privacy Officer
IBM Watson Health

November 171, 2017
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GDPR and the Data Protection Officers (‘DPO’s)

General Data Protection Regulation will come into effect on 25 May 2018
Modernised, accountability-based compliance framework for data

The Data Protection Officer nise
(DPO) protection in Europe ) o ) )
DPO - A Central Role in facilitating compliance with the GDPR.
Concept of DPO is not new.
Directive 95/46/EC did not require appointment of a DPO
The appointment of a DPO was developed in several Member States
WP29 made representations for official designation and role of DPO

Who Needs one?
Who Should it be?
What should they do?
challenges and the future.

18 Confderria 4
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Who needs a DPO?

LT 1B Conoserisl

=1\ Watson Health

|=1/ Watson Health =M

Who needs a DPO?

Article 37(1) of the GDPR requires the designation of a DPO
in three specific cases
1. all public authorities and bodies

2. organisations that - as a core activity and on a large scale engage in
regular and systematic monitoring of data subjects

3. organisations that - as a core activity and on a large scale process
special categories of personal data and personal data relating to
criminal convictions and offences.

18M Coniderein 5
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Who needs a DPO?

April 2017 - Article 29 Data Protection Working Party
(WP29) Clarifies that Article 37(1)(c) uses the word ‘and’
and WP29 feel it should be or

Article 37(4), Union or Member State law may require the
designation of DPOs in other situations as well.

Article 37 applies to both controllers and processors with
respect to the designation of a DPO

18 Cenfiderrial
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Who needs a DPO?

WP 29 issued guidance (Dec 2016 and again April/May 2017)

+ document the inlernal analysis carried oul lo delermine whelher or nol a DPQ is lo be
appointed (accountability)
Encourages designation a DPO on a voluntary basis
Where a DPO is not legally required but organisation employs staff or outside
consultants

—  Articles 37 to 39 will apply as if it was mandatory

— IMPORTANT to clarify title, status, position and tasks — internally and externally
The DPO is designated for all the processing operations carried out by the controller or
Ihe processor.
« Private organisations carrying out public tasks or exercising public authority

18M Confderein [
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What is Large Scale Processing

The number of data subjects concerned (specific number or
proportion of the relevant population)

The volume of data and/or the range of different data items
being processed

The duration, or permanence, of the data processing
activity

= The geographical extent of the processing activity

18 Cenfiderrial
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What is Large Scale Processing

Examples
processing of patient data in the regular course of business
by a hospital
processing of travel data of individuals using a city’s public
transport system (e.g. tracking via travel cards)
processing of real time geo-location data of customers of
an international fast food chain for statistical purposes by a
processor specialised in providing these services

1B Coriderria n
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What is Large Scale Processing

.

processing of customer data in the regular course of
business by an insurance company or a bank

« processing of personal data for behavioural advertising by
a search engine

processing of data (content, traffic, location) by telephone
or internet service providers statistical purposes or by a
processor specialised in providing these services

18 Cenfiderriat 1
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What is NOT Large Scale Processing

processing of patient data by an individual physician
processing of personal data relating to criminal convictions
and offences by an individual lawyer

18 Confderria 12
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What is Regular and Systemic Monitoring

Recital 24 mentions ‘monitoring of the behaviour of
data subjects’

« includes all forms of tracking and profiling on the internet

« including for the purposes of behavioural advertising.

« not restricted to the online environment

« online tracking should only be considered as one example

« Eg CCTV and other systems also come under this.

1S Canfiderrial "
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What is Regular and Systemic Monitoring

+ WP29 interprets ‘regular’ as meaning one or more of the following:
— Ongoing or occurring at particular intervals for a particular period
- Recurring or repeated at fixed times
— Constantly or periodically taking place

WP29 inlerprels 'syslemalic’ as meaning one or more of the following:

— Occurring according to a system

— Pre-arranged, organised or methodical

— Taking place as part of a general plan for data collection
— Carried out as part of a strategy

18 Confderria u
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Who should be a
DPO?

BeKamy T Contesrial

=1\ Watson Health IEN

Who Should be a DPO?

* DPO on the basis of a service contract
— The function of the DPO can also be exercised on the basis
of a service contract
— it is essential that each member exercising the functions of a
DPO fulfils all applicable requirements of Section 4 of the
GDPR (e.g., it is essential that no cne has a conflict of
interests).

18 Cenfiderrial 7
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Who Should be a DPO?
- Article 37(5) DPO
— shall be designated on the basis of professional qualities and, in
particular,

— ‘“expert knowledge of data protection law and practices”
— and the ability to fulfil the tasks referred to in Article 39
* Recital 97
— States that the necessary level of expert knowledge should be determined
according to the data processing operations carried out and the protection
required for the personal data being processed.

18M Coniderein 5

|1/ Watson Health

Lack of Clarity

oesamg B4 Conaserial

|51/ Watson Health =

WP 29 Opinion
Level of expertise (not strictly defined)
— must be reflect the sensitivity, complexity and amount of data processed

— Are there systematic or occasional transfers personal data outside the
European Union
Pr i ities {not strictly

— DPOs must have expertise in national and European data protection laws and

practices
— in-depth understanding of the GDPR.

— supervisory authorities should promote adequate and regular training for
DPOs.

Knowledge of the business sector

18 Canfiderrial ®
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WP 29 Opinion

» Knowledge of the organisation of the controller

» Good understanding of the processing operations cartied out

+ Good understanding of the information systems, data security and data
protection needs of the controller.

« In the case of a public authority or body, the DPO should also have a
sound knowledge of the administrative rules and procedures of the
organisation.

T i5g docam

by the Articlo 26 Workig Party (Art. 20 WP caflact the.
oenty. They 60 nat reflect he posiian of

1B Coriderria 2
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WP 29 Opinion

Ability to fulfil its tasks

« Personal qualities such as

« integrity and high professional ethics
* Excellent communication skills

18 Cenfiderriat 2
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WP 29 Opinion

« DPO shall not receive any instructions regarding the
performance of her duties;

= There must not be a conflict of interest between the duties
of the

To avoid conflict, it is recommended that:

= a DPO should not also be a controller of processing
activities

« time for and clear division and their other duties, if any.

18 Confderria 2
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WP 29 Opinion
« the DPO should not be an employee on a short or fixed
term contract
» a DPO should not report to a direct superior (rather than
top management)
» a DPO should have respensibility for managing her own
budget.

1S Canfiderrial 2
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Clarifications
Oct 2 2017-11-12 SPAIN

CERTIACATION SCHENE OF DATA

PROTECTION DFFICERS FROM

CERTIFICATION SCHEME OF DATA
PROTECTION OFFICERS FROM THE
SPANISH DATA PROTECTION AGENCY
{DPO-AEPD SCHEME).

THE SPANISH DATA PROTECTION

AGENCY [DPO-AEPD SCHEME)

The DPO must have expert knowledge of data
protection law and practices. Therefore, we
have identified the knowledge, skills, and
abilities that the person to be certified must
know or have to carry out the tasks of the Data
« Protection Officer.

154 Carfcentinl
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Clarifications

Data Protection Officer
November 3 Ireland

The Data Protection GMicer (DF0) rale 12 an mpartant GOPR in
work. I sciation 10 supp:

i scting s inbermcisios

Guidance issued on

www.gdprandyou.ie that reflects
WP29 guidance

5000 R possible snd wellin

inees urits within an organies

b o
sccountabilty obligations.

ADPO may be 3 member of stff 3t the Sparopaate level with th
Ey a Group af erganizations. which arc all options provided for In

15 Important a notn that DPOR Arm
R Tha GPPR makss i ol
demonsirsts sl the procassin s

responsibiity of thes coniruller or U procsssor.

Who needs a DPO?

1 an botun
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What should they do? — What is the role of a DPO?

Article 38(1) DPO is involved, properly and in a timely manner, in all
issues which relate to the protection of personal data.

Article 38(3) DPO does not receive any instructions regarding the
exercise of [his or her] tasks.

Article 35(2) specifically requires that the controller shall seek advice of
the DPO when carrying out a DPIA.

Article 39(1)(c), tasks the DPO with the duty to provide advice where
requested as regards the [DPIA] and monitor its performance pursuant to
Article 35.

18M Coniderein
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What should they do? — What is the role of a DPO?
« perform their duties and tasks in an independent manner. Regital 97
tasks and duties do not result in a conflict of interests. Article 38(6)
cooperate with the supervisory authority
act as a contact point for the supervisory authority Article 39(1)(d) and (e),
acts as a contact point for the performance of the tasks of the Supervisory
Authority mentioned in Article 57
Support the supervisory authority for the exercise of its investigative,
corrective, authorisation, and advisory powers Article 58

18 Cenfiderrial
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What should they do? — What is the role of a DPO?

« Article 39(2) Risk Based Approach - requires that the DPO ‘have due
regard to the risk associated with the processing operations, taking into
account the nature, scope, context and purposes of processing’

« Under Article 30(1) and (2), - Record Keeping — responsibility of
Controller and Processor — but in practical terms the DPO

18M Confderein

=/ Watson Health

What should they do? — What is the role of a DPO?
WP29 states a DPO Shall
« collect information to identify processing activities
» analyse and check the compliance of processing activities
= inform, advise and issue recommendations to the controller
/processor
* be invited to participate regularly in meetings with
management.

18 Cenfiderrial
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What should they do? — What is the role of a DPO?
WP29 states a DPO Shall

« Be present where decisions with data protection implications
are taken.

» Have all information passed in a timely manner in order
» Have their opinion given due weight

= be promptly consulted once a data breach or another incident
has occurred.

1B Coriderria
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What should they do? — What is the role of a DPO?
WP29 states a DPO Shall

» Ensure that controllers and data subjects are informed about
their data protection rights, obligations and responsibilities
and raise awareness about them;

« Give advice and recommendations about the interpretation or
application of the data protection rules;

« Create a register of processing operations within the
institution

18 Cenfiderriat
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What should they do? — What is the role of a DPO?
WP29 states a DPO Shall

« notify the EDPS those that present specific risks (so-

called prior checks);

+ Ensure data protection compliance within her institution
» Handle queries or complaints on request by the institution,

the controller, other person(s), or on her own initiative

18 Confderria
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What should they do? — What is the role of a DPO?

= the controller or processor could develop guidelines that set
out when the DPO must be consulted.

« In case of disagreement document the reasons for not
following the DPO’s advice.

1S Canfiderrial
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What should they do? — What is the role of a DPO?

WP29 recommends that the controller should seek the advice
of the DPO, on

.

whether or not to carry out a data protection impact assessment (DPIA)
what methodology to follow when carrying out a DPIA
whether to carry out the DPIA in-house or whether to outsource it

what safeguards (including technical and organisational measures) to
apply to mitigate any risks to the rights and interests of the data subjects

18 Confderria
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What should they do? - What is the role of a DPO?

WP29 recommends that the controller should seek the advice
of the DPO, on

Support and Necessary resources for a DPO

« Article 38 (2) providing resources necessary to carry out [their] tasks

« Provide access to personal data and processing operations,

+ Facilitate/support maintenance his or her expert knowledge.

« Article 38 (3). ensure that the data protection officer does not receive any
instructions regarding the exercise of those tasks.

« Article 38 (3). DPO shall directly report to the highest management level
of the controller or the processor.

= whether or not the DPIA has been correctly carried out and

« whether its conclusions are in compliance with the GDPR

« If the controller disagrees with the advice provided by the DPO, the DPIA
documentation should specifically justify in writing why the advice has not
been taken into account

1 Centiterial 18M Coniderein £
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Protections Afforded to a DPO

= Article 24(1).The controller is required to
implement appropriate technical and organisational measures
be able to demonstrate that pracessing is performed in accordance with this Regulation
+ Article 38(3) DPOs should 'not be dismissed or penalised by the controller or the
processor for performing [their] tasks'
~  a DPO could still be dismissed legitimately for reasons other than for performing his or her
tasks as a DPO (for instance, in case of theft, physical, psychological or sexual harassment or

Watson Health =N

Support and Necessary resources for a DPO

WP29 Recommends that
+ Active support of the DPQ's function by senior management
« Sufficient time for DPOs to fulfil their duties
+ Adequate support in terms of financial resources, infrastructure & staff
« designation of the DPO communicated to all staff. sl il
+ Necessary access to other services, (HR, legal, IT, security,) . Amu:';;;'ag)r:;: J;::Ip:mécﬁon officer may fulfil other tasks and duties.
« Access to Continuous training e
« the more complex and/or sensitive the processing operations, the more

resources must be given to the DPO.

The contraller or processor shall ensure that any such tasks and duties do not result in a
conflict of inlerests.
+ DPO not personally in case of non with the GDPR.

+ Data protection compliance is a responsibility of the controller or the processor.

18 Cenfiderrial 7 18M Confderein s
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What supports would a DPO need ? Challenges
Data Protection compliance is only part of a company wide structure and culture « Time
+ Top level C Suite and Management buy in + Awareness

ICT — technical controls, secure deployments, systems patching, supporting
policies and procedures

Governance - Data inventory, Data catalogue, data lineage, purpose, rights
Security — perimeter controls, cyber security, firewalls, 1SO 27001,02,17,18
HR - Employee contracts, DP as part of on boarding

Training — All staff trained in Data protection, threat prevention, breach
management

Legal — all staff, supplier and client contracts reflecting GDPR and Data
protection principles

18 Cenfiderrial Pt
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Engagement and Commitment

Lack of clarity on requirements for DPO

Lack of clarity on definitions (eg -Large scale, regular and systemic monitoring)
Lack of clarity on required qualifications for DPO

Lack of clarity on R+R of DPO

Lack of suitably qualified people (at least 75,000 DPOs are needed (IAPP))

1B Coriderria 4
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SO WHAT NOW?

18 Cenfiderriat )

What next?

« WP29 and other regulators will issue further guidance

« Certification and certification programs will be setup in each country
« As public and corporate awareness grows support will grow

« The need for DPO’s is likely to surge

+ There are no simple solutions

« Contract DPO models and other creative solutions may proliferate

18 Confderria o
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Sources and other reading

ARTICLE 29 DATA PROTECTION WORKING PARTY 16/EN WP 243 rev.01 Guidelines
on Data Protection Officers {'DPOs') i ;

documen e 201N 20150617 e

Irish DPC - https:i/dataprotection.ie/viewdoc.asp?DoclD=1643&ad=1

UKICO - htlps:/fico.org.ukifor-organisalionsidata-protection-reform/overview-ol-the-
gdpriaccountability-and-governance/

g

appsndx coes iseuse piee

roleclion-officer<ipo en
Position paper on the role of Data Protection Officers in ensuring effective compliance

with Regulation (EC) 45/2001 https://edps.europa.eu/sites/edp/files/publication/05-11-
28 dpo_paper en 0.pdf
EDPS - https://edps.europa.euinode/3100#edps
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