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EZ=1 : 2017 10T Security SummitFa$2RrE

e Workforce Preparation Securing loT Network

"T" for Security Challenges Infrastructure
Value of @ Data & Devices
Penetration Testing Security Use Cases

Vendor Collaboration Securing Industrial
to Secure loT loT

Protection Against
Large Scale loT
Exploitation

Al to Improve
loT Security

o 56 and loT
Interoperability

Consumer loT &

Mobile Security Ethical Hacking Demos
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LEADING COMPANIES
IN ATTENDANCE

66 | found the event to be a fantastic way of keeping up-to-date
on the latest technology trends and how various Iindustries are
seeing practical application in their lines of business.
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HEFEEE (Shared Keynotes)

8:50 | B
Opening Remarks
9:00 | MHEATAGERZE g R YT e B
The next generation of cyber security and the Rise of 1oT
F&E A © Juniper NetworksZz 443 fifir B 5% & (Security CTSO) Kevin Walker
9:20 | Tt
Secure Cloud
Fi#E A Wellmark Blue Cross Blue Shield&Z4£ (CISO) Thien La
9:40 | AEESEEIYIFYE Z45
Building Trustworthy I0T Systems
FiE A Microsoft Azure)ldd 4+ (CISO) Dr. Arjmand Samuel
10:00 | (EEELEHIEFEE
Learning from Infamous Security Breaches
F#5 A : The Coca-Cola Company[Z#/ = Katherine Fithen
EAZE A ¢ Fortune500 Media Company & [i5 %24 T A2EMArun Hegde
Wellmark Blue Cross Blue Shield&%*& (CISO) Thien La
PricewaterhouseCoopers & 4485 Weifeng Li
> (B 7 SR T AT B R AR A SR T
> EAT Ry ] UM PR R ]
> PAMTAORT SEAF AL RE - S fsE SR (e e e S 1
10:40 | IRk EHFfE
Yt e iretswm (10T Security Technical Discussion)
11:30 | ZKE Yl rE prad s i o 2 i - AR PR Yrdg e B 2 B

Evolving Threats from 10T Botnets : A Closer Look at Defending IoT Devices
Against Attacks
FE A ¢ Allegro SoftwarefT#HE44%k Loren Shade
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(EFZERI © 8RB AR RS — SO - s ~ A
Use cases: How are data and devices secured across industries- Payments,
Transportation, Media
FFF A : Lux Research &4k 47 frEifiShriram Ramanathan
IR A+ UPSEFZ 4 Tf2ATVijay Vedanabhatla
Fortune500 Media Company &5 44 T f£RAfIArun Hegde
MasterCard & 5445 Mandar Kawle
Coalfire2# =5 BE4 RL J i BE LT Abel Sussman
GreatBay Software4& T fZ2FfiSeth Jeacopello
> q el L — (M ORI A R A 45 e 5
> R TR S A e it A A B S
>£%®@%§Eﬁﬁ 1Y IR - R R A e P S LR

12:30

’FC}% H(«
Managing Computer Security
FEE A - Verizon5 4l Z- 4 T F2ETMarvin Stein
> ERS AR BN L 2EtE
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13:30

PReEAR R RSN L2
Securing Smart Buildings of the Future
F &% A - Johnson Controls 4= ERKjE it %é&ﬁﬁfﬁ&?@é% William Fitzgerald

13:50

TR ITE AN TR RE Y
An Immune System Approach: Al Cyber Defense for 10T Devices
T2 A - Darktraceddig 2y £/ A 44 ES Justin Fier
> T R AT P E A RS R A B - R AR AT 4 SR 2R
TR AT R P R
> s Bt R AT B B LA SR Y F
> B R e e ER R 1000040 IE% 1] 17 14 Y B B 1
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14:10

AT LOEA L2 2 A0RE ¢ GA(F L IFRe & DARH 1 R pr B 2 Bk

All jobs are security jobs: Preparing the workforce to prevent and handle IT




security challenges before they happen
FFF A - Lux Research= &k #rEflShriram Ramanathan
ISEE Y NG Verlzonméﬁgtjt_j:friﬁﬂﬁMarvm Stein
Praetorian{T #H BI|4&5k S Wlsedd=E 75 & &= A Paul Jauregui
Applied Technology Solutionsfiii££Nikhil Kumar
SRR AR R E
> =P T e R AR ~ JE b KRR

14:50

RSB

15:50

BRZIRYBaaHe B« et
Trust in Resource Constrained 10T
FeEA ¢ EEEP A ORE 7Y 484 £ Paul Philip
> P e R R B R A IRAVYI AT SR B RHY [B] 5 -
PES R~ $mEf RSB SR S I PReE LUBES SR 2 2

16:10

YIlsdE B R T B S PR ¢ AR e
loT/Smart and Secure Cities & Communities Challenge: Cyber Security

Conversation
5 A DHS Science & Technology4di&2- 2 ElE & Scott Tousley

16:30

=RV 4E I E iR T EREm & 1F R A
Seeking collaboration and interoperability among security vendors across the
loT stack
FFF A : Lux Research =4k 47 frEiliShriram Ramanathan
Bk A : Sigma DesignsF; it 748 #Mariusz Malkowski
Juniper NetworksZ- 4% 7E /s FE 4R EZ Srini Nimmagadda
Vaxxinz&@Z#Nick Yuran
Citrusbytedifi{ T=Brady Brim-DeForest
> TR R T 28 A M AR AR
> PR 3K BOH B B YIRS A B R AE B4R
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8:50 | BRG]
Opening Remarks
9:00 | AEpsZE IR 2B IR




The Cold War in the Cyberspace is Getting Hotter

FiA L IERPER AL (NATO) 48 fZk Kenneth Geers
> IR B B A VB T 30 (R EERTTH P A SRE8
> PRAM ERZ A0 ] 2 55 3w P B U 53

9:20

Vilda e = HE&En - B GRIElmVR 2 2

0T Security Begins at the Edge: Security best practices from the edge to the
cloud

FEEA ¢ VMwareY B 4giss 445 Salim AbiEzzi

9:40

TE NSRS R A R B A
Blockchain from the perspective of human development
EwgA : BEE B S (F K AHE S frhfilambert Hogenhout

10:00

el B — VIRaE e B A g + IR + AL R B oy
The Full Stack Security Package — 10T & Cloud Security + Blockchain +
Privacy and Identity
HAzE A Cooley&# A Andy Roth
Pricewaterhouse Coopersz S48 48 Radoslav Bakalov
OneWorldldentitygl]¥# A\ Cameron D’ Ambrosi
> LG it S B A (2 B e R R
> B B oy i AR S
> R S i 2 R R M 4 e g e e 1 P s SR e e b2

[k
> i S T R 27 PRk - e AR RN Al B iE LR RE

10:40

BRE - {R AR =

0T Security for devices, networks and people
T2 A - SurePassIDF 2 El|44F Kevin Raineri

10:50

Al —(E A rIEZ A BYYIRAE =
Creating an Unhackable Platform for IoT
Fa#E A ¢ BlastWavedt[Egl[¥ A Blaine Garst 5z Tom Sego

YkdErE AR (10T Security Track—Privacy Focus)

11:10

A 22 e S (8N RS 2
Connected Home A Fool’s Paradise?
Fz#E A : Dojo by Bullguard:h {7+ Yossi Atias

11:30

ZEMYIRYE
The Internet of Trusted Things
FEE A Mocanad#ti{T+=Bill Diotte




11:50

(ERZEG : et AR 57 ?
Use cases: Permissioning: Who Owns Identity in the era of Digital Identity?
FFF A - 151 Advisors& 5 A Steve Brumer
EAZE N ¢ NATO#ERE M7 Kenneth Geers
Cyber Science Institute’s 7% & Z5-Robert Katz
Zingboxg1# A May Wang
> — B B R EBRA - AT E N BRI E R
> BT Sy A A RS Ry ] 2 iR AT BE AT S EE e 2

12:30

HEEZE TR
White Hacking Demo
F&# A © Independent Security EvaluatorsZ4: T #£kfiJosh Domangue
Independent Security Evaluators=£ %547 ff7EfiKevin Thomas
> ARACE (WEERERS) IVER
> ERIE AT REAE AR 2 TR R e M SRUE R B AT AT A

13:30

IR SR IR N 2 5 o) S RUE BEHkEL

Countering The Challenges In Identity And Access Management Within
Today's Security Landscape

F&#E A ¢ CVS Health & Infragard &:1\% 4= Kathy Braun

13:50

T EE

Security By Design

FEE A ¢ Intertek ¥ Brag st E & Delmar Howard
> R R R H Y R ~ YA EE
> T TR AR R

14:10

When enterprise security becomes national security question

FFF A - 151 Advisors& 5 A Steve Brumer

BEEN ¢ LeidosEE A s 22 4= SRR AGib Sorebo
Guardknoxih {7+ Moshe Shlisel

e

Cyber Science Institutediii {7 & ZRobert Katz

14:50

B IE P AV (E B4

The Internet of Medical Things Used in Healthcare

FsEA  Zingboxgl[HF A May Wang
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(1) T A48 2 2 S Y48V LR — Juniper Networks

PEEE mER R A - P4 - 1PV R SGHR RS - A HIREFTA
YA — (B Pk - iE B B RE R RV IPArHE S AT HRE SV A E
ARTRESD [ & EAYSEEE - ITHFAKMirai ~ WannaCry 58 R UG IS i 2 42
VRGBT - SR B S R L e o (B R
R A T E A

BRI BRI B S - (EIRMIAIRE 52 - Hrp R —HD
TIRENZER—EFERE R - EEEYB B RS R R 3E N E
F200fE & - (EHELHER ARV EFIHEIRIE - KA v RERUR LMY
BBt -

5N RZEHIPIGAEE & B A EOEs - PIATEERE EAZ e -
Tk ERVOEEEDA - AHECHEIOT Y AR FB e AR I B - B2 AT RESS
15 LE OIS AT S AEHY B 5 R -

RIS aR AT Y — IR RN - IV 2 = HY4H AR A] BEAE ARSI R A A 4
YRR NEE > WS R EAYBIRIERIR - (AR —EEN st
@t = ST PERIPE -

FEVHRAEIE A - At 73] (network segregation) ~ Jfi Ef%E (traffic
shaping) ~ PHEEE F14E5L (CnC blocking) i AR AL AR 27 21
B2 ] LU B —E R - ([ErEEYIB R BN R AN & - (F5
e A EA e # M REYEZ PG E/H i HAREEEH AR (intent-driven
decisions) - MIEANAEES A S HIEGZ AR ST - BEfE BRI T B A s A
KA -

Juniper Networksiy T HARAERE Z- B & DA FAER T 20 S g2 1%
#; (telemetry & threatintel ) ~ H#{k (automation) ~ H7xHAZE (declarative

10



intent) ~ fHEATE (decision making) -~ Hil&E Kz 2ERMEFREF (local vs. global
views) - FEEHREFEN - REIE SN - HRESEE K HEN AV T SIS
@2 > EEE TN - B - BCE REIE - ZEREEEE ZL M (

software-defined secure networks ) 5 E & -

BZ=5 : Juniper Networkstg Ve e E B2 HE

Software Define Secure Networks

Real-time
Telemetry

| Automatic Actions

Automatically
Discovers Nodes

Protection at any Node

BRI © S

"R YA —EEEES - R EZ Y E L EE
BEAE 3 A R s AV PS FE S SL[EI MR R RE - BB S T SRR T - BEAA
FHEATHREA HA E ARG E 20K - HiE 2 —EE RN T EE0
e -

(2)E w24 — Wellmark

TR E IS BT - B EE A RSN - SEm AR
FER T BE BT 2T - fIURERE - E4%58% 5 —
A FIFtG 2 SR B B AR P R B VIR R ~ 2 H S e 2%
#H o BE > BEE S RIS N EHERR LR - SEm A e MR G 7

BRI RV - AT LSS R MRS e A DL S EfEES - (1)
B WIRWGEGAETT - EEEE - AR5 R B EE L ES
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YTHAE 2GRS 2R ER TS (Ransomware as a Service, RaaS) ; (2)
S B RZEGN R T - 2017 R AT MR R R E 27
B I s > (SR A L BB S S (Food and Drug Administration,
FDA) #£5-8 H A0l 1 1A 7)< S B E 25 - 52820146 55 %
B (3) AR TS [ sy A BB LA S - R 2Rt
M ERKFEITIR RS SFE KGR E R RS AR 5 [FF %

B BT R At s A S R SR = RIS LABER - (4)
B R R I ks (L B g b R Sy HYERER - AT B SR B e R R EE Y

P& IR E R =I5 (eI E M -

HEPAAEER 2 (i H A ARG - (B (AR R P
Kefieiss > Wellmark A 5158 5 > Elmiflk 5502 — (EIN5RZE 2120 Fo o 5] FERahH
VEAVRSS > DREEA FH SE s (P R s 0 5 B 2 e — (LA 2R A3
° PR 2Ry B Im i ifa o] DAERT M R A T M ~ S AT B A ZE i RE
e PRECRAE (i R By (idle) H58 0% - BEEZEGHNE (B80S
FESEZEEAE ~ MEIAMD) - M HAR ErmZi e s M 2 i e g 1 -

55N o Bkttt s K EmRAEHE S A e AR 2’
T EtERTILSE (shared responsibility) (YRS - REEZMEEE
BRENEREEZESA R - BEERaEATIER - NI RS T &%
HEINEMERE R R RIS E -

() BB ESEEN Y48 %47 — Microsoft

Ry FEREPR ARV - T RS RTINS e g
B AT ERI R - 2RI > VIR ARl B - A ame B B
BRI EE H B > (R HEMicrosoftifT fRAcRr it I VI A B 52 i1y %7
BRI > WBISE R B~ DR A R SRR A A S T

MicrosoftfggyAzure 10T Suitesl S Azure 10T Hub ~ Azure Stream

Analytics - Azure Time Series Insights 5z Azure Machine Learning=s 2% f& gt
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A LUERE ~ B E RN B E YRR E o BRI SRR E
BRI FHEVEEN © 15— BT A RIE R D (e M Yl A s
IRFFET R B - N HLAE A Rs S ~ RIBIE ot s B it - R R s SR SR
SR AR — DAY P -

FEEEYITR e 2R S Hr AURERY 22 ~ FERL R &M (compliance ) Hk
> Ui b E RS IV 2 2 Bl 2 B 24 (device security) ~ HREZE 2 (
connection security ) [z 3EIwZ-4 (cloud security ) 25 ={&Z(5y » & Se A
RV BN L 2l E K5 raess - HACZEE A{EHERY 22T
afe (AIHTTPS ~ AMQP ~ MQTT ) Rz 2l - & RIS TR 2 m a BE R
AR 22 -

[E%6 : fEmREBRA IR YR

Azure loT Suite

Securely connect over a secure to Microsoft Azure— built with
millions of devices... Internet connection... SE8C unh 1r ym the ground up

[

Device Security Connection Security Cloud Security
Device Provisioning X.509/TLS-Based Azure Active Directory
and Authorization Handshake and Encryption Key Vault

Policy-Based Access Control

ERAE © SEE T 5 Microsoft Azuredd 5

sEft VIR AT - (SRIEIINE AR HA I A RO S F] e e ER A 2
o SinlEEE IR IR - (FURHE 2R > W2 R Al
SEHFEEE - DSITYIBAERY 2 MR o SR R RiEns - YIlaEp
5~ VTS R S B E S T EE A - BRERIERIIA
LB E - HELE T - FEEE RS (open source software

MRS TR IR LR  ERGRRHESO EHThCAS ~ &R
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PEERTT R - B EB MR E AL =M - DIECRYIE A

PRIEVIIR R Z 2 M E —E ERYPREL - bR 7 Az tHRE B S E
NZEAEHESL > VIl TP R T2 FRV (S ek R f 4 th 8
g e EAYINEE - B AR EE H Al R I R R SR E N (1T
) PRSI > GRZ 4 — AU At o BRI 2 2
SR FTIHIE A -

(Datam - BB LB PEE
> BRG]

EHARERC E T H 2 e A SR E LR R o R
136 R ARSI E(E B B L EH] - BN - SRS R E MR
ANEZIERTE R AR - BERTRERESE AR - HIL » SEF -~ 3
SN T SERER VR BRI - B E LT (SOC) - EHNERTESE
iy (CERT) KEZEMNITZEML (ISAC) fhEEE > KN4
BEOPHRET R RBIERE - EHRERLNE - BLHE - AMRSMHF
AR, EFTESAHAR 2 B R BUEH =

A RIS ~ e iybr g = rIhRE - B e IR IE AT
LRS- = B - AR SOCE /TR - CERTEH il I
ISACEAR /75 » A Retd iR L EE R ERE S - A E B ENT SRR A

» DU R 2 R R R TS s R -
> BRI a RN BRI
EmikBHw ERHEIEE EZ - BREEERBM ST RKE S
BT ~ (EFIRVIER] - thi et E e 5 ny BRI i A e R
AR K o ZRBIACER - HE A S A A f5R] F eEy ] E [] ey B R o 2 O )
+ ATV B EE AR R B e I A BRI - st s A R T S 1R
ZAEBIFEAIRER - TELAR ST &R = IreE 1] RE A1 FIREEHY
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HITE © A1+ SEIE AT TTAE 5 BB IRH R B - T F s
SRAS B TSR M A - P A B R s 2 AR PR - PRI
SR S B SRS DL BRI BT -
IS -

S—J71H » EENEUE A R o BN A L E B R
WERE I FTRE ISR BRI SR - THA > BRI LA R A B E AR AL D
PR R Ee REWTE: (Kaspersky )~ tREIAR EAY4ERS 20 4252
SK RS A R BB 2 2 5 P 5 () e B B e S BB OV R
BRI » S TEN R S EBUTENER RN - RABLZ S
B T i OB A E

> G4k (Cyber Insurance ) HYEE B M-

AR 2 % KB IR AE B Im A A » BE SE RO R A R A 2K T
HVEZ 2 EE - NILEFEES IRy B st i th Rt Orbe—R% > 0
H/NIRZEENESNR - ST BRI - KEES 25
FIEE - ORI A FNEER IR LY > W tate St Pria T % > PR
EESENEZSIERIEAIN  TRBIE FaH b &4 - SHITBENZE
o o HECRITREA e A -

(5)2R B ik (TR FE B Y B B - ARG S B S R g —

Allegro Software

i E YA E R ERIIE ~ BRI B EE R &R - 4R BB
FEBGRGNEL - ViR R E R EE - BB B RLER - YI
MR IR E R HEAIRE I e ZN L2 R > BRI ErEstd
E LR -

LA % {[E 58 BE AR S T A T bl 28 FE I IR U e 4 255 B s DD oS T4
BT H > BIYkdgss gz " KE5{E (weaponization) | ° R4 Check Point
SoftwarefyaH 5 - HH A 4l B2 1 (3 FH B 20 E RS ~ RS JRE (41CVE-2017-8225
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D) HERAERERYIP Camera » BRI BEHCE B AR, - 2
R E r e AR E R A E HAR D T - 86551 - 2IREAE
B HEEREZERE > T HEEEEAEE T -

W=7 : |PAraET s

Trend of Attacking IP Addresses

BRI - sEE R Check Pointéd

WGBS A R TS PR 5 R T s R
T -

TEY s B IR A E T REZE R ET o M
HARERVRIIE 50 T A AE BV R - BIRE - (15 > DUROS tas BT AR
Bl (F K G - EREAERS 73 1% T R A i - [EIRF I
I ELFIESEGTE (Incidence Response Plan, IRP) - BB S B R B
EUDER » DR RE( R4 NGRS -

SR B RS RE - Allegro Software Il SR AF A i 2 T EBIZ(
(proactive) | HYZFMEINRE » DABERR(E(EMR (root of trust) -~ ZFeHY2Ey
LB SRtET - TRVISET - BERIR L et - FREERIS e E T -
BEPE NGB IE ~ SR nE HECETEAESR - YRS EN %
e

Bi%  BUER IR ESE ARR I Sny AR - IR
B ENGSEHTDIRE - DUBRR ST AR ~ Zo8RA0 ~ SHEF AR SR RS
» CRIE AT (N AEE E 0] AERFE RIS -
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(6)adsm * BUR R IARBEATIREES
> FHEETTER - BERGEH

A RIS 2 =T REREE EHN B R - BUR O ARS A Ry

Pri > NIEH BN AR ETS » FFEE A BRI B

e > BRI B B O RE A — e B VR RERY
BeH o QAT AR R AR 2 4 [ Y AL B 12— (E B SRR

B GBI TR R - EIEFRR A
RTl: > BEE R REELRS T - 5590 - 280 ~ FERETIIE
WAZEEFE - H R ERH—(EE SRR ~ BERGS i o] DARF R
ZfEf (patch) BHr - (HESE S S ol F R Re BE ks PrIsF A ST AR R
HEPRATA B2 R & A LAHEH - S B RFARZEE ] > DURREZ
B2y ATRENE -

> B Bl E 2w
FHSAETHEEY > B BB FA R SR - BRI EEARE
Homssa A > B e DINIERZZ EEE - mS 8 S HEE A
MEAEANTELS - s E ER0 > AURESRET I N LB i &
afl > A AR g REIVTELIRE

ey E R RE TR BV EltEE B R ELBAER
 BRHIIRF AR RO B TR - BEIT AR ES - IR
BRHYFEE TR - B IE AT R a iR - ML eEm ] IEA
RO B - B ELEFFRNATIENR - AT DEERER
HRECERY TAF -
(7 EHEEZ 2 — Virtustream

FEIBZ RS FEAT (NIST) P R RV BT AR5
i o (BN R A R 2458 nT RE A A R IY R JE b FE 5 e > BT ARl
DR 2 2 B AL R A rT e — I (one size fits all ) #9574 » NIEE
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WG A T BT S BN SIERETRE - (TG
9 BRI RS S R T AS S A HORT IR, - L0k S TAE FUR BR
SIS~ F ELAVES - A AR RS - TR E
HERZE R ATEENE » I T AR R ARBRROT% -

IENISTHYER @ Bl Z eI REE NN EN AR BN EZ R
FERVRME ~ (EH ~ 1888 > B - Boeinids - DIREE RIS (
confidentiality ) ~ 5Z#&M: (integrity ) K a]FPE (availability) - (B SEE
AR (FBI) #AHY2016F-GEPEAEEEIUSEH S (2016 IC3 Annual Report
) RERZ I EIREAE AU TR A GRS AR ESR (BEC) ~ BRI (
Ramsomware ) J#¢flr 2 %%E5w (Tech Support Fraud) - #ze&[EIRFHEH - B
PATRAE A 15%H )2 3 A A B 8 (HiB e = RV AIR R e
13.3(8 %% - It > sHEWEZZE R nRe i B RR (BEEHER
REEEE) - WETEENEN L2 EEEALE -

Eall e RS BFERN E LR  RE RS =5 - &
ZEEIRE St - EIEETEREENR © SSRGS ~ 59758
& 5 BLRERIERE S22 RTE T PIRIARIEEHES - B/ )58
IR ~ NEEMNBRE LR R Z 2z & E A rER -
AIRE ISR 215 - A MR E B P IRR RO N o FTHE T
e JE\ Bz d Ao e HRRR - (B WA SRR e T U RS AR AT T REME: - (H2AR

b - RIl{bE 0] DIE R A B = 4 rs Orbs (commercial cyber insurance ) 1Y
FRF R\ A1 T 50 -

NISTH R HEFZ S I E N e T B - BN ER
RHIR T EAE 2 ~ S EFRE T ERAIM 4 ~ It sds - &%
&R (EAEMEHRIECETING ) ~ R FrE s E =0kl T

HE -
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sEftIaG ERT ~ DIEE RER R P BBV P NI RE B2 1
AR HI ERZ SR R SR T A I HIRE 8 B st ~ ZeriiAak (protocol
) PR FHAERS Sy B A S 2 e > [FIHT A T e A/ N A A B Y AT
W DR R EYIBHE B R A DDoSK B T A, -
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VIl R ERIEE - B E M EEERCAHEA A K o #EAEE A
BRI ARERRZ ~ (EAIRYAE - (BAI AT R T S S R s SRR -
Pl B e s R E R SR AR - B S ERICE: - BIRAMIEE
B AR ECRRRECIIES ~ EAURBE R FIVEIRS: - INIEEE s

HAEHEE AP - B ARt H 2 e T T -

RSN Z W TR IINER - TS B SLIERE K (I
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SRR TS - FEAERGTESE - (EAAERYIB R AR A Z 2=
& (security by design) - FHREE AT Gl & FE maR e 4B I ~ 4Rt 27 225l R K
e~ JFAGHS KB E R E R R 2B - S EE R
Fr R emite s CERrE B > (HERER LaGT ~ iR - a2 b By
Bttt B IR EE LIRS EE -
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HEELERERN: - AR E S TR ETHRSENS ~ MERA LY
A ~ BRAHFHEERIAVREIR ~ FEd s s TR fed] - EEEBETRE
B - BVERREAAREE > MRAIEGRLERNZERE  BRIENESE
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BT AFIRADS  TARET S A0S ERYEER] > (HEJRFHEES AL
RZEERNRBREE e EBMEREREtE AL 2 FEREN
FhR L i BEREH A AREERIE SRR T E b -
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FEERE B R BB B > AT EAGEAGI S IR A B P
FEARSE ~ TSR R ATEIRE T > FRigE R ~ BV EIR(E A R EFEREASD -
RENEIRLGRT ~ mERELNTIME - It 2 A sy
SR > PRI AT (ERER YA -

B2 » #FZ oS BI6 YR & R RERDR R - MR
BESA B ST EL R SRR B e AR I SR HY B A B AR SRS
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St E YA B R E 2P o BRE ARG R RS RIE AN
MRS » SEAEYIH A 2 Y 25 TS B B A - Darktracess % 252
W75 > R BB B PRE A AR R B B8R - Wt R E B
BRI R - R — R Y B RIE RS EIERETT R
EERGR AR B Y B SR AR A A -
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R > RIERGL G AR E TR > WHAITE R AYAIR (40
AL ~ SRR ) SRR U HIR (AR HUE SRR ~ (E ]
EIRE) o WA TP EREIRE -

(10)&5w - FrA LIEETEEZ2AHR © R TIERERUIH I R E kR
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AP ELMEREEE "N o R SRHE R R B A HITT
RS SRR - AT AR S AE SR B K TR e o E
BHENIGGERE A E TR RN 2B E A4S - TIF iRty
2 BV R 2 ER -
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SIE B R REFIEE > WS EETE A - T~
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() EIRZIRYBESEE 2 222t — REIERTER
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DoD) 58 R LR mbas& aa I Bt iRz = B R il » WAES ) ~ #4
BB N RSB SCERR S 2t > DURHS SR - Bigay & -
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A% - T EEME ) BEE T —(ERR N R -
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23



s E o ST AEME RS - RO SR N E R B R E RO A ]
B/ NHLER TR T - B EHEHET 2R A RERE - Tk
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EiEE4H45 (Organization for Security and Cooperation in Europe, OSCE ) 7R
FRLGHEEI AR SRR E1E » JOBTTEZENE ~ BRATM - UL EP; 24
FEIERT Sy o

QYL 2 HBE&RE | (BT BIRNREL 2T — VMware

PRSI BRI U A g5 > 20124 Heartbleed R [HRE R 1] LURALE
VEAV(EIRR 25 - SEREI66%AIAENEZ TR 2 § 20164FFKK » ANF4HT4ERE IR
Dyni#i <7 Miraije e 4 s 35 BDDoSH 8 » MR AR 77 SR 4 ies i A hR il
1 S ERE IR wannacry B RS - £ 5 EAL R R A 150
FI3E GBS 5 AT EAEEHIWPAZ)EE — KRACK » ik A 8 HIWi-Fi
Pk R EEAT BRI T - WA K T REA B I R (A AR TRV AN - o
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L2017 ERS AT IS T » S5 HE8S%AI LIS L RS
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TR YR E R TR AN R - YRR
B -
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YA AR S T PU(E T R PR - g2 R AERS (connect) ~ &
BHESE (collect) ~ B M (analyze) K i&&&{T8h (act) - FytVMware
PR =R EAE (EYBEAEE R 2 2 M AR EE T )~ BHiE
EH (EMBEATRENERTT - MR AT UEBOTARY T TS - #))
B~ RARRERR CEBEERBGGRENERERE) ~ #Er5E (58
MR 22 2 (g AE E DUR D A AR s B ) - BRI B (S (TR (FE
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FHEMNZE 2T R 1T R BRI SR6TEYraa i St i - DA CR Y4
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Things Gateway loT Platform Business Apps
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AEEHEFERA N EWERKIE N TS 28l > EREEAR AR
B2 DMEERE KRyt E D M arny 4G /K8 > (RSB In S S -
AR 2t SRR s s (b - T S AR T A R R B s s 52 > (H &R
T2RE I PR B PR AT RIS fe 24 e
FTAEAR > IR (blockehain) [RERIERE - FEHHEEMEHITVEA > EEf
TrENOREEE » ot e RTE A ERESR A RIEARAFE L -
B - B a Rt g asTEE (World Food Programme, WFP ) (37 38 & B

26
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SREVEESE o [MIRHE R RS - RIS ETEHE R 2 E S BT
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Fa Y E -
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29
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. Q
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Ae st At OV T IR S IR A BN IR E A B o adsa sl kA - Yl
HZGE -~ BT B slse R S R e 2 B H R -

(10) g 1EE%Z& B~ — Independent Security Evaluators
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32



FE4R FIEES T #RHYAmazon - AT EGURVIRAY - a2 ~ Bt
TR E N BT EREE - N A ERATIHEER 1565 —xE &
riAmazon Go - JREE & HE ARG SR H B H T imTHQR Codel[IA] FA4GHEY)
M E SR R RS ~ TR RE R Fedstln - m LAE BRI R B = AR
an > WEVIGE R ELERERAR TR - S0 HENEHE SRS H ReE ik =
FRRAL 2T S -

H1Amazon Gofyfl+m LAZEER - TOM#ER# | K T SE ) EYISE RS
O i E A A o NIRRT R R HIYIAEEDR - B0y Rl
EHMHEER -

AR IR FEfa Y > DU EBAY T UIREE TR MRV EEE K B (0l A H a]
5 o WHSHVEE - (R - SCRHIRREZREN IR - Sz A B0 AR LI
> BORENEE A > Nt - 2EEREE (Multi-factor
Authentication, MFA) #8 Rye—(EHUESEAY T2 - AR SR TRy
e fe o ATENECEBIIRE N — (8 5 7 SUsE T BERESRES - (E AR (PIN
)~ AR (1550 FEFDERESEEREEN 8 -

[El=11 : KodeKey-P-&Z B 5raga aH

BRI © AR

33



BT ERS EE-Z Pass  ~ FREIEUT Ryt & 1@ A3 1 THY S T-1E ]
ik (EBT) MEURESE  GERBETTEERER S /rlaE AT B AR
o RO - K EREHY— S Bl A FlHE LAY KodeKey P &5 - SeiE a8 EY)
s [ et (8 F - BLEL TR RE SRR AR T TARE 2 1R R SRR R R R
FeHET TS (g - sl > B (EEE G KodeKeyH ik BT Zatag H
FIZHI S tRs > B AR A B 2R KodeKeyH VS B EIRRTE4AL - B4IE
IR A DUgRE (B & 7 -

(12)Z2MEET — Intertek

TRIZIBMEYSRE TS - TEARRAIRIFLTA T Z —HI4HER 7T B2 248
BeRE M —(EMEES R SR AR AR L4008 57T - PIRAE(E (4
PRAEREIE A ~ 35~ WIRERAYEAETE L T D AT AR A AT Y
JeE\ e e ety - B ATAR R R IR R A S eI B > — H 24
A% R DHUSEEREEER - SR - ARV EEEL &
BRI B TEAE YRR -

201845 H 25 H Flda B e s ERREEHIA] (General Data
Protection Regulation, GDPR) /& —{#5&FPEATHE M~ 22 H eS| -
FrA R SR A R G IR - SRS - FRE R B R R B E Akt
R SEEARS, - #BLHEFGDPRIEH BAS I & (RaEAR T - BB
Hax 1L EkHri&R (Data Protection Officer, DPO) - EHAFER ~ AT &R
(RAECR  — BN R B EEINRIEN - % A EBAE T2/ N
AR RE £ EEE (Data Protection Authority, DPA) - i A g Az
=i

i
&

i

o
D

m

iE

Jil

RotReg BRI, - S SREE B ELAZ 2 > ARG
M AZ 2SR - A EmaG AR ER R E Eaa iy - 22t
(i et <A s =i e s T <t OF i S G vt S
BEE > Eanaxa Y HIV R REE miVLR » WAERE PREETHE
sl > PREEFTA AL AT > EraE DAURGEE A T 020 R e o v RE THIERHY

34



BrEE LR - 5550 whE e RS TR e F ] pe B C Y SG T R
> WIOWASP Top 10=(NISTZ £AEAS - [F]HF £ 5 bt B I A 2 S T e R
55 - SAEMERE LR - DUEMGE B EL T R

ME12 : e TR

Previous Model Secure by Design Model

BRI - s R
(R)Efew : ECRLZEBRERLEZRE

stiEtet » H AR E%760% 2 850 AL BE i as (UIEE4E ~ ATmEEY ) H
FANARSEFTIEA S - ARV 80— - RAGE R RS NS
Ry VIR IPSCRIAR LS - [NIE H o —(EER AT SRR - Fra Ry AL
HEECEVE N Ry i e 9B (LM R B AR R 2 - HE T B 5 27 ki
° SN WA RS E E R G RRH H A4S > HIEAEE A
FIEEANR - MEE RGBT - AT REE L ERIEIE M ZE AL
Bl EFERRR L RS -

NIRRT N Rysfan SR A > Mz A R R E Bk
B o B2~ BN ARHINGEERE ST > ML - AT —(ERR RS A B BN
EEETRAIE ST - BRI AL NESE - EREE A EF
KEGIERBENRE - BIULEZEEFEEE A HNENE - SR
FERBIEEDHY B — P Hm B — KK E - ERHVEERINE &

35



DM BRIFISRTZAA el > IFOMP BV ERAARY - R > B2
= TPV T AV

AMEALE - VISt HRE N R - RILEARF L e VRS R
g > BRI - dE A\ E R DUE B SRS BTG - (S E P RTTEIRG
SO > R NN Ry RS A sy o B (LR R R - Pl
MFTOTIRRYEREERE - BUF R E SRR EPREBILIE - BB

W

Al (IT) 28— E DIRHERE S SH Ao IR =y — (W E 7y
FEESE B o ITERER ~ S ~ BREIEREINT (OT) R&uE M (EE 1L
YRR > (EHTEEACRy TETICR - ITHIOT IR R & - OTA& T IIAGTZ

HGHCE > WHLE TRV E Rl > TR TE SRR E 238

VR R 5 LA SR R o

SHIH > FEIE -2 B TSR At 2 = R S N (
ICS-CERT) S &[5 0/ NI B ZEY) L I linReR U fR & > Tz e
BfAE— MRl - A EEBE A s T TR AR - M
R RV - LR > B ] IR R R SRR

MBS » E20154E54G - BRIRE R R 5 2PN ES - H
90% Y B FE R M FIE AR 25 A T R S USRI H AR - BAE » BTt
AESFEE A BRSO BB — A T A - %
ENIHER S A% - Bt R TR N T A %/ B R RS
RS - PRI BT RETAL R MRS SR T R R - B
R B R I - AT ARG ANERE - 22 - [BRLER
BATEARWERG T -

PP HERAY & R - ZingBoxf IR T 2 L HP BR A
P(L1) BEfREEG ¢ T (visibility) BE4G > BRBIEAINTE R A %)
HHSE G - W TR TS — (B EE AT REUEER 0 (2) 4

i
il

P

36



RHEEE © FrEEa e BEAVE NS - SRR TR > e kIR AR
fembz o (3) EFh - EEMEMN AR TR > RET B TEZ RS - 5

Ah o BN TS B RS S E AT - A] DAFER&(E NEF A Eh (O e

FEEBIRNERE IR - MR TR R EERAY 1% B
{7507 - Bl DABRERER S & — (B BRI I (personality ) » Reif BRI
BHME > HRIRET R WAHETTRIRETIE -

37



B LDREER
& VR Y - EE S EINTAE SV HIRE R
AT AA kR A 5 DR 2R - R (5 e P 2 ORI Yy (i 1 2t
BVt Ees o WS E S - R - BERE - HEEE

RN > RS2 R S B R A4S -

VA T B A A B AL - ARIR T S Gartner iR S BUR » &
RV BB 22020 K = 204 & - (BAEE ERERVE T Rk Vel
SRR o GartnerfH{d » 20204 (b SEFTE ZHYE LR EE » 25%L) EiffEd
VIS EARRE - 5 2 - EEAEYHIRATERTEA > (IR B
af > BEI  WRWAEZSE > A —WEKEE AT > 8aPHEA
B ‘ImE I T (ARERR ) WRFERREE © JHE A RS
BHola T Y SIS E LU BB & A SR s n] sE B Y m] 8%
BB R R ] Bk

EEE—EIRE EE N E BRI S - NI E XY E L =g iR
FEEFBEERE - BEHE TR R E 2 R ER
W Im 2 BB ZERRA T o B R TS C SRV RS - BT
o R EE 2 RHAMS AR E - B2 R MRS > M REEHE
e ME 2 BEHES REYIREE L 2SR RSN SR EE
Zjag 2 BB R RS - AP ER KRRV E ZREIIERSE - 2
HEHEEA -

20164E10 F - R4 Ak 4 R 55 2 =] Dyn It B2 4 =2 K i DDoS I 22
Amazon ~ Twitter ~ NetflixZ ATUAE AT N LT T - B (DAEAYHRaE & 2 S
AR > KOEZE S PGSR - YT 24%H LA By 2 TR FE 4R Mirai 2e iKYy
BEERES ~ PR S VIR E - YIS B A (o ) i e g9 s
BEREELEIIS - B AR LRGETFEREELEIRR - HELEE
HERE A LU R HY > BT DU S U IR B B B e g BOM IR
BEERERAGE R - ERA - BEAES BB RV B EE LV EE
M B ralE ERtE SREEMAR ISR EEHEE s (B AL

38



Aapfs o BUfE COOERE Lk - MmBR - SRR - MEIRESE) EG [ERe
TEERSRERVZES] > (BN G5 NE R BRI S TR e E L %
DIIST A et -

& VR 220 R B

VIt B B H AR - Bl A BEH AR E
KPS > BWEHEE - W —20HE - HATSSEIRSED A B R
Z2FT (National Institute of Standards and Technology ) FfENIST SP800 %%
GSMip e AfrfEloT Security Guidelines &zOWASP ( The Open Web Application
Security Project ) 10T Security Guidance ~ ULSEzE &4 2 UL 2900 £:%1] » #% Fs4
SRR ~ #2527 -

FHRY SR LR ~ AR B B L E s Rfas | > ATl
FHRSEA — MRS H ERF - BRSSO A Y &
AR o AR R i NS

& VR LR R (BRI R R AR A RIS TR AR
HAtBRBEAETS A - EREEEFR

& E(ERS (International Telecommunication Union, ITU ) ££20054
HFE &2 (World Summit on the Information Society ) 2 #i45  The
Internet of Things ; » IEAFHEYIHHAEHFCAYAER - FITAFHIGERFE HEZ
{2 Wi-Fi ~ Bluetooth ~ NFC ~ RFIDZREEE. » iy th 2 Wi s m i
oz — - MEZ - VIRERECRATMNAES - HERMAEA - f£EA
AR - & (RIS (LPWAN ) $7ifn K IRss 5 ke > A FH s i
PR ZLoRa ~  SigFox K (i T TEN B (S 4iREAHEZHILTE-M1 ~ NB-loT > #7054
s AR teaits B il ~ BT ~ BERE  HERE RN -
(B SRR A A (e 22 S (< > PR A B Y AR LRRER - I AT
71 s DHE S AYIRERS - fEHREIT - ZORFrAYIBEE B R &
ZisERE )T WA RAT » BARES HESNTILNG o S IR et i (58 A HY ) B
WERBEERFHELVIERET > (ElE T ENTE BRI ~ JRE ~ B KR

39



Arapflf FE 2 IR BRI R AT MBI SR AR B HIET AR -
MBI RO TS A ~ HEE R E R o BTE a2 A s &
2t > R R SORERE T2 loTHRBGAHRE 2 B AR > M fph B 25 h oL H HY R3¢
TERBERES AR SR —2 -

& VEE ZERAN O REB S — YRS

BT R R 50 Y R R A T B BB S TN A B R T B
e i - M ATERHE BAE ~ WS E T EME SRR - EEOSEE - FHUENR
Bk W R L S A S OIRE - PRAERdR S AR ) R TR
[EIRF A SR A e » BEANE L E R R KR OB LR =S
=JTEENTENE FHApPEE A E il - (B B TR o AN T B
LHERE ~ 7R APPE(E IR 2 2 HIWI-Fiffe B2 A AT - ARSI 4
UEE NERGRIAS R D RE O B TR [5G (8 S5 2 ot S FREE - A 45
FT I B B 2P IORs B Ryl © (T A GartnersH {5 - 20184 » 509 LA
EHYR R e S R A B 553058 (weak authentication ) % 5 2020
FARFEFTEZE LI » 25% DL BRIV ERR - 52 - RKRE
Vel - WINEETE - BN EESE a2 o BRI SRS
fefh - s EEERIER  ONE - BHELVEEEMRIVES - win] DU
L -

RyBiE— TR NYIBHERE A g B 106545E - CARITEIE L 2
HI106F £ 100FAFHH T EL st L 8 " B R/ NoTE ZEZ )
TRHEE TR E RS 5tE BB 0T E Ll E By A
TEWEE > DIWHITI0T 2 &L & BURTE - WFETIoT 2 B4tk - &8H
EREE L R S e & > BB AR R I S N B R e 2 10T
FEon » SEINERE TSR - RMEAT BRI Y A B R T Y 4g5E
B B 7Rt e R SR R E T K BT E RS M -

H Al - Bl T A 98 2 Pk 4d 48 B Bl iE p sl ik B HR k= (Aintel -
SAMSUNG -~ PHILIPS - vodafone ~ UL ~ dysonZ ) B F 1AWV & - E5L0E
Bt (10T security foundation) - HH¥ Az BLaER SEAVYIRE GRS oL ~ RS 2 &

40



2z AR o (HEART EERYIRE R e s i it & a2
S EICHEE IR - with AT ER T B/ 0T E LR
PG 2 e = B B ST EE TR BUA N E Sl
(TTC) - gtHYBEE 2 rE R B LT o T - SR 12 AP et
B LR BER M SNRGFIFELZ L) » W RE LR &L
AREE TS > R RV E 2 e REEES - ARACE Al R A AL
Bt ARG BT S BEZBESEANL -

MHEAEEANE » DUt EEE RO - 5 S Eeit B REEN AR -
IEER B AR R as (BORNR ARV e - & - LEE - LBk - e
P ~ &R S ) BEZS (SR BB A NG 558 (DrapfiEs) (3%
&t The Fate of the Furious ) 332 A\ B2 A 443 7 1 85 4 5 8 = [ (R I 77 210
& SUHEEE O DUETTAVE LS - Aiadas i & JoH g s
GGG ~ BAEAteInetTAE ~ EidhttpsiHiy « BARA 2 EREAL ~ A [H
RSE < FEMRIEE ~ BoEmerd A (8] ~ ERFS SERT ~ FUSERBR e eI %
R ARSI EER - At H IR HEEY B & L iE A -

41



