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3 EU, WP29, Guidelines on Data Protection Officers (‘DPOs’), WP243 rev.01, p.4.
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(1) 3 #£4% (Core Activities ) *
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GDPR # 3 & 97 8P Fadg Mo fp g 2 P Farhdg 2 T4 & £33
HESLBF 2 EREME 0 GDPR ¥ 37 % 1 bit e At
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4 EU, GDPR, §37(1)(b), “the core activities of the controller or the processor consist of processing
operations which, by virtue of their nature, their scope and/or their purposes, require regular and
systematic monitoring of data subjects on a large scale;”

> EU, GDPR, §37(1)(c), > the core activities of the controller or the processor consist of processing on a
large scale of special categories of data pursuant to Article 9 and personal data relating to criminal
convictions and offences referred to in Article 10.”

6 Id.
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EU, GDPR, Recital 97, .. .for example, on account of their sensitivity, where in accordance with the
achieved state of technological knowledge a new technology is used on a large scale as well as to other
processing operations which result in a high risk to the rights and freedoms of data subjects, in
particular where those operations render it more difficult for data subjects to exercise their rights. A
data protection impact assessment should also be made where personal data are processed for taking
decisions regarding specific natural persons following any systematic and extensive evaluation of
personal aspects relating to natural persons based on profiling those data or following the processing
of special categories of personal data, biometric data, or data on criminal convictions and offences or
related security measures...”

EU, WP29, Guidelines on Data Protection Officers (‘DPOs’), WP243 rev.01, §2.1.3.

EU, WP29, Guidelines on Data Protection Officers (‘DPOs’), WP243 rev.01, §2.1.4.

© ©

4



NV VVENa| 108 & 5 U@ H T £ 0 &4 R B IS L TR R T2
EVABEEENR B LR ] RS
HARFL—Tp

J

ST AT e PEE Y GDPR ¢ X & %k 0 WP243 45 3]
e le¥l R LEFEAY - KPR P FITRE L AT
PFREREEAARA VARSI E on [ i i ke
gpA F A FAIPS G ERPAE - T - REMETRAE
hh 2 - My~ Lo e T - %> o @ GDPR %% ¥ 24 mhip
2 FZpeeF 4 {7 % (tomonitor of the behaviour of data subjects ) | 2
PEAPE » P AmRry B ert P 2 EHE 24 5 0 ¢ 354 17 N FER

BAZF S FLEERY B LR KA B AT

MR o R EEE CRARLHEE A D - o

10 EU, GDPR, Recitals 24, ”... In order to determine whether a processing activity can be considered to
monitor the behaviour of data subjects, it should be ascertained whether natural persons are tracked
on the internet including potential subsequent use of personal data processing techniques which
consist of profiling a natural person, particularly in order to take decisions concerning her or him or
for analysing or predicting her or his personal preferences, behaviours and attitudes.”
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11 BU, WP29, Guidelines on Data Protection Officers (‘DPOs’), WP243 rev.01, §2.3.
12 EU, GDPR, Section 4.
18 EU, WP29, Guidelines on Data Protection Officers (‘DPOs’), WP243 rev.01, §2.4.
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16 EU, GDPR, §37(6), “The data protection officer may be a staff member of the controller or processor,
or fulfil the tasks on the basis of a service contract.”

17 EU, GDPR, §38(6), ” The data protection officer may fulfil other tasks and duties. The controller or
processor shall ensure that any such tasks and duties do not result in a conflict of interests.”

18 EU, GDPR, §38(1), ” The controller and the processor shall ensure that the data protection officer is
involved, properly and in a timely manner, in all issues which relate to the protection of personal data.”
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19 EU, GDPR, §24(1), ... the controller shall implement appropriate technical and organisational
measures to ensure and to be able to demonstrate that processing is performed in accordance with this
Regulation.”
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GDPR # 35 i 2%  DPIA 2 $4 {7 ©
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20 EU, GDPR, §39(1)(c), “to provide advice where requested as regards the data protection impact
assessment and monitor its performance pursuant to Article 35;”

2L EU, GDPR §39(1)(d), “to cooperate with the supervisory authority;”

22 GDPR §39(1)(e) © “to act as the contact point for the supervisory authority on issues relating to
processing, including the prior consultation referred to in Article 36, and to consult, where appropriate,

with regard to any other matter.”
23 EU, WP29, Guidelines on Data Protection Officers (‘DPOs’), WP243 rev.01, §4.4
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2 EU, GDPR, §30(1), “Each controller and, where applicable, the controller's representative, shall
maintain a record of processing activities under its responsibility...”

% EU, GDPR, §30(2), “Each processor and, where applicable, the processor's representative shall
maintain a record of all categories of processing activities carried out on behalf of a controller...”

% EU, GDPR, §30(1), “This Regulation applies to the processing of personal data in the context of the
activities of an establishment of a controller or a processor in the Union, regardless of whether the
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3 1t has to be stressed that in order to manage the risks to the rights and freedoms of natural persons,
the risks have to identified, analyzed, estimated, evaluated, treated (e.g. mitigated...), and reviewed
regularly. Controllers cannot escape their responsibility by covering risks under insurance policies.
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Advice of the DPO -
[art. 35(2)] Code(s) of conduct tSheeI(: t:le ""i‘f"s tOf
Monitor performance [art. 35(8)] € artassf’)ug JeCts
fart. 39(1) (c)] e

Likely to result in
high risks?
[art. 35(1), (3) & (4)]

Exception ?
[art. 35(5) and (10)]

DPIA
[art. 35(7)]

No DPIA needed

Residual high risks?
[art. 36(1)]

Processing reviewed
by the controller

[art. 35(11)] Prior
consultation

No prior
consultation

4~ DPIA 2 if * I

BAT P T AR EERT o TR EER TR LR O E -

3 EU, Guidelines on Data Protection Impact Assessment (DPIA) , determining whether processing is
“likely to result in a high risk” for the purposes of Regulation 2016/679, p.7 °
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® 1.

A DPIA may concern a single data processing operation. However, Article 35(1) states that “a single
assessment may address a set of similar processing operations that present similar high risks”. Recital
92 adds that “there are circumstances under which it may be reasonable and economical for the subject
of a data protection impact assessment to be broader than a single project, for example where public
authorities or bodies intend to establish a common application or processing platform or where several
controllers plan to introduce a common application or processing environment across an industry sector
or segment or for a widely used horizontal activity”.

% Id.

A single DPIA could be used to assess multiple processing operations that are similar in terms of
nature, scope, context, purpose, and risks. Indeed, DPIAs aim at systematically studying new situations
that could lead to high risks on the rights and freedoms of natural persons, and there is no need to carry
out a DPIA in cases (i.e. processing operations performed in a specific context and for a specific
purpose) that have already been studied. This might be the case where similar technology is used to
collect the same sort of data for the same purposes. For example, a group of municipal authorities that
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are each setting up a similar CCTV system could carry out a single DPIA covering the processing by
these separate controllers, or a railway operator (single controller) could cover video surveillance in all
its train stations with one DPIA. This may also be applicable to similar processing operations
implemented by various data controllers. In those cases, a reference DPIA should be shared or made
publicly accessible, measures described in the DPIA must be implemented, and a justification for
conducting a single DPIA has to be provided.

3 Id. at 7-8.

When the processing operation involves joint controllers, they need to define their respective
obligations precisely. Their DPIA should set out which party is responsible for the various measures
designed to treat risks and to protect the rights and freedoms of the data subjects. Each data controller
should express his needs and share useful information without either compromising secrets (e.g.:
protection of trade secrets, intellectual property, confidential business information) or disclosing
vulnerabilities.

8 Id at 8.

A DPIA can also be useful for assessing the data protection impact of a technology product, for
example a piece of hardware or software, where this is likely to be used by different data controllers to
carry out different processing operations. Of course, the data controller deploying the product remains
obliged to carry out its own DPIA with regard to the specific implementation, but this can be informed
by a DPIA prepared by the product provider, if appropriate. An example could be the relationship
between manufacturers of smart meters and utility companies. Each product provider or processor
should share useful information without neither compromising secrets nor leading to security risks by
disclosing vulnerabilities.
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% EU, Recitals 89, 91 and Article 35(1) and (3) , further examples
40 EU, Recitals 75, 76, 92, 116
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41 EU, WP29, Opinion on Purpose limitation 13/EN WP 203, p.24.
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8 EU, GDPR, §20, The data subject shall have the right to receive the personal data concerning him
or her, which he or she has provided to a controller, in a structured, commonly used and machine-
readable format and have the right to transmit those data to another controller without hindrance from
the controller to which the personal data have been provided, where:

the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or on
a contract pursuant to point (b) of Article 6(1); and the processing is carried out by automated means.
In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall have the
right to have the personal data transmitted directly from one controller to another, where technically
feasible.

1The exercise of the right referred to in paragraph 1 of this Article shall be without prejudice to Article
17. 2That right shall not apply to processing necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the controller.

The right referred to in paragraph 1 shall not adversely affect the rights and freedoms of others.”.
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% EU, WP29, Guidelines on the right to data portability, *...This new right cannot be undermined
and limited to the personal information directly communicated by the data subject, for example, on an
online form...”, p.3.

% EU, WP29, Guidelines on the right to data portability, P.““... The new right to data portability aims to
empower data subjects regarding their own personal data, as it facilitates their ability to move, copy or
transmit personal data easily from one IT environment to another...”, p.4.
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7 GDPR §20(1)"The data subject shall have the right to receive the personal data concerning him or
her, which he or she has provided to a controller, in a structured, commonly used and machine-readable
format and have the right to transmit those data to another controller without hindrance from the
controller to which the personal data have been provided, where:
the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or on
a contract pursuant to point (b) of Article 6(1); and
the processing is carried out by automated means.”
%8 GDPR §20(2)”In exercising his or her right to data portability pursuant to paragraph 1, the data
subject shall have the right to have the personal data transmitted directly from one controller to another,
where technically feasible.”.
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% EU, GDPR, Recital §68, ” To further strengthen the control over his or her own data, where the
processing of personal data is carried out by automated means, the data subject should also be allowed
to receive personal data concerning him or her which he or she has provided to a controller in a
structured, commonly used, machine-readable and interoperable format, and to transmit it to another
controller. 2Data controllers should be encouraged to develop interoperable formats that enable data
portability. 3That right should apply where the data subject provided the personal data on the basis of
his or her consent or the processing is necessary for the performance of a contract. 41t should not apply
where processing is based on a legal ground other than consent or contract. 5By its very nature, that
right should not be exercised against controllers processing personal data in the exercise of their public
duties. 61t should therefore not apply where the processing of the personal data is necessary for
compliance with a legal obligation to which the controller is subject or for the performance of a task
carried out in the public interest or in the exercise of an official authority vested in the controller. 7The
data subject’s right to transmit or receive personal data concerning him or her should not create an
obligation for the controllers to adopt or maintain processing systems which are technically compatible.
8Where, in a certain set of personal data, more than one data subject is concerned, the right to receive
the personal data should be without prejudice to the rights and freedoms of other data subjects in
accordance with this Regulation. 9Furthermore, that right should not prejudice the right of the data
subject to obtain the erasure of personal data and the limitations of that right as set out in this
Regulation and should, in particular, not imply the erasure of personal data concerning the data subject
which have been provided by him or her for the performance of a contract to the extent that and for as
long as the personal data are necessary for the performance of that contract. 10Where technically
feasible, the data subject should have the right to have the personal data transmitted directly from one
controller to another.”
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80 EU, GDPR, Recital 68 and §20(3) . Article 20(3) and Recital 68 provide that data portability does not
apply when the data processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the data controller, or when a data controller is exercising
its public duties or complying with a legal obligation. Therefore, there is no obligation for data controllers
to provide for portability in these cases.
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61 The EU glossary (http://eur-lex.europa.eu/eli-register/glossary.html) provides further clarification on
expectations related to the concepts used in this guideline, such as machine-readable, interoperability,
open format, standard, metadata.

% B i#eE 4 (http:/eur-lex.europa.ew/eli-register/glossary.html ) & # P 7 22 A 4p51 7 #rig *
EAPM 2 & Glac B EF G L s TAf o F R R EFEA

2 EU, GDPR, Recital, 68, ”To further strengthen the control over his or her own data, where the
processing of personal data is carried out by automated means, the data subject should also be allowed
to receive personal data concerning him or her which he or she has provided to a controller in a
structured, commonly used, machine-readable and interoperable format, and to transmit it to another
controller. 2Data controllers should be encouraged to develop interoperable formats that enable data
portability. 3That right should apply where the data subject provided the personal data on the basis of
his or her consent or the processing is necessary for the performance of a contract. 41t should not apply
where processing is based on a legal ground other than consent or contract. 5By its very nature, that
right should not be exercised against controllers processing personal data in the exercise of their public

45


http://eur-lex.europa.eu/eli-register/glossary.html)

NV NAVEN G| 108 & BT 4T £ H » 4 B ¥ I A1 TR e IR

EXAEEEERER A ] =
HRFEL—Tp

B EFTAFERR Y ¥ F O 1 (B4 XML JSONCSVo ... )»

=
™
5
ol
=\l
=
o
-
et
ol
=
S
s
i
£
=]
=
=
et
s
=
4
N
fon
bl
N3

WP2935 Z| 3B 2 2 AR M F el £ 2 ¢ s b £ 172 A4 ¥ e

FAE Y ¥ i JpGDPRESHE % 107 B2 R iF B 4 F

duties. 61t should therefore not apply where the processing of the personal data is necessary for
compliance with a legal obligation to which the controller is subject or for the performance of a task
carried out in the public interest or in the exercise of an official authority vested in the controller. 7The
data subject’s right to transmit or receive personal data concerning him or her should not create an
obligation for the controllers to adopt or maintain processing systems which are technically compatible.
8Where, in a certain set of personal data, more than one data subject is concerned, the right to receive
the personal data should be without prejudice to the rights and freedoms of other data subjects in
accordance with this Regulation. 9Furthermore, that right should not prejudice the right of the data
subject to obtain the erasure of personal data and the limitations of that right as set out in this
Regulation and should, in particular, not imply the erasure of personal data concerning the data subject
which have been provided by him or her for the performance of a contract to the extent that and for as
long as the personal data are necessary for the performance of that contract. 10Where technically
feasible, the data subject should have the right to have the personal data transmitted directly from one
controller to another.”.
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8 EU, GDPR, §3, "This Regulation applies to the processing of personal data by a controller not
established in the Union, but in a place where Member State law applies by virtue of public
international law.”.

8 EU, GDPR, §27, "Where Article 3(2) applies, the controller or the processor shall designate in
writing a representative in the Union.

The obligation laid down in paragraph 1 of this Article shall not apply to:

processing which is occasional, does not include, on a large scale, processing of special categories of
data as referred to in Article 9(1) or processing of personal data relating to criminal convictions and
offences referred to in Article 10, and is unlikely to result in a risk to the rights and freedoms of natural
persons, taking into account the nature, context, scope and purposes of the processing; or

a public authority or body.

The representative shall be established in one of the Member States where the data subjects, whose
personal data are processed in relation to the offering of goods or services to them, or whose behaviour
is monitored, are.

The representative shall be mandated by the controller or processor to be addressed in addition to or
instead of the controller or the processor by, in particular, supervisory authorities and data subjects, on
all issues related to processing, for the purposes of ensuring compliance with this Regulation.

The designation of a representative by the controller or processor shall be without prejudice to legal
actions which could be initiated against the controller or the processor themselves.”
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¥ - B LG FR B A TALEES 4 (Data Protection Directive » 24 % Directive 95/46/EC on
the protection of individuals with regard to the processing of personal data and on the free movement
ofsuchdata) » 7 58 & § | BIFI57R Bzt B 4 TR kg £ 0 B2 1
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HEI - Bz AT f F GDPR 2§ * 2R %ib2 2
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GDPR ** Bl 242 — if * ®o

8 EU, GDPR, 8§51 (1), “each Member State shall provide for one or more independent public
authorities to be responsible for monitoring the application of this Regulation, in order to protect the
fundamental rights and freedoms of natural persons in relation to processing and to facilitate the free
flow of personal data within the Union (‘supervisory authority”).”

8 EU, GDPR, 851 (2), “each supervisory authority shall contribute to the consistent application of
this Regulation throughout the Union. For that purpose, the supervisory authorities shall cooperate with
each other and the Commission in accordance with Chapter VIL.”
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% EU, GDPR, 857 (1), (g), cooperate with, including sharing information and provide mutual
assistance to, other supervisory authorities with a view to ensuring the consistency of application and
enforcement of this Regulation.

%1 EU, WP29, Guidelines on the Application and Setting of Administrative Fines for the Purposes of
the Regulation 2016/679 At 5.
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92 1d. At 6, “equivalent powers for monitoring and ensuring compliance with the rules for the
protection of personal data and equivalent sanctions for infringements in the Member States.”

% 1d. At 5.

% EU, GDPR, 883 (1), “Each supervisory authority shall ensure that the imposition of administrative
fines pursuant to this Article in respect of infringements of this Regulation referred to in paragraphs 4,
5 and 6 shall in each individual case be effective, proportionate and dissuasive.”
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% WP29, supra note 5, at 6.

% EU, GDPR, 8§83 (2) (a), “The nature, gravity and duration of the infringement taking into account
the nature scope or purpose of the processing concerned as well as the number of data subjects affected,
and the level of damage suffered by them.”

% EU, GDPR, §83 (4), “infringements of the following provisions shall, in accordance with paragraph
2, be subject to administrative fines up to 10 000 000 EUR, or in the case of an undertaking, up to 2 %
of the total worldwide annual turnover of the preceding financial year, whichever is higher. Article 83
(5), infringements of the following provisions shall, in accordance with paragraph 2, be subject to
administrative fines up to 20 000 000 EUR, or in the case of an undertaking, up to 4 % of the total
worldwide annual turnover of the preceding financial year, whichever is higher. Article 83 (6), non-
compliance with an order by the supervisory authority as referred to in Article 58(2) shall, in
accordance with paragraph 2 of this Article, be subject to administrative fines up to 20 000 000 EUR,
or in the case of an undertaking, up to 4 % of the total worldwide annual turnover of the preceding
financial year, whichever is higher.”
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% WP29, supra note 5, at 9.

99 ZYRINFTY L gﬁ@]m@]“&_ﬁ-/} itk A R R Lppﬂ'lir'ﬁ?’*}’ﬁ s defe A a4
fPpEded 2o~ £ F G AR W E > ARAZ P FHE L v #7424 Guidelines
on the application and setting of administrative fines for the purposes of the Regulation 2016/679 ( i
3% 2016/679 SLARLR| P cniT Fe )42 * fodl R 4p51) 298 9 ¢ Application of article 83(6)
necessarily must take into account national law on procedure. National law determines how an order is
issued, how it is notified, from which point it takes effect, whether there is a grace period to work on
compliance. Notably, the effect of an appeal on the enforceability of an order should be taken into
account.

100 EU, WP29, supra note 5, at 10, “the scope, purpose of the processing concerned as well as the
number of data subjects affected and the level of damage suffered by them” Article 29 Working Party,
supra note 5, at 10.
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101 1d. At 10.

102 1d. At 11.

1% GDPR % 23 i 2 % 32 iF #-F 5 i 4 TAL L HONI R B A I E 2 Ltk
BE2FiEe

104 'EU, GDPR, 883 (2) (b), “the intentional or negligent character of the infringement.”
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105 _EU, WP29, supra note 5, at 12.
106 1d. at 13.
07 EU, GDPR, 883 (2) (c), “...any action taken by the controller or processor to mitigate the damage

suffered by data subjects.”
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108 EU, WP29, supra note 5, at 13.
199 EU, GDPR, §83 (2) (d), “the degree of responsibility of the controller or processor taking into

account technical and organizational measures implemented by them pursuant to Articles 25 and 32.”
110 EU, WP29, supra note 5, at 13.

111 EU, GDPR, 883 (2) (), “any relevant previous infringements by the controller or processor.”
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112 EU, WP29, supra note 5, at 14.

113 EU, GDPR, 883 (2) (f), “the degree of cooperation with the supervisory authority, in order to
remedy the infringement and mitigate the possible adverse effects of the infringement”

114 WP29, supra note 5, at 14.

115 EU, GDPR, 883 (2) (g), “the categories of personal data affected by the infringement.”

118 EU, WP29, supra note 5, at 14-15.

117 EU, GDPR, 883 (2) (h), “the manner in which the infringement became known to the supervisory
authority, in particular whether, and if so to what extent, the controller or processor notified the

infringement.”
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118 EU, WP29, supra note 5, at 15.

118 EU, GDPR, 8§83 (2) (i), where measures referred to in Article 58(2) have previously been ordered
against the controller or processor concerned with regard to the same subject-matter, compliance with
those measures

120 EU, WP29, supra note 5, at 15.

121 EU, GDPR, 883 (2) (j), “adherence to approved codes of conduct pursuant to Article 40 or
approved certification mechanisms pursuant to Article 42.”
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122 EU, WP29, supra note 5, at 15.
123 EU, GDPR, 883 (2) (k), “any other aggravating or mitigating factor applicable to the circumstances
of the case, such as financial benefits gained, or losses avoided, directly or indirectly, from the

infringement.”
124 EU, WP29, supra note 5, at 16.
125 EU, WP29, supra note 5, at 9.
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129 1d. At 13.

130 EU, GDPR, 8§35 (1), “where a type of processing in particular using new technologies, and taking
into account the nature, scope, context and purposes of the processing, is likely to result in a high risk
to the rights and freedoms of natural persons, the controller shall, prior to the processing, carry out an
assessment of the impact of the envisaged processing operations on the 72 protection of personal data.
A single assessment may address a set of similar processing operations that present similar high risks.”
131 EU, GDPR, 837 (1), “The controller and the processor shall designate a data protection officer in
any case where: (a) the processing is carried out by a public authority or body, except for courts acting
in their judicial capacity; (b) the core activities of the controller or the processor consist of processing
operations which, by virtue of their nature, their scope and/or their purposes, require regular and
systematic monitoring of data subjects on a large scale; or (c) the core activities of the controller or the
processor consist of processing on a large scale of special categories of data pursuant to Article 9 and
personal data relating to criminal convictions and offences referred to in Article 10.”
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136 U.S., Video Privacy Protection Act, https:/epic.org/privacy/vppa/ (Last visited Nov.18, 2019)
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137 8 https://www.ftc.gov/news-events/press-releases/2017/02/vizio-pay-22-million-ftc-state-new-
jersey-settle-charges-it (Last visited Dec.20, 2019)

138 18 U.S. Code §2710(a)(1):"the term ‘consumer’ means any renter, purchaser, or subscriber of goods
or services from a video tape service provider;”
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139 18 U.S. Code §2710(a)(3):” the term “personally identifiable information” includes information
which identifies a person as having requested or obtained specific video materials or services from a
video tape service provider;”

140 18 U.S. Code §2710(a)(4): the term ‘video tape service provider’ means any person, engaged in the
business, in or affecting interstate or foreign commerce, of rental, sale, or delivery of prerecorded video
cassette tapes or similar audio visual materials, or any person or other entity to whom a disclosure is
made under subparagraph (D) or (E) of subsection (b)(2), but only with respect to the information
contained in the disclosure.

141 18 U.S. Code §2710(b)(2)(D):to any person if the disclosure is solely of the names and addresses
of consumers and if— (i) the video tape service provider has provided the consumer with the
opportunity, in a clear and conspicuous manner, to prohibit such disclosure; and (ii)the disclosure does
not identify the title, description, or subject matter of any video tapes or other audio visual material;
however, the subject matter of such materials may be disclosed if the disclosure is for the exclusive use
of marketing goods and services directly to the consumer;”

142 18 U.S. Code §2710(b)(2)(D): to any person if the disclosure is incident to the ordinary course of
business of the video tape service provider;”

143 18 U.S. Code §2710(b)(2)(B):” to any person with the informed, written consent (including through
an electronic means using the Internet) of the consumer that—(i)is in a form distinct and separate from
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any form setting forth other legal or financial obligations of the consumer; (ii)at the election of the
consumer—(I)is given at the time the disclosure is sought; or (I)is given in advance for a set period of
time, not to exceed 2 years or until consent is withdrawn by the consumer, whichever is sooner; and
(iii)the video tape service provider has provided an opportunity, in a clear and conspicuous manner, for
the consumer to withdraw on a case-by-case basis or to withdraw from ongoing disclosures, at the
consumer’s election;”

144 18 U.S. Code §2710(b)(2)(D)

145 18 U.S. Code §2710(b)(1)(c):"to a law enforcement agency pursuant to a warrant issued under the
Federal Rules of Criminal Procedure, an equivalent State warrant, a grand jury subpoena, or a court
order;”
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146 47 U.S. Code §551(a)(2)(A): the term ‘personally identifiable information’ does not include any
record of aggregate data which does not identify particular persons;”

147 47 U.S. Code §551(a)(2)(B): the term “other service” includes any wire or radio communications
service provided using any of the facilities of a cable operator that are used in the provision of cable
service;”

148 47 U.S. Code §551(a)(2)(C): the term “cable operator” includes, in addition to persons within the
definition of cable operator in section 522 of this title, any person who (i) is owned or controlled by, or
under common ownership or control with, a cable operator, and (ii) provides any wire or radio
communications service.”
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149 47 U.S. Code §552(5):”the term “cable operator” means any person or group of persons (A) who
provides cable service over a cable system and directly or through one or more affiliates owns a
significant interest in such cable system, or (B) who otherwise controls or is responsible for, through
any arrangement, the management and operation of such a cable system;”

150 47 U.S. Code §551(a)(1): At the time of entering into an agreement to provide any cable service or
other service to a subscriber and at least once a year thereafter, a cable operator shall provide notice in
the form of a separate, written statement to such subscriber which clearly and conspicuously informs
the subscriber of—(A)the nature of personally identifiable information collected or to be collected with
respect to the subscriber and the nature of the use of such information;(B)the nature, frequency, and
purpose of any disclosure which may be made of such information, including an identification of the
types of persons to whom the disclosure may be made;(C)the period during which such information
will be maintained by the cable operator;(D)the times and place at which the subscriber may have
access to such information in accordance with subsection (d); and(E)the limitations provided by this
section with respect to the collection and disclosure of information by a cable operator and the right of
the subscriber under subsections (f) and (h) to enforce such limitations.In the case of subscribers who
have entered into such an agreement before the effective date of this section, such notice shall be
provided within 180 days of such date and at least once a year thereafter.

151 47 U.S. Code §551(b):” (1)Except as provided in paragraph (2), a cable operator shall not use the
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cable system to collect personally identifiable information concerning any subscriber without the prior
written or electronic consent of the subscriber concerned.(2)A cable operator may use the cable system
to collect such information in order to—(A)obtain information necessary to render a cable service or
other service provided by the cable operator to the subscriber; or (B)detect unauthorized reception of
cable communications.”

152 47 U.S. Code §551(c):”(1)Except as provided in paragraph (2), a cable operator shall not disclose
personally identifiable information concerning any subscriber without the prior written or electronic
consent of the subscriber concerned and shall take such actions as are necessary to prevent
unauthorized access to such information by a person other than the subscriber or cable operator. (2)A
cable operator may disclose such information if the disclosure is—(A)necessary to render, or conduct a
legitimate business activity related to, a cable service or other service provided by the cable operator to
the subscriber;(B)subject to subsection (h), made pursuant to a court order authorizing such disclosure,
if the subscriber is notified of such order by the person to whom the order is directed; (C)a disclosure
of the names and addresses of subscribers to any cable service or other service, if—(i)the cable
operator has provided the subscriber the opportunity to prohibit or limit such disclosure, and(ii)the
disclosure does not reveal, directly or indirectly, the—(I)extent of any viewing or other use by the
subscriber of a cable service or other service provided by the cable operator, or(Il)the nature of any
transaction made by the subscriber over the cable system of the cable operator; or (D)to a government
entity as authorized under chapters 119, 121, or 206 of title 18, except that such disclosure shall not
include records revealing cable subscriber selection of video programming from a cable operator.”

183 47 U.S. Code §551(h):”...governmental entity may obtain personally identifiable information
concerning a cable subscriber pursuant to a court order only if, in the court proceeding relevant to such
court order— (1) such entity offers clear and convincing evidence that the subject of the information is
reasonably suspected of engaging in criminal activity and that the information sought would be
material evidence in the case; and (2) the subject of the information is afforded the opportunity to
appear and contest such entity’s claim.”
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154 18 U.S. Code §119, §121, §206

155 47 U.S. Code §551(d):” A cable subscriber shall be provided access to all personally identifiable
information regarding that subscriber which is collected and maintained by a cable operator. Such
information shall be made available to the subscriber at reasonable times and at a convenient place
designated by such cable operator. A cable subscriber shall be provided reasonable opportunity to
correct any error in such information.”

156 47 U.S. Code §551(e):” A cable operator shall destroy personally identifiable information if the
information is no longer necessary for the purpose for which it was collected and there are no pending
requests or orders for access to such information under subsection (d) or pursuant to a court order.”
157 47 U.S. Code §551(f):”(1)Any person aggrieved by any act of a cable operator in violation of this
section may bring a civil action in a United States district court. (2)The court may award—(A)actual
damages but not less than liquidated damages computed at the rate of $100 a day for each day of
violation or $1,000, whichever is higher;(B)punitive damages; and(C)reasonable attorneys’ fees and
other litigation costs reasonably incurred...”
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159 U.S., 1.81.5 Civil Code §1798.140(0)(1):”*Personal information” means information that identifies,
relates to, describes, is capable of being associated with, or could reasonably be linked, directly or
indirectly, with a particular consumer or household. Personal information includes, but is not limited to,
the following: (A) Identifiers such as a real name, alias, postal address, unique personal identifier,
online identifier Internet Protocol address, email address, account name, social security number,
driver’s license number, passport number, or other similar identifiers. (B) Any categories of personal
information described in subdivision (e) of Section 1798.80. (C) Characteristics of protected
classifications under California or federal law. (D) Commercial information, including records of
personal property, products or services purchased, obtained, or considered, or other purchasing or
consuming histories or tendencies. (E) Biometric information. (F) Internet or other electronic network
activity information, including, but not limited to, browsing history, search history, and information
regarding a consumer’s interaction with an Internet Web site, application, or advertisement. (G)
Geolocation data. (H) Audio, electronic, visual, thermal, olfactory, or similar information. (I)
Professional or employment-related information. (J) Education information, defined as information that
is not publicly available personally identifiable information as defined in the Family Educational
Rights and Privacy Act (20 U.S.C. section 1232g, 34 C.E.R. Part 99). (K) Inferences drawn from any of
the information identified in this subdivision to create a profile about a consumer reflecting the
consumer’s preferences, characteristics, psychological trends, preferences, predispositions, behavior,
attitudes, intelligence, abilities, and aptitudes.”
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180 1U.S., 1.81.5 Civil Code §1798.100(b):” A business that collects a consumer’s personal information
shall, at or before the point of collection, inform consumers as to the categories of personal information
to be collected and the purposes for which the categories of personal information shall be used. A
business shall not collect additional categories of personal information or use personal information
collected for additional purposes without providing the consumer with notice consistent with this
section.”

161 1U.S., 1.81.5 Civil Code §1798.100(d):” A business that receives a verifiable consumer request from
a consumer to access personal information shall promptly take steps to disclose and deliver, free of
charge to the consumer, the personal information required by this section. The information may be
delivered by mail or electronically, and if provided electronically, the information shall be in a portable
and, to the extent technically feasible, in a readily useable format that allows the consumer to transmit
this information to another entity without hindrance. A business may provide personal information to a
consumer at any time, but shall not be required to provide personal information to a consumer more
than twice in a 12-month period.”

162 1U.S., 1.81.5 Civil Code §1798.130(a):”(3) For purposes of subdivision (b) of Section 1798.110:(A)
To identify the consumer, associate the information provided by the consumer in the verifiable request
to any personal information previously collected by the business about the consumer.(B) Identify by
category or categories the personal information collected about the consumer in the preceding 12
months by reference to the enumerated category or categories in subdivision (c) that most closely
describes the personal information collected.

183 U.S., 1.81.5 Civil Code §1798.105:”(a) A consumer shall have the right to request that a business
delete any personal information about the consumer which the business has collected from the
consumer.(b) A business that collects personal information about consumers shall disclose, pursuant to
subparagraph (A) of paragraph (5) of subdivision (a) of Section 1798.130, the consumer’s rights to
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request the deletion of the consumer’s personal information...”

164 1U.S., 1.81.5 Civil Code §1798.120:” (a) A consumer shall have the right, at any time, to direct a
business that sells personal information about the consumer to third parties not to sell the consumer’s
personal information. This right may be referred to as the right to opt out.”

185 1U.S., 1.81.5 Civil Code §1798.125(b)(3):” A business may enter a consumer into a financial
incentive program only if the consumer gives the business prior opt-in consent pursuant to Section
1798.135 which clearly describes the material terms of the financial incentive program, and which may
be revoked by the consumer at any time.”

186 In re Nickelodeon Consumer Privacy Litigation » UNITED STATES COURT OF APPEALS FOR
THE THIRD CIRCUIT - https://epic.org/amicus/vppa/nickelodeon/ (Last visited Dec.16, 2019)
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216 U.S., ePrivacy ¥ %, §4 <Definitions>.

1. For the purposes of this Regulation, following definitions shall apply:

(@) the definitions in Regulation (EU) 2016/679;

(b)the definitions of ‘electronic communications network’, ‘electronic communications service’,
‘interpersonal communications service’, ‘number-based interpersonal communications service’,
‘number-independent interpersonal communications service’, ‘end-user’ and ‘call’ in points (1),
@), (5), (6), (7), (14) and (21) respectively of Article 2 of [Directive establishing the European
Electronic Communications Code];

(©) the definition of 'terminal equipment' in point (1) of Article 1 of Commission Directive
2008/63/EC.

2. For the purposes of point (b) of paragraph 1, the definition of ‘interpersonal
communications service’ shall include services which enable interpersonal and
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interactive communication merely as a minor ancillary feature that is intrinsically
9

3. In addition, for the purposes of this Regulation the following definitions shall apply
communications metadata

(@) “electronic communications data’ means electronic communications content and electronic
5

(b) ‘electronic communications content’ means the content exchanged by means of electronic
communications services, such as text, voice, videos, images, and sound

$] 2 ;
(©) ‘electronic communications metadata’ means data processed in an electronic communications
network for the purposes of transmitting, distributing or exchanging electronic communications
5

content; including data used to trace and identify the source and destination of a communication
data on the location of the device generated in the context of providing electronic

communications services, and the date, time, duration and the type of communication
(d) ‘publicly available directory’ means a directory of end-users of electronic communications

services, whether in printed or electronic form, which is published or made available to the public
or to a section of the public, including by means of a directory enquiry service
() ‘electronic mail’ means any electronic message containing information such as text, voice, video

;
sound or image sent over an electronic communications network which can be stored in the
network or in related computing facilities, or in the terminal equipment of its recipient

(f) ‘direct marketing communications’ means any form of advertising, whether written or oral, sent
interaction, electronic mail, SMS, etc

to one or more identified or identifiable end-users of electronic communications services
&
o

including the use of automated calling and communication systems with or without human

(9) ‘direct marketing voice-to-voice calls’ means live calls, which do not entail the use of automated
calling systems and communication systems

(h) ‘automated calling and communication systems’ means systems capable of automatically
initiating calls to one or more recipients in accordance with instructions set for that system, and

transmitting sounds which are not live speech, including calls made using automated calling and
communication systems which connect the called person to an individual
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217 U.S., ePrivacy % %, §5 <Confidentiality of electronic communications data>
Electronic communications data shall be confidential. Any interference with electronic
communications data, such as by listening, tapping, storing, monitoring, scanning or other kinds
of interception, surveillance or processing of electronic communications data, by persons other
than the end-users, shall be prohibited, except when permitted by this Regulation.

218 U.S., ePrivacy % %, §7 <Storage and erasure of electronic communications data>

1. Without prejudice to point (b) of Article 6(1) and points (a) and (b) of Article 6(3), the provider of
the electronic communications service shall erase electronic communications content or make that
data anonymous after receipt of electronic communication content by the intended recipient or
recipients. Such data may be recorded or st » ored by the end-users or by a third party entrusted
by them to record, store or otherwise process such data, in accordance with Regulation (EU)
2016/679.

2. Without prejudice to point (b) of Article 6(1) and points (a) and (c) of Article 6(2), the provider of
the electronic communications service shall erase electronic communications metadata or make
that data anonymous when it is no longer needed for the purpose of the transmission of a
communication.

3. Where the processing of electronic communications metadata takes place for the purpose of
billing in accordance with point (b) of Article 6(2), the relevant metadata may be kept until the
end of the period during which a bill may lawfully be challenged or a payment may be pursued in
accordance with national law.
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29 .S, ePrivacy ¥ %, §<Permitted processing of electronic communications data>

1. Providers of electronic communications networks and services may process electronic
communications data if:

(a) it is necessary to achieve the transmission of the communication, for the duration necessary for
that purpose; or

(b)it is necessary to maintain or restore the security of electronic communications networks and
services, or detect technical faults and/or errors in the transmission of electronic communications,
for the duration necessary for that purpose.

2. Providers of electronic communications services may process electronic communications
metadata if:

(a) it is necessary to meet mandatory quality of service requirements pursuant to [Directive
establishing the European Electronic Communications Code] or Regulation (EU) 2015/212011
for the duration necessary for that purpose; or

(b)it is necessary for billing, calculating interconnection payments, detecting or ~ stopping
fraudulent, or abusive use of, or subscription to, electronic communications services; or

(c) the end-user concerned has given his or her consent to the processing of his or her
communications metadata for one or more specified purposes, including for the provision of
specific services to such end-users, provided that the purpose or purposes concerned could not be
fulfilled by processing information that is made anonymous.

3. Providers of the electronic communications services may process electronic communications
content only:

(a) for the sole purpose of the provision of a specific service to an end-user, if the end- user or end-
users concerned have given their consent to the processing of his or her electronic
communications content and the provision of that service cannot be fulfilled without the
processing of such content; or

(b)if all end-users concerned have given their consent to the processing of their electronic
communications content for one or more specified purposes that cannot be fulfilled by processing
information that is made anonymous, and the provider has consulted the supervisory authority.
Points (2) and (3) of Article 36 of Regulation (EU) 2016/679 shall apply to the consultation of the
supervisory authority.

219 Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015

laying down measures concerning open internet access and amending Directive 2002/22/EC on

universal service and users’ rights relating to electronic communications networks and services and

Regulation (EU) No 531/2012 on roaming on public mobile communications networks within the
Union (OJ L 310, 26.11.2015, p.1-18)
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220 J.S., ePrivacy ¥ %, §l11 <Restrictions>
1. Union or Member State law may restrict by way of a legislative measure the scope of the
obligations and rights provided for in Articles 5 to 8 where such a restriction respects the essence
of the fundamental rights and freedoms and is a necessary, appropriate and proportionate measure
in a democratic society to safeguard one or more of the general public interests referred to in
Article 23(1)(a) to (e) of Regulation (EU) 2016/679 or a monitoring, inspection or regulatory
function connected to the exercise of official authority for such interests.
Providers of electronic communications services shall establish internal procedures for responding
to requests for access to end-users’ electronic communications data based on a legislative measure
adopted pursuant to paragraph 1. They shall provide the competent supervisory authority, on
demand, with information about those procedures, the number of requests received, the legal
justification invoked and their response.
221 J.S., ePrivacy % %, §8 <Protection of information stored in and related to end-users’ terminal
equipment>
1. The use of processing and storage capabilities of terminal equipment and the collection of
information from end-users’ terminal equipment, including about its software and hardware, other
than by the end-user concerned shall be prohibited, except on the following grounds:
(a) it is necessary for the sole purpose of carrying out the transmission of an electronic
communication over an electronic communications network; or
(b)the end-user has given his or her consent; or
(c) it is necessary for providing an information society service requested by the end- user; or
(d)if it is necessary for web audience measuring, provided that such measurement is carried out by
the provider of the information society service requested by the end- user.
2. The collection of information emitted by terminal equipment to enable it to connect to another
device and, or to network equipment shall be prohibited, except if:
(a) it is done exclusively in order to, for the time necessary for, and for the purpose of establishing a
connection; or
(b)a clear and prominent notice is displayed informing of, at least, the modalities of the collection,
its purpose, the person responsible for it and the other information required under Article 13 of
Regulation (EU) 2016/679 where personal data are collected, as well as any measure the end-user
of the terminal equipment can take to stop or minimise the collection.
The collection of such information shall be conditional on the application of appropriate technical
and organisational measures to ensure a level of security appropriate to the risks, as set out in
Article 32 of Regulation (EU) 2016/679, have been applied.
3. The information to be provided pursuant to point (b) of paragraph 2 may be provided in
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combination with standardized icons in order to give a meaningful overview of the collection in
an easily visible, intelligible and clearly legible manner.

4. The Commission shall be empowered to adopt delegated acts in accordance with Article 27
determining the information to be presented by the standardized icon and the procedures for
providing standardized icons.

222 J.S., ePrivacy ¥ %, §10 <Information and options for privacy settings to be provided>

1. Software placed on the market permitting electronic communications, including the retrieval and
presentation of information on the internet, shall offer the option to prevent third parties from
storing information on the terminal equipment of an end- user or processing information already
stored on that equipment.

2. Upon installation, the software shall inform the end-user about the privacy settings options and, to
continue with the installation, require the end-user to consent to a setting.

3. In the case of software which has already been installed on 25 May 2018, the requirements under
paragraphs 1 and 2 shall be complied with at the time of the first update of the software, but no
later than 25 August 2018.
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223 U.S., ePrivacy ¥ %, §6 <Permitted processing of electronic communications data>
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224 U.S., ePrivacy ¥ %, §14 <Incoming call blocking>

Providers of publicly avallable number-based interpersonal communications services shall deploy state
of the art measures to limit the reception of unwanted calls by end-users and shall also provide the
called end-user with the following possibilities, free of charge:

(a)to block incoming calls from specific numbers or from anonymous sources;

(b)to stop automatic call forwarding by a third party to the end-user's terminal equipment.

25 Article 16 <Unsolicited communications>

1.Natural or legal persons may use electronic communications services for the purposes of sending
direct marketing communications to end-users who are natural persons that have given their consent.
2.Where a natural or legal person obtains electronic contact details for electronic mail from its
customer, in the context of the sale of a product or a service, in accordance with Regulation (EU)
2016/679, that natural or legal person may use these electronic contact details for direct marketing of
its own similar products or services only if customers are clearly and distinctly given the opportunity to
object, free of charge and in an easy manner, to such use. The right to object shall be given at the time
of collection and each time a message is sent.

3.Without prejudice to paragraphs 1 and 2, natural or legal persons using electronic communications
services for the purposes of placing direct marketing calls shall:

(a)present the identity of a line on which they can be contacted; or

(b)present a specific code/or prefix identifying the fact that the call is a marketing call.

4 Notwithstanding paragraph 1, Member States may provide by law that the placing of direct marketing
voice-to-voice calls to end-users who are natural persons shall only be allowed in respect of end-users
who are natural persons who have not expressed their objection to receiving those communications.
5.Member States shall ensure, in the framework of Union law and applicable national law, that the
legitimate interest of end-users that are legal persons with regard to unsolicited communications sent
by means set forth under paragraph 1 are sufficiently protected.

6.Any natural or legal person using electronic communications services to transmit direct marketing
communications shall inform end-users of the marketing nature of the communication and the identity
of the legal or natural person on behalf of whom the communication is transmitted and shall provide
the necessary information for recipients to exercise their right to withdraw their consent, in an easy
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manner, to receiving further marketing communications.

7.The Commission shall be empowered to adopt implementing measures in accordance with Article
26(2) specifying the code/or prefix to identify marketing calls, pursuant to point (b) of paragraph 3

226 J.S., ePrivacy ¥ %, §17 <Information about detected security risks>

In the case of a particular risk that may compromise the security of networks and electronic
communications services, the provider of an electronic communications service shall inform end-users
concerning such risk and, where the risk lies outside the scope of the measures to be taken by the
service provider, inform end-users of any possible remedies, including an indication of the likely costs
involved.
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221 U.S., ePrivacy ¥ %, §6 ~ 17
228 J.S., ePrivacy ¥ %, §15 <Publicly available directories>

1.

The providers of publicly available directories shall obtain the consent of end-users who are
natural persons to include their personal data in the directory and, consequently, shall obtain
consent from these end-users for inclusion of data per category of personal data, to the extent
that such data are relevant for the purpose of the directory as determined by the provider of the
directory. Providers shall give end- users who are natural persons the means to verify, correct
and delete such data.

The providers of a publicly available directory shall inform end-users who are natural persons
whose personal data are in the directory of the available search functions of the directory and
obtain end-users’ consent before enabling such search functions related to their own data.

The providers of publicly available directories shall provide end-users that are legal persons
with the possibility to object to data related to them being included in the directory. Providers
shall give such end-users that are legal persons the means to verify, correct and delete such data.
The possibility for end-users not to be included in a publicly available directory, or to verify,
correct and delete any data related to them shall be provided free of charge.

145



M\/\QQ
EVAEEESRE

108 & B0 3 3T £ ik F RE IR R IRIE 2
Ty R X

F

Erar)

7 44,

S\
b
>~

3. R 7

I

P~ e - i s ERELEE ~ B dp X ) Rl

CHRE O R AT A A EERE

2’02%7&‘1’;%& A )

=

R HIR R A g e R B

2l KA - .
(=N r

ePrivacy¥ % %4 37 T

© S

)Y

7 FFEI

AL K B

TFULURTATA 2 KK R T

7 =

SRR AFARER AR B AL Y 2 R §

146

I {1!



NV NIVEN 108 B BT £ F  EF R IR T RIS
EXFAEEEFSRE Fird 2 g Bk
B AR

FRBFA - RBT d SN A S MAIL A 7k hE

& f > mePrivacyd R ¥HF BARFEFT L L E- AN o gL

4y

TIAATHLFL  FAT I BFHE T ILRATHR T34

S

AR FEASHT A RERLEREIE AR LTI LA

Rig

WA FUGS TR RA L RS SR

R

&%‘ql?iwsb ’w%‘*‘ﬂ” ;%:‘@’\/gggﬁA«‘%; 1.,}:%&%%

PHREFALE  AFLRT TR FPRES

@%ﬁﬁmﬁAﬁﬁ%é%i%Gﬁm MlMﬂwuﬂﬁl%#ﬂ’

5 WoRgE -~ F R AF M2 2 ka2 phHF2ZBATE 2 FUE - AL
Qrofg_—'ﬁ—r;,j,ﬁ‘qai__&,z wLoeg o

- ‘i%?*ﬂqﬁ‘ﬁfio

S OBPMRAFE AR AA BB AR IEBSERFFN > P ERAFEF AL 2
s

\ggl\gﬁ;f’s Hu@we &2 0082 ,@;;\?\‘_O

v

T~ ’252'*}5?&3 ﬁlﬁiﬂfﬁ’f?é*“ﬁ%‘ CEA R PRI ZP G AP AERET A G Y
P S T Y T B P S T

RS ‘\772'5&13&?‘*% (RES L%*«ﬁl’i\'?té\ﬂiﬁfs? VIR R & TIVE -1 LRI S 1 SR Y
?ﬁlf'?_?_‘ FE#%E’ °

A 5_;_;%,;1/\ B R e AR R P 2 :&Q%E} ﬁ'*;jé%?}-y"ﬁmﬂ%']"*fﬁ'#lﬁéik &

N
gﬁ?

RRE - RIEAAY s AEEREFH ,&}g—p—k N SRS E
§W@‘“W”%%¢*l5ﬁﬁt. awﬁwﬁ@4$%7 B RIE R S B R -

LF A o HED o P ETIINAYL - F

ﬁﬁﬁ{%ﬁ“ﬁf@m°

\‘ge_ilﬁ’j;/\};,—&o

I HERAEFEET -

BUAR R A FA

ATREFA o e F P D

- BEP TR
CEFFAFROSGURLMG 2 EREF X 2

AR FoR A N AT

?WF %ﬁé*\i

|
}

oy

NS
=
~

AOFPME R TR SR -

Ed

oz .
e &t

'T v

Eratd g ga oo 2 TR GEREEAILE A G

Mms iy
;.\
N
?
Th o
&
{\‘
&
E
¢
'«}F
IS
N,
=k
‘M
~

N :i’\}‘f',&°
ﬁiﬁk\iiljiﬂi—,&go
BN t]}:/\f—}lﬁ’»]j%?——ﬁ;? Kk wEE A Zf‘x#"i#i@@‘i\'ﬁﬂ?’ ,%F‘—,ﬁ {18 R

|
’

147



‘JOﬁQ\AQC] 108 B BT £ F  EF R IR T RIS
AEEEERR T4 T 7 B
B AR

B AT AESE 5T B TP hE 2 TS ePrivacy ¥ & P44 e

AR AR R AT R A R R R TR A
PRS2 RETN A AL SHE RL REREE T 2H5 A
ePrivacy ¥ %k chf & ik & £ R Rt £ ik jFGDPRZ L2 » & K i

WAUPRIAH B PR B R FRR G R X 2P Y
o Febie- H B R FFIFUMIRIEZ b 'GiE R P kePrivacy

FLTEEPIT F PRI e £ Aod g 2 g AT oy e oAt

ePrivacy ¥ % 2 E Z R 7 "L FTHBBAZFT N @ H e

T3 MPRIFEART A -

>t
=
=1
ﬁ
&
5
e
%‘@3\
o
?‘d
‘-H‘E
ol
et
P
O
o
o
=z,
D
e
z
s
4\‘
E
=t
pa
i
R
N
&5
—%ﬁ\;

%a"ﬂ};ﬂ I I S L B

A ‘E]L@'ﬁi’\%&@,'b\p o

232 Regulation (EU) 2015/2120 of the European Parliament and of the Council of 25 November 2015
laying down measures concerning open internet access and amending Directive 2002/22/EC on
universal service and users’ rights relating to electronic communications networks and services and
Regulation (EU) No 531/2012 on roaming on public mobile communications networks within the
Union (OJ L 310, 26.11.2015, p.1-18)

233 U.S., ePrivacy ¥ %, §8 <Protection of information stored in and related to end-users’ terminal
equipment>

234 U.S., ePrivacy ¥ %, §17 <Information about detected security risks>
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238 The ePrivacy Regulation: Another Layer of EU Data Regulations,
https://www.trendmicro.com/vinfo/us/security/news/online-privacy/the-eprivacy-regulation-another-
layer-of-eu-data-regulations

29 SRR AR R AT R R R -T R G RSB 2 B enT g
https://blog.trendmicro.com.tw/?p=55992

240 Why the IoT industry needs to pay attention to ePrivacy Regulation ,
https://internetofbusiness.com/iot-industry-needs-pay-attention-eprivacy-regulation/

150


https://www.trendmicro.com/vinfo/us/security/news/online-privacy/the-eprivacy-regulation-another-layer-of-eu-data-regulations
https://www.trendmicro.com/vinfo/us/security/news/online-privacy/the-eprivacy-regulation-another-layer-of-eu-data-regulations
https://blog.trendmicro.com.tw/?p=55992
https://internetofbusiness.com/iot-industry-needs-pay-attention-eprivacy-regulation/

g 108 # A L @K% £ 8~ & o # LB ] T e R A L

BEESER R A

Wokdp LT
2L TlePrivacy ¥ % - R TG REILBEF LB o
S CEARERMECERREZY R
(=) et
FRmmE AL R g (FCC) >0 2016 £ 4 % 1 p 2% - > T4
T_f 4 22 (Notice of Proposed Rulemaking ) | 24 » 4%+ T $47 ‘e it 42

P~JR 3% % (Broadband Internet Access Service Provider ) | ¥4t % = ehip

TR g R gk 0t 2 R 2002 2( Code of Federal Regulations, CFR )

>
o~

47 & % 64 3% (47 CFR Part 64) #73 % GG 4~ % (Subpart) i

'ﬂ\

TEEM, S DRPRL o MTIEFIGT R E L e
() Z2HREERF
1. &
(1) %47 3B 33 PR7% (Broadband Internet Access Service, BIAS )
% 647000 iE% c BEP T 82 5% a Mt T FaE e

BRPORG 2 A R T T MARRS S H NE LR

2415, http://transition.fcc.gov/Daily Releases/Daily Business/2016/db0401/FCC-16-39A1.pdf » & 4
Flzr 5 108 & 11 * 13 p o

242 S, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016.

R TR FA0 SRR

244 5% 8.1 1% % b2k - US, FCC, 47 CFR part 8, Sec8.1(b), “Broadband internet access service is a
mass-market retail service by wire or radio that provides the capability to transmit data to and receive
data from all or substantially all internet endpoints, including any capabilities that are incidental to and
enable the operation of the communications service, but excluding dial-up internet access service. This
term also encompasses any service that the Commission finds to be providing a functional equivalent
of the service described in the previous sentence or that is used to evade the protections set forth in this
part.”
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245 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7000(c), “The term “broadband
Internet access services” or “BIAS” has the same meaning given such term in section 8.2(a) of this
chapter.”

246 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7000(e), “The term “customer”
means:(1) A current or former, paying or non-paying, subscriber to a broadband Internet access service;
or (2) An applicant for a broadband Internet access service.”

247 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7000(g), “The term “customer
proprietary network information (CPNI)” has the same meaning given to such term in the
Communications Act of 1934, as amended, 47 U.S.C. § 222(h)(1).”

248 US, 47 U.S.C. § 222(h)(1), “The term “customer proprietary network information” means—(A)
information that relates to the quantity, technical configuration, type, destination, location, and amount
of use of a telecommunications service subscribed to by any customer of a telecommunications carrier,
and that is made available to the carrier by the customer solely by virtue of the carrier-customer
relationship; and (B) information contained in the bills pertaining to telephone exchange service or
telephone toll service received by a customer of a carrier; except that such term does not include
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249 US, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016, para 41.
20 S, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016, para 49.
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31 US, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016, para 50.
%2 S, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
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Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016, para 51.

253 US, 47 U.S.C. Sec153(16), “The term “customer premises equipment” means equipment employed
on the premises of a person (other than a carrier) to originate, route, or terminate telecommunications.”

24 US, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016, para 52.

25 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7000(j), “The term “personally
identifiable information” or “PII” means any information that is linked or linkable to an individual.”
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26 US, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016, para 62.
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27 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7000(f), “The term “customer
proprietary information” or “customer PI” means:(1) Customer proprietary network information;
and(2) Personally identifiable information (PII) a BIAS provider acquires in connection to its
provision of BIAS.”

28 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7000(a), “The terms “aggregate
customer proprietary information” or “aggregate customer PI”” means collective data that relates to a
group or category of services or customers, from which individual customer identities and
characteristics have been removed.”

29 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(b)(1), “Notice required under
subsection (a) must: (1) Be made available to prospective customers at the point of sale, prior to the
purchase of BIAS, whether such purchase is being made in person, online, over the telephone, or via
some other means...”

260 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(a)(1), “Specify and describe:
(1) The types of customer PI that the BIAS provider collects by virtue of its provision of broadband
service; (ii) How the BIAS provider uses, and under what circumstances it discloses, each type of
customer PI that it collects; and (iii) The categories of entities that will receive the customer PI from

the BIAS provider and the purposes for which the customer PI will be used by each category of
entities.”
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%1 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(a)(2), “Advise customers of
their opt-in and opt-out rights with respect to their own proprietary information, and provide access to
a simple, easy-to-access method for customers to provide or withdraw consent to use, disclose, or
provide access to customer PI for purposes other than the provision of BIAS. Such method shall be
persistently available and made available at no additional cost to the customer.”

262 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(a)(3), “Explain that a denial
of approval to use, disclose, or permit access to customer PI for purposes other than providing BIAS
will not affect the provision of any services to which the customer subscribes. However, the provider
may provide a brief description, in clear and neutral language, describing any consequences directly
resulting from the lack of access to the customer P1.”
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%63 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(a)(4), “Explain that any
approval, denial, or withdrawal of approval for the use of the customer PI for any purposes other than
providing BIAS is valid until the customer affirmatively revokes such approval or denial, and inform
the customer of his or her right to deny or withdraw access to such PI at any time. However, the
notice must also explain that the provider may be compelled to disclose a customer’s PI when such
disclosure is provided for by other laws.”

264 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(a)(5), “Be comprehensible
and not misleading.”

265 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(a)(6), “Be clearly legible, use
sufficiently large type, and be displayed in an area so as to be readily apparent to the customer...”

266 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(a)(7), “Be completely
translated into another language if any portion of the notice is translated into that language.”

%67 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(b)(2), “Be made persistently
available via a link on the BIAS provider’s homepage, through the BIAS provider’s mobile application,
and through any functional equivalent to the provider’s homepage or mobile application.”

268 S, FCC, 2015 Open Internet Order, 30 FCC Red at 5671-72, para 161, “a “material” change is any
change that a reasonable consumer or edge provider would consider important to their decisions on
their choice of provider, service, or application.”
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269 S, FCC, Protecting the Privacy of Customers of Broadband and Other Telecommunications Services,
Notice of Proposed Rulemaking, FCC 16-39, April 1, 2016, para 97.

270 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(c), “A BIAS provider must
provide existing customers with advanced notice of material changes to the BIAS provider’s privacy
policies...”

211 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(c)(1), “Be clearly and
conspicuously provided through each of the following means: (i) Email or another electronic means
of communication agreed upon by the customer and BIAS provider; (ii) On customers’ bills for
BIAS; and (iii) Via a link on the BIAS provider’s homepage, mobile application, and any functional
equivalent.”

272 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(c)(2), “Provide a clear,
conspicuous, and comprehensible explanation of: (i) The changes made to the BIAS provider’s
privacy policies, including any changes to what customer PI the BIAS provider collects, and how it
uses, discloses, or permits access to such information; (ii) The extent to which the customer has a right
to disapprove such uses, disclosures, or access to such information and to deny or withdraw access to
the customer PI at any time; and (iii) The precise steps the customer must take in order to grant or
deny access to the customer PI.  The notice must clearly explain that a denial of approval will not
affect the provision of any services to which the customer subscribes. However, the provider may
provide a brief statement, in clear and neutral language, describing consequences directly resulting
from the lack of access to the customer PI. If accurate, a provider may also explain in the notice that
the customer’s approval to use the customer’s PI may enhance the provider’s ability to offer products
and services tailored to the customer’s needs.”
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213 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(c)(3), “Explain that any
approval or denial of approval for the use of customer PI for purposes other than providing BIAS is
valid until the customer affirmatively revokes such approval or denial.”

214 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(c)(4), “Be comprehensible
and not misleading.”
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215 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(c)(5), “Be clearly legible, use
sufficiently large type, and be placed in an area so as to be readily apparent to customers.”

276 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7001(c)(6), “Have all portions of
the notice translated into another language if any portion of a notice is translated into that language.”

217 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7002(a), “A customer is considered
to have provided approval for the customer’s BIAS provider to use, disclose, or permit access to
customer PI for the following purposes:(1)In its provision of the broadband Internet access service
from which such information is derived, or in its provision of services necessary to, or used in, the
provision of such broadband service.(2)To initiate, render, bill and collect for broadband Internet
access service, and closely related services, e.g., tech support related to the broadband Internet access
services.(3)To protect the rights or property of the BIAS provider, or to protect users of the broadband
Internet access service and other BIAS providers from fraudulent, abusive, or unlawful use of the
broadband Internet access service.(4)To provide any inbound marketing, referral, or administrative
services to the customer for the duration of the interaction, if such interaction was initiated by the
customer and the customer approves of the use of such information to provide such service.(5)To
support queries by Public Safety Answering Points and other authorized emergency personnel
pursuant to the full range of NG911 calling alternatives (including voice, text, video and data); to
inform the user’s legal guardian or members of the user’s immediate family of the user’s location in
an emergency situation that involves the risk of death or serious physical harm; or to providers of
information or database management services solely for purposes of assisting in the delivery of
emergency services in response to an emergency. (6)As otherwise required by law.”
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278 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7002(b), “A BIAS provider may
use customer PI for the purpose of marketing additional BIAS offerings in the same category of service
(e.g., fixed or mobile BIAS) to the customer, when the customer already subscribes to that category
of service from the same provider, without further customer approval.”

219 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7002(e), “Except as otherwise
provided in subsection (a), a BIAS provider must obtain opt-out or opt-in approval from a customer
to: (1)Use customer PI for the purpose of marketing communications-related services to that customer;
and (2)Disclose or permit access to customer PI to its affiliates that provide communications-related
services for the purpose of marketing communications-related services to that customer.”
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280 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7002(f), “Except as otherwise
provided, a BIAS provider must obtain customer opt-in approval to use, disclose, or permit access to
customer P1.”

281 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7002(d), “A BIAS provider must
make available a simple, easy-to-access method for customers to provide or withdraw consent at any
time. Such method must be clearly disclosed, persistently available, and made available at no
additional cost to the customer. The customer’s action must be given effect promptly after the decision
to provide or withdraw consent is communicated to the BIAS provider.”
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282 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7002(c), “Except as described in
subsection (a) of this section, a BIAS provider must solicit customer approval, as provided for in
subsections (e) and (f) of this section, when it intends to first use, disclose, or provide access to the
customer’s proprietary information and in so doing must clearly and conspicuously disclose:(1)The
types of customer PI for which it is seeking customer approval to use, disclose or permit access to;
(2)The purposes for which such customer PI will be used; and (3)The entities or types of entities to
which it intends to disclose or provide access to such customer P1.”

283 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7002(g), “A BIAS provider may
use, disclose, and permit access to aggregate customer PI other than for the purpose of providing BIAS
and for services necessary to, or used in, the provision of BIAS, if the BIAS provider:(1)Determines
that the aggregated customer P is not reasonably linkable to a specific individual;(2)Publicly commits
to maintain and use the aggregate customer PI in a non-individually identifiable fashion and to not
attempt to re-identify such information;(3)Contractually prohibits any entity to which it discloses or
permits access to the aggregate customer PI from attempting to re-identify such information;
and(4)Exercises reasonable monitoring to ensure that those contracts are not violated.

For purposes of this section, the burden of proving that individual customer identities and
characteristics have been removed from aggregate customer PI rests with the BIAS provider.”
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284 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7003, “A BIAS provider must
implement a system by which the status of a customer’s approval to use, disclose, and provide access
to customer PI can be clearly established both prior to and after its use, disclosure, or access...”

285 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7003(a), “Train its personnel as to
when they are and are not authorized to use, disclose, or permit access to customer PI and have an
express disciplinary process in place.”

286 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7003(b), “Maintain a record of all
instances where customer PI was disclosed to or accessed by third parties for at least one year. The
record must include a description of the specific customer PI that was disclosed to or accessed by third
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parties, a list of the specific third parties who received the customer PI, and the basis for disclosing or
providing access to such information to third parties.”

287 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7003(c), “Maintain a record of all
customer notifications, whether oral, written, or electronic, for at least one year.”

288 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7003(d), “Establish a supervisory
review process regarding the provider’s compliance with the rules in this subpart.”

289 S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7003(e), “Provide written notice to
the Commission within five days of the discovery of any instance where the opt-out mechanisms do
not work properly, to such a degree that consumers’ inability to opt-out is more than an anomaly; or
the provider used, disclosed, or permitted access to customer PI subject to opt-in approval
requirements without first having received opt-in approval. Such notice must be submitted even if
the provider offers other methods by which customers may opt-out. The notice shall include:(1)The
provider’s name;(2)A description of the opt-out mechanism(s) at issue and the problem(s) experienced,
if relevant;(3)A description of:(i)Any customer PI used, disclosed, or accessed without opt-out or opt-
in approval;(ii) With whom or by whom such customer PI has been used, disclosed, or
accessed;(iii)For what purposes such customer PI was used, disclosed, or accessed; and (iv)Over what
period of time such customer PI was used, disclosed, or accessed;(4)The remedy proposed and when
it will be or was implemented; and(5)A copy of the notice provided contemporaneously to customers.”
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290 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7005(a), “A BIAS provider must
ensure the security, confidentiality, and integrity of all customer PI the BIAS provider receives,
maintains, uses, discloses, or permits access to from any unauthorized uses or disclosures, or uses
exceeding authorization. At minimum, this requires a BIAS provider to:(1)Establish and perform
regular risk management assessments and promptly address any weaknesses in the provider’s data
security system identified by such assessments;(2)Train employees, contractors, and affiliates that
handle customer PI about the BIAS provider’s data security procedures;(3)Designate a senior
management official with responsibility for implementing and maintaining the broadband provider’s
information security measures;(4)Establish and use robust customer authentication procedures to
grant customers or their designees’ access to customer PI; and(5)Notify customers of account changes,
including attempts to access customer PI, in order to protect against fraudulent authentication.”
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291 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7005(b), “A BIAS provider may
employ any security measures that allow the provider to reasonably implement the requirements set
forth in this section, and in doing so must take into account, at minimum,:(1)The nature and scope of
the BIAS provider’s activities;(2)The sensitivity of the customer proprietary information held by the
BIAS provider.”

292 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7006(a), “A BIAS provider must
notify affected customers of covered breaches of customer PI no later than 10 days after the discovery
of the breach, subject to law enforcement needs.”
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293 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7006(a)(1), “A BIAS provider
required to provide notification to a customer under this subsection may provide such notice by any
of the following methods:(i) Written notification, sent to the postal address of the customer provided
by the customer for contacting that customer; or (ii)Email or other electronic means using information
provided by the customer for contacting that customer for data breach notification purposes.”

294 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7006(a)(2), “The customer
notification required to be provided under this section must include:(i)The date, estimated date, or
estimated date range of the breach of security;(ii)A description of the customer PI that was used,
disclosed, or accessed, or reasonably believed to have been used, disclosed, or accessed, by a person
without or exceeding authorization as a part of the breach of security;(iii)Information that the customer
can use to contact the BIAS provider to inquire about the breach of security and the customer PI that
the BIAS provider maintains about that customer; (iv)Information about how to contact the Federal
Communications Commission and any state regulatory agencies relevant to the customer and the
service; and(v)Information about the national credit-reporting agencies and the steps customers can
take to guard against identity theft, including any credit monitoring or reporting the
telecommunications carrier is offering customers affected by the breach of security.”
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2% S, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7006(a)(3), If a federal law
enforcement agency determines that the notification to customers required under this subsection would
interfere with a criminal or national security investigation, such notification shall be delayed upon the
written request of the law enforcement agency for any period which the law enforcement agency
determines is reasonably necessary. A law enforcement agency may, by a subsequent written request,
revoke such delay or extend the period set forth in the original request made under this subparagraph
by a subsequent request if the law enforcement agency determines that further delay is necessary.”

2% US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7006(b), A BIAS provider must
notify the Federal Communications Commission of any breach of customer PI no later than seven
days after discovering such breach. Such notification shall be made electronically by means of a
reporting system that the Commission makes available on its website.”

297 US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7006(c), A BIAS provider must
notify the Federal Bureau of Investigation (FBI) and the U.S. Secret Service (Secret Service) whenever
a breach is reasonably believed to have compromised the customer PI of more than 5,000 customers,
no later than seven (7) days after discovery of the breach, and at least three (3) days before notification
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to the affected customers, whichever comes first. Such notification shall be made through a central
reporting facility. The Commission will maintain a link to the reporting facility on its website.”

2% US, FCC, 47 CFR part 64, Proposed Rules, April 1, 2016, Sec64.7006(d), A BIAS provider must
maintain a record of any breaches of security discovered and notifications made to customers, the
Commission, the FBI, and the Secret Service pursuant to this section. The record must include, if
available, dates of discovery and notification, a detailed description of the customer PI that was the
subject of the breach, and the circumstances of the breach. BIAS providers shall retain such records
for a minimum of 2 years.”
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