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Abstract

As one of the Privacy Enforcement Authorities (PEA) of Taiwan in
the APEC Cross Border Protection Rules system (hereinafter CBPRs), The
National Communications Commission (hereinafter, NCC) has respond to
the practical necessity of communication industry, such as increasing the
trust of the public and consumers, supporting them to promote
communications businesses, and privacy regulations compliance
requirements by making them qualified for the CBPRs certification.

Personal Data Files on November 9th, 2016, in accordance to
Paragraph 3, Article 27 of the Personal Data Protection Act, in order to
facilitate communications businesses under its supervision to protect
consumers’ personal data, and actively improves the compliance and
management capability of the company's internal laws and regulations to
reduce the risk of penalties or other legal liabilities.

Through the analysis of issues, this project is supplemented by a plan
to investigate the implementation of personal data protection and security
maintenance in the communication businesses, so as to comprehensively
understand whether the communication industry are compatible with
personal data, privacy protection and risk control mechanisms. The
requirements of laws and regulations, and then discuss the requirements
and measures of the possibility, legality and adequacy of the value-added

use of data.

Keywords: Personal Information Protection Act; communication industry;
Personal information protection and administration system; Value-added

service; cross-border transfer
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Android % ¥t ~ Gmail ~ Youtube & GoogleMap % ) i&{72 3 & * » %t
(R THI TIULEEE S U AR 5 8 3 F SEE
FRIEG QB aig e Zeodg i A F A kg kg
Flp e nF R 3 N A d Google (R £ 43 o

PR KR A 4
BT e & Bl % P £ BT | B B R
(#) FHoRED H0 0 F T &

~ ¥ =x d Norbert Maier(Managing Economist at Copenhagen
Economics)zLF? 4 e & FHLSEH 7 3¢ T &K F 3o
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Participants
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B 112 T F 45D 357 0 ek H A
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* 3=t &3 lan Rose(Vice-President, Compliance at Volvo Trucks) ~
Grania HoIzwarth(LegaI Counsel at Deutsche Telekom) -~ Gareth
Shier(Senior Consultant at Oxera Consulting LLP) > % Sascha
Schubert(Partner at Freshfields Bruckhaus Deringer LLP)z4:4 7 = %

r2 o ¢
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Participants

FRLR: A3 544%
W13 T e & (R FTAE TR 3 R TR SR
(~) kT/dd - A2 feEE AR

CIJ

3=t d Tobias Kruis(Senior Counsel - Competition Law at Tech
Data) ~ Christel Delberghe(Director, Competitiveness and Commercial
Relations at EuroCommerce) ~ Sarah Long(Partner at Euclid Law) & # >
™ Amazon i | 0 P g XL LB M RE ORI %
FLEF AP ENERNI PR (ERFIrEHT ) &
MR A LI FAE L FHFARE SRS TE G BEALRY

B TR ‘”f?a**ré’l“ﬁ@'fﬁ?%E“A\ﬁo%ﬁ—\ﬂll’ﬁfﬂ‘?%i & ‘“‘&drﬁmiifﬁé
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Participants

({)?ﬁﬁﬁﬁﬁiéif@

~ B = #& 3 Patrick Van Eecke(Partner at Cooley) ~ Agustin
Reyna(Director, Legal and Economic Affairs at BEUC) - Linda
NiChualladh(Head of Privacy (Legal) EMEA and Assistant General
Counsel at Citi) » f= Thomas Graf(Partner at Cleary Gottlieb Steen &
Hamilton LLP) 4 % T iFsffoit s 2 2 B F 7 7R oo

P B SAER g B E ST R R RS S5 ARG
PRCI S 9 RS F3F S TR A G &b bldeT 2
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® Chat Participants

Agree that a manufacturer

sales will never compete a: ively
just any other retailer. Where in your view
does this “self-restraint” turn into sth anti-
competitive? Examples?

Sarah, it is the duck test. If it looks like a

e duck, swims like a duck and quacks like a8
duck, it is probably a duck :-) Often used by
the ECJ (eg in Alpenhof case)

Is there a ownership problem in non-
personal data, not correctly asessed, rather
than a VBER issue?

FAKR Rk H A
Bl 1S Mg s 22 36 ) A

$oW PR 2RERD B
- S FHETR

£ 17 TEFHE 2 AT R FHETR

£ 4 £ # + % > F F % 5 (Privacy+Security Forum Fall
Academy)
peF 2020 # 10 » 22 p 2 10 * 23 p
poEs | s
MRAR | R R FES
TR kR AR

(- ) Fumm

The Privacy + Security Academy = = 3t 2014 & » £]7%4 5 W%
' # ;% % 7 Daniel Solove(John Marshall Harlan Research Professor at
George Washington University Law School)f= Paul Schwartz(Jefferson E.
Peyser Professor at University of California Berkeley School of Law) o =

=41 7’%&4— # 5% 3 ) & 47 4 % (Washington DO)Z & B 7 2 347
3¢ 0 4 &2 COVID-19 % H 8 Beed R By RAIw F L4
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PR RS SRR ?ﬁ%fiﬁélw§ﬂ%ﬁ\%
P %EEFF CHRAER R AILH F -
% 2020 & B THEFHE DA § % | (Virtual Fall Academy 2020
Privacy + Security Forum)¥ Privacy + Security Academy # 7% > »*
TRALY R SR E A TP FRERS L REF AR A
EROFREEFERSEALREFTRERZ: FELL > { EPE
FHAPE o BANPA RS EREFE TR D
EHAME TEFAT 2REBIE RIS § A B - RES
FEHES (hod R 3 58 F RE2 ) 2B P (4o
Mg FALEF 22 ~COVID-19 b £ i B g b " & )~ "B 5 %
EERAR CREEF LM EOE 3 ELEF R B 2 TR
% > AP 2 HATE -

(A) Home £ Agenda 83 Networking ’__‘1 Notications

Privacy+  Password: PSF20
Securi

Forum Welcome to our Virtual Conference

LATHAM ALSTON
“8IRD Jouchs
Latham & Watkins Alston & Birg touch o
§ Pined

smine Chou Meet others who share your p: onal - Cor password: PSF20

Home

Agenda

22 Networking
Participant Matching
EXpos

© Nowncations
Chats

Connection Wall

7 Sponsors st St Prlvacy+Secur|ty Forum
B Forum

R o
Fl 116 TR F % 2 F R B W
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2020 & 10 * 22 p

2= R Sde A

KEFEFRFE2RPETE 57
Are you ready for a Global Incident?

F AW Covid-19 7 2 gffr X pd B | 3FE>
%
Covid-19, Privacy and Civil Liberties in the U.S.

and Germany

TR GDPR2Z e BLER T ER I~ 1
SRERINCE 32

GDPR Enforcement Across Four Key European
10:00— Countries: Ireland, Germany, Italy and the UK

=fF
=
S

11:00 ZR AR R EFETE
Privacy Developments in France, Germany, and the
UK

IT s S0 8 2 84

Privacy Integrations with IT

B AR AP AT BTk ek
Ik 298

The Era of Digital Transformation: Building A
Privacy and Security Practice in the Ever-Changing

Landscape

TR AR AT g%
11:30 —| CJEU Caselaw Update

12:30 = FR'EF 1 OCR4r FTC LB: ¥R TE
Digital Health Privacy: OCR and FTC Perspectives
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P 3L 40 4
Schrems % {2 j32/4-* X Arie L e L PP 2
AT AR A
Post-Schrems ~ Solutions — How Can the
Surveillance Problem be addressed in the short and
long-term
LEMELEF SR LS
Privacy and Transparency as a Brand Differentiator
“ Uber 2# —f F et @& £2 RF i &
41
Taming the Wild West — Responsible Disclosure
and Bug Bounty Interactions after Uber
R —AEF L AIFE WY
13:00- * ferTH
14:00 Keynote: Tales from the Front Lines of Privacy: Al,
Algorithms, and New Technologies
LALE S S R $ S SV kG
Digitalization for Tomorrow: Using your Privacy
Program to Lead on Innovation
BARGE R TR 22 AR HIPAA FEF
Federal Health Data Privacy Legislation: Beyond
14:00- HIPAA
15:00 BREFRY
Global Privacy by Design
BB EEFEARTEFZR-LGPD(® & )~ | ¥ 13w
APPI 2 % (P &) 4o CPRA (4:¥)
New Privacy Laws that Impact Your Operations —
the LGPD (Brazil), APPI Amendments (Japan),
and the CPRA (California)
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2= R Sde A
N FRE Y IR Y I H A
What State AGs Want to See in a Federal Privacy
Law
EETH EFARE TR
Big Data: Impact of Privacy Laws on Big Data
Analytics
RFATRHEORKT R FEF
Policy considerations for regulating new
technologies
15:30- Schrems IT : ERER FTHE'‘GLZ R E 2 LT
16:30 Schrems II: Practical Approaches to Manage Cross
Border Data Flow Risks
FRA-2MBRARFHFF B TR BaFR
Settling Data Breach Class Actions During A
Global Pandemic
CCPA T3 78 P &
The CCPA as Moving Target
2020 # 10 * 23 p
s P AT 4 4
PR AR RRE 2ER Y hiE -
China’s Role in Global Cybersecurity and Privacy
10:00— PR frke R
Data Audits and Unscrambling the Digital Eggs
H:00 2021 & B 2R{oH g 1 2k ¥ T

Federal and State Privacy Legislation for 2021

ERIFFGE TEI 2B —NERTRHL

183
*FL 2 ER

R NSRS Y




2020 # 10 * 23 p

PR ERE Hbe &

» b
Information Security Regulation in the Financial and
Insurance Industries — U.S. and Swiss Laws
CCPA fri i g 2378
CCPA and Other Cybersecurity Litigation
ﬁﬂ‘ﬁi&ﬁiﬁﬁ“ 2RI HEEEPRLGLRE | R o
S SR R
Contact Tracing Technologies: Where is the Balance
of Public Health Benefits vs. Privacy Risks?
FTHRERL &EES AR B o | F R

11:30 | 3 B 12

—12:30 | Data and Democracy: The Intersection between
Digital Privacy, Civil Rights, and Influence
Operations
CPRA i} £ s 3
Impact of CPRA on Digital Advertising
PRRI—REAFRZER R BT
Ransomware — Changes in Attacks and Changes in
Legal Exposure

13:00- | & 327 : Helen Dixon

14:00 | Keynote: Helen Dixon
CCPA H 7Hw Iy
CCPA: What’s Being Enforced (and What’s Not)
APEE RS 2 RERT
Corporate Directors’ Duty of Cybersecurity Care
2 DSAR FES

Dealing with DSARs
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2020 # 10 * 23 p
P B 4L
B 7283 fok R s
National Privacy Law and the Regulated Sectors
E AP AT B eh TCPA & 4.4+
Navigating the Ever-Changing Landscape for TCPA

S
o~
[}
>~

Compliance
e FRRA C BERFRRL 2 RPN BT

A Conversation with Cocktails: Operationalizing

Security & Privacy by Design
15:30- | B ATeN 2R 2 Tixfol 73 B2RP) FES
16:30 | An Update on the Regulation of Tracking for Ad

Targeting and Analysis Around the World
ol L Sl T el &
From Privacy Policy to Privacy Ops
FTH &R D A3hE
S AHAERHR

S

(- ) %# % GDPR2 = BiEFETS & F W~ HF - £+

Flfre |

* 3 # 3 Colin Rooney(Partner of Arthru Cox) - Rohan
Massey(Partner of Ropes & Gray) ~ Vera Jungkind(Partner of Hengeler
Mueller)§r Laura Liguori(Partner of Portolano Cavallo)w = %k p & f >
ER-RE A PIEPEFEY ~ 3 L K GDPR F 7334 7 2 4841
#7 1k ;7w (GDPR enforcement) °

i REFEATERER ERCRZE & 47 GDPR 2 84
2 53\ 4p iy 3RS ;3% (complaint based approach) B B F kL i3 5
% ¢ (data protection commlss1on)?’% LARE > HIF A E A HE T
FRERRERFY R ATHERERL G FHFFFERDS -
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€ f Wk ®ERSG®EEE L (common law system) > & £ E & B R
v I8 sl (regulator)ﬁﬂl%m’» et Fm BT e &R TR R R
A EIZ R R < 4 (legislative powers) ! $4 {7 TR R 2 % 2 BN
I’El i i3 232 2 48 4 (judicial interpretation)sg P & % ¥
BHRERT  WFLESEY 2RI EANG AEZRM=

{

’

@—VH?EP%"@_

T x%“”ﬁ“’ Z I T ISR 2 Eﬁ‘E\ IIIF’B%,I%‘FK"L N
e iy S B PR pads R

1;:
w’ﬁltﬂ*ﬁé

FE R RN OHEPFTE-Z2FERATSER
(common) ~ f§ ¥ &(comprehensive)GDPR # {7 - o= ;% » & ¥ g P
AL %3k % R ¢ (European Data Protection Board, EDPB)it -k 4% p* ¥
7+ { # 3 EDPB 2 {8 it 58 % A R enF R t3ldn 51 4w B4 4 4
31 FFE 4 s Hops (biometrics ) e

ok ROPES & GRAY

™u - GDPR Enforcement Across Four Key European Countries: Ireland,
22 Germany, Italy and the UK

10:00 PM - 11:00 PM

Join Session: Password PSF20

GDPR Enforcement Across Four Key European Countries: Ireland, Germany, italy and the UK

Speakers
- 2 2 -
- &
S 2 47
Colin Rooney Rohan Massey Vera Jungkind Laura Liguori

This panel will discuss and debate the different approaches to GDPR compliance and enforcement in four key European countries: Ireland
Germany, Italy and the UK. It will examine the approach of the supervisory authorities in each of these countries and their interaction with
multinational and domestic companies with a particular focus on investigations, inquiries, and sanctions levied to date. The panel will also
consider the impact of Brexit on this enforcement landscape

YRS T T
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Bl 117 T& 9% GDPR 2 » 31 & B % 3= £ B
(Z) 2RI M & Covid-19 # 2 e 2 p d Bogp

d 3 Covid-19 = /n{73 ;& >+ ?U’KF’“&pé‘% TR XA d BE
2 Benhl 0o @ 2 R R A TR AR~ 2k A kR B
AL g v it o o fE R w B N < AP i e 0 & A F = &gk Niko
Hirting(Partner, HARTING Rechtsanwilte) -~ Yendelela Neely
Holston(Partner and Chief Diversity & Inclusion Officer, Kilpatrick
Townsend & Stockton){- Jon Neiditz(Partner, Kilpatrick Townsend &
Stockton)~ & % B2 4g, & ’&_Lfi’:j}iai PHE i 427 > $30 A 89 & 2 [ e
ALLFEHE > R A B F 2 BB iAot L o dpu VT A R A
R eR R R R A P AR % o

AFI P AANEERERRAEFBOELF R -FRE Y B
Rﬁﬂ%ﬁ%i%‘%’@%fﬁﬁﬁﬁHMﬁ?@?Uﬁ#ﬂI@Oﬁa
d Samuel Warren §v Louis Brandeis 7" 4 i ;2 8 3225 | #r4% 1) &0 The
Right to Privacy ; — ¢ o @ fpft 4 @3]3‘“ ‘A ’f“’f%?l?i’x% - x4
drfE ] B ETE PR D R A g o FER LA R REA T
Bk & o

£ €.2020 & 5 7 g4 chi kALK B EP AT AL EPE S
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October 22, 2020

COVID-19, Privacy and

Civil Liberties in the U.S.
and Germany

= mamms Privacy+
m__EEsSecurity

]
M == Forum

COVID-19, Privacy and Civil Privacy

- . 5 Security
Liberties in the U.S. and Germany Forum

How have history, civil liberties and privacy influenced
COVID-19 response in Germany and the U.S.?

GERMANY g e A US ||/Nemams et ammisrr socrmres

’IIIIIIIIIIIIIIJIEEI

FHE KR AR
Bl 118" % Mot M & COVID-19 ¥ 2 % fr2 % f o Bogl | = &
)
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(z) B F R '£# : OCR 4~ FTC @2t Digital Health Privacy:
OCR and FTC Perspectives

* 3831 Reese Hirsch(Co-head of Privacy & Cybersecurity Practice
of Morgan Lewis) ~ Eilsa Jillson(Attorney of Federal Trade Commission)
f= Linda Sanches(Senior Advisor of Office for Civil Rights)34 3 #c i it
i TR AT

FRRLFR TR 202 0 TR a7 L2 22
(The Health Insurance Portability & Accountability Act, HIPAA)fe B =1
% % % B ¢ /% (Federal Trade Commission Act, FTCAct)% 7 i " 2 &
B eV Btk 2 7 5 1 12 (unfair or deceptive acts and practices) - HIPAA
3 M A E2 3 (Office for Civil Rights) 5 FTC Act 4 ¥ M %
BERE 5 & B € cFTC ¢ #248 (jurisdiction)2-% B > g ¥z § T i
ﬂ\ 7% ° RP > HIPAA ¢ §Z48 ¢t e B 5 » FTC ¢ {¥{g - HIPPA
MRS EIE Y A gﬁ B AR B3R > F 2 FTCAct & P e
WEED SN F R TAVES B R MR 26

HIPPA ® & 5 4F f2 2 Fligperin s 5 7 ¥ i (business associates)e
Wk Ee 2 B HIPAA E 3% 4 e 2 4 % M (covered entities)
HIPAA #-47% Ry FnEf Wi - L ¥ M 23R4T
BRp AR SRS THEMLI AL APRN AT
(whether a person or entity is acting on behalf of a covered entity) - &
BATARALE 0 R T FR APP 2 B F AW R0 F
J APP PF 2 % € W & ~ @~ % @ﬁ%;ﬁ' REDFRTH EFF
B APP cnB # 0 P A R A B EP L 2205 FRE RBEFNWLL AL
e B R PR e KT BT
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u_miEss . :
T Morgan Lewis

U Digital Health Privacy: OCR and FTC Perspectives
22 11:30 PM - 12:30 AM

Join Session: Password PSF20

Digital Health Privacy: OCR and FTC Perspectives

Speakers

4.
Reece Hirsch Elisa Jillson Linda Sanches

This session will review the latest issues and trends in digital health privacy regulation, featuring the perspectives of senior regulators from

the Department of Health and Human Services Office for Civil Rights and Federal Trade Commission. The panel will examine the

overlapping jurisdictions of the OCR and FTC with respect to a variety of digital health products, including mobile apps, activity trackers and

voice assistants, focusing upon a series of hypotheticals

FRRR D AR dpdE
@1wfma§%%fJgﬁ§@
(V-L) %Tfy}_a/z{f(m%— li

# 3¥-=x # 3 Daniel P. Cooper(Partner, Covington) ~ Joe Jones(Head
of Internatlonal Data Transfer Regime, UK Dept. for Digital, Culture,
Media & Sport) ~ Caroline Wilson Palow(Legal Director & General
Counsel Privacy International) = Herke Kranenborg(Member Legal
Service, European Commission)4 % & i 3T 8P Br B i3 B 17 d) e jd- 5 1)
Pl RCR 2 I e i GDPR P e B4R A
1. Schrems II

R 2020 % 7 2 16B)ﬁx$%ﬂ‘*’il§ﬂf Bt fon 7ok

xﬁ'—é i ﬁg‘] 53k o o 2 Schrems 3% = @ Facebook #= i * Jﬁz R AN

FHRAERHAN (SEF) B3 2 Mgl > L 2 ez £ 1
%#’tl—— A e g i3 ﬂt“lﬂﬂ‘i%’%‘i AL o 2 iR
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Bl $H TR KT 2 A8 & 2B R EF i 4 (GDPR)F ¥ i i
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FR A 2016 #EED AR E R FERZ B fr'r%ﬁﬁ =
B gl > R BEEE R 2 RS 5 &Ly
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{5 :% B %8 Privacy International 7 2017 # 3% 3 3’2 v B ORER
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FHARAERFARAATHRAOF AT EFLEFEL - B
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i AL# ] KashmirHill 23 A 3 #2843 Bagiz s
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FA kR A
B 121 T % Rk AR
(#) #RBELEFEFRTEFZ R —LGPD (® & )~ APPI

\\i

% (p4) frCPRA (#4c4)

* 3-# 3 Gretchen Ramos(Co-Chair of GlobalData) 2  Adriano
Chaves(Partner of CGM) /i %5 = & — 4 A T 3£ /% (Lei Geral de
Prote¢do de Dados, LGPD) ~ p # & 4 F 3t i 3£ /2 (the Act on the
Protection of Personal Information, APPI) ~ 4 “¥' *£ 4« 4 41/ (California
Privacy Rights Act, CPRA) °

= & 7 LGPD % & GDPR fﬁ’ﬁfﬁlﬁé % GDPR- ® & LGPD »t
mm&9818pﬁﬁ§$,ﬁﬁﬂﬁ“2myﬁsn1Bﬁ*%ﬁ’
BEAT L EEGD o8 T K F 7 "84 (Privacy by Design) & A
M2 47> LGPD ¢ > #r&_LGPD % w44 « GDPR T A 22 & —
Bod &3 "B & (Data Protection Officer, DPO) » {& LGPD %
A& - o 7 k3 DPO>DPO ¥ 12 E_# 4 (individual) 2 # B (entity) >
FOOLE PR RIR e P o BEAP YR 0 B K T g B

T 5 ¢t 8 DPO -

B A& APPI 32 153 2022 & ;89 % » F™% + m3u 5 22 GDPR 4p
e R SRR R (S e AR TR AR R o

€ & PF > Ramos 355 2020 & 11 7 3 p 3 & € i i > %%t“ » 4y
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Wz foag gk CPRA #222023 £ 19 1 p 1 %% % - CPRA
B e i} ¥ # "2 12 (California Consumer Privacy Act, CCPA)*f i
4 #7130 % 4R % (30 day cure period) » i& R #-F £ F 30 % 71
g & CPRA z_ 1520 » drig 18 = T § 2 %ii—}{- (B

R New Privacy Laws that Impact Your Operations — the LGPD (Brazil), APPI
2 Amendments (Japan), and the CPRA (California)

2:00 AM - 3:00 AM

[ Session J
-

Bookmark Note Save

Join Session: Password PSF20

New Privacy Laws that Impact Your Operations - the LGPD (Brazil), APPI Amendments (Japan), and the CPRA

(California)
Tap here to access

Speakers
Gretchen Adriano Chaves
Ramos

In recent months, most privacy professionals have been focused on the EU; however, in 2020, new privacy laws became effective in Brazil
and Japan, and we may see new privacy laws on the books in California and India before the end of the year. This panel will provide an
overview of the key aspects of these new laws, how they are similar to and differ from the EU's GDPR, and the steps organizations should
consider taking to ensure they are in compliance with these new privacy laws

T AR AR
Bl 122 TR Y EATEF R B R
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(=) BH2RGEREFAEf 2 ¢ AZAR HIPAA

* = #r#- Senator Bill Cassidy(M.D., U.S. Senator, Louisiana) -
Dr. Kenneth Mandl(Director, Computational Health Informatics Program,
Boston Children’s Hospital & Donald A.B. Lindberg Professor, Harvard
Medical School) ~ Sarah Dash(President & CEO, Alliance for Health
Policy)!” % Michelle De Mooy(Principal, De Mooy Consulting) » #.F
"R B Rk T #5122 § @2 | (The Health Insurance Portability and
Accountability Act, HIPAA)® A% D] enit B FTAMAEE > ¢ 7 71570
R OREETHE -HRTF R EEDAPI R > 2 %!f -?‘f 58 7]
iR EEBE -
’iﬂ E O BEIREE & Et ¥ EH?%?:}%‘& e R AWy o i
BRSO T 70 RR TR R F R
Borplg el g odok 7 i‘ i\ KEn oo {riririg
BT e LR A R R %o i%%&']}hjl%ihi hE
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HuhdAfgictl - ¥ @EFELYREEFPEFEHLRT LT
bo % Z PP o Ft o COVID-19 + ik 7 T - g ' 4 T
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(~) Schrems 11 : ¥ EEE FAHLR G2 F %2 2

* 3 & 3 David Keating(Partner of Alston & Bird) ~ Robyn
Greene(Privacy Policy Manager of Facebook){r Edward Britan(Senior
Director & Policy Counsel for Privacy & Al of Mlcrosoft) 1 # F Schrems
H—*,JL@AEL;@Z] AR deP AF A B TR
ﬁia?ji

Schrems II 2| A%t B % F'E+ 7 &% HE X iX 3R (SCCs)## F
7 e E R ”‘*'F# s (supplementary measures) ° Keating % 7 > %f *
ﬁJiﬁp&mﬁﬁ7@wﬂlﬂﬁiﬁ’§ﬁﬁﬁ%%éiﬁg@

F
% il L 1 ] ?Hd—'%?;;‘-;"— @ < 372 o Britan % 77 » Schrems II
AL EREHE T ffeitwt|TATTRE FREF 5 P R T

AFE RIS AELLEE o
Greenv,\m g ¥ e T EES %J'EM 7 AL F]4t Schrems
IT #];4-7 ¥ 7 £ 58 Facebook » 7 ¢ R & B f14L 2 ¥ - Schrems IT ¥
AR AR AR f RS R AEREP RGPS R RE
AR e s JL A A B 7AME (economic rights) ~ T3t p d E(right to
freedom of information) % » £ H L% A A A FE R (7R T -

Facebook 7% 5 > SchremsII #t& # e, ey s f24- 1 4 gr2 o
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FI Schrems II: Practical Approaches to Manage Cross Border Data Flow Risks
23 3:30 AM - 4:30 AM
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Schrems II: Practical Approaches to Manage Cross Border Data Flow Risks

Speakers

X ¥

David Keating Robyn Greene Edward Britan

This panel will focus on applying the standards set out by the CJEU to cross-border data transfers within corporate groups and in vendor
engagements, and will discuss emerging EU and US guidance. The panel will also review the broader policy implications of data localization
standards represented by the Schrems || decision

?ﬁ%ﬁ:*?%ﬁ%
Bl 124 "Schrems Il : ¥ BER FAR G2 %32 ) £ H
3

(1) *ﬁ,g%v‘*‘rvfi#imﬁa\ &,

~#-=x d Arianna Evers(Partner, WilmerHale) ~ Ali Jessani(Privacy
& Cybersecurity Group, WilmerHale) ~ Brian E. Ray(Director, Center for
Cybersecurity and Privacy Protection)f= Dalia Ritvo(Assistant Attorney
General, Colorado Attorney General’s Office)zt# P o0 ch2 Jo FE3E
EAeFR Y EEEN o P AR e ol B e -
FTR R AE o

EFRPw A EHA PR WA FE
ey 2 J;*:’*—\.Féf,z ¢ R E N A BT 4

45’ %’%?a’l;’?ﬂ‘ii '£ 4% | (Biometric Information Privacy Act, BIPA) - BIPA
%'fr Pa,_;*peqer A’}"-»"i‘/; ,BA.}__I,gé’vy é_—{,{, }1\,:.'—‘%\_/_71?5
J_//f” B! ;},ner,/@v E,lv;};tﬁﬁ—_pl jé«fljyl_g]l\_{g#%”ﬁ é‘.ﬁ’—_ﬁmlfg,ﬁ*i&
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(reasonable standard of care) ) i3 4 $ R F R 0 2020 & 8 7 > 53R
A Bernie Sanders fv Jeff Merkley #% 3 %% BIPA > #& ! T B *4 # 5%
WE I E 42 % (National Biometric Information Privacy Act, NBIPA)
"%ﬁ»"li%‘é%ﬁi%&f’ﬁ'“f’ Wk EIE A1 > AT B A A P
e 4 > TR FHAAMBBEE T E2Z BAFTH o

MEi o FLLENPED PR S B AL PIERTR R
ﬁi%ézr’ﬂ:’%.%élf;cf,‘r]—v’ FERArPE R FTHEEL TEx 0 Fpen, i@
* i

o

$ Mﬂ;;uwmg:ﬁgj DR AP %MJ B iR bR e
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IR
October 22, 2020

Policy Considerations for Regulating
New Technologies

Brian Ray
Director, Center for Cybersecurity and Privacy Protection
Cleveland-Marshall College of Law

Dalia Ritvo
Assistant Attorney General
Colorado Attorney General’s bf’flce

LUELLERAVTS
Counsel, WilmerHale

Ali Jessani
Associate, WilmerHale

L% 0400

2w €& A O ~ORNE Bl e B
TR KR AT R
Bl 125 TRpATPEHIvERY B B R
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* ¥ #r2z- Tim Tobin(Partner of Hogan Lovells) ~ Jared Bomberg
(Senior Counsel of US Senate Committee of Commerce, Science and
Transportation) ~ Olivia Trusty(Policy Director of US Senate Committee
of Commerce, Science and Transportation) > §= Bret Cohen(Partner of
Hogan Lovells) & 3f# P = £ B3 & » 4% I anm2ng 402 3 % o
Trusty % * 4v & © % (Republican) ~ Bomberg % % i % & %
(Democrat) °

A ERFEEARBREREFZNERM LRAMERZEPM R
F20E 02020 A2 ERRP 2 U B @R - IRERSRESE 0 P
ARG - B NI IRE R 5 B IRAE SR (R A F R 2
i% (sectoral laws)?5 3% 13 f 0 B4 o ?5)%4 M FFEL T B %k
¥ 44122 § =2 (The Health Insurance Portability & Accountability Act,
HIPAA)# =

Efed 2 AR Xk R % > F L2 (Setting an American
Framework to Ensure Data Access, Transparency, and Accountability Act,
SAFEDATA Act)e &2 = ;212d 2 p el iR 7 I Ao
F1](privacy rights for consumers) ~ ¥ #;x 2P Fx I“i(regulatory certainty) »
BRELEFFTEEFY ARAFIIRG FHUE AT o § e dp T 3
o kiEE FEHAT XA THE) R FRIMMILLE ¢
(Federal Trade Commission, FTC)#* ¥ % ¥ ¥ 4 (civil penalty)2_ £ 4 -

ENER 1 R R e ) ﬁ e it 'E 4 8 1172 (Consumer
Online Privacy Rights Act, COPRA) & 2 #r g3 hif’ i & 4§ §1
(consumer rights)#? GDPR #p 2 > {& COPRA 7t — %2 4] 3 ;> 24$
2 R'EF 2L 0 ¥ 2k GDPR 4% - COPRA B3 3 & ; Fon
(private right of action) » * ;= P %2 3% COPRA 3 7324 » 3% ,i; - %3

—

,‘Esi’&miz: f-—}f&}i rﬁ;rg[‘ T34 o
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Federal and State Privacy Legislation for 2021

Speakers
4
N 4
Tim Tobin Jared Bomberg

Olivia Trusty Bret Cohen

This session will cover developments at the federal and state level. Is 2021 the year we will finally see a federal privacy law? Hear from
t / W
Proposition 24, which would create a CCPA 2.0? Ho

Senate staffers from both parties that have been working on the leading bilis. Also, what is the latest news from California regarding its

y law ear fi
WS ]
ould that initiative change the CCPA? What is happening in other states?

FAKR kP E A

Bl 126 72021 # 55 2R 4r mxg% :

._/zJ?ii‘J :’fé\“@
(4-) ¢ MARRBET D OER S i

* Jr=t # 3% Yan Luo(Partner, Covington)

Ashden Fein(Partner
Covington)f= Samm Sacks(Senior Fellow at Yale Law School Paul Tsai
China Center & Cyber Policy Fellow, New America):t#
PRE 2fEF RS

¢ BT 23
PR 2017 E 6 0 il i T

TRk XA 2020# 70 2 10
AR T 2 X R TRARLERER T &P
EH T AT ALY @qlg TR e il B2tz 98
T AR 2T REF T g SR
r$$$£MJ{6@ %%*i&%%%%iﬁiiﬁﬁﬁ
HE R [}&«fr‘ﬁﬁﬁklﬁ'%?’»é‘l‘ﬁ'l—,ﬂ“ =
AR R
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ERNMALEEFR A ABEP FE BT REALE TR PR
ST RRRE 2 5

>~
—\

RAR g g AnM FE T B \ e g %
foAgL £ B ALY » FRHTALE G AP 0 HT AR B
Fi ; #

fé@—&ﬁﬁﬂf\fﬁw’%wrtw wE B0 TR,z Ty 3
T E e

i—‘ﬁ e FRTEETFTHRFT LA ¢ (Committee on Foreign
Investment in the United States) &t & # is 1 £ "4 ¢ R F B % T
ST H o @ R AN ¢ R PSR B Tl ® 22 P R
thacd LR F Bk 4HE R T 2242 (CLOUDACt: » &5 TR #

b &A1 T2 ) (Clarifying Lawful Overseas Use of Data Act))fr
GDPR fg K o F]pt > ¢ B P w0 e 3okl /p B pe ) A d 3R A g ahibe
Ra sl mrIRag gl Foproo

)

-y

October 23, 2020

China’s Role in Global
Cybersecurity and Privacy

Samm Sacks
New America

Ashden Fein
Covington & Burling LLP

Yan Luo
Covington & Burling LLP
maa= privacy- —
E_EENES -
" omems Security i
= mmForum .

TR kR AR ApE
B 127 "¢ R A2t 2{cEf P it | B8 H
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(T2) BAFEHRII: 25 F2JIEEEPR G2 T D
Sl LT

* 383 Joseph Ali(Associate Director of Johns Hopkins Berman
Institute of Bloethlcs) ~ Brian Hutler(Hecht-Levi Fellow of Johns Hopkins
Berman Institute of Bioethics) ~ Deven McGraw(Chief Regulatory Officer
of Ciitizen)f= Nancy Perkins(Counsel of Arnold & Porter) 3t i ¥t 4%
COVID-19 & 7 #3 erdz i —‘F'T B HEETTE 2 2 SEFR R E A
PE L FET o

¥/ # 1 B (contact tracing technologies) sh# 3 11 2 & f 2
FIEsPa BEHFARBATRDLZT  HEFEA2EL G- 2
TR #%ﬁ%ﬁi&ﬁiiﬁ@@%p PR BERNY W mgE P ACE R
BT AP ERENANRF M E S AR T T o F
g «‘fa‘%ﬁﬁﬁ iéﬁffﬁiiv‘*f"ﬁﬁﬁ;ﬁ PSS L Z R R S P
MAaXEFIZEEHs ~ad HFE R L fw o

Google = Apple #73F ed& i - 1 BRIL e 05 L8 4 Bk 5 20 o
AT —giﬁ&v‘ T B2V ERLagseEEcE > SEFED TR
N @ﬁ%] AR R A Do g anl > FALE € 50 Google i
Apple (AFHRE P o

SAER Y PRI E B A 2 L JIE B P S
P AR OFHRRTE SRR I TR T T
pL

-

N

LA AR SR ARG IS G U TR R
%’éi%f%%%ﬁ
BRI AT 2 BRI RER Y P AR PG E £
FlE o LR REGLE é\i? EFSC R R FERIEL R 1E S
frw o k2 0d 2 BRI ERF Y ’Eﬂﬁ“ﬁ#&ﬁﬁﬂiﬁwﬁﬁ'“ 7}‘
Ptk 5 Prw o R o R E PR RPN T R R T e &
R L JIERBE T

N
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" Arnold & Porter

FR Contact Tracing Technologies: Where is the Balance of Public Health
2 Benefits vs. Privacy Risks?
11:30 PM - 12:30 AM
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Contact Tracing Technologies: Where is the Balance of Public Health Benefits vs. Privacy Risks?

u Tap here to access

Speakers
Joseph Ali Brian Hutler Deven McGraw  Nancy Perkins

This session will focus on the privacy implications of contact-tracing apps, including global use of such apps, pending, legislative activity at
the federal and state levels, and particular areas of concem, such as in the employment context. The four members of our panel were
involved (two primarily) in the drafting of the Johns Hopkins University report on the issue: https:/jhupbooks. press. jhu.edu/titie/digital-
contact-tracing-pandemic-response, and we will discuss the considerations addressed in that report as well as developments since its
publication in May.

Reading Materials

Tap here to access

@ Digital Contact Tracing for Pandemic Response

Rt IS Tk
Bl 128 T 3%y & £ idt e ) H=t £ §)
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(F=2) FHE EwmEFP s AREES BFp 3

SEF 2020 £ E RS E TR 0 G BATEBERTRE R A BT
BEAEDE S > & MHF = & H April Falcon Doss(Partner,
Cybersecurity & Privacy Practice Chair, Saul Ewing Arnstein & Lehr) -
Laura Murphy(former ACLU legislative director and lead auditor of
Facebook civil rights audit) ~ Camille Francois(Chief Innovation Officer,
Graphika){- Lindsay Gorman(Emerging Technologies Fellow, Alliance for
Securing Democracy): # L ~ 5Tk frix 2=  hb 0 0 0 R
BT Sdom i@ ® B A FTA b4 TR R R 2R uz
HERLaier > Ehew P w mﬁziaiﬁ %

ARG FRRG AR TRER PP R ERL BT
S A AL F T LA A e APP BEwm - HA

&

# \;f_j;g;‘jg@g\li&f%?f@;&ﬁﬁ:i*KZ”

SR NE I

=\
o
w
3
e
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i
=B
5«\
i
mj;g‘{,
RN
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Pl efe e & E'?"’Ilj;“ e X E‘JE?‘-U il A LGS

AT S Bl B - i‘!ﬁ'm‘%f‘ TR TR ry
&
f

?%}ﬁé’ﬁf%q’f?sbﬂ—\ ‘J‘-Hxé’ﬁlm(—&rlﬁ:’ﬁﬂf%‘%)
w HAT AR DR U A EF AR T A B AR
=R P I R RN S T S LW s Py R L T P e
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(L2 ) 3% 7&: : Helen Dixon

32 4% £ Paul Schwartz(Professor at UC Berkeley School of Law)
F g g WES %L & Helen Dixon(Commissioner for Data
Protection of Ireland) £ 3 » 4 % "&£ 4 i3k i

€ FW'Ef %32 R ¢ (Data Protection Commission of Ireland)iT
ﬁ%%@%%@,%n%iWﬁE% CERAF PR A R

ﬁt\\?’”ﬁ:’ﬁﬁ*’\ﬂ%&@%: BEREW PR ACE RN 2R
LRI *ff%ﬁ%iﬁg FTHREFHA0AFREE 2L R
A (respondent) > & f i 'EF HE L Ei gﬁ % $R% @Ak 0 Dixon % 77 i&
¥4+ ¥ - Dixon % 77 GDPR /zﬁ B FIEL 2 Fu 2R 0130 H 2R g e
@%%,%fzﬁgMZ@ﬁ?w%\ﬁﬁmw NREEE B A

FrER D4R

o]

He s A ¢ %% 2 (individual complaints) 4 # =
AE R o F B ELEREEE KB % A (case by case basis) °

Dixon % 7 TP £ 50 Bl 30 30 5 GDPR#, (7 chrir— = 2 4 £

1] (fines) » & 4w 2 {8 T B T rRAST) B P AER 0 4P 3V RIRE]

THE T D4 e

A % > Dixon $B-® B B 7H 4o 5 TR P 2 fedkde GDPR 73
FEARFHNT R T B4 GDPRE G B F L B B
FaRER 0 7 2 2 WEF GDPR ,élﬁ » B R R BB A AR
B o B P DixoniLs BRI E W 7IF S M E w R R0 0 5
¥~ 2 H B E P ¢7'E 2 (harmonization of EU data privacy law)#r &
P AR FIERZEY S Fo 2R E <

Keynote: Helen Dixon

-
S
Helen Dixon, Irish Data Protection Commissioner (Ireland) >

Paul Schwartz (Moderator), Jefferson E. Peyser Professor, University of California Berkeley School of Law

]

Helen Dixon
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TR kR A HpE
B 130 " & 7223k : Helen Dixon | #-=t # [B]
(+7) CCPA# {76

~ ¥ & 3 Andrew Clearwater(CPO of OneTrust) v David
Blderman(Partner of Perkins Coie)ftif e i & Jz "2 2 (CCPA) 1 2
CCPA 2. A ko o

CCPA B~ 4 Wy % i ?‘rrﬂ‘a’f‘f‘ v @ 353 B~ 3k g (right to
request information)~# ,4r‘ Jfg(mght of deletion)~i¥ ! 4# (right to Opt-Out)~
F AR (right to non-discrimination) » i3 11 & e b b G 2 pr d
Wy l[%;a 238 % (Do Not Sell) o & i p #0335 4 W 7 iT?‘ 77
Fpe ey eLE] o BHAA BEA KT RZT o

4rig & CCPA > 4c ' @ ;2 3% & (Attorney General of California) 12 %
fe ) f K 3 fEAzR(Private Right of Action) ©

Biderman % -1 ™ p ¥ iT 5 B 483722 (Class Action) 2 FF eni5 5 » &
Kb W PR MEAGe AR LA E A EF TR FEREELT S
EREE R B A A D P PR AR -
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sp.';'g‘;':ﬁ i OneTrust Privacy

PRIVACY MANAGEMENT SOFTWARE

saT - CCPA: What's Being Enforced (and What's Not)

24 2:00 AM - 3:00 AM

x o= o=
Bookmark Note Save

Join Session: Password PSF20

CCPA: What's Being Enforced (and What's Not)

n Tap here to access

Speakers
Andrew David Biderman
Clearwater

We've learned a lot in the first few months of CCPA enforcement actions and lawsuits. Where the Califoria AG has — and has not — focused
its attention can tell you a ot about how you should direct your privacy program. In this session, we'll review the key CCPA enforcement
actions and civil lawsuits, and help you takeaway action items and best practices to set your organization up for success.

LR TE
B 131 TCCPA 34 (785w | 3= £ B
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(++) /32 DSAR

5 & GDPR 2 CCPA ¥ 43t A "4 p bt cnini » A3
= # 3~ Heather Federman(VP of Privacy & Policy, BigID) ~ Rachel
Glasser(Chief Privacy Officer, Wunderman Thompson) - Heather
Sussman(Partner, Orrick)3 33 FA L A k¥ & €33 en T FHE
FI R R F30M 6 £ Bd $HEE AL e o iR A R
*F R A BT % 3498 (Data Subject Access Requests, DSAR) e~ 58 3
@*ﬂb%ﬁ’iéi#ﬂiﬁﬁﬁeo

_i
gfﬁ@%ﬂi ?<l LT R R TR AR AT T AR
AT TRAIT K IR T R Rk T O e
PEE R A TR T p B A e drehiz AR M R 1
2o A E RGOS 2 oA D T2 DSAR gl NI ARR E
RF T HI B GE LA R RO R
Ko s ABFFR CAED4 e TR - THLMRP 2 1)
4

Frivet g EEMATHRIAEZ FREPE - ERTEEMTE iy &
~
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October 23, 2020. 2 pm ET

Dealing with DSARs

Heather Federman
BiglD

Rachel Glasser
Wunderman Thompson

Heather Egan Sussman
Orrick, Herrington & Sutcliffe LLP

mBmas Privacy+

.;===Securnv

=
mm Forum

Intake Statistics See o

Foi :=i=y

Most organizations are manually managing DSARs with a front-end :
portal or something similar. Less than 20% are using an automated DSAR “SiSEEE=
management tool.

How organizations currently manage DSARs

TR KR A EpE
B 132 " &2 DSAR | 3= # B
(+-) HEFpmAE @ SEXFTRL 2EEFE
* B3 Chris Zoladz(Founder of Navigate) ~ Beth Hill(General
Counsel & Chief Compliance Officer of FordDirect)§= Rob Rolfsen(Chief
Privacy Officer of Asurion)3t# & o @ F i3t 4oim 29 T 3K ¢ 28

# , (Privacy by Design) & E!'J

bR R AP R E TG e FEF L RABE R b4t
G TERERER 1 R iﬁﬁ’inWQ%&<Wﬁ4ﬁ1&+
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ERREORRE o ¥ TR TR RAZERTREEAEYR
FLOEP 0 Pt BERVIE O RRUEF R R AT Bk g
FRenT SUPE R RALG AR = .

1R EBB PR i—a‘%m{#ﬂﬂ
FLE AP P IVER RS T &
FHR2AAFANER A HELA S ARG o & RIPA S %El

> AR ﬂ%f@% TR TR A SR LS LY, REN g

i p.ui; T“B?*P“;l&— FHERERENN ST LR EE > HEL S
oo Hiefe g o

Privacy+

4

i

Security
Forum

sar A Conversation with Cocktails: Operationalizing Security & Privacy by

24 Design
3:30 AM - 4:30 AM
#o = =
Bookmark Note Save

Join Session: Password PSF20

A Conversation with Cocktails: Operationalizing Security & Privacy by Design

n Tap here to access

Speakers
e 3 E
Chris Zoladz Beth Hill Rob Rolfsen

The concept and value of addressing security and privacy considerations throughout the system/product development process has been
discussed for years. Absent this practice, an organization is at greater risk of delayed deployment for new systems or products, avoidable
costly rework, or worse, deployment without even knowing the security and privacy risks. However, SPbD is only an aspiration without the
buy-in of others in the organization, and a clear process for making it part of on-going operations. This session will not be theoretical but we
will “*keep it real” by sharing our experiences operationalizing SPbD, including approaches, challenges, lessons leamed, and critical success
factors

FHRKR: A3 E 4k
B 133 T3k FphiE | = £ B
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() BATO2HAR L i fos 17 B

A 3¢ % 1 & &3 Reed Freeman(Partner, Venable) ~ Chelsea
Reckell(Privacy Law Group, Venable){- Brandy Walsh(Attorney, Privacy
Compliance, Acxiom Corporation):t # & FliE BEH T ~ AAF4EAE 2 [oT
KE P A DIRE PR o

%’ﬁ“’ d 3P CCPA % “4¢ ¥ '% 4 4§ ;2 (California Privacy Rights Act,
CPRA):ME B » 343 % BB % & £ 1 $P0 F ehiE 2L - CPRA
%2020 # 11 * 3 pxsE > #42023 &1 7 1 pi;V4 e CPRA
H_CCPA %> g fetedpbe W A Roenfg 1) > "L B2 ig * B A 5
ST R R aE 2 AT E AR o

CPRA & = 4o W § & "8 4 i3k & (Consumer Privacy Protection
Agency, CPPA) » £ 5 CPRA v CCPA FHEFF1& Fhi R 7H e
JEM o TR BATHEENEFERPEF o ¥ CPRA
BrrilI NPT RTE FEDFZ D Ao S EZ AN LB A

Online Behavioral
Advertising in the USA -
Legal Framework

k ;N x

- ===Pr|vacv+
lllSecurlt

RS RN S E
B 134 TE&37en2 2k B 2 2 infos 173 BRRR] | 3 2 B
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Fo 8 A icdy o FRAKCERY GREEEERRIAHE

R IL g 2020 £ 2 7 4% A w0 FOR g (European Data
Strategy) » % H g 1k 112 TR L Z o BRI EEE o i
T FLH — 7 H-(single market for data) » Tk R R P HES N TR
MEAXE BT BF LR R 2 TR AN AR
MR FREITH foi R BT ER Y Y P Xz E R PR
A8

FIV 5 A FAERCR 2 R 0 M ORI T B
BT TR 2 PR Ao ERR 2021 & FTALE k2
Fldoip £ 3~ doie AR & FALE @ 7 FAEUR MR § T 4o

f?%iffﬁ"ii‘i N T _ﬁ};]97z;,l\]—««.f__xﬁ—’}f.l;iyljlti,\@g}}%ﬁﬁ#im
I e 7
T

301072 gy B AR IEAY SRR R | P E T

~ #edp ¢ ¥ e GRS R R 2 122 (Big Data:
i Consolidating the EU Legal Framework in the Digital

Economy)
P 2020 10 26 p (- ) 52020#10*% 27p (=)
3 2k s

B | 74t
T kR A H A E
(

GRS T ddp 0 B RECEA P EEE > M
WEREEEEEZ BV RRF O Ik # %R ﬂ)@-ﬁi“i‘”"ﬁiﬁiﬁi
AH B RS TROVTHRG RE G M AN TS S SRR
ABIFACFTALD B R TR I TR TR R .
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2020 & 10 * 26 P

P R

AT

14:00-15:00

14:00 Opening of the conference & -

4 ## A ! Florence Hartmann-Vareilles

I. EU INITIATIVES ON BIG DATA

BOE < Wy 5

4 # A : Florence Hartmann-Vareilles

14:15 A European strategy for data &' 7 L Bk
;&ﬁ : Gail Kent

14:45 Discussion 3% #

15:00-15:45

15:00 B2B data-exchange and trusted B2B data-sharing

B2B Tl ek 7 @ B2B T £ %

* Guidance on “Sharing private sector data in the
European data economy”
M AR FREAY X3 R A )

* Principles to govern B2B data -sharing agreements
¥ B2B T £ F iR eOR R

* Legal challenges encountered by private companies
trying to share data

2P E TR IS ik PR

The “Platform-to-Business” Regulation
ra Sﬁ’%‘é'ﬁfﬁé T ER

;?-"ﬁ : Alain Strowel

15:30 Discussion 31 #

15:45 Break % 5

16:15-17:45

16:15 Round table discussion: Fostering access and use
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P R

R

of data [f] & € R31%h © WAEF L enig* {oié *
4 A4 ¢ Alain Strowel
* Recommendations of the High-Level Expert Group
on B2G Data-Sharing
B2G T £ % 8 &% FleguE R
*  What kind of incentives should be created?
&g e ﬁé&sﬂﬁ’iﬁ %5 7
* Contractual aspects of data sharing and other related
issues data
FTHEZZ G2 5 4P bR
* Data collection and data concentration
FHE ST S
* Towards a EU legislative framework for a
governance of European data spaces
(e g R RN el L EAPE S Lo
H iﬂ’ : Alberto Alemanno, Cornelia Kutterer, Malte
Beyer-Katzenberger
17:15 Discussion 31 #%

17:45 End of first conference day
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s B 1L
09:15-10:45 | 5 4% « : Herbert Zech
09:15 Free flow of data and big data
FoALfe X fcdhenp o R
* Overview of the EU Regulation
B it A
* Consistency with the EU cybersecurity package
TR RERL 2THO- R
* Practical guidance on how to process mixed datasets
B3 de e AULR & TR & g ¥ 45
* (Cloud and data portability
2T i
#%  Christoph Werkmeister
09:45 Discussion 31 #%
10:00 Legislative and non-legislative measures to
encourage %i@’a‘% A e i et 2 #ﬁ X5
 the uptake of open data B *x 7 #d crdg &
* Challenges in the implementation of the PSI
Directive § * PSI dp £ & Feiidt §
* Non-legislative initiatives in the pipeline
TR TAEE RN
* The EU Open Data Portal & B B 2x L 4 2k
# ¢ Jiri Pilar
10:30 Discussion 31 #
10:45 Break i 4,
11:15-12:00

III. ARTIFICIAL INTELLIGENCE AND BIG DATA
SR 7

4 #F X ! Florence Hartmann-Vareilles
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P B

11:15 Liability for disruptive technologies using data: is

an EU legal intervention needed?

BRI TR Y onf 5 LF R MR e

g7

* Recommendations of the European Commission’s
Expert Group on Liability for Emerging Digital
Technologies ® B 14 ¢ AT -FHF T & Te
e oaguE iR

* Open questions on data ownership, interoperability,
(re-)usability, access to data, and liability 3 B 3L
SRR IR TR (R A1) TR
B F EA AR A

* Decisions of autonomous digital systems: are
regulations on responsibility and liability advisable?
autonomous p i #cir i eyl L B F Er A
ThehE M2 i 5

#-% * Herbert Zech

11:45 Discussion 31 #%

12:00 Break & &,

13:15-14:45

13:15 Round table: What kind of legal framework for

using the potential of Al and Big Data? ] & € 3% : * 1

AR~ Bhp S ik B

* C(Cloud computer, public-private partnership, open
sources and other cooperation tools Z #4i& & ~ = F
PR e s RIRfeH s SiF B

e Horizontal or sectoral approach?$ = &% 8 = ;% 9

#-F © Agustin Reyna, Cornelia Kutterer

14:15 Discussion 313
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2= ER 3

14:45 Break & 4,

15:15-16:15 | 1v. ACCESS TO DATA, DATA SHARING AND
ONLINE PLATFORMS F#liT* ~ £ 3 fedr F T 3
15:15 How to encourage a fair system of access to data of
online platforms? 4rir g2 = = T e b T 5 o
ITH KD
* Overview of the Regulation on fairness and
transparency of online intermediaries
SUE O T o R AL
* The future Digital Services Act
A Fen T #c i PRIRE
* Fostering access to data via competition law
ERUTE i SPERL 1A SN S gt
;i'ﬁ : Miranda Cole, Paola Colombo
16:00 Discussion 31 #

16:15 End of conference ¢ & .% &

TR KR AP F AT
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S HXERfR
(=) " FALRS

A ¥ A 4% 4 5 Florence Hartmann-Vareilles » 37 ® 1% € F
R EAH A (DG CONNECT) F# 4% Gail Kent 3/ %
FLER S TE S AT § B3 o SR &P BRI T AR 2 dp B
B PP SFAAM TR 2 REEL R B S Ky @
ABEEAT AT 2021 E R 2 T ERE | (Data Act)sRg] 0 e i 3R

PR R R AR A RS H RS R AT

space)#ﬁé.f F o

#e < WEZE

BEE W For technical questions you can reach me at any|
time via private / public chat, by mail

== (mschmidt@era.int) or by phone (+49 (0)651
937 37 743)

& Florence Hartmann-V...

Gail Kent

| am here. Can you say if its ok?
FAF (a1)

Georgette Cutajar
@6 Sophia (5 | can't hear anything

Georgette Cutajar

ﬂ Florence Hartmann... okl can now
)

Gail Kent

Isitb ok or not BIG DATA:
A European strategy for data

Marc Schmidt (ERA ...

Tatsiana Bras Gong. Welcome to 2205D65!

For help on using this ERA Online Services
please contact ERAIT via Chat.

| Aida Ponce Del Cast.
<s Content
Aikaterini Katsouraki To join the audio bridge click the phone button

{Not implemented yet). Use a headset to avoid

q o 26 October 2020
causing background noise for others.

Amandlne Honhon

Ar\a\z Cordoba @ e

TR KR AHpE
B 135 Tgeo TR ) SRR

'Qﬁcﬂﬁﬂﬁ.
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(=) B2B 2 4frx £ 3 B2B Fil £ %

A 3= 2§ 4 5 Florence Hartmann-Vareilles » ## UCLouvain 3
$#:Fe pFy §_1EFF i PierstoneAlain Strowel 3% 2 B 3% rB2B AL e

<,

XBEH BB FHER ) R FFLF FRMTHLERS X R 30
W?%Lﬁm~§ﬂim8#ﬁ#§ﬁam&m’““%#ﬁ@%m
ZAPBEAREE 0 R D P R R FTHT I R

AEH AR EP s < BRL R0l T o ER

ﬁlCT%Pﬂiﬁﬁgﬁiyggfm%?,”f TR BHYEE

Hehe - R T AL $ PR Rt ¢ § TRl < T
BRAFH PRI ORTRRF 27 R ff. > & >4 B2B~B2C-~
B2G~P2B % » B3 M ®p P I FHREZ i F I 8 o
GHEF PN F 0 BIRAp R > 4o GDPR ~ FFDR 2018 ~ Open Data
Directive 2019 ~ Trade secret directive 2016 % -

I e AJLR & AR o K # TIM 3T FFDR 02019 4 4551
B Bl Eie s A LA R S TR E N A TSR 2 f ik
?ﬁ%’ﬂﬁﬁmi%%?ﬂpyrujﬁlﬁi'A%’@%
GDPR Ji¢ * F3th ‘G H050 & £ A7 5] -

o

HERIIPEY ﬁ'*frmﬁﬂ‘ P RBI 2 EgE P TR
FAF L P EIH Y R TR B Aot > FE L FEN

—

AR TR R R W - RRS R S R AR
B BEEZ ST L FRE A TS S
RS TR R G EERIR T EF MG ok FR
7> ZWEF LY foB % eh APL> 13T £ otk 2 Far £ 3R
PEM R FRICBEF R DI NFBTREE 0 A7 R DT
HEE > BEHREfed TR g TARR] (eI v~ & 24 )
TEHFFLETEER T AL 3 PRI R EEF LT 4o
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A&

& Florence Hartmann-V....

@ Monica VILASAU
=z You mentioned data donation. Nevertheless,
how ¢ donate something if you do not
ESE ave nership of it?

e Tmathlj
Indeed Monica, as | stated in my question, there

ﬂ Florence Hartmann,
e

Big Data:

B} vorcscoma .. o Consolidating the EU Legal Framework
Ebarg . 3 ERA Online Conference — 26-27 Oct. 2020
REW  Tatsiana Bras Gong, S
[ L P m—" B2B Data Sharing in EU Law
ndee u ild no
o Akaterini Katsouraki rightable non-personal data Alain Strowel
G L Professor, UCLouvain, Université Saint-Louis, Brussels, Munich IP Law
@@ Alain Strowel erson ny purpose, it you can get your Center, attorney, Brussels Bar, Pierstone
(& ands o alain in.be / alain pierstone.com

@ Amandine Honhon
(&

p‘}'jw)ﬁ‘l *’Li#ﬁ%
B 136 "B2B ¥ ‘f—-{#ﬁ"fr’;\ [ B2BFI‘} EE | HFIER
(2) P4 g3 ¢ Aot foit »

A=t i 47 4 % Alain Strowel - #35- Alberto Alemanno ~ Cornelia
Kutterer » ¥? Malte Beyer- Katzenberger "ft? Y T iEE T AL T e
% kM ¢ 7 B2G FHEE B AL RleduER o Bl R
B FHESE G 5 MR FREB T HEEY 02
CHE RN FTRIEO RS -

’i Cornelia Kutterer 5 Microsoft i geir 2 2 E 722 H K3
SR B /DT G F A (TenT R EJ’ w2 T B 2% ,(Open)>
RANERAE FAAPM TR G i BT ¥ % (Usable) v #-45
ToveE 2 %‘rji]ﬁ{rl Epmsd) e pe ¥ T R4 | (Empowering) 0 5
e SR ERKE TR AR E XA Al A 4 0T ke
)} it o E‘q‘— S }:J (Secure) » # * % ;Jf’;iﬁ']# % RFE RS
w5 T E g (Private) » f2Et s iy 2 B 4 L > Tk 342179 ik
ERAER ot B2 THERTHER FR R TR E
TRt 2022 ﬁ,T} 20 38 {7 TALEL ¥ > d Microsoft frig 3 Tl £ A
¢ (London Data Commission) £ #F 7% i% - Bl & #~ 7 #7(Alan Turing
Institute)¥? < i5 57 ¥ I % (the Greater London Authority) & 1%+ & 7 35
£ 3 iy & T L 45 3Tl COVID-19 5 5B § & i F Fasif

EITERREFTT - F B RE KT ERAT
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¥ - ¥ 5% E 4§ DG CONNECT i Malte Beyer-
Katzenberger » f& Fc 7 FALER g 57 » > F T TRT i RGAE R 0 ¥
%&Aszﬁﬂ;f@&kﬂw&#ﬁ?u*a%é
kiR e E‘é’:—j'zf@;I'j'ﬁ‘Lg#h "I;l-!irsﬁ nfé@x"~fé’-%"~2ﬁ:?€’ﬁ‘
e "*‘”“W””«a%llfw+4%%“‘ﬁfﬁf?ﬁiﬁm@dfﬁ%
PoaeR 40 A AT FHE G TR L TR
WEREF G E R L i . '
P e & & # i GDPR © & 1 h'#tilﬁ%ﬁ'y_ G2 S
B e TR 2 HEREZ 4 ‘ﬂl::,ﬂp.gi,%;’ﬁrfa
L3y 1 SRt o 3R Xf}»' ;MR KRSY 2021 EA-E AR E S

N

FRF® 35k 2 % (High value public sector data legislation) » ¥ 5 #% i 2 3
=S| 1%] xam)fﬁl"’“?‘}' —&riﬂ*ﬂ‘%fi "fuf“ﬁ‘ﬁii ’h?g@ﬁk‘

B e T u APL P\?\’f‘ R 0 EBfS BIEIEI Y 2021 £ Rk
7 4L (Data Act) e

- ;&JF]‘ Alberto Alemanno * % % g £ f ¢ B2G % ’?"\fb o 3R
2] ..%P_Ei%”ﬁ = 0 A8 AR B2G TR E R R B EAMosr
gt » H =t “’I}L"ﬁ“g‘ SEJIE P en2. B2G TR A ¥ audik o B (SR
AL g ERIPE- HTAB2G FTHEI AL BRI ETHF
IRERT SRR SIS () E&E%‘«b W e H TR IREGR P g
ﬁﬂﬂﬁiﬁé&§Wﬁ%?ﬁ’¢ﬁgmﬁﬁﬁ%i’mﬁﬁéi
B2 TR OMP I G TR s TS GO Bt
A A #H K G 0 F L i#&%‘g‘ GBI A ke B2B TR B
PRI AR T AR Bl B 2GR L g o | RBRTORAR
RO A ROER DR AL TP F R A
EAL DRI, ST UARAN S F P A S
FAp e FAL
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AENE

Sophia (£

Florence Hastmann.

Marc Schmidt (ERA

Tatstana Bras Gong,

Nida Ponce Del Cast

Akatesini Katsouraki

Nain Strowet

AIDerto ALEMANNO

Y Y Y Y Y LELEE

P (44)

©
[
)

. [
[, R
)

@ voeeonc

° Carota Ekblad

T KR
B 137 D& 63

¢ BER

@ Comelia Kutterer

e

n Florence Hartmann-Vareilles (ERA)

End of the break
° Anaic Cordoba

Thank you for the excellent pre

he ¢

Florence for t
Quamsuow

00 DesRALE 15 Shane vOur._ auest

< BEE

° Tomas Zbihlej

ﬂ Florence Hartmann-Vareilles (ERA)

Anaic Cordoba

Great presentat
° Laura Somaini
Thank you
° Isabelle Camilleri

Well done! Thank
° Monica VILASAU

° Ines GEORGIEVA

° Jenny Jakobson

° Malte Beyer-Katzen
s for the

comment
° Veronique Cimina
hank you very m h

Paulina Komorowska

Thank you!

e Cornelia Kutterer

berget

@

Tl

i

=8

(P4
1
—~—

=

P

205065

s
-

\
A
& Comelak..

BIG DATA: CONSOLIDATING THE EU LEGAL
FRAMEWORK IN THE DIGITAL ECONOMY

Round table discussion: Fostering access and use of data

2205065 O

@ Alain Strowel

Floeence Hartmann .

wards a European
strategy on B2G data
sharing for.the public
interest

Alberto Alemanna
On behalf of EU
ission B2G
experts group

2205065

WE WOULD LOVE TO SEE
YOU LIVE AND IN COLOUR

...S0O MAYBE YOU WOULD SWITCH ON YOUR CAMERA? 2
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(z) FRAcx FFhehp d il

A 3=t 2 3 4 5 Herbert Zech - #3 Diisseldorf 78 & g b
7R Christoph Werkmeister {2 2 3F 2 Fﬁf? WU RE FAL i ¥ i *
EL RN TORLIAE 2 E PRI RBOE R &}_’*%m*
ﬂw\w»%maﬂm FRESR T 55 2 2R TRT N -

B oE AP R 2R A FRR A AR P (Free flow of non personal
data Regulatlon (EU) 2018/1807) » #H:E £ Tl A V& R T

FHRE LR FRT s E ST R P e B

%v%$1@¢415@’j$m@éw ?1&%@%@&%%0
=
3

RERP AR ETRE  ~THE BREAGTTHE - 20
AT AL St Lﬁ,ﬂjlﬁ'i? B AL > F B /\*fr',é.]} ML BA T
(nextricably linked)P > B &ifg * GDPR o 3 3t 4rie 287272 ¥ & > F

AU FAF T R GIERARF S HHL AT E RS R T L
Mol % B R 2% . —ﬁ‘.ﬂ‘zif&fﬁ)f@;ﬁmg B &2 AR M2 LR
P > 4o NIS 45 £ ~ GDPR -~ ePrivacy 45 £ £ F d T 3+ "E 02 R (ePR)P~
R E (Cybersecurity Act)é‘Z i 2T AR o

i BB 2 o v R S e RV E - PR R
ST z@-rﬁé R ALl i;‘i—;ﬁ:ai ~ GDPR fr2tip A Fflenp o jn
TR T TS ER S TERE 2RSS ER
M2 RIS (SLA) » B & fR R SC BB AL AL - ﬁz’x}’-f'ﬁﬂ?
ﬂ‘iii%@r\’fﬁ_i%ﬁ s pboeh g R PR B 2t Schrems I 27417 ¥ 5t 13 2 Rk en
* FEEE

226
KL 2 HEMARBR I BHLR ¢



°S|moMCABBl
NE Good momning Florence, not much sense in the

AENE

n Florence Hartmann-Vareilles (ERA)

Welcome to 220SD65!

For help on using this ERA Online Services
please contact ERA IT via Chat.

To join the audio bridge click the phone button

(Notimplemented yet). Use a headset to avoid
causing background noise for others.

a ERAIT, Glen Peters
a

TR 2342
B 138 T e ggenp J il | Ht E W
(1) BB Bafiome i fobz 2 4%

AH-Z 3 FF 4 5 Herbert Zech » #3% 2§14 § DG CONNECT
FALFC R & AR 17 a0 Jird Pilar 47 B¢ TRUB 4R B L an
R s R ¢ PR ORTHROERL S R 5 PS4 4 6
TRadpe B~ & BB (Fenzb 2 2 By > U2 gpE R R RS -

B - BED MR TR LA R SR
T RFRAGR 0 B MR R TR G S B TINL R PR ¢
g%ﬁ@%»%ﬁﬁﬁ%?%ﬁﬂﬁfﬁﬂ“’ﬁ¢@4p+#é%
5 §= (ngh value datasets)z“'r

\

%ﬁ\%@~&?\25#25%¢%\ﬁ@ﬁ3’%2m1ﬁ%i
K P 6 A RTAT Y R RNE TR T A o

3OV IEGER R e 2 e
H % ®M R~ v g sk (European Data Portal) ~ i ff B Al » T
#*(EU Open Data) » ¥7 it £ % ' 3% *& (Connecting Europe Facility, CEF) »

@ Hc % 3 & (Digital Europe Programme, DEP) e E #8 B 45 4c 33 §¢
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Meppis Al a4 o ¢ RFTHRFR #%M%ﬂ%%ayf BT i
T s Al B* o AR M E B

annotation) -~ ¥t— ~ Fﬁqu

> 4o B % (curation) ~ 3% R 1% 77 (Semantic

~

harmonisationof metadata) RGBSR R

’\’ll&APIm? ’ﬁ‘q‘}"ri:%f:o

< Wxz

HE= W To share the benefits of digitization and the & Herbert Zech
data value chain more globally
== Monica VILASAU 7=
S Regar ization, is it under GDPR?
ERAIT, Glen Peters
AP (43) Thank you!
9 SR Freyja vandenBoom
G Interesting thank you,
ERATE GllnP. ° Laura Somaini
(33 Thank Based on
your e hat the : . - s
B v o Legislative and non-legislative
! Lol o B measures to encourage the uptake
REW Tatsiana Bras
.G c Id it be preferable to of Open DEVE
p portability right more
Aida Ponce D.
(] e 27 October 2020
Monica VILASAU
o Aikaterini Kat... Thank youl Jiri PILAR
e S s Unit G1 - Data Policy and Innovation
o Alain Strawel DG CNECT, European Commission
G Thank you! <x
Q@ et ° 9
: D ®

TR kR A hpHE
@1wr&%%%wﬁ Frenz iz fob2 2% ) S E R
() BRI T R i L FFEFPEEFIFE?

*3=x 2 #F A % Florence Hartmann-Vareilles » #r#-4p k% F~ §
Herbert Zech 3z gk M >t T MEE T eniT* {rid * | R > ¢ 7 W
PRELEAMBPHECPHF L FloduEii~F MR #3307
P w o (R0 )~ FRT* BT EOAfRARI M2 p Ak
kSRR M F Efr R L g R R E

AR AP HN TR T EA 5 T S B A H
SIMEZERENT R RG FEHRE HA 0 TR REST E
METEMARAMRIE A LFEF T W RS i'ﬂza‘% NS
TAhed £ € 2020 £ A 1A E G L E o Eg BMRE 2017 & 2 0 B
R A PERR ko U E BT R T T A1
FHMUEFEEIERENTLFL -

AN s R A (BEE
AAFE S IR A H R E 2 ey 2

FeB M st STLEER R R TR B P EP S
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S A SRR T s ’?ﬁ%ti?ﬁo,
FE KRG R HEREFT LYW
FF S TG EE B AR AR R
TEMAR LT R {oid g A @ % Py
EEEE P

e < WEE

SN
-4\
B TR A T
g2
N

>~

(Bd\
L0

4

*‘E% ok
4w
i
o
féﬂ
= o
iy
.\
n}

A&

Hzz W Dear Mr. Zech, do you therefore understand the | [N RS TRR— VR
transparency regulation as therefore
=z automatically establishing the right o re-use
private sector data, irrespective of its
z==z commercial value {which may not be tied to any
existence of IPR) ? Such a wide reading may
HE 1) have a rather negative impact on the
willingness of third parties to share any data

9 Sophia SUN (49 abo.ve the legal minimum with the regulatory
A ¢

agencies. | could see this as an argument that
did not yet pop-up as such before the ECJ in
a(»‘ ERAIT, Glen Peters EMA/EFSA/ECHA cases.
ﬂ Florence Hartmann... Welcome to 220SD65! Llablllty for dlsruptlve
) . . .
¢ technologies using data: is an EU
Tatsiana Bras Gong. Eorhelp of bsing this ERADTing Seryices legal intervention needed?
6 please contact ERA IT via Chat.
Online Confe - Big Data: C lidating the EU Ls 1]
o Aida Ponce Del Cast. To join the audio bridge click the phone button Eramework .ﬁn?:en.gig Ez:mm‘jy“;R' A 27 Octobor 2020
(4 (Not implemented yet). Use a headset to avoid
y
) causing background noise for others.
Alkaterini Katsouraki
(]
Herbert Zech Pl‘D‘HGh‘r:Z :\Hlmm\dlu iversitét zu Berlin, Weizenbaum-|nstitut fiir die
06 CHDEIETE No, there is regulatory data protection

@ Amandine Honhon ® e
(£

THRLAR: 20k
B 140 TEURMEMHTREE Y hF E A FFREPEEFRE?
-1 A [B]

(=) Wb g3k A T E o gl i Bk

A 3= 2 #F 4 % Florence Hartmann-Vareilles # 3~ Agustin Reyna,
Cornelia Kutterer 22 34 B 3t T 4 1 5 E o~ fcdp B4 a2 222 ) &
o 248 0 NEHGE BRfrE s £F1E s e R
RPE S H o

#+ Agustin Reyna 5 BEUC iz v i+ 85 » % Tl 4
$ALfe% TRl ous 422 0 F LW P T %ﬁﬁgmﬁﬁ
TR R Jl'ﬁ?f”*ﬁ‘b'fréi\%ﬁ’f | TG MA G R FET UIIAEEF

e ™« 2 HEEATT L &%‘méiﬁﬁﬂﬁgﬁAnﬂﬁz
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Eh
N

FHRP X2 ER TR H - SHEP > EFH
HE LA * F o RGP DL RS E 2R i
e 44 2o ADM B 5876 ~ R E L F R EAFEP
(transparency by design) ; # = 2 % 2 > B { ATTEKEF & F T2
(PLD) ~ - 4 & &% 24 % (General Product Safety Directive, GPSD)

fléih;i,rig’ADM#:ﬁwE;zE | DI EdiirEE o HF ks
Al A F{FEDF 53 (S ERREF Y £ 4 (continued conformity);
b fo o T B 2L AR o T 2% 3 (Fairness by design)if & 7 /& 0 o T

£
—;g% 17 SR BRI X Bk AR 2HE AR 2
I KA
i+

e

&G o Bt K '"%!«E' mARMEK > f F ALK
=y g :Ei; fe e B IRIYE VAL B b & F E 2R ~PLD ~ T
AFHIBDOE R TS L R
¥ - 3% Cornelia Kutterer ' s /iy # 4372 ip 2 ojiess @ % 23
7+(CELA)% 235 » 3 1~ fidp - F Bllic G ahge iz 242
B 4 % Microsoft <77 CEO Satya Nadella ¥t Al 35.p > v 2 i ';f#:{

- FHE v T R A AR R PR A ML - > 25
L3 F =AY —‘ﬁ%l’i’f Brad Smith frfic i $ T321 E4%3% + » v

SERESIEEE S SRR VIR Pl B EA SR
fof ) KPP o RF O AFRINRM e TR EAIEP
FREMSNTE ipr}\rgfébta FrME S TREGEP o F BN EF o 4o
A G A ALEER] S R ALER] S ¢ B ERPER] AL ST g

BATHEAR O BE R FE MR RHE S RERS
e Z RAIZF g 2pM =+ R & AL S P § 2o
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BEUC

s EhY S0 RSN Segaren What legal framework for Al and
= ° Monlca VRASAU, Big Data in the EU?

Agust ok, thanks

3
Freyja vandenBoom
Q ANda Ponce Def Cast
u Tatsiana Bras Gongalves (ERA)

Q Alkateris we will be back at 13:15 |
Q Nain Strowel ® e

TR Rk
B 141 T €k A 1 AFE ot BhB ik R | B A E
(~) defrgtpsd = o T chi + 2 o gy kR0

A 3= 2 3 4 5 Florence Hartmann-Vareilles » #35- Miranda Cole,
Paola Colombo ¥ 2f B > [ 4rie iﬁl@% 2oL PSR &
f‘f‘u RAL ¢ ALY i ena T o PR PR - Bl PRAR2

ERUTE Tok P '%Eﬁﬁ' T & o

;ﬁ—‘ﬁ Miranda Cole 3 Covington ¥ #3#7en& 5 4 » 2 % T Tl
B
=

MARE o S BEETRE E g R /,,\Jffrfr_f_z;,g ST HRP e
—‘FT' Lo RP R S By 7 1?‘{1@:&«/\%‘,&( \;fr’ LERE
SHSAEY R B AFRELZ TP > TR S

Bl & o F T M RRETH & Wﬁﬁ¢* 11 i
ﬁﬁ%“ﬁ%%ﬁ’?%ﬂu?” éﬁ%’u@wﬁ%%@oi%
‘ #ER ? Bgen iegy» 0 A TR (R 2

R T m;gwn:w Pﬁl{@——}*#k 'ri’
7

e

P e S A TR it 85 A
LA EHE AT Y RY LR mﬁi)ﬁ CFALETE S FALE P
EE 30 AWFAPM IR B P S ahn T{oE P oA MR
WP o de? ARG HHFSIF L E p2 Bl G R - T
ERRRES i S IR NS £ BP0k SN

IR RAT Ao TR B ISR RS P e B AL ¢ fa iy F
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B EB kD B RBOTRETRTEE (T HFFE) £ -

F*éiﬂahkm%daﬁkq?ﬁwaCdmmOMQEr%
AT R 2 o F A RF RIS BTG e 0 H -
Bk T o & ZHF CAEA R SR R RE 0
%E%“ﬁ$i’ééﬁﬁﬂé\ﬂﬁ~ﬁ%‘%ﬁ*%g’
PR P IR G AR F B foE A RARF USRS Y &
¥ i it (Progressive user d1s1ntermed1at10n) K BALED A R
=S ﬂtfi&ﬁ,—ﬁﬂé‘higf%ji)ié AZUEATE B R T A R A KRR
WEHFREARS A TR F&?‘é‘iﬁ’WLLM/P?J“E%*’F&,?/#%{%’
i}i’%‘fi?ﬁﬂ‘ﬂerDPR’ FEERESMFTRBHRLRT B
‘“‘ﬁ:‘ﬁpﬁmfifﬂ [t /fm’ﬂ/zﬁ“’g%‘?” ¥ o
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T T A%
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M e

T ﬁgﬂ

° Ines GEORGIEVA
n Florence Hartmann-Vareilles (ERA)

n T Bras Gongalves (ERA)
ext session s ot 15:1 Data and the Online Sector

Welcome to 2205D65!

For help on using this ERA Online Services
please contact ERA IT via Chat.

To join the audio bridge click the phone button
(Notimplemented yet). Use a headset to avoid
causing background noise for others.

‘ .99999559

° Ines GEORGIEVA
n Florence Hartmann Vareilles (ERA)

. Tatsiana Bras Gongalves (ERA)

Ta
Florence Hartmann. s hisat L

MEDIASET
Tatsiana Bras Gong,

For help on using this ERA Online Services
294396 please contact ERAIT via Chat.

To join the audio bridge click the phone button
(Notimplemented yet). Use a headset to avoid
causing background noise for others.

The Importance of Big Data in Digital Media
27" October 2020

FA R AR
@IMF%FﬁﬁéiQEﬁﬁjigf%ﬁ?ﬁﬁ?J%ﬁﬁﬁ
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Fid RETREAR BT RELESETRAFPIA SR

g AEFH LT

PR FEREDET > SRR TSRS BT R
BF L BREWEI6E -
oL R 10 B & A5 3 RATAP ML ® 2 RIE T G
TR BT REL LR
L ABFREP I RT AP 2R L BRERA Y
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Bep BRI POE I ITE o
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29

FTC Requires Zoom to Enhance its Security Practices as Part of Settlement, FTC,
https://www.ftc.gov/news-events/press-releases/2020/11/ftc-requires-zoom-enhance-its-security-

practices-part-settlement; FTC orders Zoom to tighten data security practices, lapp,
https://iapp.org/news/a/ftc-orders-zoom-to-tighten-privacy-infosecurity-practices/ (last visited Dec.7,
2020).
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30 1CO’s Children’s Code will help protect children online, ICO, https://ico.org.uk/about-the-ico/news-
and-events/news-and-blogs/2020/09/ico-s-children-s-code-will-help-protect-children-online/; Age
appropriate design: a code of practice for online services, ICO, https://ico.org.uk/for-organisations/guide-
to-data-protection/key-data-protection-themes/age-appropriate-design-a-code-of-practice-for-online-
services/ (last visited Dec.7, 2020).
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31 Parliament leads the way on first set of EU rules for Artificial Intelligence, European Parliament,
https://www.europarl.europa.eu/news/en/press-room/20201016IPR89544/parliament-leads-the-way-on-
first-set-of-eu-rules-for-artificial-intelligence; Digital: The EU must set the standards for regulating
online platforms, say MEPs, European Parliament, https://www.europarl.europa.cu/news/en/press-
room/202010161PR89543/digital-eu-must-set-the-standards-for-regulating-online-platforms-say-meps
(last visited Dec.7, 2020).
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32 Consolidating ~ US  privacy  legislation: = The  SAFE  DATA  Act, Iapp,
https://iapp.org/news/a/consolidating-u-s-privacy-legislation-the-safe-data-act/; S.4626 - SAFE DATA
Act, Congress, https://www.congress.gov/bill/116th-congress/senate-bill/4626. See also the Committee
on Commerce, Science, and Transportation,
https://www.commerce.senate.gov/services/files/BD190421-F67C-4E37-A25E-5D522B1053C7  (last
visited Dec.7, 2020).
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Data Protection Regulation, GDPR) % 45 i » 13 ¥ 34 (LFc g =
R HEDTHREEDLFER HE LR L FT g 577
BB SR L BT RO NS ERPR
s B E - B S B R o TG RE T RS
AR 825 MB A FTRREOR R ERS e 5 FPREE YT
POBERLELAECFRLIRG | k0 @ ﬁﬁ#ﬁ%iﬁﬁi

o ﬁ?‘ﬁ@ﬁfﬁﬂ*ﬂiﬁ?ﬁ@ﬂ% TR R AR B AL 0 R K
BEOREKEL R RF- K-

d B RFCR P PR hEE ARy Tt > FIpt g 0 5 M
%ﬁﬁﬁﬂéiﬁ’wmé2fgﬁ@%mﬁp@‘%gﬁgf@%
shipg o@ 2020 & 7 0 16 P ORCE E Fudindl T wE 2 E R g
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Flpt o mERP SR LT FERY ABEEREUERT ERE
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3 Using personal data in your business or other organisation from 1 January 2021, GOV.UK,
https://www.gov.uk/guidance/using-personal-data-in-your-business-or-other-organisation-after-the-
transition-period; Clock ticks on Brexit adequacy decision, Iapp, https://iapp.org/news/a/clock-ticks-on-
brexit-adequacy-decision/ (last visited Dec.7, 2020).
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Act) » P NGB E TR £ 3 0 2 FE 7 3 7 (Buropean data
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3 Commission proposes measures to boost data sharing and support European data spaces, European
Commission, https://ec.europa.eu/commission/presscorner/detail/en/ip 20 2102; Proposal for a
Regulation on European data governance (Data Governance Act), European Commission,
https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-european-data-governance-data-
governance-act (last visited Dec.7, 2020).
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FPrAaEFerfrEgTia
WEF 32 f2 3540 chip & : 3 7 ﬁ 22 & ¥ .2 | (Understanding Value in

L Media: Perspectives from Consumers and Industry ) 3F £
IBA Research " B ;3 2020 & 54 f& 3 trag 4 | (54
2 TECHNOLOGYTRENDS TO WATCHIN 2020) v & %
2 Y REAAEF L TBE TS ER AT AR A2 Bt

—‘Z}? L\ IFJ \—7 ;\i‘
R EAHE T E R TR TR, 6 A
Facebook M " 2t fp o 11 A 5 APt v L 3
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S RAEA KR TRend  BAT A TR ¥ $0 4
BEFRERFREAD o FAEEMIA G R

~ IBA Research " B x 2020 & 54 # $ 4 | (54

TECHNOLOGYTRENDS TO WATCHIN 2020) v g £ %

FALE T 587 1 4 ABI Research *+ 2019 & 12 ¥

% Understanding Value in Media: Perspectives from Consumers and Industry,
https://www.weforum.org/reports/value-in-media (last visited Aug.27, 2020)
% 54 TECHNOLOGYTRENDS TO WATCHIN 2020, IBA Research
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2% RE L 2020 & 54 &3 48% (54 TECHNOLOGYTRENDS
TO WATCHIN 2020) ¥ A % » 3 &) -8 B & %k e Hcnig
i ESGAPM PFE AHKS - A I FELRETY ~Huiom
%&? S E 2 FEE R 1 R T E A g E
i~ EE D oA EL R - FERE - FEHS
ALY Z 300 %2 Wi-Fi ~ Bluetooth ~ & R 2 H 5% o 11 F A%
TR PRI S e Spde S B0 5 M A EIE ML
R TG P AT GG g o
B EHEF DHEARS > P LT e ) (Face
recognition ) $ ¥ & f AL BB ¢ 0 TR F Y BT 2
PROYEFEZ BT IF LR R4 BT RAR
HOEIRFER L M E R A VR Dm0 G IRaEa o H o v 4R
2 fy#e (biometric) =i 5 FRERE L2 F 2RBREH &
T T ALRATE © 4 P yER T B 3 R PR M
FTR QFWQ%&%°%§%%§ﬁW¢%%m%ﬁ%,@%
Ry * F ] E 4 $ F AR (biometric surveillance ) #-4% 4 ¥ 34 -
FlitdrP L E g RS L X 22 Fs'x‘*it/é?‘%f‘ e -E_ A R e
S EREARRATFLA TEBRTRHEASER AT HRER X7

l‘fr

ANV

g
r

T

EEAER R, 6 L ET

e # =k ® ) (World Economic Forum, WEF ) £ T = 4%
& &4 R ¢ (Bahrain Economic Development Board ) 12 %
{i/’ eshenip A R g K £ 17> 302020 & 6 F 3 A BT
BER R R ATTOREAY A A EEEEe LT g

(

oadmap for Cross-Border Data Flows: Future-Proofing

>
=

https://cdn2.hubspot.net/hubfs/6705264/Marketing/Whitepapers/54%20Technology%20Trends%20To

%20Watch%20In%202020/ABI_Research 54 Technology Trends to_Watch_In 2020.pdf?hsCtaTra

cking=095d6803-5017-4852-9028-6691d19085a4%7Cdcla0ec9-b458-4e51-a3c2-e25clalba80c (last

visited Aug.27, 2020).

37" A Roadmap for Cross-Border Data Flows: Future-Proofing Readiness and Cooperation in the New
Data Economy WHITE PAPER, WEF, https://www.weforum.org/whitepapers/a-roadmap-for-
crossborder-data-flows-future-proofing-readiness-and-cooperation-in-the-new-data-economy (last

visited Aug.27, 2020).
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https://www.weforum.org/whitepapers/a-roadmap-for-crossborder-data-flows-future-proofing-readiness-and-cooperation-in-the-new-data-economy
https://www.weforum.org/whitepapers/a-roadmap-for-crossborder-data-flows-future-proofing-readiness-and-cooperation-in-the-new-data-economy

Readiness and Cooperation in the New Data Economy WHITE
PAPER )’ 5 & ifit T4 % & $itF (data-intensive technologies )
PRI TR IRFEREE ST RBR I & TF R i 3R
B R
H2Em R g s~ &5 oftfe sk ggd,,. o
B3I BRI 7E 3 BB TR 5 MeaEsd B RLic -
FEEFDEE Y 2 TE LRy e x1 £33 & (the Fourth
Industrial Revolution ) i<
COVID-19era) B 73F & 2 ;ai
FERAAEMEA ARG AR EDR
;{ S TR EEE A 3. i?f?u;l F R )~ ﬁ/ﬁﬂp T (4
FPF E S BAy @&l Fos Fivl s FTR7HTH
RS RS FREE S R (6.X 7 R L RE ) o
el NI B AR A £ S R <=
(data localization ) » ¥$>> = S/ B 1L % 4p B Foir (4o Al >
blockchain) #A € & § « Flpt i AT PR R EHETH BB
BFAE S B RO R A f 4 e AT R B
Bt B~ 1E T T o
B o# R ERHRE TR TRALERCRR 6 A

£ B &A% (World Economic Forum, WEF ) % 2020 & 7
U d BT F 8 TR ent 38 4k 17 R B) (10 Principles of Mobility
Data Operationalization ) 32 » 7 Ak BRI P A7 4 B &
AP r FE TR B MR TR G 55

FUFRA
RRlehps 0 5 AR TR & R34 0§ 5 TR
# B 81 COVID-19 2 i e 58 oA (hfid ik % e olh o 323%

N

AR ZEEO R - BB AT RE L LR L R
AR BRFEAETEHTRER fIEEL ST

N

38 10 Principles of Mobility Data Operationalization, WEF, https://www.weforum.org/reports/10-
principles-of-mobility-data-operationalization (last visited Aug.27, 2020).
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v AL lﬁ&?‘ii%x% * ﬂfﬁ%fgﬁ;ﬁﬁuﬁf%ﬁ
IR ﬁ"’?%il—?;ﬂii i £ > it (qualitative ) fo & 1
(quantitative) = ;% Rk L3 @FL A - K fRA9T B AL o

Bofs 2t 5 Z PR B RE WM AR £ MO RIRT G 113 E
HIFVRFEANTHESRESBL DRI BEFF
AN AR P BT SR R AR

I ~ Facebook ""§fF it i §fp 1A & A

—\

<

ekt 9 A 3
39

Facebook »* 2020 & 7 % 14 p g+ TiE4 i D §f 5 0 A

i

A 22 2 4F en2k 3+ | ( Communicating About Privacy: Towards
People—Centered and Accountable Design) v g 2 » &% s % -~ ¥
BWMACTIEAPM F » 4ofe b BB foRlRR AT R 54 @
£ RAVEFARM 2R TR T A DA i e R
HERESICTES RS P RE Y F LR N R T
FAL o
PR S R R IR
1@4ﬁ&ﬁwﬂ,uﬁ%ﬂﬁ%%§ﬁf
EEBME i’f?%%lts%ﬂ?
g %‘F{‘ﬁi%ﬂﬂ@ R € ol S WL
ForiE TR . BT Ay T E
sandbox ) » & Bt B FIN 0 # T F ﬁﬁl’g,, Y. ,__ﬁ@ g H
BB EEEF RO 0 RIEAT 2

x

\

3% Communicating About Privacy: Towards People-Centered and Accountable Design, Facebook,
https://about.fb.com/wp-content/uploads/2020/07/Privacy-Transparency-White-Paper.pdf (last visited
Aug.27, 2020).
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T ERA %¥i%fgﬁ 1

/ﬂ@% B3 2 @%i}?ﬁﬁﬁ?’%'ﬁﬁi?ﬁé EX ISRV S¥1 -
109973 11" FEAafpFariteBfFals

A BREREEABPRERAVEHRTIRLE X 440

# R B 287 7 #7(Open Data Institute, ODI)** 2020 # 8 *
Z D@ 0 T RARB OB RN T g T4 A & %3, (Open
communications: an open trustworthy data ecosystem for the
telecommunications sector)3g 2. S ™ RE Rl BT
R 3 20 & (Office of Communications, Ofcom) Pt o g LiRigen
TR AL TE R R A PSR § A
(Open Communications — Enabling people to share data with innovative
services) » Pt RF|HE-E A Pl L FV NBETEIRBFEEF L F T EIR
AR FOR o B T Z B RMAIATFEH I F (Innovate UK R&D
Programme)¢i1— %‘M»\ "ODIZ A ¥R A LB € Rt ERRE
AP @ AP F LR 5 M HE @ Y AR TR 1B S (B
“?ﬁﬁ#ﬁﬁéﬁk%o

3F 4 2 ODI 2018 & B 42 4p B 1 15 (47 13 47 38 chf 3 APD)
;Eﬁgﬁﬁ&%ﬁﬁmaw%%m’ JedeiP R K (B eha

4o iw /,%r’}"ﬁl?izz-a‘%l '*‘mF'”}\ﬁgu R REAEIIEY TR bR o
I%E\—ﬁ}) T A B ER & eni A% Ofcom %4 2 &
3] > 4o B 24217 (open banking) > #p v F Rj 2x > E > ¥
FOLEE 5 S Ap R 0 ML e S D)X 1 TR AR

40 Open communications: an open trustworthy data ecosystem for the telecommunications sector, ODI,
https://theodi.org/article/open-communications-an-open-trustworthy-data-ecosystem-for-the-
telecommunications-sector-report/ (last visited Dec.7, 2020).
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+ R &7 # (World Economic Forum, WEF)»t 2020 # 9 * # 4
Bt T H P T e Ll HN R G2 R B (Ethical
Principles for Digital Media and Technology Design in the New Normal)
Lo AR e BHE T 2K (Safety by Design, SbD) erfic i+ 4548
(ALHOSN app ~ Twitter ~ LEGO Lifeapp ~ Zoom)§ " & * % & » 3P

IR AU AR R 2 P enhd (hem & 23E ez BRAER D
v : '_Fl?ij”i‘#tf—ﬁ——‘ﬁi%jEJ R KRR AR AP RN T
FIR o

12 ALHOSN app & &) > 3% * A28 E P M & < o WP &
B 3t B E A B > kA r 3¢ i3 (decentralized
model) % S xh4e Bpjir> 4 3d FRF 22 3 LT EL DB A Z >
if Big (Secure Tracing Identifier) o 4 ¢ (k&R )~ % ¢ (R )
d (P FDEREE (¥ i %’ﬁﬁé@—‘ﬁﬁﬁ%) W A AR K
i 33 B COVID-19 el F © 3% ERBATFT L S PFZ 1 iR
f2¢ 2 g WALk e ¥ b ALHOSNapp @ % %ep T 431
PoEAERY FRAOEIT o A H S A g 2 e
DB P RY FFp FATERS 3 H COVID-19 RS o

51 od 3 COVID-19 ~ i {7 » § 4vip 1 AL € #3008 i= 4 &K ohik
FoBc A S AR LR P A 2R PRE R R B
R TR L et f%’iﬁ$f”i%f&i

A FRARAEER EFE G LERTAERBEY

® RATE A £ ¢ (New Economics Foundation, NEF) ¢ UCL &
# 7 #7(UCL European Institute)*s 2020 # 11 * % 4 BERE R

4 Ethical Principles for Digital Media and Technology Design in the New Normal, WEF,
http://www3.weforum.org/docs/WEF _Ethical Principles 2020.pdf (last visited Dec.7, 2020).

42 The Cost of Data Inadequacy: The Economic Impacts of the UK Failing to Secure an EU Data
Adequacy Decision, NEF, https://neweconomics.org/uploads/files/NEF_DATA-INADEQUACY.pdf
(last visited Dec.7, 2020).
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FlLE LR FREAE BT - B A FIRAHEE ST
A AR > 3 2020 & 2 7 R R PR (The European Data
Strategy)® » £ » 4 I 6 BRI E b FALE B oR T AAR
X2 PR AR HP A > G ?11;,’3’%%# oPRuR 1 & FAEE T H - TR
7 H-(single market for data) > FE %R 2L 4 foF R A (data
sovereignty) e @ F AL H - B HreuEfpieir = < £EE A FEART A
AL i =L NS SN T b'“r*ﬁ AEFE T RES B Fj;} =R R
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AT FALT* (access)frid * G A AT F F {of PE )
FHEFr L LeE e kTR
1. FH T * 2 B8P s 323 i 2 7 (A cross-sectoral
governance framework for data access and use)
B E AT LR )I* a7 £_5 7 (data-agile
economy)iE .2 & & {23 > #F 4 ;"3 PR AR R -
RfFdn FRAID FPL N BEFES R EINFAo€ R
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d R 2 Eprert PRSI R B TR R4
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MR B A FRRE R T E o
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TR IpE G =R (framework for the governance of

|

ED

J

4 European Commission, A European strategy for data, https:/ec.europa.eu/digital-single-

market/en/policies/building-european-data-economy (last visited Dec. 2, 2020).
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FREBFTRESFTXIELERE 3 T e 2
?ﬁiﬁ’ii**iﬁﬁﬁi?’éz@%$
(manufacturing) ~ % ¢ % % (Green Deal)~ 7 E 2 i ~ i & ~
PA3% ~ av iR~ B~ 2 & ¢ 22 (public administration) ¥ 3 i
(skills) Tl 7 FF & AF 58 2. T oL
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M Apg E &@«lmﬁ{ﬁiﬁf B 2021 F #ede D en TR a2 AR
Bz A B EF2 AR FIELHERLYT E GDPR ohig * B
ﬁ*ﬁ#?%ﬁ%%ﬁﬁﬁﬂ’ﬁW%%?#mﬁ@“m%ﬁ

mIFFERE AL €23 2020 & 11 " HIEEFTHEE TR
FRATHIEAAMRpH S Ty %F#mﬂmﬁ%Mﬁ%
(Proposal for a Regulation on European data governance)—7F #7532 /%
% (Data Governance Act)® > T 5 2020 & g TR B T ahd - B3
Boq BBEH R THY (I R TS 3 4
KE AL T bk R RIGE R B RE LR L IRP R hFp
B e R

LB BT S R AL B S s o5 (alternative
European model) °

2 ERP ERERFEAM R (40 GDPR o2 B 7k %
P EEERLRR R ) &L AT TSRS SR A
< A EET ST A IRk R AR 0 d N H Ea
ﬁﬂ*&ﬁﬁmn4’ﬂ“ PR @R A )

PRSP R SOT A 444 (neutrality and

transparency of data intermediaries) 3] »

X\

\‘—A:

Wy
ol ng,
gh‘i

A FRE S s
BT A RERY S FHET Y AN E e Lk kA
FH (blhe@ * ZFARBE D L A &) £ K KL R

ko d NP L EEEF TR E ) ERR YRS A
= —+
P F

ﬁ@ﬁ’ﬂﬁﬁ P S R TR R IR M
<~ ]v} m@\& J’F,‘_‘EIJ s 1 fu), "‘:f'fl‘ill F ’}"ﬂ i ﬁgﬁﬁf‘-‘:ﬁ% fE—%E" T?P ¥R rj”?ﬁ#"j}

%__]%‘4 g P IRGER 1 * 23R E mﬁ-{tﬁ?r}—' Ao B fiﬁilﬁ’;"
LF iéfﬁr}ﬁ}%m/p%’/z,lﬁ P B AL F S (X ap
F'f’; [ELE i%ﬂ»m*' A& & i &‘f M R A R R 9

4 European Commission, Proposal for a Regulation on European data governance (Data Governance

Act), https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2102(last visited Dec. 2, 2020).
4 European Commission, Proposal for a Regulation on European data governance (Data Governance

Act), https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-european-data-
governance-data-governance-act (last visited Dec. 2, 2020).
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A ﬁqf‘g x> ¥ %% K27 B2B

T RGEF R 2 & (data altruism) > 77 W A B
A ERE R AT KEFFTHEAIL ARE
SEae 2 THRERTAFTRENE LK eR ) (Data
Altruism Organisation recognised in the EU) » 14 3 4 %+ #
FAEG E o pt b s BRI Y R TR LK
F % 2 (a common European data altruism consent form) >
ERE R R oS A T RETH OV B (F
f T2 B A ) o
FIFRTEFPHEL I v TR I RBREE
j}z’f e F FHEIE L8 Bl f\?% 2¢ (notification
framework) > 14 2 BT H - 3k Y R aiE T
Fo & iE Foidenip B AR w0

FAFRKEDE NN o e TR TR AT
A ¢ J (European Data Innovation Board) » ™ i#:& = f K]
BRGS0 B R A Rl AL TR
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woel s 234§ ALy 5 T8 4% B LB
T g IER

7. %S F R RA G ERT MERH TG LARLE
Bk K o

8 &§’$AﬁM{M*?ﬁ#§mﬁﬁ%%i“ﬁ%?
#l

@W¢@ﬁﬁ%iw
B TR A B - B P L K
> 2021 & #% i ’5?5"@‘%”"?‘}»' FARRE = R x> NGB L ERF N

S ER ﬂi¢w%v

%@ﬁﬁ?ﬁ%%’fwﬁﬁﬁ*2m039gﬁﬁﬂ%§%%
v (National Data Strategy)®® » 3§ = F AL enfy & > 2 d 2 R e F
TECE SR G N I m@?’%”*iﬁéﬁ“fﬁﬁ’
R G FORERD AIRTRE F A o2 F RO e R I E R
RERIGE L5 T D AAL G R A L F LA BT T
AR (S PR L B G R TA L S o
2 4 5 2 COVID-19 BT TG s & 1% o b ob o 4t
IR F LT AT # fr-f—ﬁ FoogARALE o R EED AT T
AR#E2Z Py RFRATRERL L EE

Bt TR E - 87 € 42 0% /R (non-depletable resource) 0 it
AT g DIAT R P F]pt g e R 0] TR R R IR RIRT
mﬁ’ﬁﬁﬁ£uaéﬁﬁﬁﬁ+ﬂ¢%ﬁ%i%mﬁﬁ’%“ﬁ*
TR T iEehig ¥ FoRY X F .

BTl RS (3T F)> 7 w&d 30 BG5S 4
Freofg ¢ 5 a4 & 4 o § % (Boosting productivity and trade) ~ £ 4%

4% Department for Digital, Culture, Media & Sport, National Data Strategy,
https://www.gov.uk/government/publications/uk-national-data-strategy/national-data-strategy#data-1-3
(last visited Dec. 4, 2020).
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£1F7{e4p B 1 ¥4% € (Supporting new businesses and jobs) ~ # & L & 7~
% 7% 5 fr 4 Fl(Increasing the speed, efficiency and scope of scientific
research) ~ % { 4% 5T { fv 2> £ JRF3(Driving better delivery of policy
and public services) > ™ % 5 #tF A gl { 4v o T g3t ¢ (Creating a
fairer society for all) °
Fel gm} N EE R M SRR ER ¢ § K
B gAY TR ¥ E (Unlocking the value of data across the
economy) ~ F& i REEIF I £ & ¥ 5 #f o F 448 4] (Securing a pro-
growth and trusted data regime) ~ T % JJ:}"TF AL U B s feet L
o & PRFx(Transforming government’s use of data to drive efficiency and
improve public services) ~ F& i 7 2R #IE H 0% 2 {2 frer 14 (Ensuring
the security and resilience of the infrastructure on which data relies) » 1
2 832 W% F Ui (Championing the international flow of data) o
TEMAEBESARLEARTRDL < AN
1. F# A #(Data foundations) : FAL % & KA _F 417 2
TFALH R E o AR R R TR A R R s
(standardised formats on modern, future-proof systems ) °
DEFRPAP TP BT KT, B EL I
(findable, accessible, interoperable and reusable) o
2. FRF s (Dataskills): #/z i A & & i FlAp 4 o
T LR
3. F# ¥ * |4 (Data availability) : & i¥ ? FLE R
e f1% o T PR o f IR 2 N L
i@mgﬁf””@fnﬁé'%i
4. f F =F #(Responsible data) : Fr i1t &% ~ & >~ 2
T~/ HFF e f § = (lawful, secure, fair, ethical,
sustainable and accountable) ] * i » I 2 47 £ AT

£ -

LY

) 7} s 1
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}

o
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Mission 1 Mission 2
Unlocking the Maintaining a Transforming Ensuring the Championing
value of data pro-growth and government’s security and the
across the trusted data use of data resilience of data international
economy regime infrastructure flow of data

Other actions aligned to pillars

Pillars of effective data use
Foundations Skills Availability Responsibility

TR R L B RR RS R
Bl 143 = B B 730 A Heod SR 1

JL I B BT TR AR 5 0 ST
BRERAR G P HmAFUTRHEF EEHEF 2 ?‘1“—’%' 54 ﬂ’*’ k
TR RERYH? BEM LD TR SR = D
Ainid > FREFET LS T B ”f””ﬁiﬁﬁ KR ﬁfﬁ*
FAFERH TR F 2 BELRTAN TR AL T
o RGeS R N -

PRup @ REATTORE R M AR R R B AT TR A RE S <
¢ g EAALE Jxﬁﬂr'\*ﬂﬁp\ Nk N S A
HEABFIAFL DR EHEEF R E e Tt T RR B
,.‘ég‘_"}?}.tg B o

A Bep ¢ Bt T3 T % [ (dataavailability)F# P o d 3t 3%
RV Y F AL % (datasharing) ~ TR ¥ 4 344 (data discoverability)
FkLiT * (dataaccess) ~ F L ¥ 4% 12 (data portability) ~ F #L 45 & |4 (data
mobility) 5 # B &3 * o Ayt K d > FHRET H P LA - AT LR
DFFRENF IR b2 B § AT B E el I o

(ba S =
9
N
)/
[}
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gLk s od vt?,fiji»;ﬁfg » TR %ﬂl"—% ;u 5 =
PR M TR M B 2 TR L 3 A TR R E &
f£% > £ 4G §RCOVID-19 £ 5> 2 1% 4 f& t4p B 7Ll 4y % 21 R
R THEPFREEI L E R a3 A ERY S A AT
BRI BRI e F R TR LR R R LA BN FEH
#3‘? TABRTHRERT Eﬂi}'{ﬁﬁélﬁ RGP RS

—“F’ﬁljj‘é > W LR ARARTEIETA J;cf‘j—x?:b\ FE A A
e 51 %zrf, | #7#% R (Innovate UK)¥£? B 2 F #L#* 3 #7(Open Data

Institute)s & 1E R % > IF R TR E o

bl
ot
fon
me
F_&

R oo THRLE F Mg fRinfi et Ao b 2R % (risk aversion) g2
s Iﬁ«f‘éﬁf’f’ FARAPMZ A THEL I 27 Fa s 230 TR
FA-RCEFTHETFEREF HORE R EL 2 FTEAEY
S AU RERAGFLTRE F P RS FRET R0
JR & Foehw et 41\»""”?“#*‘ TR R* FEFE PPy &
A B AR s Fled 13 R v 2 2 & & T (synthetic data) %
% 2 8 3 5 'E 4~ (privacy- enhancmg)'}st,ﬁbr v LA FER Ao AT o
B TG AME € enFORLF * 14 (Data availability for the economy
and society)® & > #FRAPM A EA TR TYD B3 F b TR BY A
A R RTORY o SR N R TR LD A 0 A
& B ¢ ESE R B¢ fodk £ 3 ff (¥4 (data concentration and lack
of interoperability) » H R #c >3 FFL o377 M EETFF o Flt &
B FC iR B L M (T B 4o
1. % 7 #(Smart Data):* %
GV RRY R R EREOS 2 HE X205
FoF o A ® % = 2 JRI% 4% & (third party service
provider, TPPs)ic #% &£ F7IRF: % - B E TR F
I T B 2%242(7 | (Open Banking)®® » 156 & 7 (T4 42 3¢

OB RR RGO B ¢ 51t 4p A7 5 4R 2 4o“Online platforms and digital advertising Market study
interim report”, “Online platforms and digital advertising Market study interim report, “DATA
MOBILITY: The personal data portability growth opportunity for the UK economy” % -
B ERELZ T HE IR (CMA)2016 £ 8 " F TF B4 £ 5D 4B ¥4 | (Retail
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Fog Rl > R AIRTIRIFFIIF B > & A4 H @ AR
BORGEFA o gt b 3 R B 4% 32 5 (The Office of
Communications, Ofcom)>+ 2020 # 8 1 11 * &7 ' &
A L R A P f B AIATIRIE R & T (Open
Communications: Enabling people to share data with
innovative serv1ces) SRR AMGE > B Ry —"ﬁ
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ﬁ
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¥ ORI B SR MR T
AL 2 BIRTIRAY > H AR F FIEEE 4L PF o Tt
FRT A HRAE > @ pIRTEE
fﬁ%%frﬁ K it Eie o~ o B ARTE

banking market investigation Summary of final report) 2 & % % pNERKRFR RS > 2
AEHESEHES AR TR HEP > Ftdad o d 4] 2 F 254277 1% 2 (Open Banking Standard) ;
& 9 % pld ® W 9 < &{F(CMA9) &1 F & = B 2c41i7 § % 2 5 (Open Banking Implementation

Entity, OBIE) >

3R EHT A B RAT APLEE AR 0 @) P F FALSE R APL & &

B R 2 S R % (TPPs) -

F* T PEL

BRI ALT 0T - L T B3 & fk | (Open finance) » B 3k & f B 347 AL L F fo % =
BILREMERA ST (2R e HTHE - FAFRR) i
’fru—_‘?'r—né * ﬁﬁﬁ)’ﬁiz}m" PRI O S8 Bt A S J/; WA A R
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2019 # Smart Data Review & 8% &3 Theie sc 4 ) 7
g TR | SR d B IR TR
FRE R > ¢ 7 aE 2 It Ay A F R 1 1% 2 (Smart
Data working group) » T3 & * AF 30 A ~ £ F ~
SR R A AR R B E X @ TR R R
SR o R SR R TR 2 2 ORIR
FEAEEE R R A HAIT A SRS RIF DS

o B piE i
PR B Frihp > FIR Gy WA R E 2
3T TA E SRR AL R e & ]
(Digital Competition Expert Panel)#& 1 6 38 & 3% > & = =
- BEE M oD F 1 F e (Digital Markets
Taskforce) » 72 & ¥ 1228 Aif § & v Jg L 5 £IAT o
A 2z F 4 (Open data)
#2012 & B> 24 (Unleashing the Potential)
R E o PRt IR e R P B 22 (Open by
Default) IR ’592?%}' FEA 0 F IF IR ek
cheiE o BT TR e XA S A &2
RN R G T BT BAEA AR
fedfl i 3Mﬁﬁi?”£”?ﬁﬁé%é%%mﬁﬁg
H MGERIATAI S P ehd £ o B S B o0F
R * > 3 WERHE I EE prl OB o
BEFEFRTROFF oL ER REE - R
Mo EAFRFET I HE g R TR
o2 iR 3 % 2 (Energy Data Taskforce) s
FER o T RE I AT g R T AT * 3 4 (Modernising
Energy Data Access) ©
B F Y &P & hx % 03] (Shared models for
deriving value from public and private data assets)
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Blog: ICO regulatory sandbox,  https://ico.org.uk/about-the-ico/news-and-events/news-and-
blogs/2020/07/first-reports-published-from-the-regulatory-sandbox/(last visited Dec. 6, 2020).
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organisations/documents/2618023/jisc-regulatory-sandbox-final-report.pdf (last visited Dec. 6, 2020).
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1 Regulatory Sandbox Final Report: Heathrow Airport Ltd. , ICO, https://ico.org.uk/media/for-
organisations/documents/2618024/heathrow-airport-ltd-regulatory-sandbox-final-report.pdf (last visited
Dec. 6, 2020).
62 Regulatory ~ Sandbox  Final  Report:  Onfido, ICO,  https://ico.org.uk/media/for-
organisations/documents/2618551/onfido-sandbox-report.pdf (last visited Dec. 6, 2020).
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8 Regulatory Sandbox Final Report: FutureFlow, ICO, https://ico.org.uk/media/for-

organisations/documents/2618552/futureflow-sandbox-report.pdf (last visited Dec. 6, 2020).

8 Qur key areas of focus for the Regulatory Sandbox 2020-2021, ICO, https:/ico.org.uk/media/for-
organisations/documents/2618112/our-key-areas-of-focus-for-regulatory-sandbox.pdf (last visited Dec.
6,2020).
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73 Section 11 of Personal Data Protection Act 2012.
7 Section 12 of Personal Data Protection Act 2012.
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ERFEBETERL FEFLFTRABT R g

foie» Fense @ HRF2 TR B TR
(Notifiable data breaches)2_ {7, F% » 3% ¥ ¥ g 7 742 o

S MCI & PDPC, Public Consultation paper: draft Personal Data Protection (Amendment) Bill,
including related amendments to the Spam Control Act (2020),p.6, available at https://www.mci.gov.sg/-
/media/mcicorp/doc/public-consultations/public-consultation-on-pdp-amendment-bill---
14may2020/public-consultation-on-pdp-amendment-bill.ashx (last visited Dec. 5, 2020).
6 Section 26A of Personal Data Protection (Amendment) Bill 2020.
7 See Section 26D of Personal Data Protection (Amendment) Bill 2020.
8 Section 26B(1)(b)of Personal Data Protection (Amendment) Bill 2020.
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9 See Section 26B (2)(b) of Personal Data Protection (Amendment) Bill 2020.

82 Section 26C of Personal Data Protection (Amendment) Bill 2020.
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Section 26C (2) of Personal Data Protection (Amendment) Bill 2020.
Section 26D (1) of Personal Data Protection (Amendment) Bill 2020.
Section 26D (2) of Personal Data Protection (Amendment) Bill 2020.
Section 26D (2) of Personal Data Protection (Amendment) Bill 2020.
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Section 26D (4) of Personal Data Protection (Amendment) Bill 2020.

Section 26D (5) of Personal Data Protection (Amendment) Bill 2020.
Section 26D (6) of Personal Data Protection (Amendment) Bill 2020.
Supra note 75, at 9.
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2 Section 4(1) (c) of Personal Data Protection Act 2012.

% Id.

4 Section 35B of Personal Data Protection (Amendment) Bill 2020.

5> Section 35C of Personal Data Protection (Amendment) Bill 2020.

® Section 35D of Personal Data Protection (Amendment) Bill 2020.
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9 Section 35D(2)(c) of Personal Data Protection (Amendment) Bill 2020.
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PDPC, Public Consultation on Review of the Personal Data Protection Act 2012—Proposed Data
Portability and Data  Innovation  Provisions 19  (2019),  https://www.pdpc.gov.sg/-
/media/Files/PDPC/PDEF-Files/Legislation-and-Guidelines/PDPC-Public-Consultation-Paper-on-Data-
Portability-and-Data-Innovation-Provisions- (220519) pdf?la=en (last visited Dec. 8, 2020).
00 sk B AFTHOLELCBHE > R PRETRADZEFE R R - Id
102 PERSONAL DATA PROTECTION COMMISSION[pdpc], GUIDE TO ACCOUNTABILITY
UNDER THE PERSONAL DATA PROTECTION ACT, PERSONAL DATA PROTECTION
COMMISSION SINGAPORE (2019 ) , https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-
Guides/Guide-to-Accountability.pdf (last visited Dec. 5, 2020).
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104 PERSONAL DATA PROTECTION COMMISSION[pdpc], Keynote Speech by Mr Tan Kiat How,

Commissioner of PDPC, at the IAPP Asia Privacy Forum 2019 on Monday, 15 July 2019, at the Sands

Expo and Convention Centre, Marina Bay Sands (2019 ) , hitps://www.pdpc.gov.sg/pdpc/news/press-

room/2019/07/keynote-speech-by-commissioner-of-pdpc-at-the-iapp-asia-privacy-forum-2019 (last

visited Dec. 5, 2020).

105 Osborne Clarke, Singapore introduces new concept of accountability for personal data, LEXOLOGY
( Aug. 29, 2019 ) , https://www.lexology.com/library/detail.aspx?g=3f402921-0643-4950-a0c7-

764119269b5a(last visited Dec. 5, 2020).
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106 IMDA, Data Protection Trustmark Certification, https:/www.imda.gov.sg/programme-listing/data-

protection-trustmark-certification (last visited Dec. 5, 2020).
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W7 Ministry of Communications and Information, Infocomm Media 2025 19 (2015),
https://www?2.imda.gov.sg/who-we-are/corporate-publications/infocomm-media-2025-plan (last visited
Dec. 5, 2020).
108 Id
19 PERSONAL DATA PROTECTION COMMISSION [PDPC], GUIDE TO DATA SHARING,
https://www.pdpc.gov.sg/docs/default-source/other-guides/guide-to-data-sharing-
(270717).pdf?stvrsn=8 (last visited Dec. 5, 2020).
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EXAMPLE 2
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Insights
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Individualised
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Disclosure of personal data for the purpose of data analytics
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EXAMPLE 3

Organisation
A

\

Disclosure of personal data for the purpose of data analytics

\
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EXAMPLE 4

Organisation
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\

Disclosure of personal data for the purpose of data analytics
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