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; _ The end of
The end of The end of The end of The end of March 2012

March, 2008 March, 2009  March, 2010~ March, 2011

Ultra high-speed 97.3%
o 86.5% J 90.1% J 91.6% J 92.7% J (96.5%)

52.35million household;

P
/

T Y[~ " 100%
Broadband %2 — { 997 % 99.9 % 100 % (99.7%)
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2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012
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201111 H1H H-EEEHEI 4L (700 MHZz) 2 x 45 MHz 12 x 70 MHz

iy 2.5 GHz #77 i B dmECAZ S8 AL IR © 28T > 2.5
GHz S ] 50 MHz SREZHIRIPR » A B0 R A4 (5 FH
{ERETHEILE (ENG) -

2012452 H2 0 | 45 1992 EIRGEIIE - SAUENE R

(DBCDE) #lfF5~ ACMA filFTHEFr » ¥Ry H &
BT IR A - ¥ REI5 T ACMA FEEZ T nErES
L& AFIEN R S BB EE - RIS RIRS] - [RE1E
{EHEFE 700 MHz #EES £y 2 x 20 MHz £ 2 x 40 JKfif »
2.5 GHz JEES Fy 2 x 40 JKifk

201212 H 14 H | "AEAEEIAEE (DBCDE) #i&fE~ ACMA £

5] 700 MHz FAEZH R REIFs 2 x 25 JEi -

20134 A 8 [ ACMA fRIE " 1992 FEfma sl IEA | ol T —RYI10k

GE RHERUERAGE - MUERERRARRES - 5
s R (B A B AR A SRR AT BT
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ACMA {5 FH4H & 2RI = 7 A T E - SRE
ACMA FEILIEEETE R 25 A B HIFRES: - A A AT DL
A PR EEAVRELE T 2 - s IR
ACMA HETTIERGIZY - TR G FIEENE - 28
HIHAAE 2013 F21 H 3 HRA%G 201341 H 24 H
BHEA > ACMA 1 2013 4 4 H 8 HEEsEH# - ACMA Y
SEELE FREH SRR, e- H iR nE®E P&
e
(HTTP://fengage.acma.gov.au/digitaldividend/category/e-bu
lletin/) -

2014 £ 12 F 31 H | TEEIEUALHIFREAE 2014 £ 12 F 31 H AR

BT - M EEHHRF IR 2015 £ 1 H 1 R
AR5 o ERENEVIHE BAE AL B FE RS AE 2014 4
12 A 31 HZAIE/ARREVEEL I E » Al H ACMA HIEE
I AL SLABHRE - IR FR S AE ek ACMA A
{EZEHEHE E5 58 -

(2)

BUNERER(Telstra) &t 7 i

> SRR AR E R
4% 1997 FFRVEE L i ER K-8 EH (018 £ 7 A 1 HE
Z AR EEEN H )%  Telstra &R BN B & SR AL BRI -
> dhtE TR R T
2012 5£ 3 H 6 H - Telstra {458 r#fRsE (SSU) FIEBIEETEAR -
PAERE B 2 80 - ERIR EARARE A E(NBN) &2 1Y > RE 709
Telstra fi4 SR4ERG R A 4R > HAF HFC 4888 R4 F F R AL AR TS
INZIREREIRHLETRY - MBI NERRIRT - Bl KRG EF I Ef G
&) > H 2012 47 H 1 HiE NBN A EEafHzn LAYME - Telstra i< o] 448
(i F S 48R0 HEC $2{LART% > H Telstra ¥R Fwt sk 45 B4 i H 4
B o A RS M HAAERS ~ 1T RIS I AR AR
TEBFHEAT NBN A E]FREHE S 5 G AR AR (AL 5 MR
Telstra {F fy#E ERGHLERGAVERAESS - NBN A SRS B R rs
[ TEE Telstra WATHZEE - H NBN A EI{RIAFRHE ER IR A
BN RO S8R - ACCC %f SSU fUsEr] » BEERELE Telstra &51# 57 BEHH
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[l - SSU Hfe A2 At & MIA W TR S (E s 5 (H SSU
ARiEfeEEHIE) - BilE B S Telstra AYHTL 4R & AR A By
Telstra Ayt = R E TS0 F AR S - ACCC IE# VIR
E Telstra 1754445 EEIR - ST tUiivines - &R,
http://www.dbcde.gov.au/broadband/national_broadband network/tel

ecommunications requlatory reform separation framework

(3) ‘EflHEH ADSL LR

(4)

(5)

(6)

(7)

2012 -2 H 14 H - ACCC e EAT ADSL #Ht## s LU i 5 -
ACCC {ER—THAEZIRERUAE -ADSL ftE s H 2012 £ 2 H 14 HEH
#5 > ACCC Jix 2013 £ 3 [ 12 H SR FEAUAE M5 52 » 0K ADSL
B 2 ARER, -

5B PR

2010 BREMREEILABEAMGEFNEEEIRIEL - LFF AN
NISREHE A RGN - & FRERE (CSG) -~ fem A H B ah s I8
{EELEB(ACMA)YSEARE ] - BLIEIE ARV AC sk PR FFREFR A= RE R T 26
YL - EHEOR T (B TRIEZRE i SR i B B ) RS SR e i T
AR A B S

Telstra FyZ & A ZEHIER £ 2014 4

2012 - 6 HECRARTHVEE# [ BURREERIATT 2 4 Telstra (Y Z &
{EFEIRAI A 2 2014 56 H 30 H - [LIRHIFREAGEREIRE - 28 NBN f2ft
B ARSI ERERARARA > (BRI EDTE I - AR SR fEFs PR
et Sm FH DL BB E I 2014 R EHARTREE T D & -

5 KRR U

(5 AR E S TUSMA RS 2012 4£ 7 H 1 HERAGH(E - TUSMA
BE G R A AR AT A BRI EE 515 & B U B a5 A
Bl CHBEEAREERD - B Telstra #YRSIFIIAREHEER A L

AR - TUSMA 2 & B HECRE & B2 4 - DOZRF IR R hRdErs
B S e o P s (R B A 1

RO AR B EE
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2011 & 11 H 14 H @B &R B & EAT » BN BRI E I
SR G AL ERE (IPND) - IPND 2B A G fr A Y BB ah 5 S A R
AP ERIVEPERE - R EAN T - Eeh A HR AR
&R - IPND &t S ge TR E R B LRV IS HUES) - BiER T
MUARTS » BB WA - DUSOAEE AR 2SI E - IPND /]
Ji> Bt 2SR A R - AAR EEMIAERE N FRGRES H # ~ BE5R - ORIEFIEURFECRITSE -
Etps it Az - RAERB SOBEE AT T —(radam S - oK IPND
At e atam

More information, including public submissions, can be found at:

http://www.dbcde.gov.au/telephone services/telephone numbering/inte

grated public number database (ipnd)/integrated public nhumber database

ipnd_review.
(8) JEwW 15 ‘FAHEERIA

15 FAEEBIR A AR I TEN B SR TR TS - 56— IR IARIE R
2013 4= 6 H & 2017 EIfH] - Bl o) BB i - etk EN
R PHEC I 2 F0E - 281 > AR T 1992 s dEimEl% , - DBCDE #f
RETH - IBESNE AR F R DB R R IR 2 f (s Ry (F
e

f£ 2012 4£ 2 F] 10 [ - DBCDE #{ S ATRI(E L ERIE " 1992 Ffmdy
BEiAE ) o A TEMNERRAEA E RS (ACMA) S B E %55 15 ARk
HIGESRE 0 [ 2012 R s (ARBSIEED | A0 T 2012 fESReEimal (JHEE
(EAZER)E< 1 fEESHRRER -

(9) 400 MHz S EL TR EE

BTy 400 MHz ST 2R EOR R B iR A iCE - A2
B P H At BB S — AR - ACMA AR R EL 3 b 2 20 fof Y =& A P
[ R T © By T A B AR — L2 2 - ACMA St T @A B 5
% - st E IR EHE ERF IR E ISR R DR - RYs B IR
ACMA 2011 £ 9 H{E5T" 2003 fap e R (S ixasehlIai ) ek (55 2 9%) |
F1T 2003 fdy s i aH (REUEsgUIRND) JE | - ACMA #E—254F 2012 4 7
FHERT EAUATE > #EHEEAE 400 MHz SAEGHIIRE A - 1RE A EHE
400 MHz JHEZEAHT 55— THERE - S hlEny 400 MHz SRELHTER A

ABhAFRIZETR I - SRR AR BRI 224k -
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(10) 2.5 GHz JHEFE AR T8RN (ENG)HYZ

2.5GHz ##HE¢ (2500 4£-2690 MHz ) H Fif - 22 EEfE & N B F-#iE UL
E(ENG) -

2011 4F 11 H > DBCDE #E S E 2.5 GHz $EEEHT 2 x 70 MHz &
ool - 5 mEtiE 140 MHz BEEHREIE BB &L —&L 77 -

2500 MHz 2570 MHz 2620 MHz 2620 MHz

2012 £ 2 A > #i&$HE 2.5 GHz JHEE Tif#] 50 MHz 50 o (F AR
TR HER] © HERITE CARE IR EY ch PR B R b Rt R RE A — B 7y DASERA
M= TR U EE(ENG) -

f£ 2012 4 12 F ACMA FirfE" 2012 fiedy sEApntii st S fmag eE At
AT (2.5 GHz EHEEIR) ) TRt P AIRE RS BURRE R - B i
B SFEIR 2.5 GHz PREFHELHIR - ACMA FTHEHEHUETE S 4:F /F 2014
F 10 H 1 H¥iEEsiRbEn s mrssd: -

(11) B r &L AR 4t 5L

BONEERBUERSET G (ACMA) 2013 4 5 H 7 HEATEHEIALAHH
S EAYAE R o =(HI%1E2 Optus Mobile » Telstra 71 TPG internet S:Eifg
EETHE G 20 (EETTHIRRUA - RVIA R A EHFESIE - 280
Vodafone Hutchison Australia 7> 2013 &£ 4 H 23 HiEH = FRGRTTRIH

! http://engage.acma.gov.au/digitaldividend/digital-dividend-auction-results/
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(60 MHz in total)

(140 MHz in total)

Bidder Spectrum secured Total price
700 MHz band® 2.5 GHz band®

Optus Mobile 2x10 MHz 2x20 MHz $ 649 134 167
(20 MHz in total) (40 MHz in total)

Telstra 2x20 MHz 2x40 MHz $1,302,019,234
(40 MHz in total) (80 MHz in total)

TPG Internet Nil 2x10 MHz $13,500,000

(20 MHz in total)
Total spectrum sold 2x30 MHz 2x70 MHz $1,964,653,401

Total spectrum unsold 2x15 MHz Nil NI/A
(30 MHz in total)
700 MHz band (703-803 MHz): 9 national lots of 2x5 MHz
1 1 1 1 1 1 1 1 1 1 1
Mid-
Optus Optus .
Mobile Telstra (unsold) band Mobile Telstra {unsold)
gap
1 1 T 1 1 T 1 T 1 1 1
703 713 733 748 . 758 768 788 803 MHz
2.5 GHz band (2500-2690 MHz): 14 regional” lots of 2x5 MHz
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Mid-
TPG q TPG -
I Telstra Optus Mobile bgaanpd S Telstra Optus Mobile
T T T T T T T T T T T T T T T T T T T T
2500 2510 2550 2570 ... 2620 2630 2670 2690 MHz

* each bidder secured the same number of lots for each region in this band

6. APEC TEL47 ZERIEHEERNRE
(1) BURZREITHE

ZEEBERHE(MICT) A% > #£ e-GIF B LA BmEUFTEIIZAE T -
BURFHRART B R AR PR AR BRI AR S B 7 sHBE RIS A+ ~ i
fb > AR ) K 9 BT (B S YT ERANFESD) - 1 > £ 2013 4F
NRAE > MICT SRR HTRRATRE T R G &R > $#F CCTS Tools LIFI{%
SRR XML 2R -

(2) &R
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FELU T st A P B R B (5 E A G (NBTC)44 > 55/
> I
> 2012 4£-2016 4B (HHAEE 1%
> R
NBTC EEFfsl i BER RS - (BB THHE  MEREHSTE &
SRR « AN R I N IRE RS - i
38 Wi (LG HEM - 3 TR 2015 £ A ASEAN 408 3£ FI8(AEC) -

(3) EEHsEE T

NBTC R H B SR AR E Tha i S BB A 2 B 1E - LESN NBTC
Wi —IRH ket E- T 191 SMS B iki% - FEBFTETENEEE Z
EfF  BEILBRSIRE AR 8% IR E& RS AR REFETE =
%z fmiE s HiRE B 2 EES - NBTC S EETE R 2R -
75 MMS KA TEIAERS Rk 5 26 HA AV AR 7S

NBTC 7F 2012 4£ 12 H 7 HkIh#9E 3 78 3G #4H8(2.1GHz)  FE51 2013
FRPFEAERVEE o 558 2013 4 9 AR 1800MHz #HEEEEMERT
T—EZEE » DiedieHERE S -

i 2013 4 3 H » NBTC #ufi Z S (S IR R BB 41 T &

EEREESR BERRE
Telecommunication Business License Type | 154
Telecommunication Business License Type Il (with 10
network)

Telecommunication Business License Type |l 9
(without network)

Telecommunication Business License Type llI 25
Internet License Type | (without network) 101
[IG/NIX Type Il (without network) 4
[IG/NIX Type Il (with network) 13
Internet License Type Il (with network) 4
&t 320
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(4) HERE &= )T

TE 4 k2= B R N i % 722 IRV 35 ) B > MICT 223K TOT Al CAT K H
it REEEEEHEE (T " RE A2k Wi-Fi 51EE/Free Public Wi-Fi ; - 78
&1 5 TR 25 FE A LBV -

FEAh > MICT EfE#EBE NS ILEE 1800 {E " ZF&EE F .0
IThaiTelecentre ; - FHETRFFEIGEE 100 {# - {EHiG—IHVE » BEBUN Hi2ft
WAL E RS RIS & s E FAVAZ 0 » M AT ~ i - FEEE R
REERHIIEE - FEIE BN TR E A TE K -

H 2012 FHEFAtAEE " —ZF—F#/One Tablet PC per Child | ztZFf
TR ERE B0 "Wi-Fi R LGS ESE ) RITERERE
AMbps - T BETAR 75 5% 240 S OB R R ~ &R HE R -

(5) fEIHEELEITH

MICT {4 & & 4 B3 JU JE MH f 2 g5 B > CSOC(Cyber Security
Operation Center) A& 55 & IS HIEERILTR S E) -

Fo THETTERBAHBAAIRE - MICT B2 A SB LUZ L A > il4n: T ICT
Housekeeper | JEEN LT AEIFT » 248 R G E 2 MR8 2 25 SRR R
LEFEBUARBE St o B - BIRE L AN BB ETISK -

(6) HAthitss

7.

MICT f%4& Thaicom-6 2518 - F LR Bt 2 s G H i s -
THET 2013 59 RS EATE - I FEHETEKESFREE
Chulabhorn fe 2 #iEHEIIL > PRRCE R E AR K F RN R -

EIEEEE BUR B EH

£ 2012-2025 R o3 R TE R ELES R ;mEEEETEL—

T NGRERER N S5 fEE -
(1) IR -

%38 Nusantara Super Highway or True Broadband 512 > &ii, 1L H
AR 2% N\ FERUER AR 2 $EFF 2 2015 41 30% S AR A 135 k7 %2 -

(2) WEpREERIH
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£ 2011 FREA 8 {E&#E PR A i, Hof 25 (E&# IR
2012 FEELTERT - 5 4 HEIRMERER SR E R ESE R H ATERRIIEE
A o

() EHRARH :
£ 2015 FRTA N KRk hleER nT et E fa PRy B (S ik -
(4) BfirkesE
BURF H A2 AE 2018 FRAR 4= BT 11 (EfwaR B i 22 e HoA s 1 EE 1 2=

ZHALLERR 2 B A A 2012 55— fEEE K 2013 5 TR EF TR
WA S E i -

(5) #EERZ e e EH :
ID-SIRTII &2 F 4R = 5 M M THEZE 247, HRTEATE 40 {E49r544

PEFEAUFR AL SRR B IR - DAREHI 5 T E49PE4ars (% - A AR
isE S E M o
(6) HMHEC 3G HEFHR -
£ 201343 HI5EHK 3G EF AL 2.1GHz #8748 » 1 iC Telkomsel
K XL Axiata =3 3 4H 2x5 MHz FDD #8% » 5 Indosat -~ Axis Telekom

Indonesia & Hutchison CP Telecommunication & %75 2 40 2xX5MHz
FDD #5% -

8. WEEEHEEBNLEN
(1) EEFESUSUE
| (TR TSR
(a) FTEITEN-RFF 2% (Circular No. 04/2012/TT-BTTTT by MIC)

> HE

* ITEIBRIE AL

o BIHEEEZ AN AN L ZEE

> EEAE

s TETENRH P Z SRR

o [REIEAHRETETEN TREB(RZ 3 SRATEIEE/N)
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(b) PRt/ TENER S E & > #1% (Circular No. 14/2012/TT-BTTTT by the
MIC)

> HIE

o WECREMEHE IR S EATTEI T 5

> EEAE

* STREE(TENAERS 2 - R FNIEENE

* B MIC EHYITTEIHFE

 TEVBEFREZANKIR MIC ZEAFET e TEhaEs O A g N E N

(2) MR
I ATEhEE TS

BE2012F 12 3L Hil > #BpEASELE2 T 7 5ETHHFE
{TERAER TSR A S 54 B3I - —FAETEREAEE T SR
Viettel 46% ; VinaPhone k; Mobifone 42% - E A2 & 15 VietnamMobile -
Sfone K Gtel Mobile 7 i 5% & 12% -

THTHEHE()

12%

m Viettel
mVNPT
Others
& 6 R fTEER TR AR
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I {TEhERE

{TEEEEEH F 2008-2012(F 24

VNNIC - MIC

100 A\#FA TSRS
2008-2012(ZKI2JE: VNNIC - MIC)

140.000.000 -

120,000,000 1

100.000.000 -

$0.000.000 L

£0.000.000 -

40,000,000 -

20.000.000 |

0

2008 2009 2010 201 2012

160

145 142

140 1 128
120 113

100 - 57
80 -
60 -
40 +

20 4

0

2008 2009 2010 2011 2012

£ 3G Mg =4F - 3G IRBsie it & Cos R i B &R EK - &
BB T A PR S A TH - 3G IRBERMEE R EEE - Stk
TERIUT - BIATHE S REUCAF - H 3G s A 52 = HU ADSL - firg 3G
R F HRTEZE] 160 {8 - 5591 - E.58m 2.5GHz K 2.6GHz SHELHY LTE

Bt -

L [EE TS

k= 2012 4> [EM9A 1,020 BRHFE (Frgtsc b o > AHE 2009 Fk/b
700 ERIF > MHER: 2010 FE 400 S - ) EREHSEER 38 6

T1HEEFT -

7 T3 b (%) o
20000000
15000000
mViettel 1/ 15600000 - ‘\\»
5000000 —Subscribers
= VNPT o
ST
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V. #4gpkasfE

SRV (T8 2005-2012(ZH
J&: VNNIC - MIC)

GEPRAERE L A A 100 A
2005-2012(&H14<J5: VNNIC - MIC)

35,000,000
30,000,000
25,000,000 |
20,000,000 |
15,000,000
10,710,

10,000,000 -

5,000,000 -

0

30,552,417 31,304,211

2005 2006 2007 2008 2009 2010 2011 2012

“ |

005 2006 2007 2008 A9 2000 20011 N0z

(1) FrE T 2 I

| #alEsTE #2020 FHYES ES et

2015 FFHHE -

> [EEEEL %K 1 15-20 44/ 100 A5 45 48/ 100 e &
> (THVEES % 140 43/ 100 A

> TR R 33% (EE+1TE)) 5 20 47/ 100 A

> (TSRS © 2E AL 90%

> BSFEENAEIERE - 100-120 [EFETT 0 5 7-8%!11y GDP

2020 FEHAE ¢

> [EEEERS KA © 20-25 4R/4 100 A

> EHET K%  50-60%([E &+ TE))

> TEEER - 2 ALY 90%

> ElSEFENVEEILA © 150-170 {E3E7T > 5 6-7%HY GDP

&R
X
o
&

%
i
.
&=

et

B A

I={11

t A 2020 7 B S EAERER

D HIE) 2020 2 KRS ETE
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(X)) BHEAEMERIEERDSC) HERE

DSG @&t 4 A 26 HE(T - i g S AT SR - FIRIESE
MNoNFHEEE Mr. Wallace Koh Hoe Aik F 55 o 53 {2k 57k ~ ] ~ FEEE
HIE ~ HA ~ 5B ~ E2kpbnn - 275 aF ~ EAAnegrémnn - fRagilr ~ Frnsg -
FE ~ F=E ~ EE - #FE - APNIC 1G4 TR HE 7 a5 - SRR
B SR AR E RO RA& & 258 IPv6e @BEIR - 5 IEHAETESHS - 3
TEWTET g AR ~ 5 TEEETEIRE ~ A/ ¥y DSG 51&E 451 APEC TEL %R
B TS E] -

(1) & =
B - HA ~ EIEfItR B ZEHEM IPVve BEAVE N3 5 IR w5l
IPv6 HIZRHEE -
(2) srERZEEERE
. FREAKE APEC & EEFHZEH.O—H A -
1. APIl XA ST se—i#E] -
. APIl HEFEEHIT—HA -
V. $&F ICT & KRS TRE S5 T E—HE
V.  EEEHEH IME IR TS - E R il 45 & B EE (EFE (tele-health) B H S 6 %
M—FRER 21 At 4E o
VI.  4HEER A SRR S T & —rp B -
(3) WETEEE -
l. "FET ICT % KRS TRE IETEE ) —itkEg > 1 KREFRT -
1 &N A M AR S - E U i 45 & a2 FE(E FE (tele-health) B H S &
24— 21 AR e 0 1 RIS -
(4) HretERE:
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R G S PR R E LB e 0 2 JEAE Extension of
APEC e-Government Research Center at Waseda University | —H

KEEHE -

1. FRIERRT R A LAY ICT B (EAFIfTEIAE A1) Extension of
ICT Applications for the people with Special needs (Aging and

Disabilities) ;| —H A @ &&FHHE -

[I. TR % EE = TR kR i Deployment of Multi-language Email
Address Technology, China | —1 [ K[E : &KEHZE -

V. T EEREEERMEGERM - 58 > 58S M E My my R E
Interoperable ICT: semantic, linguistic and other aspects | —f%E

- EHEEHE -

V. "E R APEC Hr &R EEHAE NS T Disaster Management
and ICT for APEC Region | —H A& : &KEHZE

(5) APNIC IPv6 /ZEiRFEH S

APNIC [ RS URERTE R IPV6 BERARN « 1817 EdE » APNIC 5%
R TR O EE IR RS 2 S 7K 1PV6 (R o IPvA firiEryFESS:
(R4 2 @ p e IPV6 494K - G4 2011 4-F1 2012 4EHE5E IPV6 HIELE)
BRI EIE - AR 0 B IPV6 ERE LSS (R
MRS ~ MERRFIEIRALE > NAIRIEEFIRE) > /D FE R IPV6 2 - APNIC
0 AT B B TR AT 4 BT PR (0 2 T B = T B (W P A B AR RE A S 4 B
IPV6 HIERFA -

IPv6 EEAE LTE 4R8IV E M > 40 LTE lRESEIEE S - BsARIEdE L
IP B EHYARTS  FHATFHEL Internet AYTTEIEEMHFH F 84 & - IPv4 R SR
Bk o IPv6 FHTETTENAEREE A E T B 25 FIR R a4 2 R -
APNIC Z3K DSG &l g E R S 8O RS (Ea TR E LTE RS [EZ & IPv6
e TAHRE R

£ Q&A HrkHMEREEREZEIA IPV6 RN K ks
= o s e AT DU B AR AL R 4R BL B 5 IPV6 -
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(€) LSG BHMb/MA(LSG) iz & E

AAPEC TEL 47 #YLSG &2 4 H 25 H N 4 H 26 H /8- LSG
HEAN— RIS - #E(F LSG BIE £ AHY Ms. Evelyn GOH HI S5 A H
fEA MR APEC TELAT @i - (NI - et ik B R SO aa iy 55— L gl H £ A
Mr. Nguyen Quy Quyen i o o

1. BAR

EFRFAE e Bl G R EO R Jj 5 2 8 - i [FIF R 22 3 APEC TEL
% 45 NG H LRV REAIOUE 28 AR R E e 0t Tt ysH A%
KB RS

2. APECTEL %E 46 X&i# LSG /MEASHmH S EIEE

LSG BIHEA » ZREH AT Ms. Evelyn Goh {E £ LSG &a&HY £ & AR
BAEAN > BReHS—(FEETEFK APEC Bl - ST ¢

3. WEIERERENEREREN
(1) HEIREER IR AR B IS G (i)

AR BT AR SR K B R AR R A PR A o M R 774 20K ISP
SEENERTRA I — AR R - — R BRELE AT A B AE ISP HY4E
U BT o AH—fAGER > A Gl EoR ISP EEEH BT RE FiefUE Y
iR -

(2) EHERgHE (He)

FGalmags# | APEC SLUBRBR TMETE Z BRER ) - 5w
BEERBIZ ARG TE SRS - RS 2 A R B SR > DUR
MHEERE 2 488y ZEERY - SLE RIS TR > hlHREHE ~ &
APELE ~ H AT A sEE T -

FEElmE s LR T OTT (Over-The-Top) ; » AL G TRaTH
ARSI T OTT &k ~ EF 52 - BEFRERNE OTT avdlly > Dk
OTT HEIETEI. L E - /7Rl HZH ENE M FREAY S E I TR -

() EXEFEGHE (INTUG)
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TR A et FRIEE SR E A2 H I ZE(E B HLEREEE - 1T
B SZ (AR SR R oy s S 4R A B e R PT RE » BI(E(E & T RE
fir B AR L ff = SRAT IR S S48 BB (E 3 IR AT AT -

— (BB ST 288 - AR BT S TR E AR » (7B IEAE
FEH AR BN EHAERA © SEATARBRITEZ N T KE - ALE{TEIL
VR ESE T HUSEE) - Bl H ARHVHERE $86 K PR Kantan Kessai -

(4) MRA "L/ N &t

HA 2R B INZE R LR EGHY % Mr. Peter Chau “R 5 i MRA (F7#5 5740
G5 ARGgEHKEFEE T Mr. Saneh Saiwang FFF -

| AR e B R

> 8 [EEERGHY MRA St 8 MR s S -

> R MRA 8B RG 2 3G © 8B R B AR &R H AT 77 A
HEITHEZENTE > LIE(E MRA HYEURSGES -

> AR SEENREER  ARGHFAEEE TR E R E
B AE I FARRRRRE - s2 B BT APEC 25 43 K&k MRA
TAE/NHER TS R A AR S A T I -

Il ARG ER T LAE/NEATAR

KB hIZ A Mr. Peter Chau EfFERE » #00 E e m Az - &haES
B T ATEOTRENE - BFE ¢
> BT AT MR > B0 LSG -
> AR SEEERE
> TAENAgH AN ERE S SERIEMAVAHEE = ISR B
> Wk AR -

4. TEL §¥f5#4 % 2010-2015 TEL SSH{TEIEHE > M

LSG Gatati ;7 TEL TE/NHAVE ISV & ke 2010-2015 TEL 5l
frEhEtsE > g DA EEmER -

5. LSG /NHSFE 2010-2015 TEL SEMSITEIEIE SR

£ OTT JEFIRIARAS 5T > #& & s VS5 APEC &K BGRIFEE OTT
E PRI 2 SR RaHYSS E 3R ELFRERIIR - S5 IRiEish - 1 ~ IRIERELPREK -
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PAKBUR ~ HE % ~ B 4Ers sk B e R P ST A PkEK - I3 2 505w
SR

& TEL SRESTTEIE T E AT B A R B B B 2R AR LU 2 E E AR
T hade i HIARE -

6. FHAEA

(% > i1 LSG BB 2 H B £URAGHY Mr. Nguyen Quy QUYEN -
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(intelligent energy network, IEN)EZ £ 35 fi5; AF 75 (Intelligent Transportation
System, ITS) - HF( > EHFPEEEGEETHER IEN ZEERERY - RHitiihE
P ERES (A PR E  (H ME ERE R AR A » P A SR T 2 S F R B R A SE I B
REAS S T TS PHEEHRARS » Ry B 178 o e i B o (B B A e SRR 4H G
Hrp e e iR & GPRS/3G . GPS 154 ~ BIJIS | # sl i 2 B0 & a1 - G
B I E A PACE R BN E,  PIA R R AECHAE - R ETRE R B A - KR
HHEER (G EIGE G IEN B ITS ARG I Eim B da Rl & = BB E Y4k
REARTE - AKX G RaSmErE

. B T SESEEE - Bl R ESS KB RERE B IE R

w0 ARk B R A &
V. AT BEFRrE A E IR R E YR - B - 25t - Y. F

I NMERETRTTRERE IR ZEFIERE Y H Y - ARt RE R ERIR Y &

1 o

V. Green ICT [ Al B AE RS - (AL b3 B » IERLA » IS

REFA kDO = SRAS Y BRI - FEHEBhER OR 0T 1 2 e —(E 2R R E Ay A

Ry R ERHERBR AR 7 AHTHIBL A -

VI EEREECSE B H ARy R fR (P R Green ICT fiw#s - 7
SR A RAETRAYAER M TS BRI G Bk o E -
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6. FfatE HratEEEE

(1) sEREGHHEEF RS E T LBUFIHTE 0 2 L4 Extension of APEC
e-Government Research Center at Waseda University

B S R G S P R R E T BT e P L EY E AT E] - B
APEC &I N & T IR IUR L EIR R LG - HAARREH RS E B
BgERT ~ FrinscEREE R EREE (IDA) ~ ZEE MICT Ky T bR

(EGA) FIFKEI&EE T aHFE0 (TEG) - EVU(ERRERILE ST Rt
[E S B T A
TR T APECTEL 5H&] > ot EETSEHRIATT

| BEEARE TE TR, -
I 5 F—% APECTEL 3 » ZRISE TEIFIERINT LA & -
I BT E TR - e B E A RIER T -
V. T CIO 7E43 250314 -

HNYE - REFIREE A BT > 2B DSG [ -

(2) HEEFRIAFTRA LY ICT R (ZFEMITEIAE AL) Extension of ICT
Applications for the people with Special needs (Aging and Disabilities)

B Ea T E IR RIS S [F B - B (S 1 H R 4T APEC
&fhatE (2011) - SEAE AR T E - BEFETEAE AR AL A
YRS LAY ICT AYRER] - HerdE AR - Wi - FREIFIZREEAGT E
FONSF > atElJNE DSG [FE -

(3) EEZsE S B E A ik Fly (F B K =) Deployment of Multi-language
Email Address Technology, China

s TR ERIRE - B OK - B - PEIREE - RPN - fkgE
WA P RS f ey SL[E B - R oK e RS & 4H4A% fy 50,000 ZETTHYE &1l
gy -

FEEZES BT E bR - HWE sy SR i B R i e
APEC Hl& 1> e
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AL AR ELTE R Y RN - IRl APEC BRIy BUR RISH SRS FF IR 5
HERGT - R R (A BLERAY SO G 2 B APEC TELA48 HRIAYBET &l
2014 4 5 AAE PEICHUER T RIS ) - 45 1E/RE DSG [HFE -

(4) GEEMHENERMBER - 5855 > B NHM T EAVREE - T
Interoperable ICT: semantic, linguistic and other aspects, Russia

> HEESTEHAVER
Ry TH5E APEC &ERARAE 1 LR RV SR SRR (S 15 o <Rigiry & -
o FHSE AT O IR(FRYE IR S50
* Fy T APEC &I R R & BB b A HyAH B U mTRE SREUEVECE
* BBE  ERF TEIVALREN > BIEEEVESEE TSR]

o AR - BEEDE > FHEBEENETXSHERN2EE (H
x 0 BIFE > FEEF) AMHENIME > SR

. BT APEC £EMIVEE - 0= APEC &URRG IR & MRS 1L
i A AR ORI

> ETEMEERRE
. 2013 £F 9 H i RECE4HA O PRV E AR SRt &
IV. 2013 4F 12 H#fass -

B R R BSOS aE (] o S5 SEK B 2 R i B A HE Gy
Hoyxwmaatd - MEER g - ZIRETEEZHEN - BEREIEIlD
JER > LURANMETRE R R e DSG 1Y H AR i Ecf% DSG &) A 2tk
Za T ERF AP g BB FEERE R -

(5) Al APEC Hrlany S FEHFIEHMA(SHI - HZ Disaster Management
and ICT for APEC Region, Japan

iEfEEH 2013 4 4 H £ 2013 4 10 H HEE w1 E] - APEC &UKAGHY
KEEHEEERNEE > 572% APEC Gt — EfEffiatsn AR K EEH
HYERE - fEEETTIH - AT S K EEH ARG ERAM - MERTR
ARENES Fan el Fl & AR (S B > DUBHS SCEAE APEC | - FridplHy
K - BEETEHHAVEIES ICT ASHRREN: - A &ENIEE R (e
L EEHE - ZETENEE R LSRG IE TEL48 BiT-F RIS g
TEL48 » LIS RE SR (S Rt S EHRRT AR -
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7. 2010-2015 tE126t TEL SRESTEIETSE

SRR G T IR RS ) M T 2010-2015 FES{TEIETE 0 B
BRSNS ERR 7 2 TR S W ERERITE
FHERER T -

8. DSG HYstEIFE/FEHEMR

A ANEDREOBRGE S F#HY DSG 5THEMEMR - DSG & HHEFRIE F T
A DSG /E#2% - ([EMEIEE I AIiE - 5% AfE#fE DSG TEL48
RETTHIVERAOR G H T T IPve FIMAR S | - WSS E TR -

9. BRI
AR NPT SRS FRER > ARG EE B A -

(=) BHEEEIHE(LSC)#E

APEC TEL 47 WY LSG &35/~ 4 H 25 H T4 K& 4 H 26 H 422
LSG A& A—B H i is: » #&(T LSG RIlE 5 A/ Ms. Evelyn GOH Hi[%
B - AT APEC TELAT &% - NIt - el sk B OB e85
—{iL g £ A Mr. Nguyen Quy Quyen F 5 -

1. BAR

TR B B g ARFREEC K R 2 & - fthERF RS APEC
TEL 55 45 g LR 1Y R AU 208 Nz SO ae E et T
AR R EE A L HIIR S -

EFRFARES4HT APEC TEL 25 47 gt - B5REVE
7 GURHEHTIIRAR LRV IR RS E AR AR ST & - HEe
RE LR OTT MEMAVEE E R & © hEREEEHEERINTUG)
LR T TR E R g - F - M sdBRT A elg (R AR
2 BIFTATY LSG MHEA & - LSG st ¢l & ATA SR RS 3 B (& it

2. APECTEL %846 & LSG /NEg=mIEEIRE
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LSG gl& & A 3K AT Ms. Evelyn Goh {E & LSG €351y T &
RHEEAN - FRfHEERANT ¢

() B TR FEREAL LR TRV E BRSBTS & (APEC BB IH
%) > IHEZMEIFERY TEL 5 45 g% WHIFER EEE -
B FAARRBE SRV AS > ML MR BUSET AT - (AL BEERZERE
46 R G H T ERIEO BT E

(b) BlIE 5 N FERFEORAESS 47 X TEL G 8l MYl ¢

o ERIMESE - Bl amAdPEAdRs S i B A 7 B I (FR i =
)

o —RPIUARTE > SEREUU AR T VE E AR TS 30 (FH e )

s PRVEXEFEEHE (HHENKBEIEEEFEHZEERINTUG) T
)

o PRNEHEBERE TR (HEETIH

MRA TAE/NH(MRATF) LS » AR E IS KA Mr. Peter Chau » ZKiEf
F{[E R MRATF 581245 AZE 47 R TEL g2 -

3. WEIERERENEREREN
(1) HEIREER IR AR B IS G (i)

REFHIHAY Mr. Jason TEO #ets 4 H 24 H EAA2R 2 AE0EAEr AR
PEHUA S A G IR e - HARE TR - 83 - FH2krgas 5@
2 ~ SHTIIE KRB SR 2 - DAR INTUG 4HE 3\ siE i & il
i - et e AR 30 BRALURHITE -

Z AR Y A T 4EP R 4 AR AR A A - T g E
BhE TOMEEAVERL DU EARGERGET 8 A LR Y B A Bh
R B BT PR AT R T B S - Bt 7 & APEC TEL SRES{TH)
#1E 2015 (APEC TEL Strategic Action Plan 2015) » A g #E 35 & K2 3
B M TSRS [EAS SR AT H AR -

AT AL A T R S B R TR AR A ER Y s I M B R Y 702 K ISP
FEE BRI — A AR AU - — R B80T U JRAE ISP HY4d
Uh BT o AH—RZKER » AN IR HIEOK ISP S E S B R PR AUF N
ke -

Mr. Jason TEO HifE—UERBHMHE GHY#Re: - KA MK TEL &
A o AN B ECHT R 2 8O RS S BUAR L i VERE - DUE /et -
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(2) EHERgHE (He)

B ER Gt 20134 4 H 23 H _EA#(T HIZREENJE MCIT (Ministry
of Communication and Information Technology)Ef&ZE75 T 0 HYEHE Mrs.
Koesmarihati & F#f A - AR B R &z T T OTT(Over-the-Top)fERT :
EEHARRAAYPRER | - BRET APEC R4 RS AV B B AR RA 20 (o[ 72 18 &= S AR 75
HEHVAIRE S - R OTT JEAFTAMME - AR EGEHEREG®mAA AT
fir s # 2 8lat - EREREEE - HA ~ BakPEas ~ 236 - 356 ~ #lE -
SOR e R BUR BRI ~ e P AR i S SR S TR e -

i LSG /NHAE A - ZKE &K RSHY Mr. Nguyen Quy QUYEN - ¥
Bigr N\ BFREEA Y - [FRPE A B R Saks T am s i 1 2t -
ACFFRIFREET AT OTT JEM FIAEH S ARSI B BT E A AR T - B2
ZHF U MCIT &E{=E0F9 F % (Director of Telecommunications) Mr.
Ismail FBER Bl F B TS [F)F BAEF 5GP (B R G ik i s MR o =

BHER GRS b Salmgs B —HalmyR EEN " APEC &84
BREBEZFAMAGTEZHEER, - F o GitmagRtEL T OTT
(Over-The-Top) | -

F—alimg sk | APEC BB RIR TG E L SEIER , » 5w
HE EPNE R AT S BB - S 5 2 AR AR R SR DU
FHEHERE < &8 By LY - F (i S I T3% » ohldKEEE ~ &
ARPEGE ~ H ARIFRER (57 e el e - B2 )Y sl AR TR e

F B ER RS T OTT (Over-The-Top) , - ARSI EIRETA
BRI OTT EF ~ EIF= - BEFEERE OTT A&t » DIk
OTT HEETE < 722 - /Al 2k B Hlfe K =B 2 T, -

ENfEsEEAuM OTT LS pk R amnVaEE - TRIENHABEE
BT EN B S TE IR I ERATE - (BB EEEN S AR LR
W o THFF SRR PEREEOKEE BRI - HIEL OTT &
IEF 2 SRR R EAVERE - REEEE K E 2R R E R AR RS IEEN
% PGB L R34 280 - TARBIA SR AR - M fEsk T 4EEs
Hir M (Net-Neutrality) 2 EE(E2 # 8L OTT £ A1 4 T S R LEAH A fif
LTS - BRAE - OTT ST A IR ILIER IS - MR BN E B EZ
BRI EET R R ARE RN - B OTT 2EEZER - AEE
afe 5 [ SRS E o

TE_Salimaaiz - TEHEMAEGAED KMo  —oE—EE
o F—oraE Ry OTT » 55— 0r#H Kyt &% 2 (Community Development) -
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—5yeHETER 20 % > WIS TR G > Sfan T T AL - &R
B G g N BEVE R E R —(E T wmES E -

EaRbAwET 0 LSG RElIE 5 A Mr. Nguyen QuyQuyen [z ¥l 5 FrF
Bl N BB  FEEaRBURE) -

(3) EXEEFRGHE (INTUG)

ERE R G GBHEERESEERMA B (International
Telecommunication Users Group, INTUG)FFE5#E - AR EEE L ZTHEN
2013 - 4 H 23 HiEHfEe& B2 &8 ok B ENfe MR B RH . (Ministry of
Commmunication and IT) #Y Mr. Heru Sutadi #&F T A Stimd AT
% ff(mobile payment) - 515 LR LR Ry - EIERE BB - 5
K TR ~ (SR Rl SR S A A <k AH A SR AR RE A S s R R
THRFEENL » AREEE R G

@ —FA > B INTUG EZFE &Rk 5 Mr. Muhamad Jumadi 5 > gz
FILFTHIKE INTUG ~ ENJEEEEEKRE - HIETEEEREE - HEE
(EEHAER - AR S TS o ST T o s (T ay&ss - DU
TEZ (T T RV SRR, - (EPTA o8 & T R 5o MR S BRI
JTERNE o SR AT - B AR B A MAOERR IS B EETEI
K ARk o FEST AT 45 R 1% - HEIPREE A EEG(INTUG)4R4S
R Al

TEI TR 2 R IEAE ISR BRIV E - HILZEE EEMSEL - 17
B S EEASAE T SRR 70 W s S A P& A B e mT e » BIV(E(SE A& AT B
L e S EE ik = $RA THEAE B[ A B (F e U IR AT AT © AE LR - iR )E
ERTHE TSRERCRA—EIRE - 55T B T TEI S (A AIlE 2 EL
AR Z AR i am

BGEFAE AT TH RAVASK - BIE 22 EE R R - thResuiea (BE Y
TTENAERE 2140 SR BT BN &S e ELaZ &8s (A 28 EL AR 38 FH = T
RE(BIAN * FEE0HFER) o LT - TTE AT A LAR Ryt 45 FE s - B REL
T RBHIBIFEEN S — BT « FERKRFN - FI# 5784 R GAEH
AR T aE e B

WIS SR TR BB R I SE R h [E S FAVES - fTE R A I RE g ) -
WE 2 SUTHEE S Er Z BN EFE T 2R SRR 2 - FeMrE 2 A
RITHIEEEMNE SRS DT HEEES - B0 KERHIVERE - i}
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{THIEE (SR Fe AR LRS- DLE St ~ BATEh ] HAREAHY 5l
AR5 -

TR EISHTE S M AR B HEA =8 T R LRIy & T 58 G RS fE
b BEKREAE - AN - (EHE IR BB A - FEREH) Pk
SOMERET Iy o TSI - B (E (s - BFEE T Bimyse
5 BT E G S ot —(E AR ] B P BRE) - B R iR St
'

—EBHBEEY ST 24 - R IR EE TSR I - AT E S IEAE T
FREM LR ER TR © BhAT A TLRRHIITEN N 52K R - A TEI X
Oy ER A EHS R B0 H AR HEFR S8 61 K P Kantan Kessai

Hef% 1 LSG RIAE A 2K 3BT £OAGHY Mr. Nguyen Quy QUYEN -
HELTRARE -

(4) MRA TfE/NHeERRE

AR B IZEREERSHY L Mr. Peter Chau A 52 & MRA {1#54R4H
Gk - ARGHHKEZREAVEI LS Mr. Saneh Saiwang £

MRT TAfF/NHTE TEL 55 47 g7 THBE=S - FHRE—KF
HEs > FHARE 12 (EEORRSEE 37 i3 > 505w 9 THRE - 55— R(4/122)F
RS TR (4123) AR S e e AR A IR GRAZ R VS s TE E - T
F—R@A22) TRl AT SR -

(5) A EaHy EFAE AR

> 8 [EEERGHY MRA St 8 MR s S -

> R MRA 8B G 2 5HG © 8B R B AR & Ror H AT 77 A
HEITHENTE > LIE(L MRA (YRS G: - BEVIFTEERZLER
Blid e R HA A AR A » AR AV B ALK a] 1 I 2Ry
FirA APEC $ORASHY SRR BIFTRI2P BRI FY N — R IAE
INHERR T -

> BRETSSENRESRR | — B TR EN—REFA
—ERVETEVE - NIt - R BB IEAE H—EE W
o AR E K E R S S T 5 R B R R AR R R AR
W o AR EHE APEC 55 43 &k MRA LI/ NHET TS
ErERAIRERFAETELE -

(6) A&k ERFETam LIF/NHAYARAK
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ACEIIZE AN Mr. Peter Chau ERIB (S » i E A - @ofiad
T AR A

> AR AR + 141 LSG -

> SRR TR -

> LA INAEH T RS - SRR AT 5 - A SR

GER

> TR -

AL R & T F B AIEAE: - A2l R S ik
BT N4t o LA NG AL T S 33 L REER
GHFTE R RS LSG @Rtk g i -

HratER R

(1) Bokrboutetd "R EERABE R Ear iy - e/ N
(SMEs) FINIIRHT R (Hp/NRR BRI ) IYEORMR 5 51E]
PR o IIRESHEEWR MR EE

o IEBENNEEEIMTHIRE > P NUSEREEGE S TISKE
(S AP REFAIBH S RS (o FL A an R 155 B S5 B 5 R 228K s

o BRGNP IR A HIR DEEE R

o BHGEREE S A /ISR A E /NG oy S A B 5] T e Y e A
TAF > AAHERIEEIRYEAR

 FEMER AR ] DU ARSIz - HEfR=S B OB /N
(SRR AL E (e (5 R R A5 6 rh /N SRR R 22 B &%
AR (e - NER BRI AT -

o PEFETEEE 2013 4F 4 HZ 2013 4F 11 A - $EFETEI(E TEL 48
BT —(E-FReE SRS g -

(2) ENefet " EEEIRS S EE & ) STETEER - AR BEE I i
HEERs -

FE H HAbESE T Ry (e BE D (e g s LE R A R B AR - DA S 4y
HHEE RS - B —(EFEEN R GGET BV OER EE#TE QoS R4 |
THEHE AR - 565 (B MR RN 2481 QoS (ke it &y
s o BRI AR - BERIIRERZ K Al et AR - BIEASE
—HISHAHERE - IRt At BRI EE B A RE A 8L 5 S =
[E1iE > QoS JAM LIS MIZT A EE) - AT EIE s 2AE TEL 48 27 —(E-F
KA AT E - Mt SRR E = ESOBRE A « MRz E Rt
Bib=

50



(3) EIEfEH " Over-the -top(OTT) HRI% | s EIFEE - AIEFAEEE IR R
HER
o BRI RS S AHM A FIAFR OTT ST - TREHEE
SRS ERTECRA B E R RIAR
o BUTEMAERA BT ZHIREN 01T iU - THEHEEFLK
RS ;
o RHEE BT RS S I S BN B 5 DL #% OTT;
o [EETEHEZETIFE TEL 49 #f7—(E REE e

TEL 5PAh#RkE & 2010-2015 TEL SRERfTEIETEZ MR

LSG &aftaii I TEL LIF/NHAVE LSV Hrds & 2010-2015 TEL 5l
THETE - R PR E

LSG /NsHSH% TEL $RE&{TEhTE 2010-2015 ZH Rk

£ OTT JE FIFIAR A U5 1 - #& & s AvET 3 APEC SRS IRIHL S OTT
E PRI B S SR RaHSR E BRI ELFRERIIR - S5 Iidish - 1k ~ IRIERELPREK -
DIURBU ~ OHEE ~ S4B I R P S AU PRER - IR 255w
& TEL SRESTTEIE TR T B A R BCR B B B 2R R » U2 E E AR
T ohade i HIARE -
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1.

2.

3.

) ZEBERERERIESPSC)EE

AR

SPSG % AH155E] Ms. Jordana Siegel #E(T: » &aiBHaaE i S 48R
TG WHETTRRAR -

EMEBRERE
H TEL 47 EERAGEIE st B e HREHEE TIF TR = -

e R

(1) @EREIRHER/NEE =GR

REgdbER T ghf/MIgRTRFA > RIEREDAHEIEIEER
NS (Computer Crime and Intellectual Property Section, CIPS,
Department of Justice ) f52Z'E William Hall £z5 - £:3 » i FEIEIE 2 #ER
JEERHT I E L2 F{F (Director of Information Security, Ministry of
Communications and Information Technology ) Ir. Bambang Heru Tjahjono
BelE RS E g SRR B2 AT S B (R R
Satam > FRIERIEE -

AR/ NH G R P g O AEER T HEIh - M EFESER - BHA - PEIREE - H
sz ~ g - ZRE - B2RPEEE ~ HIJE ~ N SR S -

(CYRR =g

WEIREREE AR EEREER TSN 4 A 22 H EFFE5GREL
" Cybercrime Prosecution in Digital Age—Now and Future (#7857 485
USHEEBEAG—BEERIE) | Rl > I HEREHE AT ERID TR 1
BRI » B — DR R R A LR FREIIR 22 B A0a) 8 P 5 f R IS R e
PUR #ps 5 2 AU IR ERHETEE - WIRLIE ST - &% - AIERER
R FEE A RH A ET Y - B A UTEERIHI R E N » SEBUG {58 b
B ERAE R - B 21% @ S REN R ERE - AP RS
BT E  HIGRAEA - BEEMEET - HIeARMENE A S 20T - =5
R AEHHETY © H AR R P BB A S B HoAth & 2 P 2 er
A - FonEER o 26 Hall 1822 BE7JR T LAUEHEIFE - 58 R BIFERE E1A G Bl
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B BEAFELE - BARRTAY AR RAERIU TRV E SRR - Hall B EHFRR - i
TEEEELEES CCIPS [FIRFHE(TERIUIE RN E T BIRVBISEE 1 - AR - ¥

EH F William Hall 5z Jason Pleming A " Botnet Case Study-- Oleg
Nikolaneko (&4 T (lfiga5--Oleg Nikolaneko S Bl fF2g ) | BT
USR8 > /144 BotNet Ji 5 - 14 | JEBE4ES |, (Zombie Network ) - 1 " 1%
#s N4, (Robot Network ) » 35 & E-E e-mail ~ R[N 8 ERERAS SRR A 240
I R AR - FEE S M —ERE U - (F5 L JRREAErSE A IRC

(Internet Relay Chat) B} " BB EEHEES | 2kZed » Al DU TTEIAH &5 Ty
EEREES o MHT AR LEEERE - #EF - P2P §Erg 0 %S - A8 -
FEAER AR E]  TVA A] RE I 48 T %:.4¢ DNS (Domain Name System )
FHEARERAAREEHZIEN - M I &Y DNS 4855 ; —H {5
B HEREREE 1% o Al Y FIR e AL - FEDIESE DL N ECE RS
ANETR - EEB L WNHEREMIRIVASE - AR BB EERi
ZHHER - H - Al spam mail » BI—fRTE < Sl F - 5 AR kA
P& 730 AR RN SRS RS BT E IS A EMERES E R -

EFFEHE A Jason Pleming LA™ Online Undercover Investigations ( 48
FRENER(EE ) | BEE ERE N BIEEFERUIER: - 5 R s AR 4g g
BAnLny T RS - AMEEEET - REGKECHE Bk
MR - BUFE IP izl ~ AEEA0FRE ~ R~ P EAEEs ~ Pl A B B e fd
BVEE LM H - [ERTHErS S > BI(ER &AM ISP 265 - i B Ei(H]
e A B B ERRAYAESS 1B AMELEE A nRE R L i Bh & PR
BUEIREGTE o bR T Rl IHE S Y - Hall 22 B 8l Pleming 54 B 555k
PR T HYBERS - R BT PRGBS E ETHEERS - TR AIE3E
TH » REg R ERS -

ElfefXFEH &  Strengthening Cyber Security Measures to fight Cyber
Crime : An Indonesia Perspective (581L48E 22 DA T84 IUIE —1EE]
[EEEGNEE) | - s NE e B 4N e i e e A e R B S E Y 4H AR 25
AEEFHEN A FRENE Rt E L 2 g4k - AT K& B ARSI - B
RENEAFRENAS RERTT » JNERF AR E B S - HNEL®
VisgBhmbR2 - i » Bl R EPTBHUAE P 2 MR BT - HEIEERIC
JEZ ELHEE A -

ZEH L FH S T ThaiCERT Operation Under ETDA ( | B S 49 R T A%
B b DN E T IORSEREE N2 H#EE) | o fEZ5E] - ETDA {(R—A R 4HE
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B AERTET T 2R B T RORAY AR S - MRS - R EEEUE
E\ﬁﬂjﬁi AHARIE T YR B R A S e e PR s 0, (ThaiCERT) -
ThaiCERT B 2 (RIE(E RAF - L HEFTEsR Y - DL 2012 £ R - {A LA
WS FFICR RS IRPRERIRZ -

SR (RS | P E N e R L W AR LR
Ry ARPRE > EEARE IRV E I - > SN EETIC R SRR A
A UBGEE SR B SE A SRR Pt i - (HA RHS B R ALBE AR 5 iR EE B YA
FREEE - BT A SR iR > el (PRI ER R
Eﬂ%éﬁi?‘:%

o LA
AR ILIR ISR > RBBEIES(E - IISEUAEIPIZAER  dlle
TR MR R - BEE RS AR - FTHVEGE MR - TR U TR
RE JJRF[E] RS 77 2 L T S R THIH R

(2) FTeERE4ERs < T AL LEN RS &

FEE T AIRE - BARSEE = EE5ES < i - HASEE R HARA
(Yasubhiro lida)4t4: B =44 5 PRACTICE( Proactive Response Against
Cyber-attacks Through International Collaborative Exchange, PRACTICE)
Project - PPRACTICE 2/ NICT £ KDDI &1F#Ef TESEWTZE - B3 NTT eSS
JEEBREE RN Z4 - T HA Telecom-ISAC Al & 5 78 17 PR I MEAS R BBl K]
S 1’E PRACTICE HZ & b AU EoE sl & B E & FE SR

(0 FEEERAE RN - DD ESEEE S HEHEER
BE%%%IW%B%(%@T%?H% PR 7 AR U, » W EEAIE -
FEEEE =R SR (multi-stakeholder) K [E. 2 J7 =gt 178
BRI I RER - BElA A A B (R iR TR K - BEE RZ IR %
( partnerships between the public and private sector) 277 H & =l
MBEEEHERIFEES - 56 FCC #ifZ 8 g4 R ISP & HHUEEEY
B TIE AT (Anti-Bot Code of Conduct)

(VHE{EHEEEILEE

QRYHEB B EAEREER RS PR

(3) K F T A R 5% FE M T e AR e IR

(] et s S PR P T 2 & 1
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HAZ PRACTICE 515 » B S B & EE I B bRV E RN S B
ZRH o IR ERRIEFEET - HER s WIEEfErT - BT8R TE
oS oy EEEHVEA A] DR SR A B R A e 2 SR A AT
JEpEAEES C&C(Command and Control) & &R K /3 HGBHET B BT - HAEA
BATHIbG . 4 {Efg R Bk ]t M2 WP R S F s E e
B

FTEEREAERS R Z PR WWRE BB & (R E I ATE Pk > 2
s t TEL BAARE | IS AERER e & fF -
H TEL 48 G nlst & RAGT T RERM T8 T B TE 5 -

(3) A ICT 2 APEC #E st

SRR LI - SEEEE ~ HIJE ~ BB - ok o R i FAOR G ) 2 B
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(5) BeFEE MR E 4 — g Public Utility Telecommunication Service Fund
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TR A W B I B E TSI (Eis 2 B - 2 BT am g/ ME & T 3Ra

AR TR IR B Y B (R AR 5 o B R AR AR LA AH 4 & (R ER T (K E

FEHRE IR

(3) :El FCC A AFHEAEEREEE A HIER] » TR ISP S8 R A B AR
J& - FCC £ 3 flEA R HIBH g RS

I B
. JEEfHET
. fEN G 2RI -

FCC H 2011 FHaHEETRASEERMNETSE - T2 5 F58 =IO
1k ISP TR AUZ(SP f£ 2011 F-PHHeRE) Rfie &5 HREY
87%,H.r 45 2 52 ISP 572k 10005 £ 24, 2 2013 FAERIERT B R
AR B R 97%) - FCC {EEIE T E JTHI /T 2013 AR
(e 8 kefE 9) > #7453 {ElEE5:1 ~ 312 ISP HIR MR E e T o

FEEEER 2 HEEFER 2S8R 3 MERHRGLEAE
R

Most ISPs Deliver Close to
Advertised during Peak Hours

® Sustained Download Ratio ® Sustained Upload Ratio

g
-
-«
-]
g3
t
o
3
<

Bl 8 SSEQ ISP SEE LR R PR R AR B &5 AR AR ELER
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Variation by ISP and Service
Tier of Advertised Speed

® 24-hr Mon-Sun @ 7pm-11pm Mon-Fri

.o S

£
h-}
o
B
-
g3
[~
o
5
<

& & & &
s & & 3
& & o & -.1-"

Average Peak Period and 24-Hour Sustained Download Speeds as a Percentage of
Advertised, by Provider—September 2012 Test Data

Bl 9 35E ISP %% L THE IR ERER & HRILE

FCC B F T TE & beta ik &M - HEMIT7 /5% SamKnows
BEAEZMZRRE » S EUHIE B FRE T R 2 1 e A wois R DU 48
Whitebox TjsE) 1T HIE

(4) SRR RARE M RN KCC B2 3 FEE 4 FEITEN R TEEME MRS
R - MR REFER—FAAEER -

KCC £2 NIA H 2002 & B LEuh T B M TR B AR an St 2> 512
ZRIELNE 10 - SFEIHHAERHFTEEARER - B NE(EEE 10) -
St 2012 SESEATEN R MRS AL E R E TR IE G - RPN ELE 11 -
H AME GRS T m T LR R E5RE AGRENZ ISP & TEEETT
HA R EHEEEE -
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Assessment
Consumers v m Assessment Index

kr -

B Foen E e — « Down and upload

e =

EQ HEcde o}§x E N - GENE B 8_ throughp_Ut )

ThtetHaE = & * Round trip time

[ [ E o 2 - Packet loss ratio
= —

EQ 21et 0183 © E KINK 8
= 2 Path - Trace from user to server

+_ [::l o— = __+ Web - Web page loading time
b se;

— VoIP =« Voice quality

10 RERFRAGIREKTREE

11 RETHRBALEFRAR

KCC FREE#EmAT — AP EGSR - BUNERmE RS ER ) > 517
B 5 S RS AR R E NS E 12 - HEEE A RS E fHR & IR
SN - =REEEEEE 3 FARBN RS RS R RHREETT 32 5
A1iE] 13
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# of Low quality areas Call Success Rate / Download speed

2009 2010 2011 2009 2010 2011
3G Voice 223 10 4 97.1% 98.3% 98.5%

3G Mobile Internet 304 7 0 1.3Mbps 1.7Mbps 1.9Mbps
Eised Braadband 198 13 0 90Mbps 89Mbps 94Mbps

Internet

B 12 wmERE L E 2

Maximum Guaranteed minimum speed (Mbps)
Telco speed

(CLEDRY  3an.2007  Feb.2008  Oct.2008  Jan.2009  Jan. 2010

KT 100 1.5 5 30 30 50
SK Broadband 100 1.5 3| 30 50 50
LGU+ 100 1.5 30 30 50 50

[E 13 BmEREREERIE{L
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(5) izt ISP 3K © IDA 5 2012 4 4 HRERFTA B R TE s e ftg
BNATAUH B A R SRE SR N EER - WEDREE 2/ DB N R

L ISP ETER B U TE B RT AR T
I SRR - AR AT A
. A MR B o R
V. UGS A RE HRE  ISP VB S
3. WHEEH

2 Gk LIE OGRS o RHE MR TEL G gt - il s 24K
BRaR R - BES BT BN IR 2 0% - DIFIFr AR B BRI 2%

14 PR R IS0 Z R BIE PR A T A AU S &R B S
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(%) BEEEBISWERR TR - RAR & RER

#* 5 BEREISER TN - R BE gREER

Time Session Speaker
Ms. Jordana Siegel
09:00 Welcome
(SPSG Convenor)
Current Environment: _ )
09:05-9:20 i i United States (Jason Pleming)
Overview & Threat Picture
Coreflood Botnet — Case _ .
09:20-09:35 United States (William A. Hall, Jr.)
Study
09:35-11:00 | Economy Approaches to Combating Botnets
Chinese Taipei (Jia-Chyi Wu)
PRACTICE Project
Proactive Response Against | Ministry of Internal affairs and
Cyber-attacks Through Communications(MIC),Japan (Yasuhiro
International Collaborative lIda)
Exchange
AT&T Executive Director
OTT Issues International External & Regulatory
AffairsUnited States (Jake Jennings)
APCERT---Working together
towards cleaner Global CoordinaAon, JPCERT/ CC
Cyber environment in AP APCERT Secretariat (Kaori Uemura)
11:00-11:15 | Break
International Collaboration: , .
11:15-11:30 ) _ United States (William A. Hall,Jr.)
Enhancing Cooperation
Further Discussion & Next Ms. Jordana Siegel
11:30-12:00
Steps (SPSG Convenor)
12:00 ADJOURN

T e EERSARE THD ~ BRI SORGR I A & R AR THR T B —K > 2 HilEE
WERZ » HILRERIRGER R L PR TS g = ST AE
Rl EERE - HAREE =AY G - RERERTEEFR EE
LRS00 R B E LR WL T Approaches to Combating Botnets
in Chinese Taipei | /35 ZFEEEUERAER ~ &5 GE RE 2) - &%k
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FRHTIYRZE Zimenkov - ZF Y3 Jetsada & Throngtsai(#7{f: SPSG FI &
£ N) AtiEd VNCERT BUff#E NGO QUANG HUY HFI R R EBIAL

2
Bk

B 15 HEIRRREIEER S FIRETE S TRt 2 <5

HZAEE #8854 (Yasuhiro lida) e 4 Fy H RS H5 & (MIC)F Som 1T
BEEIFE » 99544 PRACTICE 2 Project » PRACTICE & Proactive
Response Against Cyber-attacks Through International Collaborative
Exchange 7 fiff - REvA FutE4s PR & 1F A& AR E S LUE 4
P& 2 B 2 HZ - PPRACTICE EEK@WW?&@?W%EEE NICT £ KDDI
EYFHETT AT th NTT iEaH S8 e Bl B 248 2.4 1T H A Telecom-ISAC
A e AT R S FE 2R B HE BN B P & (R L] 14) -

HA#FE E# PRACTICE 515 @ B RSB GEEII 2LV EHS
FHECPEANE - fFBEEERNGFERET - BT ER WS EE T - 55—
FEEGETEMRD E » pEERAVEA T D EEEEEAEAR - ZE B2
gu 7 RS EEN ~ TR FE4dES C&C(Command and Control)"“ &ﬁﬁﬂ%ﬁb’z
BENE - 2 EFE B H 5 2 = & (E (Bilateral information
sharing F%R) > P2 ELEZZIE % - ERE]Z 82 2 &1 (Multilateral
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information Shaflng) FIEERAIH S S Z B I RS R B S R R
BT 2850 - B IE RS sl BBk e R TR L Sk [F) S s it FIAE

——{_Callaborating Partners }——

Government level
Ministry of Internal Affairs al[Eltre S [ Government Agencies ]
and Communications
( \- Malware and cyber
attack information
[‘ Research level sharing
Telecom-{SAC Ja :
3] Telecom:13AC Japa collaboration |ﬁ§€l%3£gis1 Implements blackhole
Bsigning T Fatin 3
Ter etc. sensors, honey pot
o0 systems & VWeb crawlers
- Field trial / quick response - Technical support as appropriate
- R&D of technologies - Providing several data \

- - —

Operational level '~
Operational bodies (ISPs, etc.) collaboration l Operational bodies (ISPs, etc.) ]
]

(—

—ad y,

[E 16 HEEEZERSESTEPRACTICE) RAEBIZE

PRACTICE HZE & BT HERUR EE R HBIR S FER s (41 EERE
AR EE R ) - IR ES MR R B - HEE B IR R 2 REEzE
EER > FEEEZER &ﬁﬂ?/ﬂ 3l FENIEELE 15) -

a8 : - 6 (Fiscal Year 2011-2015)
|
25
Information of
Detection& : e
Observation Analysis N‘m‘k’
Information collection&
Cyber attack monitoring
\ /

The final goal is to protect users from malware infection and malicious activities in
cyberspace proactively and reduce the damage.

» Reduction of infected PCs around the world
» Proactive response for cyber attack

17 BAREBIR AR B (PRACTICE) TR
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-

PRI > SETONEIL R T Z U B N b 4 TR 2 PREY, -
| B ERAPE  REERZERRE T AGERE 16)
I SR (ERTPEEK - o ERE DNS &35 fLE 16)
. SE={ERpE - BRI EERE 17)
V. SBUUEFRGHE © 2EREZEREE 2 oG RIE 17)

Tech-1: Grasping symptom of attacks by data mining methodology with traffic datz

! 1 { Attack will come
Attacks has come! ] soonl

Tech-2: Grasplng symptom of attacks by analysis of malicious DNS queries.

| % 1 Attack command from Herder
"es E linitiation of scan, DoS, sending spam and so on)
K., ey
'"“‘:..._ C&LC-Qerver
Herder S Server ."""")
*'
C .,

E.Based o.r;"the analysis : E_E ..._..- (?. i ’--".? Spa
i of B, we grasp attacks ! p —."'Q-Lj'_ Bl
i (C) D} and make E L 4 . _o‘.. - ¥ .._._“__:.oo.'.'”” o "-_,-

'countermeasures Kl g _ BOt.net
proactwely i @ g_ g:g
....................................... £ : . - il

& 18 HARZEIR&{FE(PRACTICE) 5B (AP
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Tech-3: Grasping symptom of attacks by Malware analysis.

Malware Analysis

Malware function | —  Already used in the previous attacks
Malware function 2 = Unused function ‘ Will be used

Malware function 3 Unused function near future!

Malware function 4 Already used in the previous attacks

Tech 4: Grasping symptom of attacks by analysis of globally monitored data .

Correlation analysis of the similarity ¢
difference between attack traffic
properties or malware samples which
globally menitored from Japan, Asia,
Europe, and the U.S,, ete.

- Taking account of;

l. Propagation of attacks from the other sit
2. Similarity of attacks between sites.

3. Attack property which is unique to each ¢

[ 19 HARZEE St B (PRACTICE) 25 =855 PUERAiTHRER

FEEHE RS RS % (multi-stakeholder ) A~ [EZ =8
TEREAErS R (AR - ER A SR GER IR R BB R
BE{% ( partnerships between the public and private sector) &1/ H &z
NEANAEEERGIFEEE

2012 FEAJRT S BUMTRRAZE T 36 = g H Ml e 38 - R B hUE R RS
< BEFRME BE g (high level) [FAT - DUS Al B i K152 5% <~ Ji e B A AR A1
(code of conduct) - ZF] FCC &% % B & iR ISP e maygns
#H{TER] (Anti-Bot Code of Conduct) - BEEER ISP 2% (1) $BH{EFAE
HE LR (2) & & B AR R AR U 2 2P R () MmN B E W R4 &
R R P s RN - IR s A A SR BRI R =~ & 1F » RH BB 2 $uk
B FESGIRES - HF I8 e 495 1Y AR 14 (resiliency) Bl 5 £ of 14
(decentralization) s (S5 R FEA S B (5 1H B HE AL IR & - fERIIRH 2 &1F
JRAT > FZA NRERHLTE AL -

BERILFAIE BB EEBRHREA 2417 M5 - W HEERIUIEE R/ N
(Experts Group on Cybercrime)&{FZF -
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() SREERRAERIAFERIRRE S

HH o B 3 2 SRRE R RAE RARAEER Y3 - 4979 30 (LB H LT - 45w
W DSG HEE ARG EGE - iR A RSkRERE Z EHE M - WHEOANEE
BIEDRIRY) - G PR E TR~ HAS - BB ~ SR R IR MR A TR
SO AR S B0 0 i L AR~ — I e [ Y P R A 2 e At i G Y Sk RE S R A
o IR EIRVEOR TR (R I B PR E BB A R = -

1. SBAEFER

(1) FEAGHUGRRESS ML -

BEER = A AR R 2 @Y A S TR AR BB EL i - Il &
I BRET SR RE 55 R HVER IR B R (It Bl s KO RS S H B AR - Horp > PR
BRI R ~ (G R BIRE (ReE = 7R » IR At aRRE R igE o2
REFZRES » ARAKEKENEIEER Bt gk R (R
o8 H NV EREIVERR o MR K B AT RARSEIE I 7 KL 45 K a2
EC BB RNY22RE - 55 0 WS TBNARIELRIET » 5750 2 4 e AR g
e R - H Detecon Asia-Pacific (XEIEHLEH N EEFERAVEZS
W R E RS Y R B RN EN AR RE R B R AR ) SrRE
(O ETARE: > F2ElRs Bt SEEURS [ EEEEEA &
KT RS B B TR A S B AR ERA IR DR Ak RE R Ty S8 R 25 -

(2) BEEEFEEOINIE

BEEb O3 U RRIEEAR S e R (sl ~ s ~ AR SRS
T [F){fe Ak RE SRR RIR B » oy B R B IR e - SR %R
SRR BV - Eoop o R HREEHY HLBUT ~ B (S5 ISP 127547
BUR ~ EEEFESETHTR - MR R T IAEREE Ee R  HHE
FESEHINE FRE TRE IO £ - R EERRCRRE RS MR - 7RE5 0 - (EEL&E
il > FARMERCE TR - HATIE [ASREER o S R - ENfefURER
HHECIEAR S F R AE YRS s s S A T &2 - H AR Rz A e
il e 5 ' AR AR NI T I Y R A e 2 e 22 R (3 R S P 5 B T R T
IRERORAVCR ~ FEIARIS BB ImlE T 25 R R SR RS AR aE -
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() HEHEHELEEL > Green ICT RIS ZEEIT

el P FE R (S I 5 e B B A P P R 2R I S 19 1/ 48 TR B B AR A
HYZERE - WisR A P EE R (ST e B ARAERS IR &S ) i dkpe il (S 4 RS - B
LD RS ~ [ElaaEEs ~ RS ~ S 5 BSEHARREIRCRATHE » DRI
ICT BRI T HIFTH A A T © Bef% o SRRl R EE B S RS AE AR S
BIER Y35 7] - B ERE AR (intelligent energy network, iEN)EL1E E ik
#(Intelligent Transportation System, ITS) - HEj > RS EH TN
IEN EEEREARTS - Rt B B ol e M EIRER il iR - 71 A
BRI S PR B (KA SE B RO 5 1 1TS B AR - BETTH
&% 7 BT I P BT S e R [FI2H A - P B H S GPRS/I3G K
GPS 1540 ~ BIF [ i 2 e & - I EHE R E AR CERE
R EIE R RO HFE - ZERCETRERERAYT B IS « R hEEsE (S HAEIGE & IEN
B ITS AR +a i Sl Bl 4g Rl it 2 - SR B AVARREAR 5

20 EER (ST R AT AR ISR P R I S TR RE IR R AL AR RS 34 e

2. ErR&om -
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Fo H T SRR EAVRTIE BN AR RS S KB RE TR [ AT -
ARk OB E R R SS & - AR 1T BE TR B BRI A Y
PIAR ~ B RS~ ERAE. R NMEREIRTTREIRE R EIETRERY H
iy > [FER e R A &IE -

Green ICT [l rICEREIR AR - (RAEDRSEEHRCR - J(ERA - [FRF
RESR/ Vo 2 SRASHIHRI  (EHEENER OR T T 2 My o — (2R e R R A 6
Ry R RBR AR T AT Y B2 - 25 FHETC 5o B H AR REGEry ROARAERE F2 (1L
FrA R Green ICT ¥ » THIH A A KRRV - M TS EbRI &

B 21 APEC TEL A& 5%iEE
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[El 22 DSG 58 HE=H

(A\)  §EBIESE(Experts’ Group on Cybercrime) EBZR/NH&H

1.

o HEN S (Harris Chen > BEMTAMEEHEE)

gRBE
4 H 21 H B4 9 BpgaEEhils > Eul/ NEGE LR - HISSEENAE

BN TE R E A 7 ) ( Computer Crime and Intellectual Property Section,
CIPS, Department of Justice ) f#Z<'E William Hall £556 - FG 20 B a6
T B it R EN e Z R R E AR R & s (Dlrector of
Information Security, Ministry of Communications and Information
Technology ) Ir. Bambang Heru Tjahjono Z#GlEE » BT A &ar K ek

TEAGIERIR 2200 - WHRF S e AR S S50 - FeREH ) -

AIUNE G R 2 K > BELORISER T IEISN - MERESERE - HA
FERARRE ~ FTA ~ #2E - 2B - 2RISR ~ EIE ~ N R SR - i
770 BB OB ERMER AT - (LI5S N B 2 35 Bla o
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MRS - BREERNGSEMER > A2 &Gy - e

BSH -

2. HRBELE

> 28 (FEGIL) AFHSE: WS A BE% (Harris Chen » 3
F=M T AR EEREE)
e [Cybercrime Prosecution in Digital Age—Now and Future (&
i PO TRAEE B AT — BB AR ) |

4 H 22 H EFEGR 0 RERERZES T A EEWEERE S
LA T Cybercrime Prosecution in Digital Age—Now and Future (#{i7iF#{>
MPIUFREE B AT—IAEERA) ) B 385847 30 o 2R -
Jeih 2012 49 H & 2013 4F 2 HIiEEH - Bl (R 48 IR ERE T S ST
EISIEIEE ol - BRI - 8 ERE R oSS = -
F—BMENEINS &M A e = Z I RIS a8 467
> H BB EA-E 0.24% ; (HGE0I S0y 4218 (4 > H 2=
BRI GE MR 2.3% » Hrp » FilmER P Ry 709 {4 - 5
HIF PR NE Fy 662 14 - 4R ESTER 7> Fy 830 4 - LSRR 7> £y 1580 4 -
55 B AR S ¢ 4845 N BdkET 5,517 A DISR&ETBIZAKRE @ s (&
S HAEEN ) 1,892 A » 4545 \B 34.3% - HHET R EEERS M -
S (EEEEE SRR ) 5445 A% 40.6% 7 37 52 » EESIETE L FARET
RE K - HRTEZEGRERICIEL BRI T » B85 » HENERE
B~ TR B AR 2 - S EEIE R G EE ST IEETTE
41 o PRI > FERAT AN 0 51 935 A ESEIRETE S - H2ieakss N8
16.9% - SR EES EHISEIESTR 9.5% - fEEMIEIEE IR I 77 o
o Dlanti s I ARSI E 2 A mEiE ~ 5 B aEE S —Es%E
% HR BT FAURT Bz hBan 1y ~ TIREES - 5= - P EE AL
L FEHIME * (FE Ui - BEREIE RS (SEH RS A
D) & DB SEEHRSE 1,368 N2 @ H#%45 NBREER Ty 24.8% » HAUS
HEVEREEN CEREMREE  EiEEE) 760 N - S&&EANHIERE

13.8% -
KM > DRI R B > P fnEE B 20{n] 28 F & R Y Bk
B > DARAERS TS 2 AHRRIL IR ERETHE - WIRLIAHEEHETT « & 1% - Al
PRET AR A R R A BT D - BT IDSEE R R ERS N - & BT
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AT LB RS R By > AIEBE G R EIANY CISPATEAE » LUK AN
T B Z IR EA G ER A

1% S 2GRN IREB U EHE - MR RGBT
o HIBRFA > BERMET - ENeURMEE B S5 U7 > EaikEZ
EIHET . HARIREN B B A B A B BUR Bt & 27 Bl P I A 7 A 7
i > FORELER - SKE] Hall feZ2 BN T LUEE B fE - 58 R B =LA L B (%
RAFERES S RATEN AR UIRVE N R - Hall iR EtFor -
B EEES CCIPS [EIRHE(EEIUI RS D BIHsEE O > WARRE
PRI fe 2% 68T G B LG -

23 #E NBRERE R ASEZB AR Wiliam Hall  (£)

> FEERERE - @& A Jason Pleming (5L & ST Al
% 5 ) William Hall (EEEEEBFHEEE )
e Botnet Case Study—- Oleg Nikolaneko (%ERe4dEsE HlfER
--Oleg Nikolaneko BARHIIRENFZE) | BATTLE

2 CISPA ( Cyber Intelligence Sharing and Protection Act) - Bl " 48R8 &4 =87
EEE o T EEPUARBE SR E R T - ESEER R SIRERT 0 Bt
AJHfSU Google 55 ISP FEF P17 2 & P ATAMBE R} o LR [EI5 2R %
NEHERY - SRR B EEFEMEE SRR - a2 R
https://www.eff.org/deeplinks/2013/04/us-house-representatives-shamefully-passe
s-cispa-internet-freedom-advocates °
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Fitas BotNet » {57% " JEBE4ERS , (Zombie Network ) » f " 25 A4
% ; (Robot Network ) » 5 g% e-mail ~ B EEHEAS S S 247
TRl - AR AR P S T — (B2 - BotNet B A BAZ = 5 4
FEAE > EARE R SIEERE B BN HHE AR SRV ER T
HEBEHAER - 8 BotNet NMEGHEEAMER - MATEA "8
AR - EiefefEdErg s T, - —BEIAREER R BIEAT
RIS > EEREAE R « BRI E: - SaiHEr s’ - M
F o JEREAEES 2 A IRC  (Internet Relay Chat) H[I " BIFFEERHES | 2kH2
fil AT B A B SR R B, - BT UEAR B A e R
P2P 48k sy il o il EEIAFMIRT] - IV T RE B B AT A4
DNS (Domain Name System) - FHE ARKBEIE A= HEIVERS - #Em
H{HER R DNS 485k » —B{EHE REREEE 2% - Alg it 2k
TERVHEHE - FELIE B T B AERNE TR -

EER L WA EERERHEE > —insS > 20AMETR - £
—  EEBRAERE - B - [ERINAERIER - iIEEE > BT EEthEg
M 20 ERE ATIES - FE DEENIARGHNES - REE
EEEIET > AR E BRGNS o T R A T
DIwERR - 72 » A EARE A > 5540 - IRSTERAL ~ ISP % - JMNEIAKE
% KietbBeREEEE R -

HI > Frag spam mail » BlI—f&Ffs >~ R @b (e 4 5 e eaErs =, -
TERERF NG R BB T- BRI E A > HEMER B S B ERER DU - I
DUfkaE A R Oleg Nikolaneko 482 Mega-D J&Fe4dis 2 2417 B ZE i D
F—28 > SREAEIIL RO 2 iR T -

Oleg Nikolaenko( A=A 1987 4 7 A 17 H )HZA" suik#Ei4E > F(King
of Spam) , &5 > H 2008 L » FEBHEHFTEEE 2 Mega-D JEREAERS - #2
2 NEEZTRL 0 KREREESIIRE T - BEEBHEERS (FBD) A&
%R > Nikolaenko fy Mega-D JEREMERS » K& A RER 1/3 BURIIREN 4 -
(&) 50 EAESZ R - Hik  KEEFHLESHEES (Federal Trade

shen 2 RV ENE NER &R OATE . AR e s =R

https://ccc.cert.org.tw/images/title/bot.gif

* K FH[4y B UCE( Unsolicited Commercial Email )Ei UBE( Unsolicited Bulk Email )
TRE D Mg TAEEK REEEHEGEE L - a2 R
http://www.cc.ntu.edu.tw/chinese/epaper/0010/20090920 1003.htm -
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Commission ) F###7° » Nikolaenko 3 A —#EESEI IR ET (BEE2 1 (4oH
sEFUTE D) o ZY 2008 F 10 HFFAEHREIE R A L TE R RS - W
FBI &1{FL[5]2E48 Nikolaenko - %1% Nikolaenko A 2010 & 11 H 4 HEZE
BT AT IR T 2 B > EE] FBI B BT > W DUER 2003 R E
7% (CAN-SPAM Act 2003) Ayt - &K EUTHE R HIBE BT ET -
2 - B AR BN 2010 48 11 A 16 AT Nikolaenko » Hfefi %
2011 4 3 H 15 H » B[l EHEFE 51 Nikolaenko HIRIEIES » B(#
Z HAMIAME AF IR - Nikolaenko A H AT 851 i U R = 1 & 3
HESTHT °

» EEIE Jason Pleming (EEIFHFGHEREFHFAER) HE
" Online Undercover Investigations (4EERENEEZ ) |
BUE N BEEIFERGIIIERT - 5 TS A B iy 7 =X - Hez
SRRHLIEGTR - RMAEEBIET - IRES R E O &R - (i 1P i
HE ~ SRR ~ T PR EAEES ~ P 2 B e B F R S
% o AN IR RAERE  WIRA R IE SRR - ALl > BEEEEEN
JOSERYRR Y » T AN ARG AR S o HY B EEH - R T4Ers
Firp o BERAER ISP 25 - e QBN 5 & A 2K B R BUN TR
dguh 5 IR AL A P RE R M B2 P FEE B MEE 1R -
EEERTHE 7 FHEANBEEEME] N YI28E,

— (PR A E - VAR ARV BRI - T H—E 2R
PHECHEIPRAE RS s R B AR v i i R R R A H CHYS B e 5 - EA)
WEEIREFE ARG THEN - WFHEE -

o TERITENE(EE Z BT B TN

= &R - 55 BUOEEEEES 3 OrFF—2 - a0 - 4
BREEN G e 14 24 MEE AN ZEAF L 9B T 5 B2 A
B - RAREZEN ENE LIE » mMIE—KEha -

O~ BRI TENEEE - B A BORMEN AR - WS4 sk
ERASHFE -
T EERER RS o REERAA RGO > HIEFIres

log ~ cookies &R} » A E I HEEEG o
¥ br T LAt EE EERE 2 A Hall i 22 B 8L Pleming F8 & & S5t
B TV E RS - EE R TR - SERRESE BT HEERS - Wk AIETE T

* M HERIE S EEE
http://www.ftc.gov/opa/2009/11/herbalkings.shtm -
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B RElgRe MR -

> V0~ EIfefRFEHEsE  #iits A ¢ Ir. Bambang Heru Tjahjono, M.Sc
CEAESE RN L 2 EZ I THE ) Yudhistira Nugraha, M.ICT
Adv CEEE &N L EGAAEEET EE)
e [Strengthening Cyber Security Measures to fight Cyber Crime :
An Indonesia Perspective (5{bAEES 24 FETH AT B4 IUTE—
TEENERIRITIEE) |
s NE LB r4g e e &N 2 B G HIAH RIS - I sREHE]
MFERHE R & Z g dh - WA R&E EAERE - iR
Symantec NEEEET > (i 2011 FEIIITEEFEENRE » e eikE
T o MIEEAEEAE » A SRR R T EAVEIUIEAIAE - el
[EMFREHAA RERTT » SN RIS E BRI & - &L 2
S - FE 0 AR EPTEEER 2 EIEE B - HEHIEEID
B2 EB LTI -
> 1~ FEEAFERS © #E A Thongchai Sangsiri
(ZFEEEE L &3 ER A = AR £ ) Jetsada
Changsisang ( ZEEIE RS (S H 2 e S e = TR26T )
e "ThaiCERT Operation Under ETDA (ZREZEHSAERL G 14 EHEE),
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Time Activity

Welcome Remark
09:10-09:20 Mr. Zhicheng Yu
Mr. Djoko Agung Harijadi

Keynote Speech
Speakers:

09:20-09:50 | Dr. Jenn-Hwan Tarng

General Director, Service Systems Technology Center
(SSTC),

Industrial Technology Research Institute

Presentation on the project “Innovative value-added service of ICT
cloud computing technology applied to the tele-health
management platform system”

09:50-10:10
Ms. Sheffel Yang
Manager, Service Systems Technology Center,
Industrial Technology Research Institute (ITRI)
Section I: Demo on the cloud computing based tele-health
10:10-10:20 management platform
Chunghwa Telecom

10:20-10:40 Coffee Break

Section II: Roundtable discussion on
development and implementation of innovative tele-health
services

Moderator:

Dr. Yuntsai Chou
Deputy Director, 21st Century Foundation

Speakers:

10:40-12:00 | JENN-Hwan Tarng,
General Director, SSTC, ITRI

Mr. Mitsuhiro Hishida,
Director of Global ICT Strategy Bureau, Multilateral
Economic Affairs Office

Mr. Matt Healy
National Executive of Macquarie Telecom

Mr. Tri Priyo Anggoro
GM e Health Ecosystem, Solution Convergence Devise, PT
Telkom

ARG Iy Ry = (H52R » 515 Ry BB  FHIRE TR A% 2248
B O FEEEE ML SR S A RSy - PEepei | -
H 2 B e B 22 3 "Innovative value-added service of ICT cloud
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computing technology applied tothe tele-health man agement
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Health Cloud Market in Global

Billion 8
usD
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N l
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BMAFE Mr. Matt Healy - 2 5N 58 — K& (5 /A5 > Macquarie
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Japan Cloud Consortium

General Meeting ]

Secretarial Board
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(1) APEC TEL Strategic Action Plan: 2010-2015
(2) TEL Actions on the Independent Assessment Recommendations
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(=) [¥{f— Draft APEC TEL Working Group Strategic Plan
2010-2015

1 Introduction

The APEC Telecommunications and Information Working Group (TEL
WG) was established in 1990 and since then TEL WG meets
biannually to work towards developing information and
communication technology (ICT) infrastructure, enhancing
socio-economic activities through the use of ICT and promoting a safe
and trusted ICT environment with a view to promote regional
economic integration and strengthen cooperation in the ICT sector.

TEL WG conducts its work programme through the following
steering groups:

» Liberalization Steering Group (LSG)

» ICT Development Steering Group (DSG)

» Security and Prosperity Steering Group (SPSG)

The steering groups propose and implement projects that address
priorities set by both Telecommunications and Information Ministers
and Leaders.

2 Vision Statement

The APEC Telecommunications and Information Working Group aims
to improve telecommunications and information infrastructure in the
Asia-Pacific region by implementing appropriate telecommunications
and information policies, including relevant human resource and
development cooperation strategies.

3 Mission Statement

The TEL WG consists of government policy makers and technical
experts working with the private sector and academia to promote
improvement of the telecommunications and information
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infrastructure in the region. TEL WG closely collaborates with the
private sector that plays a key role for development of the
telecommunications and information infrastructure.

4 Objectives

Since APEC’s inception, Leaders and Ministers has recognized the
important role that ICT plays in fostering economic growth and in
achieving the overarching APEC objectives of trade and investment
liberalization, business facilitation and economic technical
cooperation. To achieve these objectives, in 2010, the 8th Ministerial
Meeting on Telecommunications and Information Industry
(TELMINS) endorsed the APEC TEL Strategic Action Plan 2010-2015
with the following priority areas:

» Develop ICT to promote new growth;

» Enhance socio-economic activities through the use of ICT;

» Promote a safe and trusted ICT environment;

» Promote regional economic integration; and

» Strengthen cooperation in the ICT sector.

In 2012, TEL WG reviewed the implementation status of the APEC
TEL Strategic Action Plan 2010-2015 and agreed to revise the Plan to
further meet the APEC objectives. The 9th Ministerial Meeting on
Telecommunications and Information Industry (TELMIN9) in 2012
endorsed the revised Plan, and instructed in its Declaration the TEL
WG to continue its effort to advance implementation of the revised
APEC TEL Strategic Action Plan 2010-2015.

5 Critical Success Factors

- Commitment and willingness of member economies to address
issues and take actions;

- Active participation of member economies in the TEL's activities;
- Open sharing of information and experiences;

- Identification of capacity building needs and necessary resources;
- Development and implementation of projects and initiatives to
support the overarching APEC objectives;
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- Engagement and partnership with relevant multilateral
organizations as well as with the private sector.

6 Prioritized Implementation Schedule

TEL WG developed the APEC TEL Strategic Action Plan 2010-2015 in
2010 and accomplished objectives in some areas. As mentioned
above, in 2012, TEL WG reviewed the Plan, which was endorsed by
TELMINY, as well as TEL's achievement since 2010 and made
improvements on the Plan taking into account SOM's instruction on
APEC Strategic Planning.

The prioritized implementation schedule as of 2013 is as follow:
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Objective Activities Start Date | Completion Lead Economy Outputs
Data
Develop ICT | Universal Access by 2010 2011 China, Hong Kong China, | Workshop on Infrastructure Sharing to
to Promote | 2015 Viet Nam, Philippines, Foster Broadband was held at TEL43.
New Growth Canada, Singapore,
Next generation Malaysia and Chinese
high-speed broadband Taipei
access by 2020 2012 2012 Viet Nam and INTUG Industry Roundtable on the topic of Digital
Divide at TEL 45
2010 2011 Peru, Mexico and USA Develop a study aimed to encourage
broadband-based services usage in the
region and identifying best practices of
Internet as a tool for strengthening
development and governability in the
region. Study was presented at TEL 44.
2010 2015 Information sharing on the status of
= universal access via broadband services
at DSG
Strategies to assist 2010 2015 Information sharing on regulatory
developing economies — frameworks and policy developments at
LSG at TEL44 and 45
ICT availability to people | 2011 2015 Japan, Singapore, Workshop on ICT Applications for People
with special needs Thailand, Vietnam, USA, with Special Needs was held at TEL45
China, Peru, Indonesia, and APEC-OECD joint workshop was held
Korea Philippines, Russia, | in September 2012
Chinese Taipei, Australia
and Canada,
Regional deployment of | 2010 2010 USA, Japan, Brunei, Workshop on IPv6: Securing sustainable
IPv6 Canada and Singapore growth of the Internet at TEL 42
2010 2015 Information sharing on the topic of IPv6 at
DSG
Infrastructure sharing 2010 2011 China, Hong Kong, China, | Workshop on Infrastructure Sharing to

Viet Nam, Philippines,
Canada, Singapore,
Malaysia and Chinese

Foster Broadband was held at TEL43
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Taipei

Enhance Development of 2010 2015 China, Russia and INTUG | Industry Roundtable on the topic of Cloud
Socio-Econo | innovative technologies Computing at TEL 43 and 46
mic Activities | and services
through the | Smart grids and sensor | 2011 2012 Russia, Japan, Singapore, | Workshop on Application of ubiquitous
Useof ICT networks Chinese Taipei and Viet Information and Communications
Nam Technologies (ICT) for customised
management in emergency situations was
held at TEL45 and another workshop at
TEL 46.
ICT applications to drive | 2010 2011 Japan and Viet Nam Disaster Management Seminar was held
socio-economic at TEL44.
activities 2010 2012 Thailand, Brunei Study Workshop on Best Practice Transfer
Darussalam, Canada, of Green ICT for Sustainable Growth was
Japan, New Zealand, held at TEL44 and final report was
Philippines, Chinese presented in TEL 45.
Taipei and Viet Nam
Promote Safe | Safe and trusted ICT 2010 2015 USA Workshop on Cybersecurity Policy
and Trusted | environment Development in the APEC Region was
ICT held at TEL43 and SPSG continues
Environment discussion on cybersecurity policy
developments.
2011 2011 Malaysia and Thailand DNS SEC Workshop was held at TEL44.
2010 2015 . APEC TEL recognition of OECD’s
_ “Principles for Internet Policy-Making”
2010 2012 Malaysia Workshop on Security of Mobile Devices
was held at TEL45 and development of
report on the topic.
2010 2015 SPSG collaborates with the OECD WPISP
— and the AP-CERT to support building a
safe and trusted ICT environment.
2010 2015 USA, Thailand and Japan | Comparing Approaches to Botnet
Prevention, Identification, and Mitigation
Cyber security capacity | 2010 2011 Malaysia and Thailand DNSSEC Training Session was held in
building September 2011 in KL prior to TEL44.
2010 2013 USA and Thailand Cybercrime Experts Group Meeting was
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established and training sessions held at
TEL44, TEL45 and TEL 47.

2010

2015

USA

Seminar on CSIRT Capacity Building and
Collaboration held at TEL45. SPSG
continued discussion on cybersecurity
indicators together with the OECD and
APEC TEL.

Raising cyber security
awareness

2010

2015

Japan, Korea and USA

TEL established an annual APEC Cyber
Security Awareness Day on 29th
October . SPSG has a standing agenda
item to discuss best practices for
cybersecurity awareness raising and
cooperation.

2010

2015

Australia, Brunei, China,
Japan, Korea, Malaysia,
Singapore, Chinese
Taipei, Thailand and USA

TEL held a poster exhibition during
TELMINS8 in Okinawa, Japan. SPSG
distributed cybersecurity awareness
materials during  TELMIN9 in St.
Petersburg, Russia.

2010

2013

Korea and Thailand

APEC Training Program for Preventative
Education on ICT Misuse — ongoing
project within the SPSG currently on its
fourth pilot.

2010

2015

APEC TEL recognition of the OECD
“Recommendation of the Council on the
Protection of Children Online"

Cyber security initiatives
with industry

2010

2015

Most SPSG workshops and activities
include participation from industry
including the Workshop on Security of
Mobile Devices, CSIRT Capacity Building
Cooperation, DNS Sec workshop, and
others.

2010

2012

Malaysia

Workshop on Security of Mobile Devices
at TEL45 with participants from industry

Safe and secure online
environments for
vulnerable groups

2010

2011

Malaysia

Regulatory Roundtable on the topic of
Social Media was held at TEL 44.

Internet economy

2010

2011

Information sharing on cybersecurity at
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SPSG at TEL43

2010

2015

SPSG efforts mentioned above support
this objective.

2010

2015

SPSG collaborates with the OECD WPISP
and the AP-CERT to support building a
safe and trusted ICT environment.

Promote
Regional
Economic
Integration

Free and open trade and
investment

2011

2012

Singapore, Hong Kong
China, Japan, Malaysia,
Chinese Taipei and
INTUG

Workshop on Telecom Competition Policy
in APEC Economies was held at TEL 45.

2012

2012

Vietnam and INTUG

Regulatory Roundtable on the topic of
Mobile Number Portability was held at TEL
45,

2011

2011

Information sharing on domestic
regulations and FTA policies at LSG at
TEL 43

2012

2012

Information sharing on net neutrality
approaches in the APEC region at TEL 46

2012

2012

Information sharing on public-private
partnership frameworks in the APEC
region at TEL 46

Technical conformity
assessments and
equivalence of technical
requirements

2010

2015

2010

2015

2010

2015

2010

2015

Brunei, Canada, Hong
Kong China, China, Japan,
Korea, Malaysia, Chinese
Taipei, Thailand, USA and
Vietham

MRA Task Force has discussed MRA
issue and has drafting session at every
TEL meeting.

Guideline for MRA of Equivalence of
Technical Requirements Implementation
was finalized at TEL46.

Fostered MRA of Conformity Assessment
amongst economies

Information sharing on experiences in
Market Surveillance practices

International mobile
costs

2010

2011

Australia

Workshop on Progress on International
Mobile Roaming was held at TEL43.

Consumer awareness

2010

2011

Singapore, Hong Kong
China, Malaysia, Japan,
Chinese Taipei and China

Workshop on Enhancing Consumer
Protection in Telecom Services was held
at TEL44
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Peer learning 2010 2012 Thailand, Brunei Study Workshop on Best Practice Transfer
Darussalam, Canada, of Green ICT for Sustainable Growth was
Japan, New Zealand, held at TEL44 and final report in TEL 45.
Philippines, Chinese
Taipei and Viet Nam
Submarine cable 2010 2011 Australia Final report of Submarine Cable
protection Information Sharing Project was submitted
after TEL44.
Strengthen Access to information 2010 2015
Cooperation | Collaboration within 2010 2011 Australia Cooperation with CTl on Submarine Cable
in the ICT | APEC Protection
Sector Collaboration outside 2010 2015 Japan, Singapore, Close cooperation with OECD for

APEC

Australia, Canada, China,

Indonesia, Peru,
Philippines, Russia,

Chinese Taipei. Thailand,

USA and Vietnam

workshops on  ICT Applications for
people with special needs for knowledge
exchange on innovative development for
assistive ICT and applications for elderly
and disabled people. Workshop was held
at TEL45 and another workshop in Tokyo
in September 2012,
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(=) K& Independent Assessment Recommendations

The Telecommunications and Information Working Group (TEL) appreciates
the instruction from SCE Chair of 10 December 2012 on the results of the
Independent Assessment that was undertaken of the TEL in 2012. TEL held
the 47th session of the meeting (TEL47) in Indonesia from 22 to 27 April 2013,
and the summary sheet from the SCE as well as the report produced by the
independent assessor, Ms. Monica Dunhem, were reviewed and discussed at
the meeting. The produced recommendations for TEL are as follows:

 Recommendation 1: Establish mechanisms to determine when a topic
had been sufficiently discussed;

Recommendation 2: Plan ahead;

Recommendation 3: Add two categories to the project proposals;
Recommendation 4: Targeted audience;

Recommendation 5: Set the venues of the meetings as the major SOM
meetings or elaborate a list of venues for the next TEL meetings
following an agreed order;

 Recommendation 6: Participation should be encouraged;

» Recommendation 7: Remote participation; and,

« Recommendation 8: Elaboration of a roadmap.

The table below is a list of the actions to be taken by TEL in response to the
above recommendations.
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Recommendations by Independent

Assessor

Actions

Timeline

Recommendation to TEL WG 1.

Establish mechanisms to determine
when a topic had been sufficiently
discussed: elaborate a report that
will include the important amount of
information sharing as well as the
workshops results on a particular
subject and submit these documents
to the economies for consideration.
This mechanism will also help
identify the topics that have not been
sufficiently discussed.

TEL WG agreed to encourage the
member economies and/or POs to
make a report of their workshops
in addition to a report in the SG
meetings.

Ongoing.
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Recommendation to TEL WG 2.

Plan ahead. The identification of TEL WG agreed to encourage the | Ongoing.
subjects ahead of time gives the member economies to submit
Economies more time to plan and | Project proposals as early as
finance the workshops attendance as | Possible. When workshops are
well as to invite relevant organized, TEL WG makes efforts
stakeholders that could enrich the | t0 announce the subjects as well
discussions. as dates to the member

economies as early as possible.
Recommendation to TEL WG 3.

TEL WG agrees with this Ongoing.

Add two categories to the project
proposals. In order to facilitate the
organization of the processes the

recommendation. In accordance
with the format designated by
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project proposals should include two
more categories, one with
information on the expected result
and the second on its contribution to
TEL Strategic Plan and objectives.

“Guidebook on APEC projects,”
TEL WG encourages the member
economies to include the
suggested two categories of
information, one with information
on expected results and the
second on its contribution to TEL
Strategic Plans and Objectives in
the relevant part of the Template
such as “Alignment” orin a
supplemental document when
proposing projects. TEL WG
considers the information when
reviewing the project proposals.

Recommendation to TEL WG 4.
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Targeted audience. A clear definition | TEL WG would be supportive of | Ongoing
of the expected outcomes from TELs | making the project proposal
activities will permit the member process more informative. TEL
economies to identify the targeted | WG agreed to make an effort to
audience. clearly define the expected
outcomes when formulating
projects.
Recommendation to TEL WG 5.

meeting as the major SOM meetings
or propose in the next TEL WG to
elaborate a list of venues for the next
TEL meetings following an agreed
order. In these difficult economic
times with budgetary constraints it

member economies’ budgetary
situation, past record of meetings
and so on, TEL WG agreed to
consider possible approach in this
area, taking into account SOM
Policy on Scheduling of meetings.
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would be beneficial for TEL work to
be able to establish a list of TEL
meeting venues.

Recommendation to TEL WG 6.

Participation should be encouraged.
The strength and fruitfulness of the
meetings depends directly upon the
economies’ participation.

TEL WG agrees with this
recommendation. TEL WG agreed
to make an effort to announce
meetings’ plan including subjects
and details of schedule to the
member economies as early as
possible.

Ongoing.

Recommendation to TEL WG 7.

Remote participation. Remote
participation at the meetings should

TEL WG agreed to discuss the
concrete ways for future remote

Consideration ongoing
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be considered.

participation in the meetings by
effective use of the Internet. TEL
WG also sees potential benefit to
using in new ways both
connection and collaboration
technologies and will explore
these further.

Recommendation to TEL WG 8.

Elaboration of a roadmap. The
elaboration of a roadmap that will
organize future topics to be
developed in the different steering
groups could enhance participation
and collaboration in the meetings.

Since TEL WG has “TEL Strategic
Action Plan 2010-2015", which
provide the future topics until
2015, TEL WG agreed to consider
the suggested roadmap when TEL
reviews the implementation
status of the TEL Strategic Action
Plan 2010-2015.

Ongoing
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APEC TEL 47
Renewal of Regulatory Policy

Chinese Taipei

Status of Communications Market

»  Mobile Internet Subscriptions

In the fourth quarter of 2012, the mobile phone subscribers in Chinese Taipei reached 29.45
million (126.3 subscribers per 100 residents), which was 80,000 more than the previous quarter.
The subscribers in the same quarter of 2011 was 28.86 million (124.3 subscribers per 100
residents), which indicates a growth of 0.59 million subscribers during one year. In the fourth
quarter of 2012, both 2G and PHS mobile phone subscribers declined to 6 million and 0.77
million respectively, while 3G subscribers soared to 22.68 million, which accounted for 77% of
the total mobile phone subscribers. In the same quarter of the previous year, the subscribers
were 20.86 million, which accounted for 72.3% of the total mobile phone subscribers.

Among the mobile phone subscribers of the fourth quarter of 2012, 65.9% of them included
mobile data service functionality; namely 19.5 million mobile phone subscribers in Chinese
Taipei are able to access the Internet. Among those mobile phone subscribers with Internet
access, 3G subscribers accounted for 91.2% (17.68 million). Among the 17.68 million 3G
subscribers with data service, 51.6% had used Internet service in the last month. The
percentage was record high, and had been growing steadily. In addition, the 3G subscribers
which had used Internet service in the last most month plus the subscribers of PWLAN and
WIMAX equal 10.15 million, 1.2 million more than the previous quarter. Finally, the total mobile
accounts with Internet access were 19.53 million if the subscribers of WBA and WiMAX were
added up. Among these accounts, wireless broadband accounts accounted for 91.2% (17.82
million).

»  Fixed Broadband Subscriptions
As of the end of December, 2012, the fixed broadband network subscriptions in Chinese Taipei
had reached 6.45 million, 148,509 more than the third quarter of 2012. In comparison, the

number of XxDSL subscriptions reduced to 1.82 million, with its share of fixed broadband
network subscriptions currently at approximately 28%. In contrast, the subscriptions of cable
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modem and FTTx® kept increasing steadily. There was an increase of 15,697 to 1.08 million for
cable modem subscription, which accounted for 17% of total broadband subscription. In
addition, the subscriptions of FTTx had increased by 52,967 and reached to 2.63 million this
guarter, representing a market share of 41%

With the constant promotion of high-speed broadband service packages, such as for 20Mps
and 50Mps, the switch-over from xDSL to FTTx is accelerating. Many subscribers had
upgraded their service package to FTTx high-speed service this quarter, resulting in 1%
increase for the service with higher than 8M access rate than the previous quarter, and
accounting for 63% of the market share.

Communications Requlatory Policy

» Digital Convergence Policy Initiative

In order to enhance the quality of broadband Internet and establish an environment for the
development of the digital convergence industry, the Digital Convergence Policy Initiative of
Chinese Taipei was announced in December 2010. This initiative outlines six major directions
designed to create a high quality digital convergence lifestyle, build up a digital convergence
industry, and promoting next generation competitiveness. The directions are the preparation of
a high-speed broadband network, promotion of telecommunications convergence services,
acceleration of digital TV switchover, developing emerging video services, upgrading of
communications industry, and harmonization of the regulations for convergence.

Chinese Taipei plans that the household coverage of 100Mbps fixed line broadband will reach
100% by 2013 and comprehensive digitization of cable TV will be achieved by 2014. By 2015,
the subscription of fiber optic network household users will reach 7.2 million, and wireless
broadband household subscriptions will reach 11 million. By 2015, the penetration rate of
Emerging Video Services is planned to reach 50% and the legislation of the convergence
regulation framework will be completed by 2014.

Digital switchover project is planned to promote the viewing rights of people and to provide
more viewing choices for the people. This also enables the broadcasters to run cross-industry
business or Internet services, then speeding up the convergence. The digitization of terrestrial
television was completed in June 2012. Cable TV is expected to be comprehensively digitized

6The subscriptions of fiber optics network are subscriptions of FTTH and FTTB, but excluding those of FTTN
and FTTC.
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by 2014. The switchover not only enhances TV quality but also provides more opportunities to
both viewers and broadcasters. The digitization is an indispensable requirement for the
broadcasting industry to run information-communication services.

In the regulatory framework, the “Digital Convergence Policy Initiative” plans for a two-stage
regulatory revision. The first stage, 2010 to 2012, amends the Radio and Television Act, Cable
Radio and Television Act, Satellite Broadcasting Act and Telecommunications Act, as well as
sets a new regulatory framework for the radio and TV sectors. The second stage, 2013 to 2014,
harmonizes and integrates the digital convergence regulatory framework, or layered regulatory
model.

In alignment with the Digital Convergence Policy Initiative, the cable system head-end and
transmission network digitization ratio has reached 91.5% (54/59). The user-end permeability
(penetration rate) was 21.03% in December 2012, which shows a 6% increase when compared
with the previous five months. The enhancement of user-end digitized penetration remains the
goal of ongoing efforts. The NCC shall continue to urge industries to invest in complete
digitization while reviewing fees, license renewing evaluation, transfer of significant equity
transactions and mergers. Meanwhile, new entrants are required to conform to conditions of
complete digitization. This will promote the usage efficiency of cable bandwidth and then create
the second high-speed broadband network, which enable consumers to enjoy diversified
broadband convergence services.

Universal Broadband Service assures the basic communication rights of people — that is access
to quality voice and data services at a reasonable price anywhere in Chinese Taipei. NCC
completed the projects of “Broadband for Villages” in 2007 and “Broadband for Tribes” in 2010.
All tribes in remote areas in Chinese Taipei can now enjoy 2Mbps broadband services. Since
the beginning of 2012, NCC has been promoting the increase of broadband speeds from
2Mbps to 12Mbps; it is estimated that the coverage of remote villages can reach 75% in 2013,
85% in 2014 and 95% by 2015. Universal Broadband Service achievement brings us tangible
benefits and allows all people in the area to enjoy the benefit of digital convergence. It is
already bridging the divide in the level of education in remote areas and providing multi-play
services, which can resolve the problems in local telephony, public telephones, broadband
Internet, MOD service, and mobile telecommunication. Furthermore, those in remote areas
are taking advantages of Internet marketing to develop ecological tourism and local agriculture
to connect with the world.

In order to meet the future digital convergence development, NCC of Chinese Taipei plans to
facilitate a sound environment for telecommunications, broadcasting, and the Internet through

universal services and the digital switchover. Also, through promoting the integrated
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Information-Communication Policy, we hope to encourage effectively innovative mechanism of
market competition, so that all people can enjoy better broadband convergence services at a
reasonable price. Consequently, this will increase people’s digital ability and strengthen our
industry competitiveness.

» Mobile Broadband Licensing Planning

In order to promote fair competition in mobile markets and maximize spectrum use, the NCC
will release 4G mobile broadband licenses based on the principle of technological neutrality.
The process is scheduled to be completed by December 2013. The policy decisions and
auction design proposal were reviewed and then published in the early February of 2013.

A total of 270MHz of frequency spectrum, in the 700MHz, 900MHz and 1,800MHz bands, are
planned for mobile broadband service use. Until March, 2013, NCC had held four public
consultation and public explanation meetings to solicit public views about releasing bandwidth;
the issues include the transfer period of new spectrum, the payment of franchise fees, the
establishment and the initial principles.

» Analysis of Broadband Internet Access

NCC plans to conduct a nationwide analysis of mobile broadband Internet access rate in 2013,
so as to determine a reliable and trustworthy analysis mechanism. The results will provide
relevant information to ensure consumer interests. In addition, with respect to the measurement
of fixed broadband Internet access, a comprehensive measurement period over three years
(2013-2015) by region has been set. In order to avoid user terminal specifications affecting the
results, Whitebox was adopted to conduct the measurements. The program is expected to
begin in late May, 2013.

IPv6 Development

In response to the depletion of IPv4 addresses, Chinese Taipei approved “The IPv6 Upgrade
and Promotion Program” on December 30, 2011, to achieve the seamless transformation
between the IPv4 and IPv6 network environments. Furthermore, “The IPv6 Upgrade and
Promotion Office” was formed by the National Information and Communication Initiative of the
Executive Yuan on January 30, 2012, for the active promotion of the IPv6 upgrade in different
phases for the governmental organizations.

In the planned schedule, the main 50% external network services including government

websites, DNS, emails and important international service, will be upgraded to support IPv6 by
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2013. The other 50% external network service will be finished by 2015. It is expected to make
all internal network services upgraded by 2016.

Up until 2013, there had been some important achievements in the development of IPv6
network in Chinese Taipei.

Firstly, the domestic company Information and Communication Technology (ICT) products
were assisted to apply for the International IPv6 Ready Logo. There were 202 ICT products of
Chinese Taipei that passed the IPv6 Ready Phase-2 Gold Logo by March 2013, including
fifteen products passing this year, ranking Chinese Taipei second in the world for IPv6
readiness.

Secondly, in line with the IPv6 Upgrade and Promotion Program, the majority of government
organizations had completed the preparatory work for IPv6 upgrade, selected the departments
and supervisors in charge of IPv6 upgrade, and conducted an inventory of the software and
hardware of the network service that supports IPv6 and providing an upgrade plan. By February
2013, the central government had fully completed the preparatory work, while local
governments had completed 82% of this work.

Thirdly, personnel training for IPv6 technology included a total of 61 seminars and workshops in
2012. There were 3,054 trainees, including 1,793 public servants, attending these activities.

Fourthly, IPv6 Rapid Deployment has been accomplished with the cooperation with the
Academia Sinica of Chinese Taipei. There is no ISP to provide 6RD service, so this will be a

very useful reference for the industry in the future.

Cyber Security

» Government Information Sharing and Analysis Center (G-ISAC)

Chinese Taipei fulfils the goals of Government Information Sharing and Analysis Center
(G-ISAC) so as to integrate the power of the Government and private sectors, and establishes
the cyber security information sharing and analyzing capabilities of the Government agencies
and key information security organizations.

Chinese Taipei Research, Development and Evaluation Commission (RDEC), has operated the
operation G-ISAC since November 2009. RDEC has invited the Government established
ISACs and private industry SOCs such as Government Service Network (GSN), Ministry of

Education (A-ISAC), National Communications Commission (NCC), Ministry of Economic
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Affairs (EC-CERT), National Police Agency, Ministry of Interior, Chuinghwa Telecom (SOC
Division) to join G-ISAC, and so far has held eight G-ISAC Member conferences to enhance
and improve the G-ISAC operation.

The members of G-ISAC covers over 3,000 government sectors, over 3,000 schools and IASPs
which use about 99% network IPs in Chinese Taipei. Through the established trustworthiness
among members, the G-ISAC uses Incident Object Description Exchange Format (IODEF) as
the standard exchanges data format, constructs over 45 information security incident type
formats and system automation for members to better exchange, analyze, and handle the
information. During 2012, G-ISAC members exchanged a total of 144,079 information incidents,
including 41,895 network attack incidents, 893 Botnet incidents, and 40 Command and
Control(C&C) incidents. REDC wishes to extend opportunities in the future using the G-ISAC
platform to share cyber security information with other international cyber security
organizations.

» Incident Response

Information security incidents in recent years have indicated the urgent need to improve system
& network security. In order to prevent hacker intrusion and further information security events,
TWCERT/CC of Chinese Taipei diligently strives to safeguard security and share their
experiences of dealing with the network security incidents with other countries’ CERTs. The
goals achieved over the years are listed as follows:

v The prevention of possible incidents: Provide an incident response channel and the
prevention mechanism for the victims to avoid similar events happening again.

v The Handling of real-time incidents: Offer an immediate warning and defense force to
effectively prevent incidents from extending.

v" Recovery support: For reducing damage and protecting the network security, we provide
technological consultation for incidents and support the recovery operation to reduce
damage.

»  Security Vulnerability Announcement

In order to promote network security and reduce the damage from intrusion, TWCERT/CC are
committed to strengthening security services, publishing latest security issues, providing
security documents/tools, vulnerability patch information, and security related documents.
Besides, we have also been actively developing attack/defense technologies.

> Rustock Botnet
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Since April, 2011, TWCERT/CC has cooperated with Microsoft Security Response Center to
strike Rustock. Therefore, the domestic Rustock activity records were greatly reduced from
26,000 to 2400 at the end of 2011. In March, 2013, the amount of Rustock activities was 1,200.
This shows that 92% infected Rustock computers had been recovered.

» Overview of Cybercrime Prosecution

The statistics of cybercrime cases during the period of Sep. 2012 to Feb. 2013 derive from not
only Criminal Code Chapter 36, “Offenses against the Computer Security”, but also types of
crimes committed via computer and the Internet such as, fraud, forging document, gambling,
intellectual property rights, and libel, etc.

Nationwide, 467 cybercrimes were committed, which by proportion was 0.24% of all new cases.
There were 4,218 cybercrime cases disposed, which by proportion was 2.3% of all cases
disposed.

During this period, 1,368 were for fraud, which was 24.8% of all disposed cybercrime cases -
the most common types of cybercrime. Intellectual property cases (violating Trademark Act or
Copyright Act) came second, with 760 defendants, which was 13.8% by proportion.

> Personal Information Protection

Since the end of 2010, TWCERT/CC cooperated with Korean Information Security Agency to
prevent the Korean personal information from being abused in Chinese Taipei. So far, we have
accepted 142 cases and accomplished 128 cases, a success rate over 90.14%.

> International Collaboration

In addition to our active efforts in security improvement of our domestic networks and security
services, TWCERT/CC joined international organizations as a NGOandhad participated in
related conferences. It take sthe responsibility to communicate with global organizations and
encourages the cooperation among CERT to maintain global network security. For example,
TWCERT/CC has already joined FIRST, APCERT and Anti-spam MoU, and acted as the
contact window of the international coordination in Chinese Taipei. , This is to enhance the
information exchange and collaborations among all the other CERTs globally to provide a
secure and convenient network environment for users.
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By participating at international forums and conference, TWCERT/CC exchanged related
security intelligence with each emergency response center and has established a transnational
defense system to handle international security incidents.

Intelligent Metering Infrastructure Promoting

Turning to the low-carbon economy, the construction of a Smart Grid plays a vital role in our
energy conservation and carbon reduction strategy; therefore, Chinese Taipei will gradually
and steadily replace mechanical meters with a smart metering system; also will expand into
mainland China and other overseas markets, which will bring our industry substantial business
opportunities. Taiwan Power Company has recently been promoting Advanced Metering
Infrastructure (AMI), which entails drawing up related functional specifications and standards
for AMI; establishing open test platform so as to provide firms with platform testing meters,
communication network, Meter Database Management System, and data security and
availability, etc. The company has already completed meters installation for 1,200 high-voltage
users in 2010, and are scheduled to complete the construction of AMI for all high-voltage users
(about 23,000) during 2011-2013. We first validate technical feasibility and establish
specification standards, guide domestic manufacturers manufacturing digital meters with
communication module, and gradually promote the construction of advanced meters for
low-voltage users (12 million). Currently, 1,200 low voltage AMI meters were deployed during
2010 to 2012 for AMI demo-site system by Bureau of Energy, and 10,000 meters during 2012
to 2013 for small pilot by Taiwan Power Company.

According to the assessment of Bureau of Energy, the Ministry of Economic Affairs, it shows a
total investment in Advanced Metering Infrastructure of NT$95.8 billion dollars over 20 years
while decrease users electricity cost of NT$395.4 billion dollars over the same period. This will
also develop opportunities for the Chinese Taipei metering manufactures to collaborate with
international market.

Chinese Taipei has established a firm ICT (Information and Communication Technologies)
base that helps us in developing automated AMI technology. Domestic firms can develop and
produce technologies, such as communication modules, batteries, and meter database
management systems, etc. To strive for great business opportunities of Smart Grid industry
chain, domestic industries can make continuing efforts upon existing foundations and actively
grasp development opportunities to apply demand side management system(DSM), electric
switches, distribution transformers, and other transmission and distribution products, relevant
network equipment for smart meters, chipsets, and control components, etc.
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Implementation of electronic invoicing

Finally, the implementation of electronic invoicing has been popular. This had created
consumers convenient life and gradually led to the goal of paperless. People are strongly
encouraged to use all kinds of smart handheld devices to check the E-invoices.

The ICT Industry has been the driving force behind Chinese Taipei’s economic growth, through
a variety of technology services. The goal of E-government is to suppliy people with “active, full,
and focused” services. Moreover, the global trend of energy conservation and carbon reduction
makes electronic applications more of a national issue. E-Invoice Promotion Project not only
demonstrates how government strives to actively serve people through information technology,
but also shows industries’ cooperation with government services.
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