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Basic Address Types
*Unicast (25 ¥ ZE1Z %)) O —L L o
o Sel=
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Unicast Address Scoping

*Global Scope:

7] feInternet b 7 3¢ 2 fr it 2 fa] > HAwhEFE
% Global Unicast Addresses

*Link Local Scope:

Fir A 4 B] — {8 Layer2 48 3% T &9 HostAq & A &4 13
HE %2 B 0 H kA% A Link-Local Addresses

*Unique-Local Scope (#a4%1Pv4 &4 Private Address) :

it A A — 181 4838 B B AR ) F X A0 F 4384 ik 2
el » H A sk #% A Unique-Local Addresses o

O I —

Unicast Address Structure

2003:0:0:B3::1234/64

4 23 A3 hk 2R 4 2003:0:0:B3

Interface fLat 34y JEfE B A& X, :0:0:0:1234
B 11234

Networkfir it Fk K b oy 4838 3% #5358 3%
Interfacefr 1t Jx A L &g Hostsg i &€

I n bits | 64-n bits | 64 bits |
T —— T — T s s e e +
| global routing prefix | subnet ID | interface ID |
L A T A S i S e +
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Network ID 3% € £ B 3% # %1

1.#% A Neighbor Discovery (ND)45 7% Router Advertisement
2.DHCPv6 — Prefix-Delegation

3.FHER

4. Tunnel Server % % B %) & & %45 € (IPv4TF)

5.VPN Server (IPv4 and/or IPv6)

O L —

Interface ID

*Unique to the link
Identifies interface on a specific link
*Can be automatically derived
- IEEE addresses use MAC-to-EUI-64 conversion

- Other addresses use other automatic means
*Can be used to form link-local address

*Can be used to form global address with stateless
autoconfiguration
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Interface ID # & F X,

1.4% B modified EUI-64 ;& &% » & & MAC
Addresszt & i Interface {3 1t
QA GBS A AR A

3.FEHE T

4 Tunnel Server2 % B ) & & k35 &

5.42 & o M A A 2 JE - 43 hk(IPV6 TPSec)
6.DHCPv615] ik 25 45 <€ (Stateful)

O s ———

B MAC Address # 4 Interface ID

1 First three octets of MAC 1s Company-ID
2. Last three octets of MAC 1s Node-ID
3.4 FFFE & A Company ID¥ZNode-ID fi

4.Company ID 2 3 % 71~ /% Z % 745 A Univeral/Local-Bit » 3% A 1%
;< Global Scope

4o: MAC Address & 00-C0-3F-BB-93-91 » |
1.Company ID % 00-C0-3F » Node ID ABB-93-91
2.00-CO-3F-FF-FE-BB-93-91
3.Company ID 2343 & 7= 7% A00000000 11000000 00111111
4. % Tbitex A1 > A00000010 11000000 001111111
5.% %4 402-C0-3F
6.Interface ID % 02C0:3FFF:FEBB:9391
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Global Unicast Address

*Global routing prefix: The global routing prefix is designed to be structured
hierarchically by the RIRs and ISPs.

*Subnet ID: An identifier of a link within the site. The subnet field 1s designed to be
structured hierarchically by site administrators.

Interface ID: Identify interfaces on a link. They are required to be unique within a
subnet.

| n bits | m bits | 128-n-m bits |
Hmmmm e m e oo Hmmmmmmm - e e m e oo +
| global routing prefix | subnet ID | interface ID |
N LR E L EE LR LR e #m=mmmmm - Hmmmm e m e m e m e m oo - +
\ n obits | 64-n bits | 64 bits |
e T e +
| global routing prefix | subnet 1D | interface 1D |
o TR o +

35
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Global Unicast Address %82 & (3 #7)

7

2001::/16 [Pv6 Internet, ARIN,
RIPE NCC, LACNIC

2002::/16 6to4 Tunnel & A

2003::/16 IPv6 Internet RIPE NCC

2400:0000/19 IPv6 Internet APNIC

2400:2000::/19

2400:4000::/21
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Link-Local Address

*Meaningful only in a single link zone, and may be re-
used on other links

Link-local addresses for use during auto-configuration
and when no routers are present

*Required for Neighbor Discovery process, always
automatically configuration

*An [Pv6 router never forwards link-local traffic beyond
the link

*Prefix= FER0::/64

'y C —

| Version 1P v
AL bk 7 B 2432 =4,294.967,296 27128 =3.4*10738
ICMP# 74 F &, B2 J& #%5 (Broadcast ) 7 =, LA ZE 3 (Multicast) 7 =,

QoS R =% HRBRAHBYEFSE ARMERELAER
h R B4 7T % 71 RA TR $ RU1EOption  BUA IR (A L ARR)
FRA 4 5 1)

IPSecsy & 3% AEAA K& FRIHRE HEIPSecty A K & ifh & F

Plug and Play % % B DHCP 7 & IP B4 Statefull (£ :3DHCPvV6 )
i Stateless (8 $) 4 i) » BLIP

) frhtb 127.0.0.1 221

FH K tifr & T 0 ABHRE FREM AT UERSE

58

Yifdgk= - 31



[Pv4/IPv64E $h 3% 35

2 B AR
Gw

BEMEB AR

T

A AE S

IPv4 IPv4
Ocean Ocean
6to4
60ver4

NAT-PT
DSTM

4to6

W

IPv6
Ocean

60

Yifdgk= - 32




Ty I

o b et b

A [PVARR TS 28 3%, 64 PR 41
o BIXITE B ATHER WL LR AT S T oYkt 22

>¥

o 1X 3E Broadcastiy##] - ¥ 4838 R 3 AR 25 5K At A&
4 Overhead

o AA LB NN MBERNERZBRIER 2 %
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o EIRMBFINEMNRZEMRLE
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http://www.kame.net/

The KAME project

1998.4 -2006.3

Dancing kame by atelier momonga

The KAME project was a joint effort of six companies in Japan
to provide a free stack of IPv6, IPsec, and Mobile IPv6 for BSD variants

Our products are available in
o FreeBSD 4.0 and beyond
o OpenBSD 2.7 and beyond
o NetBSD 15 and beyond
* BSD/OS 4.2 and beyond
The project officially concluded in March 2006 (see press release from the WIDE

project). Almost all of our implemented code has been merged to FreeBSD and
NetBSD. The historical archive of the KAME repository is available at github

Google
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B Details

Wired

Connected - 1000 Mb/s

VPN

Notsetup

Network Proxy

 11:40

Network
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¥ settings v

Settings
Wi-Fi
$ Bluetooth
@ Background
D Dpock
A Notifications
Q search
B Region & Language
© Universal Access
9 Online Accounts
W Privacy
« Sharing
{9 Sound

(e Power

% Devices

B Details

Wired

Wired

Details | Identity IPv4 IPV6 Security

1000 Mb/s

55 2001:e10:6840:105:e8fd:ced5:755:36¢7

ss  08:00:27.CB:70:9D

Connect automatically

Make available to other users

Restrict background data usage

Remove Connection Profile

Network

BSE MR

[PV & T 6
Ubuntu

=TS
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Settings

$ Bluetooth

@ Background

O pock

A Notifications

Q search

B Region & Language
@ universal Access
9 online Accounts
W Privacy

< sharing

4 Sound

Network

Wired

Connected - 1000 Mb/s m:] e 3

VPN +

Notset up

Network Proxy Off

| £

Activities ¥ Settings v

Settings

Wi-Fi
3 Bluetooth

@ Background

O Dock

A Notifications

Q search

B Region & Language
© Universal Access
9 Online Accounts
W Privacy

< sharing

49 Sound

Power

% Devices

B Details >

Network

Wired

Details ' Identity IPv4 IPv6 Security

d 1000Mb/s
2001:¢10:6840:105:e8fd:cedS:7e55:36¢7
Address 08:00:27:CB:7D:9D

Connect automatically

Make available to other users

Restrict background data usage

Remove Connection Profile
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b Devices

¥ settings v

Settings
Wi-Fi
Bluetooth
Background
Dock
Notifications
Search
Region & Language
Universal Access
Online Accounts
Privacy
Sharing
Sound

Power

Details >

Network

Wired

Details | Identity IPv4 IPV6 Security

1000 Mb/s
2001:e10:6840:105:e8fd:cedS:7e55:36¢7
s 08:00:27.CB:70:9D

Connect automatically
Make available to other users

Restrict background data usage

Remove Connection Profile

Q

(=] >

=]

¥ Settings v

Settings
Wi-Fi
Bluetooth
Background
Dock
Notifications
Search
Region & Language
Universal Access
Online Accounts
Privacy
Sharing
Sound

Power

Devices

Details >

Network

Wired

Wired

Details | Identity (Pv4 [Pv6 Security

Link speed 1000 Mb/s
s 2001:210:6840:105:e8fd:ced5:7e55:36¢7
s 08:00:27.CB:7D:9D

3 Connect automatically

Make available to other users

Restrict background data usage

Remove Connection Profile
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Troubleshoot problems

Open Network and Sharing Center
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A &% <« Network and Internet

Control Panel Home

Change adapter settings

Change advanced sharing
settings

General

Connection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:
Speed:

Activity

A &% <« Network and Internet >

Control Panel Home

Change adapter settings

Change advanced sharing
settings

¥

General

Connection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:

Network and Sharing Center

View your basic network information and set up connections

View your active networks

Unidentified network
Public network

Access type:
Connections:

¥
Networking

Connect using
Nonety @ Intel(R) PRO/1000 MT Desktop Adapter

No netv

This connection uses the following tems:

| BB Client for Microsoft Networks
S File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler
.4 Intemet Protocol Version 4 (TCP/IPv4)
2. Microsoft Network Adapter Muttiplexor Protocol
Microsoft LLOP Protocol Driver
Intemet Protocol Version 6 (TCP/IPvE)
>
Install Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Network and Sharing Center

No network access

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(®) Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(@ Use the following DNS server addresses:
Preferred DNS server: 192 .

Alternate DNS server:

[[Jvaidate settings upon exit

4:58 PM

0 T ds 5/8/2019 8

View your basic network information and set up connections

View your active networks

Unidentified network
Public network

Access type:
Connections:

No network access

Internet Protocol Version 4 (TCP/IPv4) Properties

Networking

Connect using
No nety @@ Intel(R) PRO/1000 MT Desktop Adapter

No netv

This connection uses the following tems

£ Cient for Microsoft Networks
S Fie and Printer Sharing for Microsoft Networks
B8 QoS Packet Scheduler
.4 Intemet Protocol Version 4 (TCP/1Pv4)
4 Microsoft Network Adapter Muttiplexor Protocol
. Microsoft LLDP Protocol Driver
. Intemet Protocol Version 6 (TCP/IPvE)
b
Instal Properties

Description

Transmission Control Protocol/Intemet Protocol. The default!
wide area network protocol that provides communication
across diverse interconnected networks.

Yitdk= - 70

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(@ Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(® Use the following DNS server addresses:
Preferred DNS server: 192 .

Alternate DNS server:

[:] Validate settings upon exit

453 PM
5/8/2019 E’
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DNS Server
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4 E& » Control Panel » System and Security » System v O

Control Panel Home . P .
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows Server 2016 Datacenter Evaluation
& Advanced system settings © 2016 Microsoft Corporation. All rights reserved. 28 Windows Server 2016
System
Processor:

Installed memory (f Computer Name | Hardware Advanced Remote

System type: [a Windows uses the following information to identify your computer
Pen and Touch: == onthe network.
Computer name, doma ~ Computer description Computer Name/Domain Changes ®

For excample: "I1S Produd

Computer name: " The name of this comy has been chan Ye ange settings
'‘Accounting Server” i puter has ged. You must
Full Eounting Sen restart this computer for the name change to take effect before
ull computer nami  F computer name: nsl you can change ts domain i
Computer descripti Workgroup: WORKGROUP
Workgroup: Computer name:
To rename this compuer or change its domain or Im
Windows activation wordogroup. chck Change.
Full computer name:
Windows is not acti ns1
Product ID: 00377-1 More. vate Windows
Member of
Domai

%, Changes will take effect after you restart this

Close

e

Security and Maintenance
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4 E@ > Control Panel » System and Security » System
Control Panel Home . P .
View basic information about your computer
& Device Manager

& Remote settings

Windows edition
Windows Server 2016 Datacenter Evaluation

@ Advanced system settings © 2016 Microsoft Corporation, All rights reserved.

System
Proceszor: Intel(R) Core(TM) i5-2435M CPU @ 2.40GHz 2.40 GHz
Installed memor Microseft Windows x
System type:
Pen and Touch:| YOU Must restart your computer to apply these

changes
Computer name, dg
Before restarting, save any open files and close all programs.

Computer namd
Restart Now

WORKGROUP

this computer)

Full computer n
Restart Later

Computer descr|

Workgroup:

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00377-10000-00000-AA360

Security and Maintenance

==‘ Windows Server 2016

& Change settings

g;‘a(:uale Windows

& Dashboard

View

B Local Server

& All Servers

-l'i File and Storage Services P

WHAT'S NEW

LEARN MORE

Hide

ROLES Al

R

ND SERVER GROUPS

| Se

File and Storage
Services

iR

® Manageability
Events

Performance

BPA results Performance

BPA results

Wi - T2




Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER
§ Local Server ) |
i@ All Servers fiu Add Roles and Features Wizard - (m] 574

#§ File and Storage Ser|
DESTINATION SERVER

Before you begin p

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features

Before you continue, verify that the following tasks have been completed: "
e

* The Administrator account has a strong password
* Network settings, such as static [P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prereq
complete the steps, and then run the wizard again,

have been leted, close the wizard,

To continue, click Next.

[C] Skip this page by default

[ Next> nstall | [ Cancel |

Server Manager * Dashboard Manage  Tools  View
Dachoacd WELCOME TO SERVER MANAGER
i olocalsever | —
ii All Servers fi Add Roles and Features Wizard - m] b4

#§ File and Storage Ser|

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offfine virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deploy t.

< Previous | | Next >t nst | Cancel
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Server Manager * Dashboard

'WELCOME TO SERVER MANAGER

Dashboard
B olocaisenver |
ii All Servers [ Add Roles and Features Wizard - [m] w

g File and Storage Ser|
C o - o DESTINATION SERVER
Select destination server p
Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool

Server Selection Select a virtual hard disk
Server Pool
Filter: | de
Name P Address Operating System
ns1 192.168.1.100 Microsoft Windows Server 20 tacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Server Manager * Dashboard ( Manage Tools  View
Dashboard WELCOME TO SERVER MANAGER
B oloclSener | —
ii All Servers e Add Roles and Features Wizard - [m] ®

i'i File and Storage Ser|

Select server roles

Select one or more roles to install on the selected server.
Roles Description

|| Active Directory Certificate Services Web Server (IIS) provides a reliable,
[] Active Directory Domain Services manageable, and scalable Web
[C] Active Directory Federation Services application infrastructure.

[] Active Directory Lightweight Directory Services

Active Directory Rights Management Services

Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)

Host Guardian Service

Hyper-V

MultiPoint Services

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remate Desktop Services

Volume Activation Services

jebs Server (IIS)

de

KEEEEEEEEEEEEEEE
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Dashboard

Local Server
All Servers =

File and Storage Ser|

Select server r
i Add Roles and Features Wizard

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.
4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

[V] Include management tools (if applicable)

Cancel

DESTINATION SERVER
ns1

! X

ption

n Name System (DNS) Server

bs name resolution for TCP/IP

fis. DNS Server is easier to

|e when it is installed on the

ferver as Active Directory ide
P Services. If you select the

Pirectory Domain Services

bu can install and configure

prver and Active Directory

h Services to work together.

| Cancel

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

Local Server
All Servers =

File and Storage Ser|

fez Add Roles and Features Wizard

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

Server Roles

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

N

] Include management tools (if applicable)

Cancel
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@1 F

—
Add Features

Manage Tools View

ption

Jic Host Configuration

bl (DHCP) Server enables you

irally configure, manage, and

k temporary IP addresses and
information for client ide

fters.

| Cancel




Dashboard
e
DESTINATION SERVER

§ Local Server
& Al Servers =
#§ File and Storage Ser|
1 nsl
X
X

Select server r
i Add Roles and Features Wizard

Add features that are required for Web Server (lIS)?

ver (IIS) provides a reliable,
[eable, and scalable Web
jtion infrastructure.

The following tools are required to manage this feature, but do not

have to be installed on the same server.
ide

4 Web Server (IIS)
4 Management Tools

[Tools] lIS Management Console

[V] Include management tools (if applicable)
Cancel |

| Cancel

Tools View

- @ | I’ Manage

Server Manager * Dashboard
WELCOME TO SERVER MANAGER
- o X

Dashboard
Local Server L e——

fiz Add Roles and Features Wizard

All Servers

File and Storage Ser|
tions

i

i
R

Confirm installation selecti

To install the following roles, role services, or features on selected server, click Install.

[C] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
de

their check boxes.

DHCP Server

DNS Server
Remote Server Administration Tools
Role Administration Tools

DHCP Server Tools

DNS Server Tools

Web Server (lIS)
Management Tools
IIS Management Console

Web Server
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Server Manager * Dashboard

'WELCOME TO SERVER MANAGER

Dashboard
e | ——
All Servers Add Reles and Features Wizard - [m] %

DHCP
DESTINATION SERVER

RHS Installation progress o
File and Storage Ser|

Ak EEm

ns View installation progress

o Feature installation

uired. Installation succeedes

Configuration

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration

DNS Server

Remaote Server Administration Tools

de

Role Administration Tools
DHCP Server Tools

ons S o

Web Server (IIS)
Management Tools
11S Management Console

You can close this wizard without interrupting running tasks. View task progress or open this
(1] page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings [’}

Server Manager * Dashboard

Component Services

WELCOME TO SERVER MANAGER ST
Dashboard Defragment and Optimize Drives

Local Server | DHCP
" Ly
All Servers ~ . i . ol Disk Cleanup
Configure this local server DNS
DHCP 7
Event Viewer

DNS
File and Storage Services P
s

Internet Information Services (IIS) Manager
iSCSI Initiator

Local Security Policy

Microsoft Azure Services

A EW ODEC Data Sources (32-bit)
ODBC Data Sources (64-bit)
5 Performance Monitor
Print Management
LEARN MORE Resource Monitor

Services

ROLES AND SERVER GROUPS SYStem Conurston

Roles:4 | Servergroups:1 | Servers totak 1 System Information
Task Scheduler
Ti DHCP 1 ﬂl:\!l DNS W?ndows Firewall wit.h Advanced Security
Windows Memory Diagnostic
® Manageability (®) Manageability Windows PowerShell
Events Evenits Windows PowerShell (x&6)
< S Windows PowerShell ISE
ervices ervices
: ! Windows PowerShell ISE (x86)
Performance Performance Windows Server Backup
BPA results BPA results
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>

DNS Manager

File Action View Help

Fi Refresh Te add a new zone, en the Action menu, click Mew Zone.

— 4= ¥ ) Ql
= | 77 8
- ]
1 g D.NS
=_ M N_S1 0 Add a New Zone
| O | Forward | nokin 7ones -
fio ] N ne... . . .
The Domain Mame System (ONS) allows a DNS namespace to be divided into zones. Each zone
20 - View 3  stores information about one or more contiguous DNS domains,
L]
e

I3 Help

Hide

Create a new zone.

Events Events
Services Services
Performance Performance
BPA results BPA results

°

P New Zone Wizard
i 0N Welcome to the New Zone ‘
—— Wizard
| B ~ '
§: A N This wizard helps you create a new zone for your DNS
| server,
fip L~ A 2ane transiates DNS names to related data, such 25 IP |ce to be divided into zones. Each zone
addresses or network services.
2D Jomains.
=
ii Fi To continue, ciick Next, b
o 11
Hide
NexE > Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results
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sl

d New Zone Wizard
@& ZoneType i
The DMNS server supports various types of zones and storage. .
a4
4 By
“
Select the type of zone you want to create:
(®) Primary zone .
ce to be divided into zones. Each zone
Creates a copy of a zone that can be updated directly on this server. ‘Iamnins‘ o
() secondary zone
Creates a copy of a 2one that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.
(O 5tub zone
Creates a copy of a 2one containing only Name Server (NS), Start of Autharity
(S0A), and passibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
erisa
< Back Next Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

Hide

New Zone Wizard

What is the name of the new zone?

2 Zone Name “
|
E 0

The zone name spedifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

server.tw

< Back Next %4 Cancel

Events
Services
Performance

BPA results

Vit -

X

|ce to be divided into zones. Each zone
Jomains.

1

Events
Services
Performance

BPA results
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Hide




d New Zone Wizard

Zone File “

You can create a new zone file or use a file copied from another DNS server, . L
by

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

(®) Create a new file with this file name: |ce to be divided into zones. Each zone
i lomains.

| server. tw.dns

() Use this existing fie:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot¥\system32\dns on this server, and then dick Next.

Hide
< Back xt > Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

Ak

d New Zone Wizard x

You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic Update ? ‘
K,

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.
|ce to be divided into zones. Each zone

Select the type of dynamic updates you want to allow: Jomains.

Allow only ates (recommended for Active

l re
This opion is available only for Active Directory-integrated zones.

cure dynamic up

() Allow both nonsacure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
A This option is a significant security vulnerability because updates can be
"5 accepted from untrusted sources.

(®) Do not alow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
Hide

cooar [y | [ cont

Events Events
Services Services
Performance Performance

BPA results BPA results
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P New Zone Wizard

= K

i ok

- - |

| B -'
i A

fi D | 2
&0

g Fi

o 14

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
spedfied the following settings:

i’Name: server.tw
|Type:  Standard Primary
| Lookup type: Forward
| File name: server.tw.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

Events
Services

Performance

BPA results

|ce to be divided into zones. Each zone
Jomains.

Hide

Events
Services
Performance

BPA results

File Action View Help
e nm XE G
= °
i L EENS
I v § NSt
| I w [ Forward Lookup Zones
fio servertw
8 o - Reverse Lookup Zones
= | Trust Points
g Fi 1 Conditional Forwarders
e 14

= Hm & 8
Mew Host x e
J. ns1., hestmaster.
MName (uses parent domain name if blank): .
| ne1
Fully qualified domain name (FQDN):
| nsLserver.tw,
IP address:
IQOD].:I].:?Z: 1::100
Hide
Add Host | Cancel

Events Events

Services Services

Performance Performance

BPA results BPA results
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DNS Manager

File Action View Help

[
- ]
1 g D.NS
e v a N_S1 0 Add a New Zone
| [ w | Forward Lookup Zones -
- . T
o —— SErVEr The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
R LO=te e Fam e ¥ P
S p il hevetse Lo N mmation about one or mere contiguous DMS demains.
L | Trust Point one.
i‘i Fi | Condition: View 5 &w zone, on the Action menu, click New Zone.
® 13 Refresh
Help

Hide

Create a new zone.

Events Events
Services Services
Performance Performance
BPA results BPA results

°

P New Zone Wizard
i 0N Welcome to the New Zone ‘
~a Wizard
| B ~ '
§: A N This wizard helps you create a new zone for your DNS
| server,
fip L~ A 2ane transiates DNS names to related data, such 25 IP |ce to be divided into zones. Each zone
addresses or network services.
2D Jomains.
=
ii Fi To continue, ciick Next, b
o 11
Hide
NexE > Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results
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d New Zone Wizard

& Zone Type “

15 The DMNS server supports various types of zones and storage. . L
- a4
1 9 -
_ “
HE Al Select the type of 2one you want to create:
fio @ Primary zone |ce to be divided into zones. Each zone
a Creates a copy of a 2one that can be updated drectly on this server, Jomains.
e D ins.
iR A () secondary zone
- Creates a copy of a 2one that exists on another server. This option helps balance
o the pracessing load of primary servers and provides fault tolerance.

(O 5tub zone

Creates a copy of a 2one containing only Name Server (NS), Start of Autharity
(S0A), and passibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Hide

Events Events
Services Services
Performance Performance
BPA results BPA results

New Zone Wizard

4  Reverse Lookup Zone Name “
A reverse lookup zone translates [P addresses into DNS names. I L
= 4
B Lg e
- ~
i Al Choose whether you want to create a reverse lookup zone for [Pv4 addresses or IPv6
_ addresses.

T! o |ce to be divided into zones. Each zone
2 D () IPv4 Reverse Lookup Zone lomains.
g Fi L
(G

Hide

T

Events Events
Services Services
Performance Performance
BPA results BPA results
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d New Zone Wizard

& Reverse Lookup Zone Name “
A reverse lookup zone translates [P addresses into DNS names. . L
a4
Lq -
“
Al To name the reverse lookup 2one, enter an IPv6 address prefix to auto generate the

zone name(s). Depending on the prefix you enter, up to 8 zones may be created.
|ce to be divided into zones. Each zone
D 1Pv6 Address Prefix: lomains.

= [ 205322 8:1/64 L

B Ak =]
o

g Reverse Lookup Zones
1.0.0.0.2.2.0.0.1.1.0.0. 1.0.0. 2.ip6.arpa

Hide

m Cancel

Events Events
Services Services
Performance Performance
BPA results BPA results

New Zone Wizard

4  ZoneFile “

You can create a new zone file or use a file copled from another DNS server. I L
- | -
B Lg e
- ~
i Al Do you want to create a new zone file or use an existing file that you have copied
1i from another DNS server?
2D
(@) Create a new fle with this file name: \lf.e ta. be divided into zones. Each zone
20 omains.
_ | serveripvé.rev|
g Fi -
[ () Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.

Hide

coste [rex> ] [ e

Events Events
Services Services
Performance Performance
BPA results BPA results
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d New Zone Wizard

Dynamic Update

You can specify that this DNS zone accepts secure, nonsecure, of no dynamic . L
by

updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow orl . ommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow bath nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
% accepted from untrusted sources.

(@) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

T

Events
Services

Performance

BPA results

|ce to be divided into zones. Each zone
Jomains.

Events
Services
Performance

BPA results

Hide

P New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

| Name:  server.tw

| Type:  Standard Primary

| Lookup type: Forward
| File name: server.tw.dns

Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new 2one, dick Finish,

< Back ﬁ Cancel

Events
Services
Performance

BPA results

Vit -

|ce to be divided into zones. Each zone
Jomains.

1

Events
Services
Performance

BPA results
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%, DNS Manager

File Action View Help

2, DNS
v 3 NS

w | Forward Lookup Zones
| servertw
w Reverse Lookup Zones
1 1.0.0.0.2.2.0.0.1.1.0.0.
. Trust Points
| Conditional Forwarders

es 2@ ek @

Data

[3], ns1., hostmaster.

nsl.
2001:0011:0022:0001:0000:0000:0000:0100
2001:0011:0022:0001:0000:0000:0000:0100

nl @ @
Mame Type
[Fl(same as parent folder) Start of Authority (SOA)
E—I(Same as parent folder) Mame Server (NS)
Flnst IPvE Host (AAAA)
] www IPV6 Host (AAAR)

£, DNS Manager
File Action View Help
e 2@ EcE Hml & @
-1 EENS Name
v @ NS [ (same as parent folder)

h _Fon:-:rr\ill.‘:akuchnes ﬂ(sameasparenﬂolder)

~ Reverse L;x:]vkup Zones 50 2007:0011:0022:0001:0006:0000:0000:4100

10.0.02.2.001.1.0.0. E_IZON:DC‘I]:OOZZ.DOOIDDO&OCOO.DODENDO
Trust Points
| Conditional Forwarders

< > <

Type Data

Start of Authority (SOA) [5], nz1., hostmaster.
Name Server (NS) nsl,

Pointer (PTR) nsl.servertw,
Pointer (PTR) www.server.bw,
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B Administrator: Command Prompt - nslookup

Events Events
Services Services
Performance Performance
BPA results BPA results

IPv6L B3
[IS A #3% &

BSEMEAEAF!
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fa Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

§ Local Server
i All Servers £ - i
. 0 Configure this local ser
11 DHCP -
& DNS QUICK START
& File and Storage Services P
o Iis .
WHAT'S NEW
LEARN MORE

ROLES AND SERVER GROUPS

DHCP 1 & DNs

Component Services
Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Manageability @ Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results

Internet Information Services (1IS) Manager
iSCS Initiator

Local Security Policy
Micrasoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management
Resource Monitor

Services

System Configuration
System Information

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

Ready

|- | Features View | Content View

- 88
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":1 Internet Information Services (1IS) Manager - a
W ,
& - @ » NS » Sites » Default Web Site » & .
File View Help
) Actions
q Default Web Site Home _
o
&3 Start Page ” . = = Edit Per
", - - Go & All 3 v 2w
w -85 NS1(NS1\Administrator) i s el Show AIL | Sroup by:) Ares - T
», . Edit Site
L2} Application Pools [ " Binding
~ (@] Sites 2 ) == e J
” & T E
@ Default Web Site 'Y ‘é‘ ) =0 ] b4 i
Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respon... h -
El = el 2 o= .
Lu JF ,;?l_ e = % Manage Website
Logging MIMETypes  Modules Qutput Request  SSL Settings © Restart
Caching Filtering b
Management A .
. Browse Website
= [8) Browse “:80 (http
Configurat... - I}
Editor — =
Configure
e H




e & httpe//www.servertw) N P~ & | @ 1S Windows Server

=R Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&3c# Benvenuto &0

‘, &5 ‘.. Bienvenido  Hes geldiniz | o'ran ovoma

Bem-vindo ‘ L
Kahwg ]
Vitejte OplOOTE nen [ErESiE|EE . Udvézoljik
-

Microsoft men Velkommen -

e & http://www servertw £ = & || B s Windows Server

=R Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa
&£35c% Benvenuto &0

‘ 3 h.. Bienvenido Hog geldiniz

Bem-vindo ‘ '
KoAwg
Vitejte OpioaTE

Microsoft Willkommen [Melkemmen -




[Pv63E & 7~ ¢

DHCP % #3% &

BSEMIBATHR !

¥ pHCP -
File Action View Help
s 2m D EmRD
% DHCP Actions
v 3 n-sI wo Add a Scope 1Pvé
B IPv4
-B 1Pv6 More Actions
- —— 'dresses assigned to computers requesting a dynamic IP address. You must create and configure a
Display Statistics... iddresses can be assigned.
New Scope...

N

Define User Classes...

Define Vendor Classes...
Set Predefined Options...
View

Refresh

Properties

Help

Create a new scope

e Action menu, click New Scope.

ut setting up a DHCP server, see online Help.
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T

File Action

|

@ DHCP

v F nst
B IPva
B IPv6

View

Help

B g

0 Add a Scope

| New Scope Wizard
A scope is a rangq
scope before dynd

To add 2 new scoj

For more informa;

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IPv6
addresses to computers on your network

To continue, click Next

[Net> | | Cancel

Actions
1Pvé

More Actions

610 PM

5/8/2019

@

File Action
|
& DHCP
v 3 nst
B IPva
B IPv6

View

Help

|7 el =2

0 Add a Scope

New Scope Wizard
A scope is a range

scope before dyn. Add Exclusions

To add a new scof

For more informa

Start IPv6 Address
End IPv6 Address

Excluded address range.

Exclusions are addresses or a range of addresses that are not distributed by the server.

Type the IPv6 address range that you want to exclude for the given scope. If you want
to exclude a single address, type an identifier in Start IPv6 Address only.

2001:11:22:1

2001:11:22:1 ||

|
[EREo |
<Back ﬁf}_‘ Cancel

itk - 91
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IPvb

More Actions
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File Action View

EE ="

% DHCP

v F nsl
B P
& IPv6

Help

imnag

0 Add a Scope

New Scope Wizard
A scopeis a range
scope before dyni  Scope Lease
The lease duration specifies how long a client can use an IPvE address obtained from this
To add a new scoj scope

For more informaj

Lease durations should typically be equal to the average time the computeris
connected to the same physical network .

Non Temporary Address(IANA)

Prefemed Life Time

Days: Hours: Minutes:
=] 0= 0

Vaid LieTime

Days: Hours: Minutes:

3 o

< Back %J

Actions
IPvE

More Actions

S

Cancel

B Administrator: Command Prompt




& H B IPV6E 28 = 46,

L7

BSEMIBATHR !

T

#AMySQL& AR + % B3 &
--bind-address= [IP/Hostname]
[IP/Hostname] = LA &
[Pv4 address
[Pv6 address

Hostname

4£ my.cnf 3R ZEA4% F &9[mysqld] & T
3% & bind-address = ::
R E %8 7T A3k IPv4 or IPv6 &4iE 3

179
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YE¥ A oL 3s &
Az Bk 8 B

:i_ v
w ‘A ;‘P‘

BSEMEHEAR!

w

48 35 AR A% 4% IPV6 A RIAE 75 31, 8A

IPTP B @R EnnE

https://is.gd/UCmheO oo EEEITREENE

838 MR FH 4R IPV6 R 4 k8

SAFR R 3538 W R A A B 2 E 4 DNS ~ Web » Email ~ A& FTP ¥
&R S RRAS X T A RE IPV6 YR MAF A AL T ¢

— ~ i DNS iAot 5 f R E IPv6

(1). A H KR :
DNS Ji % 7 4 IPv6 2 i #] £ i i 4b IPV6 3¢ 58 1% A i & » #8i  A¥ &) root
DNS #l4e + FikM tw DNS 32 & .com.tw/.gov.tw/.org.tw DNS % » &
M6y DNS X4 — R — R ehiedE -
a i &4 o) DNS XML 54 %3k IPv6 ¢
b.## & & &9 Domain name & F % 3% AAAA &4 -

(2). Mk -
R RMEE  EAHEARMABBON T4 Linux R T AT 7
dig 54 e F X THRTEHFHALE  fid 0T :
dig -6 [HA sk ik & &) DNS] AAAA +race
(4o : dig -6 www.gsnv6.tw AAAA +trace)

3). HRLHE 181
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i rat

8% b AR R RRAS 4R IR s

https://www.gsnv6.tw/inventory/checkservicepub.cgi

& Ak 5 T8RP V6
=iiH

EShH—WebiEn: - FuEEND hitp/ -« F#0 hitp:/Avww twnic net tw

E2twll https 8855 » AN hitps:/ » (40 https:/Avww.gsnve tw

-2 HH] Email, DNS, FTP » 355 Hetgy A T2 (domain name) » {#Il91 dns2 twnic.net iw
AL www.gsnve tw BYIPvE{ir ik & © 2001:c50:fff:1::9016

BT HR i 24 URL(BI40 © www.gsnvB.tw - 3B S F 7575 0F)
‘Web | | |

[Pv4/IPv64E $h 38 35 F
iR Al

ik

BSE MR
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o b net b

ICP IPv4/IPVOF+ B B 48 3% e s i £ B

o IPVALAARP R A E 3 B 1838 04 IPfr bk > IPVOR]
LAICMPVO3F @ 3 B S L 42 3 6

o [Pv4¥t¥# Domainty & & M A A record§ » [Pv6
B LAAAAA record ¥ JE

o IPv44# ADHCP#$, A E2. B IP » IPv6 A 1L
DHCPVO63Z s, 48 [F] 2 it

o MTU(% K4%#h B 1) 1PvA L 5T6MB 4 w4 >
IPv6 A & 128018 43 7t 4A.

O I —

e IPv6 Ready Logo& &5 B FRIPVO4 38 48 p 09 4% &
£ B R AAI R F S

e IPv6 Ready Logoz# 3% 4 st Phase-1 Logo -
Phase-2 Logo & 7 fic P Logo

e Phase-1 Logo & 87 3% €L.3% 7% | M 69 4% S A& 451
AR b AE S 1 H A SR AT 1

e Phase-2 Logosk BH 3% 5 £ 3 75 A IPvO Ik A 17 3k
8 B RFC

o & & haetELogoA &35 DHCPvV6 ~ IPSEC ~ SIP
Logo %
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o b et b

o #7413 3% 4E Al Amazonty AWS B Googlety
Google Cloud Platform & Microsoft &) Azure % &4
AR B T e T EHA

o X #1# A Linode - Digital Ocean% & 3% ¥ #%

o HIEREEEMEM > AL ATA LK
IPv6 » AL & Tam ¥4 R X%

O s aae—

o 435 F) AR % E R 1E A Apache ~ Nginx s IIS -
BHBERFESZ  ZIEIPV6

o wR#E % F4 %% » lApacheikNginx & 1&
rEE
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o b et b

o #8345 AR % & 3%4# A Apache ~ Nginx R IIS » K
BLEREZ IEIPVO

o WwREHE %4 £ > UUApachedRNginx 4 1%
A E

Cw
o SHHTIPVOHY) 4 53X s e PR Bk - R IE B A IPV6

Ready Logo#&y 3 f -
o E3% F # 4o Amazon AWS ~ Google Cloud
Platform & Microsoft Azure#R A 322 7 %5 o4 AR 75
» B X 4&IPV6 > @A a1 A °
o WML FIRBRFE NN ARBERERMZE » T3l
& 1# A Apache ~ Nginx 5% % Microsoft IIS » #f 7T
L % 3£IPV6 o
o WEIEAE ¥ % % A ¥ &4 A Unix based4w CentOS
» Ubuntu 2,z Microsoft Windows ° B AJ#f €. 4&
A % I&IPv6 -
o FERE KIEATIF ERSLIF % 0 o R AR
ks BREAL AR A K -
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o b et b

o ICPZ 2 RugyH| MBI IR > FEIRTT L
R %ERAIPvAsY 2 K. 0 it BAEIPvOs) &2
EERE 0 2B BHH LR, BITHE

o

O  —

ICP IPv4/IPVOF 4% 4 £ ) 5T 4888 22 2

HipEBEBFE

o M55kt & 2 HkiZ B A IPv6 Ready Logoay 3k #
KEER LR ETRIPVON) T8 X RRBET
(8] 4w Amazon AWS ~ Google Cloud Platform -
Microsoft Azure) -

o 3% th & ZA B BLIPVO o

o [ K& 7B 3% R IPvOiBE L R (B K& % A2 7%
B Ko 3R Bk 2% by K)o

o 35 AR 35 (eL4% Apache ~ Nginx & Microsoft
IS % )48 P B&IPV6 listening 3t 3% & 4F 2 2 LB ©

o VE¥ A S8 F BIPVOZR € -
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ICP IPV4/IPVOF 4R 4 4 1) T 4382 2 1

UMmBIBBEFE

o # %Xt & =P8 B A IPv6 Ready Logony 3% 5
REER CERETIIPVOR) Tk T ARBEH
(8] 42 Amazon AWS ~ Google Cloud Platform -
Microsoft Azure) -

o % 528 FHBLIPVO o

o [y K28 3% R IPvOiB I8 HL A (B Kk o 2 2 58
5 Ko 3R $R 8% 15 K)o

o 4H3¥bfE) AR 35 (6145 Apache ~ Nginx & Microsoft
IIS % )48 B B4 IPV6 listening 3f 2% & 432 2 A8 -

o ME ¥ A LA BLIPVOX E -

T e ae—

o A NERA KL RAITHIEHE LY
WIEBATZ D RFTH > iR RX AR -

o FAREABRTE » 5B HEIEAITRA
A3 0 BEAR AR B) B X 4ZIPVASRIPVO &Y 1 LT
455 T LA I -

o FEXIRLAE A 62 R IE/A2 A ST T AR
% #1IPV6
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o b et b

o HNFATA i eyIPVOE LR E HHATIBIE o

o ﬁ’riﬂCMPv@a‘ ELIEATIBIR » 7T J& R 7T LA
T o HRLLE F RS 0 9] LA ERFC4890 -

o IPV6 extension header & & f7i®JE > 3 R AEFH K
RERM -

o & F4IFIPV4ARIPVOR B &Y ) 5

Ty O —

o & RARGY AR —AFRIPVE -

o MHNIRRIR 4G ¥E » A — 2LIPVO BRI 4 vE R E
¥ 3E— B S SR e E A 0 AT IPIRA o

o DNSzz.43 &% £ IPv6ty AAAA record o

o iE M8y AR5 384T — BF FHRIPVE o
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o b net b

ICP IPv4/IPv6H 4% %4 & F it

MySQL : % FIPVoey s &k B F & A varchar(39) 4o R % &
%% varbinary 8| % varbinary(16)

[mysqld]

bind address=*

o R B MRT R A RIpveiE 48 » 7T LAR A Ak bind address = ::1
%X T Z 1% 0 #econsole i EMySQLAF » F & 3 — 4&‘1 ipv6
EL

mysql> create user ‘ipvbuser’(@‘::1’ identified by ‘ipv6pass’;
mysql> create user ‘remoteipvéouser’(@°2001:db8:0:£101::2’
identified by ‘remoteipv6pass’;

O L —

Apache # 3% € 4% 4 httpd.conf
Listen 80

Listen 443

Listen [::]:80

Listen [::]:443

<VirtualHost *:80 [::]:80>
</VirtualHost>

<VirtualHost [2607:f:1:11::4]>
</VirtualHost>
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o b et b

e nginx:x T #§ & nginx.conf
o 4o R R 443 SSLEELF ipv6

e server {
o listen 80 default server;
® listen [::]:80;

o listen 443 ssl http2;
@ listen [::]:443 ssl http2;

o}

O s ———

o MIRIVE X A % KemelZ A % 4£1PV6 » {24 it
TR ~ AL TAXAAL ©

o FXZHMTF L& NER KM F - By Kisd
E R —HHAFIPVO BRI X EHELA o A R R
[PVvO3t L o] BAR 4 R H X IRA1R X » {2 R 8k Y
P KIS AN — B SrAkiBiEde » SR BIkE LR o
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o b et b

o 5] 1 f£ ALFFAF TIPVO fLhk 7T LAE 47
e ip6tables -1 INPUT -p tcp -m tep --dport <port> -s
2b00:x:x:x::/64 -} ACCEPT

o $ufs)  # 45 TIPVO 4 ik RAER &}
e ip6tables -1 INPUT -p tcp -m tep --dport <port> -s
2b00:x:x:x::/64 - DROP

Q‘_w I —
TR IR A TEARE] B )

o 3 LB H K
°® NCtFlOW UL i /,BJ

o DPI & &5 3%

201
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o b et b

(=) b5 Ky

P KGR R4 e BB A X R 0 B
ok R RIETR R IFEH B HiAA KA E e IP
HOEBEBATEATE R » UAZEE AT R
438 AT IR AT By o

O I —

(—) B Kot

3 0888 H RAR & 3 &6 & 3A(Header) » R &
MEBREHNS > TR REIAB @3F Rk
IP 4 sk ~ B &4 IP £ itk ~ #) € 4 %8(TCP ~ UDP %
)~ TCP 2 UDP & % B3& ~ TCP 2 UDP & B &
B v L& ICMP 43 B X 5E % -
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o b et b

(=) By KA
HOBRENHKEEEMRE B4R - A EAL

B R G R B A A KREAE ARG 0 b
BIKEITERAR W e -

B ATA8 & 24 P 69 R AR By Kok
Layer 7 Applications Firewall

204

O L —

(=) NetFlow i & & /|

Netflow (Network Flow)& — & 44375 & & B & &,

— 18 Flow 4X,%& — 18 ;% IP firhtFv B 44 [P L ak
Z R BaiRE

HArA LB A 48 BR8N B 69 R R A B 6935 O 3%
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o b et b

(=) NetFlow # & & 3]

Netflow L4881\ d 4 B LR oo &R

%‘B&%}% VIl ; & & i £ 1P 'ﬁliﬂ:éﬁ VIl i ’é\‘;ﬂ‘
%é%%ﬁﬁé’%%zm EoRIEAF. FF

37T LA B AR TR R RARAEN B B A
ERGPTE A &) 1P 7] &

206

O s aae—

(=) NetFlow /i = & /B

4 %% A B 9T A3 38 Netflow iR & 2 8y LR FF 5 82
MBI AE > Ao BEEREE TN o

51% TG B A AT 0 Bk B S AT BT
RSt KB4 TR EATHE  AAHARESEY P
'fiLiﬂ: °

% =R VARG A L A7 0 o ik 8 Netflow &
++#%x%*>%(SeSSIOn)§i BxZeEMH > REAREFTH
3 eL 4% #2342 (TCP Flag) -

s - 107



Ty I

o b et b

(Z)DPI E# & & %

DPI %R J& +t @10 4 f #%

EMrAsbBERBRa BN o oseisi
(Port Mirror)# €,

£ 3 L ey N B Y AR ¥

BATH =R B 5 £ R 6 B R B 5

208

O I —

(Z)DPI #4215 # 4 4

DPI & %P5 % A 47T LA ) B &1 @ A B 64 RR P #A 7Y
ff'Jﬁﬂizﬁ/gﬁ"YouTube EHRAORBRE

7T LA R SR 6958 R 0 9] do 4 B T KRR
Z (Internet Relay Chat Bot, IRC Bot) % 22448 i &9
FHERERN > BTUFBHERBEEREREY
BREGEANEZRLKFTEH

209
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o b et b

(Z)DPI E# & & %

5 EARDERE O A UE I &R K AW
Rri47#) %) > DPL & 4B T LUE A B H N A
» AR T RHOLRAE

LA E IR 0978 3% 0 FRos AR B DPI & 4
F LB A AR TR ey R L3 a -

O I —

(Z)DPIEZHE 4 4

B PREH LB F ZEBAR ML oAl
% LA i@ % A A, (Transparent Mode) 4= /& BL A 48 3%
TR XA EBBREY A TRETERE
HoZEE > HER TR KR a:E K (Packet
Loss) &9k I °

# K % $ DPL 3% 65 &1 & #R B 5 52452 X (Sniffer
Mode) 2 & A]4% 1% (Mirror) &9/ & °
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BT EBREEETERPEZREN

AR 2238 L 8% [PvA/IPVO B 1 € 49 3% 7T At dm S &Y
A MEIRAR

oIPv4 4% F R A BAT A

oIPV6 4835 fr 22 2 #% 1 49 781t

O s ———

IPv4 483% % R BAT 5

IPv4 89353t 2 24 B HBFMmAL > AEBEL
A ERY > RLER AR TINEALOLARTA

o AR 75 [ 7 X, 2% #& (Denial of Service Attack, DoS) :
AR LHRGREZEITREFEEL  #EF E
B A KRRIFIZEIEE T KM MR EF RS

o 22 & #2 K #44% Malicious code distribution) : J& % 2
ke dIPvA MMt ZRIEBREERAHIBELAR
EFREZBRAKNZ SN
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o b et b

o » h ¥ (Fragmentation Attacks) : #| A ¥ 42 &
FREZWIPVE H e 951 BERTL2HERE
By R BRI OTFREKTH

o 3B 0 7 14 s # (Port Scanning) : #| A 3 O 37 4 X 47
FHE AN RF 0 & N IPv4 B4k 22 B4R 0 £
18 ClassC #9312 & v9 548 3% 7] 2 247 44

o ARP #kB8& & ICMP % & 4 # (ARP poisoning and
ICMP redirect) : 4% 3% 84 ARP &) JE i@ 40 48 35% F £ 4%
7 JEAE ) ¥ & B AT AR T 33T 1R £ 53R

O L —

[Pv6 483 15 22 2 #% 4] 89 721k

K3 IPvA % R 69 s B 7T F dy R B o B A%
B T Be 3 6 0 R R AR By — Lb AR IR FAT M
ﬁ o

IPv6 R #¢ 483k a2kt £ > 3R4ELL IPv4 & 2 e
WIEZ DB > AAL T
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IPv6 493% fr 22 2 #% 4] 69 121k

o TAXELE) IP 324 M 1) & (Internet Protocol Security,
IPSec) : #: 2K IPv4 &, % 4% [Psec > 12 BB ME A
» M 42 IPv6 & RFC4301 45 T A & 49 38 B Bh 4R 524
J81% B [Psec o

e IPsec#,4-Authentication Header(AH) Fu
Encapsulating Security Payload (ESP) » A &
Internet Key Exchange (IKE) % # 47 - 2 b4l 48
IPV6 #F 32 B B 47 69353t 0 ST UAMH Ak 3 Lk ER ~ 14
s EHEAE -

O I —

[Pv6 483 15 22 2 #% 4] 89 721k

o 1% A # & 4% & (Neighbor Discovery, ND)if 4743 1k
B #3% T ¢ R B IPv4 7 B bH4g 4 (Link-Layer) &
LA ARP-RARP 3% i £ M4k » ND 74835 &
(network-layer)4% 1F 7k 20 #2 5 E 4% 69 =T At

o ¥ % uyfunk 7% [ (Large address space) : & ] #
IPv4 7 46 — 18 Class C 12 & w 44% > &7 [Pv6 —
18 F 48 % & 64bits 48 ik, %518 37 44 R F AL 55
584,942 417,35 5 -
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[Pv4/IPv6 4t & 7 ey 2% A4

§E7} IPv6 ¥ 3% T RIFneh M 2db it JEE
AR AR FTF LR A PLB -

N IPVA/IPV6 4 1) 14 0 2 2T BAA YT A0 AR T 7
&8 ERAFE 0 ERFTIEETRBEIZLE R O HN
%mﬁﬁﬁﬁﬁ’%ﬁw%m%mm’*ﬁﬁém
FHEM o Bl B R ARG LA ZRSER TR BIE
Z o

O  —

IPv4/IPv6 4t & 7 ey 3% A4

o i BRI RAMPAR ¢ Bk R g 09 By KiG
B> FET)DNS BG4S Rota@kEs
AT IR E B A2

o ICMPV6 222 M P28 : IPV6 4835 77 4 41 L3k i A%
& 7T e > BN R A B R KX 38 & /& #5318 (Router
Advertisement, RA) » MA13 A4 P 44 B $HE R
it o TRESEA é’ﬁ TRy A 26 3k I 43R
b9 RA R 453 &
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[Pv4/IPv6 4t & 7 ey 2% A4

o 1R IAFEAEAE HIRAR ¢ iy 2L 4P M4 4% 55 (Extension
header) & IPSec 844# B T LAIKIE IR K If - L B4
8 0 2R 0 B EH Z8 4% 2248 4828 3 B 38 4T g 3E

R A EP M R IER KT REAR A A R BRE R
Houb i T B B (f5 he B OKAE) 0 A MBI AL E
it RFHGF AL BERR XEORFGRE

e Spoofing & A8 : R Bk BAMTAH AR T S5 4 42 IPV6 48
& % » 12 &y 7 Neighbor Discovery » Spoofing #x B
B4 431 ik $6, ] 12 18 FRAE P9 3R 48 35K, -

O  —

IPv4/IPv6 4t & 7 ey 3% A4

e Flooding %48 : IPv6 fi sk R 4f A E &4t € K 18
RV S BB ST AEME 0 12 % BhAN hE AR 3K A9 R HEAT 2R
mﬁé REZ A F XA BB R AFAERFS
Z/HL \:24

o % Mobility : #8144 IPv6 8445 & » Z
ER—BEFTRA ﬂmmﬁﬁwmmﬁeﬁ;
A3 11t (real address)Fw #% $j 43 1t (mobile address) °
%hﬁ@%%ﬁﬁ%i%%&%%%mﬁT
75 M AR, Ay SR B 5 i%’%‘r‘frzd—k HER
H@EBeRERLE T ART
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Q‘ B2 A e B g1 Ak B
W R
axX A

BSEMIBATHR !

T

IPv6 48 8% 52 2 Iy 3% oY & 35

WBZEHERTHEBEOBF  HMBETHT €5
REARRENE

B AIPVO 438 % K A A £ 0 48 B &Y 4838 o B
FHE S FRAIEN 0 P e R [Pv4 493k
ZA ok B Rt > Bud IPVO R £
B L EE > BTHIXENRT > FEFLER
2 & IPV6 B DA T R L > SBIRED
XM WY R 0 FERT BT R RIbe T
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1. By K

FEBRAH KIEETE 48 IPV6 > 4ok 3%
R h IR REHNIK BB BRIF %48 [Pvo &)
AE 1 o AENAS AR Ty X, X 3% IPvO &9 By K > &
4B E#E CPU Loading & 2218 52 64 35 #6450
P HEE ARG RAAER L ©

By K % 3% IPv6 4% 7 2% IPv4 BE A #L A

X
IPv6 #4938 77 X, » AIRIEE £ R E &) [Pv6 it

=
Ol E

BIEATERE > P44 2 IPv6 a9 5 E 47,8 o

O s aae—

1. B K%
ICMPv6 4 IPv6 4833y R E R WA &

75 IPv4 483842 K3} 589 ICMP #f &€ 4% Bf 42

HEFAFHIRABHR -
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e —
1. B K&

3 Z8 B 89 ICMP © Types 1,2, 3,4,128, 129, 130, 131,
132,143, 148, 149,151, 152,153,133, 134, 135, 136,
141, 142
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.,: Mission Critical

= Low Latency (< 1 mS

= 1000 x Capucity / ki’
= >10 Gbps Poak

= 100 Mbp= for Every User |
- Spectrum Etficiency

SDN 2 ‘ NFV

/ \ o E#{EHily
® FREMNEHITE o AIRINEEERE
HEETE SR o HRAIRERAREE
(Decoupled) ® INaEEP1E
o Soh{biEdl o AR EMICEE
(Centralized Control) #(E
o H{CAIREeE o BHHE
o RE(LIEFIHE

N

e AERIINUZERE
© B4 AR B
(Plug & Play)
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« 20154E0S * Android * Windows B2 SRR AR
ZHEFPLIREEZETIEIPVE
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N ERIBEEZEREUPVERE
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o Google#fist BN - B1430.9%K0E 4R S EFAIPVG

o 5G loTARE &I KM2MBRITFKAF MNZEIPVOAL &

Zoom: [1h]|[1d][5d]|[1w][1m][3m]|[6m][1y]|[max ® World Wide @ Projection

Googleta 7] £2021FIPv6 i P 40
L A8 BA00G .

30

2018 2019E
26% 30%

25

20

15

10

World IPv6 Launch
S = AELUPvGEHE Google MEAZLEH - IPveTE2014EBIEIIEAE  ©

Source :https://www.vyncke. org/ipv6status/
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o FEERELZEGoOglefFEFHIPv6RILEHI

o EERIRE(57.08%) BE— - REI(49.43%)HEE - HE(47.66%)8FE =

Google IPv6 Country Rank

Per-country ranking table based on data from Google I1Pvé Statistics page.
# Country Adoption
1 s 8 Belsgiun 57.08%
2 - Germany 49.43%
3 = ¢ 47.66%
4 wm Malaysia 47.2%
5 EmEr 46.84%
6 w Mayotte 44.31%
7 - e 43.71%
8 Em Vietnan 43.56%
o §-B Erance 42.99%
10 = 42.62%
11 oS 42.39%
12 L S 42.26%
13 —J 41.83%
14 P 40.43%
15 - 38.3%

Source:https://www.aelius com/nih/qogé)le-ipvsl
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e {18 World IPv6 Launch Measurementsfi&izt - TSI AEBEZEBR T
BRI ENPve RIS BRSNS

o HlEReliance JIO (87.76%) » =ET-Mobile USA (94.58%) * Verizon Wireless (85.62%) *
Comcast (69.95%) * AT&T (61.31%) ; J£EFree (85.71%) ; BEIDT (70.43%) ; HAKDDI
(61.88%)

Show 10 v |entries Search:

par:‘ei::/’:::::g 5 AShi(s) = dep:::ri-ent

7015, 7016, 7725, 7922, 11025, 13367, 13385,
20214, 21508, 22258, 22909, 33287, 33489, 33490,
1 Comcast 33491, 33650, 33651, 33652, 33653, 33654, 33655, 73.98%
33656, 33657, 33659, 33660, 33661, 33662, 33664,
33665, 33666, 33667, 33668, 36732, 36733

Rank =

O

RELIANCE J1O

2 e e 55836, 64049 87.76%
Charter 7843, 10796, 11351, 11426, 11427, 12271, 20001,

3 - 53.54%

mmuni ion: 20115, 33363
ined US

4 Combined US 3651, 6167, 10507, 20057, 21928, 22394 85.36%
Mobile Carriers

s ATT 6389, 7018, 7132 61.31%
Deutsche <

2 Telekom AG 3320 70.43%

7 Claro Brasil 4230, 28573 58.83%
Orange

s Business 3215 63.84%
Services

° Cox o 22773 61.08%
Communications

10 British Sky s607 87.97%

Broadcasting
31
Source :https://www.worldipv6launch.org/measurements/
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PURMA({TH) CHT Mobile BWTA({TH) FETNet BEABA(7H) Taiwan Mobile

® 4G LTEEIVOLTE
S0 e __fW’" > Lo
3’:%1 B AIPveBHER -
5| o

SRRW(TH) APTG PR AB(EHE) CHT Fixed Network SRRW(NS) APOL

/\, - | @ EfCPERRFES

AT | swemmmn f’”"" _M

MESERERRE | S

£ f : & © 4 _,7 £
Source ‘https:/ipvénow.twnic.net.tw/ipv6/index html
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Global M2M Connections / loT Growth by Vertical @ ;\@‘&

By 2022, connected home largest, connected car fastest growth

loTH: A EE B R IR A R % 7 21 IPVERY TR K

19% CAGR
20172022

Billions of

16
14
12
10

= Other (30% CAGR)
= Energy (24% CAGR)
Retail (10% CAGR)
= Mfg & Supply Chain (10% CAGR)

Mm2m
Connections

1]

= Connected Car (28% CAGR)
= Connected Cities (26% CAGR)

= Connected Health (22% CAGR)
= Connected Work (15% CAGR)

= Connected Home (20% CAGR)

2021

ON DO

¢>]Pv6ﬁu$}E5GJhTiriﬁ$ﬁa

30

9.0
8.0 25

7.0
Numberof 0 2
Exabytes 15

Devices 50
(B) 4.0
3.0
2.0
1.0

0.0 - - -

Source -Cisco VNI 2016 2017 2018 2019 2020 \2021

Source :ClscoVNI \6 2017 2018 2019 2020"
IPv6 Mobile Data Traffic Forecast 2016-2021

Global IPv6 -Capable Mobile Devices

%NPV \ I
B

o IPVAIRRISPRY 3% R IR
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« EEHEFEEHIPREE
= AG+VolTESELZ®KELEMmEP
o EBREZEREYE
v PV EREHTE
» IPVASHERFEEEEENE
o NATHEHEIRI R EIRT
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o PR R B R b
o M2MBYEHLE R SRR
2 BERBNAT REWRERE
DAL

< BEIPvORRRRIES - RIRIPV6RECBESEARES ; MBS
ARHIFRHEEHAERERS - FTHEVFI4AFHE | BRFRERE !

< #iRloT - SONNEIRMRFS - (PO ERFCIHERMIFIRERE - 5/
IPveREIE R B IRBRERERRUPRERNEINEARE - 2
EFh— RS B i Sd B

Internet
of People

Internet
of Things

Internet of Everything
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[Pv6 Addressing Architecture

IPv6 Addressing
|

FF00::/8 FF02::1

Unspecified ] Aggregatable S <
::/128 FES0::/10 2001::/16 FC00::/7 0:0:0:0:0:0::/96

::1/128 2002://16
3FFE::/16

Ty e —

IPv6 (IR ZF=RNEA (1/3)

o IPv6 Mt R3ZE128 bits - B2 EMERR - —EEM]
O RBEAT /BB - HEUHBIPVA WERTRE - ~EB
BEENERESE  MEATEZERE -

o EBARRENREMIH - EFRRNIPV6 Lt - BEES A
8 E% (Segment ) - EEH16 bits FHAY - WUELLIE R (
D) R B e

N
~ o

WXYZ: WXYZ: WXYZ: WXYZ: WXYZ: WXYZ: WXYZ: WXYZ
THER /% 1y 16bits

o HEPWW -~ X Y NZ HEARL6 EMNEF, HHZ0~F,
PUNshZ— a7 AmIPve fiitssfl :
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o 2001 : 5EOD : 309A : FFC6 : 24A0 : 0000 : OACD : 729D
o ABCD : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 5A4D
o DABC : 0020 : 0001 : 0008 : 0000 : 0000 : 0000 : 000D
o BREERN—HHF  AaAttR  ARBMRED - RrAES
EA HWHBAFARI0 DI IRSE - f40 : 0C12 B{E43C12 ~ O00A 1L
o WMEW XY ZHZO,SEEK16 bits i UEIEAR, f40

ABCD : 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 5A4Dfi 55 J5ABCD::5A4D
DABC : 0020 : 0001 : 0008 : 0000 : 0000 : 0000 : 000Df# % }3DABC:20:1:8::D

o AR Ty (BB ) RoREHPEEERE - BIEAEENO - HIERA
AN, MR LIEME Tra - SEZEARANEBERICENIPY6 L
it - 40 ; 1234:5678:ABCD ol #EZ1234:0:0:5678:0:0:0:ABCD =
1234:0:0:0:0:5678:0:ABCD - A7 IPv6 #BFEPARE] - H 5 —{EIPv6
it EEEEREE AR —X

1 e —
IPv6 I3ERYZRINIA (13/3)

o Zm—TEE RMIPV6 IR TAZE TIPV6 firilt/
B RE ., MBIEIPvefiIit Z &M E T/ 5%
RE., HIU0

2001:0:0:B3::1234/64

[ ] |

|Pv6ﬁii¢ TSR

s BEERERMUIUIEE (Type ) MZE - IPv6
fiHt& 7> & Unicast * Multicast F1Anycast 3
TERA .

40
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RE

e 2001 :0000 :0000 :CD30 :0000 :0000 :0000 :0000 / 64

02001::CD30:0000:0000:0000:0000/ 64
02001:0:0:CD30:0:0:0:0/64
02001:0:0:CD30::/64
02001:0:0:CD30::0/64
02001::CD30:: /64
02001:0:0:CD30/64
02001:0:0:CD3/64

02001::CD30/64

02001::CD3/64
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E M IPvoEE 2 1%

Transition Mechanism (%3 #l)

e Dual Stack(E1# E1b) IPV4/IPV
~ PR HEEA R HBIPv4FNIPV6RE

e Tunneling(ZF i)
. EESIB IR IR R S AR SRR I

e Translation(E5 &)
— B REIPvezE I R BIPv4sR B ERBEREEN

P 3
' 44
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IPv4 and IPv6 I 1Z14HI

)

IPv6
Internet

IPv4 b
Internet

.

............................

ISP
akxtcore ‘ ‘ IPv4 Core ‘ ‘ IPv6 Core ’ ’
IPv6 Access/Core » P @ NAT44. » PE @ NATGAA ‘ P @ 6rd BR 5
IPv4 Access IPv6 Access IPv4 Access
Network Network Network

TE@ PE ? PE @ PE @
! . | —cee w .1 CPE é brd RG_

Subscriber Subscriber Subscriber Subscriber Subscriber

Network Network Network Network Network
Method1: IPv6 Native 1 Method2: NAT444 Method3: NAT64 Method4: 6RD Method5: DS-Lite
. (Dual Stack)’ A i

....................................

Source : www.cisco.com _
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Dual Stack Network

|
|
Native IPvé Host 1
|
|
|

-

s |Pv4
s PV

Coustomet

IPv4/IPvé Host

Native IPvé Host

Internet

Subscruber Network Dual-Stack SP Network

e The original transition scenario, but dependent on:
o IPv6 being available all the way to the customer
o Sufficient IPv4 address space for the customer

R
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NAT444/SP NAT

m——— |Pv4

— |PV6
Native IPv6 Host

N

Custome

Router !

|
-

IPv4/IPvé Host

=]

Native IPv6 Host

P NAT
Sharing IPv4 addresses

Dual-Stack SP Network

Using RFC 1918 address for
IPv4

e Consumer uses private IPv4 and native IPv6
e SP uses private IPv4 and native IPv6 for backbone
e Carrier-Grade NAT (RFC 6264) #

Subscruber Network Internet

Ty L se—

Dual Stack Lite

|
|
Native IPvé Host 1
|
|
|

-

s |Pv4

s PV

Customerd

IPv4/IPvé Host
Tunnel

Native IPvé Host

Subscruber Network . IPv6-only SP Network : Internet

e SP has IPv6 only infrastructure
e For consumer, IPv4 tunnel to SP NAT, IPv6 native
e Carrier-Grade NAT (RFC 6264)

48
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IPv6 Encapsulated 6RD
memmmm  Native IPV6

IPv4/ IPve  GRDRell
core network

Subscruber Network | SP Network Internet

e IPv6 service in the home is essentially identical to native IPv6 service

e IPv6 Packets Follow IPv4 routing

e 6rd Border Relay traversed only when exiting or entering a 6rd Domain

e 6rd Border Relays are fully stateless, no limit on “number of subscribers” supported
e Border Relays may be placed in multiple locations, addressed via anycast.

49
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NAT64/DNS64

I
|
Native IPvé Host 1
|
|
|

-

s |Pv4

s PV

IPv6 Custonter

IPv4/IPvé Host

DNS .Sharing IPv4 addresses

>

Native IPvé Host

Subscruber Network IPv6-only SP Network : Internet

Consumer uses only IPv6 plus Protocol Translation to reach IPv4
Service Provider uses only IPvé6

Carrier-Grade NAT (RFC 6264)

Stateful NAT64 (RFC 6146)
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EEFRIPv4IPvoREEH T HERITTER®

IDual Stack ] NAT444 INAT64 ~éra DS-Lite
EAHEPvafuit iRk |2 = HBEGEEE |2

| EEmEmE izt
FATEFTM = EREERER | EREREE | BRERES | BERERER

[ = EHE EHE EHE
o EPpveE I = =(EESH 1= = =

[ fth F24i0)
FEREREERRH | & 2B FERIRE | 28 FERIRS | 4 B4 FEFR PR
BIEERE = = = th =5
RiGENE 5 = 5 o S
EEIECPE = & = = =
EEERYEZ e WEEE mEEE e FEEE
BEBETESY i A ERSTISP NTT China Mobile | FreeNet - Comcast
Al 2 ISP (&Comcast » T-Mobile Softbank

I‘NTT} 4 . J Comcast

< EEEGEHABMNBRBIPVAERMERRERRBZNEFEERRK - 2EISPEEZDual

stackHFEATE

< B EEE E A IS B A9Public TPv4fiitlt - ELECIAEIRFHIPVE only + NAT643:{i] -

CMO — Single Stack IPv4 with NAT44

PGW/
GGSN
UE w“m 5
e vl
"V [ """"" ' pd Pv4 Internet
&\,g N NAT4 :
- & Services
Private IPv4 Public IPvd

NMO #1 — Dual Stack IPv6 with NAT44

IPv4 Internet
& services

IPv6 Internet

NMO #2 — Single Stack IPv6 with NATE4 and 464XLAT

DNS Se

!

PGW! |

IPv6 Internet
& services

Z GGSN |
ve ™ - e
\‘\QC A Tt 3 NATES IPv4 Internet
——m—

———>
IPv4 traffic

‘ Case1: single stack IPv4 with NAT44

LEIPVARSHKIR - A ERIPvE
ERANATAAE R E R/ IPAIHHEFE Y
FERE

ZE#ACase 178 FCase 2

Eg.9ESEE - HithEEEE (22
Cable¥%E )

Case2: dual stack IPv6 with NAT44 ‘

< HEFRIPVAREIRR -  EREBEE#ER
FIPv4/IPv6 dualstack

¢ IPVARYERA DI EEFANATA4 1R ER
AP B FE AT R
< IPveRIBMA BIRIERIER
< Eg., PEEE - HMhEFES (823
Cable#& )
Case3: single stack IPv6 with NAT64 ‘

< KRHNative IPveREER1EIR
< ISPHEIPV6AE - BiRMHAFER
EEBIPvARRFS

< fEFINAT64/DNS64%% 1% AR #E
IPv6 FH Ry EE#H]

< Egq.#EISP/AGERE - FETE s

Vidk =
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| Bipk B

7%

BSEMIEF AR

=35

B
Unicast Address Structure

Global Routing Prefix | Subnet ID| interface ID |

n bits 64-n bits 64 bits

2001:ca0:68:169::1234
Interfacei 4k 3R 47

JE i B # X :0:0:0:1234

fij B4\ 111234

IPvefust EEACE?
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Network |D 8 7 Eaf 3% 5

1

S —

% FANeighbor Discovery (ND) - #&I{Router
Advertisement

DHCPv6 — Prefix-Delegation

FENER

Tunnel Server 2B EELEHKIEE (IPv4 )
VPN Server (IPv4 and/or IPv6)

B

Interface ID & 4 & &,

1%

e S———

% Fmodified EUI-64 E&% + ZHMAC
Addressit & HInterface {iIilt
FEAFEENELMEHAIIL

FENER

Tunnel Server2 A EENELEIETE
RN H E4E 2 EH I (APv6 IPSec)
DHCPv6{al Ak 2315 E (Stateful)
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o Z2AKEEE B E Stateful Auto-configuration®RFC3315-> 8415)
o Dynamic Host Configuration Protocol for IPv6 (DHCPv6)

o Big#EERR ERouterlVARIRIE
> JBEKRAEECFlag A FFDHCPRY{E

o E{ERServer/Client{£EY
> AR 2 ZEIPERERE £ ADHCP ServeriZ EIP pool
o EARRE B E)BCE Stateless Auto-configuration(RFC4862)
o {ERECBENESIPve il - BEHGRE B (Plug&Play)
BNAFENREDNSIUE
o EEERARREESFHRTEEERRAGNR
o Z2FF)FRTEStatic Configuration
0 BERAEBEB/NZEN - EEET ——ZEIPv6IREN

'y O —

HEEHNEEGEIPveBEREE A (1/2)

O Stateless mode : via ICMP (no server required)

Prefix Link Address IPv6 Address
4c00::/80 00 A0:CO:1E:A5:B6 4c00::A0:CIFF:EF1E:A5B6
A FE AL |
o [P . - Router Solicit
*  Default GW Router Advertisement |
* DNS
- DHCPv6 Information-Request

DHCPv6 Reply >

IPiIilt EiDefault & 2 AR BISHBSEE
DNSfiIiit E X FHstateless DHCPv6 A ECE
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bemic nat e

R PEMANIEHEAPv6eBEIECER X (1/2)

“Plug and play” feature

O Stateful mode : via DHCP
00:A0:C9:1E:A5:B6
DHCP F «— |DHCP request

server [DHCP responsd —
4¢00::A0:COFF:FE1E:A5B6

AEEmEnEs: | - Router Solicit
. PRIt Router Advertisement -
e Default GW - DHCPv6 Solicit
+ DNS DHCPv6 Advertise =
- DHCPv6 Request
DHCPv6 Reply o

Default GWE X F AR EISABSRKE
Izt EEADNS it &K - Hstateful DHCPv6 A RECE

v O
TS A EEIPv4A/IPve Lt fiC 3815 =

@[ wa (PPP IPCPIREE S/ KA P Poo) |

v ks 1 @ | DHCP Request + DIHCP Offer | .
@ PPP or Non-PPP |

@ | RS/RA + DHCP Info. Req/Reply(Config )

‘ |
V6 B | @ | RSRA (/4RDNSS) | .
!

@ I RS/RA + DHCP Solicit /Advertise /Request / Reply

®| DHCP-PD | |  RoRA
PPP or Non-PPP

60
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RFC Standards

RFc =080 “

RFC 2131 RFC 3118

IRyt ¥lEs RFC 2865 < RFC2516

i Dual Stack Protocol RFC 4241 _.
< wmews < eep >
IPv6 Mg | RFC 4818 RFC 5072 ;
i RFC 3162 v ;
5 RFC 8415 RFC3769 | RFC4862 RFC 4339 |
RFC 3646 : RFC 5006 :

RFC 8415

: CPEZ&E#ERA (oxmam ) |
[ R J [ (Prefix / DNS) ]! [ (Address / DNS) JJ

Ty O — =

et

VO 1R —t—

EERE
¥ /64 prefix ,
RS/RA! i GW
= : > DNS, etc
| DHCPV6 stateless :
N : _
S
ISP to Dual Stack Host BATIPveS LT &EER
Auto-Config 7E[E—PPPoE#E, EIfS
R EIPVARIPvOAi it

TR-187 Bl st3FIPvAA]
IPv6{E F-REIPPPoE£:
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VOTRT

TERE @

> /64 prefix

L RS/RA (RDNSS) L ew
" 5 _ DNSete
——
ISP to Dual Stack Host
Aaqo-Cunly AV — 7 2B REK
IR EEEELR
RS/RAFE

63

Ty e S——

VORI, —
p

E
EXEE I
.
, RS/RA | cw
A ; > /128
'\ DHCPv6 staiﬂefull / DNS, etc
N i
ISP to Dual Stack Host |Pv6ﬁi}1t3§f%%,%<é_aa
Auto-Config DHCPERE, F2£&H
RS/RAGIEEE
(FARS/RAFI 1 7 £
SRIE)

64
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Vo TR _UE

EERE

i RS/RA ;

b > /48 prefix

! DHCPv6 PD :

? Y DNS, etc

N ) =

| hd 4 RS/RA

ISP to Dual Stack CPE PD and DHCPvV6 stateless GW
Auto-Config *\ - / DNS, etc

Dual Stack CPE to Hosts
! Auto-Config /64 prefixes

IPv6 HGEER

65

I — =

L £ 7%

[==]==] Y" ~
IPv4/1Pv6 EE 1 R A IS A1 3t Ao 38 5 =0
Loz PPPoE or Non-PPPoE ( IP Pool or DHCPv4 )
EEE&H:T:{: 0L Or NON- 0 001 Or server
IPv4DNS
IPCP 2
BT PEERACEE
IPvoLiL PPPoE ¢ Non-PPPoE
[T pokas 0 on-Erre
B sy RS/RA+ DHCPv6 Routing Mode
RS/RA DHCP Info. req/Reply Solicit/Adv./Req./Reply DHCP-PD For HG
EE .;g *ﬁ Et (Z—Way) (4-way) Solicit/Adv./Req./Reply
IPv6DNS RDNSS DHCP Info. req/Reply j§ Solicit/Adv./Req./Reply EHGE S HOST
EA (2-way) (4-way)
RFC 3633
RFC RFC 5006 RFC 3315 RFC 3315
RFC 4241
RAS ZIBAEN AZiE Zi8 AZiE AZiE
Win OSSZIBRES] SR S2iE %iE B
EEHEER X \' X X 66
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49 3% 32 4% #0145 -Windows PPPoE 2% 3 £ I 49

BISHE
Bridge mode
D Tt B | oo
RADIUS %3 Stateless Autoconfiguration 5 FIPv6 485 {3 bl
S rr—— - PPPoE Active Discovery Initiation (PADI)

PPPoE Active Discovery Offer (PADO)
- PPPoE Active Discovery Request (PADR).
PPPoE Active Discovery Session-confirmation (PATS)— g

- PPP LCP Confizuration Requ
PPP ILLCP Configsuration Request— g
PPP LCP Configuration Ack e e
- _PPP I.CP Configuration Ack
— PPP LC Identificata
— PPP LC Identificatiox
i PPP IL.C Tdentificatior
—t- PPP Authenticate-FRaqgueast.
PPP Auvuthenticate-Acle
————————————————— PPP IPVE6 Configuration Recguaest
—g——————————————— PPP IPCP Confizuration Request——M
—_—— PPP IPV6 Configuration Ack e
—_— PPP IPCP Configuration Ack——— 8 g
PPP IPV6 Configuration Request—
—  PPP IPCP Confizuration Request————————— g
g PPP IPV6 Configuration Hck—m—meme—e—e—e—
—g———————— PPP IPCP Confisuration Ack

| Authent accept—e
A\ ccountrequest—
—Account response =

Router Solicit
Fouter Advertisement.

A

——————— — DHCPv6 Information-Request——
DHCPvGE Reply —

Ty e Sae—

4 538 47 $o 15 -Windows7 PPPoEEﬁi& e 48

R il ‘. i -
_l m o | HIPv4ELIPY6 )7 U

le  fow D o {TDNS T

.,
174 B8 16851901
GHI3 168,95.100.1 104.43.69.28

1204 574792 1144, 69 228 168 B0

Standard query response A 158.64.50,
Standard mery MM m iw&faru (@

66 i moosm i zom booo 1

AHUFSTPVOIPVA{ir i

L\Vindows 7 BAPPPoOE Jj
WD BLERZ IS standard cpery AU, niaosoft o M

1RO 76R10A  1AR.05.10).1 LR MM

test_ip6.php

s @ suggested Stes | Get More Add-ons ~

The IPv6 Forum
The New Internet

Windows 7 JH 7% LAIPV6 J

Congratulations! You are connected with IPv6! The IPv6 Globe i L‘tﬁgﬁ
you.

Your IPv6 address is: 2001:6100:360:1:1d:b500:70:1d5¢
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49 % 18 47 %, 15]-Windows Non-PPPoE# 3 & | 49

EREE

Windows

>

Stateless/Statefull Auto-configuration 5 & IPv6 48 % i

et Router Solicit
case 1 Router Advertisement pe—
- DHCPvG6 Information-Request—m—m8 ———
DHCPv6 Reply
——— Router Solicat
EE—— ‘Router Advertisement =
—— DHCP~6 Solicit;
case2 DHCPYS Adveras
— DHCP+v6 Request
DHCP~6 Reply

69

T o Seaee—

48 #% 3% 42 %0, 45)-Windows Non-PPPoEE£1EER |- 4

Windowsl&?ﬂRAfﬁ@ e WAHIPvefir bl

l @ '0-0208 fa -
||

BIA B E Test WEB

Server IP Address : 2001:ca0:68:165:207-e9ffe24:50e8 IPvo{ir bl HEf T AR aiay

Windows J# % PArandomffy

Your IPAddress : 2001:ca0:68:165:4c7b:b6333cbbbeb2
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BSE BB AR! |

[Pv4/IPv64E #h 49 3%

F=2n

BREER

L £ 7%

O] 2 R IPVOITNBERITE SR 2248

Category os HRAE® Notes
Windows 7/8/10 %55 (Enabled by defaulf) I:lﬁ;i:::DHCP\ﬁ client. Will use RFC3041 privacy addresses
Windows 2008/2016 = #E(Enabled by default) support DNS and DHCP over [Pv6
Windows Vista *= I.ﬂclude_s aDHECPv6 client. Will use RFC3041 privacy addresses
otherwise
FreeBSD Ver. 40 LI E Based on the KAME project
Desktop Linux Ver. 241 F, Ver 2615 Available by default on most distributions
NetBSD Ver. 15 Ll E Based on the KAME project
OpenBSD Ver. 3.0 Ll E Based on the KAME project
Sun Solatis Ver. 8 L I Ver. 8 LI F
IBM ATX ADX 52 BLE, (WAS 6011 ) ATX 52 BLE, (WAS 6011 E)
MACOSX Ver. 102 Bl E No integrated DHCPvE client nor MLDv2 support
08 Ver. 9014 F Only available in automatic mode. If IPv6 is onthe network it
Smartphone & Table will auto-configure.
Android Ver. 6.0 E
Embedded ViWorks PLATFORM CD 1.1 No integrated DHCPv6 client nor MLDv2 support
Source:http:/fen.wikipedia_org/wiki/Comparison_of_IPv6_support_in_operating_systems#cite_note-6 3/65

Source:http:/fwww. sixaes netiwiki/IPv6_Capable_Operating_Systems
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v} L= O =
o] 7 EIPVOINEER EFHTZ T
Application 1Pv6 supported? Application IPv6 supported? Application [Pv6 supported?
AbsoluteTelnet Yes Microsoft Outlook Yes SmartF TP Yes
Apache httpd Yes mIRC No Squid cache Yes
Apple Mail Yes Mozilla / SeaMonkey Yes srelay Yes
BIND Yes Mozilla Firefox Yes telnet.exe Yes
BSD Telnet Yes Mozilla Thunderbird Yes Tight VNC Optional
CUPS Yes Nmap Yes tine Yes
cURL Yes OpenLDAP Yes Trillian ?
ffproxy Yes OpenSSH Yes UDP Speed Test 3 Yes
FileZilla Yes OpenVPN Planned VLC Yes
fip.exe Yes Opera Yes Wget Yes
Google Chrome Yes Outlook Express No Winamp Yes
Hiawatha Yes Pidgin Yes Windows File and print Ves
I1Is Yes POli‘pO Yes sharing
Internet Explorer Yes Privoxy Yes Windows Media Player Yes
Irssi Yes PuTTY Yes WWWOFFLE Yes
Java Yes Quagga Yes XChat Yes
Konqueror Yes 1sync Yes xinetd Yes
lighttpd Yes Safari Yes yTorrent Yes
Linux CIFS VES Yes Samba Yes ~
Linux NetKit fip Yes Simple DNS Plus Yes
Linux NetKit Telnet Yes kgﬂﬁ E Fﬁ E:T:tE gﬁﬁ
Microsoft DNS Yes S 1EIPVv6EEN]
Source: hitp:len.wikipedia.orgiwiki’Comparison_of 1PvE_application_support
Attps:/en wikipedia. orgiwiki/Comparison_of IPvE_support_in_common_applications

e O —

[t

o] 7 32 |IPV6INEE IR 1B

mz| i ‘ Rt m‘ . | itk
IPv6 i (Host) 2 245 IPv6 g ds & (Router) i &48i%
1 | #usE B [IPv6 Ready Logo Phase-2 Core for Host I ‘ k4B [IPv6 Ready Logo Phase-2 Core for Router
IPve %4 (Host) R4 IPv6 851 B (Router) B ML45
] 547 |IPv6 Ready Logo Phase-2 IPSec for End-Node 2 B4 |IPve Ready Logo Phase-2 IPSec for Secure Gateway
s | sy [TPVOReady Logo Phase:2 SNMPfor Agen (5 SNMPY 30| e :‘g;‘;i“zﬁ?ﬂ‘ PI*:S;; ?ﬁ;f” At (4 SNMPr 20
2¢ 49 RFC 4293 IP MIB 4 4412 4) - R7)
. = |[IPv6 Ready Logo Phase-2 Mobility for Mobile Node #, 4 | 4##EEA (IPv6 Ready Logo Phase-2 Mobility for Home Agent
4 | spiigom |
Correspondent Node

3 DNS @3  [RFC 3596
IPv6 Ready Logo Phase-2 DHCPv6 for Server ( £4& Server

5 DNS %3 [RFC 3596

6 |DHCPv6 %5 5\6 R‘Z.dy I._cg; Phastl:{-icﬂjl-;t; Is’vﬁ for Client ( £4& 6 |DHCPvG & |, Relay Agent 4.3, + 1% & RFC 3315)
fent i , » R 35 ) B B2 B ARM T AR ERIBE
SIP : IPv6 Ready Logo Phase-2 SIPV6 for User Agent ; BhEA SOHO Router © % 4§ RIPNG (RFC 2080)
7| B Email Web B It B R AR L AR B £ 46 IPVA/IPVG A5 § Router: 3% OSPFv3 (RFC 53d0)4o BGP-4+ (RFC
WA 2545 ~ RFC 4271)
it EFUAB WML ERAREERES - e - SR B W B e R ﬁl
19 o

O] 5ZiEIPVOINAERYRR IR i 2 M
http://www.ipv6ready.org/
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o b et b

O] ST 1ZIPv6 T BE Ry 481G
o AIULTEERIPVOIELRBE ) KT MIPveA IS & TE

= ii :;imr T URL g:?,',“‘;"y Tags: |\Rroved
oesna WUES consuingl wewipBtiog  ES  TSwe  ASER
o 5 im0
IPv6 Enabled 00000003 EM&?.M pvE bestdmen.com us Others. “’tj’f’;gz
1Pyt Enabled Dx&gosw Huricane Electric  tunnelbroker.net us Em;'“':i“ s
eensed (MES Broqe s US  Personal Ste 50512
1PV8 Enabled o\é&g&s NoXNET/CN! nbocca CA  Personal Site \ﬁﬁgw
1Pvé Enabled 0‘6"0})#0507 Kim tykimus.com US  Personal Ste “;nﬂﬁfz
Pt bled | W1EUS- poHferpIcl 20504

oooooo0s| [P@Resdvloe | wwwimGreedion | US| Cooperstve sty

W1.DE- SR 20000605
sericen (1OS PersonalSte  wiipsepsininfo  DE  PersonaiSie i

W1.CA- 8 Enterprise  2006.06.09
PriEnabied (0o o Visgenie wwwvegenecs  CA | e
v od | WACR

- 2000-05-07
oooooon Bll Group www ipeB.netcn CN ITSte 124527

2000-054
1Pvé Enabled ouoooosz Aw_T_M_Qx W axutm Fl IT Ske
PusEnsbied  WIFT m wwwtrex fi Fi ITSte
00000013 et L

0 0

O] SZiEIPv6 TN AERVAR L E B R 2R ~
http: //v6d1rectory.twn1c.net.tw/

tp://www.ipv6forum..

Ty L se—

48 M % & IPV6

o MEREUERHR RIBFFEEMEITISIRIPV6

o HMETRIBHGEIFERELZA - BEEIRBREEESERE
IPv6RIINEE - A i E R B 2R ENIPV6IhEE - =20]
LLF—F *EETXEEDIU:

IQZQ%WPF‘JZFCEE%TMHMEW < s THAE S LSk ;
o REIBABHNAEB N HEEBe80:FHIEMIPVOAIIIET ;
o OJERHHEESRIBIPV6 Ready logost sl &
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[ Kotk F & IPv6

o HIBRAIRSAVRRTT - HAKHIZ K EERAG AR AESL - MO ARAIE
[BOMERELE - " BAKiE . DEERAR
. Eﬂjﬁét -+ B K i O 75 240t B 122 SR AB RS AU 4S4R8 R 2 BRI 15 8
REETNADBRBELZEE
. @ﬂm;ﬁ BRI ~ FUEBBIYGER "6, =k T L - BERA
BREEZRENADR S ﬁﬂ%ﬂliﬁﬂxﬂ Iz)ﬁjté;ﬂﬁag DL
f%;.;%%?ﬂ’]ét}_

|PV6 A K i 5 12
No need to NAT
Network scanning virtually not possible (/64)
Deny DNS zone transfer
Weaknesses of the packet filtering cannot be make hidden by NAT
Support for IPv6 header chaining
Support for IPv4/IPv6 transition and coexistence
Not breaking IPv4 security

T S —

[PV6 By K ig 3R & 7 7k (1)

o R
( ‘\ @
& —
(‘
AN | ‘
\ & /

— Router
Internet User network

e Internet <> Router <> Firewall <> Net architecture
e Requirements:

o Firewall must support/recognise ND/NA filtering
o Firewall must support RS/RA if SLAAC 1s used
o Firewall must support MLD messages if multicast is required

78
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o b et b

[PvO 5 K A% 3R & 7 i%(2)

— G

SW

W Router

User network

Internet

e Internet <> Firewall <> Router <> Net architecture
e Requirements:
o Firewall must support ND/NA

o Firewall should support filtering dynamic routing protocol
o Firewall should have large variety of interface types

Lt o Eeea—
[Pv6 [y K 3R & 7 7% (3)

. SW
Internet PV Router User network

e Internet <> Firewall/Router(edge device) <> Net architecture

e Requirements

o Can be powerful - one point for routing and security policy - very
common in SOHO (DSL/cable) routers

o Must support what usually router AND firewall do

80
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IPv6/IPVARG KB ES T iR 3

El E3 EE

......................
e - prov N

e

IPv6/IPv4
Dual stac

ACL Policy

IPve/Pv4 |

Dual stack
Eth1¥ Eth1 EthE E‘ @ v Eth2
Server Server Server
DualStack Sub- KE s
interface B

W I B AR
Atk EIA B R

w

BEMEB AR
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o b et b

[Pvo 48 28 F+ R % &

o —EEMIRVHR(FEREWMEEINgEAYInternet ?

o BBARIEENA MRS ERA RS
s IPECEEHEH - PC ~ L2/L348EE  DNS * Proxy * FW

o AER4EFEEYIP O] BE A Private IPv4 or Global IPv6 or
Unique local address

o PEMIBAVEREZaccessHiLIntranetfRFS ?

2 Web services (eForm) * mail server
o IPECEEHETE - PC ~ L2/L348EE - DNS - Servers

R ImnFHPEER=E

Ty L —

o] RR A AR AR A

o ZHMNEBEY  HARRALBAPLPRIE L
HAEwms EE)g o (4o IPvo 223k )
a )] : PC, IP phone, printer, POS % #: 4%, WiFi GW ,
BMARABASLE ...
o HiBa)R]RE
o “ARAT gk CHESESEFTER
CRAEXEERRET , C@ERITR
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IPv6 48 2%+ R+ &

DREE . nigepPveEL?
* AT BIPVE iz ?

- B E TR
* FER IRF5 R & SRIPVE?

.

e
B Provision
/ Server |

| 5
L DHCP Server |

AE@ERFEE 000 | oA e
- ERPRRE ;

> A2 AR
MLRBBREESRAR?
S ER R < <
> FE R IR 3 4% - |

|
> @EERNE =] [ 0 d_lgolé E] [l][]

> BITRERE

|
E— 1| Layer2 #» Layer3Switch#3 #| L 24 |
& K AR £

Ty s Seees——

FHREZEIRIG TG
FHRZER G- ERE

o ETHRER(LERS
HERIZEEG(SP)EEBREEHRERE?

IS (EHEE - R EEXIEERE?

R BB 2B AR BT ?
AREERBREEERBR)EEXEERTE?
BZMERAEIPS - IDS ~ BIXBE)REZEERE?
N{BERRF %% (VPN Server ~ Storage)@ & 22 EHE?
RinERAENEMRBEEa X IZEmTE?

B @ & B 8 B B8
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FHRFEIR IR
TR E - REHEEAR

o MIBHEAER
TAREBRETHARIRARERE L SIRERHE?
TARRBSIREHENEREE NRERER?
= G RIRIB SR E 7 E R E 2R KM B IR A7
= A RTHARIR BRI ER 2

TERITHIRBRAIREAINERE?
o BFIHH(E-Mail) AR 52

o [EHELABE(VPN) AR5

n_ B FE(Loading Balance)s% %

0o o U o o

Ty O —

T ARIFFRIRIERS
F RS EG - RIRERAENS
o BiInfERA
0 EERARBEFRRIEMZEUZEERE?
ehABEEHENERAMAVKE?
e ATRIRENEREARELSIEERE?

O

a

o ERERERATCERE /EER

0 ERERERATERENEGMR B KR E

o ERECAEIREE SR E - IR KB
E
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FHRERIR GRS

. BUERIRHS O BEETEE?

. EAEEAN LSO RAELETEE?
. BREBABREBRAANLIEE &
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IPv6ElEEREIR

Ez"”gfﬁf;"s ‘ N RIS 40K
B THE I EIR A%

BRERER
P

HEEER

RIAINAE FRINEE
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IPveF 4R S BE B 12

o FREZ AR

0 WEBERETTHREIPVOIE—ROIZE - BREARER AL
PR - FEHIREPERBREFEEREFARIIE

o MREE B IEEARE T K

0 RBEES oM HRERAENNEE 7 BIEREHRS -
B HRF 7 T BREEnaE  LHAREFREAZEE
BIPEARE - LUFRARREAIPVOEEZFRETS

o MEIFARGIZAIRF

0 BEEZENRERE  AEHEAK  BEANBEUEIMRN
FrREK - WIDCHEEHRT - WIPvAAIi S RE -
BB RBAZS HEERHEINETE - HIEBRARTE
17 - BIIRE| L2 =BT EEMants
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IPv6FT AR AR B F =2 5%
Phase | Phase ll Phase lll

FREN A B g i3 L #R
m R B LREEARE u Rk OEERE n ER R
= ARG L IPVEREGRE || m BUEREE || W B
m IP{izh S m ENEENR W HesIPve ey B REEEEE
w P A R LI ) ZAfitE &

[HewEvE i m I R
. BRI " HRPER

i iﬁfﬁﬁ#ﬂ
R AR " o
. e

EE A R
AT

BHE I

#EER - GEMAEEAGNIEREREE - S@{E—ARR{C B IPveILilTRIRAEE
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IJ]EQ ﬁ%ﬁﬁln

o MRS IRHBRERZE
0 MG PTE R AL ERREEIES EER R
o ERREENEMBEENRRRFEERNUERE
EE
o MREREIRMAE — ZUOT)E] VLAN ?
o BEMHUERSH
o BC & 1Pv6 28 I O] B 188 5 R TP v4 28 ISR

T —
ZRE Y
[ mmtes | |
S Ewit EitEr

Dynamic routing domain

mEizem |

it
XX}{’?FXH

i |

XXKTRE KHE

& Dy namlc routing gxch nge

,l!!

Dynamic rouﬂng domain Dynamic routing domain
XX
XXA‘?C KH
Kﬂﬂﬁ&%‘é/ﬁ‘ﬂ* & m

m K EUERR /FORHE

BTA AR A b /RRE ?E-r 94
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O MR ERERERNEARFBEENEE - B D
BAIRE - MERAIRNE - BRPIABAROLNE - HUB(E H5% -

O B4 T R S B B A P R A K955 i B 28

P& U AREE 2R 1R R EaRES R
BEE | oo HEERHE S MTHEEB S
* A S ULE R B o IR
s ERHAES
FhEE | eBRmZEEIER oHmFEANBIEH
BT *» BB
CHREEHBHTIE

T S —

[PVOAL 1t 8 35 ¥ T &

o KIBEEBEA/IRERFHE

o EARIPveRRETE NI BIE B 2 501 F

o ERRBIIBUAEE A/ NRIBPrefixR EETTEHR
o ioe FIEEHEENMEIER

o HEA2 L8 B U 7 PrefixBC 32 BUR

0 BRBEROEZAEA/N
o BEREMRACRIEFIE

0 BEERABERMEEE SRIPRIE

a WHBEIEEE BN E ZFERRE

ex. BC S 18 BB E U ARIE ZIDEE
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R R
o mﬂﬁﬁiuﬁﬁﬁﬁﬁﬁmﬁﬁﬁﬁ%Eﬁmﬂm%%%m
HEAIAR - ST EEODUIEZ LI NTEE ;
I 38 57 ARMEIER | ZHERER

iREE | E—HEMAEF |E—#iEsE—4% | RRERENFES
WOBAHRRNER | Hsnltaies | FRBiEI -

BeAR R AU 4% a0 : VoIP ~ AES
RERE - ESAEN
BE | o HFIMIENHES |« HABBEREINS |« HAEMABERIES
i L @E - BB
» AR PESHENTY | WBHES

S A VR A L i

% 7t 3T 35 RR > e R S

22k 14 5 E
LR T R TS A AR G aE

Ty  e—

Global Unicast#2Unique-local address

frak 4 2
o IPvoRVILFREIEAIPvaRI L FREZAEL - BEMAERE
aggregation B[S E8

o MBREEBNIER  HEARKEBHEEMNTEX
o $#FIGlobal Unicasting#3Unique-local AddressdE =
o ULAEBEHIERZE40{IAYGlobal ID - EIEFC00::/7(Iit ERAAYULARY
BARKAREM -
a HE—{E/48K/NBIULA Global IDZF « {I#AFH 160V FAIDTIH{ER - &

Z S BCULA Global ID - S 1% FERE—HRAVEIRREE FHEEE
PIA - th 2R XAAREEEEEBZmore-specifics I BRUIRE -

| | 16 bits | 64 bits
|

I e B I e ) I Global ID Subnet ID Interface ID

FD0O::/8 or FC00::/8

Y
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Global Unicast$2 Unique-local address tb #

Global Unicasting address Unique-local address
DL kEABEARIE - 2IPv4g | EBLUPvARIPricatefiilt - FUEEMRE
Publicfiz3t 8= - B FRORS RN - EAEETN AR E
A
Global unicasting addressTB#EM % | Unique-local address~EZH 2 Ik
BRAREERBETHRETE BERHBETHRETE

Global unicasting addressgi ={Ebits | FC00::/72Unique-local addressgZ!
2001 - fI40 : 3FFE:BOO0:123:456::1 | BIRIAIETU

EMultihomingfI498IRIE T - FFE O | TE#EEISPLLK Global unicasting
BeEEEMIEL LISPHAEAINIILZER | address@iffs - ULARIIHLGRHI A5

B~ %80
=E .
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73 AR S Ry SR

o BEEMBEIEZROIZERERAEULAEGlobalfi3l
o {EEZATRRMMIEFEEE o] DUETEMERIRIFEN BRI - BINRRK
R B EREESULAMIILLE - AERULAMILE A& 5 (RFC 3484)
o ULAZiGlobalfiiit — Z AR — MM F AR R 5 R
o EFIRPEER—MEFAIBNUL S FTTIRAGlobal
Q@%@g}lﬂg address VT - WEH HULAR RN RE
VTR

o WIAHBNATZRERITJZENPT (RFC6296 )
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At B R R, -
BEREET
. MBEHERE
o 40 : Switch Hub, Layer 2 Switch - Layer 3 Switch * Router...
. MEBREFERB

o 0 BpKAE(Firewall, FW) ~ ARERIZR&A(DS) ~ AERhEZRLK
(IPS) ~ ¥—1CRA X & (Network Generation Firewall, NGFW)...

o BinaeiE
o W0 BASER - S0 E - FiRER - TE1ES
- EREk:s
o 90 : DNS ~ Web - FTP ~ Proxy * Media * Database...

. HEIEIERE
o 40 : SNMP Manager, Multi Router Traffic Grapher (MRTG)

101

T O —

At B R RY -
mEAEREIPVOERREE

o BEREKREIPV6IEREE
0 BEREFEEHES
= EX: CISCO 2811 (XXXXHIEAT)
0 BREREBMERERER
= EX:10S12.1(14)
BERBEETIR
Mg B B AICPUSRH 2
= CPUCEITRERE - BRASHABHREZEIPYG
B RBEZEIPVEIR N
= BN RABERECARZEIPVEINE -
« 1E02 . BIAAARREE - BIUAARSZIEIPVG -
= B3 LaERFIAZEAIPYG - RIBZESINNIREE - EFREH
BV R
BERETREEA
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EEARIET ()

e Fault management

0 SR {EHE L EE InternetlF > IPv4E, VLANER 1E B RE
s AERAEREIPV4IL - BSRIERFEEERELLEE
= IRFADHCP Serverig it {#F & B E#HSPrivate IPEIZE IEEHZS -
R EZMACI i i B ¥ FBAYSwitch Port i B 38 &
o A ERAEEEZINGSIPVOIILISED> (EE R MR ERRE

» BEREIPv6RIEE R AL ETRIEXP, Win 7, Linux Ubuntu,
Linux CentOS...)

v GREMBERBRLAERMAFAQIRASE
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BEEKERETI(2)

e Configuration management

o 1GHEEFRE EIZ1Pv4 ~ IPv6 Prefix X VLAN IDFRAE(E

o #ERouter RSwitchEHBRBRERSHEABINRK)

o G EEREEE] TR %2 (Standard Operating Procedure)
e Accounting , Performance and Security Management

o BREREEESE)EREBZER B LAINetFlowE &7

fREt - EEBEE

o EERRER S ZIENetFlow V9 / sFlow 58§ L

o EEFlowlii HiE A AKREIENH 2R F (Optional)
HeEENEERRERRENUEEER

(]
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IPv6F+ R IFE—SRI &R

o IPv4/IPv6 177 TE 13 il 2 42 SRR

o R Tunneling & Translating B2 i PI &GRS - HEEINEE R E
A2

o FFERBESRZERBNRBELIPETER

o #EIZEDIDual StackE 1TIPv4/IPv6 2 177 & A8 1S

o EBFBIPVONIIE(TWNICEL HiNetSk @A /1))
o BEELZATRIPveAEE AT
o /64D B4R
0 S6NMBRERE
o M8 EHETEERE

105

Ty s —

IPV6F+ARTESE—S AU %R

o FRENIHEZE MR E A
o EBRIPv6EIB ESEE —ENEI A —E/64 ZIPvefi il
o FHREBEBALABEEZEERRESIE N - FEUEAAR S B HS(Stateless

Auto-configuration)

o E—VLANO R SEUI-641& T A0 B EEVS izt

o VLANVJZIEAEHE 9D
o BEEIPv6FHHARIEHEERVLAN 8 HiZ 2NPva il ik
o BN EENEABEIIVLAN

B ZERZEPAREFER  FEBENEREREE - BeEsfE
F—BA DR B E IS A D ER—H/64 ZIPvefir it

s GREL  A——RESwitchiEEIER BT AIPort¥I FEVLAN - ERAE
AERBBRIERIE
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IPvoF#R1EZE-DNS IPVoiCL &

A2 EAREE (DNS)

o IEM@fIHEARAMT
o ZEASERECIE(IPv4); AAAAERECER(IPV6)
o FERFEIRABAAAAGCIFRIDNSIE K

o [REfititAEMT
o ZIEPTRACER

o AAAA DNSEEKHIEE(Transport) : IPv4/IPv6

IPv4 IPv6

Hostname to A record : AAAA recor d:
IP address www.abc.com A 192.168.1.30 www.abc.com AAAA 2001:B030:6:8::2

IP address to PTR record : PTR record :

30.1.168.192.in-addr.apra. PTR 2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.8.0
www.abc.com .0.0.6.0.3.0.b.1.0.0.2.ipv6.apra PTR
www.abc.com

Hostname

107
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IPv6Ft+ AR ESE-2{a] 3R 2 IPvO I3l

o IPV6ARARELL /6448 ES 25— 1El & I3 43 B8 (Subnet) B & /) HE 7>
A B8 i

o /6ANIIIAAES O IR 280964 R FFTPvO I I HEEE H 1E FH

o FHAERTZ|ICIEEMIBER « HBZ BT EFBRIZREID

| 32bits | 24 bits | 8bits | 64 bits

[FrvsTia N 5 | Intcrface 1D

— TWNIC —fe wGEE He——  ewRary —

F4EE ¢ A RE » R #ysubnet » —18 /56 (F48£%) T 4 5> 256E /64 subnet

108

- - 184




B

o b et b

[Pv6 Subnetting

(16 /52) —— (16 /56) —* (16 160) —— (16 /64)
(256 /60) —— (16 /64)

—’<:—’

(G48)——> (a096 760) — (16 /64)

(G748) —— (65536 /64)

https://www_oreilly.com/library/view/ipv6-address-
planning/9781491908211/ch04 html
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XXX K245 IPveilt z= EAR &l m & 4l
Ut SR e 1 8153 BB A1 A )

Hfir SIACAaE: —{lel/So T RrEE Ty o4 B fea
R AR 3FFE:BOO0:0000:0000::/56(A’—{l&/56 {84 —{1&/56) 256
Bl Ak 3FFE:BOOO:0000:0200::/56 (A’ —{l&/S6{r:34—{1&/56) 256
TE kAR 3FFE:BOQO:0000:0400::/56 (A —{l&/S6{r: 34 —{1&/56) 256
TR AR 3FFE:BOO0:0000:0600::/56 (K —{li/S6{1 B —l&l/56) 256

ABRUAHE 3FFE:BOOO0:0000:0800::/56 256

BEAHE 3FFE:BOOO0:0000:0900::/56(]5] |) 256

CHiAH: 3FFE:BOOO:0000:0a00::/56(]5]_) 256

DEjAER 3FFE:BOOO0:0000:0b00:/56(]=] ) 256

EBUAH: 3FFE:BOOO:0000:0c00::/56(|=]_[) 256
PUMkHEE | |6 FEROSE A IR
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IPv6Ft AR EZE- IPveE It Ao 3% /5 0

Manually configured Assigned ‘a DHCP

DHCPv6 Request

-‘ ' DHCPVE Reply | )

IPv4 & IPv6

_‘_’f?

Stateless conf'guration Auto-generated pseudo-random
I number (rfc3041)
outer

’ ‘ Salcitation
Announeomon! wa
(/u prefix, timers, etc...) Annoummm

IPv6 Address = /64 prefix + EUI64 (e.g. MAC address)  IPv6 Address = /64 prefix + Random 64 bits (rfc3041)

IPv6 Only

Source: CISCO

111
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|PV6Ft AR 1E = - 48 B 1 AR A

AP PREE B EFH ping6 & tracert6
ﬁﬂﬁﬁﬁlﬂ:*ﬁ?ﬂ ”E E%f‘ﬁﬁéﬁﬂ’ltiﬁﬁﬁ s EACHRMILET S
- JOREARES ~ BKiE -~ fElfkeEs - RlnEikE

MECEHIRF BEENBRE - JRIHERREEHE Wport80)#E1T
A

PUN 12 fit e R IPv6 sE D B RIGH A0S
https://ipv6-test.com/validate.php
https://test-ipv6.com/
https:/vww.gsnv6 . tw/inventory/checkservicepub.cgi
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CIPv6T B fE - AR

AG | [ Worid 19ve Lawnch | | Local Times | | irrors

Test your IPv6 connectivity.

=T T - https /Itest-ipv6.com/

14c 2660 ca%0

owses, on this computer and at this location, are expected to keep working a unch. fmore ot

 publisher publshes to IPVS, your browser will connect using IPV6, Your by % 1PV over 1Pt when given the cholce (s 15 the expected outcome)

10/10 Tor your [Pd stabibty and readiness, when publishers offer both IPv4 and IPE
10/10 for your [PV stabity 1PVG only
c s00 lest data

o » Toroe

Neod something simploer? b Lomamiday.con Spead the word!

Mirn | sl | Seece | GO - ASORuAGn | Oatug

IPv6 validation for http://gor http://ipv6-test.com/validate.php

Tested  Mon, 28 May 2018 02:39:06 GMT Congratulations, this website Is IPv6 ready

on
You can help raise awareness and show your commitment to IPv6 deployment to
AMA v 2300:1450:4007:813::2003 your users, by adding an IPvé-test validator button to your site :
DNS
record VOSLESLLUIIT UUTLUIT DEGIIN “=3
P v . @ IPv6 <@ rref http ipy om/validate.php?
s gws S 00 url=referer'><img src V6-
test.c t ipvé ready
server @ 1pv6 " o cfa>

IPV6 v e.twnic.neLtw.b.twnic.ne:.iwlanytld.apni(.neLh.twnic.net.:w,a.twni(.nel.m,;.h.dns.tw,d.twr..\.'f ..,:(jmbu{ FE'\D

DNS
paste this code into your website source to add the bujgon.
server SEE)

Ty O —

/J\lnl:l

s EEEARKBUSEATEERBTR/KAR
é%ﬁ%%&#“%é
WAIPVGIRAILL " AF - EIRE s « TARMIEES
HEMBERZ . MR FRNTIA - BEERSRRER .

~ THEAMR S BT FRR AR - IBZES13EIPv6 - IAKIEIEIN
BIINBABAZLHAAERBIR
> WEZRIFUNERMIPV6RES - IR BRKTIEERH
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Settings

Bluetooth

@ Background

D Dpock

A Notifications

Q search

Bl Region& Language
© Universal Access
9 online Accounts
W Privacy

< Sharing

1 Sound

Network

Wired

Connected - 1000 Mb/s m:] & 3

VPN +

Notsetup

Network Proxy

| £

117

Activities % Settings v

’ (o} Settings

Wi-Fi

Bluetooth

(=] >6

Background

=}

Dock

Notifications
Search

Region & Language
Universal Access
Online Accounts

Privacy

A B ¥ ©O B o

Sharing
4 Sound

Power

% Devices

B Details >

Network

Details | Identity 1Pv4 IPv6 Security

peed 1000 Mb/s
2001:e10:6840:105:e8fd:ced5:7e55:36¢7
55 08:00:27:CB:7D:9D

Connect automatically

Make available to other users

Restrict background data usage

Remove Connection Profile

118
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¥ Settings v

Settings Network

Wi-Fi
Wired +

3 Bluetooth
@ Background
0 Dock Details Identity P4 | IPV6 Security

A Notifications

1Pv4 Method 0 Automatic (DHCP) Link-Local Only
Manual Disable

Search

Region & Language Automatic m

Universal Access

Privacy Routes Automatic m

Q
2]
0
2 Online Accounts
"
<

sharing 0
Use this connection only for resources onits network
4 Sound

Power

% Devices

B Details >
119

# settings v
Q Settings Network

Wi-Fi

Wired +
Bluetooth

(=] >6

Background
g Wired

(=]

Dock Details Identity IPv4 | IPV6  Security +

et )
Notifications IPv6Method O Automatic Automatic, DHCP only

Link-Local Only Manual
Disable

Search

Region & Language

: Automatic
Universal Access m

Online Accounts

Privacy

A B ¥ ©O B o

Routes Automatic m

0

Sharing

4" Sound - . ;
Use this connection only for resources onits network

Power

% Devices

B Details >
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w Windows server 2016

B AR ﬁZ % %‘; éft‘

Troubleshoot problems

Open Network and Sharing Genter
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A &% <« Network and Internet > Network and Sharing Center

~ View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Unidentified network

Access type: No network access
settings Public network

Connections:

¥

Internet Protocol Version 4 (TCP/IPv4) Properties
General Networking General
Connection Connect using

You can get IP settings assigned automatically if your network supports
IPv4 Connectivity: No nety

- = this capability. Otherwise, you need to ask your network administrator
& Intel(R) PRO/1000 MT Desktop Adapter for the appropriate IP settings.

IPv6 Connectivity: No netv

Media State:

(O Obtain an IP address automatically
Duration: This connection uses the following tems:

(®) Use the following IP address:
Speed: V]

E3 Client for Microsoft Networks P sddksaa
S File and Printer Sharing for Microsoft Networks ;
Detais... 8QoS Packet Scheduler Subnet mask:
1 Intemet Protocol Version 4 (TCP/IPv4)
2. Microsoft Network Adapter Multiplexor Protocol Pefalgsteway:
Microsoft LLOP Protocol Driver =
Intemet Protocol Version 6 (TCP/IPv6) e R

Activity

> (@ Use the following DNS server addresses:
Instal P g Preferred DNS server: 192 .
Description Alternate DNS server:
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication ]
across diverse interconnected networks. [Jvaidate settings upon exit

4:58 PAA

0 % s 550019 8

A &% <« Network and Internet > Network and Sharing Center

A View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Unidentified network

Access type: No network access
settings Public network

Connections:

¥

General Networking

Connection Connect using
IPv4 Connectivity: No nety

Internet Protocol Version 6 (TCP/IPv6) Properties

E:,)‘ Intel(R) PRO/1000 MT D{
IPv6 Connectivity: No nety

Media State:

General

Duration: This connection usas the followil 10U Gan get IPV6 settings assigned automatically if your network supports this capability.

Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.
£ Client for Microsoft Net{

S8 File and Printer Sharing

58Q0S Packet Scheduleq (O Obtain an IPv6 address automatically
. Intemet Protocol Versid
4 Microsoft Network Ada
. Microsoft LLDP Protoc] IPv6 address: 2001:11:22:1::100

4 Intemet Protocol Versid Subnet prefix length:

® Use the folowing IPv6 address:

64
Default gateway: 2001:11:22:1::1
Instal
Description

TCP/IP version 6. The latest (®) Use the following DNS server addresses:
that provides communication

networks. Preferred DNS server: [2001:11:22:1:: 100

Alternate DNS server:

[[Jvalidate settings upon exit

5:00 P
5/8/2019 E’

o 7 dg
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IPv63E &
DNS Server

Control Panel Home

& Device Manager
& Remote settings
& Advanced system settings

Security and Maintenance

4 E » Control Panel > System and Security > System

View basic information about your computer

Windows edition
Windows Server 2016 Datacenter Evaluation

© 2016 Microsoft Corporation. All rights reserved.

System
Processor:
Installed memory (F
System type:

Pen and Touch: on the network.

Computer name, doema Computer deacription:
Computer name:
Full computer nami gy computer name nel
Computer descripi  yogor, .

Workgroup:

To rename this computer or change its domain or

Windows activation workgroup, click Change
Windows is not acti

Product ID: 00377-1

1 Changes will take effect after

For example: "1IS Produg
"Accounting Server”.

'WORKGROUP

Computer Name Hardware Advanced Remote

you restart this

Close

28 Windows Server 2016

Q Windows uses the following information to identify your computer

Computer Name/Domain Changes X

The name of this computer has been changed. You must
restart this computer for the name change to take effect bafore

you can change its domain membership.
Computer name:
(=
Full computer name:
nal
Mare..
Member of
OK Cancel

ange settings

vate Windows

Yk -
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Control Panel Home

G Device Manager
& Remote settings

9 Advanced system settings

Security and Maintenance

4 E@ » Control Panel » System and Security » System

View basic information about your computer

Windows edition
Windows Server 2016 Datacenter Evaluation

© 2016 Microsoft Corporation. All rights reserved.

System
Processor: Intel(R) Core(TM) i5-2435M CPU & 2.40GHz 2.40 GHz

Microsoft Windows x

Installed memod

System type:
You must restart your computer to apply these

changes
Computer name, dg
Before restarting, save any open files and close all pregrams.

Computer nameé
Restart Now

WORKGROUP

Pen and Touch:

this computer)

Full computer n|
P Restart Later

Computer descr|

Workgroup:

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00377-10000-00000-AA360

28 Windows Server’ 2016

& Change settings

Ga‘a(tnele Windows

fa Server Manager

Server Manager * Dashboard

Dashboard
Local Server
All Servers

File and Storage Services b

WELCOME TO SERVER MANAGER

Configure this

WHAT'S NEW

LEARN MORE

Hide

ROLES AND SERVER GROUPS

Sef

File and Storage
Services

Local Server

L

|
® Manageability ® Manageability

Events - Events

Performance Ell Services

BPA results Performance
BPA results
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Dashboard

Local Server

All Servers

Al -

File and Storage Ser|

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Manage  Tools View

-@1F

m—— |

& Add Roles and Features Wizard

Before you begin

Before You Begin

nstaiiation

INATION SER'

ns1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting 2 website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed: "
e

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

have been d, close the wizard,

If you must verify that any of the preceding p
complete the steps, and then run the wizard again.

To continue, click Next.

[C] skip this page by default

Cancel

[ N> nstall | |

Dashboard
§ Local Server
li Al Servers

#§ File and Sto

Server Manager * Dashboard

Manage Tools A\

WELCOME TO SERVER MANAGER

——— |

= Add Roles and Features Wizard

rage Ser|

installation

DESTINATION SER!

ns1

+
VI
type
Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.
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Server Manager * Dashboard

'WELCOME TO SERVER MANAGER

Dashboard
B olocalsener |
i All Servers & Add Roles and Features Wizard - o v

i'i File and Storage Ser|
DESTINATION SERVER

Select destination server ns1
Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
Select a virtual hard disk

Server Pool
Filter: | de
Name P Address Operating System
ns1 192.168.1.100 Microsoft Windows Server 2016 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Server Manager * Dashboard ( Manage Tools  View
Dashboard WELCOME TO SERVER MANAGER

U B | —
E All Servers E_ Add Roles and Features Wizard _ O ®

ii File and Storage Ser|
DESTINATION SERVER

Select server roles st

Select one or more roles to install on the selected server.

Roles Description
| Active Directory Certificate Services Web Server (IIS) provides a reliable,
[[] Active Directory Domain Services manageable, and scalable Web
[[] Active Directory Federation Services application infrastructure.

[[] Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

leb Server (1IS]

de

RO00000000mMORIROO

s - 196



Dashboard
Local Sesver | |

All Servers =

Al -

File and Storage Ser|

Select server roles
fiz Add Roles and Features Wizard X

Add features that are required for DNS Server?
ption
he follow t |
The following tools are required to manage this feature, but do not h Name System (DNS) Server

et salled or 2 2 | v ;
PR have to be installed on the same server. bs name resolution for TCP/IP
<. DN P
4 Remote Server Administration Tools [ks- DNS Server is easier to

4 Role Administration Tools
[Tools] DNS Server Tools

le when it is installed on the

lerver as Active Directory ide
P Services. If you select the

vaecto.’y Domain Services

pu can install and configure

L} Brver and Active Directory

h Services to work together.

V] Include management tools (if applicable)

i Cancel

| Cancel

Manage Tools A\

Dashboard

Local Server ]
All Servers [

-

File and Storage Ser|
DESTINATION SER

S | st
fie, Add Roles and Features Wizard X
! X
Add features that are required for DHCP Server?
ption
The following tools are required to manage this feature, but do not e Wt CoaBiiration
have to be installed on the same server. AR
4 Remote Server Administration Tools frally configure, manage, and
4 Role Administration Tools Ftemporary i addresses and
[Tools] DHCP Server Tools information for client ide
‘ . Iters.
[V] Include management tools (if applicable)
B ]
Add Features ‘ Cancel
i Cancel
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Manage  Tools View

@1 F

Dashboard

§ Local Server
i" All Servers &
i‘i File and Storage Ser|
Select server roles
fie, Add Roles and Features Wizard X
X
Add features that are required for Web Server (IIS)?
ption
he follow . |
Zne‘ fc.y‘\obx\mg fc:l;ere tr:qwed to mvanage this feature, but do not prver (IIS) provides a reliable,
ave to be installed on the same server. leable, and scalable Web
4 Web Server (IIS) Jtion infrastructure.
4 Management Tools ide
[Tools] IIS Management Console
V] Include management tools (if applicable)
‘ Cancel
| cancel

Manage Tools A\

-

Server Manager * Dashboard -@ 1 F

WELCOME TO SERVER MANAGER

E———

Dashboard

DESTINATION SER!

Local Server
All Servers & Add Roles and Features Wizard
File and Storage Ser|

Confirm installation selections e

To install the following roles, role services, or features on selected server, click Install.

[C] Restart the destination server automatically if required
Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

DHCP Server
DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
DNS Server Tools

Web Server (liS)
Management Tools
1IS Management Console

Web Server

ate source path

[ < Previous Insta|t | | Cancel
5:
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Server Manager * Dashboard

'WELCOME TO SERVER MANAGER

Dashboard

Local Server R $ 09090 |

Al Servers fE= Add Roles and Features Wizard - ] *
DHCP

TINATION SERVER

DNs Installation progress 1
File and Storage Ser|

SAakmE-

s View installation progress

o Feature installation

Configuration required. Installation su.

DHCP Server
Launch the DHCP post-install wizard de
Complete DHCP configuration
DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
DNS Server Tools
Web Server (IIS)
Management Tools
1I5 Management Console

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings [’}

fa Server Manager

Server Manager * Dashboard

Component Services
Computer Management
WELCOME TO SERVER MANAGER

Dashboard Defragment and Optimize Drives

[ oHer

Disk Clearuul‘,ga
server -

Local Server

All Servers

DHCP

DNS

File and Storage Services b
s

Event Viewer

Internet Information Services (1IS) Manager
iSCSI Initiator

Local Security Policy

Microsaft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

S Ak

WHAT'S NEW

Perfarmance Monitor
Print Management
LEARN MORE Resource Monitor
Services

ROLES AND SERVER GROUPS ystem Congurston

Server gr | Servers total: 1 System Information
Task Scheduler
Ti DHCP 1 é\ﬂ DNS Windows Firewall with Advanced Security
Windows Memory Diagnostic
@ Manageability @ Manageability Windows PowerShell
Events Events Windows PowerShell (x&6)
s S Windows PowerShell ISE
envices ernvices
I ' Windows PowerShell ISE (x86)
Performance Performance Windows Server Backup
BPA results BPA results
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TR

&= | 2m c|Bm §

4 & DNs
v @ NSt 0 Add a New Zone
Forward | aokun Zones -
N ne...
D Hﬁn The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
D View 3  stores information about one or more contiguous DNS domains.
Fi Refresh To add a new zone, on the Action menu, click New Zone.
11 Help

>

DNS Manager

File Action View Help

Create 2 new zone.

Hide

Events
Services

Performance

BPA results

Events
Services
Performance

BPA results

P New Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,
A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, ciick Next.

ey ] [

Events
Services
Performance

BPA results

Yk -

|ce to be divided into zones. Each zone
Jomains.

Hide

Events
Services
Performance

BPA results
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1Y T

G

d New Zone Wizard
Zone Type “
The DNS server supports various types of zones and storage. . |
by
Select the type of zone you want to create:
(®) Primary zone o
ice to be divided into zones. Each zone
Creates a copy of a zone that can be updated drectly on this server, ;cmams. .
(0 Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.
(D) Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and passibly glue Host (A) records. A server contaning a stub zone is not
authoritative for that zone.
. e D erisa
Hide
< Back Next Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

p New Zone Wizard X
Zone Name “
What is the name of the new zone? l § |
4
|
The zone name specifies the portion of the DNS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name s | 5 be divided into zones. Each zone
not the name of the DNS server.
Jomains.
|
Zone name:
server.tw
Hide
<gack || Nextpy | | Cconcel
Events Events
Services Services
Performance Performance
BPA results BPA results
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G

d New Zone Wizard

Zone File “

‘You can create a new zone file or use a file copied from another DS server, . L
>

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

@ Create a new file with this file name: |ce to be divided into zones. Each zone
i lemains,

‘ server.tw.dns

(D) Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot\system32\dns on this server, and then dick Next.

< Back ext > Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

Hide

d New Zone Wizard

Dynamic Update

You can specify that this DNS zone accepts secure, nonsecure, or no dynamic |
updates. F

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Salect the type of dyramic tes you want o alow: |ce to be divided into zones. Each zone

lomains.
Allow on & dynamic upd wded for Active Dire L
This option is avaiable only for Active Directory-integrated zones.
() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
2 This option is a significant security vulnerability because updates can be
=% accepted from untrusted sources,
(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
<ouc coce
Events Events
Services Services
Performance Performance
BPA results BPA results
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lanage Tools View

p New Zone Wizard

4 Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedfied the following settings:

A
£
{
\

| Name:  server.tw ] |ce to be divided into zones. Each zone
D Jomains.
Type:  Standard Primary

1 | Lookup type: Forward i

Ak R =i
o

| File name: server.tw.dns
Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

Hide

<Back m Cancel

Events Events
Services Services
Performance Performance
BPA results BPA results

File Action View Help

e amXEBe=z Hm & 8
- * !
I L E'NSNS‘I New Host x fta
v B I. ns1., hostmaster.
v [ Forward Lockup Zones Name (uses parent domain name if blank): 1.
| servertw |n51
| Reverse Lockup Zones
| Trust Points Fully qualified domain name (FQDN):
| Conditional Forwarders | s 1. SErver. by,
® 119 1P address:

[ 2001:11:22:1::100

Hide

AddHost || Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results
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DNS Manager

File Action View Help

e« 2@ 6 Bm i@
= B ]
0 Lq EENS
= v @ NS 0 Add a New Zone
| ] - Forward Lookup Zones -
i | servertw
fio - The Domain NMame Systermn (DNS) allows a DNS namespace to be divided into zones. Each zone
e — Y P
1] D R N rmation about one or more contiguous DNS domains.
L] 1 Trust Point onc...
i‘i Fi | Condition: View » Ewzone on the Action menu, click New Zone.
13 Refresh
Help

Create 2 new zone.

Events
Services

Performance

BPA results

Events
Services
Performance

BPA results

Hide

P New Zone Wizard

i 0N Welcome to the New Zone
— Wizard

1 4

5z A | This wizard helps you create a new zone for your DNS

| [ server,

fio A zone translates DNS names to related data, such as IP
a addresses or network services.

em D

g ki To continue, ciick Next.

o 1§

[

_text | | conce

Events
Services
Performance

BPA results

Yk -

|ce to be divided into zones. Each zone
Jomains.

Events
Services
Performance

BPA results
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d New Zone Wizard

Zone Type “

The DNS server supports various types of zones and storage. . |
>

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a 2one that can be updated drectly on this server,

(0 Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(D) Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and passibly glue Host (A) records. A server contaning a stub zone is not
authoritative for that zone.

Events
Services
Performance

BPA results

lee to be divided into zones. Each zone
lemains,

Events
Services
Performance

BPA results

Hide

New Zone Wizard

Reverse Lookup Zone Name “

A reverse lookup zone translates IP addresses into DNS names. I |
L~

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvE
addresses.

(O IPv4 Reverse Lookup Zone

(@) [Pv6 Reverse Lookup Zone

T e

Events
Services
Performance

BPA results

Yk -

|ce to be divided into zones. Each zone
lomains.

Events
Services
Performance

BPA results
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d New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To name the reverse lookup zone, enter an IPv6 address prefix to auto generate the
zone name(s). Depending on the prefix you enter, up to 8 2ones may be created.

lee to be divided into zones. Each zone
IPv6 Address Prefix: lomains.

[2001:11:22: 10164 L

Reverse Lookup Zones
M 1.0.0.0.2.2.0.0.1.1.0.0.1.0.0. 2.ip6.arpa

ot s ] [ v
e

Events Events
Services Services
Performance Performance
BPA results BPA results

Hide

New Zone Wizard

Zone File
‘You can create a new zone file or use a file copied from another DNS server,

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

@ et e TR T s e e |ce to be divided into zones. Each zone
i lomains.

‘ serveripvé.rev|

(0) Use this existing file:

To use this existing file, ensure that it has been copied to the folder
YeSystemRoot3e\system32\dns on this server, and then dick Next.

<ot o>y ] | coc

Events Events
Services Services
Performance Performance
BPA results BPA results
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d New Zone Wizard *

4  Dynamic Update =N |
0
E

You can specify that this DNS zone accepts secure, nonsecure, of no dynamic
E| updates.

-
=
a

Al Dynamic updates enable DNS dient computers to register and dynamicaly update their
resource records with a DNS server whenever changes occur.

-5
(=11
o

lee to be divided into zones. Each zone

Select the type of dynamic updates you want to allow: lomaine.

ended for Active Dire:

tory-integrated zones.

Allow on e IMIC LpC
This option is avaiable only for Active Direc
() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
2 This option is a significant security vulnerability because updates can be
=% accepted from untrusted sources.

(®) Do not allow dynamic updates
Dynamic updates of recource records are not accepted by this zone. You must update
these records manually,

= B

sl

Hide

<oa e ] | conce

Events Events
Services Services

Performance Performance

BPA results BPA results

P New Zone Wizard

1.0.0.0.2.2.0.0.1.1.0.0.1.0.0.2.ip6.arpa

| Type:  Standard Primary

i 0N Completing the New Zone Wizard

= |4

| B K

iz A | You have successfully completed the New Zone Wizard, You

LD spedified the following settings:

LR | Name(s): N |ce to be divided into zones. Each zone
& D Jomains.

“a

o

v
Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,
Hide

<Back [ Fosh|\] [ conce

Events Events
Services Services
Performance Performance
BPA results BPA results
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£ DNSMa nager

File Action View Help

2. DNS
v § Ns1
v Forward Lookup Zones
| server.tw
v Reverse Lookup Zones

1.0.0.0.2.2.0.0.1.1.0.0."

| Trust Points
| Conditional Ferwarders

s 2@ TR H

Bl @ @
Mame Type
[Fltsame as parent folder) Start of Authority (SOA)
[_I (same as parent folder) Name Server (NS)
Flast IPv6 Host (AAAA)
Elwww 1P Host (AAAA)

Data

3], ns1., hostmaster.

nsl.
2001:0011:0022:0001:0000:0000:0000:0100
2001:0011:0022:0001:0000:0000:0000:0100

£, DNS Manager - a X
File Action View Help
e 2nmdc=Hm 8 8
2 EENS Mame Type Data
v & NSWF J Lookup 2 ﬂtsame as parent folder) Start of Authority (SOA) [5], nz1., hostmaster.
v - °Mml :o Up £ones [_I (same as parent folder) Name Server (NS) nsl,
. Re\r::i'[":;w Zones [F12001:0011:0022:0001:0000:0000:0000:0100 Pointer (PTR) nsl.servertw,
|.6.0,0.2.2‘0F?0.1 100 [_I 2001:0011:0022:0001:0000:0000:0000:0100 Painter (PTR) www.servertw,
| Trust Points
| Conditienal Forwarders
< > < >
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Bl Administrator; Command Prompt - nslookup

(=11

—

(2]
[--]
L

(]

Events
Services
Performance

BPA results

Events
Services
Performance

BPA results

BSEMEFHMA!

[Pv6zE &
[I1S & 4. 2%

puve

A

Vidk =

209




fa Server Manager

Dashboard

Local Server

All Servers

DHCP

DNS

File and Storage Services P
s

TR

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

‘QUICK START

WHAT'S NEW

LEARN MORE
ROLES AND SERVER GROUPS
Roles: 4 | Se groups: 1 Serv

DHCP

DNS

Component Services
Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Manageability
Events
Services

Performance

BPA results

Manageability
Events
Services
Performance

BPA results

Internet Information Services (IIS) Manager
i5CS! Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup

|y Start Page
v -3 NS1 (NSI\Administrator)
12} Application Pools
v (@] Sites
& Default Web Site

Ready

":1 Internet Information Services (11S) Manager

o - z =

(5 @ » NS1 » Sites » Default WebSite »
File View Help

O Default Web Site Home

Filter: - Go

(5 Show &l | Group by: Area

d o

Authentic... Compression

Default
Document
@ = &
Legging  MIME Types  Modules
Management
Configurat...
Editor

- | Features View || Content View

@& &
Directory  Error Pages Handler
Browsing Mappings
Ry o=
> &= §
Output Request 551 Settings
Caching Filtering

HTTP
Respon...

- "
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e & httpe/fvoww servertw, P = O || B 1S Windows Server

=R Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa
&3z% Benvenuto &0

‘ 3 h'. Bienvenido Hos geldiniz

Bem-vindo IL
KoAwg
Vitejte OplOOTE

Microsoft Willkommen ‘Velkommen -

[Pv63iE &
DHCP & #3% &

BSEMEF AR
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F DHCP - 0o X
File Action View Help

es2mEc @D

@ DHCP Actions

v a n_ﬂlp A 0 Add a Scope Py i
B 'V
B IPv6 < More Actions »

dresses assigned to computers requesting a dynamic IP address. You must create and configure a

Display Statistics... iddresses can be assigned.

New Scope... h e Action menu, click New Scope.

Define User Classes... ut setting up a DHCP server, see online Help.

Define Vendor Classes...

Set Predefined Options...

View >
Refresh

Properties

Help

Create a new scope

@

File Action View Help

| 2 ol 7 Galg g =

% DHCP Actions

v Ens o Add aScope 1Pv6 -
B IPva r ;
2 e New Scope Wizard j More Actions »

A scope is a rangq
scope before dynd

Welcome to the New Scope
To add 2 new scoj Wizard

This wizard helps you set up a scope for distributing IPv6
addresses to computers on your network

For more informa

To continue, click Next
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k4
File Action View Help

A scopeis a range
scope before dyn;

To add 2 new sco|

For more informay

|2 DG HE D
F DHCP ]
v i n"ﬂlPd 0 Add a Scope
b v
& IPv6

New Scope Wizard

Add Exclusions
Exclusions are addresses or a range of addresses that are not distrbuted by the server.

Type the IPvE address range that you want to exclude for the given scope. if you want
to exclude a single address. type an identifier in Start IPv6 Address only.

Start IPv6 Address: 2001:11:221
End IPv6 Address: 2001:11:22:1: ||
Exciuded address range:

[rsEN|

< Back

Cancel

Actions
IPvb

More Actions

scope before dyn
To add a new sco|

For more informay

Scope Lease
The lease duration specifies how long a client can use an |PvE address obtained from this
scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network

MNon Temporary Address(IANA)
Prefemed LifeTime
Days Haurs: Minutes
= 0=} 0=}
Vaiid Life Time
Days Hours: Minutes

l?_l;l U_I:j Uil
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v & nsl 0 Add a Scope IPv6
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B8 Administrator: Command Prompt - X

9:21 F#A

=R gmome

&k B IPVOZH 2L

BSEMB AR
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K EMySQL#@ A2 ¥ & 3% E
--bind-address= [IP/Hostname]
[IP/Hostname] = LA &
IPv4 address
[Pv6 address

Hostname
4& my.cnf 3% ZA4E ¥ &9[mysqld] & F
2% & bind-address = ::
HFRE 3T A3l IPv4 or IPv6 &% 3% 4

169

2SI

G\ v RS RARELEE

BSEMEF AR
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& - 4% - DNSfAfRzEER

{ERIPv6IELR = B IRFS FRIER

RS EXIEIPV6

7.

AT —

& A AR #5 fal AR 23

171

[t

|IPv6 FallbackB B/~ = [El

AT a BA
test.ipv6.tw
A IPv4=1111 User : IPV4IPvS

DNS : IPv4/IPv6
AAAA IPv6 = 200121 | | Network : IPv4 or IPv6

Server: IPvd orIPv6

PV AR _ .- "7DNS Server
T "““‘\\_,..._...—m_“.

" /I |PV6}§|E, x
\m/" T mone 458 =Y 4B KRR
FEE  QPwEE
IPv4/IPv6 REAR tEStIpv6tw
s E‘L

o DNSIZHServerfIIPVOT i User u
o UserZN S BUENIPv4/IPv6 E 1 & RIAE
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B

o b et b

e —

2R IPv6 FallbackfE &8 ->Happy Eyeballs
e

Server
AAAA? example.com

-

A? example.com

example.com, AAAA=2001:db8::1234::5678

>

example.com, A=192.0.2.1

3=

TCP SYN, IPv6
i e 1) [T > X
inisnason TCP SYN, IPva

Cache IPv4 Success

. FEIRSMIPVARIPVEHIES SR - I B5CIRIE 6 Bl A 4075 Wﬁi
L R I AR 7 I B G 1 B B ) MR PR

e Google ’‘sChrome web

browser, Opera 12.10, Firefox version 13, OS X057 &

L £ 7%

L I —
B E5IZ1E|IPVve T EE1E

icati Application layer protocols: Network
Application f
DHCP, DNS, FTP, HTTP, POP3,
layer SMITP, TELNET, SSL... ]
Addressing
Tl'ans ort Transport layer protocols: ]
IayeI:r TCP, UDP, .. Domain Name
Network layer protocols: DB
Network IP, ICMP, IGMP, ARP, < \ J
|ayer RARP, ...
L Socket J
H Link layer protocols:
Link Ethemet (EEE 802.3),...
layer Tool
.
174
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o b et b

FEIRIEIPVvEO IR EIR

o Network
a IPv6 enabled ((TEILTE/HINET Y A3 CHT WiFi)
. BEEREFEZIEIPYG  BRIFHIFIPV6H BEEREE
o Support IPv6(Firewall, IDS, IPS, LB)
» BREEDEESHMBEGIN : Firewall, DS, IPS %) - BRFZRENEDAES
EIPV6 » B FZAENF
o Addressing
o IP Format
= |Pv6 address: 2001:b000::1/64 + DNS: 2001:B000:168::1
= Subnetting
o Auto-Configuration
= Stateful Auto-configuration
DHCPv6
EREFIPHBEEESN
= Stateless Auto-configuration
BIBIEMBRBSEEPrefixH EEH 195

Ty  e—

FEIRIBEIPVOEE SR

e DB
2 HEHEAREPENNEML - BEESchemaE BACE R REFIPV6IER!
o BRBEGICTERARAIPv)REE (EIE)
e Domain Name
o O/ESKE IPv4 S HE domain namefl IPv6 address
= BIND 8.1 DI IE AAAA B DNS 8%
o OIEESARE IPv6 FHEGKHEERMER IP 2 ipv6)iJ DNS &8
= DNSABFEERFHE IPv6 WA L
= BIND 8.1.2 DI E 18

e Socket [
o FAZISocket 72 - RN OIRERFIER!
= BFHRREZSEAEWHNLEREL
o BHREAEKERBRBFEBL ( RFC3493/3452/4038/5014 )
s AP AT EERIPvATIPV6R EserveryB il
= Serverh BERIEZIPv4EPv6iEL
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o b et b

FERIRIZEIPV6IEE SR

e Tools

o CRIEEASNE
= http://ipv6-test.com/validate.php
= https://test-ipv6.com/

0 HEIPVAEEREREEY - 1I2EARHENIPY6 BB e
= |Pv6 CARE, "IPv6é Compliant Automatic Runtime Environment

ZETPve RANERAREI

= checkv4.exe

Microsoft Windows Software Development Kit (SDK)
= PortTolPv6
BIRIEZS » IPVAZIIPVO R E N BEENLEREFEIERE

o METBHAZRTEEREVRAZSRE  SREHSE

"

Ty e Se—

ZATTARIPV6 2 7374 (1/2)

o HE_ BIRABRAEINMN
FAIPV6 - [ElfFHEEIPv4 L
IPVOIELR
o BEHEESRS
o REERS  ASFERAK

IPV4iE4R

o HiE— BERE_AER
75« EPFEIEIPVOELR
o B AT ERAIPVAELRS
o REFEHEEMSHESE  AE
R 2N A— R al et

application
IPv4/IPv6
application
IPv4/IPv6 IPv6
client application IP.VMPVG
client

I.....I..II.II..I.IIII..IIIII..II.
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I ARIPV6 2 J5 A (2/2)

o NAZRIRAREEIIZRE A AR IR EREERIZRE — &
Tﬁﬁﬁ(rranslator) BSIEFIPVG reverse proxy - fFlnfAIPv6E
RSN - EIRzREEH #7%lreverse proxy - reverse
IPvAZELR 2[R AR asiE IV E R proxyﬁﬁHIPvﬁl ER AR AR g
&l

o E%ﬁ:ﬁj‘ﬁiﬁﬁﬁwvfﬁﬁﬁﬂﬁﬁ%

o BEOIRERIEHIPV6IER RS

0 BREEEECHEEE—EE
7% BERYAS  FEREBER
EZROI100%EE

o REIBERUEAS  AZFEHEER
a]100%Z 5 - BIFE A - B
HELREE (R imRaR

Translator 1Pv4
(NAT64) application

Reverse IPv4
Proxy appllcatlon

IPVAIPVE AR E RTE

IPv4/IPv6
client

client

&" —

o A RRARENRER—E ENRIREARSERI R —A
?ﬁlﬁﬁ('l'ranslator) B 0% FHIPV6 reverse proxy - A FlmFIPv6:E
AR giREE - SIREE R 7%l reverse proxy - reverse
|Pv4iE 4R 2 R Bl A 2 BN E R proxy st FIPvAiE R 2[R 5l iRz a8

&R

o B DREIEHIPveE R AR

o ERLOTREFEHRIPVEIER IR

0 BREEEREEHERE 148
B - BEREAS - F2FAH
FEERD]100%% 5

o REERMAS  ARRBRER
0]100%%78 - BIFEIAIE - B
HEfRE (P iRaR

Translator 1Pv4

Reverse IPv4

A
F'

4 (NATG4) application Proxy application
-z
fnﬂp\ﬁ APRAEE R % Lz}ﬁﬁiﬁ%
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IPv6 7t AR iz Al

o B/ RE/FRIREE
o FRRRSZIR

R ED R E Al
Enable Config Test

BB EIPVOEIE BRBEZEER RERBEE
BOBERRZECREIPYE REIPVGEEZH HREERIPVeBIEIE

o TRRRA2iE
s BT HESSSIRRRTS - ARENTFHAR
s E BREMTIEIPVOENES - IREE IR

180

Ty  e—

IPveFt &k izl

o BITHEEREI | BRI
. HARASXEE p v i
= C-JAVA - Perl ~ Python Bty
. AR EES i —
= Non-Socket NO \ BllEt
= Socket
QERENEERE
| BB RGEREEREE @
R ENRIBE MES 1
20 Rl ERRIZURE [ o= o J
3. EFLHRBABETE
By

181
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o b et b

IPv6 7t AR iz Al

o EETNFEE L
o HEZR - BRES CRE N ! ‘
‘ Y ' SERRE
el f !
2 BIBAIR KGR NO [ fgiest

182

e O —

General CheckList

R |Remark

1 =D Z A E (FIPVO A IS AR IR IR
2 RIEEE A REI(B R/ R E/MARRE/BTHR B

3 TR A A E e R R /P A Z IO IEIPVeIIEE
» Firewall, IDS, IPS, LB
> 1EEz%  ERERZS - B8AE

AR BT B EI TR

IPvefiriit 7 B R El/B B 75 TR (fa iR 25/ 48 i/ A0 S/ B 22
BEER R UFEZEIPVeTE Tl

RERIVEIP HERXBRER

aLMDNS IPv6 AAAAE R CHE

R R A R L I | PV E 4R BE
» %8 : http://ipv6-test.com/validate.php
> #1 : https://test-ipv6.com/

10 BRICHREBXFIPVOFHERLE IR CEE R E

O 0 ~N oo b~

)
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o b et b

WEB5] iR 25 4o 4] B A5 F P &9 P4 1k

o ServerlzWebf2 5= B2 ZASP, ISP, Perl, PHPZ | SliE#B
THIEBIE LRI EEREAZE IP il
<?php Your IP Address
$ip=$_SERVER['REMOTE_ADDR']; :<%Reponse. Write(Request.UserHostA
echo “Your IP Address “.$ip: ddress)%>
2>

RemoteAddr?<%request.getRemoteAddr()%?
RemoteHost?<%request.getRemoteHost()%?

<%=Request.ServerVariables(“REMOT
E_ADDR”)%>

€& om0

HIXAI H Test WEB

> ; Y B ER- » y s
Server IP Address : 2001:ca0:68:165:207:e9fffe24:5 Windows OS'fﬁﬂDu‘andomJ
YourTP Address : 2001:ca0:68.1654c7b633 300" L VoLt AT R85

Ty s —

184

4 2% AR F5 F+ % IPVO 450 RIAE 7% 35 BA
IPv&YP Bz B5E A B E

https://1s.gd/UCmheO vamvere. EEEEESH

W8 RBFH B IPVG AR R AR TR A

SR 4 35 38 S E AR A B9 20 E # ] DNS ~ Web ~ Email ~ ;A& FTP ¥
BRI S0 RS ARA A T AR E IPV6 YR MAF KM AL T ¢

— ~ #® DNS Jitf5 % 5 A& £ IPv6

(1). A FXRHA :
DNS A5 A+ 42 IPv6 2 #e ] 235 i 4k IPVG 3¢ 4038 A 4 & 48 ik L A ¢ root

DNS igmde » B tw DNS sL & .com.tw/.gov.tw/.org.tw DNS ¥ + &
B Me)DNS 4 — R —ReovinE
a i 44 o) DNS EMOEF A L3k IPV6 ¢
b.#k B & A& ¢ Domain name & 5 # 1% AAAA %24k -
(2). Mk
R ARMEE A ARM AR EBONA T Linux R TR T 7
dig 540 F X TRTESFHALE 54T :
dig -6 [ sk ik § 69 DNS] AAAA +trace
(540 : dig -6 www.gsnv6.tw AAAA +race)

(3). FRAKE

s - 223



%iﬂxz B AR & i gL EL L

https://www.gsnv6.tw/inventory/checkservicepub.cgi

& e AR #5788 IPvé
x5y

EEMHl—EEWebiEYsE - BUES hitp:// 140 hitp:/Aswrw twnic.net bw

E=H hitps §Ai5 - FEED hitps:/ 45140 hitps:/Awwawv.gsnve tw

FH=feH Email, DNS, FTP » 55 B ¥4 A T f8(domain name) - #1141 dns2.iwnic.net.iw
IS www.gsnve tw BYIPvE{ir4l & @ 2001:¢50:ff:1::9016

208 | RERGURLGIAD © www.gsnvB.tw - S5ETRE R ERIFTF)
Web

186

Ty O —

INGE
2 BREIPHARMIEIE - FIAEINEERAPISHER
S

o RSS2 EMIEIP  FREEEERIPVASIEIPvE

a % nru\rﬁq$E_CZEﬁﬁ|PV6_jZZE|PV4 ?

o ISP IPveiERARAS
o Routing tabledk#&
o BEHEEINIPV6EERE

a IPv6 Web7TH - BR/REAAER - 18INHERIE
o IPVOIRIEEZE R « ol B BAIPVeIRIZAGZESRIER
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[Pv4/IPv6&E h 35 35 F
R KA kiR

W

BSE BB AR!

w

1BE 221t

o HEERBIIEERR IPve Fi—RARE  RERBLZENBE
Bl REBEEGRED ?

o IPv6iEE;EBIPvA—1E EIRIPAE - IF%IPK%’J'W%—:HIEIIP
filll - —EARREROLET S ZTH

o EVAZRERMBBEEVONZE—IRTRE -

a0 REMWormsHI K EMNE B EIPvARIIPv6 2 2R B =R - AA
EeERAENER  FA2HEEENEE -

IPv4 \Vul. Z IPv6 Vul.

Security Issues Shared by IPv4 and IPv6E

Shared Issues

189
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o b nat b

At which layer security?
Application
http 1« » http Lgy?er
w I R
Network
Layer
Data Link
Layer
Physical
Layer
: Access Point
_gid or Gateway

LT

IPv4 B4 IPv6 78 RINEE
o IPv6 SERRFANERZ NS - BAL - IPvé LR R EN B
BLESB YR - [Pv6ims BB Al B aIE -

g fEFE ( Application Layer ) {2 : £[ERB i
[E (OSI% 7@ ) LFrMTHNE - MESF
midl - BifmsHENERE  ALEAA
RNBEE -

> HREEEANENNERBENZEINE -

> ERERHE ( Rogue Device ) : REIBHEAIEE
BEANET REOEES—SEASHE -
BthoJpE 24518 - IBHER - FEBBERA
( DNS ) falfR2E - DHCPEAMRBHREEZZE —
EIfmARIZENES -

> PHERRRFE : PHETRRFZ N EBAIRIERATER
IPvG #2 °

\B\v HARWE . MEREFIHH - HFEFRSE - y
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[Pv6 DDoS 2 I Z2 Z 4]

ERIPver 7 B FHETRRFZ B RS - tJiERE T —KE LEBNRER -
MEIRERTRTEHIPVe B ERE DA E

It's bequn: 'First' IPv6 denial-of-service attack puts IT bods on notice

Internet engineers warn this is only the beginning
By Kieren McCarthy in San Francisco 3 Mar 2018 @ 09:30

Analysis What' claimed to be the first Pv6-based distributed denial-of-service attack has been spotted by internet engineers who wam it s only the beginning of what could become the next wave of
online disruption.

Network quru Wesley George noficed the strange traffc earler this week as part of a larger attack on a DNS server i an effortto overwhelm . He was taking packet captures of the malicious traffic as part
of his job at Neustar's SiteProtect DDoS protection service when he realized there were "packets coming from IPv6 adaresses to an [Pv6 host."

The attack wasnt huge - unlike this week's record-breaking 1.35Tbps attack on GitHub - and it wasnt using a method that s exclusive to IPv8, but it was sufficiently unusual and worrying to flag to the rest
of is team.

Computers behind 1900 PY6 addresses vere aftacking the DNS senveras partofa larger amny of commandeered systems, mostly using IPv4 addresses on the public intemet. Anyone running an IPv6 ]
network needs to, tnerefore, ensure they have the same level of nefwork security and mitigation tools in place as their IPvd nefworks - and fast

“The sk thatfyou donthave PV aspart ofyour threat mode,you couldget bindsided” Neustar head of research and development Baret Lyon tod us

With a few notable exceptions - ike Facebook and Linkedin - most companies that have started introducing IPv6 nefworks do so by running [Pv4 and IPvE in parallel, often with two different teams. Both
Lyon and George wamed that, in their experience, network enginers are geting their IPYE networks up first and then worrying about ocking down securty later.
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IPv6 L EIR1B

IPv6/IPv4 . ™

Dual-Stack (GOAL) Endpoints
—Deviceintegrity
-Deviceand user AAA
Access —Hosts: firewall (i.e. Black Ice), OS patches,

Layer AV,hardening
—File system encryption
—Vulnerability scanning

CPE Access/Perimeter
—-L3filtering, L3 DDoS mitigation
—L2 security (Firewall, AAA, device integrity)
—URL filtering
—-IDS (Host/Network based)

Distribution
Layer

Core

Layer

Backbone/core
—Deviceintegrity
—Route authentication

jaels-leng

Aggregation/Distribution
Aggregation -Device integrity

Layer —Route authentication
—Stateful/statelessfirewall
—Crypto
—L3filtering, L3 DDoS mitigation, L3 spoofmiﬁigatiOJ

IPv6 Server L

SourcelSP_security_best_practices_CS_pdf
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RFC 4942 IPv6 Transition/Co-existence Security Considerations

IPv6 Protocol- Bsues Ducite Issues Due to IPv6

. Transition
Specific Issues Aok s Deployment
Confidentiality Integrity Accountability  Availability
® IPv4-Mapped IPv6 Addresses m IPv6 Transition/Coexistence " Avoiding the Trap of Insecure IPv6
® Increased End-to-End Transparency Mechanism-Specific Issues Seryice Motz
# IPv6 in IPv6 Tunnels ® Automatic Tunneling and Relays EDNS Server Problems .
® Tunneling IPv6 throush IPv4 mAddressing Schemes and Securing
Networks May Break IPv4 Network Routers
Security Assumptions mConsequences of Multiple Addresses in
IPv6
mDeploying ICMPv6

mIPsec Transport Mode

mReduced Functionality Devices

mOperational Factors when Enabling IPv6
in the Network

IPsec isolation
of Secure Net

.“ - = i ‘— g Proxies

mSecurity Issues Due to Neighbor Discovery
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IPVANOETFIRIBERN & % 8 [

HREEL % AL AIPVE
O EZ2ZE oI BIPve RIS I BEIPv4/ve M fE 48 B

E2 = th ol ¥l AIPv6 tunnel % flf B FEIPv4ii E
O BRI K& IOSTEER SZIEIPVE
O Firewall A IDSHEE B HIPv6TiE

IPvATE I b R RE IP V6 fir

o #FautoconfigurationE o] L{ B 1TEV1G —{ElglobalAYIPv6II i -
o ARBAERERIPv6ZITE  FERMB—EARFEAYEM -

authorized IPv{]
Clints

IPv6 i@ b g B Vulnerabilities in
IPv6

O IPv47ELayer MV EFE R HIPveIkABM -

O Subnet A AELIER  HNEEZEIN -

Source:NIST SP800-119 Guidelines for the Secure Deployment of IPv6
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[Pv4/v6 2 17 3% 35 84 & 2B R

IPVA/IPV6 3t {7 B i (e i (1B M
O BB VNEEIEIPv4-IPv4; IPv4-IPvG6; IPv6-IPv4LL RIPY

ﬂDual Operations

IPv6UiEEHE

IPv6 2 solution B i B2 A B p 3k
O §R = 1R 2ERY 7R &6 AR TR A SRRV AT A2

O BMEHIPv6eZIEAUIPVIZH
O #HIPv6 ZSZIE B EIZEWNIST SP500-267)

Source:NIST SP800-119 Guidelines for the Secure Deployment of IPv6 126
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IPv4 R = R EIT R

IPv4 FEGETEEZ BRBFABWERE - &7 AR 22
WEERD - RIS % MISRNKETS !

o ARFEPHETTV X128 (Denial of Service Attack, DoS)
I B A E RIZIRMT BEETASIFEZEK -
1% BEARARRIBELIEAERMERELE TR

%&TZE'{/\
o BERRIAUE(Malicious code distribution) : &

By =ZiEA P4 /MMl ZEEEFSREE =ZEI
AIEBRERERRMRAFNEL M
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IPv4 e RINET1TH

o 7 AW E(Fragmentation Attacks) : F|AEE %
MEARSEA IPV4 HE 105 - BEARTEE
AEBEENRERIEERTFHEE

o IBFHIME (Port Scanning) : I Alm O F#ER
o HBERRE - B i IPv4 B9A1iEZE R/
- (@ ClassC BB EFR U0 En ol = 8iiF

o ARP 18R K ICMP E=E I E(ARP poisoning and
ICMP redirect) : 1&%&89 ARP [c]fE@ X048 & =
AN EEM o e SR BE X fHR
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IPvo'® B/HBANZ E s

o HEIPVOSIRBLE M - BIIAADPEE: - A0 -
2 BEEZEUEE  MAEERIBKERE - DNSE ST

2 Rouge RARIEE : AMRERD BISHERAEIEHIAIERN RA
a2

o REERFHESE | ZIEMM4IREE (Extension headers)
EIREEM - RIEI o) gE N AR B R R LA E EnRh
2 Spoofing & Flooding:### :
o BIEAUHS2A Ol BB AR TEIPVE A IS -
» |Pv6 AfEMERAII CARR/ VI EN O g - BEHRDERAE
2 IPv6 Unsolicited Packetf& : tRZNAT/FWFEFR - A
PR T=EE T E

199

s - 230



oy O —

o b et b

IPvoBIEZ 2 [hEZ £

o IPVOASIENAT - FIKIBTEIPVOELZ FEFEZ - HXKig
WA IEIPVE - TiHERIPVOINEE 2 Se 2 1 K U HE
o BRIEANENH NG
o AERIPv6Z EHEARERE - BETIPV6INEE

o DIPVARBELZEMEAEE  BSIPVeRsTHESR @ ET
R EER
o IPVANSREBIFEZENERRIPYG - B RIERIPV6E LR H 12

HEZEHIPv6RLE#F] (L3 Spoofing » NDP Spoofing...55)

o IPVorEREREREMBIFUBERZERBEEFEE - AE
HAEHtsz /8 ~ CVES R 2B A SE - BIREH
o] gENZ Z 55 7h 5T
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R EEKG

o I BEIBIER KD
o HOETERTAR Bl - WHRASREM P HEEERTETES -
PURTERE DFE I A8 B ST N7 45
o NetFlow =&l
o Netflow U4BRE /BB B 2IR DT A4 R
o BESRERENEN S IPAHIHKEEN  BESEEHT
EInEaRiE. 55
o |IDSEDPI EZLFHESHE
o ACEREIES B2 EIR (1 22405518 (Port Mirron) 31 &
o EEHENASHEHLY  ETE- BB BHE AR
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ICMPV6 1 EE £

o ICMPV6 £ IPVOARRR I EREEZN AT
o WARKER ICMP : Types 1,2, 3,4,128,129,130,131, 132, 143, 148,
149,151,152,153,133,134, 135,136,141, 142
o EEBINA ICMP : Types 3 -Code 1, Type 4 -Code 0
o WNEBEEZER ICMP : Types 138,144,145,146,147
o REEVIETEBEEZER ICMP : Types 137,139,140,5-99,102,126
o IPVOABISEIFIXKIBICMPYG - B TERMEE AT T - PKiE
ICMPV6 BUER B #IUIEN

Connectivity Checks X X
Informational/Error Messaging X X
Fragmentation Needed Notification X X
Address Assignment

Address Resolution

Router Discovery

Multicast Group Management
Mobile IPv6 Support
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IPV6RH K ie B ZFhE

o AEAMXIBEEGSZIZEIPV - WiEATIE - EAHIEHRIEM
® g HUESZE 1Pve MBES

o BH KAESZIE IPv6 B O] L%E IPv4 EEEE%EEJ 2 1E IPv6 NBEA T, - B
KBS IEREHN IPv6 MEEMETERE - FU1@ E IPve FIBHERA

Policy > Policies (From V1-Untrust To V1-DMZ)

Name (optional) Valid RA
New Address
+ Address Book Entry [ 1280200 f11200.a0a0/128 v || Multiple |
Ay e
New Address Any- |
Destination Address _ i . pook Eritry| O/arUp VPN IPva bie ]
BE

o D Dial-Up VPN IPv6 i

Application | Nono — l l

TI{EEF Esource 1PVt ;
destination addressZAAny-IPv6

Source Address

WERB Filtering
Action Permit v LDcep}B;kcc“onr
Tunnel VPN None v
Modify matching bidirectional VPN policy

Logging - at Session Beginning

Session-limit
Counter 0
Alarm without drop

|_OK | | Cancel | |Advanced | e

Ty O — =

BA K AEICMPV6 Policy#5fl

—~ i . F|rewaII B

Internal Server A

ICMPVvEe 1IcMPve

Permit A 128 Echo Reply

Permit Any A 129 o Echo Request

Permit Any A 1 o No Route to Dst.

Permit Any A = o Packet Too Big

Permit Any A 3 o Erngc:Z:l.e%ed—

Permit Any A a4 o Parameter Problem
FPermit Ay = = o FPacket too Big
FPrerrmit Ay = -3 o FParameter Problem
Fermit Any & asosaae = St
= Ay ANy

Ao

o IPveFTENfirewalllhz - £IPvALFEMEE - A0 HEH

4@7—

Internet L
- J—-—

o FHEICMPv6 Emulticastiy A SR EGE B8
a ERICMPv6 ND/NS/RA/RSEFTEERIZR SN Layer-2 firewalls
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Linux IPV6ER iz B K i

o FuMp ¢ AE AAF TIPVO AL hk 7T AR 47
a ip6tables -1 INPUT -p tcp -m tcp --dport <port> -s
2b00:x:x:x::/64 -) ACCEPT

o $if5] ¢ 45 RIPVO AL HE R AEIR SR
a ip6tables -1 INPUT -p tcp -m tep --dport <port> !
2b00:x:x:x::/64 -) DROP
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NetFlow IPv6e;R = 45T

o EEUUAEREHIER IPv6 2 IPv4 REEHL
MEEA SR EER - DIRER REasE
o IXKIRFEFRRIAETRE
a &% Inbound  Outbound ~ SSH &4 - FTP &4 -
A5 - BEinREELR - Blnie MO - Proxy -
Mail ~ ICMP &#T#at
o ETWIEEERERRE  TIEEHE - JEXNE
o BIRELZREN IP A - BREH - BB - 48
B
o EA IPV6 REEERE
o FEHEEARERFERE IPve Ut AT R REEN
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IDS 2 DPI System

. I%EE’JZ% Ei2239 6] Payload W ECEH Ol 58 =
el ETAORBEEE

o OJFCE Netflow H#ET @ SHHEEBR=ET
Payload W2 - DIRERUERRENFEE
2B E

¥ 1 Protocol IP  Ports 3T 4 A2 logAE 6f 3R.&
:
ale mpv6é any any -> SHOME_NET any (msg:"ICMP6 connection detected!!!”;\
td ooeeoo class type misc-activity; rev: ,)
alert any any any -> SHOME_NET SNOT_USUAL (nf.g “suspicious connection detected!!!”;\
sid: 1000087 classtype:misc-activity; rev:i;)

FLR S TR AT B HBA FLR R A S
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BT EIPVoPhER =

o PFHXE
0 AERARXIEREZIEIPVG - BEAERTBRE L FIR
o BB ZIEIPVERIEE NN LIFNRE A 4 US4 IPv6 - ZEiFEtad CPU
B35 KL IBRRRAHFEMR N - BERUES A e R K
0 FIRIPV6E O 2EIPv4 RAIEE IPV6 BIA8E T3 (ACL) - BkIEE
RHIPVETEE - ZFH 7= IPve BT H]
o 2EMiRiEE B Checklist
o Ji=Eilogs
o WkARFEIRR/E A FH&EDRE © Inbound ~ Outbound - FTPE#AR
- SSHIEAR ~ AisF5M - BinREER - RIniZFEN - Proxy -
Mail ~ ICMP E#&745t
o OSEBFT L =Z12IPv6 - System Log — M 190] 1E = R, AP Log Al
TAHAPHIIPVOZ IBEME - BT AlEl

T S —

BRREIPVETy RS

o IBHIZER :
HOMNER /12738 BB
ERSTIEERINAERERES - HERZRIE
BAPASEZERA
BRBIFNEZICMPVEE - REE S AN 8EX
kiEscopedi BB EEEH &
2% |FRouting Header Type O(RHO) 22 R HIIPV6IE(E 58
B Eunicast Reverse Path Forwarding (uURPF)
&) Secure Neighbor Discovery (SEND)

o FAIPveER#H - W6tod, ISATAP, Configured TunnelZ
o RIZF

o |IPv6 First Hop Security

= B®) RA guard - DHCP guard - IPv6 Snooping - Source/Prefix Guard
LK Destination Guard

B @ & O vE B B &

211

s - 236



O —i

o b et b
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o folfkzs

1 AB2ERSSFERANALLE - WERBE AR EINEE
= B30 : 2001:ca0:164:6f:1
HEARERRFAHKEE Link-local IR E - BEE—L0]
iﬁ it & BURE Y P98 {E (threshold)
 BIEEMRAREARERAS Y22
o TSR R patch - 225N MBRETIA A (RIS R 24 -
B HElUPE PSS =
o FHIPveEsEZ ] - dN6tod, ISATAP, Configured TunnelZ
o EFESHBFZRHERE - EARIEREWRE AR

'y —

1 ik =% 22 48 I 5% s | PVORD a2 2

o #EUmERE

o BERREEHEPRIPAIHEENEZRIPAII - FEZEE D EEIP
WIEE - MIEFIREHESAI A HEAT 4R

o EAFAAEREAIE ( Privacy extensions ) - ZREZZIBHELIMNEBE A
HETEERENEN

o FAMIEEMREE - MHTTP Proxy - % Web%E SIRATIPH
Cache - =l fE HERFAIPrivacy Address

0 FrA S 12 IPv6EEhost-basedRh X i

Q ﬁfbiﬁ%%éﬁﬁﬁgﬂﬂiﬁzli%z&% - MEEARIFEZ R Zpatch
ZETHAN ASERZG - THEERDKIE R SEIES

0 EBFEFERIPSec AHRIEA M Im B4R HAH A 5058
a rﬁﬁlpvﬁiﬁs’ﬁ%?ﬁﬂ 4néto4, ISATAP, Configured Tunnel%
0 TEEREZMERLE - EAREEWEERER
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INGE

o HNRIPVOEIPVARK B ERILTE BARNAERFEFEE
MENZEZER  FHEEEFNEZERE

o |IPvOEIZRZEM - BNBAVIKE  REMWAHXZ2ERE
BANENIPVeE BIFRFE /A ERIPV6 2 E el B
. EARAIPVOINEE

o LIPVARBRZZMEAERE  BSIPVORETHNER - #1T
B

o EEZEIPVORBLZEHEREER SRFC 49428INIST-
SP8001E RS EEM
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o IPVOHIRBRINFEBNSEMARIFEEE
IPv6 25G/loT » SDN/NFVLEUK SREF B i it 3% FE AU B
SR RAIPIRAERIRVZEIVE - FIEERE B KAPIsERFEA]

PR < #E A
o ERENASENEP  FRTEIBERPANRIPG

IPVOIRIZZER - o] ZBAIPVOIRIFAGEESEIES
ZZIPvoRE L = RhE RIS EECSRFC 49422NIST-
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e XEMMBE ATEI > RE1065F12A228 TR E
ERMBEEARZAABELZE G - HPpERLF
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Network Information Center)

S R

RFEF G4 F ¢

JEREF BB UBATIRIHLEFTHER
BRZAEN  REZEMENR BEEFTHE - 3
B ERF -

o i ~ 12 B S B PR 48 R 48 25 (Internet) 48 4§
ZRRAAASF LFREABEABETRABRAKRS
EZ B o
WHBIERSEAS N EAEHEBEERAZLR » A
WA B MR ZES ~ Xk -
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A EBIERGFOME » FEARARHERN

¥ Transport Protocol 2% Application

R H—@AT K -
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435 6 IPVALE ot B | 9

B Al 7 B4 & AS 69430 bt #8 A IPvAAL 1k
HArh# X 2 ddsa 0~25589 L2 HED) A R Y

210.130.1.1

HEEE » L F20932-R FHEARLHE T LA 4L A
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[P 43 1ik 53 B &) 48 4

R yIANA S F.o (3K HICANNE 22 )
HF BARE RS i A8 & R GEM P o (Regional Internet Registries)

—BR M E : RIPENCC
Réseaux IP Européens Network Coordination Centre
—Jt £3E : ARIN
American Registry for Internet Numbers
- K¥bE&E : APNIC
Asia Pacific Network Information Centre
T £ : LACNIC
Latin American and Caribbean Internet Addresses Registry
—3Jk - AfNIC
Africa Network Information Centre
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IR
L] RIPE NCC

Il APNIC
M ARIN

i LACNIC
S AFRINIC

ACNIC

e - 246



Ty R —————

o b et b

k35 R AMAEZ SR XL E

|
| 1 I 1
[ . . — | AF »=:a [ tAacNic | [ RiIPE NCC |
r 1
P S —
|

| !

oE | BN BN =R

2L 38 R 3R 0 9T £ 1% NIR (National Internet Registry) #% & R4 4 LIR (Local
Internet Registry » — Az % AISP) » LIR B BRIE X LB P -

m -
H—%

ot/ X ey AR R BE IR RIBRETET AU E
TRERTRAEEY  BEFATFEHERNE
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[Pv4 fLik & HE F R,

1994 & L A7 Classful

48 %% (Classful Addressing) 4% " »
B TH | 0 A 19935F A A& ATk 4
PR 48 28 o) HE 3R B & 0 — BT 3E o B FIPV4

== e |START ADDRESS| END ADDRESS
Lass 2 0.0.0.0 127.255.255.255
€ ',,\“ = i 16 12" creasey [2"¢ (esssey | 128.0.0.0 191.255.255.255
« 1(\\ e 8 M aomas2® (2s6) 192.0.0.0 223.255.255.258
c l:\ 1110 |,|\.‘|,\I| n Iii\l(;\‘l D 1v|\|‘|l\ll D lu\lll,\‘l D 224.0.0.0
|0 bt forien] oiiten | oie | 240000

1994 = 1 7% Classless
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I K
[Pv4 ik 69 5 BLER 7
WA | R B ERNE %ﬁz.b‘)éné&&
84 7T 244 74 16,777, 214
B 164 7T 1643 7T 65,534 16,384
@ 244 7T 84 7T 254 2,097,152
CLASS [l VEireY | Gs | amon o s | arsees oe® [START ADDRESS| END ADDRESS
cuam| o 8 24 |27 (s |2 aerrae]  0.0.0.0 127.255.255.255
<'l«i;\85 10 16 16 |2 c16384) |2 (ess36) | 128.0.0.0 191.255.255.255
| . s |2 oomasa|2® 256 192.0.0.0 |223.255.255.255
CLASS NOT NOT NOT NOT ST YRR VEE
p | 1110 |pEFINED| DEFINED| DEFINED DEFINED 224.0.0.0 239.255.255.255
CLASS NOT NOT NOT NOT - _ - o
E | " |periNen|pEFiNep| DEFINED DEFINED 240.0.0.0 255.255.255.255
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[PvA4L ht 4 38 B & 3 38 R
VAR ram(ei ~ B # AGEFANAT) 26 EIPv6

AARVITEA AN ATRRE BE—RkUAHER
(Y ASOE/B8KR "RB—RETITH FHE AR TH

# 3, £ BGP Hoaly RARGHE @
routing table § ~ A i
3618 /8% & ¥ 3%,

57k A R AL ak)

SEmA PR FFREBMATR wEAREER

HREUARES 0 BEHNREHNE IPVeERZ T

THRAERER RE > EEFR EAFHE 2

Ch NATS A S HRBREEE
35 % B

R

o b et

IPv4Fr 38 18 & Pk B8R
cIPLuE AR » % A(P)E R — B it

NATSE ST R E ML bk 2 JF 48 > 2R
— BRI RAEI BT G %’«k(#ﬂé@@l)ﬁ%ﬁi“ﬂk
—20104 23K L AT #1691% iR o P |

T8y L4 E £ F S IPA b B AT A /7 (Mobility) % 3%
—IPva44i 1t R 2 9k » Mobility % 3% 46 /1 £ X R 2 °

CFIRNERY
—20105 1A EE£BR L@ AT224E > A A331850% 4 L 2 TP 4k
—2010F1 R R+ B L4 AO3.64% > A K 5| 6%&9IPAL HE
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TTL LR

—[Pv4 & 48 32 hE 2 A 3241 7T
—#k A Classty 7 R 2| o E 3R 52 2 5B 14

L AHE P AR -
—f£IPvA E B E# T QoS | IRFEAR A F 2 o
—CIDREY 3R E 2 3k 232 Loy 8 -

S e e—
[PVAB AT AN F 695~ T4

AR
—IPv4 & 7% f8 F R 4938 g FRAR 22 2 04 Au 58 38 3

LA RER T :
—DHCP) AR 5 % ~ & T ~ HEXR )
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[PVA BT A B 9824

IPv4R 2 &7k X ik i Koyt K
C O ErREE T Sk L EWMB R SR ARG HREN

IPv4 % & 4| A 48353 bt 80 3F 55
(Network Address Translator ; NAT)

HEZ2HMT TR0 T RARETE LY B

T e —

By AT F ZIPv6 ?
## ik 1Pv4 9 188

—Z5 4 IPv4 firhk R 2

~NAT &) J& F 3% Ao

— ¥+ % X, (Peer-to-Peer) #4834 3% 47 Bl 22
—fTE) %M 0 RAE M
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By AT & ZIPv6 ?

TF —4X Internet #4412 £

—IETF & 7 [Pv6 1% 4834 042 4

— 2 AE BN IPV6 ¥4 (4w : 4G~ 5G)
T8 EE - P2P B ER

—IPvo &y % 24

& e —

By AT & ZIPV6 ?

IPV63 4 3 44k 4

-P2Pi&fZ ~ B @13

— End2End security
~REMEABNES

—#| A IPV6 ‘g 37,4 Bt 48 AR 5 S JE A
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IPv6 ey 28 & (1/2)
1992 % » IETF IPv4 &4 Address 7% fa] A~ &2 &4 P #8 B 45 4 AR 3T

1994 » T — X6y PR 381 T 46 ITE - 45 =R
CATNIP (Common Architecture for the Internet)

TUBA (TCP/IP with Bigger Addresses)

SIPP (Simple Internet Protocol Plus)

19954 » SIPP#% & & AIPv6
IPv6 &) 7, %6 1% #% RFC1752 /X Bl
(The Recommendation for the IP Next Generation Protocol)

29

T R —

IPv6 ey 35 & (2/2)

1998 & > IPv6 Z {ir xb 2R 4% #4138 AU € X A 6 o H &
RFC2373 (IP Version 6 Addressing Architecture)$2 RFC2460
(Internet Protocol Version 6(IPv6) Specification) /2~ Ff °

19995 » 2 F—EE¥REAREANREBEMAWBA)RILT
FIPv6 Forum ; o ARIN #% 23 % — 18 2 IPv6 Prefix :
2001:400::/353% F # Esnet (#5 R4+ 2 48) -

2002 & > 4 3K & & 3% M 49 Internet Registry RIR(Regional
Internet Registries)® # #7849 " [IPv6 Address Allocation and
Assignment Global Policy
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IPv6 2 18 85 81 & 4% 4k I,

IPv6 45 & 2 1% % (48 # 7 IPv4)
— /T %) e A3 bk 722 Fi
— 384 04 B 44 %) (Plug & Play)
e
— QoS3 AE 1% 7%
— 351ty Mobility #2 Multicast #& /7 %

'y e —

IPv6 2 18 Bk 81 F 4% 4k

AR T TH
20074 J& ik IETFi# @ 19138RFCAZ & » %
i B P A IPVABR A A2 & o

o SR AR B2 3% e X A% O AR 3
A XAEE R 4% ZIEIPV6
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IPv6 2 18 85 81 & 4% 4k I,
M AEYBEBEHNEER £

—IPvAfL aE % ki@ bp4ash 0 LUK E R E &
A K 0 RETAEIPVARAT EF RAR R T ik
—%F % IPv4 applications3g ##NAT issue#® J& f£ N

—¥ f 7k4% 3] A B #E #1 J &9 1Pv6 Business Model
(IPv6 J& 3% %8 - M A X EH)

T L c—

1+ 8 & IPv6?

Vv = version= R A~

IPV6 #7257~ Bk 89 1P#. %6

IPvO4a £ F 269128 R H BT LAE R » IPVOfLat F
kAN EES > BB b6
0,1,2,3,4,5,6,7,.8,9,a,b,c.de.f Ar4arz > YA B 3%
-2 2001:0¢50:1f1:0001:02e0: 181f: £95:b229
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A+ £ IPv6?

FE BB —KEF AR
A1 B % bR T S P 44

5] %0 www.twnic.net.tw

2% e B EiRia IR g 4% AIPvofL bk
FIT A — A% 4E A & A 5 & B 3w A\ IPvOf ht

Ty S —

[Pv6 fLhk & 57

IPv64E F 128 Bithg 43 1t 7 Fi
Ko 7 A 20N 28 Sk % R} 0 A 163X (27M) & 5T
TEMR32E+ N BB TF

F LA AL hk 2 15
20030000000000B30000000000001234
(REZ 5 icsd)
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[Pv6 fL ik % 50k

>2003:0000:0000:00B3:0000:0000:0000:1234
(7 B LB R TR)

(GRS RO F

1.5 32 Bit 4o ]38 2 4bit X~ 4 0 » Bp 7] 4 84
2% 32Bit 240 AT E A0

3.4 4 T B2 32Bit B &% A 0000 0 AT 24w
BB B 12— R AR

>2003:0:0:B3::1234 (f5 8)

T S —

IPv6 AL ik & 5= 7k

FERR
2001:€09:6910:100::1

FRAME FkkT
2001:0f08:5800:0009:0052:0000:0000:0101
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[PvOAsL 1t 46,15

www.1pv6.hinet.net
2001:b000:180:3::5
202.39.224.5

www.twnic.net.tw
2001:¢50:11f1:1::9999
124.9.9.9

T R —

1& A IPV6 &y I &

AL F % &YIPfr k% R
—ih R R RIPVATT HE R B 84 otk o
« P 4T oY B AR £ 5L EFE(QoS)
—HH SR E TR E4F9QoS X 3% -
P RLBBATEHE N
—#] Fd Mobile IPv6if) & » 3 halP & 1t &4 18 #] t£
914548 B AR X 2B &Y BF R
784k 84 2= 2 4% H1 (IPSec)
—#% 4% End-to-End(3% 25 3| 3% 25 ) e &2 & ©
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IPvoty B 1B X 45 2L

L.#E% > FF%

2. B F% b B 4% 35 (QoS, Quality of Service)
3.Fa4HBP A

4. B R (R 80

5. ERE

41

T e —

BE— HFS TS

o [PvOfir st 48 - H 285128k F B ] LA{E A » 43k
A
3402823669209384634633746074317682114561E
IPvOA3L 1k =] LA4E

o —FFH/NRAEHE % VIPVORY L HE TR 7 LAMLIR 4B
mEREES  HIRABHRASEITETFFIAE
» FFFH AR5 A 65557079334886694389859948
IPV6 &4 f3 bk (494 64F 548 & Jk18)
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B2 = RF onE 1235 (QoS)

*QoS & —FE I H| M H] 0 1R 4 69IPv4 4838 I K IR
i 7 2 ey QoS H] o M E BRI R dE 0 32
AR EF AR A EREARBEEHOEIRZ —

IPvoJER £ 2456 H - REBIEY - AT
U IR AR IR T R R LR BBREET
I35 48 28R B B BB o

% e Eeee—

1B 2 = BRF ot H 173 (QoS)

B EmAAER Y > RE&EREETRE
I8 0 PRig TR ART 09 388 DALR AT 18 ARG T
R R BOHIRE RF BB » &0
REBRMH A% 119110 FHEFEER
WA -

3% 3B IPvO S22 2 ) QoS Fl AE#E fR Bp B &4 E B3
4 ~ By b BRFS F B UA R AR B 483K B AR 0 BELE
B — ey KRE -

44
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IPvOoiE 2L = © FE4GEF A

R RHREALFIPVOIEDFE R EME 2
B prE B B SLEP 5T 45 R IPV64E Ik 8y — B o

cloT &9 X =:EH

T —
[PVO4E BEvg @ Bh ¥ 2L{R 4
FEIPVO Byt A2 » BAB L4869 AZRE £ 5 by hk

C BEFEH B ER Y LEA @K% TE
AR TR R R IR RS H S -

46
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IPVOiEEE R * fEH &2

IPSec ik & T MixIPvAsh 2 &M BR8P 2 £
Ay 1P 3 21 &

[Pv6 34 1PSecty A\ B 22 44 &

3 [PSec A4 LR L IPVvORy 3t 6L, P

% B—

Basic Address Types
*Unicast (25 ¥ 2513 #)) O — [
o =
*Multicast (B£3% 1% &) L —<—- O
e
% o /% H L
*Anycast (% Z5 % 1% 5)) Cle——==cu
]
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Unicast Address Scoping

*Global Scope:

o feInternet b Z 38 2 fr hk % R} > H Ak A%
2 Global Unicast Addresses

*Link Local Scope:

Fir 5 42 [5) — 18 Layer2 48 8% T &4 HostFr 48 F 64943
hE % R 0 H AL hE$% A Link-Local Addresses

*Unique-Local Scope (#a4%IPv4 &) Private Address) :

FiT A A — 1B 483 B 32 AR 5] T 2 A0 A 48 38 A b 22
Rl > H 4y 1k #% & Unique-Local Addresses 49

T B—

Unicast Address Structure

2003:0:0:B3::1234/64

4 &As bk 3R 45 2003:0:0:B3

Interface frhk 3R 4 JE 8 B 4k KX, :0:0:0:1234
Bk 1234

Networkfr bt Jk A b oy 4938 3% 1 25 1%
Interfacefsz bt 3k A L &g Host 72 &

I n bits | 64-n bits | 64 bits I
S S —— o S —— e S +
| global routing prefix | subnet ID | interface ID |
S e R O S R S i s G R R e e e +

50
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i\ietwork ID 2% & $1 Fe. 1% 4% )

1.3 A Neighbor Discovery (ND)#5 7k Router Advertisement
2.DHCPv6 — Prefix-Delegation

3.F R

4. Tunnel Server % % B $) £ & 45 £ (IPv4TF)

5.VPN Server (IPv4 and/or IPv6)

Ty S —

Interface 1D

*Unique to the link
Identifies interface on a specific link
*Can be automatically derived
- IEEE addresses use MAC-to-EUI-64 conversion

- Other addresses use other automatic means
*Can be used to form link-local address

*Can be used to form global address with stateless
autoconfiguration

s - 265



oy e —
Interface ID # 4 7 5\,

1.3t A modified EUI-64 & &% » & GMAC
Addresszt & # Interface 4L hk

QHEEA%BEE A ML
3.F78% T
4.Tunnel Server& %4 B & & & R3I5 £

5.48 & ho FARF A A 2 8 4 ak(IPv6 IPSec)
6.DHCPv643) Ak 25 45 & (Stateful)

T S —

B MAC Address # 4 Interface ID

1 First three octets of MAC 1s Company-ID
2 Last three octets of MAC 1s Node-ID
3.7% FFFE & A Company ID$1Node-ID fi

4 Company ID 2:& 4 % 5= /& 2 % 7% % Univeral/Local-Bit » 3% A 1%
;< Global Scope

4o : MAC Address 4 00-C0-3F-BB-93-91 » A
1.Company ID % 00-C0-3F » Node ID ABB-93-91
2.00-C0-3F-FF-FE-BB-93-91
3.Company ID 234 & 77 7% A 00000000 11000000 00111111
4,458 % Tbitzg &1 > A00000010 11000000 001111111
5.% %4 %402-C0-3F
6.Interface ID % 02C0:3FFF:FEBB:9391
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Global Unicast Address

*Global routing prefix: The global routing prefix is designed to be structured
hierarchically by the RIRs and ISPs.

*Subnet ID: An identifier of a link within the site. The subnet field is designed to be
structured hierarchically by site administrators.

Interface ID: Identify interfaces on a link. They are required to be unique within a
subnet.

| n bits |  m bits | 128-n-m bits |
B N e et e T +
| global routing prefix | subnet ID | interface ID |
e ittt e e e +
I n bits | 64-n bits | 64 bits I
T ————— TR S ——— s
| global routing prefix | subnet ID | interface ID |
o s e e effessmsesmmm e s e s *

55
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Global Unicast Address % & & (2F47)

793

2001::/16 IPv6 Internet, ARIN,
RIPE NCC, LACNIC

2002::/16 6to4 Tunnel & A

2003::/16 IPv6 Internet RIPE NCC

2400:0000/19 IPv6 Internet APNIC

2400:2000::/19

2400:4000::/21

56
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Link-Local Address

*Meaningful only in a single link zone, and may be re-
used on other links

Link-local addresses for use during auto-configuration
and when no routers are present

*Required for Neighbor Discovery process, always
automatically configuration

*An IPv6 router never forwards link-local traffic beyond
the link

*Prefix= FER0::/64

Ty L —

IPv4 vs. IPv6

Nersion Jve e

A3 hk 22 i 21732 =4,294,967,296 27128 =3.4*10"38

ICMP# 74 A &, 24 J& 4% (Broadcast ) 7 =, LA E$ 3% (Multicast) 5 &,

QoS R % HRAEREHAYFS ARFEREAER

1h &9 7T & LA AR IR R4 1EOption A I (RA LM ARR)

R4 ) % 72)

IPSecty % 1% AHBRA X% BHRIKE HFIPSecty N A & 1 & F

Plug and Play % % 3 DHCP 4 & IP £ % Statefull (:£ :3DHCPV6 )
s Stateless (B $) 41 f&) 5 ELIP

Y E fak 127.0.0.1 1

FRH K T AT 0 UEBESR +REMET RERTE
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[Pv4/IPvOEE #8135 35,
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W

BSE W AR!

$HAAE S

IPv4 IPv4
Ocean Ocean

~ Ocean

60
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I F IPVARR % 3% 35 &4 PR 1
o &KITE B ATHER WL L AT S T ekt 22

o 1k jt Broadcastey %% » #4928 R A AR 55 2 AE &
4 Overhead

o RA LR NRMER N ZERIER 2%
& Quality of Service® ¥ % 41 -

o EIREBFNEMNRZEMRLE

61

% B—

37 [PVARR TS 3% 349 R 1

U EPTIRZ RE] » R 6,4 TIPv4Ash g2 — 34y
12 2, & %30 BAIPvA = — 18 & 0k % R 348 L R R
IR E R

IPVO¥ 7 LA Loyl » B NETRAEF E o
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IPv6 ] fZ 7 &4 F] A2

o ARMTFIAAL > THMRRIPVALHER R » B84
KRG RE] » 34F A QoS AIPSecty 4t &5 &
ZRAG L EAER RS -

o LB N @ T HIKISPE #6981 &E m A
1 5 AIRNATRE 5 f & A S BT A > 7T A1
A % £ 3% 37 89 IR A% o

oy o Eee—
IPv6 =] 4 ;1 &4 P A8

1 A IPV6 R #2 3 B ATIPV4AAT & 4 &9 Bl 22
@ tb A AR IPVA 84 35 Fiakg R AR i IPvA ey P #2
#* A IPv6 & £ A A 3%

3 #HISPE X &YX T £ A FRIE
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1. IPv6/IPv4 Dual Stack
PP fe 5] — & 488
[5) B3 L IPVv6 B IPv4 & 3 1 &

TRy B Ty &

Ty L cas—

Dual Stack Mode = &

Routing protocols @
Applications TCP/UDP v
TCP/UDP IPV4 | IPV6
IPV4 I IPV6 Device Driver
Device Driver

AE’

V4/Ve6
network

V4
network

66
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2. Tunneling

Bp 42 38,7 & v [E [Pv4 &4 3%, 25 Fi]
ZIPvoay 418

1# v 3% 1% &9 1% A Dual Stack/k % & %6948
# 45 LAIPV6 & 38

T B—

Tunneling % % &9 T4

Tunnel X3 &% 7 F 7| T
eTunnel Server: 3242 Tunnel R 7% 2 B 35 % 4

eTunnel Client: ¥2Tunnel ServeriZ s34 > i &
Tunnel ServerB 43 IPvO 48 hk = & F 3% 49 85 3%

eTunnel Broker (optional for tunnel service > but
required for tunnel: A 2k i 47 Tunnel Server&y 34 3E 4%
#] > % A Tunnel Broker#% & 4| T LAf£3& A # R &
Tunnel Client4g %) ¥2 Tunnel Server:g 43
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Tunnel &942%a(—)

* Configured Tunnel: F $43% & % Tunnel

i A A ISPEL &% A P 4] 691Pv6 Tunneli 4
B2 2MS 7 X 4&1Pv6 Multicast
rEE R 2 IAFEIERE

~
IPv6 Island IPv4 Networks/ IPv6 Island
EJ -= --L1) 4
\ = = IPv4 Tunnel N b
"\ - Dual-stac j ual-stack \ y
node node
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Tunnel &9F&$8(=)

» Automatic Tunnel

Dual-stack
IPv6 Island viod eli
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Automatic Tunnel

ISATAP:

BEERAETERRABITRE > BANCENIFEBZ
3R E - 97 APrivate IPv44E F # 32 f£Public IPv6 2 i ik,
Ciscoi4 &3 35 % 4%

Ehh: gz M R R4 ik sk Bottle Neck © {2 4v fiz &-Firewall
R BPAREMREZBANE -

6to4:

45 2h: 3 F AN WAN £ 48 > Ciscods by % % 3%

BREE ZAMARR > WRERBERENTL  AA
Business Model

Teredo:

1B 2E. 9T LASEAEIP 4 3 % 4% 2 J% #: 1P Tunnel Client 14 B
Public IP % Teredo Tunnel Server 3 32 IPv6 Tunnel

SRE B REFRTRE  BEBMAR - ¥$UEET - i
ABottle Neck ~ Cisco#s &5 & R~ £ 3% -

T S —

Tunnel Broker System

& 7 Automatic Tunnel &% A K B/TREEIE
fmConfigured Tunnel E& K $ &9 F 8% T -

i 1% s ISP R Fa & $24£1Pv6 Tunneling Service.
Tunnel Broker =] % Configured Tunnel & 44 % A B
"AE A8 F 3 A > {£1Pv6 Tunneling Service
By R LI T TTATHYRAR -

B3 —fREREMmE * AR E
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Tunnel Broker % %4 &

Tunnel

IPv6 Island

——— IPv6
[

Ty oo e -

= RFA@E AT

3. Translator

b1

% B ) T A2 R IRIPVARYE A &
7T 4% % % IPv6syHOST:E 42

I 3EAE ZEIPvORy1E A &

v fg & 3 IPv4AegHOST:E 42
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Translator &4 = A

1. IPVOAEMR AN L2 iE TIPVA)R B 642285 » £ T
JB R IPv4 5 1% #8 &4 Broadcast#% 4] - B b8 A f£1Pv4
Loy ER LAEF £ fe X EIPVO

2.8 TEBRIPVARY JE A T LA A 2| IPvo4g 3% + » 5478
% 4% i@ Translatorsy #4% » ##1Pv4ag 4 X R IPv6o sy 42
AMBEZRG fTARSERARZALNELE

3.4R % e A A2 XA IPVOBF & 4 B 4% £ s IPV4 R B
HERW LBARFREMBEHEZA GG It H
E YRR EoR N -

O —
Translator % i 2 [k %]

EEF L K4 A B —1BApplication® & H H 4%
ZegALG 0 B gbTranslatord 4742 8 A A 45 £ 49
%35 0 T4 AICPLAIPv4 only&) Web-Server X FTP
Server#z 4t Content45 IPv6{E A =% » s JITSP ¥ # 1L
A IPVA-F & AL RS 44 VoIPVO s Al £ EIRF 2
FRRFE o

RAEEBTHTHFE XA FIH T T X HIL > &
ETR R AT R A R R A X ik
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[Pv4/IPv6 & $h 48 3%

RIEER
S |

BSE W AR!

Router, Firewall, Load Balance

%— 35

B
DHCP

IPvA4E R bk 35k T R ERFH
[E] € A3 hE 36 Tk K Eh REASL Bk 45 Jk R AE

RAnBEFEREFEHERT  EREANFRS
F RS 0 B R nk &L E K % 5 & DHCP
#h & ( Dynamic Host Configuration Protocol )

B9 DHCP 15 Ak 25 4T L hk 45 Tk °
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IPV6 [5] 4% $2 2 B & 4 hE 45 Tk
B aIs ke Ek ERIFE = F X,

oMk B L B B35k
(Stateless Address Autoconfiguration, SLAAC)

o i ik fE
DHCPv6(Stateless DHCPv6)

oK

DHCPv6(Stateful DHCPv6) °

T B—

AERER L o T IREE HAE A Stateful
DHCPV6 > #} B2 27 U4F 5] K2 i

F A 4835 B & 3548 A Stateless DHCPv6 » 4 % f8
I XA A8 B F K o & ey 44 Bk B 48 35 R 7T 2L
1 FSLAAC » XX HABE

S+ & 58 R ) 84 IPVOA hk 35 Tk B4k 1 — 35 3R 90

80

s - 279



ey  —

AN I35 JkA

MIPVA4E IR X F Bl Rk bR AR E) - £ 5 EHA
T35 IPVOAL bk ~ T8 2% B 18 $1DN S5 AR % A bk

— T 0 B B EDMZA AR 25 89 Pvofir bk 32 3K 3%
AALIER > UAFEAH KIEZEETRELR » IPv6
L ht B AE ] LAEIZE LIPVARL WL 4B [F) » (BB 3 B 3T

)
&

A4k A B Axuk 9 DMZ48 £ > 323K & B ARA
(Router Advertisement) &4 %5 3% » LA#E % 58 & B KRR

2 81

T  pesas S

SLAAC % SLAAC+RDNSS

&4k R uk B ¥ 45 Jk (Stateless Address Auto-
configuration, SLAAC)

Bk & 3% & B & 1% Multicast & #7458 ) 3& b

£ (Router Advertisement) &3t 6,45 P 3% 4% -
RA &) & 3 8,4 /64 Prefix (Network ID) & Default
Gateway#y B 3l > EAR P Prefix@ B 5T E A &
Host ID( ZE 4% 3% 7] 25) 486 pR, 2 3% E 4% 69 IPvO A hik
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SLAAC 2 SLAAC+RDNSS

W ML Bk 38 TR AR BP R B AR 3R S B a0 R A
B il T RIKE, -

LR B 6y AR5 (Host ID)A A & & & X
» —F& 448 A EUI-6438 B & » # ¥ # e§MAC
address#giafm R » B —F 2 AALEEE AL

% B—

SLAAC % SLAAC+RDNSS

FHISLAACK % 4% 45 I DNS/3) AR 23 13 bk
BRIZEB R T ZER AR

#% 2SLAAC + RDNSS

84
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Stateless DHCPv6

TR E A& 44 SLAAC B DHCPv6 35 7« DNS#y
A o AT EARREALAE B B350k 0 DAAR R AT L &
SEFEAFDNS B 289 P28 -

15T SLAAC & & IPv6 fi ik & Default
Gateway4s 7k * DHCPv6 8| $2 £ DNS45) AR 35 43z it
R H A BE 2 > 4uNTP

85

£  eesoes e

Stateless DHCPv6

FAF LR E @R ARAH @6y —BIEHIML THE A
O-bit) R ¥R P 3 EARGIEE -

4o £ ¥ Hk 2] O-bit B 085 RA 5 3 & AT SLAAC
B91E% 5 W RO-bitAl > AP EMHTHS
DHCPvV643) ik 35 35 K 45 7« DNS43) AR 35 AL sk o
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Stateless DHCPv6

% BSLAACHS JRIPVOL bk B » 3 R @ i 4T IPVOAL
hEE) E BT P I 4EE R A B 0 ATUAFE A KRG
DHCPvO4 1 B 545 Ik

HEBREIE RS GIPVOL LB R B A& > B
LB B AS R BARKETERERTEAGHE
F o 5] ko fo AFAE ©

T  pesas S

Stateful DHCPv6

e 3B #MIEERAR 8 & =2 Default Gateway -

f IPVO4 1k (€2,3% Prefix ~ Host ID) & DNS/5) AR 2
fir k#9353 s DHCPV6 & & > B /F £ R & #@RA
+ 6 89 AR IE HIAL TUEATH A o

L Py E ML P M-bit & O-bit3y A 189RA » =
% 3% & 5 DHCPvO43) AR 35 35 K 45 /R IPVOfSL 1k &
DNS/J AR B fr it o
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Stateful DHCPv6

B 7 2& &g DHCPV64S Jk IPVOAL 1k BF € 2245 [PV {3
A SIMACAL L 69 ¥ E & > S48 b E 87 8 M ntk
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o] A M (Availability)

BWEIBNATI B 2DESE - A RFELES
FEH B LB EFAERBRYERRRE RS
FFr LAJEBE 2% [ K i &L AE A 2k HbFe ok g5 3 8 s %

T B—

(Z) B K ol PR

By Ko kg A R R ey Rl s B A HEF %
W KEEFAEBOFZRAFTOR/HE - HP
J& A J2 & 2L 3 3% 5T session layerdy su BAEE F BB
ECHERAME REEIT

¥R A& By K 4% Layer 7 Application Firewall

98

- - 288



'y L peses Seeeeeses

(—) i 1@ # K Transparent Mode

# B IPvA By KA i B 4ok E ISP 28 & 5 421 79 30
NAT#% & 35 2 R > Jf‘_#zz FA Transparent i% i@ 4% X & 4T
FE NI BB RDAZENE 0 —EEB K

8 — B8Py — ﬁxfiﬁﬁ%‘éa‘% » — B $L45) AR
@.iﬁi%#%

Use1
NAT
Router
Selver

99

Ty oo e -

(—) i% i@ 42 K Transparent Mode
ﬁm$%%ﬁumﬂ%%%%§%#m%m%%@

B B ARTENIRA G RMBRT 0 AREN
R4 A 2 269 IPvA/IPVO ¥ 4 77 BRAR 75 ©

7 2R 45 A & 3% 4% A IPv6 Public IP address @ R F 4& &
NAT s PATA bt #2352 > o] & 3 12 IPVO4E BRAR F5 ©

D5 K ¥T #4648 5h 31 IPvA/IPvo #7193/ 45 A & 89 P A
AR

100

s - 289



'y L peses Seeeeeses

o b et b

(=) # & 42 X, Route Mode
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B %2 [ 0 4% A Route Mode#s & 43 X, i 4738 4F >

B Kig &V A =B & 0 — B8 SN 3RISP ¥ & 4 o
— B IR HiE > —EEDMZAE) AR B & 3RiEH

° FW @
U

101

Ty oo e -

(=) ¥ & £ K Route Mode

R ARZEAE T LA TR B AP R G35 B H R 493569 17
B > 3t B RHIDMZE 7 W48 A E a9 0 7T IR
AL g IR 4E A E 2 2 e 1Pv4/IPVO ¥ /b 7 BR IR 75 ©

7 2R 45 A & 3% 4% A IPv6 Public IP address @ R F 4& &
NAT s PATA bt #2352 > o] & 3 12 IPVO4E BRAR F5 ©

D5 K ¥T #4648 5h 31 IPvA/IPvo #7193/ 45 A & 89 P A
AR

4= - 290



PRI IR R

@ Y, S Efo R BIEE A E

BSE W AR!

T
WA BT B ERBFE

4 FE B A4 S IA WK JE A RS & 44T
IPV6 X e H AL > EUITEERBRHARERITZ
IR~ FERFRGEZRE -

HBEEVFERBRBEL2GAELE XA TH
SRR TS 6 JE A IR A % 0 HRERIE & RF
AH4E—FE M RS AEFARSE
FRFS A Sk R BE ~ Hat ik R 448 B Xt
F0 52F BT o

104

e - 291




S e —

(—) FFE R A E@RIRIE

WA EAEIAE S 0 R R B A XM 0 T AERE|IPVO
FRAEHIBS 0 AP EHAEABLT ¢

ok it A BIPVOAR B AE H A E

g%ﬂﬁém&ﬁ%éﬂé ATHE ~ RIMRITRTHEEE R
7)

o4 34 M B (& 1R 4935 ~ DMZ ~ i& Jh 485 ~ B4R

A0S s~ MR E)

o AR B4 2% s (18 S TR E2IPVO % 35 #2 )

o LA B R B M

T S —

R % BB BET 5 BRT 5 WA

1. % 4% (Host)
2. Layer 2 L& 5
3. Layer 3 493 3%t

4, W IR TH &

106

s - 292




o t7% _
1. ¥ #(Host) :

B EIPVeH &
PBANTH ~ £ AT~ FAIRS
AR~ FH

AT % #2 J§ 7 Host
Layer 233 4% 33

Layer 348 3% 3% 15
5 2y R

T B—

2. Layer 2% & 35 -

IR 438 3t e ey Layer 2AZ SAPAT R H L XK

0 RSB EREARE LEITIPVOAR » TP ETF

ia‘ﬁ REITE R AR ol BEF BLayer 2R 4
Ko EERLayer 2L B HE -

{2 & 2R 54> £ /ISPE & Layer 2K 4% 5 o e #% 5%
17 &t A Bl 4885 3t e ey Layer 34258 /R 32 0 o 4
& 1P~ Multicast Snooping 2%, Protocol-Based VLAN
£ N EFILBEREAANIPVOH RE F -

108

s - 293



Sy o —

o met b

3. Layer 34884 3% 4 -

RIE 43R4 6, %a%m&ﬁm@ﬁmmﬁu%
RIZZ B EE 0 4o

% & 2 Router
Layer 333 44 5

b 2 3% HEIPVO 48 3% 3 1F 84 Fh

109

T B—

T A I ]

k%kﬁﬁ%ﬁmﬂ%ﬁi@%ﬁ 2% & R 49
BiRE = #1Pv6 ﬁﬁ 2k > 5] %o

5 K & (Firewall)
NAZ A8 B8] % #,(IDS)
NAZ B 7% % #(IPS)

110

s - 294



O o —

o b et b

(=) B IPV6F+ 4R R =&

HMIBLRAELE R TARTBERAG @R EHEN
G o BEE R EIPVOE N\ X 435 855 SLEF A2
ATBERMIBABREZLEZIEE  EAHRELFE
T

1. AR AR AR - 48383k B A8 EIPVOIE — BE T &
BN EANTAE mAZIRE] 0 FAHIAA @B EHE
3B P B M8 FH 4B TAF

111

T B—

(=) #EIPV6 T+ 48 R 2%

2. EZWEBIERREGIR

W TR B HHERAEARELZ ZEKIERR
o AEERSZ X ZEBARH XM EPLEE
BALEHRIPR A > UEAKRREANIPVOE £+
B EL

3. R B RS A2 41 )IE

FUEFREB RS REHERK > L5 A LB
PEAYFEBE K wIDCHKF 69 iRFs » BIPvAGL ik €48
A% BHLBEABRBRSZEBEREH IR > Bt
BABTET AR LEZBELE S EBE

112

s - 295



% | e
(Z) 3t E 21Kk

72 35 A 1) 2 (Dual Stack » 5] 85 % 32 IPv4 #1IPV6)
AHELBR PV E LB EHE—E@BGET
F o BRI FIEIPVOTH AL ey M85 B0 B 0 Kk
3 IPVA/vOo 4 3% 0 3t 3 B 2 &k 69 IPVO 48 354 &

T S —

(Z) 3t & 21KE

THRE =X LA
Y B st i B X 2 %

A1

BA B N XIEIPVOT At » R EIE B
FEZHATERRIPVOIE S » 403k E ~ BAEH AR EF
B o AR X R BARER » T A B2 E
BIPv6zk € > Bp=T :£3|IPv6x B 9 -

114

s - 296



Oy e
(Z) 3t E 21Kk

ZR2:

JBRWEBE R XIEIPVO (2 E@ T FAER X
HIRADEE  RERBETHIREAEEF > BH
48 1% Bp % $21PV6 ©

Oy o SEEE—
(Z) 34 € 21Kk

A3

R A A R X 3EIPV6 » B R RIRE R X 3%
IPv6 ; =T #RETF 55 B8R -

(1) 3 K 488835 1 B T 15 2 A2 X A8 2L X 3K IPV6

(2) & F H ey B R xh

116

e - 297



e e — =

o met b

BhFEmITEL o EATA R X H 4 F3E A AR
¥ & 4 X EIPVOFT ﬁf,; IAEIE B ° ke

o F A8 4%
oFERE P I
oS B 4 3R 25 M
o B AE 15 2L
o F HE A

L BATEREEABRZ BEFEE -

Ty s e

4E 3% A RRFS 7 B &

HRFs % 43k 1

R A 487 DNS

TS 2 4 DNS

AR5 M 23 BA F AL DNS#2 #7 AR F5
48 3b % #%(URL) dns.info.gov.tw

F R B IR ARFS N

B 45 4% M AR TS Y

AT %) MR A5 & A N

PR 545 A & Y

F AR BUR N

E /R ZRFS EX S

AR Ff S

BH7 AB XXX

BRI R 20194 i

4= - 298



e e —

o met b

MR Fs % 443k
AR B 4 3R

B

PR RS A R R RIS
V¥ 4 4/ RBE IR A
75 B 3R B /4% M TR
& M 4 IPv6AE

g & AIPV6
ERARFE

7% A8 & I X
R K

119

Ty S —

48 8% FF 48 44 3

48 3R MR 4% 38 {E A ping6 #L tracert6

do B AT SLHRR) R 0 R E M B s E AR B R R
T MM ILEAH AN 1R > BB B -~ B KA -
FBIRR S ~ K ERE

ho SR BEPR 3 QLAY 69 B RR 0 T LAZK A E A ORR TS R
#h & (Report 80) & 47 78] 2K

PATF 3242 445 8] IPVOAE A7 84 8] 3R 48 35 -

e - 299



'y e —

o b et b

https://test-ipv6.com/

@ amsnpsag. x BE - o X
& C () @ test-ipvbcom s [+7]

2 1ove | [ mamE | [weess | [t ]
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BERAY IPv6 EER, i
e

| | [mntsm | [ gmm / mmeey | e 1ove @ |
o {REELPRGE ERVIPVATHE 163.18.23.252
o {RTEBRRYEE ERVIPVE{iiE 2001:288:8005:23::252
o {REVBERERTFIRAE (ISP) 2 ERX-TANET-ASN1 Taiwan Academic Network (TANet) Information Center
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Ubuntu 20.04 server

root@ipv6:~# nano /etc/netplan/00-installer-config.yaml
# This is the network config written by 'subiquity’
network:
ethernets:
enp0s3:
addresses:
- 163.18.23.251/24
-2001:288:8005:23::251/64
gateway4: 163.18.23.254
gateway6: 2001:288:8005:23::254
nameservers:
addresses:
-163.18.1.7
-2001:288:8005:1::7
search:
- nkfust.edu.tw
version: 2

Activities T Zoiiiy.

Settings Network

Wired

Connected - 1000 Mb/s m o 3

$ Bluetooth

@ Background

=}

Dock VBN +

Notifications
Notsetup
Q search
B Region & Lanquage Network Proxy o
© Universal Access
3 Online Accounts
W Privacy

« Sharing

4 Sound

B Details
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ings v

Settings
Wi-Fi
3 Bluetooth
@ Background
D Dpock
A Notifications
Q search
B Region & Language
© Universal Access
3 Online Accounts
W Privacy
< sharing
4 Sound
(e Power
%

Devices

B Details >

Network

Wired

Wired

Details | Identity IPv4 IPv6 Security

ed 1000 Mb/s
s 2001:e10:6840:105:e8fd:ced5:7e55:36¢7
5 08:00:27:CB:7D:9D

Connect automatically
Make available to other users

Restrict background data usage

Remove Connection Profile

¥} Settings v

Settings

Wi-Fi
$ Bluetooth
@ Background
D Dock

A Notifications
Search

Region & Language

Universal Access

Q
=]

1]

3 Online Accounts
W Privacy

< sharing

4 Sound

Power

Devices

B Details )

Network

Wired

Wired
Details ' Identity IPvd IPv6 Security
ed 1000 Mb/s

55 2001:210:6840:105:e8fd:ced5:7e55:36¢7
ss 08:00:27:CB:7D:9D

Connect automatically

Make available to other users

Restrict background data usage

Remove Connection Profile
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Activities % Settings ¥

Q Settings Network

Wi-Fi
Wired +
3 Bluetooth
[ %
@ Back —
B Background wied
0 Dock Details | Identity [Pvd (Pv6 Security +
A Notifications peed 1000Mbjs
Q search IP Address 2001:10:6840:105:e8fd:ced5:7e55:36¢7
ss 08:00:27:CB:7D:9D
B Region & Language &
© Universal Access
Connect automatically
¥ Online Accounts % Make available to other users
W Privacy Rgstr?ct_backgrpunddatgqs_age.
< sharing
4 Sound
Power
(e Remove Connection Profile
% Devices
B Details >

[Pv63E & -~ 8¢
Windows server 2016

RS 4 R R AR | /ﬁ? % %’; éﬁ‘
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Troubleshoot problems

Open Network and Sharing Center
=

Y® 5/8/2019

A &% <« Network and Internet > Network and Sharing Center

A View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing

Unidentified network
settings

Access type: No network access
Public network

Connections: § Ethe

- Internet Protocol Version 4 (TCP/IPv4) Properties
General Networking General
Connection Connect using You can get IP settings assigned automatically if your network supports
. - = this capability. Otherwise, you need to ask your network administrator
IPv4 Connectivity: No netv & Intel(R) PRO/1000 MT Desktop Adapter for the appropriate IP settings.
IPv6 Connectivity: No netv
Media State:

Configure
Duration:

(O Obtain an IP address automatically
This connection uses the following tems

Use the folowing IP address:
Speed: v

E3 Client for Microsoft Networks
& IP address:
| "B Fiie and Printer Sharing for Microsoft Networks
¥ QoS Packet Scheduler
v Intemet Protocol Version 4 (TCP/IPv4)
L
Defauit gateway:
2 Microsoft Network Adapter Muttiplexor Protocol o Y
] & Microsoft LLOP Protocol Driver
. Intemet Protocol Version 6 (TCP/IPvE)

Detaks... Subnet mask:

> (® Use the following DNS server addresses:
- Instal " Properties Preferred DNS server: 192 .

Packets:
Description

Transmission Control Protocol/Intemet Protocol. The default
Oonpevnes gp.sab;e wide area network protocol that provides communication

across diverse interconnected networks [Jvaidate settings upon exit

Alternate DNS server:

4:58 PM

% T e 552019 B
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Control Panel Home

Change adapter settings

Change advanced sharing
settings

General

Connection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:

Activity

ork and Internet > Network and Sharing Center

View your basic network information and set up connections

View your active networks

Unidentified network
Public network

Access type:
Connections:

No network access

¥ Internet Protocol Version 4 (TCP/IPv4) Properties

Networking

Connect using
No nety & Intel(R) PRO/1000 MT Desktop Adapter
No netv
Corfigure
This connection uses the following tems:

¥ BB Client for Microsoft Networks
B3 Fie and Printer Sharing for Microsoft Networks
QoS Packet Scheduler
. Intemet Protocol Version 4 (TCP/IPv4)
2 Microsoft Network Adapter Muttiplexor Protocol
2 Microsoft LLDP Protocol Driver
4 Intemet Protocol Version 6 (TCP/IPvE)
>
Instal

Description

Transmission Control Protocol/Intemet Protocol. The default!
wide area network protocol that provides communication
across diverse interconnected networks.

Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically
Use the following IP address:
IP address:
Subnet mask:
Default gateway:
(®) Use the following DNS server addresses:
Preferred DNS server: 192 .

Alternate DNS server:

[[Jvaidate settings upon exit

4:58 PM

0 Tl s 55010

=

BSEM IR

[Pv63E & 7 $u
DNS Server
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A Ed > Control Panel > System and Security » System v o arch Control Pane P

Control Panel Home " ;& g
View basic information about your computer

G Device Manager Windows edition
@ Remote settings Windows Server 2016 Datacenter Evaluation
Q Advanced system settings @ 2016 Microsoft Corporation. All rights reserved. B Windows SGIVGI' 2016
System
Processor:

Installed memory (F Computer Name Hardware Advanced Remote

System type: Q Windows uses the following information to identify your computer
Pen and Touch: on the network
Computer name, doma Computer description Computer Name/Domain Changes X
F “lIS P
Computer name: meg Sasv;adm The name of this computer has been changed. You must
Full e restart this computer for the name change to take effect before
ull computer nami Full computer name: nsl you can change its domain membership
Computer descripti  worgroup WORKGROUP
Workgroup: Computer name:
To rename this computer or change its domain or ;m
Windows activation workgroup, click Change
! Full computer name.
Windows is not acti nsl
Product ID: 00377-1 More vate Windows

1. Changes will take effect after you restar this

Close

Security and Maintenance

=
A E3 5 Control Panel > System and Security » System v O r
Control Panel Hi s $ i . e
entrolfaneifiome View basic information about your computer
@ Device Manager Windows edition
© Remote settings Windows Server 2016 Datacenter Evaluation
© Advanced system settings @ 2016 Microsoft Corporation. All rights reserved. . Windows Server: 2016
System
Processor: Intel(R) Core(TM) i5-2435M CPU @ 2.40GHz 2.40 GHz.
Installed memot Microsoft Windows X
System type:

You must restart your computer to apply these

changes
Computer name, dd

Before restarting, save any open files and close all programs. "
Computer nam¢ {his computer) @ Change settings

Full computer n|
Computer descr]
Workgroup: WORKGROUP

Pen and Touch:

Windows activation

Windows is not activated. Read the M ware License Terms

Product ID: 00377-10000-00000-AA360 @ Activate Windows

Security and Maintenance
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fia Server Manager

Server Manager * Dashboard

Dashboard

WELCOME TO SERVER MANAGER

Manage  Tools View

i Local Server
& Al Servers
#§ File and Storage Services P
QUICK START

WHAT'S NEW

LEARN MORE

0 Configure this local server

Hide

iR

Services

ROLES AND SERVER GROUP:

File and Storage

Local Server

Events

BPA results

@ Manageability

Performance

Manageability

H@ -

Events

Services

Performance

BPA results

Server Manager * Dashboard

Dashboard

B Local Server

WELCOME TO SERVER MANAGER

Tools View

Manage

@1 F

|

f& Add Roles and Features Wizard

B All Servers

i’i File and Storage Ser|
Before you begin

Before You Begin

- o X

DESTINATION SERVER
ns1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting 2 website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

have been ¢ d, close the wizard,

If you must verify that any of the preceding p quisits
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

Cancel

| Next> ta i
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Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard
W olocalSener | —
i@ All Servers fi Add Roles and Features Wizard — o X
#§ File and Storage Ser|
DESTINATION SERVER
nsl

ation type

calect inctal
Select instal
Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

de

e
[ < Previous | | Next >[ stal | Cancel

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

Local Server | —
- o X

f& Add Roles and Features Wizard

ii All Servers
i’i File and Storage Ser|

Select destination server

Select 3 server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
Select a virtual hard disk

Server Pool
Filter: l de
Name P Address erating System
ns1 Microsoft Windows Server 2016 Datacenter Evaluation

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,

and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

[(Pfevious | Next >t ta | Cancel |
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Server Manager * Dashboard @1V Monage ook view

WELCOME TO SERVER MANAGER

Dashboard
i Local Server |
i@ All Servers fi Add Roles and Features Wizard — o X
#§ File and Storage Ser|

DESTINATION SERVER

Select server roles st

Select one or more roles to install on the selected server,

Roles Description
|| Active Directory Certificate Services Web Server (IIS) provides a reliable,
(] Active Directory Domain Services manageable, and scalable Web
(] Active Directory Federation Services application infrastructure.
]

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
] Device Health Attestation

[] DHCP Server

[] DNS Server

[] Fax Server
1 [M] File and Storage Services (1 of 12 installed)

[C] Host Guardian Service

[ Hyperv

[] MultiPoint Services

[C] Network Controller

[C] Network Policy and Access Services

[C] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[C] Volume Activation Services

v

de

[<Previous I NefD; stal | Cancel

» Dashboard

Dashboard

Local Server I
i Al Servers (=]

#§ File and Storage Ser|
DESTINATION SER!

[=1= 1
fiz; Add Roles and Features Wizard X ‘

Add features that are required for DNS Server?
ption
The fol s an |
he following tools are required to manage this feature, but do not h Name System (DNS) Server

h |l h Y g n
e Rl ave to be installed on the same server, ks name resolution for TCP/IP
[ks. DNS Server is easier to

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

le when it is installed on the

ferver as Active Directory ide
jn Services. If you select the

Directory Domain Services

pu can install and configure

{'} prver and Active Directory

p Services to work together.

[¥] Include management tools (if applicable)

Add Features ‘ Cancel
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Tools View

Dashboard
i Local Server
i' All Servers [

File and Storage Ser|

5-

Server Roles

@1 F

Oles
fie; Add Roles and Features Wizard

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not

have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools]) DHCP Server Tools

N

[V Include management tools (if applicable)

Add Features Cancel

Manage

DESTINATION SERVER
ns1

X

ption

lic Host Configuration

pl (DHCP) Server enables you

frally configure, manage, and

E temporary IP addresses and
information for client

iters.

| Cancel

Dashboard
§ Local Server

All Servers

i’i File and Storage Ser

les
[t Add Roles and Features Wizard

have to be installed on the same server.

4 Web Server (IIS)
4 Management Tools
[Tools] IIS Management Consol

Server Roles

] Include management tools (if applicable)

N
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Add features that are required for Web Server (IIS)?

The following tools are required to manage this feature, but do not

DESTINATION §

ption
prver (IIS) provides a reliable,
feable, and scalable Web
Jtion infrastructure.

|
Add Features Cancel




Server Manager * Dashboard @1V Monage ook view

WELCOME TO SERVER MANAGER

Dashboard
i Local Server |
i@ All Servers fi Add Roles and Features Wizard — o X
#§ File and Storage Ser|

Confirm installation selections Skt

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server de
DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

ONS Server Toos

Web Server (IIS)
Management Tools
1S Management Console

Web Server

s ] [ Goncel|
N

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard
§ Local Server I - ]
ii All Servers fiz Add Roles and Features Wizard = [m] X
18 DHcP
& DNs Installation progress
W3 File and Storage Ser|
o s View installation progress

@ restureinstaliation

red. Installation succeeded on ns1

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

o s o

Web Server (IIS)
Management Tools
1IS Management Console

You can close this wizard without interrupting running tasks. View task progress or open this
(1] page again by clicking Notifications in the command bar, and then Task Details.

e - 312



fia Server Manager

Dashboard

i Local Server

& Al Servers

18 DHcP

& DNS QUICK START

i3 File and Storage Services P

o I1s
WHAT'S NEW
LEARN MORE

{8 DHCP

Server Manager * Dashboard

ROLES AND SERVER GROU!

WELCOME TO SERVER MANAGER

0 Configure this local

1 2 DNS

Component Services

Computer Management
Defragment and Optimize Drives
DHCP

@ Manageability
Events
Services
Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

Disk Cleanup

DNS

Event Viewer

Internet Information Services (IIS) Manager
iSCS! Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup

£, DNS Manager

File Action View Help

e« 2@ cBm i 8
= "2 DNS
ius ENS
B vEnN o Add a New Zone
i Al Forward | onkun 7ones -
H Nanﬁone...
1! D 4 The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
S D View »  stores information about one or more contiguous DNS domains.
]
ii Fi Refresh To add a new zone, on the Action menu, click New Zone.
io

I Help

Create a new zone.

Hide

Events
Services
Performance

BPA results

Events
Services
Performance

BPA results
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anage Tools View

New Zone Wizard

Welcome to the New Zone
Wizard
‘ This wizard helps you create a new zone for your DNS
server,
Z
< A 200e transiates DNS names o related data, such as IP |ce to be divided into zones. Each zone
addresses or network services. |
omains.
To continue, diick Next. b
Hide
8 Next > ‘ Cancel ‘
Events Events
Services Services
Performance Performance
BPA results BPA results

New Zone Wizard

Zone Type -‘

The DS server supports various types of zones and storage. l |
-

Select the type of zone you want to create: ‘

(® Primary zone |ce to be divided into zones. Each zone
Creates a copy of a zone that can be updated directly on this server, Jomains.
(O Secondary zone ‘,
Creates a copy of a zone that exists on another server. This option helps balance |
the processing load of primary servers and provides fault tolerance,
(O Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
n D t y o € 3
Hide
<sack [ nextpy | [ concdl
Events Events
Services Services
Performance Performance
BPA results BPA results
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anage Tools View
A New Zone Wizard
p— /,;1 Zone Type “
B2 D The DNS server supports various types of zones and storage. l |
~ £
s v
i Al Select the type of zone you want to create: ‘
i D ® Y ce to be divided into zones. Each zone
o Creates a copy of a zone that can be updated drectly on this server. omiaiis S
em D 3
W Fi (O Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
io Il the processing load of primary servers and provides fault tolerance,
(O Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
S D avaiadie o S a ma
Hide
< Back Nexg[}4 Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

5:35 PM
5/8/2019

p New Zone Wizard x |
— @  ZonefFile “
[ 5 You can create a new zone file or use a file copied from another DNS server. l |
- b |
b
Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?
(@ Create a new file with this fie name: ce to be divided into zones. Each zone
: omains.
‘ server.tw.dns
(O Use this existing file:
To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.
Hide
< Back { Nﬁ‘ > “ Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results
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anage Tools View

A New Zone Wizard

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ocaur,

% ]

o |
b

Select the type of dynamic o5 Yol Wt 1o, - ;e"::ai:: divided into zones. Each zone
This option is avaiable only for Active Directory-integrated zones.
(O Alow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
A This option is a significant security vulnerability because updates can be
3 accepted from untrusted sources.
(®) Do not alow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manualy.
Hide
< Back Nw > Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

5:35 PM
5/8/2019

P New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
spedified the following settings:

[Name:  server.tw
Type:  Standard Primary
| Lookup type: Forward
| File name: server.tw.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

<Back Lgmj

Events
Services
Performance

BPA results

Yk -

|ce to be divided into zones. Each zone
Jomains.

Hide

Events
Services
Performance

BPA results
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File Action View Help

anage Tools View

X e
J, ns1, hostmaster.
18

e 2@ XE 6 Bm § 6
°

= % DNS

Lq &= _ H,
-l v 3 NSt New Host
lf Al v Forward Lookup Zones Name (uses parent domain name if blank):
7! D server.tw [ns1
= Reverse Lookup Zones
= 1 Trust Points Fully qualified domain name (FQDN):
g Fi Conditional Forwarders ns1.server.tw.
[ IP address:

2001:11:22:1::100

[ addrost |

Events
Services
Performance

BPA results

Hide

Cancel

Events
Services
Performance

BPA results

°

DNS Manager

File Action View Help

D S s‘e o clHBeml i B
.
Lqd = DNS
v @ NSt 0 Add a New Zone
Al v Forward Lookup Zones
D R serveL!.h:v‘hm S The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
S D LS Lo N rmation about one or more contiguous DNS domains.
e Trust Point et
ii Fi Condition: View 5 €wzone, on the Action menu, click New Zone.
(CA Refresh
Help

Create a new zone.

Hide

Events
Services
Performance

BPA results
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anage Tools View

New Zone Wizard

Welcome to the New Zone
Wizard
‘ This wizard helps you create a new zone for your DNS
server,
Z
< A 200e transiates DNS names o related data, such as IP |ce to be divided into zones. Each zone
addresses or network services. |
omains.
To continue, diick Next. b
Hide
8 Next > ‘ Cancel ‘
Events Events
Services Services
Performance Performance
BPA results BPA results

New Zone Wizard

Zone Type -‘

The DS server supports various types of zones and storage. l |
-

Select the type of zone you want to create: ‘

(® Primary zone |ce to be divided into zones. Each zone
Creates a copy of a zone that can be updated directly on this server, Jomains.
(O Secondary zone ‘,
Creates a copy of a zone that exists on another server. This option helps balance |
the processing load of primary servers and provides fault tolerance,
(O Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
n D t y o € 3
Hide
<gack | Ngﬁ; ][ conce
Events Events
Services Services
Performance Performance
BPA results BPA results
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lanage Tools

p New Zone Wizard X
o <l Reverse Lookup Zone Name “
2 A reverse lookup zone transiates IP addresses into DNS names. . |
- |
s v
i A Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
b addresses,

fip |ce to be divided into zones. Each zone
=D (O 1Pv4 Reverse Lookup Zone !°m""5-
= [

g Fi (®) IPv6 Reverse Lookup Zone 3

Gl

o e

Events Events
Services Services
Performance Performance
BPA results BPA results

View

Hide

New Zone Wizard

— | Reverse Lookup Zone Name -‘
[ A reverse lookup zone translates IP addresses into DNS names. l |
- b 7
L}

To name the reverse lookup zone, enter an IPv6 address prefix to auto generate the
2one name(s). Depending on the prefix you enter, up to 8 zones may be created.

1 ‘
|ce to be divided into zones. Each zone

IPv6 Address Prefix: !omams.
| 2001:11:22:1::/64) ] [

ic Il Reverse Lookup Zones
| 4 1.0.0.0.2.2.0.0.1.1.0.0.1.0.0.2.p6.arpa

< Back Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results
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anage Tools View

A New Zone Wizard
e 4| ZoneFile =, |
B2 D You can create a new zone file or use a file copled from another DNS server, l |
- |
s v
i Al Do you want to create a new zone file or use an existing file that you have copied
- from another DNS server?
7! D (@ Create a new file with this fie name: ce to be divided into zones. Each zone
20 g omains.
= l serveripvé.rev|
g Fi
o (O Use this existing file:
To use this existing file, ensure that it has been copied to the folder
%SystemRoot% \system32\dns on this server, and then dick Next.
Hide
< Back Next > [ Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

P New Zone Wizard

— < Dynamic Update
L E You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
i

|
- updates. l > |

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.
ce to be divided into zones. Each zone

Select the type of dynamic updates you want to allow: omains.

This option is avaiable only for Active Directory-integrated zones.
(O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dlient.
;. This option is a significant security vulnerability because updates can be
3 accepted from untrusted sources.
(® Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

Hide

<Back U’t§>J Cancel

Events Events
Services Services
Performance Performance

BPA results BPA results
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lanage Tools

A New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

:Name: server.tw
Type:  Standard Primary
| Lookup type:

| File name:

Forward
server.tw.dns
Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

< Back

?

Events
Services

Performance

BPA results

|ce to be divided into zones. Each zone
Jomains.

Events
Services
Performance

BPA results

View

Hide

£, DNS Manager
File Action View Help
o 2mE - =
% DNs
v F Nsi
~ | Forward Lookup Zones
| servertw
v Reverse Lockup Zones
1 1.0.0.0.2.2.0.0.1.1.0.0."
1 Trust Paints
| Conditienal Forwarders
< >

Mame Type

F] (same as parent folder) Start of Authority (SOA)
ﬂ (same as parent folder) Name Server (NS)
Flns1 IPv Host (AAAA)
Elwww IPv6 Host (AAAA)

Data

[3], ns1., hostmaster.

nsl.
2001:0011:0022:0001:0000:0000:0000:0100
2001:0011:0022:0001:0000:0000:0000:0100

Yk -
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& DNS Manager
File Action View Help
= =
& DNS
v 3 NSt
v Forward Lookup Zones
server.tw
v Reverse Lookup Zones
1.0.0.0.2.2.0.0.1.1.0.0."
Trust Points
Conditional Forwarders
< >

Name

n (same as parent folder)
nisame as parent folder)
[12001:0011:0022:0001:0000:0000:0000:0100
[—IZOOW:DCI1:302-.~'~)’J1:E|’J»."&0050:.,""J03:010C‘

Type

Start of Authority (SOA)
Name Server (NS)
Pointer (PTR)

Pointer (PTR)

Data

[5), ns1., hostmaster.
nsl,

nsl.servertw.

www.server.tw,

= T ds 5/8/2019

Performance

BPA results

Performance

BPA results
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§ Local Server DHCP

li Al Servers . : Disk Cleanup

= 0 Configure this local server e

18 DHCP =4

oy Event Viewer

?’ 3 Adidire L | Internet Information Services (1IS) Manager
W§ File and Storage Services b e g Z - " iSCS! Initiator i '
o 1s Add other servers Local Security Policy

Microsoft Azure Services

MU S e 4 Cre ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
5 _onnect this server to cloud sef Performance Monitor
Print Management
LEARN MORE Resource Monitor

Services

ROLES AND SERVER GROUPS System Configuration

System Information

Roles:4 | Servergro Server
Task Scheduler
ii DHCP 1 % DNS Windows Firewall with Advanced Security
Windows Memory Diagnostic
@ Manageability @ Manageability Windows PowerShell
Bverits Events Windows PowerShell (x86)
S s Windows PowerShell ISE
B VR Windows PowerShell ISE (xB6)
Performance Performance Windows Server Backup
BPA results BPA results
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File View Help
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=& Windows Server

B Adminiq ator: Command Prompt - nslookup
P

Internet Information Services
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& DHCP
File Action View Help

e 2@ B0 BmI®

¥ DHCP )

v @ 0 Add a Scope
B IPvd P
B IPv6

Display Statistics...
New Scope... h

Define User Classes...

Define Vendor Classes...
Set Predefined Options...
View

Refresh

Properties

Help

Create a new scope

dresses assigned to computers requesting a dynamic IP address. You must create and configure a
iddresses can be assigned.

€ Action menu, click New Scope.

ut setting up 2 DHCP server, see online Help.

Actions
IPvb

More Actions

610 PM
5/8/2019

= T de

File Action View Help

s 2mMEc @EmEe

v a nf‘ 0 Add a Scope
B Pv4 [

New Scope Wizard

A scope is a rangq
scope before dynd

To add 2 new scoy

For more informa

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IPv6
addresses to computers on your network.

To continue, click Next

Next > ‘

] 3

Cancel
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File Action View Help

e 2m D e Hm P

¥ DHCP ) Actions
v i 0 Add a Scope IPvE -
B IPv4 [
-D 1P New Scope Wizard More Actions >
Ascopeis a range P
scope before dyni  Add Exclusions
Exclusions are addresses or a range of addresses that are not distributed by the server.
To add a new scog

For more informa;

Type the IPv6 address range that you want to exclude for the given scope. if you want
to exclude a single address, type an identffier in Start IPv6 Address only.

Start IPv6 Address: 2001:11:22:1
End IPv6 Address: 2001:11:22:1: |

Excluded address range:

[heee |

B

File Action View Help

es2mEc Bm O

F DHCP Actions
va r151 ‘0 Add a Scope IPv6 -
B IPv4 r
2 IPv6 New Scope Wizard More Actions >
Ascopeis a range b
scope before dyni Scope Lease
The lease duration specifies how long a client can use an IPv6 address obtained from this
To add 2 new scoj scope.

For more informa;

Lease durations should typically be equal to the average time the computer is
connected to the same physical network.

Non Temporary Address(IANA)

Prefemed Life Time

Days Hours Minutes
= [ [

Vald LieTime

Days Hours Minutes

=g g g

<Bock ||

Cancel
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