M A cARERTAY
cHRERTRAY cAERFTE

" Native IPv6 it e g = & 2
IPv6 #* = & > E P |

LSS I

SERERY

Faee

Native IPv6 if 333 5% % &
P38 2



e

#0 A Kk Native IPv6 5 B 2 F A3+ 3F #2 = Native IPv6 &
2B IR B % i {7 Native IPv6 R IR B PE o & PIFEIFE A 530
Native IPv6 3 #3823 E 5 ¢ i » ¢ 7 NAT64/DNS64 &2
A464XLAT 1 3 8 > M RFI R 5 [Pv4 & IPvO &2~k 8 > £ 30 F
P % p 723K NAT64/DNS64 F 464XLAT 4% PR5% > 2 JOOL %
BINDO B hic#8§ > 3% & IPv6 ->NAT64/DNS64 -> IPv4 2 2 [Pv4
-> CLAT -> IPv6 PLAT -> IPv4 & f&id s 55 -

#3738 P ¢ 7 Windows10 ~ Windows8 ~ Android 2 iOS w #& i* ¥
4 EL PR P ¢ 2 Google ~ Youtube & #t F® =L %2 skype~ FTP ~SFT
EHPRY 4250 0 PI3E%RDE 7 Ping ~ nslookup 2 WEB | F % % >
Tt g HE NAT64 ~ 464XLAT ~ Native IPv6 2 Native [Pv4 v fé i

LR o PR RHA 0 ] B YT HEd NAT6A F

464XLAT & T 5 5 P~ > ¥ § & 58348 4] 5 response time & §E

H e i ﬁﬁ!ﬁémﬁ% TRHRR 2 XFR - APIEBEFLEEFT R

Wi 2. 3- 2



............................................................................................................. 2
............................................................................................................. 3
I S 4
E I 10
D E e e e 11

= B B 3 s 14
= > /E']%é‘#ﬁ% .............................................................................. 17

B R B B s 20
— ~  NAT64/DNSO64 Bl T i 20
Z v 4OAXLAT Bl F oo 50
= TR B IR e 80

eI 2. 3- 3



=

=

=

)

)

=

=

=

=

=

=

=

=

=

=

=

=

=

W P &

1 NATO64/464XLAT B3R E] oo 11
2 NATO64/464 X LAT 3 B Pl 38 7 AR cveiicie e 13
3 NAT64 Windows10 BIZE L # T3 oo 23
4 Windows 10 - Case 1 — GOOgIe .....cuvvvviviiiiiiiiiiiii e 23
5 Windows 10 - Case 2 — YOULUDE.......ccceviviriiieiiii e 24
6 Windows 10 - Case 3 — Yah0o .......ccceovvriiiiniiiniie e 24
7 Windows 10 - Case 4 — Facebook...........ccceviiiiiiiiiiniciiee 25
8 Windows 10 - Case 5 — TWItET.....c.cevvvveiiieniie e 25
9 Windows 10 - Case 6 — NetfliX......cccoovriiieiiieniiieieeee e 26
10 Windows 10 - Case 7 — SKYPE ..cvvvevvveeiiiiieniiiie s 26
11 Windows 10 - Case 8 — FTP (FileZilla).........cccccevvveeiiiniiiiinecn, 27
12 Windows 10 - Case 8 — FTP (FileZilla) - Download..................... 27
13 Windows 10 - Case 8 — FTP (FileZilla) - Upload............ccccuennee. 28
14 Windows 10 - Case 9 — SFTP (FileZilla)........c.ccccoovveiiivniiininennnnn, 28
15 Windows 10 - Case 9 — SFTP (FileZilla) - Download................... 29
16 Windows 10 - Case 9 — SFTP (FileZilla) - Upload .........c.ccuee.e. 29
17 Windows 10 - Case 10 — Windows Outlook............cccccvevviiinnnnnn, 30
18 Windows 10 - Case 11 — Gmail ........cccoooviiiiiiiiiiniecec e 30

T 2 3- 4



=

=

=

=

)

)

=

=

=

=

=

=

=

=

=

=

=

=

=

19 NAT64 Windows8 BIFE L # T3 o 31

20 Windows 8 - Case 1 — GOOZIe .....c.evvvviviiiiiiiiiiiiii e 31
21 Windows 8 - Case 2 — YOULUDE .......ccovvverieeeiiieiiie e 32
22 Windows 8 - Case 3 — Yah0o ......cccovviiiiiiiiiiic i 32
23 Windows 8 - Case 4 — Facebook.........cccccveviiiiiiiiiiiiiieec, 33
24 Windows 8 - Case 5 — TWILET.....cccuveriveriiieeiiie e 33
25 Windows 8 - Case 6 — NetfliX.......cocviiiiiiiiniiciiie e, 34
26 WIndows 8 - Case 7 — SKYPE ..evvvvvviiiiiieeiiiii s 34
27 Windows 8 - Case 8 — FTP (FileZilla).......c.cccccocvvvviveeiiiiie e, 35
28 Windows 8 - Case 8 — FTP (FileZilla) - Download...................... 35
29 Windows 8 - Case 8 — FTP (FileZilla) - Upload...........cccccveennneee. 36
30 Windows 8 - Case 9 — SFTP (FileZilla)...........cccovviiiiiniinnnnnn 36
31 Windows 8 - Case 9 — SFTP (FileZilla) - Download..................... 37
32 Windows 8 - Case 9 — SFTP (FileZilla) - Upload ..........cccevuveenee. 37
33 Windows 8 - Case 10 — Windows Outlook............cccecviiiiinnnnnnnn, 38
34 Windows 8 - Case 11 — Gmail ........cccooeviiiiiiniiii e 38
35 Android - Case 1 — GOOgIe .......cceeriiiiiiiiiiic e 39
36 Android - Case 2 — YOULUDC .......cccueeiiiiiiiiiiie e 39
37 Android - Case 3 — Yahoo ......cccovueeiiiiiii e 40

WiT 2. 3- 5



=

=

=

=

)

)

=

=

=

=

=

=

=

=

=

=

=

=

=

38 Android - Case 4 — FacebOOK.......uvviiiieeiiiiiieeee et 40

39 Android - Case 5 — TWItET .....cuveiiieiiie e 41
40 Android - Case 6 — NetfliX.......cooeviiiiiiiiienie e 41
41 Android - Case 7 — SKYPE ..evviuriiiiiiiiiiiiie i 42
42 Android - Case 8 — FTP (FileManager+ - FileZilla)...................... 42
43 Android - Case 9 — SFTP (FileManager+ - FileZilla) ................... 43
44 Android - Case 10 — Windows Outlook..........ccccoervviiiiiiniecnnnnne, 43
45 Android - Case 11 — Gmail .......ccoovveiiiiiiiiiic e, 44
46 10S - Case 1 — GOOGIE ...cuvveiiiiieiiiii e 44
4710S - Case 1 — GOO0GIE ...cvvveiiiiieiiiii e 45
48 10S - Case 2 — Yah0O .....cueviuiiiiiiiiiiieiiee e 45
49 108 - Case 4 — FaCebOOK ......coovvviiiiiiiiieiiienee e 46
S50 10S - CaS€ 5 — TWIT....eeieiiiiiiie et 46
51108 - Case 6 — NetfliX...oooveiiiiieiiieiiie e 47
52108 - Cas€ 7 — SKYPE .eivviiiiiiieiiiii ettt 47
5310S - Case 8 — FTP (FTPManager - FileZilla) .........ccccccocueernnnnnnn. 48
5410S - Case 9 — SFTP (FTPManager - FileZilla).........c..cccceeuenee. 48
55108 - Case 10 — Windows Outlook..........ccccevviiiiiiiiicniiiininn, 49
5610S - Case 11 — Gmail ....ooceeiiiiiiiiiiiie e 49



=

=

=

=

)

)

=

=

=

=

=

=

=

=

=

=

=

=

=

57 464XLAT Windows10 Bl78 3 #8 T3 o, 52

58 Windows 10 - Case 1 — GOOZIE .......ccevvviiviiiiiiiiiiiiee i 53
59 Windows 10 - Case 2 — YOUtUDEC.......cccvvveiieiiiiieie e 53
60 Windows 10 - Case 3 — Yahoo .......cccccvevviiriiiniiiiiieeee e 54
61 Windows 10 - Case 4 — Facebook..........cccevveiiiiiiieiniicnieesee 54
62 Windows 10 - Case 5 — TWItter......ccocuveiiieiiieeiie e 55
63 Windows 10 - Case 6 — NetfliX.......cocoeviieiiiiiiiiiiieeec e 55
64 Windows 10 - Case 7 — SKYPE ...vuvvviviieiiiiie it 56
65 Windows 10 - Case 8 — FTP (FileZilla).........cccccoovvveiiineeiiiinennn, 56
66 Windows 10 - Case 8 — FTP (FileZilla) - Download..................... 57
67 Windows 10 - Case 8 — FTP (FileZilla) - Upload............c.ceuvennee. 57
68 Windows 10 - Case 9 — SFTP (FileZilla)..........ccccooeeniiiiinnninnnnn 58
69 Windows 10 - Case 9 — SFTP (FileZilla) - Download................... 58
70 Windows 10 - Case 9 — SFTP (FileZilla) - Upload ...........cceeee. 59
71 Windows 10 - Case 10 — Windows Outlook.............ccccverviinnnnnnnn, 59
72 Windows 10 - Case 11 — Gmail ........ccccocevviiiiiiiiiieeee 60
73 464XLAT Windows8 BJ3F L # T3 oo 60
74 Windows 8 - Case 1 — G00gle .........ccvvviiiiiiiniiiece e 61
75 Windows 8 - Case 2 — YOutube.........ccoovviiiieiiiniiciccce e, 61

T 2 3- 7



=

=

=

=

)

)

=

=

=

=

=

=

=

=

=

=

=

=

=

76 WINAOws 8 - Case 3 — Yahoo ..cccuvuiiiiiei et 62

77 Windows 8 - Case 4 — Facebook..........cccoeviviiiiiiiinicee 62
78 WIndows 8 - Case 5 — TWItIET ......ueeiveriiiiiiee e 63
79 Windows 8 - Case 6 — NetfliX......cccooovriiiniieniieeeee e 63
80 WIndows 8 - Case 7 — SKYPEC ..cccvvvviiiiiiiiiiie i 64
81 Windows 8 - Case 8 — FTP (FileZilla)..........ccocevviviiiiiiiiiiiincnn, 64
82 Windows 8 - Case 8 — FTP (FileZilla) - Download....................... 65
83 Windows 8 - Case 8 — FTP (FileZilla) - Upload.........c.ccccueernenee 65
84 Windows 8 - Case 9 — SFTP (FileZilla).........cccccoovvvveiiiiniiiiiinennen, 66
85 Windows 8 - Case 9 — SFTP (FileZilla) - Download..................... 66
86 Windows 8 - Case 9 — SFTP (FileZilla) - Upload ..........cceevunennnee. 67
87 Windows 8 - Case 10 — Windows OutlooK...........cccoevvriiinicninnnnn 67
88 Windows 8 - Case 11 — Gmail .........cceevviiiiiniiiieee 68
89 Android - Case 1 — GO0l ......ccvvvviiiiiiiiiiii e 68
90 Android - Case 2 — YOULUDE.......ccceeviiiiiiiiiie e 69
91 Android - Case 3 — Yahoo ......cccovuieiiiiiiiiiic e 69
92 Android - Case 4 — Facebook..........ccccveiiiiiiiiiiiiiic e 70
93 Android - Case 5 — TWItET .....cuviiueeiiie e 70
94 Android - Case 6 — NetfliX......cooovvueeiiiriiinie e 71

kT 2 3- 8



=

=

=

=

)

)

=

=

=

=

=

=

=

=

=

=

05 Android - Case 7 — SKYPE ..cvvvvviieiiiiiieeiiiie st 71
96 Android - Case 8 — FTP (FileManager+ - FileZilla)...................... 72
97 Android - Case 9 — SFTP (FileManager+ - FileZilla) ................... 72
98 Android - Case 10 — Windows Outlook...........cccevvievieiiieniinnnnn 73
99 Android - Case 11 — Gmail ........ccceeviiiiiiii e 73
100 10S - Case 1 — GOOGIE ....ccvvviiiiiiiiiiiicce e 74
101 10S - Case 2 — YOULUDE ......cccveeriiiiiie e 74
102 10S - Case 3 — YAh0O ..cooiviiiiiieiiieciie e 75
103 10S - Case 4 — Facebook ........cocoveiiiiiiiiiii e 75
104 108 - CaSE 5 — TWIHET ..eeevvieiiieriiee et 76
105 10S - Case 6 — NetfliX ..oooveeriieriieiiie e 76
106 10S - CaSE 7 — SKYPC c.vvveiiirieiiiiie e ssiiie s siree s siee e svee e siree s 77
107 10S - Case 8 — FTP (FTPManager - FileZilla) ............ccccevvenee. 77
108 10S - Case 9 — SFTP (FTPManager - FileZilla)............ccccccueenee. 78
109 10S - Case 10 — Windows Outlook...........cccocvrviiiiiiicniiininnn, 78
110 10S - Case 11 — GMail ....c.ooeiiiiiiiiiiiei e 79

WsT 2. 3- 9



e

e

e

e

% P &

1 NATO64/464XLAT BZE AT i 15
2 NATO4/DNSO64 BIFETE B T T o 18
3NATO4 PIFFIE & oo, 20
4 464XLAT BIFAIE & o 50

T 2 3- 10



Tl
=
‘“l t‘.

APIEEAF 2 % 454 NAT64/DNS64[1][2]1% 464XLAT[3]:d %% 5
BT ARIGE 0 FETRE 2 RFIRE T IPv4 & IPVO 2P TR B 0 %
2% NAT64/DNS64 T 464XLAT H IR 5% 3 P REE Y » B &
IPv6 ->NAT64/DNS64 -> IPv4 1 % IPv4 -> CLAT -> IPv6 -> PLAT ->
IPv4 & f6:8 S8 -2 % 5088 JOOL B iR #[4] 2= ¥ = 2 Y Native
IPv6 i iR BE E £ 79 ik o ARIERL A g R
7 R S RARE SR o BRIPIRIE D X RIS o VAEBIERY S =2

B304 —A ARIGF ~ BIRIEE BT RIE  AoB] 17T e

AR YN i3k e

IR AR BRAPPY || RAMEEREGA BER || pawngRA)EEAPPA
At AWEBS 25 & || NATO4/464XLATHA MY || Kobinnl BB RAE B % &

N E > gl al s N
i 2 o SHER X AR K
& ERICMPA AR E 25 < IPv6 Connectivity:| 3 &

R|ag @ aj HIPvASIPVOE s 8 £ s Outlook ~ FTP ~ SFTP,
*  google ~ youtube > yahoo Etc.

» facebook,. etc. o ‘
(11 Tube Google g — @ CEEZ TR L

M
2 % G ﬁfﬁfgsﬁll

YAHOO.’ g'lu —l

g {111

| RAB MRS | mRsems

B 1 NAT64/464XLAT BlzE2)

T 2 3- 11



T oo S BRRRINA RGP
> i e R
MREEEFEIT AR AT AR A A#H D &P WEB P&
Prb@SURE o L RRPRERY Gl IPV6 FEEHTE
IPv6 i e ipl3# o Bl3F > 38 2 ICMP 2 1 T Biplsd e b & o
Blireshe 70
» Google Search
Youtube
Yahoo Search

Facebook

Twitter

YV V VYV Y V

Netflix

> AP
LR R L i s g e cd "51”)5 & 518 NAT64/464XLAT # 45
e Z B> 7Pl IPv6 Connectivity 8 i |+ 2 IPv4 &7 [Pv6 2

gWAR

> R R
MLEHRE TN G N AR L AH D WP PRI
ok E o R F R RBBE KRR TSR AT gD

T 2 3- 12



BE Y BRI o gt IE IR A H LT T AR Bl SR 2 5P

Skype

FTP

SFTP

Windows Outlook

vV V ¥V VYV V

Gmail

PIRROARR T A LB PRE ST FRRRZ PRI L Z R (4

2) 0 & PEEBORIGRIE AodoT Arat

MRS FRA

ER T [ Akt ] [ I%HJMFS&?:%}
v HRKHBEEOS

[ HEE T

AAEREE > o4
RETR R

Functionality

o R R BEAR  ERAR » % NAT64/464XLAT

#® LE LS
o RARRLER
3

% E2E Connectivity
«  Application Usability

B 2 NATO4/464XLAT i 3 ip| 38 4%

-~ EH B
BU PR B B ORRTR & B B B
TG R o O R T

> RIFPBRBAER

ShT 2 3- 13



W A el er 7 ~NAT64/464XLAT # 3% &

PRFETL T L F 2 PRERILTEFE o

> FEREHER OS

EEFM"'&J;&B lFé’F‘ %»u%j\{?’ %"@-@1\’ ’ﬁ%ﬁx\%f‘%_

JE 12 Windows 8.x 2 Windows 10.x 5= &2 1T % % %tig

TRz TP AR PIJE 2 Android 10.x 2 i0S 13.x %k

e
> FERRE RV AR

FETE SR M A BT et iplRdR & P o
> BRRREEEEL

B L PIRREIE A o PR EARY LR T

B Y QR RBEER -
ER L

FIRREES g ARAE RFORRNPRRERIRZE L

AR TR E T PlE o B P PIEARDI LT EH AP Aok

10

T 2 3- 14



# 1 NAT64/464XLAT Bl:& R3]

1 hf -+
IPv6 i~

(12
Android

» )
> K E>

B 2>

Yo AL oh
IPv4/IPV6 N =15

B
. Al {z pt B 18 -
3 AR IPv4/IPV6 wa

o
(A) = ul o oor

> KT
B
iﬁ‘g>

2. Ifconfig
for
windows

A2 @ * DNS ® TR
ping&DNS

47 2 3- 15



A-3
A-4
B-1
A R
(B)
B-2
B B =X
B * BE C-1

(©)

ps b
= IP
TS
G
=k
i * ICMP
i {7 1 SR
e

TTL ~ &P

A TTL

pL ﬁi

EA T A2

ol 8

4T 2 3- 16

nslookup 4p
£t iRl
i #

chrome

T & il

& * ping or
traceroute

5 4

18 NAT64 /
464XLAT
&%
SKYPE -~
FTP ~
SFTP ~
Gmail % :&

{7 33 SR

APP

X4 TTL p*

Ey

ping&DNS
APP

BRI A2
S
g * KR
B ek (T4

IEﬁ



NG

It

RIFFLIPERFRRREEFRE A TZ o FFTR 2

Ny

NAT64 / 464X LAT Functionality
E2E Connectivity
Application Usability

BIFRIR A Jf o ZPIRRTE A ~ RIGRERE ~ ek LA - erbaE )
PIERIEEEE (T3 REEZ AMER) o FRERRERL

(AR RER A
PIRITE k Atx & 5 Windows10 ~ Windows8 ~ Android 2 iOS =
iR 7 > & w12 ASUS MD750 ~ ASUS S300CA ~ Sony z1 % iPhone 11
HEK K B 7R > 1 Google Chrome = FFK TR » ¥ RIFHE*
g #4258 ¢ 3 Skype ~ Outlook 2 Gmail % - Windows10 ~ Windows8
v * Windows p & CLI /i & i 5 28 2 P38 1 & > Android % * Ping
& Net > @ 10S P4 * iNetTools » 4+ 7 g% 28w L mMEE o
ping ~ nslookup % traceroute % ¢4 o @ 5 FJ STP % SFTP z_p|:&
£ $o0 F 223k FTP 0 Server #4 2 Client 33> 7 % % ¢ 12 FileZilla it
§2 28 3k Server 2 Client > Android 4= i0S % % P| 4 %] 2 File Manager+

% FTPManager APP %t 2% FTP Client » ¥t FileZilla 7 Server & {7 £ &

a1 2 3- 17



BERGE  RIBRB T AT 244 20

#. 2 NAT64/DNS64 P& %k 5 7 3

Windows10 RS Chrome
2 a MD750
j e ASUS
Windows8 S300CA \ Chrome
Android Sony z1 D-link Chrome
e e dir-2680
& R (WIiFi)
iPhone 11 D-link Chrome
d -2680
) Windows A o Skype -
Windows10 CL] Filezilla Filezilla Outlook
) Windows A A Skype -
Windows8 CL| FileZilla Filezilla Outlook
Fil Gmail ~
Android  Ping & Net e FileZilla  Skype -
Manager+
Outlook
Gmail ~
i0S iNetTools FTPManager  FileZilla ~ Skype -
Outlook

47 2 3- 18



D T

B2 2% IPV6 & K Poig o @ 5 s - 1R E A F ML 25 IPV6
2 IPv4 3 AP AE AL fRido K R IPVO it ey B & w - % Native
IPv6 = o jFi > Flpt4oie 2 IPv4 22 IPv6 £ 3 Tis 5 - P £ 8 3%
18 o #F30 K Kk Native IPv6 e B Z F > A3+ F #42 = Native IPv6 i#
EIFHREBE - E o L AAT
» 464XLAT CLAT(For NAT46 # i) 2 JOOL B hickgE ¥
» 464XLAT PLAT(For NAT64 # ic) > ™ JOOL B /hifcfiiE ¥
> DNS64 Server(45 fic PLAT NAT64 i * ) > ‘g * BIND DNS
Server #iikgzE ¥
A RIFAAR £ 35 Native IPvo i @S TR 5 cniRli2 H 30 0 @ 7 R
FRUNAR S RIBRR AT S RIGAIE D~ RIBAL L~ RIAE B FIELL 2 RIE D
I o RIFRPIE E 2 HP R Rrbde Google ~ Youtube & ; #
J&* #2384 Gmail ~ Outlook % ; % & ﬁa.] FTP -~ SFTP % > jp|i&38 P
A R A AR P 2 B E o AR E % NATO4 -
464XLAT ~ Native IPv6 2 Native IPv4 :f I 587V #> %FE T &
ERRERBIZ AR EAET 2 AT R 21 RVTE AT R 42
;-2 4% Native IPv6 3 > 7 £ KB EHPBHHL R 2 HPR 7~

TS o4 ISP ¥ 0¥ Native IPv6 st 2 5% -

T 2 3- 19



F~ RlES %

- ~ NAT64/DNS64 B3 & %

NAT64/DNS64 Blid g k45 & 4ok 3 #9777 o & & A MPEE

RARIGFE T ORI RS FATRP

3 3 NAT64 |4t &

Ex| @aiE | Bwgn|  BRRE FIRRE

Win8 Winl0  Android i0S
1  Google ADO#uL v v v v
2 Youtube FEEAL % v v v
3 Facebook *LE¥#EUL v v v v
4 Yahoo  AL#4U4 % v v v
5 Netflix — FEAIG v v v v
6 Twitter  fLR¥4AU4 v v v v

ARRE WmRKE

Win8 Winl0  Android i0S

7 SKYPE AR TS v v v v
8 FTP MEARTS v v v v
9 SFTP 5 AR5 % v v v
10 Outlook  FBHARFH % v v v
11 Gmail AR TS v v v v

a7 2 3- 20



IEBNF L

1  Google
2 Youtube
3 Facebook
4 Yahoo

5 Netflix
6 Twitter

ENER

DualStack
DualStack
DualStack
DualStack
DualStack

IPv4 only

A EE

S

=
=

4ms

3ms

3ms

140ms

163ms

56ms

Vv \Y
\Y \Y
Vv Vv
\Y \Y
Vv Vv
\Y Y

& RPIEEH R WEB P R 5k 0 @ % ICMP 2

B BpR g e p iRt e 7 google.comyoutube.com»

facebook.com ~ yahoo.com -~ netflix.com % twitter.com * B|3& 5 &

I IS i

M xb T AR ER o FE twitter.com & & 3 IPV6 PRGE o

B D NAT64 crdgdefs > 7 3Bt o

P T TR T B

5 i NAT64/464XLAT

WHABH SLE o PREA AR Y 2 Bk ¥4 Native IPV6

LL.&)L’__L

time 1% =~ 2

o
.§K°mé’

T 2 3-

21

18 NATO64 # 4% o £ F € 2 response

#z Google ~ Youtube ~ Facebook ~ Yahoo %



Netflix fp 5 BipliE et " 5 DualStack > &£ 3% IPv4 & IPv6
MRS NE T FBREELIRIE @ twitter.com FE £ 3 [Pv6 B N
WA > x5 d Native IPv6 B8 5 B~ JR7% o

Je* RIRE L E X ERITA G & APP S AAGR R
PRARTE * KAy o PR P &5 SKYPE -~ FTP ~ SFTP ~ Outlook -
Gmail = % % BE 7 73 Ju® RI78 % i Bp| 2 ©

NATO64 &7 RZFE W55 B 3~ B 56 £ 7 H 3~ K
18 % Windows10 2_p|:&# B8] ; B 19~ B] 34 5= Windows8 /7|
#% % 5 Android 2 10S B2 BRI 4 W =3 F] 35~ B 45 2

B 46~ B 56 -

T 2 3- 22



A3 E % (Win 10)

ipconfig (IPv6 only)

Windows IP Configuration

Ethernet adapter Z K#4J#%:
Connection—specific DNS Suffix
IPv6 Address. 1
Temporary IPv6 Address
Link-local IPv6 Address
Default Gateway . 3

Wireless LAN adapter Wi-—Fi:

Media State . 5
Connection— spec1f1c D\S Suffl\

Wireless LAN adapter [&Isi#i4R+ 1:

Media State . . 5
Connection— spec1f1c D\S Sufflx

Wireless LAN adapter [&IRi#l4R+ 2:

Media State . . .
Connection— specxflc D\S Suffl\

C:\WINDOWS\system32>

8/24

B 3 NAT64 Windows10 P& 2

: 2001:288:3001:59:8875:adc1:987c:al98
: 2001:288:3001:59:64bd:e592:684c:1d94
: fe80::8875:adcl1:987¢c:al98%15
: fe80::66a0:e7ff:fe43:3841%15

: Media disconnected

: Media disconnected

: Media disconnected

B

Windows 10 - Case 1 — Google (Dual - Stack)

nslookup

C: \WINDOWS\system32>nslookup
Default Server: UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487
> google. com

Server: UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487

Non-authoritative answer:

Name: google. com

Addresses: 2404:6800:4008:801::200e
216. 58. 200. 46

>

ping

C: \WINDOWS\system32>ping google. com

Pinging google.com [2404:6800:4008:801::200e] with 32 bytes of data:

Reply from 2404:6800:4008:801::200e: time=3ms
Reply from 2404:6800:4008:801::200e: time=3ms
Reply from 2404:6800:4008:801::200e: time=3ms
Reply from 2404:6800:4008:801::200e: time=3ms

Ping statistics for 2404:6800:4008:801::200e:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 3ms, Average = 3ms

C: \WINDOWS\system32>

browser

Google

tracert

C:\WINDOWS\system32>tracert google.com

Tracing route to google.com [2404:6800:4008:801: :200e]
over a maximum of 30 hops:

1 1ms
2 1 ms
3 *

4 2 ms
5 3 ms
6 3ms
7 3 ms
8 4 ms
9 3 ms
10 4 ms
11 4 ms
12 4 ms
13 4 ms
14 3 ms

Trace complete.

1ms
1 ms
*

1 ms
2 ms
*

3 ms
4 ms
3 ms
4 ms
4 ms
4 ms
4 ms
3 ms

09d
t5a01508-in-x0e. 1e100. net [2404:6800:4008:801: :200e]

Bl 4 Windows 10 - Case 1 — Google
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Windows 10 - Case 2 — Youtube (Dual - Stack)

browser
- L e ——
C: \WINDOWS\system32>nslookup = Ee Sia °
Default Server: UnKnown T
Address: 2001:288:3001:59:25e:ab37:b87a:d487 o v
> youtube. com P

Server: UnKnown © ween
Address: 2001:288:3001:59:25e:ab37:b87a:d487

Non-authoritative answer: L]

Name: youtube. com

Addresses: 2404:6800:4012::200e
172. 217. 160. 78

ping tracert

- e - \WINDOWS\system32>tracert y x
CZ\WI.\DU“S\S}'SIQES? ping youtube. con C:\WINDOWS\system32>tracert youtube.com

Tracing route to youtube.com [2404:6800:4012::200e]
over a maximum of 30 hops:

Pinging youtube. con [2404:6800: 4008 800::200e] with 32 bytes of data:

Reply from 2404:6800:4008:800::200e: time=4ns SO e Sgme N 3001
Reply from 2404:6800:4008:80 : time=dms 3. AR Smue:* timed out.
Reply from 2404:6800:4008:800: :200e: tine=dns 3 Sm  3me 3he do0iisssioilese:loztosierin
Reply from 2404:6800:4008:800::200e: time=4ms I o o2 e 102
8 4 ms 4 ms 4 ms 264:1

Ping statistics for 2404:6800:4008:800::200e: e s .

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 11 6ms  4ms  dms A
Approximate round trip times in milli-seconds: a0 g T

Minimum = 4m5, “aximuﬂ] = "2]]15. :‘."Erage = 4ms 14 4 ms 4 ms 4 ms tsa0ls09-in-xOe. 1e100. net [2404:6800:4012::200e]

Trace complete.

B 5 Windows 10 - Case 2 — Youtube

Windows 10 - Case 3 — Yahoo (Dual - Stack)

nslookup browser
C:\WINDOWS\system32>nslookup
Default Server: UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487

> yahoo. com

Server: UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487
Non-authoritative answer:

Name: yahoo. com
Addresses: 2001:4998:58:1836::10
2001:4998:58:1836::11

tracert

C:\WINDOWS\systen32>tracert yahoo.com

Tracing route to yahoo.com [2001:4998:¢:1023::5]

ping over a maximum of 30 hops:

C:\WINDOWS\system32>ping vahoo. com 1% iz 1
Pinging yahoo. com [2001:4998:c:1023::5] with 32 bytes of da IE: ;
Reply from 2001:4998:c:1023 5 2 ms 2
Reply from 2001:4998:c:1023 * #
Reply from 2001:4998:c:1023 3ms 3
Reply from 2001:4998:c:1023::5: time=156ms * »
3

Ping statistics for 2001:4998:¢:1023::5: 2
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), ?

Approximate round trip times in milli-seconds:
Minimum = 156ms, Maximum = 156ms, Average = 156ms

2 G &
tR AR
B

ql. yahoo. com [2001: 4998 DO
. yahoo. con [2001:499

:209::1]

C:\WINDOWS\system32> £c23::1]

s media-router-

1
. prodl. media. vip. gql. yahoo. con [2001:4998:¢:1023::5]

[
[y
@
2

Trace complete.

B 6 Windows 10 - Case 3 — Yahoo
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Windows 10 - Case 4 — Facebook (Dual - Stack)

nslookup browser

C:\WINDOWS\system32>nslookup
Default Server: UnKnown
Address: 2001:288:3001:59:25e:ab37:b87a:d487

facebook

> facebook. com Facebook - MBRBBIFLANBE - RS
Server: UnKnown ot dled
Address: 2001:288:3001:59:25e:ab37:b87a:d487 ) =

b=

Non-authoritative answer: X L

Name: facebook. com =

Addresses: 2a03:2880:f15a:83:face:b00c:0:25de v
31.13.87.36 n

ping

C:\WINDOWS\system32>ping facebook. com

Pinging facebook. com [2303 2880:f15a: face b00c:0:25de] with 32 bytes of data: TFGCCI '
Reply from 2a03:2! f15, 00 time=26ms
Reply from 2a03: time=26ms C:\WINDOWS\systen32>tracert facebook. com
Reply from 2a03:2: : time=26ms : = (9803 :9880 - £15 83+ 2 .0:25de]
Reply from 2a03:2880:f13a:83: face:b00c:0:25de: time=26ms Uttt b R Sl
Ping statistics for 2a03:2880:f15a:83:face:b00c:0:25de: 1 1ms 6 ms
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 2Lt i)
Approximate round trip times in milli-seconds: i Sm Toms
Minimum = 26ms, Maximum = 26ms, Average = 26ms 5 3ms 2ms
[ .
C:\WINDOWS\system32> 7 3 ms 3ms
8 3ms 3ms
9 3ms Ims
10 4ms 3 ms
11 2ams 2 ms
12 28w 28 ms
13 25ms 25 ms
4 2ams 25 ms
15 2ms 25 ms
16 25ms 25 ms
17 %ms 26 ms
18 26 ms 26 ms
12/61 Trace coaplete.

B 7 Windows 10 - Case 4 — Facebook

Windows 10 - Case 5 — Twitter (IPv4 - only)

browser

nslookup

C:\WINDOWS\system32>nslookup DNS64 Server
Default Sexrxer-  InKnouwn
Address: [_2001:288:3001:59:25¢:ab37:b87a: d487

L J
> twitter._com TS LIEAER 4 M HRE
Server: UnKnown | P

Address: 2001:288:3001:59:25e:ab37:b87a:d487 ] E

O = ——r—

Non-authoritative answer:

o itwitter com
I Addresses: 64:ff9b::68f4:2a01 ]
104. 244.42. 1

ping

C:\WINDOWS\system32>ping twitter.com

tracert

B [64:£19b: :65¢4: Z 0 I - C:\WINDORS\systea32>tracert twitter.com
R;Sf,in%r;;léiﬂffmm 44_2301: a01] wit Y eSO AALa | e Fonite i  tulteer) con! [64: £10+ 88¢4:2601) NAT64 Server
Reply from 64:f£f9 :2a01: over a maximum of 30 hops:

Reply from 64:ff9l :2a01: time=56ms [ 1 lms <lms <lms

2001:288:3001:59:d0fc:b48d: 4ad3: fala ]

Reply from 64:ff9 :2a01: time=56ms 3 I 5o Tie il Te8c73:3bfe
. i 4 1 ms 1 ms 1 ms ” ’
Ping statistics for 64:ff9b::68f4:2a01: 5 2 ms 2 ms 2 ms [64:££9b: :cb48: fel]
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), ? g:i s S ae
Approximate round trip times in milli-seconds: 8 Lo 4 i A ns
Minimum = 55ms, Maximum = 56ms, Average = 55ms 9 5 ms 5 ms 5 ms
10 23ms 23ms 23 ms 0 S0 : 2
< 11 23ms 23ms 24ms . telstraglobal.net [64:ff9b::d2b0:2cb1]
C:\WINDOWS\system32> 12 28ms 22ms 23 ms -core0l. telstraglobal. net [64:£f9b: :ca
13 6lms 60ms 60 ms 6. jtha-core02. telstraglobal. net [64:f:

co
sikoll. telstraglobal. net [64:ff9b: caA_f dea

15 59 ms 61 ms 58 ms :b086
16 * * * Request timed out.
17 56 ms 55 ms 55 ms 64:ff9b::68f4:2a01

13/61 Trace complete,
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Windows 10 - Case 6 — Netflix (Dual - Stack)

C: \WINDOWS stem32>nslookup

DS reqvaat iiaad it browser
timeout w seconds.

Default erver UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487

netflix. com
UnKnown

2001:288:3001:59: :d487

AIRERRMENEGE, 8
RESHTNE,

Sk TN,

ping 700f: :3429:a854
Microsoft Windows [Version 10.0. 18362. 1082
(c) 2019 Microsoft Corporation. All rights reserved.

3001:59::254
3001:1::254
iyl

C: \WINDOWS

ystem32>ping netflix. com

of data:

Pinging netflix. com [2620:108:700f::
Reply from 2620:108:700f::3 : time=165ms
Reply from 2620:108:700f::3429:f4bd: time=159ms
Reply from 2620:108:700f::3429:f4bd: time=159ms
Reply from 2620:108:700f::3429:f4bd: time=159ms

Ping statistics for 2620:108:700f: :3429:f4bd:
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = 159ms, Maximum = 165ms, Average = 160ms

4000:9
4000: 90C
4000:

107

2
(=]
2
a

B 9 Windows 10 - Case 6 — Netflix

Windows 10 - Case 7 — Skype

FMET

Bl 10 Windows 10 - Case 7 — Skype

45T 2 3- 26



Windows 10 - Case 8 — FTP (FileZilla)

S ETEIO RO WL TAc M

Host: | [2001:288:3001:59:b| Usermame: | george Password; | eee Port: Quickconnect
Sutus:  Retrieving directory listing.. [ see Manager FTP agi’ % ~
 Status: Directory ksting of */~ successful |
Status: ~ Sending keep-alive command | Select entry: Geogaal Zaaslass
Stus:  Sending keep-slive command ™
i/ .";‘;’m Protocol | TP - File Tansfer Protocol v -
1 Host: 2001:283:3001:5% b464:4651:bbb68S37) Pert:
9eorge@ 1401155931 % (200128 Lt site 2] i o P =
Local site: | C:\Users\nwiab\Desktop\ v
31| Cisco Packet Tracer 7.2
A3 Contacts Logon Type:  Normal S
Cookies
User; gecrge
+ I Desitop
= Documents | Password: e
Filename Filesize Filetype Last modified  Permissions  Owner/Gro...
wuERaR File folder Background color: |None 21/09/2020 11:...
10 MARS File folder s
L5AXLAT winl0 File folder
NATES win10 File folder
ERPS. Ble folder: 8 New site New folder
17 files and 6 directones. Total size: 4,512,919 bytes
New Bookmark Rename P
Server/Local file Direction Remol
Delete Duphicate
Connect oK Cancel

Queued files. Failed transfers (2) | Successful transfers (4)

H P Type here to search

[
o

Bl 11 Windows 10 - Case 8 — FTP (FileZilla)

Windows 10 - Case 8 — FTP (FileZilla) - Download

B george®(2001:2623001:59:b464.4651-bbbE537) - FileZilla o x
Fle Ede View Tansfer Server Bockmarks Help

Z-|BTTEIORO XL TFASS

Host: | [2001:2823001:59:b| Username: | george Password: | see Port: Quickconnect
Status: File transfer successful, transferred 0 bytes in 1 second ~
Status: Connection closed by server
Status Starting download of /ftp_downiosd.txt
Status File transfer siccestul, transfermed O bytes in 1 second
georg 155991 % 12001:288:300 7] % -
Local ste | CA\Users\matob\Desttop) < [Remotesae | 3
3 Cisco Packet Tracer 72 - 7
18 Contacts
Cooties
I ﬁ‘ Hﬁ a4 ~ [ Filename Filesize Filetype Lastmodfied  Permissions  Owner/Gro.
2897 Shortcut 6-to-6_fip_testtxt 15 TextDocu.. 081072020 13:
Text Document ) desktopini 282 Configurst.. 21/09/2020 11
‘me; ) ftp_download txt 0 TextDocu.. 0&/10/202013:..
openwit-19.073... 4154568 BINFile 7/2020 10:02-
testtat 3675 TextDocument  28/07/2020 152223 ~
Selected 1 fie. Total size: 0 bytes Selected 1 fde. Total size: 0 bytes

.,
~—rre R ~r EXERTh

Transfers finished

“Quewed fles | Falled tiansters (3) | Successtul transters (1)

n P Type here to search

Bl 12 Windows 10 - Case 8 — FTP (FileZilla) - Download
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Windows 10 - Case 8 — FTP (FileZilla) - Upload

[E 5e01geB{2001:282:3001:59:b464:4651:bbb6:8537) - FileZilla o X
Fle E6t View Tonsfer Sever Bockmarks Help
Z- 8BTS ORO x| FAcs
Host: | [2001:282:3001:58:b Usemame: | george Password: | eee Port: Quickconnect v
Status: of C A 01 A _ftp_testixt ~
Status: File transter successtul, transfered 15 bytes in 1 second
Status: Retrieving deectory Ssting of /.
Status: Diectory lsting of */” successfil
georg 1155091 % 6 £8537] X -
Local site: | C:\Users\rwlab\ Desicop\ Remote ste: v
3 Cisco Packet Tracer 7.2 ~ 7
18 Contacts
Cooties
+ [l Desitop
ot . L=
Fiesize Fletype Lest modiied ~ [ Filensme lesize  Filetype Lastmodfied  Permissions  Owner/Gro,
Fie folder 14/08/2020 19:11:49
Fille folder 22/05/2020 19:46:39 6-t0-6_fip_testtxt 15 Text Docu. 08/10/2020 13:
Fie folder 17/07/2020 163336 deshtopni 82 _Configurat... 21/09/20
File folder 08/10/2020 13:43:01
File folder
Selected 1 fide. Total size: 15 bytes 2 fles. Total size: 297 bytes

Server/Localfle Ovection Remate file Sce Priorty  Status ﬁ%mm

Transfers finished

Queued files | Failed transfers (2) | Successful transfers (8)

n L Type here to search

18

Bl 13 Windows 10 - Case 8 — FTP (Filezilla) - Upload

Windows 10 - Case 9 — SFTP (FileZilla)

Z-|BEITEIORO XL FAaos

Host: | [2001:2623001:59b| Username: | george Password: | eee Port: Quickconnect | v

e SFTP /7 e
[Command: open *gecrge®140.115.59.91° 22 |
f O Network error: Connectiof Sekect entry:
nect to server S
o7 SFTP - SSH File Transfer Protocol .~
New site
T [T —e— [ ] :mm; ost: 001:288:3001:50-b464:4651:5b6&2537] | Port
R | CUsard S -
. Cisco Packet Tracer 7.2 ¥ Newsie
18 Contacts
Cookies Logon Type: | Noemal v
+ @ Desktop
e —— User: george
Filename Filesice  Filetype Passwoed: .. Last modifie Permissions  Owner/Gro.
KBARSE File folder
105 File foider
Background color: | N v
L64QAT win10 File folder i pee
NATES File folder Comments:
test_cpe File folder
winl0_naté ftp Fue folder
ML IEPPTY File folder New site New folder
20 files and 7 directonies. Total sive: 4,516,062 bytes. ‘ N * R
| ew Bockma ename
Server/Local fle Direction nM =
ete Dupiate

o || omes

Queued fles | Failed transfers (2) | Successful transfers (12)

= e

B 14 Windows 10 - Case 9 — SFTP (Filezilla)
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Windows 10 - Case 9 — SFTP (FileZilla) - Download

[ 5e0rge{2001:282:3001:55:b464.4651:bELEAS3T) - FileZilla - o x
File Edt View Tansfer Server Bockmarks Help
EETEIC RO x Y FAc s

Host: | [2001:282:3001:58:b| Username: | george Password: | & Port: Quickconnect v
Statue Retnieving deectory bating of /- ~
Status: Directory listing of */” successful
Statue Starting downiosd of /sftp_download et
Statue  File transfer successful, tansferred O bytes in 1 second
Local site: | C:\Users\nwiab\ Desktop) v | Remote site: |/
[ | [ & | CiscoPacket Tracer 72 Al 87
A8 Contacts
Cookies
i Ptnn
. 1 v
— THIEE — e e g o=
&) desktopini 222 Coefigurat..  21/09/2020 11:..
stp, downlosd.trt i 1679 Fle 08/10/2020 14
TP fest i BT 0 122 396 Microsoft .. 08/10/2020 14
testart 3675 TextDocument  20/07/2020 152223 0 TetDocu— 08/10/202014..
test for_ftpxt 12 TextDocument  28/07/2020 150621 sftp_testaxt 9 TetDocu. 08/10/2020 14
~$i2s-dockerp 165 Microsoht Pow... 23/12/2019 123100
0 -$ % W.pptx 165 Microsoft Pow...  23/12/2019 1%:13:01 v
Selected 1 file Total size: 0 bytes Selected 1 file. Total size: 0 bytes

1323520
Serves/Local fle Direction  Remote file Sze Priocty  Status

Transfers finished

Queved fdes | Falled tansfers (2) | Successful transfers (14)

n P Type here to search

B 15 Windows 10 - Case 9 — SFTP (FileZilla) - Download

Windows 10 - Case 9 — SFTP (FileZilla) - Upload

george(2001:288:3001:55:b464.4551-DELESSIT)] - FileZilla

- o X
Fle £t View Tansfer Server Bockmars Help
e TTEICRO XL TFAS
Host: [ [2001:2683001:35b| Usernsme | gerge Password: | see Port: Quickconnect | v
[Status Starting upload of C:\Users\nwiab\ Desktop\sttp_test txt ~
Status: e transfer successful, tansferred § bytes in 1 second
Status  Retrieving deectory lsting of °/
Status:  Directory listing of 7~ successtul
Local site: | C\Users\awlab\ Desktop Remate site
T T & CiscoPacket Tracer 72 7
1% Contacts
Cookies
+ W Desktop
% Docnments v
Flename Filesce Filetype Last moddied ~ | Faensme desize Fietype Lastmodified  Permissions  Owner/Gro-..
B pkppi 00/10/2020 14:14:39 ] desktopir 282 Coefigurat... 21/09/2020 11:...
" L5 E 2801002000 14
testaxt 3675 Text Document Q' id_rsapub 396 Microsoft .. 08/10/200 14,
test for ftp.xt 12 TextDocument  28/07/2020 150621 sftp_testixt 5 TextDocu. 08/10/2020 14
07 -Sis-dockerp. 165 Microsolt Pow... 23/12/2019 173100
Q4 -S W pptx 165 Microsoft Pow... 23/12/2019 151301
G -seEmaEss 165 Microsoft Pow... 23/12/2019 1551:05 v
Selected 1 file. Total size: 3 bytes 4 fkes. Total size: 2,366 bytes

Server/Local fle Dicection Remate file ze Priocty  Status ﬁﬁﬁﬁﬂ]

Transfers finished

Queved fdes | Failed transfers (2) | Successful transfess (13)

n L Type here to search

Bl 16 Windows 10 - Case 9 — SFTP (FileZilla) - Upload
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Windows 10 - Case 10 — Windows Outlook

@~
B8 Microsot

Outlook

MEERR
L
FEFE AR

= = ouog

B 17 Windows 10 - Case 10 — Windows Outlook

Windows 10 - Case 11 — Gmail

Gmail @R

uuuuuuuu

B 18 Windows 10 - Case 11 — Gmail
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13X E 4% (Win 8)

ipconfig (IPv6 only)
C:\Windows\system32>ipconfig

Windows IP &%

LHAEMEF Etherneto:

Lﬁﬁﬁnus%ﬁ% . e . . . . . :lan
IPu6e fizdk . . . . . . . .: 2001:288:3001:59:8903:ecf8:al4ca:a51e
E;ET IPUB {Hiﬂ: . . . . . . : 2001:288:3001:59:7d14:b0bb:b425:dc3b
sELE- K IPue ﬁiijj; . . . . . . : fe80::8903:ecf8:a4ca:a51e%3
JEEERE . . . . . . . .: fo80::66a0:e7ff:fel43:3841%3

C:\Windows\system32>

24/61

Bl 19 NAT64 Windows8 iP|:# 3 4% 7 3t

Windows 8 - Case 1 — Google (Dual - Stack)

nslookup browser
C:\Windows\system32>nslookup _
DNS request timed out. w .

timeout was 2 seconds.

FEEREHRES:  UnKnown
Address: 2001:288:3001:59:25e:ab37:b87a:d487 G
oogle

> google.com

{FHR%Z%: UnKnown

Address: 2001:288:3001:59:25¢:ab37:b87a:d487

FAZIFHeRIEE

%1%: google.com

Addresses: 2404:6800:4012::200e
172.217.160.78

N LT a | ¢ P T 5
ping tracert
C:\Windows\systen32>tracert google.com

C:\Windows\system32>ping google.com
FELR 30 ERiSL

Ping google.com [2404:6800:4012::200e] ({FH 32 fITTHAYER: SEHE google.com [2404:6800:4012: :200e] [YFEEH:
[EIfj 5 2404:6800:4012::200¢: E¥[ij=4ns 1 3%ms  1ms <1 ms 2001:288:3001:59::254
[EF & 2404:6800:4012: :200e: IF[H=4ns 2 1ms  1ms <1 ms 2001:288:3001:1::254
@ é 2404:6800:4012: : 200¢: H§f'a1='4ls 3 1 ms <1 ms 1 ms 2001:288:30ff::2
' 1 1 :288:0:1659:192:192:61:101
[EIfIE 2404:6800:4012::200¢: E[i=4ns & zas za 24 1288:0:1659:192:192:61:24
6 2m  x x :288:0:1659:192:192:61:8
2404:6800:4012: :200e [ Ping Stk Toohms o bwe hus 2001:288:0:1650:192:192:61: 104
98 B - 40 DB - %, Ll ¢ 0 (0% {) S Sm  am 2w 200lconiens
AEHPRIEE] (FRD) : 8 zm  zm 2w
ns ns ns

& u T .
BY/IME = tns » FAME = 4ns s T = 4ns 12 S ms S ms S ms :
13 S ms 4 ms S ms 2001: 3
14 4 ms 4 ms 4 ms tsla‘lsBS in-x0e.10100.net [2404:6800:4012::2000¢]

C:\Windows\system32>
BMTER -

25/61

Bl 20 Windows 8 - Case 1 — Google
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Windows 8 - Case 2 — Youtube (Dual - Stack)

browser

nslookup

C:\Windows\system32>nslookup

FEER(EARES:  UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487

> youtube.com

{EHRE%: UnKnown
Address: 2001:288:3001:59:25e:ab37:b87a:d487

FAEFRAEE
ZFE: goutubo com
2404 :6800:4008:803: : 200e
172.217.160.110

Addresses:

ping

C:\Windous\system32>ping youtube.com

£ 2404:6800:4008:803: :200e: FZ[j:3ns
& 2404:6800:4008:803: :200e: FZ(j:3ns
£ 2404:6800:4008:803: :200: HZ[L]
& 2404:6800:4008:803: :200e: FE[H:3ns

Pin
]
]
[

2494:6800:4008:803: : 200 [ Ping sarash

SR :
KZEM (Zf
S/ME = 3mso ﬁkﬁ = 3ms 0 T = 3ms

C:\Uindous\systen32)

0 (0% i§%)

26/61

youtube. con [2404:6800:4008:803: :200e] ({F 32 fTT/EAYEE:

tracert

C:\Windows\system32>tracert youtube.com

FEETR 30 (EEEsE
JBHE youtube.com [2464:6800:4008:803::200e] EYEIHI:

1 <1 ms
2 1 ms

3 "

4 1 ms
s 2 ns
6 *

7 4 ms

8 9 ms

9 3 ms
10 3 ms
n 3 ms
12 4 ms
13 3 ms
14 3 ms
80e)
SBRETRL -

<1 ms S ms :288:3001: 53 25‘!

1 ms 1 ms 2001:288:300

1 ms <1 ms 2001:288:30f

2 ms 1 ms 2001:288:0: 165 :192:192:61:101
2 ms 2 ms 2001:288:0:1659:192:192:61:24
" x  BURENRIEES .

4 ms 4 ms 2001:288:0:1659:192:192:61:184
2 ms 2 ms :288:3b0:5: 328" 1

2 ms 2 ms

2 ms 2 ms

3 ms 3 ms

4 ms 4 ms

3 ms 3 ms

3 ms 3 ms 132

B 21 Windows 8 - Case 2 — Youtube

Windows 8 - Case 3 — Yahoo (Dual - Stack)

browser

nslookup

C:\Windows\system32>nslookup
HlEAFEREE:  UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487

> yahoo.com
%:  UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487

FATIRIERIE
§: gahoo com
2001:4998:124:1507: : f001

2001:4998:24:120d::1:0
2001:4998:44:3507: :8001
2001:4998:44:3507: : 8000
2001:4998:124:1507: : f00O
2001:4998:24:120d::1:1
74.6.231.21

74.6.143.26

74.6.231.20
98.137.11.163
98.137.11.164
74.6.143.25

ﬁddrnssee

ping

C:\Windows\system32>ping yahoo.com

Ping yahoo.com [2001:4998:24:120d::1:1] ({FF 32 {7C/ERYARD:

[BIF S 2001:4998:24:120d::1:1: EX[i=141ms
[EIFE 2001:4998:24:120d::1:1: E¥=140ms
[E7 5 2001:4998:24:120d::1:1: FZ[i=140ms
[EIE 2001:4998:24:120d::1:1: EF[ij=140ms

g 1zeu 0 EB?& ;ljng Gtk i -
S = 4, E'.jl 0 (0% %) »

7’("‘15’]9 f's'l (Eﬁ?

B/ = 140ms o BATH ¢ 4tms + 5 ¢ taoms

C:\Windows\systen32>

N
o
-

R TS B

B ]
. ——

]
PN

C:\Windows\system32>tracert yahoo.com

TELEPR 30 (ERISL
@ yahoo.com [2001:4998:24:120d::1:1) BYRHH::

1 188
2 1 ms
3 27 ms
4 1ms
5 2 ms
13 2 ms
T 3w
8 3w
k] 3 ms
10 2 ms
1 2 ms
12 33w
13 33ms
14 136 ms
15 140 ms
16 141 ms
17 181 ms
18 181 ms
19 140 ms
20 139 ms
21 150 ms
BREER -

18
1 ms
2 ms
1 ms
2 ms

3 ms
x

2001:288:3001:59: :254
2001:288:3001:1::254
2001 2“ 39’! 2

1 ms
1 ms
<1 me
1 ms

2406:400:1: 133 203:163:222:36

_pat1.tuy.yahoo.com [2406:2000:£02!
0.pat1. jpy.yahoo.com [2406:2000: FO:
1-0.pat1. jpz.yahoo.com [2406:2000: FO2
pati. o .yehoo.com 12001 :4998: £602:26

6c9q1 . yahoo. con (2001 um 184 f.zz 1]
.n 1. fab1-2-gdc.gq1 .yahoo. con [zom 98 ::1]
unknown.yahoo . con [2001 : a8
unknown.yahoo . con [2001 : z» a8 ]
media-router-fp74.prod. nedis. uip.gql .yahoo.con [2001:4398:25:120d:

B 22 Windows 8 - Case 3 — Yahoo
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Windows 8 - Case 4 — Facebook (Dual - Stack)

nslookup browser

C:\Windows\system32>nslookup _

FEE2{FIARES: UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d487

> facebook.com

AIIRE%:  UnKnown facebook
Address: 2001:288:3001:59:25e:ab37:b87a:d487 :;?ebw'f. I
FAEFRERIEE
g,‘ﬁ: facobook com B3
Addresses: 2a03:2880:f117:83:face:b00c:0:25de ) e e
31.13.77.35
) -
ping
tracert
C:\Windows\systen32>ping facebook.com ¢:\Vindows\systend2>tracert facebook.con
Ping facebook.com [2a03:2880:F117:83:face:b00¢:0:25de] ({F/H 32 fTEATAE) o HE 30 ERRE
[EI7 & 2203:2880:F117:83: face:b00c:0:25de: FE[H=3ns B f."olwk;g. 12203:2889: £117:83: face:b08c:0: 25de) HIREHE:
[E 5 2203:2880:F117:83: face:b00c:0:25de: Eej:3ns .
[EIFE 2203:2880:117:83: face:b00c:0:25de: FFEi=3ns 1 3ms  lms <l ms 2001:288:3001:59::254
[EIfE 2203:2880:117:83: face:b00c:0:25de: FF/E=3ms 2 1wes  1ams 1ms 2001:288:3091:1::254
3 x x 1 »s 2001:288:30ff::2
2a03: 2388 f||? 83:face:bo0c:0:25de Y Ping ﬁ’fﬁﬂ 4 2ms 2ms 1 ms 2001:288:0:1659:192:192:61:101
¥ = u»E‘.l&fl =y, Bif% = 0 (0% i§5) S 2ms 2w 2ms 2001:268:0:1659:192:192:61:24
i]B‘] '4E| |'51 (ZF [ 2ms % 2001:288:0:1659:132:192:61:9
BVE - 3-s-ﬁj{1§ : 3ms s TS ¢ s T 3ms  3ms  3ms 2001:268:0:1659:192:192:61:232
8 3ms 3ms 3 ms 2001:288:0:1659:192:192:61:562
9 4ms 4ms 3 8 2e5.prol.tpel.tfbnu.net [2620:0:1cff:dead:beee::c3e]

C:\Windows\systen32>
10 3ms 3ms 3 ms pol01.pswdl. tpel.tfbnw.net [2620:0:1cff:dead:befd::237]
1" 3ms  3ms 3w pol.mswlaj.ff.tpel tfbnu.net [2203:2880:F017:FFFF::13]
28/61 12 3 3 3 ms edge-star-mini6-shu-01-tpel.facebook.con [2203:2880:f117:83:face:b
Z0/

B 23 Windows 8 - Case 4 — Facebook

Windows 8 - Case 5 — Twitter (IPv4 - only)

nslookup browser

C: \Umdous\sgste-32>nslookup DN564 Ser‘ve,r' @ ==

Address: 2001:288: 3991 59:25e:ab37:b87a:d487 |

> twitter.com L 4

fAIARF:  UnKnown o BEER LEEREQHY
=

Address: 2001:288:3001:59:25e:ab37:b87a:d487
52 MMAREEMN NS -

RN Tieter

FEFREIE = O mamm- [

twitter com
Addresses: 64:ff9b::68f4:2acl

104. 244 .42.193
10424442129

i tracert

C:\Windous\system32>ping twitter.com
C:\Windows\system32>tracert twitter.com

Ping twitter.com [64:ff9b::68F4:2ac1] ({#5 32 7TERYEED:
! 30 £
[EIFE 64:Ff9b::68F4:2acl: BF[i-Sems %}ﬁm;umﬁ% {64: £Fb: :68F4: 2ac1) HIEEE: NAT64 Server
[EIA & 64:FFob: :68F4:2acl: IZ/L=56ms
[EIA 5 64:ff9b::68f4:2acl: iF[H]=S6ms [ 1 <1 ms <1 ms <1 ms 2001:288:3001:59:3c56:a07c:cf26:4ba3 ]
[EIFE 64:ffob::68F4:2act: EF[i]-5Tns 3 2ms 1ms 1 ms 64:FFSb::8c73:3bfe
4 188 1ms 10 ms 64:FF9b::cbys:Fubg
64: ffsb :68F4:2act fY P‘a,g, ?ufﬁﬂ : : no § ns §n ::r:;;:u.n;:;g:é:u [64:FF9b: :cby8: FHel)
+ ns ns ms 3 1:cl H
Fx Em (!:f“ = =0 (on BR) 7 3 ms 3 ms :FF9b: :c0cO:3d0S
& 8 S m 1 0c0: 3ded
ﬁj\{ﬁ 56ms * ﬁj{{ﬁ = S7ms » 45 = Séms 9 A s :¢0c0:3d3a
16 23ms 23 ms 23 ms 64:FF9b.:cOCO:H43e

AU mn 24 ns 23 ms 24 ms unknown.telstraglobal.net [64:ff9b::d2b0:2¢cbl)
C:\Windous\system32> 12 22ms 26ms 23 ms i'SZ.tpni-cor.ﬂ?.t'lstrnglnbnl.not [64: FF9b: : caSy:89F9]
13 61 ms 61 ms 61 ms 1i-14236.jtha-core2.telstraglobal.net [64:ff9b::caS4:8cc9]
4 67 mo 66 mo 71 ms i-0-7-0-7.sikoll.telstraglobal.net [64:ff9b::ca2f:d8fa)
15 55 ms 59 ms 60 ms 64:ff9b::d2ad:b0O98
16 SS ms 55 ms S7 ms 64:ff9b::68F4:2acl

B 24 Windows 8 - Case 5 — Twitter
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Windows 8 - Case 6 — Netflix (Dual - Stack)

nslookup browser
C:\Windows\system32>nslookup ; >
HIEE(EHRES:  UnKnown

Address: 2001:288:3001:59:25e:ab37:b87a:d48T

> netflix.com
{H]fE%E:  UnKnown
Address: 2001:288:3001:59:25e:ab37:b87a:d487

AT IIAAVIEIES :
5 netflix.com

=
RAAret se0 Nos To0w 22as . Tazu AEREFEAYBREATE | &
‘108! 1see
, ‘oeat BEBEFRE,

2620:

2620: :bOcH
2620: : :6bc3 ” WCF DR HD
2620:108:700F: : 22d1: 16ca FARSSRNIN ASTRISSIRES.
2620:108: 7TO00F: : 3429:9397
S4.213.232.186
S4.187.176.196
52.25.212.16
35.166.68.183

35.163.82.195

ping tracert

Ti\Windows\sustem3z>tracert netflix.com

£ D 30 (NSt
SERE netflix.com

C:\Windows\systen32>ping netflix.com

(2620:108: 700F : : 3645 1 08ba] OYRESHY

Ping netflix.con [2620:108:700f::3419:a410) ({F/H 32 fpAfy&Rl): & Sae e G asarirerim
[FIFEE 2620:108:700F::3419:d410: E¥7-164ns iom G g
[E[E S 2620:108: 706F: :3419:410: Ffi-164ns ¢ zm  zme  zm EER A
[EFEE 2620:108:700F: :3419:4410: EF7Ej=16k4ns T 3w 3me  Zme
[E[FE 2620:108:700F::3419:d410: E5[5-164ms IR - -
2620:108:00F::3419:0410 [ Ping &} EomEl Mem o 4

i T e B -, Bk e (0 i8R
Kﬁfﬁﬁﬁﬂﬁm (%W) 20 167 me 166 ms 167 me

S8

R - $ommoaen e =
F/ME = 164ms s FA(E = 164ms » T = 164ms £ lame germws ez s,
24 164 mo 163 mo 164 mo 29

ZWEPRSGEF =
SRWPENGIY

B 25 Windows 8 - Case 6 — Netflix

Windows 8 - Case 7 — Skyp

. son

fFHEm

R

LN Qeonpesa0s090@gmait com T A

Bl 26 Windows 8 - Case 7 — Skype
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Windows 8 - Case 8 — FTP (FileZilla)

george@[ZOOl 288:3001:59:b464:4651:bbb6:8537] - FileZilla
AREE) BEE

[&‘U'IQO :11¥Q"&
EM(H): 4651:bbb6:8537)  @EAEEMU): george =dW) eee WREEP): RiESRQ |~
®E: CERE /'rﬁllﬂ!'

e mIRA

'/464 sftp |

FTPsE

1 /464 shp || HERE(S: - —
=8 i’fﬁ ™ |Fp-mmmmEE v ~
zzxs:]c:\Users\ifzz MmH): | (2001:288:3001:59:b4| WRE(P) z
&
L Ag NEE):  ABROERESSRGAMITISHFP v
i cq
ki cd BARRQ: —& v
+ Bl D4
& T D SEROV):  george
WEZR =ZW): eoe sl A a[
' .
L. 464xlat_wing
)\ nat64_wing HRHSE): (2 v
b win8_s&ftp 2 (M)
2| deskeop.ini el
EAREN) | | FAREEE
FABRM || EF2ZR
Fie0) ARD >
1 @GR 83 @58 92
e =20 RE©) A
SENGE | BREER | SRR |
SO £

Bl 27 Windows 8 - Case 8 — FTP (FileZilla)

Windows 8 - Case 8 — FTP (FileZilla) - Download

I!(F) M) _QI(‘I’) SEHE) #|E) MM
Z2-BEECEIoRO x~ Faec s

=m(H): | :4651:bbb6:8537] | BEEZW(): | george

=Hw): eee BREE): REI9Q |~
B ARSRET, CSENOCTE (21 D)
#E: 8% /Rp_download 87T E
#B: CERA /S HESHE
B WRWWT, EWMO0 CTE (2E 1)
T | C\Users\EE\Desktop\ v |Emse [/
4 ). AppData ~ 8/
J. Application Data
i3 Contacts
J. Cookies
+ il Desktop
3 F| Documents v
=28 wEX) WEAD ERSTRE RRER S2x) GEAD  Sssuen an
. k
)i 464dat wing ARRER 2020/9/21 T 0, aaz -!!uz 2020/9/21 k.
L. nat64_win” ~ ——mE% 2020/9/22 F&0.. [Bl#0_downicad 2020/10/8
)i win 58kt —Fﬁﬁﬁ BER 2020/10/8 T 0. | ftp_testtt ——x,cx 2020/10/8 T
& | deskto &= 2020/9/21 F50... |_Jid_rsa 1,519 L 14 2020/10/8 F...
ftp_download 0 m= ] 2020/10/8 T 0. |id_rsa.pub 396 PUBWE  2020/10/8 F..
testtat 0 XTxes 2020/10/8 T 0_.
<
%1 @88 S0 0TS k1 @E% S 0aRE
ERN/TrER zm  EmEx Xy Gl X9
S 3=3230)
sEne= WHER | AT G) 0 BBEs 2 x
SARBESTIBN o
33/61

Bl 28 Windows 8 - Case 8 — FTP (FileZilla) - Download
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Windows 8 - Case 8 — FTP (FileZilla) - Upload

george@{ZOOl :288:3001:59:b464:4651:bbb6:8537] - FileZilla -8
=m(4) |:4651:0bb68537) | EMAEMU): | george =2 eee SEEC) FEERQ |~
KA B3N C)\Users\FB\Desktop\ftp_test txt 27 =18 A
S EEREWT, SEN0UTE (2E11)
w8 ETERA - nEsNE
S mnhA T NES
v
T [ C\Users\#E\Desktop\ v | mmaa: [/ v
@~ 4 AppData L/
J. Application Data
k3 Contacts
). Cookies
@ [l Desktop
- J| Documents v
T aEx) WEA PrreeTy szzn FIEIBE s saszer a
K !
L. 464xdat_win8 2020/9/21 FF0... -y TeTien oI
4 nat64_wing 2020/9/22 T 0. [ Llftp_testtxt 0 XFXS 2020/10/8 F. ]
J. win8_s&ftp 2020/10/8 T 0... — T TOTE—
5 desktop.ini 2020/9/21 F=O0... |id_rsa.pub 396 PUBWE 2020/10/8 F.
L ftp_testext 2020/10/8 F¥0...
< >
AR @A axAc0@RE 4 @WE. B0\ 2.357 @R

mE#/TzaEs 5=

anaz T
».
323230
~ ™)
SRNE= BREE | B0 O @z N x
SEGREZEMER ™
34/61

Bl 29 Windows 8 - Case 8 — FTP (FileZilla) - Upload

Windows 8 - Case 9 — SFTP (FileZilla)

SEF

R L1y

Zm(H): | 4651:bbb6:8537) | EEBEM(): george

george@[2001'288:3001:5&b464:4651:bbb6:8537] - FileZilla -8

GO RO w2 Taos

=3 eee sEERQ -
Tene [\ s e B wme @EM:  [SFTP- SSH File Transfer Protocol = :
T o B w2 =RH) {2001/288:3001:59:b4 | B (P)
LA J
£ cd
A cq AL [—& v
4 @ D4
50 04 SHEAWV): | george
WEEK =JW:  eee = =
L. 464xlat wing 21 £
Ji nat6a_wing =EH2E): 8 v p/8 .
b win8_s&ftp & p/8 F.
1ot M)
© | desktop.ini ER p/8 F.
| ftp_download FABEN) FARHEEE v8 F.
fy
SREER wagRM || ERSER
BR0) AND X
PESR-U PR ESURY
T P
SRB/TEER 230 12(0) R
BENGE BREE | SWEN ) |
BO g °e

35/61

Bl 30 Windows 8 - Case 9 — SFTP (FileZilla)
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Windows 8 - Case 9 — SFTP (FileZilla) - Download

B W% -geome@(2001:288300159b464465Tbbb68537] - Flezilla. =8 |
#EE RRE HBV) SWO GRS FRE) NBEH

[ EFTRIORO « v IFas s

ZM(H): | 4651:bbb6:8537) | EMAEMU):  george =2 eee SFAP) REERQ |~
L e —
#B EERA T HESHE.
#R SEERTY), SE8BO0CTE (RE1H) v
T | C\Users\ F 2 \Desktop\ v | Emee |/ v
@ AppData A &/
). Application Data
i Contacts
J, Cookies
& [l Desktop
@} Documents v
WRZW T WA BaSHAN ARZE SEx) WAERAR  BaezNe W2 El
3. .
)i 464xlat wing 2020/9/21 T 0. & desktop.ini 282 EWERT 20200921 k..
4\ nat64_wing 2020/9/22 T 0.. 1679 WZ 2020/10/8 F...
4 wing_séftp 2020/10/8 T4 0. 396 PUBME  2020/10/8 T
clacic ; 2020/9/21 T 0.. 0 WE 2020/10/8
|_isftp_download 0 W= 2020/10/8 T 0. 0 XEX% 2020/10/8 ...
| shp_testtt 0 XFXH 2020/10/8 T 0...
< >
AR 1 @ER 2550 07E 4k 1 GEE SR 00RE
ARH/TLER Am  ames xh @xd wm
= 353530))
r iy
| ganGE | ANER | BEIN0) | O BBRA X
SAGZESTNEN °

Bl 31 Windows 8 - Case 9 — SFTP (FileZilla) - Download

Windows 8 - Case 9 — SFTP (FileZilla) - Upload

BV) BBD FERS BRE NEG)
..-',\GIRO Vv FQos

Em(H): | [4651:bbb6:8537]  EEFEM): | george =JW): eee BEEC): REs8Q |~
N CERA S NESNE. i
wB: maRE s mEs v
T | CA\Users\F2\Desktop\ v [@mes |/ v
% ) AppData ~ K/
J. Application Data
§3 Contacts
)i Cookies
+ il Desktop
% J'| Documents v
WEEE axx) SEAR PP T ECT ] WEEW A=< WEAZ  SasXew AR a
k 3
). 464xdat_wing WERET 2020/9/21 T 0. 5 desktop Lﬁﬁg 2020/9/21 £
1. naté4_wing WERER 2020/9/22 T4 0. oy ma
1. win8_s&ftp WERER 2020/10/8 F&0...

2020/9/21 T4 0.
2020/10/8 F5 0.

£ desktop.ini 282 W
8] sftp_test bt

< >
R GER 8RN0 CTE 4 @WR. B32X/): 2357 GRE
SR E/TeER rm  A=Ex ) fxd w8

f3XpRTH

SROGE= BWRER | BETDE@) O WexTa X
REELEER SAGRESTEN e

B 32 Windows 8 - Case 9 — SFTP (FileZilla) - Upload
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Windows 8 - Case 10 — Windows Outlook

outlook fEE

-
BREE - BB SEAN LIE -
%% Outlook &7 MU ATHE BUSEES

I e a - s R
38/61

B 33 Windows 8 - Case 10 — Windows Outlook

Windows 8 - Case 11 — Gmail

Gmail @8
Jro = -
“ e m. gle.com/mall/u/0/#starred ® ov ¥ 0 g
= M Gmail Q isistarred X ® © T @
Oo- c
31
T2 o 4 2 = —;: SHERE EE-T e 2

F
O wem
* EmEm
©
>
]

oA
W W

B 34 Windows 8 - Case 11 — Gmail
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Android - Case 1 — Google (Dual - Stack)

DNSiETE ping traceroute browser

Ol 3:06

A7)

313

0}

AOCDNLBEO (¥ AODNSE O F GABONE O F 03w @AODNALO (T

() 3:09

) & @& google.com

= Ping&Net < | = Ping&Net = Ping&Net <

DNS x PING . » x TRACE x = i
— Oct 5, 2020 3:09:48 PM 64 bytes from tsa01s08-in-x0e. ANt
~IP (wlan0) 192.168.0.135 1e100.net: icmp_seq=1 tti=117 Somection W
— Connection: WIFI time=25.1 ms G
64 bytes from tsa01s08-in-x0e. Trace to google.com 0 g Ie
DNS records for google.com :i$n1 OPiQESI:mP_SQQ=2 =117 1-2001:288:3001:300::254
AL 2-2001:288:3001:1::254

DNS server: 192.168.0.1, port 53, UDP | 64 bytes from tsa01s08-in-x0e.
1e100.net: icmp_seq=3 ttl=117

google.com. time=27.6 ms ] ':J'OJ'
TTL=49 T 6124 '
= 5 ule -2001:288:0:1659:192:192:61:
A 216.58.200.46 - google.com ping statistics — 6-2001.288.0.1659.192.192.6]
(not authoritative) 3 packets trapsmmed, 3 received, 0% 8-2001:288:3b0:5:9264:1
packet loss, time 2075ms : &
s 9-2001:c08:7f:1::35
google.com. min =11.908 ms TITTIT
10-2001:288:0:£:109::9
TTL=85 avg =21.568 ms 11-2001:c08:7f:1:20
AAAA  2404:6800:4008:801::200e max = 27.656 ms NAOA N E AL
t authoritati mdev = 6.908 m 12-2001:4860:0:1014::1
(not authoritative) ev = 6. S 13- 2001-4860:0-1:78b e
14 - teaN?eN1.in.vNo 181NN not .
d 0 O d &) m] < )] (m] N O 0

B 35 Android - Case 1 — Google

Android - Case 2 — Youtube (Dual - Stack)

DNSiE# ping traceroute browser

@AOONCAO(I T (M3 GAODBNLAO (I T (0 @AMOER OU T 3w ASNE

=  Ping & Net =  Ping & Net -<: =  Ping & Net <: 0 # @& myoutubecom

DNS X PING x TRACE x
—Oct 5,2020 3:14:06 PM 64 bytes from tsa01s09-in-x0e. - 0ct 7, 2020 3:18:56 PM
— IP (wlan0) 192.168.0.135 1e100.net: icmp_seq=1 ttl=58 - |P (wlan0) 192.168.0.142
- Connection: WIFI time=204 ms - Connection: WIFI
64 bytes from tsa01s09-in-x0e.
DNS records for youtube.com 1e100.net: icmp_seq=2 ttl=58 Trace to youtube.com
time=30.9 ms
DNS server: 192.168.0.1, port 53, UDP | 64 bytes from tsa01s09-in-x0e. 1-2001:288:3001:300::254
1€100.net: icmp_seq=3 ttl=58 2-2001:288:3001:1::254 SRR
outube.com. time=26.0 ms 3-2001:288:30ff::2 KKBOXPX R 2
10 4-2001:288:0:1659:192:192:61:101 T T
A 216.58.200.238 - youtube.com ping statistics — 5-2001: 659:192:192 4

(not authoritative) 3 packets transmitted, 3 received, 0% | 6-2001:288:0:1659:192:192:61:0
packet loss, time 2179ms 7-2001:288:0:1659:192:192:61:184

youtube.com. min =26.093 ms 8-2001:288:3b0:5::9:

TTL=300 avg = 87.258 ms 9-2001:¢08:7f:1::35

AAAA 2404:6800:4008:800::200e max = 204.701 ms 10 - 2001:288:0:f:109::9

(not authoritative) mdev = 83.068 ms 11 - 2001:¢08:7f:1::20

12-2001:4860:0:1011::1

B 36 Android - Case 2 — Youtube
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Android - Case 3 — Yahoo (Dual - Stack)

DNSHF{E

traceroute

browser

Q@AOONLAO 0T

Ping & Net

x

DNS
1IL=101/
AAAA 2001:4998:124:1507::f000
(not authoritative)

yahoo.com.

TTL=1017

AAAA  2001:4998:44:3507::8000
(not authoritative)

yahoo.com.

TTL=1017

AAAA 2001:4998:24:120d::1:1
(not authoritative)

yahoo.com.
TTL=1017
AAAA  2001:4998:24:120d:1:0

(not authoritative)

Ping & Net

PING

64 bytes from media-router-
fp73.prod.media.vip.gq1.yahoo.com:
icmp_seq=1 ttl=47 time=339 ms

64 bytes from media-router-
fp73.prod.media.vip.gq1.yahoo.com:
icmp_seq=2 ttl=47 time=188 ms

64 bytes from media-router-
fp73.prod.media.vip.gq1.yahoo.com:
icmp_seq=3 ttl=47 time=186 ms

- yahoo.com ping statistics —

3 packets transmitted, 3 received, 0%
packet loss, time 2067ms

min = 186.930 ms

avg = 238.436 ms

max = 339.549 ms

mdev = 71.501 ms

B 37 Android -

QABOLR® OO F

Ping & Net

TRACE x

—0ct 7, 2020 3:21:55 PM
— |P (wlan0) 192.168.0.142
- Connection: WIFI

Trace to yahoo.com

- 2001:288:3001:300::254

- 2001:288:3001:1::254

- 2001:288:30ff::2

- 2001:288:0:1659:192:192:61:101
- 2001:288:0:1659:192:192:61:24

NG HEWN -

11 - et-2-1-0.pat1.twy.yahoo.c
12 - ae-9.pat1.pao.yahoo.com

Case 3 — Yahoo

aLa naae

Lo B i

B/ ) RS EDRTE

B = (TRADITIONAL)  ENGLISH

Android - Case 4 — Facebook (Dual - Stack)

DNSHEHE
= Ping & Net <

—Oct 5,2020 3:32:44 PM
— P (wlan0) 192.168.0.135
- Connection: WIFI

DNS records for facebook.com
DNS server: 192.168.0.1, port 53, UDP

facebook.com.
TTL=175

A 69.171.250.35
(not authoritative)

facebook.com.

TTL=278

AAAA  2a03:2880:f1ff:83:face:b00c:
0:25de

(not authoritative)

N

a

ping

Ping & Net

<

PING X

64 bytes from edge-star-mini6-shv-01-
any2.facebook.com: icmp_seq=1
ttl=56 time=13.1 ms

64 bytes from edge-star-mini6-shv-01-
any2.facebook.com: icmp_seq=2
ttl=56 time=24.4 ms

64 bytes from edge-star-mini6-shv-01-
any2.facebook.com: icmp_seq=3
ttl=56 time=42.5 ms

- facebook.com ping statistics —

3 packets transmitted, 3 received, 0%
packet loss, time 2083ms
min=13.15Tms

avg =26.701 ms

max = 42.540 ms

mdev =12.106 ms

d a

B 38 Android - Case 4 — Facebook

traceroute

—0ct 7, 2020 3:24:19 PM
— IP (wlan0) 192.168.0.142
- Connection: WIFI

Trace to facebook.com

1-2001:288:3001:300::254
2-2001:288:3001:1::254
3-2001:288:30ff::2
4-2001:288:0:1659:192:192:61:101

6-2001:288:0:1659:192:192:61.
7-2001:288:0:1659:192:192:61:232
8-2001:288:0:1659:192:192:61:562
9-2001:288:0:1659:192:192:68:62
10 - 2403:2800:705:100::21

12 - 2403:800:fd20:101d::1

d 0

(]

W41 2 3- 40
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=  Ping&Net <
TRACE x

browser
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Android - Case 5 — Twitter (IPv4 - only)

ping

traceroute

browser

DNSHEHE
=  Ping & Net <

DNS records for twitter.com

DNS server:
2001:288:3001:59:ccec:d4bd:96:4f48,
port 53, UDP

twitter.com.
TTL=1119

A 104.244.42.65
(not authoritative)

twitter.com.

TTL=40

AAAA  64:ff9b::68f4:2a41
(not authoritative)

AN@RE~ O (1% N62Z ARRRE~ O (1ove  Ghes ANBRE~OdoF (8630

= Ping & Net <

PING 64:ff9b::68f4:2a41(64:ff9b::
68f4:2a41) 56 data bytes

64 bytes from 64:ff9b::68f4:2a41:
icmp_seq=1 ttl=54 time=80.7 ms
64 bytes from 64:ff9b::68f4:2a41:
icmp_seq=2 ttl=54 time=83.8 ms
64 bytes from 64:ff9b::68f4:2a41:
icmp_seq=3 ttl=54 time=68.8 ms

— 64:ff9b::68f4:2a41 ping statistics
3 packets transmitted, 3 received, 0%
packet loss, time 2072ms

min = 68.842 ms

avg=77.817ms

max = 83.816 ms

mdev = 6.473 ms

=  Ping & Net | O & mobilewitercom ®

ol B 4

TRACE

- 0Oct 5,2020 6:27:21 PM
— IP (tun0) 172.31.255.253
- IP (wlan0) 192.168.0.142
- Connection: WIFI

Trace to 64:ff9b::68f4:2a41

1-2001:288:3001:59:ccec:d4bd
96:4f48

2-
3-
4-
5-
6-
7-
8-
9-
10-

B 39 Android - Case 5 — Twitter

See what's happening in
the world right now

Join Twitter today.

Twitter is better on the app

Never miss a Tweet. Open this in the Twitter app to
get the full experience.

Android - Case 6 — Netflix (Dual - Stack)

DNS##E

=  Ping&Net <

DNS X

(not authoritative)

netflix.com.

TTL=44

AAAA  2620:108:700f::342b:d6c4
(not authoritative)

netflix.com.

TTL=44

AAAA  2620:108:700f::23a7:cd49
(not authoritative)

netflix.com.

TTL=44

AAAA 2620:108:700f::3427:1a02
(not authoritative)

Ping

=  Ping & Net <

PING x

64 bytes from 2620:108:700f::
3419:359b: icmp_seq=1 ttl=39
time=191 ms
64 bytes from 2620:108:700f::
3419:359b: icmp_seq=2 tt|=39
time=186 ms
64 bytes from 2620:108:700f::
3419:359b: icmp_seq=3 ttI=39
time=189 ms

- netflix.com ping statistics —

3 packets transmitted, 3 received, 0%
packet loss, time 2072ms

min = 186.618 ms

avg = 189.062 ms

max =191.091 ms

mdev = 1.849 ms

B 40 Android -

traceroute

QABORE® OO F #0330 A (1] 339

=  Ping & Net <

TRACE X

— IP (wlan0) 192.168.0.142
- Connection: WIFI

Trace to netflix.com

1-2001:288:3001:300::254
2-2001:288:3001:1::254
3-
4-2001:288:0:1659:192:192:61:101
§-2001:288:0:1659:192:192:61:24
6-2001:288:0:1659:192:192:61:0
7-
8-2001:288:0:1659:192:192:61:562
9-2001:288:0:1659:192:192:68:62
10 - 2403:e800:705:100::21

11 - 2403:e800:fd60:1002::1

12 - 2403:¢800:fd60:1001::1

13 - 2403:¢800:fd2a:1002::1

Case 6 — Netflix

eI 2 3- 41

browser

@ @ netflix.com/tw-en/ ® :

Signin

Unlimited movies, TV
shows, and‘more.

Watch anywhere. Cancel anytime.

Ready to watch? Enter your email to
create orrestart your membership.

GET STARTED >




Android - Case 7 — Skype

FHEm EEEm

P wE 226PM
¥ Call ended

R Rong Rong 33
BH, FTHRETAERE
fifjatis 313

L R

Bl 41 Android - Case 7 — Skype

Android - Case 8 — FTP
(FileManager+ - FileZilla)

AOLrLuRE@e O = 3% 4:49

2001:288:3001:59:b4.. Q 3

FTP

10/8/2020
— M android_ftp.txt
_— 0.008 10/8/2020

desktop.ini
2828

id_rsa
1.64K8B 10/8/2020

id_rsa.pub
3968

HiE & THIEE

Bl 42 Android - Case 8 — FTP (FileManager+ - FileZilla)

47/61

eI 2 3- 42



Android - Case 9 — SFTP
(FileManager+ - FileZilla)

AOro@py O =

2001:288:3001:59:b4...

SFTP

A
2

W android_sftp_download.txt
0.008 10/8/2020

gj android_sftp.txt
- 0.008 10/8/2020

— desktop.ini
2828

id_rsa
1.64K8B

id_rsa.pub
3968

L@ & THIBE

Bl 43 Android - Case 9 — SFTP (FileManager+ - FileZilla)

Android - Case 10 — Windows Outlook

ANLg
4 Accounts found
G ‘e:xe*yt.z98712@g.ncu.edu.lw
G reyxeYvy”z987'l2@gma|l.com
G h.‘esvl‘iz‘a'55678@gmaxl.com
Windows
Ouﬂook G $104321014@mail1.ncnu.edu.tw
APPhR

PRIVACY AND TERMS

< ADD ACCOUNTS

B 44 Android - Case 10 — Windows Outlook

a1 2 3- 43



Android - Case 11 — Gmail

Gmail

I8  Aninboxes

Inbox 2
(]

ALL LABELS

{? Starred
6mail
A Ppnﬁ @ Snoozed

Important 1
Sent
Scheduled

Outbox

C @ g VvV vy

Drafts

B 45 Android - Case 11 — Gmail

10S - Case 1 — Google (Dual - Stack)

DNSHEE ping traceroute browser

18:43 - - 14:37 'l 4c - 14:44 wiscwm [ 1aasv w40 -
(& DNS ###8 gy §< EE8 Ping & S B & google.com
BB mm mmn L

Z) googlecom 2 google.com ) googie.com —_

T — BRI BT BIIE
BB : Wi WRiES Go gle
Start DNS Lockup PING google com (2404:6800:4008:802:200): 56 data [] Waming: googie.com has mitip o using
Host: googie com tytes 2404:6800:4008:800::2000
iraceroute 1o google.com (2404:6800:4008:800:200¢) . 5
google.com SMINA  172217.2414 03 from 2404:6800:4008:802::2000: icmp_s6qs0 relative hops max, 52 byle packets
=32 time=38.777 ms 1 t5201507-in-x0e. 1€100.not
googlecom.  5M IN AAAA 2404:6800:4008:800-200e (2404:6800:4008:800:2000) 36.370 ms 112.732 ms
64 bytes from 2404:6800:4008:802::200e: icmp_seq=1 15192 ms
20 =32 time=45.411 ms.
10 aspmx i google.com.  [164 bytes from 2404:6800:4008:802:2000: icmp_seq=2
30 11=32 time=48.221 ms

googie.co
a2 aspmx
google.com 50 64 bytes from 2404:6800:4008:802:200¢: icmp_seqsd
11132 timo=46,836 ms

9o
a3 aspmu 1 google.com 64 bytes from 2404:6800:4008:802:200e: lcmp_seq=4
11=32 time=54.106 ms

2404:6800:4008:802:200e ping statistics
5 packets transmitted, 5 received, 0.00% packet loss
round-trip min / avg / max = 38.777 / 46.670 / 54.106 ms

[ 10/23-25& LMD IR RIR ST AL m

Bl 46i0S - Case 1 — Google

eI 2 3- 44



10S - Case 2 — Youtube (Dual - Stack)

DNS#E#E

ping

traceroute

14:16
<& DNS B
LU

- youtube.com
BNTIRBERIA

WiEe

Start DNS Lookup
Host: youtube. com

youtube.com 3m52s INA 216.58.200.238

youtube.com. 4m50s IN AAAA
2404680

0:4012:2000

ube.c OmS9s INMX 40
3 Sopen P )oqm com
om oms9s INMX 30

8

om.

com. 9mS9s IN MX

aspex | google.com.

Youtube.com. 9ms9s INMX 50
4 azpmz google com

9mS9sINMX 10

youtube.cs
aspmx. r)oof; l0.com.

BUS 1 KON

14:16

Ping B]¥

M
s youtube.com
EOHBRANE

WiEe :
PING youtube.com (2404:6800:4012::2000): 56 data byles
84 bytos from 2404:6800:4012::2000: kcmp_s0q=0 11=32
timo=18.549
64 bytes from 2404.6800:4012::200e: icmp_seq=1 =32
time=25 263 ms
64 byles from 2404:6800:4012::200e: icmp_seq=2 =32

time=24,125 ms

64 bytes from 2404:6800:4012::2000: i
time=23.397 ms

s0qed =32

64 bytos trom 2404:6800:4012::200¢ 80qed M=32

Ume=29.376 ms

icmp.

- 2404:6800:4012::2000 ping st
5 packe! ansmitted, 5 received, 0.00% p.ir-wl loss
round-trip min / avg / max = 18.549 / 24,142 / 20.376 ms

AR WM ZIIUTRA
cwana»

UTEE

14:16
< gL
M
- youtube.com
BB EI%
WHEe

Wasning: youtube.com
2000

7-od 6800,

40

multiplo addresses: using

1 t5201509-0-x00.16100.1»

16.407 ms 51.805 ms 54.229 ms

i

ARG WIZIIUTHA
TWRa >

10S - Case 3 — Yahoo (Dual - Stack)

DNSH#1iE

B 4710S - Case 1

ping

— Google

traceroute

1418 - T -
< & DNS i
B
D yshoooom
ANMBEATE
WK :

Start DNS Lookup
Host: yahoo.com

yahoo.com 23m32s IN A 98.137.11.163
yahoo.com. 23m32s IN A 74.6.143.26
yahoo.com. 23m325 INA 74, 1.20
yahoo.com. 23m32s IN A 98.137.11.164
yahoo.com 23m32s INA 74.6,143.25
yahoo.com 23m32s INA 74623121
yahoo.com. 25mSs INAAMAA
2001:4998:44:3507-8000

yohoocom. | 25mSe INAAMA
2001:4998:1

yahoo. ?‘v’ﬂ‘v IN AAAA

25mSs 1\ AAAA
2001:4998:24:1200::1:1
yahoo.com. 25mSs IN AAAA
1:4998.24:1200:1:0
yahoo.com. 25mSs IN AAAA
2001:4998:124:1507:4001

23m<3§ IN MX

7’%
mtaB.am0.yahoodns. net.

14:17

< & Ping
mise
= yahoo.com

BNNREEN%

WiLEe -

PING yahoo.com (2001:4998:124:1

bytes

507:4001): 56 data

rom 2001:4998:124:1507:1001
time=287.794 ms.

50q:0

lemp,

5 from 2001:4998:124:1507:001
= 32m\c 284,836 ms

icmp_seq=1

5 from 2001:4998:124:1507:1001

64 iemp,
=32 time=252.610 ms

s0q=2

64 c,'c, from 2001 -:r)a 124:1507:4001
tme=203.849

lemp._seq=3

- 2001:4998:124:1507:4001 gy
4 packets transn
round-trip min / aw

ms

0d, 0.00% packet o
/ max ?03 B49/257.272 1 23' 704

R WMLZIUT e
TWRA >

UTEE

14:17

BEERINET

yahoo.com

BMBBRBI%

WiEe -

Warning: yahoo.com has multiple addresses; using

2001:4998:124:1507:4001

tracerouto 10 yahoo.com (2001:4998:124:1507:4001) , 5

rolative hops max, 52 byte pa
nodia-router-1p74 prod.med

(20014906 124-15074001) 357,773 ms 402,063 ms

1<255>
ip.bi1.yahoo.com

MER RIMLZIIUTRA =
TWRA > ?'L“

B 48 i0S - Case 2 — Yahoo

1457 2

3-

45

browser

KKBOXP X BREBIN 7102020 /) -4
ARDS S0 e ATRBORGHE

browser

8 0
@m@

nwAme nes nam aree

A e

B 20RE

Fed-4| &5 ! REmsRsEs xas
lpldnﬁAeC Rt

BRFRXAERN - SK+E A
| BFam



10S - Case 4 — Facebook (Dual - Stack)

DNSiEE

ping

traceroute

Wi

-

DNS ###

facebook.com

BNNEHENE

Start DNS Lookup
Host: facebook com

facebook com.

facebook com.

4m14sINA 31.1387.36

135 IN AAAA

2203:2880:1117:83 face H00c.0:25de

facebook com.

45m14s INMX 10

smipin.vwv.facobook.com.

T.

il T -

Ping L)

- facebook.com

BWTIRBERIR

WiEe

PING facebook.com
(2203:2880:1117:83 faco:000¢ 0:25de): 56 data bytes

64 bytes from 2a03:2880:1117:83:1ace-b00c0:25de:
icmp_s0q=0 Mi=32 time=16.339 ms

64 bytes from 2a03:2880:1117:83:ace-b00c.0:25de:
icmp_seq=1 =32 time=25.180 ms

64 bytes from 2a03:2880:1117:83:4ac0-b00¢.0:25d0:
icmp_seq=2 =32 time=21.061 ms

64 bytes from 2a03:2880:1117:83:1ac0-500¢ 02500
icmp_s0q=3 =32 lime=26.740 ms

-~ 2303:2880:1117.83:1ace:b00C:0:2506 ping statistics -
4 packets transmitted, 4 received, 0.00% packet loss
round-irip min / avg / max = 16,339 / 22.333/ 26.740 ms

o T -

& ERBNRN

- facebook.com
BRBRERIR

WA :

Warning: facebook com has multiple addresses; using
2203:2880:1117:83 face H00c0:25d0
fraceroute 1o facebook com
12203:2880:1117:83 ace b00c:0:25de) , 5 relative hops
fmax, 52 byte packets

1 0dge-star-mini6-shv-01-1pe 1 facebook com
[2303:2880:1117:83 face 500c:0:25de) 14.258 ms 68.143
s 71.980 ms

Grami

browser

facebook

B 49 i0S - Case 4 — Facebook

10S - Case 5 — Twitter (IPv4 - only)

DNSHaTE

ping

traceroute

browser

64:£f9b:: /64T

14:31 w T -
DNS fi#i
- twitter.com

WmEmEANIE
Wime
Start DNS Lookup
Host: twitier.com
twitter.com. 20m31s IN A 104.244.42.65
twitter.com. 20m31s IN A 104.244.42.193
twitter.com. 41
twitter,com. 315 IN AAAAG4 f190:6814:2ac1
twitter.com
A8PMX2.googhemai.com.
twitter.com. 10M IN MX 10 aspmx.|.google.com.
twitter.com 10M INMX 30
aspmx3.googlemai.com.
twitter.com. 10M INMX 20
alt2.aspmx.|. google.com.
twitter.com. 10M INMX 20
alt1.aspmx...google.com

w T -

Ping B

- twitter.com

T EHHIIR

WHER :
PING twitter.com (64:19b: 6814:2ac1): 56 data bytes

64 bytes from 64 :#19b::68f42ac1
time=81.358 ms

icmp_seq=0 =32

64 bytes from 64:#9b::6814:2ac1
1ime=94.515 ms

icmp_seq=1 =32

64 bytes from 64;9b::6814:2ac1
1ime=94.265 ms

icmp_s0qs2 =32

64 bytes from 64:#9b::68142ac1
time=102.910 ms.

lemp_seq=3 =32

64 bytes from 64:#0b::6614-2ac1
time=101.627 ms

icmp_seq=4 =32

64 bytes from 64:9b::6814:2ac1
time=86.882 ms

icmp_s0q=5 =32

- 64:#9b::6814:2ac1 ping statistics -
6 packets transmitted, 6 received, 0.00% packet los:
round-trip min / avg / max = 81.358 / 93.593 / 102.910 ms

- T -

FRERFNEN

B

o twitter.com
BT R ENE

WRHES :

Warning: twitter.com has multiple addresses; using
64:119b:-6814:2a¢1

iraceroute to twitter.com (64:1190:684:2ac1) , 5 relative
ihops max, 52 byte packets (<256> 1<256> 1<255> 1<255>
" 255>

4 *1<255> * 1<256> 1<256> * 1<255> * 1<255> 1<255> *

14:35 - T -

& mobile.twitter.com Y

v
HEMR EEEREARE
kS

MEMMA Twitter «

BEARERSTREN -

ERARE EMBETE Twitter

FERMBEFET + & Twitter MERLFRR - AW
Snie -

B 50i0S - Case 5 — Twitter

W41 2 3- 46



10S - Case 6 — Netflix (Dual - Stack)

DNSiE# ping traceroute browser

1“2 - T- 14:20 - T - 113:21 )
i DNS 4 < B Ping 73 < E@ SR 40 & netflix.com
R o3 B
netflix.com notflix.com oA netfio.com
EMIBHBIIE AT IR BNNEB A%

WLES WA :

netfiix com (2620:108:7001::23a6:44b7): 56 data

FFAVER/EENE > 18
REZWEAE ¢
' 1 [:E7 H .

%2 WRAGHE
R

S _

001::2326:44b7: icmp_seq=3

298.222 ms

MsaEr >

20:108:70!

EBRLENR -

OB -

L i B W PRSI B A R 20205 PR BBk 20205
‘%s?owp 9.26 w-11.1 R EY == Nty 0N =] ¢

B 51 i10S - Case 6 — Netflix

10S - Case 7 — Skype

FHEEm

14:24 o T -
@ i S 4

e Thm aﬁ

oz FIERR

2= Rong Rong

% 55T A DUERR

LEET ]
FR-~

Rl

Bl 52i0S - Case 7 — Skype

ST 2 3- 47



10S - Case 8 — FTP
(FTPManager - FileZilla)

6:20 ol T
FTPManager 4 < ¥E15 [2001:288:3001:59:b464:4... W%
EWT am E mas
 RoUXH
€ WA
R
desktop.ini id_r id, b

@i FTPManager (iCloud)

BSOS

[2001:288:3001:59:b464:4651:bbb6:...
ooooooooooo

FTP &3

Hi#F & THIEE

Bl 53 i0S - Case 8 — FTP (FTPManager - FileZilla)

10S - Case 9 — SFTP
(FTPManager - FileZilla)

16:24 16:22 ol T
FTPManager + < 25 [2001:288:3001:59:b464:4... 1113
EWRT am i ma
F  BmeOXH
€ MRm
et
desktoj p.ini id_r d, b

@ FTPManager (iCloud)

XSS

4 [2001:288:3001:59:b464:4651:bbb6:... ]

SFTP SIE

@ & THIEZE

Bl 54i0S - Case 9 — SFTP (FTPManager - FileZilla)
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10S - Case 10 — Windows Outlook

14:34

o WHE

Lty it

Aruba, a Hewlett Packard Enterpris... 1401
o UEITE : 2020 % 5 KR WA M
FES CERETEAREL 2 75

RS - JFEREIN REEAR

Windows EETRGMBFR 08:a7
Outlook o [MANN] BARNEFRRITIN - hek...

B ET

APPh

THMICE B RE
o PCLE

8% --1
X

App Store
@ <AD> NRR{REIAEIAL T Mat
MBET NS 3L

BO—-8RE - EHRFITN .Fu s
TEELF IR @
)

= Q

60/61

B 5510S - Case 10 — Windows Outlook

10S - Case 11 — Gmail

14:27 w T

I
e

Gmail
APPRR W‘

r8M, PRAEENE

Z WR
@ x
®Bit HWRRn

B 56i0S - Case 11 — Gmail
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-

=~ 464XLAT B3 = %

464XLAT BliR 2 %R 4od 4977 o R A 5 2 AR

RARIFE BT ORFR RS FATRP

7 4 46AXLAT B34 &

Ak kS AR
% a1 | AREH SEE

Win8 Win10 Android i0S
1  Google AO#AAL v v v v
2  Youtube EEZ#4UL v Vv Y Y
3 Facebook ftEf#guf Y Vv Y Vv
4 Yahoo A O#EuL v Vv Y Vv
5 Netflix SZ481L Y Vv Y Vv
6 Twitter  fTEF43uL v Vv % Vv
BREE mREE
BR| IR
Win8 Win10 Android i0S
7 SKYPE EARTE Y v Vv Vv
8 FTP TERFE v Vv Y Vv
9 SFTP  {E&ARFS Y Vv Y Vv
10 Outlook #FHRFS v Vv Vv v
11 Gmail FBHARTS Y Vv Y Vv

47 2 3- 50



= 464XLAT Native IPv4

AT BT B "E5POS€ ping web RESPONSE pio Wb

time time
DS Google = & 3ms Y Y 4ms VAR
DS Youtube = & 4ms v v 4ms VAR
DS Facebook =& & 3ms v v 28ms v v
DS  Yahoo = & 167ms v v 165ms VAR
DS  Netflix = & 165ms v Vv X X v
lnpr:/lj/ Twitter = = 66.3ms v v 65ms v v

5% Bom 0 464XLAT 28 A RI3E T3 BI%E % 7 & 3 464XLAT
METERE 3P - 2 ¢ twitter.com | &4 4-t0-6-to-4 e > @

Hois b P H_6-t0-6 (0 5 o

X

HAURTRN A 0 6 B P AR T ¥ 3 E 464XLAT R85
B o ¥ F ¢ twitter.com B Z &V :F:] Jigd 464XLAT # 4 4e
Native IPv4 siig 28> ;8 2. £ 8 > responsetime ¥ £ §E 1.3ms > #&
WP EL ]

& PlzE R & > Windows10 ~ Windows8 ~ Android % 10S
w TR R R T BT Y R

464XLAT & pI32 £ W43 B 57~ B 110 # ¢
Windows10 B2 % % % B 57 ~ B 72 ; Windows8 B|:E % % &
Bl 73 ~ B] 88 ; Android Bl:E% % 5 B 89 ~ B 99 ; i0S pl:#
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2% 5B 100~ M@ 110 -
A3 £ 4 (Win 10)
ipconfig (IPv6 only)

C: \WINDOWS\system32>ipconfig

Windows IP Configuration

Ethernet adapter Z K#¥#%:

Connection-specific DNS Suffix . : lan

IPv6 Address. . . . . . . . . . . : 2001:288:3001:300:8875:adc1:987c:al98
Temporary IPv6 Address. . . . . . : 2001:288:3001:300:208f:b50:c9b:8f75
Link-local IPv6 Address . . . . . : fe80::8875:adc1:987c:al198%15
TPv4-Address: wiae e oo 19201 6851132 3160

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::66a0:e7ff:fe43:3841%15

fe80::c081:d7bd:33ce:b73b%15
192. 168. 132. 134

8/61

Bl 57 464XLAT Windows10 /p|3& 4 8 7 3
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Windows 10 - Case 1 — Google (Dual - Stack)

nslookup browser
C: \WINDOWS\system32>nslookup |
Default Server: UnKnown - - -
Address: 2001:288:3001:59:25e:ab37:b87a:d487
> google. com GO gle

Server: UnKnown
Address: 2001:288:3001:59:25e:ab37:b87a:d487

Non-authoritative answer:

Name : google. com

Addresses: 2404:6800:4008:801::200e
216. 58. 200. 46

ping tracert

" . C:\WINDOWS\system32>tracert google.com
C:\WINDOWS\system32>ping google. com :
Tracing route to google.com [2404:6800:4008:801::200e]

over a maximum of 30 hops:

Pinging google. com [2404:6800:4008:801::200e] with 32 bytes of data:

Reply from 2404:6800:4008:801::200e: time=3ns 3ooGE TR 0les00ticiaar o cesiens

Reply from 2404:6800:4008:801::200e: time=3ms 5 i i N ozeiiion

Reply from 2404:6800:4008:801::200e: time=3ms 5 2ms . 2 92

Reply from 2404:6800:4008:801::200e: time=3ms SR S
8 * 4 ms

Ping statistics for 2404:6800:4008:801: :200e: 9 i e

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), B i i 2

Approximate round trip times in milli-seconds: 13 4ms 4 ms 4 ms 2001:4860 o0f .

14 3 ms 3 ms 3 ms tsa0ls08- . 12100. net [2404:6800:4008:801: :200e]

Minimum = 3ms, Maximum = 3ms, Average = 3ms
Trace complete.

9/61

Bl 58 Windows 10 - Case 1 — Google

Windows 10 - Case 2 — Youtube (Dual - Stack)

browser
nslookup

C: \WINDOWS\'system32>nslookup
Default Server: OpenWrt.lan
Address: 192.168.132.1

> youtube. com
Server: OpenWrt. lan
Address: 192.168.132.1

Non-authoritative answer:

Name : youtube. com

Addresses: 2404:6800:4008:802: :200e
172. 217. 27. 142

ping tracert

f:\WI,\])OWS\Sy'Stem32)ping j.'outube_ com C:\WINDOWS\system32>tracert youtube.com
o R Tracing route to youtube.com [2404:6800:4008:802::200e]
Pinging youtube. com [2404:6800:4008:802::200e] with 32 bytes of data: over a maximum of 30 hops:

Reply from 2404:6800:4008:802: :200e: time=dns 1 dms <lms <lms 2001:288:3001:300:cb4:a857:d11b: 1653
Reply from 2404:6800:4008:802::200e: time=dms 2 lms Ims  lmos 2001:288:3001:1::254
Reply from 2404:6800:4008:802::200e: tine=dms LS e Sl R
Reply from 2404:6800:4008:802::200e: time=4ms Z 2ms . 2us 2 1:24
7 * * 3
Ping statistics for 2404:6800:4008:802::200e: 8 2ms 2ms 2 =
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 18 Fel G A
Approximate round trip times in milli-seconds: 11 4 ms 4ms  4ms
Vinimum = 4ms, Maximum = 4ms, Average = 4ms e S D
14 4 ms 4 ms 4 ms

Trace complete.
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Windows 10 - Case 3 — Yahoo (Dual - Stack)

nslookup browser

C: \WINDOWS\system32>nslookup
Default Server: OpenWrt. lan
Address: 192. 168. 132. 1

> yahoo. com
Server: OpenWrt. lan
Address: 192. 168. 132. 1

Non—authoritative answer:
Name : vahoo. com

Addresses: 2001:4998:24:120d::1:0
2001:4998:124:1507: : fO00
2001:4998:24:120d: =zl

2001:4998:44:3507 000
2001:4998:124:1507: : f001
2001:4998:44:3507: : 8001

74.6.143. 25
74. 6. 231. 20
74. 6. 231. 21
98. 137. 11. 164
98.137. 11. 163
74. 6. 143. 26 fracert
>
. C:\RINDORS \systen32>tracert yahoo. con
plng Tracing route to yahoo.con [2001:4998:44:3507: :8001]

over a maximum of 30 hops:

1ms 1ms

C:\WINDOWS\system32>ping yahoo. com 3001:300:cb4:a857:d11b:1653
300! 254

Pinging yahoo. com [2001:4998:44:3507::8001] with 32 bytes of data: 1659:192:192:61:101
Reply from 2001:4998:44:3507::8001: time=167ms 0:160190:19:161: 4
Reply from 2001:4998:44:3507::8001: time=167ms
Reply from 2001:4998:44:3507::8001: time=167ms
Reply from 2001:4998:44:3507::8001: time=167ms 1 ol

12 3ms 133ms 134 ms ee-9.patl. pao.
13 164ms 157 ms 158 ms ae-8.patl.dn:

20014998 £000:

Ping statistics for 2001:4998:44:3507::8001: 14 1758 163ms 168 me ae-0.patl nez.
R . = ivi = = 15 16Sas 168 ms 168 ms 2001:4998:£000:10
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), O I o Ly
Approximate round trip times in milli-seconds: 17 163ms 168ms 168 ms 2001:4998:44:fa24
ing = 7 vi = 7) ; = 7 18 168ms 168ms 168 ms et29.uswl-1- lbd el. yahoo. com [2001:4998:44:¢026::1]
Minimum = 167ms, Maximum = 167ms, Average = 167ms 19 167m 167m 167m sediasooterstyid: prod sedic vip nel. yahuo. con L3001:4998:44:3507::8001]

11/61 Trace complete.
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Windows 10 - Case 4 — Facebook (Dual - Stack)

nslookup browser

C: \WINDOWS \eys ten32>nsLookup Sy S g

Default Server: OpenWrt.lan
Address: 192.168.132.1

> facebook. com

Server: OpenWrt. lan
Address: 192.168. 132. 1 facebook
Facebook - I {ATI A 2 158

] L R BBAREIPNG—) -
Non-authoritative answer: e
Name: facebook. com
Addresses: 2a03:2880:f1£f:83:face:b00c:0:25de E3

69. 171. 250. 35 e vep——
>

ping tracert
C:\VINDOWS \systen32>tracert facebook. com

: \WINDORS \systen32)ping facebook. com .
£:83:face:b00c:0:25de]

Tracing route to facebook. con [2203:2880:f1
over a maximum of 30 hops:

inging facebook. com [2a03:2880:£1£1:83: face:b00c:0:25de] with 32 bytes of data:

eply from 2203:2880;1££:83: face:b00c:0:25de: time=3us 1ol %ma ius g%iﬁgfg%i'
eply from 2a03:2880:16£:83: face:b00c:0:25de: tine=3as SR ik (s w0l
eply from 2a03:2880: £1££:83: face:b00¢:0:25de: time=3as 4 lms  lms lms 2001:288:0:16
. 92039880+ £157:83 face+h0e 0+ 05de: time= 5 2ms  2ms 2as 2001:288:0:16
eply from 2403:2880:f1£1:83: face:b00c:0:25de: tine=Jas A g ol
) o P T 3ms 3ms % 2001:288:0:16
‘ing statistics for 2203:2880:f1£f:83:face:b00c:0: 25de: e e RNW;;IHM? er N
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), R TE e e e rea et
pproximate round trip times in milli-seconds: 0 3w 3s ims ff )
12 3ms 3ms 2ms edge st a'-mm6<sh‘ 01 any2. Aatebcolm coa [2a03:2880: £1£1:83: face:b00c:0:25de]

Yinimm = 3us, Maximm = 3ms, Average = 3us
Trace complete,
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Windows 10 - Case 5 — Twitter (IPv4 - only)

nslookup browser

C: \WINDOWS\system32>nslookup
Default Server: OpenWrt.lan
Address: 192.168.132.1

v
> twitter. com AR EEAER & OHRE
Server: OpenWrt. lan 5
Address: 192.168.132.1 I
[ e
Non—authoritative answer:
Name : twitter. com
Addresses: 104.244.42.1
104. 244. 42. 193

> ftracert
ping C:\WINDOWS\system32>tracert twitter.com

Tracing route to twitter.com [104.244. 42. 193]
over a maximum of 30 hops:

C:\WINDOWS\system32>ping twitter. com 1 <ms s clat-virtual-machine. lan [192.168. 132, 134]
o . 2 < ms clat-virtual-machine. lan [192. 168. 132. 134]
Pinging twitter.com [10«1 ”44 4" 193] with 32 bytes of data: 3 1 ms lan [192.168.132.1]
Reply from 104.244. 42. 2 time=66ms TTL=5 & s
Reply from 104.244.42. i b e : [203.
Reply from 104.244. 42, 7 S 2
Reply from 104. 244, 42. 193: b\tes 3? time=66ms TTL= 03 g 3 ms
ms
i isti 3 9 D) . 10 ms
Ping statistics for 104.244.42.193: 11 3 ms 2. 192,
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 12 ms unknown.
Approximate round trip times in milli-seconds: 13 ms i-92. tpei roerl lelxlmglohal net
Minimum = 66ms, Maximum = 67ms, Average = 66ms % - 202 84 Jo8 15
5 ms 153. 26 §
16 ns twitterl-10g. hkix. net [123.255.90. 149]
17 Request timed out.
18 ns 104. 244. 42. 193

Trace complete.
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Windows 10 - Case 6 — Netflix (Dual - Stack)

nslookup il browser

C: \WINDOWS\system32>nslookup
E Se r: OpenWrt. lan
192. 168. 132. 1

Address:

nc-!il\\ com
OpenWrt. lan
192. 168. 132. 1

Non—authoritative answer:
Name : nnttlx\ com
Addresse. 0

BIEE SRS,
Bl 30 XEHEA $135

tracert

lix. com

:108:700f : :3644: ea86)

:£593: 1a61:3c22:¢2e6
H

C:\WINDOWS\system32>ping netflix. com

Pinging netflix.com [2620: lOS 700f£::22d2:6bc3] with 32 bytes of data:
5

Reply from 2620:108:7 : time=165ms

Reply from 2620:108 : time=165ms

Reply from 2620:108 3: time=165ms

Reply from 2620:108: : time=165ms cogentco. com [2001:550:0:1000: :9a36

Ping statistics for 2620:108:700f: :22d2:6bc3: RELES. CORMILCo e
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 165ms, Maximum = 165ms, Average = 165ms

1
I
1
1
I
1

ms 3
69 ms 07:4000: 8¢

B 63 Windows 10 - Case 6 — Netflix
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Windows 10 - Case 7 — Skype

fEEm

Bl 64 Windows 10 - Case 7 — Skype

Windows 10 - Case 8 — FTP (FileZilla)

- -y 10
: = CRO*x“ FAaos
Host: [ 10.115.58.91 name: | george Password: port keonnect | v
st Usen georg 2 o Quickconnect F P =
Sending keep-alive command
Sending keep-alive command Select entry:
Status Sending keep-alive command Wy Saes
B Newsite y.
Local site: | CAUsers\nwlab\ Desktop : :" '-"*»;
— -+ ew site
5 CiscoPacket Traces 7.2
4
15 Contacts '
Cookies Logon Fype: |Normal
& W Desktop
& Documente User george
Fdename Filesize Filetype Password: | eew
File folder
File folder ST
» ety Background color: |None
NATES win10 File folder Comments
test_cpe File folder
winl0_s&dtp File folder
n< File folder New site New folder
Selected 1 directory
| New Bookmark Rename |
Server/Local Direction  Remof
Delete Duplicate
o || o
Queued files | Faded transfers (2) | Successful transfers (14)
GO Queve empty ve

here to search

Bl 65 Windows 10 - Case 8 — FTP (FileZilla)
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Windows 10 - Case 8 — FTP (FileZilla) - Download

9eorge140.115.59.91 - FileZils
File Ede View Tansfer Server Bookmarks Help

Z-aT TS ORO XL FAcs

Host: | 140.115.59.51 Username: | george Password: | eee Port: Quickconnect v

[Ststur Retrieving deectory lsting of */*

Status:  Divectory listing of */~ successtul

Status:  Starting downioad of /454 ftp_downloadxt

St File transfer successtul transferred 0 bytes in 1 second

Local ste: | CAUsers\nwiab\Desktop! | Remote site [/ v
& | Cisco Packet Tracer 72 - 7
14 Contacts
Cookies
+ W Desktoo
Fiename -Fﬁﬁi o ~ | Faensne Flesize Fletype Lastmodified  Permissions  Owner/Gro-
1437:30 3
File foldes 05/10/2020 1454:57 1 464 ftp_download txt 0 TextDocu. 08/10/2020 14..
] 264 ftp_testxt 15 TextDocu—  08/10/2020 14
e - 1] desktopini 22 Configunt... 21/09/202011
&) Annotation 2020... 111,066 PNG File 11/09/2000 15:56:26 idsa 1679 Fle 08/10/2020 14
&) Annotation 2020. 23,265 PNG File 11/09/2020 155708 Qidrsapub 36 Microsoft... 0&/10/2020 14
W Cisco Packet Tra. 107  Shocut 201172018 1403:36 sftp_download.tat 0 TetDocu— 0&/10/2020 14
&) cpupng 47,597 PNG File 06/07/2020 17:43:19 v

Selected 1 file. Total size: 0 bytes

Selected 1 file. Total size: 0 bytes ﬁ%mm
Server/Local file Dection Remote file Sae Prionty  Status

Quewed files | Failed transfers (2) | Successful transfers (16)

n £ Type here 1o search

Bl 66 Windows 10 - Case 8 — FTP (FileZilla) - Download

Windows 10 - Case 8 — FTP (FileZilla) - Upload

george140.115.59.91 - FileZills

- o x
Fie Edt View Tonsfer Server Bockmarks Help
2 — « s a e
= ORO %L TFAH
Host: | 140.115.5951 Usemame: | george Password: Port. Quickconnect |
Status: Starting uplosd of CA\Users\nwla® Desktop 364 ftp._test txt ~
Status:  File transter successful, transferred 15 bytes in 1 second
Status:  Retrieving deectory ksting of °/".
Status:  Dinectory listing of */° successfl
Local site: | C:\Users\nwiab\ Desktop\ [ Remote site [/
T Cisco Packet Tracer 72 ~ 7
18 Contacts
Cookies
o oy HEIEE
5.8 Doruments v =
Flename Filesze Filetype Last modified ~ | Fename Flesze Fletioe Lastmoddied  Permizions  Owner/Gro
win10_s&ftp Filefolder 08/10/2020 1437:30 2
- EPPT File foldes 05/10/2020 145457 464 ftp testxt 15 TextDocu—  08/10/2020 14
fip_testrt T P < o o
& Annotation 2020. 111,066 PNG File 11/09/2020 15:56:26 id, 1675 Fle 08/10/2020
&) Annotation 2020, 23265 PNG File 11/08/2020 155708 Qilid_rsa.pob 36 Microsoft... 08/10/2020 14
¥ Cisco Packet Ta. 1079 Shorteut 211172018 140336 sttp_download.ut 0 TextDocu. 08/10/2020
&l cpupng 47,597 PG File 06/07/2020 17:43:19
&) desktopini 450 Configuration .. 13/09/200 001531 v
Selected 1 file. Total size: 15 bytes 5 fles. Total size: 2,372 bytes

-
e e P {8XpkTh

Queved files | Failed transfers (2) | Successtul transfers (15)

n AP Type here to search
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Windows 10 - Case 9 — SFTP (FileZilla)

& - | [RETSS C!BO'-D‘TQ"@

Host: | 140.115.59.51 Usemame: | george Password: | see Port: |  Quickconnect ~

o Soriogdomriond 7L orioo] v SFTP ¥ | E
Status: File ransfer successtul, tansferred 0 byt
Status: Sending keep-a¥ve command Select entry:
et Sending keep-sive command -
o ey My Sies rotocok [ SFTP - SSH Fle Tansfer Protocel S
B Newsite Y,
B Newsie2 st 140.115,59.91 Port s
= MNew ste 3 H
B Newstes
B NewsteS
Logon Type: | Noemal -
Usen; george ]
Flename Filesize  Filetype Lastmodified  Permissions  Owner/Gro.
winl0_s&ftp Fie folder
WEAEPPT 08/10/2020 14
} 454 fip_downio... 0 108/10/2020 1.
454 fip 8ackground cok v
254 f1p restaxt 15 chground colos: [RE 121/09/2020 11
&) Annotation 2020.- 11,066 Comments 08/10/2020 1
&) Annotation 2020. 23265 PNG File 08/10/2020 1
W Cisco Packet Tra.. 10%  Shortcut 08/10/2020 14
& cpupng 47597 PNG File New site New folder
Selected 1 file. Total size: O bytes = > =
| ew Bookma Reneme E
Server/Local file Diection Remo]
Delete Dupkcate
oK Cancel

Queued fdes | Failed transfers (2) | Successful transfers (16)

n L Type here to search

B 68 Windows 10 - Case 9 — SFTP (FileZilla)

Windows 10 - Case 9 — SFTP (FileZilla) - Download

george140.115.59.91 - FileZilts

-— o x
N s,
Z-aFiTSIoRO *x~ Faes
Host: | 140.115.55.91 Usemame | george Password: | eee Port: Quickconnect  w
i e R
ol hian sl e LR
Seatus: File transfer successtul transferred 0 bytes in 1 second
Local site: | C:\Users\nwiab\Desktop' v | Remote site: |/ v
2
s e e e e
H) 464_sftp_download txt 0 TVextDocu.. 08/10/2020 14&...
W Cisco Packet Tea. Shomcut 271172018 1403:36
| Selected 1 file. Total size: 0 bytes Selected 1 file. Total sze: 0 bytes ﬁ -

Transfers finished

Queued fles | Falled bansfers () | Successtol tansfers (16)

n P Type here to search
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Windows 10 - Case 9 — SFTP (FileZilla) - Upload

[ 9e0rge®140.115.59.51 - FileZitla

- o X
Fle €t View Tansfer Server Bookmarks Help
— o =
Sl = 0RO TAs s
Host: | 140.115.59.1 Usemame: | george Password: | see Port Quickconnect v
[Sttus: Starting upload of C:AUsers\nwlab\ Desktop 462 sftp_testaxt 3
Statue File transfer successtul transfemed 15 bytes in 1 second
Stsus:  Retrieving deectory ksting of
Sestue Directory fisting of */” successful
Local site: | C:AUsers\nwlab)\Desktop' Remote site:
Cisco Packet Tracer 7.2 ~ |
14 Contacts |
Cookies |
1 Desktop |
Decuments vl _tﬁ*@ﬁ
<
Flename Filesze  Filetype Last modified A = Flesize Fletype Lastmodified  Permissions  Owner/Gro.

[ 254 sitp testtat Text Document  08/10/2020 13:26:58

&) Annotation 2020, 111,066 PNG File 11/08/2020 15:56:2 254 sitp testnt

&) Annotation 2020, 23,265 PNG File 11/03/2020 1557:08 | & desitopini

¥ Cisco Packet T 107 Shorcut 2071172018 1403:36 T

&) cpupng 47597 PNG File 06/07/2020 172:43:19 07 idrsapub
desktopini 450 Configueation .. 13/09/2020 021531

B Fv-Meca-Play Shorteut 02/01/2018 1229:38
ftp_download txt Text Document  08/10/2000 124700 v

Selected 1 file Total size 15 bytes |4 fles. Total size: 2,372 bytes

..
Server/Local file Direction Remote file Swe Priodty  Status Eﬁﬁnm

Quewed files Failed transfers (2) | Successful transfers (17)

- P Type here to search

Bl 70 Windows 10 - Case 9 — SFTP (FileZilla) - Upload

Windows 10 - Case 10 — Windows Outlook

B Microsoft

Outlook

LCI=1

BB

FEREINAR

B 71 Windows 10 - Case 10 — Windows Outlook
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Windows 10 - Case 11 — Gmail

Gmail BE

= M Gmail Q  indraft X - @ & 5 Vi Q

o- ¢

23/61

B 72 Windows 10 - Case 11 — Gmail
A=K E A% (Win 8)

ipconfig (IPv6 only)

I;:\Usors\?}'(%)ipconfig
indows IP FE7F

AU Ethernete:

BASSETE ONS BE . . . . . . . . : lan

IPu6 firdk. . . . . . . . . .. . .: 2001:288:3001:300:8903:ecf8:al4ca:a5le
EEEF 1Pue fizik. . . . . . . . . . : 2001:288:3001:300:e85c:8df4:573f:2ad2
JELE-AHS TPue fizlk . . . . . . . : fe80::8903:ecf8:a4ca:a51e%3

TPu4 fizk . . . . . . . . . . . . :192.168.132.213

FAEREIEE . . . . . . . . . . . .: 255.255.255.0

JEEAMEE . . . . . . . . . ... .: fe80::c081:d7bd:33ce:b73b%3

fe80::66a0:e7ff: fel3:38417%3
192.168.132.1

JE3ESPHEF isatap.lan:

guRnE L s
@‘ﬁ.zmg@;.....,..;ﬁﬁﬁw‘“ﬁ

:\Users\ F(£>

Bl 73 464XLAT Windows8 jBl+& 4 # F 3t
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Windows 8 - Case 1 — Google (Dual - Stack)

browser

nslookup

C:\Windows\system32>nslookup

JEEL(FIARZS: Openlirt.lan
Address: 192.168.132.1

> google.com

{E]HRES: Openlirt.lan
Address: 192.168.132.1

% R E
E2 1

google com
2404:6800:4012:1:
216.58.200.238

Addresses:

pPing

C:\Windows\system32>ping google.com

:200e

Google

tracert

C:\Windows\system32>tracert google.com

Ping google.com [2464:6800:4012:1::2000] (I 32 RITTANVALY): Loy
[EI 5 2404:6800:4012:1::2000: EZ=4ns
[EIA/E 2404:6800:4012:1::200e: E3[i:-4ns ! S 4w
[E & 2404:6800:4012:1::200e: F3(i=4ms 3 29ms 30w
[E7E 2404:6800:4012:1::2000: FZ[i:4ms 4 ims  <ms
S 2 ms 1 ms
6 m: 2 m
2404:6800:4012:1::200e {J Ping %‘cuhs* T BT g™
ﬁ% EEGE - 40 CIE - 4, Cillk ¢ 0 (0% %) - A
AER I (EH) 10 4ms  3me
B/ME = 4ns o ﬁj{{E = 4ns o Fi5 = 4ms n 2 ms 2 s
12 3 ms 3 ms
13 S ms S ms
145 4 ms 4 ms
15 S ms 4 ms
25/61 e .

<1 ms
<1 ms
1 ms
1 ms
1 ms

7 Pt
JBHE google.com [2404:6800:4012:1::200e] EYESH:

:288:3001:300:cb4:2857:d11b:1bS3
:288:3001:300: :254
:288:3001:1::254

:288:30FF::2
:288:0:1659:192:192:61:101
:288:9-!559-!32-!92-8! 124

:288 3b
:c08: 7f
:288:0:
:4860:1:1
:4860:0:1014::1

:4860:0:1::2e0b

t5203506-in-x0e.10100.net [2404:6800:4012:1::200e]

Bl 74 Windows 8 - Case 1 — Google

Windows 8 - Case 2 — Youtube (Dual - Stack)

browser

nslookup

C:\Windows\system32>nslookup

JEE3EIAREE: Openlrt.lan
Address: 192.168.132.1

> youtube.com
{A]HR%%: Openlirt.lan
Rddress: 192.168.132.1

FAZIFHERIEIE
é: goutubo com
2404:6800:4012: : 200e

216.58.200.46

nddresses

ping

C:\Windows\systen32>ping youtube.com

ik

WAE O [BR—%] The

@

P\ mozavsoares
W0TEN AT AV

tracert

C:\Windows\system32>tracert youtube.com

g TELIR 30 (EEEESE
Ping youtube.com [2464:6860:4012::200e] ({EE 32 RITTAEAYEE!): JEHE youtube.con [2404:6800:4008:803: :2000] HIFES:

[R5 246Y4:6800:4012::2000: F[H:tns
[EI S 2464:6800:4012::2000: F¥[H:4ns
[EIFE 2404:6800:4012::200e: FF[H=4ns
[EIFE 2404:6800:4012::2000: F%[Lj=4ns

2404:6800:4012: :260¢ HY Ping FF&%

H: CEE = 4 CWE = 4 E’ae% 0 (6% )
AEHPREE ()

B/ME = Mls'ﬁﬂﬁ < 4ns o+ P45 = 4ms

26/61

1 <1 ms
2 2 ms
3 *

4 1 ms
5 2 ms
6 »

7

8

9

3 ms

2 ms

4 ms
10 2 ms
n 3 ms
12 4 ms
13 3 ms
14 3 ms
FBRETH,

<1 ms
9 ms
1 ms
1 ms
2 ms
x

3 ms
2 ms
3 ms
2 ms
3 ms
4 ms
3 ms
3 ms

<1 ms
2 ms
<1 ms
1 ms
2 ms
x

3 ms
2 ms
3 ms
2 ms
2 ms
4 ms
3 ms
3 ms

2001
2001:
2001
2001:
2001

288:3001:300:cb4:a857:d11b: 1b53
288:3001:1::254

288:30FF::2
288:0:1659:192:192:61:101
288:0:1659:192:192:61:24

FOREMF o
288:0:1659:192:192:61:184
288:30:5: :9264: 1
c08:7F:1:

288:0:F: 109. :9

2001
2001
2001:
2001:
2001
2001:
2001:4860:0:1::84d

t5203502-in-x0e.1e100.net [2404:6800:4008:803: :200e]
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Windows 8 - Case 3 — Yahoo (Dual - Stack)

nslookup browser

C:\Windows\system32>nslookup
TR (AIFRSE: Openlirt.lan
Address: 192.168.132.1

ahoo com
(EJE Openlirt.lan
ﬁddross 192.168.132.1

R REREE:

&1 ﬁ yahoo.com

Rddresses: 2001:4998:44:3507::8000
2001:4998:24:120d::1:1
2001:4998:44:3507: :8001
2001:4998:1
2001:4998:124:1507: : =
2001:4998:24:120d::1:0 ol

-

an

74.6.143.26 v HENe e ”'“:“" @
98.137.11.163 - e
74.6.231.20 s ER
74.6.231.21 oy TEAT MRSO MERR SR SSFR mreasawesonss
98.137.11.164 MNER __ sawese g eesmze "
74.6.143.25

in tracert

pPing
\Windous\systen32>tracert yahoo.com
= : % 30 (ERESLE
C:\Windows\system32>ping yahoo.com Ez‘ugm !gonee com [2001:4998:24:120d: :1:0] RYESE:

2001:288:3001:300: cm 8857:d11b:1b53

1 <1 ms <1 ms
Ping yahoo.com [2001:4998:24:120d::1:0] ({FHE 32 fpERYERD: |3 2:
[EIBE 2001:4998:24:120d::1:0: F5Ej:156ms T iae e
g ;55!:!92:\!2:“:2‘0
3
9

[EIEE 2001:4998:24:126d::1:0: F57Ej:156ms iw 2w
[E[fE 5 2001:4998:24:120d: :1:0: F57:156ms B
[EI7E 2001:4998:24:120d: :1:0: F37Ej=156ms noin in 2406.9400-1.133.203. 16322237

1659:192:192:61:232

3 s "

7w 2w T-0:PALY. by usheo. can (20062000 pezv 291141
us s
2001 :4998:24:1?96::1:9 #J Ping ﬂﬁféﬂ . 1R it Ji.
ﬂ@n E‘g% = 4 'E»L&ﬁ = 4, Eﬁ% = 0 (6% ﬁ%) ' * e e 0.clr, -9q1.yahoo. ey 1
ALHPUEE () HERH S H e i e i o
F/ME = 156ms » ﬁkﬁ = 156ms » 3 = 156ms B e 1% e o outer-ipT3.prod.sedia sip.oq1 yahoo.con (2001:4838:24:120d: 1
PEREERL »
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Windows 8 - Case 4 — Facebook (Dual - Stack)

nslookup browser

C:\Windows\system32>nslookup . -
FEERfFIFRES: Openlirt.lan e —— T

Address: 192.168.132.1

> facebook.com

{ElfR%E%: Openlirt.lan facebo:z!( .

Address: 192.168.132.1 Eacobook . MM X
LZIZIERYEIE e

%z §: facebook.com ey

Addresses: 2a03:2880:f1ff:83:face:b00c:0:25de
69.171.250.35

ping tracert
C:\Windows\systea32>tracert facebook.com
C:\Windows\systen32>ping facebook.com FLHE 3 &
3B facebook.com [ms 2880: F1FF:83: face:b00¢:0:25de] RTREH:
Ping facebook.con [2a03:2880:F1FF:83: face:b88c:0: 25«1 (EH 32 GpEsyaE):

IR 2003:2880: F1FF:83: Face :b0Be:0:25de: EL: 1 Clms  <Ims  C1ms 2001:288:3001:390:chY:a857:d11b: 1653
@ E 2a03:2880: F1£F:83: face:b06c:0: 25de: ‘*‘-frsjga.s 2 1mes <(lms <1 ms 2001:288:3001:3080::254
[EIFE 2203:2880:F1FF:83: Face:b00c:0:25de: F1Ef=3ms o e
[EIIE 2203:2880:F1Ff:83; Face:b08c:0:25de: (30 S 2ms  2ms  1ms 2001:288:0:1659:192:192:61:101
6 2ms  2ms  2ms 2001:288:0-1659:192:192:61:24
2a03:2880: 183 Face:b0Gc:0:25de 1] Ping HZFll: T x x 3 2001:288:0:1659:192:192:61:0
i B - 40 EE - 8, Cilk - 0 (00 85 8 x x x  ERERE.
HATRERE (£1): 9 3ms  3ms  3ms 2001:288:0:1659:192:192:61:562
50 S Ell ( )

ﬁ’l\'ﬁ : s _j-\'“‘ : s $fg : s 10 3ms 3ms 3 ms 2e5.prol.tpel tfbnu.net [2620:0:1cff:dead:beee::c3e)
n 3as 3ms 3 ms polBl.pswdl.tpel.tfbnw.net [2620:0:1cFf:dead:befo::237)

12 3ms 3ms 3 ms poS.msulak.01.tpel.tfonw.net [2203:2880:F017:FFFF ]
13 s 3ms 3 ms edge-star-mini6-shu-81-any2. facebook.com [2203:2880:f1FF:83:Face:bot

N
]
o
[y

@%

a8

i

f
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Windows 8 - Case 5 — Twitter (IPv4 - only)

nslookup

C:\lWindows\system32>nslookup

JEz%{EHRE%: Openlirt.lan
Address: 192.168.132.1

> twitter.com

{EIHR%E%: Openlirt.lan
Address: 192.168.132.1

FEFEIEE
B

tu1tter com
104.244 .42.193
104.244 .42.129

Addresses:

pPing

C:\Windows\system32>ping twitter.com

browser
r
w
Q mmsrmm-- BERUER EEERE/ITNY
=

S8 MEAEERN S -

B e

O mAmN -

tracert

C:\Windows\system32>tracert twitter.com

£ LW 30 (RS E
JBHE twitter.com [104.244.42.129) BYREHEI:

[192.168.132.144]

Ping twitter.com [104.244.42.129] ({#/ 32 RFTAERYERN: | <m0 <lme <1 me clat-uirtusi-aschine.lsn
EIFE 104.244.42.129: fI7C4=32 B3{j=66ns TTL:53 3 e Qe S Cperurtien (1oiceitan.y resszam
EIfE 104.244.42.129: fi7yT:H-32 Bffij=66ms TTL=53 S zm 1w  1me z097.2eu.tes
[EIA S 104.244.42.129: {77#H=32 BF[E]-68ns TTL=53 6 2ms 1 me 1 me tyrc-ncu.ncu.edu.tw [203.72.244.225)
[EFE 104.244.42.129: fiIjT#H=32 BF[L]-67ms TTL=53 i 2m  pm e tesiszers
9 4 ms 4 ms 4 ms 192.192.61.237
104.244.42.129 Y Ping %S’r}t#«‘ X 1 22me 21w 28m 1s2195.e8e
S (o) e DA =0 (R BE Rn R e IR e e e
4 23 ms 22 ms 22 ms 202.84.138.73
H/ME = 6ems » S AJE = 68ms » 5 = 66ms :: ig e §§ ez ;: e :gfitigf?é;nkix.nn [123.255.90.149]
17 » » » s £
18 67 ms 69 ms i‘glzs
2 61 =
29/61 TR, -
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Windows 8 - Case 6 — Netflix (Dual - Stack)

nslookup

C:\Windows\system32>nslookup

L (o] R Openurt.lan
Address: 192.168.132.1
> netflix.com
fF] %% : Openuwrt.lan
Address: 192.168.132.1
3—”‘3*"4&8‘71:—0
g otfiix.com
b AR ;22d8:buny

2620:108: TOOF
8: 7TOOF :

2620:10 :
2620: : 1 Gca
2620: Tazu
2620: cdu9
2620: o296
2620: SFu4E6
2620:10 bOcH
35.166.68.183
52.33.157.25
S4.149.160.164
35.161.32.8

52.25.53.155

L167.109.163
S41.244.189
.216.122.36

ping

C:\Windows\systen32>ping netflix.com

browser

WIS E IR,
Bl 30 *ﬁmg $30,

®®

tracert

C:\Windous\systen32>tracert netflix.com

TEEIN 30 (ERESE
i@ netflix.com [2620:108:700f: :224d0:15¢cc) BYEEH

2001:288:3001:390; 65c3: 1409:bS68: 60D

Ping netflix.com [2620:108:760f::36bb:b0ck] ({FH 32 fTTEHTER): > Gm Gu G Zooyizes:s0r 00350
[ 2620:108:706F: :36bb:bOck: I5[H:175ms § 1m e 1 z00)zmeid0frs ‘z""| N
HE S 2620:108:700F: : 36bb:bocy: FEIE=175ms T RRt-REsEE
[ 2620:108:706F: :36bb:bOck: I3[H:175ms soaL oL E et s
[M]75 & 2620:108:700f: :36bb:b0ck4: FZi:175ms 10 3m 3w 2001:283-0:1659.192:192:68:62
12 25 ms 24 ms 2% mo  be2226.ccr2l hkg02.atlas.cogentco.cos [2001:550:0:1000::936:2889)
13 158 ms - 158 #s  be3701.ccr2) pdx0).atlas.cogentco.com [2001:550:0:1000::9a36:5779)
zszetl 08:700f: : 36bb: bOcY m pmg -{- ﬂ, :; e ::f = - nozsro.ccriz 00902 at1as . cogentco.con (2001:550:0:1000: :8036:2095)
8 E%ﬁ 40 CEE - 4 % = 0 (02 B e e S s
Kﬁﬁsf}i{g TFE??@.? ?{ﬁmﬁ = 175ms » 45 = 175ms §: et e Sl
ﬁ 22 :15 :: 11: :: :1' :: ::zo 107:5000:9008 |'B
23 161 ms 161 ms 168 mo  2620:107:4000:9008: :2d
e e 24 175 s 175 ms 178 ms  2620:107:%000:9008::25
30/61 zz;_ {g:; 161w 161w zrsz:&:’v;:;em .20
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Windows 8 - Case 7 — Skyp

T B 8

il 80 Windows 8 - Case 7 — Skype

Windows 8 - Case 8 — FTP (FileZilla)

FileZilla - 8

- EFTEoRO «~Taecs

EM(H): | 4651:bbb6:8537]  EEAEWMW):  george =R eee SFEP) REIBQ |~

FTP 5% B 1

TEne: [C\Usern 22\ HEREE) - .
Aq B/EM FIP - Z@REE Y
Ad
b cd =m0 140.115.59.91 SEEP)
cd
+ Hl D4 nEE) ARNERSERGSMITISHFP v
-1 D
BADEQL: —& v E———
AZER e A a
SEEV)  george
464xdat_wing =3W) |
nat6s wing
wing_s&ftp
0] desktop.ini "
sitp_download RRH2E): (8 v
sftp_testxt ERM)
EABLN) @ FAREREO
FRBREM) EF2ER)
®2©) BED >
%1 @9 2xx 04
@ BE(O) B
aun/Teas e 9 =
SENE= BEEY | @R ()
& 555 e

BE03:11
2020/10/3

A Mm% E
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Windows 8 - Case 8 — FTP (FileZilla) - Download

SxF ARE WAV B0 SRS BRE) NEH

- EECEoRO x¥Tacs
=M(H): 140.11559.1 EHEFER(V): george ZJwW): eee WARE(P): FR880Q v

= e

B EERA T HESHE. 9

B ARGHTT, CHM0CTE (RS 1Y) v
TH5E: | C\Users\ B\Desktop\ v |Emse: |/ v
# Ju AppData ~ L/
J. Application Data
ki Contacts
). Cookies
+ [l Desktop
@} Documents v
a=zE a=x) SN Baguan AZEE aEx) SEAZ  Rasusy A2 a
¥ B
. 464xlat_wing BEEHR 2020/9/21 F50... 0 | deskeop.ini 282 ERWRET 2020/9/21 k..
4. nat64_win8 BE 2020/9/22 T4 0. [B f1p_s64_download 0 WX 2020/10/8 F.
L wing_s&ftp -Fmg BR 2020/10/8 T 0. L ftp_464 testat 0 XTEX®  2020/10/8 F.
3 desktop.ini . = 2020/9/21 F¥0.. _Jid_rsa 1679 4% 2020/10/8 F.
| ftp_464_download 0 a= ] 2020/10/8 T 0. Llid_rsa.pub 396 PUBWE  2020/10/8 F.
Lftp 464 testtat 0 XFxE 2020/10/8 F¥0...
< >
R 1 @6% axx)00RE %1 @NR R0 ORE
BRY/TLEAR rm  EWEE x BEE HE

| seneE | BNEN | SRED 0 |

e
\
33/61
Wind 8-C 8 — FTP (FileZilla) - Upload
=
a=E ABE) V) BWT) SRHE) BEE NEH)
Z-EECHEoRO «x“ | Fase
=m(H): | 140.11559.1 EEBZW): | george == eee SEEE): FES8Q |~
B FERA HESHE. : i
IR® S BN v
Tiess: [ C\Users\F 2 \Desktop\ v [Emue ]/ v
®- Ju AppData A L/
J. Application Data
i3 Contacts
J. Cookies
+ @ Desktop
4} Documents v
=am REx) WEAD sapunn T HEBIBE =z =zssazer  ax E
' B .
). 464xlat_wing AREER 2020/9/21 e O...
). nat64_wing AERER 2020/9/22 T 0... | ftp_464 ¢ > 2020/10/8
). win8_s&ftp AERER 2020/10/8 F&0... 1670 W= 2020/10/8 T~
) desktop.ini 282 EMET 2020/9/21 F& 0. _lid_rsa.pub 396 PUBWE  2020/10/8 F.
B} ftp_464 testtxt 0 z 2020/10/8 T 0.
< >
R 1 @EE B0 0TS 4 @WE #2357 ORE
AER/TEER sm  E=E= x) @M
SR TH
- =~

SROGE | BEEN | @850 O | ® BE=m -~ x
TRBTRSES saazEsznen | lee

34/61
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Windows 8 - Case 9 — SFTP (FileZilla)

254 3 - george@140.115.59.91 - FileZilla -0a
axm &8 V) wmm SRe H
Z#-EBECEIoRO v Tacs
EM(H): 140.115.59.1 SERERU): george E# W) eee SFAP): RESRQ ~
= o -
wn ZEmA -, ESH SFTP B7E
o AEEME
Sesa [CUsesga g SARAE): SET SEKT | SMET | Tus
= b or
Te :“ = i?;f: . ST [SFTP - SSH File Transfer Protocal v
£ ¢4 | B M(H) 140.115.59.91 EFAP):
b cd | RS-
i Od | T
4 D
- AT -8 v
ARZH =TT
SERV): | george
Ji 464xlat wing zZw eee 21 £
b natd_wing p/8 .-
L. wing_s&itp be =
o desktop.ini b/e T
I ftp_464_download HRHEE): = v b
[ ftp_464_test b ER).
FRBEWN) FARERE)
wagRM | EFeER
2B0) AND
5 EEE 25750004
prTyra— 280 AEO) B%
SeneE | ERER | BREN 0 |

35/61
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Windows 8 - Case 9 — SFTP (FileZilla) - Download

=z
w_EF (E) na.g\{) WO SEHE) BEE) NEH)
Z-BEECEIORO x» Tace

=meH): [ 140.11559.1

SEFZW(V): george zEw): eee SFAP): RESRQ  ~
HW: TER® S MESHNR.
#B: EZSWD, SHMO0CTE(2E18)
Thesss: [ C\User\ &2 \Desktop\ v [Emse: |/
5 L. AppData ~ 7/
). Application Data
i3 Contacts
). Cookies
& il Desktop
| Documents v
RN RN WERED BRITUER WAEER Sz ERADR BRITUNR L B
B k
Ji 464xdat_ win8 WEEER 2020/9/21 T 0. & desktop.ini 282 BEMEE 2020/9/21 £.
Ji nat64_wing AERER 2020/9/22 T 0... | #p_464_download 0 W= 202071078
). win8_s&ftp WERESR 2020/10/8 T4 0... 2020/10/8 T ..
& desktop.ini < SEEE 2020/9/21 T 0. 2020/10/8 .
_#p_464 do _Fmﬁ 2020/10/8 F¥0.. 2020/10/8 F.
|| #tp_464 tes = 2020/10/8 F< 0. 2020/10/8 F

T 462 download 0 WE 2020/10/8 T4 0. 2020/10/8
shtp 464 test tt 0_ZTxes 2020/10/8 T 0.
<
HE 1 @AR S0 CRE RE 1 @EE FRA
ERY/TeAR Am  EWER xh @l wm

5323230

SeNE BUMER | BWRD (10) | © BE=m - x
SESRECSNEN ™
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Windows 8 - Case 9 — SFTP (FileZilla) - Upload

F254 3 - george@140.115.59.91 - FileZilla - g
SErF =i WmBV) SWO ES28 B
T [ - = -_— S
Z- B TSORO VL TFQAom
=#M(H): 140.115.59.1 EEFEWV): george ZJ W) eee
T i
| v
ZHR: |C\Users\HFE\Desktop) v
! AppData
Application Data
£ Contacts
Cookies
+- @l Desktop
Documents
HWE=ER : sz S=dn FExgURR ExFuR L £ a
464xlat_wing 202 2020/9/21 £
nat64_wing 2021 202071078
wing_s&ftp 2021 2020/10/8 F ]
9 | desktop.ini 282 #£W 202 2020/10/8 &
ftp_464_download 0 WX 2020/10/8 T 0. 2020/10/8
ftp_464 testtxt 0 XEX= 2020/10/8 T5 0. 2020/10/8 F.
| sftp_464 testtt 0 XFEXH 2020/10/8 T&0...
< >
#iR 6% aRA:0URE 6 7T
ARE/TrER A EmER Exd

B3 p5Th

| senns | BEek | BESH0O)

0 BwzA N\ X
FEREESCIEN °
3
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Windows 8 - Case 10 — Windows Outlook

61 Outlook-Microsoft BEH#RF X  +

& > C & outlooklive.com

—

B8 Microsoft

Outlook

~

ME . R

e =

%% Outlook BF HHATEME

outlook fHER

ST L1E -
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Windows 8 - Case 11 — Gmail

6mail #HR
“ S & mail.google.com/mail/u/0/#drafts ® o ¥ @ H
= M Gmail Q  indraft X - @ @ m i QO

Qs €

Hangouts

o +
q.i +

B 88 Windows 8 - Case 11 — Gmail

Android - Case 1 — Google (Dual - Stack)

= -
DNSHaiiE ping traceroute browser
ABORBR@ONT 3s AORSB® IR W33 @ASONE OO F . 3w GABORR OO0 F
= Ping&Net < | = Ping&Net < | = Ping&Net < |0 @ googlecom 6]
DNS X PING x TRACE x| = & @

—0ct 7, 2020 3:05:24 PM 64 bytes from tsa03s02-in-x0e. BRbS  T
—IP (wlan0) 192.168.0.142 1e100.net: icmp_seq=1ttl=114 Gomecton Wi G |
- Connection: WIFI time=20.4 ms

64 bytes from tsa03s02-in-x0e. Trace to googee com 0 g e
DNS records for google.com 1e100.net: icmp_seq=2 ttl=114 1-2001:288:3001:300:254

time=9.33 ms Y 7 Ok

2-2001:288:3001:1::254

DNS server: 192.168,0.1, port 53, UDP | 64 bytes from tsa03s02-in-x0e. 3-2001-288:30ff

1e100.net: icmp_seq=3 ttl=114 4-0 01
google.com. time=18.3 ms 5.9 : Google JR0% - English
HL=2% S 6-2001:288:0:1659:192:19261:0
A 216.58.200.238 - google.com ping statistics — 7-2001:288:0:1659:192:192:61:184
(not authoritative) 3 packets transmitted, 3 received, 0% [ g 5001.988900:5-02641 .

packet loss, time 2068ms 9-2001:c0¢ 698
google.com. min =9.330 ms
TTL=32 avg = 16.037 ms -
AAAA 2404:6800:4012:200e max = 20.441 ms 12- 2001:4860:0:1014:1
(not authoritative) mdev = 4.819 ms 13- éﬁﬁﬁﬁ;

AN RETTA 4 pig i3]
14.- tcaN2eN1-in-vNa 10100 not =
4 4] u] N O 0 N ) 0 N ) 0
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Android - Case 2 — Youtube (Dual - Stack)

DNSHaHE ping traceroute browser

SABOLE O F s #0320 @ABOER OU T #n31y @ABOND O 0T snan

= Ping &Net < | = Ping&Net < | = Ping&Net < |0 & myoubecom ©]
Q

CABOLNE OO0 F

x
x

DNS PING TRACE x| B YouTube

—0Oct 7,2020 3:21:02 PM 64 bytes from tsa01s09-in-x0e. —Oct 7, 2020 3:18:56 PM
— 1P (wlan0) 192.168.0.142 1e100.net: icmp_seq=1 ttl=115 — IP (wlan0) 192.168.0.142
- Connection: WIFI time=5.59 ms - Connection: WIFI
64 bytes from tsa01s09-in-x0e.
DNS records for youtube.com 1e100.net: icmp_seq=2 ttl=115 Trace to youtube.com
time=28.4 ms

DNS server: 192.168.0.1, port 53, UDP | 64 bytes from tsa01s09-in-xQe. 1-2001:288:3001:300::254
1e100.net: icmp_seq=3 ttl=115 2-2001:288:3001:1::254
outube.com. time=5.20 ms 3-2001:288:30ff:: [HARRAN) ARXH LR | il
TrL-288 4-2001:288:0:1659:192:192:61:101 MERRA AN LR
A 172.217.24.14 — youtube.com ping statistics — §-2001:288:0:1659:192:192:61:24 )
(not authoritative) 3 packets transmitted, 3 received, 0% [ 6-2001:288:0:1659:192:192:61:0 T ] 4
packet loss, time 2080ms 7-2001:288:0:1659:192:192:61:184 ‘ v
youtube.com. min = 5.202 ms 8- 2001:288:3b0:5::9264:1 4
TTL=299 avg = 13.067 ms 9-2001:c08:7f:1::35
AAAA  2404:6800:4008:800::200e max = 28.404 ms
(not authoritative) mdev = 10.846 ms 11-2001:c08:7f:1::20

12-2001:4860:0:1011::1

B 90 Android - Case 2 — Youtube

Android - Case 3 — Yahoo (Dual - Stack)

= -
DNSHET#E ping traceroute browser
QEAPOL O( T 3 @ABONE O(F 03 @ABOR® OO0 F #2323 @AROLR® O T sEvsm
= Ping&Net & | = Ping&Net < | = Pinganet < 10 @ twmobiyahoocom @)

NS x PING x TRACE x WL‘:"" @
11L=1454 o 64 bytes from media-router- —0ct 7,2020 3:21:55 PM @ a s m
AAAA ']2001 ,‘?9,978 24:120d:1:1 fp73.prod.media.vip.gq1.yahoo.com: | —Ip (wlan0) 192.168.0.142 an®  BewC  BR LTy ne
(not authoritative) icmp_seq=1 ttl=45 time=165 ms — Connection: WIFI g @

h 64 bytes from media-router- BN WAME  UNR uEE pone

ya o_o.com. fp73.prod.media.vip.gq1.yahoo.com: [ Trace to yahoo.com

TIL=1454 icmp_seq=2 ttl=45 time=173 ms BR OEROMR R B8R v
AAAA 50{11 4998.1241507:4001 | 64 bytes from media-touter- 1-2001:288:3001:300;:254

(notauthoritative) fp73.prod.media.vip.gq1.yahoo.com: | 2 :

icmp_seq=3 tt|=45 time=172 ms

yahoo.com. st 3

TTL=1454 i sestio

: : - yahoo.com ping statistics §-2001:288:0:1659:192:192:61:24

ARAA 20—91 4979,43.,37@77;870”0 3 packets transmitted, 3 received, 0% | 6- %

(ot adtonntvo) packet loss, time 2072ms 7-2001:288:0:1659:192:192:61232 [ e

ahod.com min =165.855 ms 8-2001:288:0:1659:192:192:61:562 #
%Lzm s avg=170.421 ms 9-2001:288:0:1659:192:192:68:62 2 30EE

AAAA  2001:4998:24120d:10 max =173.362 ms 10 - 2406:d400:1:133:203:163:222:37

oy LSt Ll LS mdev =3.273 ms 11 - et-2-1-0.pat1.twy.yahoo.com
(not authoritative) 12- 26-9.pat1.pao.yahoo.com B coreomonay EneUSH P X
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Android - Case 4 — Facebook (Dual - Stack)

DNSHaHE ping traceroute browser

GABOLR® O T #n3w GABOR® O FT N3 GABORE O T #0032 @APOS® O T 33
=  Ping & Net < = Ping & Net < = Ping & Net '<: ¢ @ m.facebook.com @
DNS X PING x TRACE x : T
—0ct 7,2020 3:24:09 PM 64 bytes from edge-star-mini6-shv-01- | — Oct 7, 2020 3:24:19 PM facebook
- IP (wlan0) 192.168.0.142 hkt1.facebook.com: icmp_seq=1 — IP (wlan0) 192.168.0.142
-- Connection: WIFI tt1=50 time=99.6 ms - Connection: WIFI “
64 bytes from edge-star-mini6-shv-01- %
DNS records for facebook.com hkt1.facebook.com: icmp_seq=2 Trace to facebook.com
ttl=50 time=43.3 ms RUFER
DNS server: 192.168.0.1, port 53, UDP | 64 bytes from edge-star-mini6-shv-01- | 1 - 2001:288:3001:300::254
hkt1.facebook.com: icmp_seq=3 2-2001:288:3001:1::254
facebook.com. ttl=50 time=45.8 ms 3-2001:288:30ff::2
TTL=67 4-2001:288:0:1659:192:192:61:101
A 69.171.250.35 — facebook.com ping statistics — 5-2001:288:0:1659:192:192:61:24
(not authoritative) 3 packets transmitted, 3 received, 0% J 6 - 2001:288:0:1659:192:192:61:0
packet loss, time 2061ms 7-2001:288:0:1659:192:192:61:232
facebook.com. min = 43.363 ms 8-2001:288:0:1659:192:192:61:562
TTL=127 avg =62.941 ms 9-2001:288:0:1659:192:192:68:62 ciam :
AAAA  2a03:2880:f1ff:83:face:b00c: | max = 99.645 ms 10 - 2403:800:705:100::21 g Vitt
0:25de mdev = 25.972 ms
(not authoritative)
d 0 O < &) (m} < &) (] d )] o
43/61
B 92 Android - Case 4 — Facebook
= -
DNSHET#E ping traceroute browser
ABRBREPONT i ABRBVEPOIT @iy ABBUREP O I T V47 ADEBREL O 1 F | Gan
= Ping&Net < | = Ping&nNet = Ping & Net <10 @ mobletvitercom @
DNS X PING X TRACE X '
~0ct 7,2020 4:18:11 PM — Oct 7,2020 4:13:55 PM See what's happening in
— IP (wlan0) 192.168.0.138 PING twitter.com (104.244.42.65) — IP (wlan0) 192.168.0.138 th {d right
— Connection: WIFI 56(84) bytes of data. — Connection: WIFI e world right now
64 bytes from 104.244.42.65:
DNS records for twitter.com icmp_seq=1 ttl=52 time=67.4 ms Trace to twitter.com
64 bytes from 104.244.42.65: Join Twitter today.
DNS server: 192.168.0.1, port 53, UDP || icmp_seq=2 tt|=52 time=82.0 ms 1-192.168.0.1
64 bytes from 104.244.42.65: dlinkrouter
twitter.com. icmp_seq=3 ttl=52 time=68.0 ms 2-192.168.132.134
TTL=874 clat-virtual-machine.lan Login
A 104.244. - twitter.com ping statistics — 19: 32134
(not authorit 3 packets transmitted, 3 received, 0% clat-vi machine.lan
packet loss, time 18885ms 4-192.168.132.1
twitter.com. min = 67.496 ms OpenWrt.lan
TTL=874 avg = 72.541 ms 5-140.115.59.254
A 104.244.42.65 max = 82.054 ms 6 - 203.72.244.1¢

(not authoritative) mdev = 6.737 ms 7 - 203.7. 2;;5.22?5
tyrc-ncu.ncu.edu.tw

B 93 Android - Case 5 — Twitter
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Android - Case 6 — Netflix (Dual - Stack)

DNSH#i# ping traceroute browser

GABOLE® O(T W2 @ABOU® O T #0032 @APORNY® OO0 FT 467330 @APOER O F  sEnan
= Ping&Net <] = Ping&Net < | = Ping&Net 1O & netfixcomiver @
DNS x PING x TRACE x
Sign In
ik el 64 bytes from 2620:108:700f:: — IP (wlan0) 192.168.0.142
TiLcds 23a5:c231: icmp_seq=1 ttl=34 C ion: WIFI
ARAA  2620:108700f:3418:c5b6 | o o e TS — Connection: o5k /
(not authoritative) 64 bytes from 2620:108:700F: s to etion Unlimited movies, TV
netflicom 23a5:c231: icmp_seq=2 ttl=34 shows, and'more.
et time=178 ms 1-2001:288:3001:300::254 ;
TTL=48 oo 64 bytes from 2620:108:700f:: o - 2001:288.3001-1-254 Watch anywhere. Cancel anytime.
AARA 2620.108:7001:23a7.cd49 | 5o onay ik, ablids st oLl
(not authoritative) 23a5:c231: iemp_seq=3 tti= 3- Ready to watch? Enter your email to
time=178 ms 4-2001:288:0:1659:192:192:61:101 create orrestart your membership.
etflix.com. p . - 5 -2001:288:0:1659:192:192:61:24
QTLJZS" — netflix.com ping statistics — 6 - 2001:288:0:1659:192:192:61:0
3 packets transmitted, 3 received, 0% §7-
AAAA  2620:108:700f::3429:fabd ’
(not authoritative) packet loss, time 2061ms 8 - 2001:288:0:1659:192:192:61:562 GET STARTED
min = 1;33;);; ms 9-2001:288:0:1659:192:192:68:62
; avg =173.972 ms 10 - 2403:2800:705:100::21
tflix.com. 2403:¢800:705:100::21
2 1o max =178.399 ms 11 - 2403:2800:fd60:1002::1
mdev = 6.206 ms 12 - 2403:¢800:fd60:1001::1
13 - 2403:e800:fd2a:1002::1

B 94 Android - Case 6 — Netflix

Android - Case 7 — Skype

EEEm

WA ¥ 254PM

" ¥ Call ended

R Rong Rong 313
BE 57T AETAERE
(03] 313

L FE~

& & [=]

46/61

Bl 95 Android - Case 7 — Skype
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Android - Case 8 — FTP
(FileManager+ - FileZilla

AOLORE@P O T GF a3

140.115.59.91 Q @

FTP | A, =~

3 android_464_ftp_download.txt

73 android_464_ftp.txt

desktop.ini

id_rsa

id_rsa.pub

@ & THIEE

Bl 96 Android - Case 8 — FTP (FileManager+ - FileZilla)

Android - Case 9 — SFTP
(FileManager+ - FileZilla

AL @ey O = Il 441

=  140.115.59.91 Qo

SFTP |

3 android_464_sftp_download.txt

73 android_464_sftp.txt

desktop.ini
id_rsa

id_rsa.pub

£iE & THIER

Bl 97 Android - Case 9 — SFTP (FileManager+ - FileZilla)
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Android - Case 10 — Windows Outlook

GLADOER O < #(33%) 3:32

4 Accounts found

exeyyz98712@g.ncu.edu.tw
O S e
exeyyz98712@gmail.com
G o o
hestia55678@gmail.com
S (}():;:-Ih- @g '
Windows
~ $104321014@mail1.ncnu.edu.tw
Outlook G Google
A PRIVACY AND TERMS
& ADD ACCOUNTS >

49/61

B 98 Android - Case 10 — Windows Outlook

Android - Case 11 — Gmail

N7 #(33%] 3:32

Gmail
I8  Alinboxes
D Inbox 2
ALL LABELS
. Yr Starred

6mail

A Ppﬁ @ Snoozed
D  Important 1
B Sent
B  Scheduled
E Outbox
D Drafts

B 99 Android - Case 11 — Gmail
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10S - Case 1 — Google (Dual - Stack)

DNSH@i# ping traceroute browser

14:50 “ T 14:50 “w T - 14:50 "
DNS @ g | < E@ Ping SREHMNEF
R
= google.com = googhe.com = google.com
ENHEBANE BRI HR BNNEBBIE
WLme : WHme |BiLEe :
Start DNS Lookup PING google.com (2404:6800:4008:800::200¢): 56 data Waming: googie.com has multiple addresses: using
Host: google.com bytes J404.:6800:4008:800: 2000
aceroute 10 google.com (240468004008 800:200e) . 5
google.com, 508 INA172.217.160.78 64 bytes from 2404:6800:4008:800:200¢: ikkmp_seq=0 felative hops max, 52 byte packets
=32 timo=15827 ms 1 15201507-in-xDe. 10100 .net
Qoogle com. 1m13s IN AAAA ?40—4 6800:4008:800:200¢) 7.302 ms 9.402 ms 10.250
2404:6800.4008:800: 2000 64 bytes from 2404:6800:4008:800:200e: icmp_seq=1 s
ti=32 time=19,928 ms
Qoogle.com. 10M IN MX 50
alt4.aspmx L googhe.com. 64 bytes from 2404.6800:4008:800:200e: icmp_seqs2
lo.com. 10M INMX 30 2 limo=16.939 ms
alt2 aspmx.]. googhe.com.
google com. 10M IN MX 10 aspmux Lgoogle.com. 64 bytes from 2404:6800:4008:800:200¢: ikmp_seq«3
google com 10M INMX 40 =32 time=15.778 ms
a3 aspmx | google.com.
google com. 10M INMX 20
alt1,aspmx |.google.com. 2404:6800:4008:800::2000 ping Statistics -

4 packets transmitted, 4 received, 0.00% packet loss
round-trip min / avg / max = 15.778 / 17.118 / 19,928 ms.

RIE DEREAR FRENE

ERIERICE DIERMN R
HOERE ®

By =RRR

51/61

B 100 i0S - Case 1 — Google

10S - Case 2 — Youtube (Dual - Stack)

DNSH#T#E ping traceroute browser

14:51 -l T - 14:61 - T - 14:61 -l T -
< i DNS ###8 B | < E@ Ping < 5@ SE MR LY
B Lo21-] L3 1]
) youtube.com 5 youtube.com ) yoube.com
BNNEERNE BB EMIEREIIE
WS WHEe BHEE
Start DNS Lookup PING youtube com (2404:6800:4008:803::200¢): 56 data [ Warning: youtube.com has multiple addresses. using
Host: youtube.com bytes 2404:6800:4008:803:2000
traceroute 10 youtube .com (2404 63800:4008 803:2000) , 5
youtube com ImIsINA 17221727142 64 bytes from 2404:6800-4008:803:2000: icmp_s0q=0 rolative hops max, 52 byte packots
=32 timo=7.716 ms 1 15203502-in-x00. 10100.net
youtube. com 4m24s IN ARAA (2404:6800:4008:803:2000) 17.523 ms 46.340 ms 47.832 2
2404:6800:4008:803:200¢ 64 les from 2404.6800:4008:803:200¢: icmp_seqw1 ms o -
o3 tmo=16.840 ms i 0202008 B AT RE1001 (20208
youtube.com 1OMINMX 40 £2) @ 20200 BEM T MRS %202
an3.aspmx | googlo com 64 bytes from 2404:6800:4008:803:200e: lcmp_seq=2 ~ ey <
youtube.com 10MINMX 30 W=32 time=16.425 ms
alt2.aspmx 1 google com
youtube.com 10MINMX 10 64 bytes from 2404.6800:4008.-803:2000: lkemp_seq=3
aspmx.| googie com M=32 time=17.303 ms
youtube.com 10MINMX 20
a1 aspmx | google com
youtubo.com 10MINMX 50 240468004008 803::2000 ping statistics -
alt4 aspmx | google.com. 4 packets transmitled, 4 received, 0.00" ¢ loss

round-rip min / avg / max = 7.716 / 14,573 / 17.303 ms

I, BOE—R W4SHE (IAREW NS
FEA Som 71 ssmnsbors mam o b
)

L

L\ %’%‘ e . { | INetTools +iTorminal + ITranster corirrow
@l s sl d v i Bay = bundle, save 30%1

B 101 i0S - Case 2 — Youtube
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10S - Case 3 — Yahoo (Dual - Stack

DNSH#i# ping traceroute browser

14:51 ol T - 14:51 14:51
< B@ DNS ### Ping B SRR
BB T
= yahoo.com — yahoo.com 2 yahoo.com
ANTEEBNA ROHEBHIIE BRNEHENE
Wi : BHES BHES
SW UNS Lookup
Host: yahoo.com PING yahoo.com (2001:4998:44:3507::8001): 56 data Warning: yahoo.com has multiple addrosses. using
bytes 2001:4998:44 35078001
yahoo.com 23m2s INA 98.137.11.163 traceroute 10 yahoo.com (2001:4898:44:3507::8001) , 5
yahoo com 23m2s INA 74.6.231.21 64 bytes from 2001:4998:44:3507::8001: lemp_seq=0 relative hops max, 52 byte pack
yahoo.oom. 23m2s INA 746.231.20 =32 time=189.668 ms 1 media-router-ip74.prod media.vip.ne1.yahoo.com
yahoo.com. 23m2sINA 98.137.11.164 (2001:4998:44:3507::8001) 271,502 ms 682.012 ms
yahoo. com. m2sINA 74614326 64 bytos from 2001:4998.44 35078001 iomp_seqs1 684953 ms
yahoo.com. 23m2sINA 74614325 =32 t =207.995 ms.
yahoo.com. 20m20s IN AAAA 64 bytes from 2001:4998:44.3507::8001: iomp_seqs2
2001:4998.44.3507 8000 W32 time=229.609 ms
yahoo.com. 29m20s IN AAAA
2001:4998:124:1507:4001 64 bytes from 2001:4998:44:3507::8001: icmp_seq=3
yahoo.com. 29m20s IN AAAA =32 time=253.657 ms
2001 -:998 124:1507:4000
yahoo. 29m20s IN AAAA
2C(H-l'x]82-! 1204:1:0 e 2001:4998:44:3507: 8001 ping $ -
yahoo.com 29m20s IN AAAA S packets transmittod, 4 received, 20.00% packot loss
2001:4908:24:120d::1:1 round-trip min / avg / max = 189.668 / 176.186 / 253.657
yahoo.com. 20m20s IN AAAA ms
2001:4998:44:3507 8001
yahoo.com. -V'\3SS IN MX 1
mtas.amo0. y.wm 5.net
yahoo.com 4;.\353 INMX 1
mtas amo. y.v»ooam, net. =
yahoooom.  4m3SSINMX 1 | 0XRBMMIOLF | REHI0ML
aoonsn ssanmoias: R RERR—3 2 MBI |

B 102 i0S - Case 3 — Yahoo

10S - Case 4 — Facebook (Dual - Stack)

DNSiETE ping traceroute browser

il T - 14:52 w T - 14:52 -
< 1 DNS 3 <4 Ping By < 56 ERERMIF
o1 mises o] =
Phone Wl Facebook S
o tacebook com e facebook.com o tacebook.com
facebook
BNHBEANE BmHEEEIR BB BIR
WHEe LB 1 WiHEe
Start DNS Lookup PING facebook com N om has multiple addresses; using
Host: tacobook.com {2a03:2880:115a:83 face b00C 025de): 56 data bytes [2203: ?380 l|5<\ 83 m:n ©00c0:25¢e
firaceroute 1o facebook com

facobook.com. 4m11sINA 31.1377.35 64 bytes from 2a03:2880:115a 83 face b00c 02500 H2a03:2880:115a.:83 1ace D00C025d0) . 5 relativo hops

cmp_soqe0 tMi=32 times39.751 ms Pmax, 52 byte packets

1CObOOK 1 4m11s IN AAAA 1 edge-star-mini6-shv-01-hkt1 facebook.com

2a03: ?Ba("! 5283 1ac0 b00C0:25d0 64 byles from 2a03:2880:115a83:1ace 0002500 [2203:2880:115a:83 faco b00C.025d0) 40.322 ms 61.685

icmp_seqs1 W=32 tme=46.103 ms ms 1<255>
facebook.com. 1H IN MX 10 2 edge-star-mini6-shv-01-hki1 facebook. o
SMApIn. VW 1acobook com. 64 bytes from 2a03:2880:115a 83 1ace b00C 0 25de 122032880 ﬂ 5a:83 1aceb00c 0:25de) 39. (756 ms 42197

emp_soq=2 Mi=32 timo=33.820 ms s 44.322 m:

64 bytes from 2a03:2880115a:831aco b00c-0:2500
KCmp_s0q=3 t1l=32 timo=39.312 ms.

- 2203:2880:115a:831ac0 H0OC 0:2500 ping Statistics -
4 packets transmitted, 4 received, 0.00% packet I0ss
round-trip min / avg / max = 33.820 / 39.746 / 46.103 ms

FREEE G

o RS
il - EDEIMA L » EVZIMA

wn

B 103 i0S - Case 4 — Facebook
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10S - Case 5 — Twitter (IPv4 - only)

DNSHaiE

ping

traceroute

browser

19:43

DNS ###

o twitter.com

HnTRHa

RS :

Start NS Lookup
Hos!

twitter.com. SmisINA 104
twitieccom.  1OMINMX 30
ASPMX2. GOOGLEMAIL com
twitiorcom.  1OMINMX 20
a2 aspen. | google.com.
titieccom.  1OMINMX 20
at

x.1.googie.com.
10M IN M

10 asperxLgooghe.com.

Y Boschi§ B R EA100 BRENR “

T -

Ping

twitter.com

OB T &

WiHe

PING twitter.com (104.244.42.1): 56 data bytes

64 bytes from 104.244.42.1: lcmp_seq=0 1t1=32
time=73.098 ms

64 bytes from 104.244.42.1
time=72.842 ms

icmp_seq=1 ti=32

64 bytes from 104.244.42.1
time=72.944 ms

icmp_seq=2 tti=32

84 bytes from 104,244.42.1
time=72.997 ms

icmp_seq=3 =32

64 bytes from 104.244.42.1: icmp.

time=81.738 ms

s0G=4 =32

64 bytes from 104.244.42.1
time=81.792 ms

icmp_seq=5 tt1=32

- 104.244.42.1 ping statistics
6 packets transmitted, 6 received, 0.00% packet loss
round-trip min / avg / max = 72,842 / 75.902 / 81,792 ms

<& SR ERINET

= twitter.com
0D T %

iR

Warning: twitter.com has multiple addresses; using
104.244.42.129
traceroute to twitter.com (104,244 42.129)
max, 52 byto packets

1192.168.0.1 (192.168.0.1) 12.727 ms 23.911 ms
24.688 ms

2192.168.132.134 (192.168.132.134) 4.435 ms 13.012
ms 13.641 ms

5 relative hops

oo s

ES F SPORT

N

19:48 W e -

AA

 J

BEMR LEERENME
3

& mobile.twitter.com ¢

BEWWA Twitter «

BREAREHREREM -

ERARS EMRESZY Twitter

FRAMBERNT « & Twitter BANSHMNE - N
RN -

10S - Case 6 — Netflix (Dual - Stack)

DNSH#iHE

B 104 i0S - Case 5 — Twitter

ping

fraceroute

14:53 - T - 14:53
< DNS ## 4t <& Ping
LU LU
- netfix.com — netflx com
EISEB RN MBS E
AR : WiEe
Start DNS Lookup PING netfiix.com (2620:108:7001::3421 9d19): 56 data
netfiix.com. 308 IN A34.209.22 202 64 bytes from 2620:108:7001::3421:9d19: icmp_seqe0
com. 30S INAS2.41.168.84 MW=32 time=261.949 ms.
tilix.com. 30S IN AS2.34.38 200
lx.com. 30S INA34.216.180.180 64 bytes from 2620:108:7001::3421:9d19: icmp_soqe1
x.com. 30S INAS2.11.211.26 W32 time=280.791 ms
netflix.com. 3
netfioc.com. 30S IN A34.210.107.195 64 bytes from 2620:108:7001::3421:9919: icmp_seq=2
notfio. com. 30S INAS2.88.70.220 =32 tMe=203.073 ms
netflix.com. 30S IN AAAA2620:108:7001:3421:9d19 |l 64 bytes from 2620:108:7001::3421:9d19: lemp_seq=3
308 ¥ 7001:340b:31a [l wi=32 time=226.137 ms
308 ¥ 2 8.7
308 IN AAAA2620:108:700!
30S IN AAAA2620:108.7001 - 2620:108:7001::3421:9d19 ping statistics -
30S IN AAAA262( 70012 4 packets transmitted, 4 received, 0.00% packet loss
30S IN AAAA2620:108:7001: round-trip min / a 242988 /280.791
netflix.com. 30S IN AAAA2620:108:7001-2285:7106 ms
com MK 10
o googemad.com
netoccam. 1M INMX 5 aat.aspmx | googl.com.
netfiix.com. IMINMX 1 aspmx | google.com.
N 10
3 gocegormal com
TANMX 5 ax2 aspme google.com

EREROAEN

- netflix.com
BNNEBENE

REe :

rarming: nettix com has mutipie addresses: using
R620:108:7001:3421:9919

acorouto 1o notfi com (

yio packets
1:0019 (2620:108:7001-3421:9d19)
o2 460 ms 329.719 ms 332433 ms

620:108:7001::3421:9419) . §

B 105 i0S - Case 6 — Netflix
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10S - Case 7 — Skype

fHEm EEEm

5. -l T -
I g & &
BRAE
WiIEgw
Rong Rong
BR - 5 TRITLUMRE
LE: £
FR-~
= & =

B 106 iOS - Case 7 — Skype

10S - Case 8§ — FTP
(FTPManager - FileZilla)

16:16 w! T 16:1m wl T
FTPManager + < Bl 140.115.59.91
EWT a8m A mar
7 BexH
desktop.ini
Tt HAm
id_rsa
Lol
@ FTPManager (iCloud) id_rsa.pub
b -aiat L)
los464ftp.txt

-~
140.115.569.91
\

FTP 87

L@ & THIEE

Bl 107 i0S - Case 8 — FTP (FTPManager - FileZilla)
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10S - Case 9 — SFTP
(FTPManager - FileZilla)

16:15 w! T 16:16 ol T

4 FTPManager -+ < EE 140.115.59.91 182 4

EWT am Kb Ml

i BoxH
T BAm
L8 23
desktop.ini id_rsa id_rsa.pub

@ FTPManager (iCloud)
@ mEXHOS

G2 140.115.59.91 464stip. d

— ios464sftp_dow

nload.txt los464sftp.txt

SFTP S&E

1@ & THIBE

59/61 D —

B 108 i0S - Case 9 — SFTP (FTPManager - FileZilla)

10S - Case 10 — Windows Outlook

14:56
Google
Al ar°
o HHX
o~
)
& wam
o
G W

Windows MWH
Outlook
APPRR "

:::::::

60/61

B 109 i0S - Case 10 — Windows Outlook
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10S - Case 11 — Gmail

Gmail

0 mAReE

B

MR

o
!!?$

RHANE

Gmail
APPhR

Engs
Eama
| B3 003 294
HAG

EMEEN

0 g V v @ =%

82 maBE

pudi g

B ©

SR

61/61

B 11010S - Case 11 — Gmail
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—

v R GPIES S

PR GPIERZ L EE S LA 2 — 2% Windows10 A ¥ >
T 5 Native IPv6 3 4 3B P st ¥ - 2k K ;
Windows10 = # » fe 7 i% 1% Native IPv4 sl 353 N foh 4 o
BIREARD 10 9%k RARIES 212 10448 8
FrgLgloest s F@2 TRgF 3022000 2485
Native IPv4 5 > v% 5 % Native IPv6 5. o L p3Ra & 1@ #
FBELBEE TP CTRGE 0 R IPVA o IPV6 @M E- iR B o
FoHEERT 3 5 ERERERFIVE T NS Native
IPv4 35 > v8 5 % NativeIPvo 3 1 7 4 = v $ 4535 &
Native IPv4 7 %3833 = Native IPv6 Z& 5 5 # Native IPv6 = &%
s A _NativeIPv4 8 BF 1 R B &2 455 TR
RIFFEFNE  BmFHAFHOFE 55 7a 4484
o BT R Z P L] PR SR FEP 464XLAT #3154 B
AR KM BRIl BT v e R Rl
4 response time » Aot 3 £ GEEREB LR T » TR

12 JOOL % open source #$71& 464XLAT #4552 > %7 (7 o
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B~ BRRAFER

IPv6 B+ £ #p i it cngijie » B IPV6/IPv4 B s T BB £
PR R T LA L IPV6 RELE IPvA PR il IR o At g 4
¥ IETF 4% 4 enf3 42 % 1 NAT64/DNS64 %2 464XLAT - 2 JOOL %
BIND B hicd8f B FIREREIRE Y » T3 k7] amnd R
P SERERERER

— ~ RIS FP gL E R F 4730 % 2 5L 32 Dual-stack PRAE 0 FE S

e = (4o twitter) v 5 IPv4 only R 5
= ~ NAT64/DNS64 ¥ # & IPv6 -> NAT64 ->1Pv4 i * 535 o

f#;4+ Native IPv6 #* = i¢ 28 IPv4 PRF% 0k 32

» 464XLAT ¥ # & IPv4 -> CLAT -> [Pv6 -> PLAT -> [Pv4

Ju

Er B v REARZ B AN EITAF R AP oI
B3 ZE @Y IPvA ybo AT R RS IPvA i
*F (71 CLAT 7 3%) 0 B & & % Native IPv6 i %
w27 R

o~ FRF IPvO ATF 4R NAT i SHARLRE g IEJ_'%*”;Q;L}EE)‘_S.

FH g R P A
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A K IPv6 s i E & % #-§) » Native IPv6 = & JFi& » F] M 4o

® & [Pv4

B IPV6 £ T AMA L - P ER AL AR LR

¥ Native IPv6 IR B PR » 4 5 NAT64 2 464XLAT = F8 4 & 1%

F o BRI L BHIE R £ BT

— ~

>

~N

% =& Native IPv6 il Je 3855 A A8 ¥ 29 o e (7028
Windows10 (NAT64/DNS64 & 464XLAT): 3t % = 12
T AR RPEE 12 FE A AR 10 7E R PR
Windows8 (NAT64/DNS64 & 464XLAT): = = 12 78 &
ApIER 12 38 1 SUPIEERE 10 77 B R
iOS (NAT64/DNS64 & 464XLAT): 5= = 12 38 £k & B|3#
12 58 3 SUP[EE 10 38 i * P38
Android: = = 12 78 2 M p[3E 12 g RpIEE 10 7 &
* R
% = NAT64/DNS64 22 464XLAT i IR & & ¥ 2254 i p)
oV IFL DR IPVE * 2 i R R F PRIE P

Hi o
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