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HAT2 FI0 o [PVO R B % > F RARM S 0 T BRP 40T

» IPv6 0128 i i hb K37 e ks a7 o0 B2 AR

"I .

’ﬁ DL ‘J‘IPV6'+ PE‘-FAHLTWE‘—f’Tm PF‘-FA%FEH_% 4 1L

Fof Bdok RRFILEA 4 ¢ L% IPV6 ab Pt > &3

BB 2 o FS EE AR D IPVE a0 B

BERAEF R ERY [ A ke IPve mak(deil) o

<

T BV iR D] 54 IPV6 & Bha e (7 s o

% 4v » 16 =7 % 7 7 % (40 ABCDEF)z. IPv6 izt »

B be pbend 2R 2 R DF]EE
> ORE Y RATAEAIRIEE T R L PR AR o dok b
BB RHFET LR DPRFE Gldodedk 7 L 32 Mobile

IPv6 P 7 & o3t 5@ 4te &~ g o

% 220 ICMP 3¢ gt (72 RFC 2827 #fi ik 2
He FERT > AH AR o /v ST

3B (bdrie i3 v 2% Type 0 Routing Header) 3 £

MTU -] %+ 1280 = = e 2|44 & (%4 2
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R CRBCT R e F REHK > ST A KR

=

%

e

N~
-
)

¥ eRE
¢ 3% IPv6 %

ER IR A

+
~
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GHETE 2 P M Y RIFRE] IPVO R T X I E

3 FrRvg o FBIFoF -
IPvo F % HjiF (FF g m et IPvo i ¥ 2T 3 X 23
Py |&F -
2 IPvo % > (TR ERLIPVO R E 2 RAIE > KB LG T
B IRAIR (A

g 2 2- 31




LA G
IPV6 % > | TP X 2 IPVO PR F ML 2% £ 2145

O 2
E ;—:"'.ﬁﬁ
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FW Policy [PoE:# &
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Bl RBRE B %%
@ ACL Policy
[Pv6 RA Guard
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ALK K (T IPVO & 2 AR o

(- )% & B Switch

£ ERRF PRy - 3 R Ft First Hop

g\x‘(

Qg E
Security 7% > [#E 5 50 i T M 4Ecn%rd o d 3 RA B3E -

DHCPv6 % 2122 kiRshBesd £ & ¥ ®RAH DT 2B
Tt 0T A& 44437 = 48 First Hop Security 8 41 i8 7 5% 78 B & o

(1) IPv6 Router Advertisement Guard
[Pv6 RA Guard P32 % * 4B 2 #1777

AZHRBEIPV6 First Hop SecurityZIBGEIEN(1/3) O pEILREISEAYES eSS
—IPv6 RA Guard e rogue device

| e  man-in-the-middle (MiM) attacks I
| e malicious I
1 |
1 DUT (Device Under Test) [
' T | — e N '
! e -— 3 @ :
' Multicast Router Router Internet 1
: Advertisement 1
1 I
| y |

Multicast Router I
: Advertisement I

RIRERERFIBIRA Guard ZHRESERIRIRA Guard

Ethernet adapter Z K#3¥%:
LA EEAY RASE THY Prefix : :

Connection-specific DNS Suffix . : lan

Ethernet adapter Z K43#%: IPv6 Address: @ <osw @ soavn o a 2200 0:5d15:8f00:8875:adc1:987c:al98
Temporary IPv6 Address. . . . . . : 2 0:5d15:8£00:7d86: 31e7:de99:b553
Connection-specific DNS Suffix . : lan Link-local IPv6 Address . . . . ::8875:adc1:987c:al198%15
IPv6 Address. . . . . . . .. .. : 2001:b030:5d15:8f00:8875:adcl:987c:al98 IPvd Address. :: n s o sisars o o % 68.0. 128
IPv6 Address: . . o oL Lo 7 ‘ 333, :8875:adc1:987c:al98 Subnet Mask . . .. oo v s :_ 55. 255. 0
Temporary IPv6 Address. . . . . . : 2001:b030:5d15:8f00:f1d9:2ff3:87hd: 1bd7 Default Gateway . . . . . . ... : 16:9dff: feSe: T0f9%15
Temporary IPv6 Address. . . . . . //3333:3333:333:3333:£5d9: 76cc:8051: e8ca feso :2ad: 24ff: fe3f:1e3c%15

Link-local IPv6 Address . . . . /: fe80::8875:adc1:987c:al98%15 192.168. 0.1
IPy4 Address. . < & & o« e . ¢+ 192.168. 0 1”8

Subnet Mask . . . . . . .. <+ ¢ 255.2
Default Gateway . . . . . S e fel0: d:24fr fe3f:le3c%l5

16:9dff: fe8e:70f9%15

06-Hay-2020 05:59:01 XIPVGFHS-K-RA_GUARD_DROP | Message was dropped by IPv6 RA Guard on VLAN 1 interface fa2
fe80: : f78f:caf7:6e53: fd67%15
192.168. 0.1
I RGO
Switch FastEthernet 2 port

Fafl RA
3333:3333:333:333::/64 {

( Host UE I8
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B 2 IPv6 RA Guard B8 %2 %

B2 82 el SRR T AR RERY S AT
Fehhost PR T e =T Rl 5 W A% * RAGuard» & * =4
Fom £ 3 4 fer] 3333:3333:3333:3333 17 5 o T A FH A
RA > X tAgem o+ T3> Bls e i@*% RAGuard 3 2

N3
3
%

53\

R
w
ETIY
=

k8 o1 < ¥ 1% FastEthernet 2 port 77 Message # RA Guard & # -

(2) 1IPv6 DHCPv6 Guard
I[Pv6 DHCPv6 Guard Bl 5% % 4o @] 3 #77F o
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A215E&IPv6 First Hop SecurityDIBERIFH(2/3) O BELIEARDHCPRIBRSE
— IPV6 DHCP Guard e Invalid DHCP Offers

| T o SRS Imam——" AN W A SNSRI T T T o =" e  Denial of Service (DoS) Attacks
e  Man-in-the-Middle (MITM) Attacks

—o

o e —o)
DHCP Request DHCP re z

sponse -
—— ° £33 IPv6 DHCP
e Server
-
« —> -

Unauthorized
DHCP responses

( RIS J

Switch FastEthernet 5 port

switchg8e70fo#
switch8e70f9#17-May-2020 ©9:00:53 XLINK-W56wn: fas

17-May-2020 ©9:01:02 %LINK-I-Up: _fas

17-May-2020 ©9:01:07 %STP-W-PORTSTATUS: faS: STP status Forwardina

17-May-2020 ©09:01:10 %IPVG6FHS-W-DHCP_GUARD_DROP: Message was dropped by IPv6 DHCP Guard on VLAN 1 interface fa2

[A %y Swtich %45 DHCPv6 Guard -

IXEEEHPESR
Switch FastEthernet 2 port »
DHCPv6 Message i 7=

B 3 IPv6 DHCPv6 Guard Bl % %

Bl 3 12 endns SRGEFFEHE T 2 R s 2B log T
R B¢ F 5 o# F YT 4% 3 o FastEthernet 2 port 7t
Ak 2 $& 4% eh IPv6 DHCP Guard & 3 » B3R % o+ IPv6
DHCP Guard ¥ § »<# #22 ¥ DHCPv6 3 7% 3 i% o

(3) IPv6 Source Guard
IPv6 Source Guard P35 5 & 4o @] 4 #777 ©
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15 &&IPV6 First Hop SecurityDJRERIG(3/3) O BilbREEE/ EE R RE

—IPv6 Source Guard e Invalid source address
O ko i I e e e Invalid prefix
My GW is FE80::1 e  Source address spoofing
;;Aloccauon ) Traffic from authorized
~Ereen ——— O 2T source 2001:DB8::22

Router Internet

Existing
Binding on
another port

Traffic from unauthorized
source BAD::BAD

{ W ERE J

Switch FastEthernet 2 port

[ (B E KSR E T J
R4 Source Guard £ -

B] 4 IPv6 Source Guard

Bl 422 A SREEEH T OB S L log TR
SEE B PR F 5 2348 binding table hE M 0 B S e

%ot w X T e @I FastEthertnet2 Port > I ¥ = ¢ % sz

ke

iﬂ’ ENEECE % e [Pv6 =kt » F] 5 Switch ¢ ¢ binding table
K 1 IPVG ke R b 6 port b o R B rE Y
3 AR R 8 Source Guard F 3 0 BlFE 2 % & Source

Guard ¥ 3 »xik gy IPv6 o8 K iR anizpt 4o 1 F 47 o

(= )& %48 Firewall
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BT L LR S LS IPVE AR 4 A - o T A H A
¥ LG IPv6 #4 e RI3EIT 7 11 Address Scope~TUP/UDP Port»
Extension Header 2 % Rogue RA & # it 5 4 o

A3+ 3% 14 Juniper SSGS % D PRIFME B 5 b o o FEBpRR
D BV AR B FRA O BV BE A6 IPV6
B SR I e B T e R e S e R T
ho S FHWEEEEEA G ER R TRE IPV6 TR

IPv4 enz B o
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trust Te V1.DMZ)

W uniper

S5G5-Serfal

T

3 Dt Unreach admin
Dt Unreach boyond
DSt Unreach port

: 00 Blg
ICMPG Param Prob header
ICMPG Param Prob nexthdr
MP6 Param Prob option
MPE Time Exceed reasse
MPG Time Excead ransi
MPG-ANY

S8GS-Sorlal

T'oggle Menu

B 5 Juniper SSG5 [# X 3% IPV6 # it 3K T4
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% 3 & F3E IPV6 7 L4 SSGS plEHE &

¥ =X BRI P SEEP

—" : .

1 | IPv6 Address Scope 7 [E 3% IPv6 invalid source
address
Fw e oM - &

2 | Extension Header Fae BAE N
forward

3 | Rogue RA # ;% Pl3* Rogue RA
# 2 Jfﬂ %_TCP/UDP port » ¥

4 | Application e 1@ F I K port £
application

iREE

‘JH—

SR ArE 3o RIS R BT RGP L hd 1B
o IPv6 chizph 5% o e -4ty T Port 1 2 Rouge RA % IPv6
AAHD LB RARR] G F4oik o 2R P BT RFC R
FW LR 2 PEX LTV ALis  #FHF 113

PAR O R AT GRS

(=)8d = Router

o et d B Router IPV6 Bl:E A & 12 Cisco e i 3K
BACL G4 > 267 FRMASLRAE 2V ETRARY £
P s RV R RMF RSB TRAE R T

B2 E 2k 7 [Pve # s %Y o B 6 & Cisco2811 IPv6 ACL

T;/{:""’;;,Jo

&
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BRIz

RZ=en

RZfcont t©

Enter configuration commands, one per line. End with CHTL/Z.
B2 (config) f#ipwve access—-list ncu28ll

B2 (config-ipw6e—acl) #deny ipvtc host 2001:48€0:-4860::8888 any
B2 (config-ipwe—acl) fexit

B2 (config) #inter £fal/1

B2 (config-if) #ipve traffic—-filter mculill out

B2 (config—if) gend

=het

£5¥5-5-CONFIE I: Configured from conscle by conscle

B 6 Cisco 2811 IPv6 ACL # it 2k T_# &

EREIRF =1 R R FEACL (Access Control List),
F245l ping BILE & Google Public DNS,
AT L ping B EHZE#

:~5 pino -6 2001:4860:4860::86888
PING 2001:4860:4860::8888(2001:4860:4860::8888) 56 data bytes
64 bytes from 2061 3 : icmp seq=1 ttl=116 time=11.7 ms
64 bytes from 2001 1486 icmp_seq=4 ttl=116 time=11.4 ms
64 bytes from 2001:4860:4860 888: icmp_seq=7 ttl=116 time=11.9 ms

~C
- 2001:4860:4860::8888 plng statistics ---
8 packets transmitted, 3 received, 62.5% packet loss, time 7873ms
rtt min/avg/max/mdev = 11.426/11.670/11.911/0.198 ms
-

S B 5% EACL(Access Control List),
&5 ping RI4IIE A Google Public DNS,
% ping BMEETH

hjtiun8s2@hjtiun852-Veriton-X4630G: ~

:~$ pin 2001:4860:4860: :8888
2001:4860:4860::88838(2001:4860:4860 8) 50 data bytes
2001:b636:5d15 ; icmp segq=4 Destination unreachable: Address unreachable
2001:bB30:5d15: icmp_seq=18 Destination unreachable: Address unreachable

Stopped ping 001:4860:4860::8888

-6
H]

Bl 7 %8 %o ped B IPv6 ACL Pl % %

B R SR B ACL § R R ket §] 7o 0 XA
W A3k T ACL > Pl3E P &2 4% 5 Public Google DNS i it »
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% i IPV6 % =5 * = 1 ICMP 273 3| P 5 1 4 2 #c# IPv6 ACL
PRl 2 s Amndhge § 4o 7 7 L300 § B d B IPV6 ACL LA

FEET o

S SERRIPVG 2B ERPFE

4 B IPVO eRe 230% 21 3] 5 2K T 2% RFC 4942[8]#
Cisco B.C.P ~ #[9]#4137 & %8 IPv6 5% > £ X ¢ (IPv6 ACL
S B Do T 4R i & E e B H 0 EEs IPVO iR AL A i i H

WA KR IPV6 % 2 0% 2 45

\\\ﬁr

¥ o

% 4 & R E o~ IPv6 £ > 7 # Check List

% " &3

1| vk AR K A IPVE L Ei 4 s =2 IPVE &

G LR IPV6 74 1 (vib g o $] % IPV6 & 3

BHTLAIR CLZ Sk IPVE R RE 2 RTPIRE

AL EFINT KA LGB F PN IR
B2 30

3 Bl AG3k % % e = B AL 3 IPV6

TR T L ERET FEIPVE a T g R 4

4 4,;,1;}%_%# (IPsec =& ¥ _H s 57 i 5 41)
5 ~g X 2 ¢ % % > e s B~ SSH(Secure Shell)#
'fr’ FEFA S g % @ % IR DG
6 i FQDN;E?DNS T h j\i"«%fé}%'gggi
& * T Z_IPv6 a2 5 DHCPv6 = ;¢
LK? »2e ICMP 3t ¢ i3t (7 2 RFC 4890 #722
F A2 ATe R T
" jat * IPv6 unicast reverse path forwarding x 4£.% #75

2P kR gk et e
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£l
9 b — 22 R p YA > IPV6 R KR i G FRR
+
ﬁﬁOMWmdmﬁmuﬁﬁ&ﬁﬂLw@ﬁﬁﬁwz
10 |2 %R »EFF ALFAF T@AE Rt
N "F}]‘ ERir
& #r3 Inbound SSL/TLS IPV6 3 5% & » ¥ 3E {7
11 & B
12 Wi IPS el i F i (7 3%31%@@?]*i T o g
foREEK A o B A
B2 d 1 T 40 OSPFV3 ~ RIPng ~ BGP and IS-IS & i *
e e g
FIR % % Tunnel # 45 » (5]4c IP Protocol 41 ~
14 UDP 3544 teredo %)
15 £ 3% x> First Hop Security ¥4/ 7/% i IPv6 * = 4% 5~

K
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AL D BRI L E R E O IPV6 £ 2RI RS % T4
Heraa i IPve FEXAPERINFLRERTSHEFRRERG
A IPVO 1F A4S 4 (FIRIzR ot b S35 1Y £ H e [Pv6 % >
FRTAEEFeRE S IPV6 X 2T KR DRI E > TS

AR EEREAKIE P64 > Fm2 %4 o
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[1] RFC 4301 - Security architecture for the Internet protocol >
Available: https://tools.ietf.org/html/rfc4301
[2] RFC 8200 - Internet Protocol, Version 6 (IPv6) Specification >
Available: https://tools.ietf.org/html/rfc8200
[3] RFC 2827 - Network Ingress Filtering: Defeating Denial of Service
Attacks which employ IP Source Address Spoofing > Available:
https://tools.ietf.org/html/rfc2827
[4] RFC 3971 - SEcure Neighbor Discovery (SEND) » Available:
https://tools.ietf.org/html/rfc3971
[5] RFC 2463 - Internet Control Message Protocol (ICMPv6) for the
Internet Protocol Version 6 (IPv6) Specification > Available:
https://tools.ietf.org/html/rfc2463
[6] RFC 4057 - IPv6 Enterprise Network Scenarios > Available:
https://tools.ietf.org/html/rfc4057
[7] RFC 7381 - Enterprise IPv6 Deployment Guidelines » Available:
https://tools.ietf.org/html/rfc7381
[8] RFC 4942 - IPv6 Transition/Coexistence Security Considerations °

Available: https://tools.ietf.org/html/rfc4942
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Bl

B The loopback address (e.g., ::1/128)
B The unspecified address, similar to the [Pv4 address
0.0.0.0 (e.g., ::/128)
B The [Pv4-mapped address (e.g., ::fftf:0:0/96)
B Link-local wunicast address (e.g., fe80::/10,
£€90::/10, fea0::/10, feb0::/10)
B Site-local address (e.g., fc00::/7)
, IPv6 B The documentation address (e.g., 2001:db8::/32)
ERasad B Overlay routable cryptographic has identifiers
(Inbound &= address (e.g., 2001:10::/28)
Outbound ‘FK@ B [Pv6 Benchmarking address (e.g., 2001:2::/48)
& FEET) B Discard-only prefix for remote triggered blockhole
routing address (e.g., 0100::/64)
B [ANA Special Purpose address Block (e.g.,
2001:0000::/29 —2001:0118::/29)
B Address ranges reserved by the IETF ( 0000::/8,
0100::/8, 0200::/7, 0400::/6, 0800::/5,
1000::/4,a000::/3, ¢e000::/4, 1800::/6, £e00::/9,
fec0::/100, 3ffe::/16, etc)
B Type 0 —routing header extensions (source routing)
B Type 1 — routing header extensions (NIMROD
IPv6 routing)
Fed £ EEiE)n (M Type 43 variant 0 — routing header extensions (Type
(should be able to 0)
block) B Type 4-252 — unassigned
B Type 253 & 256 — experimental
B  Type 255 —reserved
B Should be able to block ICMPv6 message types as
follows:
B  Type 150 - Seamoby Experimental Protocol
B Types 5-99 and 102-126 — Error messages not
ICMPv6 currently defined by IANA
AR M Types 154-199 and 202-254 - All informational
(should be able to messages currently unassigned by JANA
block) B Type 138 - Router Renumbering
B  Type 139 - ICMP Node Information Query
B  Type 140 - ICMP Node Information Response
B Type 100, 101,200, and 201 — Experiment message
types
B Type 127 and 255 — Reserved Extension types
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IPv6
A B
(should be able to
block)

Next Header Code 0 — Hop-by-Hop Options

Next Header Code 60 — Destination Options (with
Routing Options)

Next Header Code 43 — Routing Header

Next Header Code 44 — Fragment Header

Next Header Code 51 — Authentication Header
Next Header Code 50 — Encapsulation Security
Payload Header

Next Header Code 50 — Encapsulation Security
Payload Header

Next Header Code 60 — Destination Options

Next Header Code 135 — Mobility Header

H s
(No special
attention needed
IPv6 traffic
SHOULD be
dropped)

Address Configuration and Router Selection
messages (must be received with hop limit = 255)
Router Solicitation (Type 133)

Router Advertisement (Type 134)

Neighbor Solicitation (Type 135)

Neighbor Advertisement (Type 136)

Redirect (Type 137)

Inverse Neighbor Discovery Solicitation (Type
141)

Inverse Neighbor Discovery Advertisement
(Type 142)

Link-local multicast receiver notification messages
(must have link-local source address):

» Listener Query (Type 130)

» Listener Report (Type 131)

» Listener Done (Type 132)

» Listener Report v2 (Type 143)

SEND Certificate Path notification messages (must
be received with hop limit = 255):

» Certificate Path Solicitation (Type 148)

» Certificate Path Advertisement (Type 149)

» Multicast Router Discovery messages (must
have link-local source address and hop limit =
1)

Multicast Router Advertisement (Type 151)
Multicast Router Solicitation (Type 152)
Multicast Router Termination (Type 153)

YVVVVYVY
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