09 & £ 257 7 3R 2

FELAFPMN ARG ¢
¢ %% ®100%# 11



99 # £ 2
B

AIF L F L IR

{1; 4

NCCB99009

ﬁfﬂ

i A

#E%

—_— —

E4 ™)

I

1 rh
Hhicg

st ok
TR JL 7

+
~
:-‘i"n

SRS ETEEY NN
® 100 & 11 *



B =

# &

% -

L T v S v T 3
=

kS

Yy

s

[N

In

1
h
=

L2 T S 43

I

I

L
m
4y

L I S 3

I

I

b
=
b

®»oM W

!

I

I

EEEREFERELLZFLAERE AP FIBTT D RFL

i T = 2 2
P B LB T e 3
FPE BB I i, 3

L R PP 9
REEREBEE R R LA T ERBEA I e, 11

BERPIERT A RCELLTERBERE LR TS i, 33

RFHPEFRREF RIS FHIH w2 L1 §5.37

B A& B % it e e e et e e e e e e eenena 37
B ERBE 50
AR JE N 23 SRR 68
PERREET R RCELLFTEFIEF . 95
APEFEFEIFTERCLLAFIPHHEFEFT Yo 95
EwEeEFTERCLLFEIPHENRFEFT I 2o, 100
EFERCLLOPBH B LAFEZHR i, 110



$I% BHEEIPHERDLEL s 113

Fo8 BRABEEEP 113
L S M+ T - PPN 117
L T T O~ PPN 128

I FRERETFAEPIEFEBIZIREZRBITZR ... 130

F o8 APM P A A E IS A2 TR i e 130
Fo8 FFEREBZBEZIED e 139
F28 HWPHEIFTERCELLFEIZHHMBER i 155
P& HYLBERAMZEH . 160
LI BB i e e raaan 162
3“»—‘;"&’1;1& ......................................................................................... 164



2-3 R B 2K O 4 E
24 e ph e B 2 AR B F LAEAL L, 34

PEREREFE R b L2 75 ERE A HIEEE TS RIER

1-1 3 B e o 3

2-1 ' % 0 8 BT A 20 TE 11
2-2 R ET L o B Rl S T AR . 32

%’&“
&«

[
g
3
-4 l
w
w

3-1 ARBAFTHEEAAMIZERD O 49

3-2 FRARTHT FIF EFRB LB AEPFRDT 66
3-3 F B EIRGE RN R FIE e, 70
3-4 R PRI B A A o 73
3-5 TR EEL T B AP B E RN R e, 76
3-6 ITOFE TR EARE FPRAER 80
3-7 2010 & 1-10 " & "o o R PR -REE R 80
3-8 AR ETERNEZR 82
3-9 FUE AR B E R 86
4-1 FeRF2 M A AE R R oo, 98
4-2 Fjrm 2. 'E F bt”;i‘qziﬁzx}f—?% ............................... 100
4-3 R EREFE RIS FEERERF G E L 110
5-1 % “'*"?‘F’TEI E%é*ﬁﬁﬂéiﬂg .................................. 119
6-1 4 "% e g2 *

;.}.
6-2 b7 41 B hw gz 1 41 52 7 ”ﬁié#i%%ﬁﬂi .................... 145



Bl 11 3 F 2B o 4
Bl 1-2/F% 32 @FH BB 6
Bl 2-1 Non-Blind IP B Hn LT BBl 15
Bl 2-2 Blind IP ﬁ%ﬁzﬁﬁ@@ ......................................... 15
B 2-3 | * ﬁ;,ﬁﬁ:ﬁﬂﬁlP%‘%r’z? kiR ok iE 7 DoS st # ... 17
Bl 2-4 ARP 38 1T R ZZ 57 R BBl oo, 18
B 2-5 ARP i;, T 18
%]2-6ARP£;5§;I%§%%J§%‘] .............................................. 19
B 2-7 DNS;%’;%%%E%‘] ..................................................... 21
E]ZBDNS%C%I?&? ........................................................ 21
Bl 2-9 N IZ B PR B 3E (T2 B 23
Bl 2-10 Open ProxXy 8 40 .o 24
Bl 2-11 % 21 5 25
Bl 2-12 &2 A& * 0 IP 2 F > &R A Proxy 2 IP........ 25
Bl 2-13 2% B PrOXY 2] 2 oo 26
Bl 2-14 Anonymous Mail ..o, 26
Bl 2-15 TOr B Fa o & BBl oo 27
B 2-16 Tor i iF & BLig ¥ 41 ¢ > @ kR = hk & 02 i BiL....... 28
Bl 2-17 Tunneling H =% 12 " K @ * JF,Z P 29
Bl 2-18 Session Hijacking 3 B ..o 31
Bl 3-1 AT F Faa24 202 355 61
Bl 3-2 A ABWETLFF 2 ipded B4 63
Bl 4-1 IASP ~ IPP ~ ICP B 7 & Bl v, 96
Bl 4-2 SRy oMy A A IE K FH 98
BMA3IRMEFEFLE € >0 L AFE 99
Bl 4-4 1P 5 Brc i A28 B 2 F 102



FEREEF RSS2

s fEHRE H IR g R AR

B 4-6 1T PR

/////

)

e
g] 4'7 ix‘ ii—?j FR ﬁ _é/ A:\ lé E 2 F]g

)



=7 J

BE4EZR @ B RL B R OBLN A AR s RRT LA
._\,{;H;Z}g-‘éri
EEREREFFRE > ARILE LG R LEpd R TG
ﬁi%Wm%P@?”Wﬁﬁﬁié%%E’@{“i4éiﬁ
RAX Z2 2 F @ % pBRBEOFTELEE o) w3 r A EPMEF
ﬁ%iﬁ%%lp%%ﬁ@»’u@%ﬁ%&BA%ﬁ’@rrm
Fa HutBEIEBNETRFRRFRL AR &L
MR T FF B - AP o A FRfEARERERLANETER
QLS %qurpﬁ%m%P%%EQﬁBQF%@%J‘
AT B R HE R Hﬂ%‘%*”;’w’xﬂbiﬁﬂ%*" A
A TA T FE R SRR LT H Rl A F L g, 2 T
BRAFHEPFHFEPRI2REZRE 7 ERT X ) F2 25
g & RALEF
N SR L I 2

ip%?%ﬁ?ﬁpi’mﬁﬂpi?ﬁﬁﬁ’ﬂﬁﬁﬁé
FRFEH D FENERRERIF AR LELIERAATE G @
Ea R FEREFRERREFE QAL LG AR AN NS
RoFFEFERE P A > L REATHAFREAL LS A
ookt R RE %PQWﬁ%%E?ﬁ&ﬁAf?éﬁﬁwtﬁi
{op;i%/ﬂ\iar'f:

L e 2P REFERCLSFIEERA FI TERA
w\ﬂﬂﬁgﬁﬁﬁﬁﬁ#mﬁaﬂm’&ﬁ%W%w
%%?ﬁﬁﬂﬁiﬁn‘“ﬁﬁﬁﬁﬁm@~?ﬁﬁi
BpE o &AM R s R

Z-PﬁW%%ﬁﬁﬁv EF U R E L FHHEE LD

BAy R R W R e R
B A %%ﬂ% B OR K B

RAALFERALLERERT(s %

FRE)H R I AM RS R FEL RN

TR
R

OB o =

o AR B RE T L R 1M
Lo 7 gl R 2
F Y B b
BAATIRG RRREREF S R
LR G B R AP MR R R
» A

IE

~

e 02 A

VI

FAIGCRE 2R AAE

Coas

E’ﬁ? %'J*ﬁa% ’ j\/{:’ji #-
E-~FR-HE-p ~

Vg

s fB B A

¥ o

PRIERE

¥ A B
LR E Sy

EE g A

VAR VIE- S
_E'/Ao\*IEf—?
-'%;k:_s,f%,}:

i

e

sy d
Pt



%’Kﬁ %’E{K%% l”k’ f";{_ﬁ/,éq 7 f’l‘::;

Btz 2l g AR 2

4, FRAPM P I HFERIZpREZRETERT X R
ARG ZRENERZEAEIF FRHETE R LN
“éﬁ%ﬁﬁﬁ%ﬂimiﬁ%@?é%$%°%F%
B BIEG ~ FIR G KT R H R S AN
Eko BARAPHLEHHET -
FERLPHEH R EREPREESIL LG H o S E
Wﬁ%%%i’%ﬁ?ﬁﬁ%ﬁﬁﬁ%ﬁﬁﬂﬁﬁﬁ%%%ﬁi
B e B AT AR M R R e f) o gt fh T AR R e R R E
ﬁ@ﬁ#%’ﬁﬁWEiiW%w%&%%*ﬁm&bﬁ§%$
K2 FEEHE G KK wwmw#*ﬁﬁmﬁoﬂﬂﬁwgéﬁg
FR2L A B EARN R RRLET 2 RS
AR AT T BRE 0 Tk AP BEZEGR o

Z~EERFR

‘gkxf%f%ﬁ_jél%s‘%_ﬁﬁ;ij//}7f«?%?ll*'ﬂ;}%\r ,’{,{E—"iJlfi?r;"b
AR | RBFAM o 2LHiem e REF 5L 0 p ¥4 Er
2 kT SFAREY o blde YR AL S kg
BEERFZF LB R R EE AR e LTRSS
W B P e R N H ok R AP R R o

e REREFTHE Rl s TR S AL BT Y
s T3 2 T g a3 o RSP 4 2 L2
e T3gp 4] o B XG4 L 2 BRI F
RETpEL & L RIRA PSS ERRE LB RPERAE
Fooppzav el anEs TEh By wwiFRF A
U A ETHF AR AR PREL T FLFIPRR -

FEEREFE RS L BRI RF L BRI B L
f‘ﬁ%%#\ﬁ;ﬁﬂiif&@ﬁ%°ﬁﬁﬁ%i@Wﬁ%
WAk E R A F A EZR AR R BAFERE KB
%F%&ﬁﬁﬂ%%’ﬁpiﬁﬁﬁﬁ‘iW‘ﬁW‘Bi‘ﬁ
Bl 3 B R SR B e Bap M2 2 AR B4 0 FR L T o

PRHB AR RERMZR T ﬁ@ﬂ A P (1)@
PRAFTHEEETARET F (R &?ﬂugﬁﬂﬁ*%
FRY @)@ BAFTHITEDFEEEZE S (A)ERE YR T
BAFHEMNEFLELE > 28 F L7F c BARBITE2 B
AFHEEZ IR B s HRABFT RERTED hip o

ERAPRBFEALIDRPE S FFENY P EEE B AT
FE AR R X idﬂf‘:}t‘—ﬁ%.ﬂﬁfi"'ﬁi% hAp MR Al R



AP g @k o AP L ER AL R TR
R EEL EHERE S P R RRFEGFL G S
TR FORAEIRR Y F L4 R FF2 75 0 FREY AR
FEFER O ORFERY B AEF > NE BERRRBET L F
L2 E o
ﬁ*ﬂﬁ‘“iﬁlﬂ‘éﬁ%?‘ﬂtb“rjrl?‘l'"’}fﬁf‘sgié%&’i’ﬂﬂ’ fbd~ﬂo;‘é&
ﬁ%ﬁ’wziﬁﬁgﬂf%%%ﬁﬁ Rt -
E\}?%i\‘g_iéﬁé_ ‘é\;}l,}iojrtb,li%s//,,\\ﬁﬁ "Qf'#\le
SAE A > BB EFEY P TR OB RGT L RPN A
‘%*%ﬁlﬁ’%{%ﬂ?ﬂﬁﬁéli’@ﬁriiﬁﬁ°
Po ARyt g e R A2 ML E g Bk
%m%ﬁ4n¢fFyﬁrﬂrﬂﬁmj’ﬂﬂﬁﬁrﬁﬁﬂii
AP 2 - c FWREERR QL LTI EERE Y
F-RNELER TP o FFER, FREELF NP R P
AfF S e AP RHINREE R EAFS N Z L RE
iﬁ{éﬁﬂérﬁﬁééﬁJirﬁﬁ%Jiﬁﬁ%% P
FEHZELSAREF ORI R EFR- R RERRERCY S A
Lk B o
o~ 4 REFERE R
fw%&m$Fm;%*ﬁﬁﬂw%%é%ﬂw¢¢mﬁﬁ%¢ *
F sy gl #3peRerlhisi ?Ffi*ﬁzcﬂkﬁlg
ﬁf%%’iﬂéﬁﬁzwwsﬁ%€4nuﬁﬂ*’ﬂﬁgaﬂlﬁﬁzé—ﬁ%?
BB mEZR > A RBED 2 HHLP 4o
1. 2% % B (75 3 - ‘@]ﬁ\f*;&éﬁ&\,fegr
?H&éfﬁli’¢%f”%%’hm eI RSN RIE ¥ S
PR EATEZEBRGFE L o
2. BRI ML WA o RG24 2 RF Y BT e B
Flo X RZRELEPURZE EFE L -
3.mé%49%%mﬁﬁ%ﬁﬁgﬂﬁﬁ§$§£1%ﬁ’
Bobcte M 2 URE B R e PR
4.ﬁ@&%%%%T’G?ﬁmﬁﬁéﬂﬁ%ﬂT’@??
vig B2 dp B ﬁtr**’tﬁ% o AR P2 T o A KA Lo
ARl g g e 2R o
5. RT B RPN LA RBEMN X 2 AR T3 L RP
aﬁﬁﬁ&@q%’u%iﬁfﬁﬁzﬁﬁﬁ?,tzgﬂi%
E3E

VI



EEEREFERELLZFLAERE AP FIBTT D RFL
6. ¥ 5 X 2 JlE 2o Fw oo T ApMELRESE
EypE o BREHTATOREZR D BB PR R F
BHEF - REPHPFIEFERINETT AL EF s o
(=) 2%¥ 72 2R
e E e 0 P ARRPFRZREFRAKE B
BlEhi- kgl o ABAFREFEEENAS L&
LA TR R S A X FOERET U F R - AR
TEENL AR NFTFEREAFTF AL L EY 5 Y
FRF LA 2F > BETFI LR ET IR o BT
Bode % 7R 2 Rl AR EF36F P RIS TR R
%,?wﬁwu%$$&r%o&ﬂ¢%3ww;%i’¥%mg
2 %3600k 2 % > jp 4 F2 W“’/Vﬁhgi%W¢B”ﬁ?
%%@Aﬁ%’miﬁwﬁﬂi »Wﬁﬁoaﬁ”ﬁ SREEE
R AR RE o AR T %ﬁ?f?’fiﬁikté’%%rﬁ
BE: 2@ FRVEE > T RRERPEPEFETH Do
TR o R ERREREYERTZRR 2R R X
E el JE S ?#ﬁﬁﬁ@%#’%ﬁﬁiéﬁ%f%ﬁ’w
-&rl%“ﬁl,E%n%:}ijﬁ:ﬁpﬁ‘}'%n?xiiJﬁ"-lir'“* {7 R RN E M
PRBERET G Y LR TG EFART T 2 G
wAl R G o B oW G AR A R FERE2FEEIER
HooppRPEESL Y T URERAE T BT o d 3 H i
FE o eRPFEFFAFEPFD AL EA 0 F o H{ ]
FdyrER PR ARGt AR BREF H ARG RDEA
ﬁ%l*/]ﬁ%"lﬁigﬁﬁ%ki;%.ﬁﬁﬁii}iﬁot“ﬂ’L?i;%i}?i«g?'
VEEAR TR FTRERPEENAZEL A APRE L o
B R FEOEIFTY KT W E o IR ARER
PREALER - FF T REHERF I HIERP R E4A
ErrF o g AR mpBERlEE L RERE M o R
Bap B2 Tttt o A H B AR &R v % SRR E -
FERET FEFA EE L FARBBEEFEA S KL R M2 A
IRESE SERREIN A RETEE S S A
AP IRBENTFREZEEREFTE R L F 57 RF 2
FlEgmm T 4md @ gy > HNE B AEETERE B
—rii;rg%,?;;ﬁﬁi%%ggkgi:
1oa it e B i3 B8M - X F2 &0
HRRRERF IERLLAFLINAEL 2P RERIH

—
<



Mo BRI EEFTRER G THRAHEL P PE
BEERHNE GRSV ERE o et d B2 R
EIEIN AR U A FE RS TR HN
T 5 ) (paf®T sped d B¢z fompekdplimdp
FONE R F LB E ) L R FRERF R I E o 2R 0F
TLAURPE ORI BEEETE R G R E R e
Hi FrepMAT R FEICP IPPEAM E S 5 F 48 bldod
ERNEELIIFAEF ot E AR Rl FHH - FH 2
BB LT BRI FIFF LR ATERZ PR PR A
oo @ g e T T A B o (NCC-CERT)» ~ 7
TR CEF A HF AL Z E L 4P o (NCC’s Information
Analysis and Sharing Center, NCC-ISAC) » 5 i* % 3 B [# 2. & 1% %
ﬁﬁ£$i’§?%ﬁ?%i%Wﬁ'ﬁﬁ&pm’ﬁéﬁéﬁ

She
—f\
9
=
—q}\-

2. B L RERIRBEFFAFE RS M P HH

ﬁ%%?%VWﬁ%ﬁ’s%$%3&%%mﬁﬁ%ﬁ
(Internet access service provider, IASP) ~ % 2 % & T & 3% & —-*z
(Internet platform Provider, IPP)% & "% % p\ ® :}st xr—i(lnternet
content provider, ICP) » # % 2 E ¥ 3 * ;}p Fﬁg B4 0 4ot IP3E
Lo g~ & iﬁﬂ@ﬁﬁlfé’aﬁ;~ I R - R S L
B F 2R RPREFLEIZIHIPINERESRT FREE B

\

]

N RBHN(APKIZ S 4)E o 2 ¢ IPP - ICPv A g2 23 1§ ¢
Liﬁﬁf@’@?ﬁﬁﬁﬁﬂﬁiﬂw%%AF%wﬁﬁﬁ'
Mo SR E K A f;ﬁ FRFE j:”ﬁ ﬂ%? a4

@x%ﬁ*ﬂﬁ&ﬁﬁﬁm%&&ﬁﬁ&ﬂg%é$,$ B %

FFB’?}EO

el

P A

= o
m}\. F_L -

n*wt@: ;
¥ Xk o, “]_—L
A D
%*ﬁ%ﬁ%%i@g%"]%@
CRFZ M ARG EA 0 M E B ACE

AEMHR > TR ERDRE T N UK TR D E
Nk R e et 3 e AT EEIe TR S L E
$ L kbR 41 AR F AP BT ELARS



P

ERREF O R E A2 7R A

By AR 2

>t Cookie MR EL BB o e b XN M H N B R M TR pF
A ORAFFETEDERT (Mo RFR TRFE T H
fd o REEFNFLINLL) O FUBEBESFLAEED S
BAnb A GRES SRR SR MR 0 i S I MR R R IR D
A M B R R X R AR R A TR R
BN R

BHREG O BARTLREERREEFE Mt BETE Y
Brz2ggsed o gl Lgarami PHRMETH SRR e F
BIAEFCE? BRI TR ERERA L LA BMERNT LT 2
FLiglFs ApME T F AR RLE R Tl RR P
Bt e A M AFH LR ELA T MHBH ATk
ol e g AV ETERER UL FELE DT G P o

ﬁﬁ&%?ﬁﬁﬁ’5W%bmépﬁﬁﬁﬁ$%ﬁ&m%’
pﬁ?é@?i?’ﬂﬁ%—ﬁ%&j“%ﬁﬁf 4 x ﬁﬁﬂ’iff;i‘ﬁ@?f
TR AR B R R R B W BRAR 0 Y ) é? B4 it 74 B A A K
To MR RRFRE R 2 B kA B S KT W
LFES T UE L REE O Ak R R %A MR T TR
R AE R EE R T L RE o a AR R %
B R LB A EER T A L R LG g R
Bl 4 2 BAEFF A ol KEAAMER S pRGR
R R RN EBE D o E SN § BAFTRREEES K
FRYEY § 0 EREEEEAMEE S8 Y MR
KEF2 - SFEPRPFPEP KT 28N EEFF > BF 8430 %F 0L

e B2 4

o

XI



Abstract

Keywords: Internet, spoofing technique ; social engineering; Internet
real-name system

A. Research origin

The development of the Internet is characterized by its roots in
anonymity and freedom. More recent use has seen commercialization
in service and innovation industries, such as internet sales and
procurement and information search. Internet has provided much
convenience, but, by it’s open nature, also allows inappropriate
online behaviors and risk against information security. Issues of
concern include anonymity, impersonation, slander, hacked websites,
malicious programs which cause damages to data, and stolen
personal or organizational data. The convenience and development of
Internet provides a target for criminal types and increased
complication for the related agencies which handle Internet issues.
This research aims to explore Internet anonymity, hidden and
impersonated identity behavioral styles, the regulations and
protections against Internet anonymous and impersonated identity
behavioral styles and suggestions to revise the related regulations. In
order to examine these issues, the research purposes are (1) to collect
and analyze Internet anonymous, hidden and impersonated identity
behavioral styles; (2) to explore the policies and regulations for the
issues related to Internet identity impersonation in other countries;
(3) to explore protection technology against Internet impersonation
in terms of technical means; (4) to provide relative protection
technology and suggestions in accordance with prevention of
Identity impersonation behaviors.

B. Research method and research flow

This research is a qualitative study, and it aims to understand
the importance and reasons of the topical issues so literature reviews
are related to Internet anonymous and impersonation behavioral
styles. In-depth and focus group interviews are also used in this
research. Finally with research results, the relative regulations and
policies are provided. The research is divided into four research
dimensions as follows:
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1. Behavioral analysis of anonymous and falsified ID: upon
gathering behavioral research regarding domestic and
foreign opinions towards data security, this study analyzes
Internet hidden and falsified ID behaviors and the relative
laws and policies regulated and managed by the government.

2. Analysis of the international regulations and management
against Internet anonymous and falsified ID: The world
countries have applied different regulations and policies
against Internet hidden and falsified ID because of distinct
cultures and customs. This study collects their laws and
regulations to provide reference for Taiwanese related
agencies.

3. Study of protection technology against Internet anoymous
and falsified ID: Via the collection and analysis of Internet
anoymous and falsified ID behaviors and protection
technology against Internet hidden behaviors, this study
explores protection technology offered by current Internet
services providers for the prevention of Internet hidden and
falsified 1D behaviors.

4. Study of drafts and suggestions for laws and regulation
revisions in accordance with protection technology and
mechanisms: the relative suggestions are provided in terms
of the view of social ethics, institutions, education and
technology for related agencies.

In-depth and focus group interviews are used in this research to
understand the status quo of Internet anonymous and impersonation
behavior. The interviewed include Internet service providers, experts
and researchers familiar in the fields of Internet technology and
cyber laws to offer their opinions and suggestion regarding the
prevention of Internetldentity issues. Finally with research results,
the relative regulations and policies are provided to the related
agencies as reference materials.

C. Important research finding

Internet anonymous, hidden and impersonated Identity
behaviors are divided into technical and non-technical dimensions.
In the non-technical dimension, Internet anonymous ldentity
behaviors are frequently applied in daily life and traditional criminal
behaviors, for instance, stealing IDs, websites setting at another
location to prevent tracing. Conversely, the behaviors in the
technical dimension change or deceive source side and the
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destination of Internet ID in accordance with Internet characteristics.
Internet anonymous and impersonated ID behavioral styles are much
diversified. Therefore, combatting malevolent behaviors is divided
into prevention and investigation. The former is concerned Internet
security filtering rules to assist bandwidth management and to
provide real-time alerts. These rules may also reveal Internet
vulnerabilities along with providing security for DNS services; the
latter is related to wverification or checks, for instance, record
reservation, attack data, proxy IP.

This research gathers the regulations or laws related to Internet
malevolent behaviors made in European Union (EU), Germany,
America, Japan and Korea. These malevolent behaviors concerned
individual privacy, commerce activities and cyber-crimes. Nowadays,
advanced countries, such as Germany, America, have different
regulations against these behaviors because of distinctive cultures
and customs. In terms of individual privacy, there are several
principals: (1) to inform the data owners when using individual
personal data; (2) to ensure individual data is protected from
inappropriate use; (3) to ensure legitimacy and justice when using
individual data; (4) In Korea, the government has regulated real
name log in, especially using individual data. According to Taiwan
2010 Personal Data Protection Act, the content and purpose
concerning individual data protection is accordance with other
countries.

The purpose of Internet criminal regulations is to punish those
who have caused the nation, the public or others loss and to protect
justice. Therefore, Internet anonymous or hidden identity behaviors
are not specificly behavior regulated by the laws. Cyber-criminal
behaviors are categorized as technical crimes, that is, criminal
behaviors use information technology to do illegal activities or
affairs. Nowadays, the National Police Agency (NPA) is charged
with investigating these Internet crimes. In April 2006 the
Technology Crime Prevention Center has been established within the
NPA in order to investigate cybercrimes. Currently, Internet
iImpersonation and counterfeit identity behaviors are regulated by the
criminal law concering tampering with documents and fraud crimes.
Therefore, it is unnecessary to make specific laws for punishing
Internet behaviors. Further, the department of Commerce is charged
with both commerce management and e-commerce related to
information technology.
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D. Main suggestions

In accordance with current protection technology and systems
against Internet hidden and falsified ID behaviors, the study provides
the suggestion that it is unnecessary to revise or increase laws or
regulations to enhance the protection of Internet hidden ID behaviors
or investigate. The main explanations are as follows:

1. In discussing Internet hidden and falsified ID behaviors, the
unique change is the criminal tool, but not individual
behaviors. Therefore, the current laws are enough to
regulate the Internet malevolent behaviors.

2. In discussing protection technology and mechanisms, the
current laws have already regulated to keep the records
facilitate relative agencies to investigate Internet hidden
and falsified ID behaviors.

3. The current laws have regulated services providers or
managers to do management in order to enhance security to
avoid the falsification.

4. Under the regulations and laws, part of systems use
real-name enough to investigate falsification.

5. 1t is lack of dissemination and education of ID certificate,
Internet Protocol and technical standardization for users,
but not new laws or regulations.

6. Many security mechanisms and means have realized,
meanwhile there are relative laws or regulations to execute
them. Therefore, to enhance public exposure of laws is more
important than to make new laws.

I. Instant and practical suggestions

In the perspective of law dissemination, the government has to
let citizens understand the punishment of Internet crimes as well as
general crimes. Regarding personal privacy and rights, Personal Data
Protection Act is the main law and Copyright law is the subsidiary
law to protect Internet privacy. In the perspective of commercial
activities, Electronic Signature Law is the key law to realize
electronic trade and ensure e-trade security in order to enhance the
development of e-government and e-commerce. Concerning the
punishment of Internet crimes, Penal Code Chapter 36 proclaimed in
writing to regulate the crime of obstruction of computer use which
can be extended to regulate Internet crimes.
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From the perspective of technology, the study suggests use of
more secure means to send information with encryption in order to
enhance privacy of sending information. From the perspective of
institutions, there is the investigation system, including maintenance
of data storage which is helpful to deter internet crimes. The study
suggests providing suitable systems for investigating cybercrime in
order to increase the motivation of policemen to detect crimes. In
addition, it is necessary to build a good system for investigating
cybercrime to learn new technology and knowledge to confront
various cybercrimes.

According to problems and status quo caused by Internet
hidden and falsified ID behaviors and the NCC accountability, the
study provides several suggestions as follows:

1. To enhance the cooperation between network units in charge
and industry.

NCC in administration departments can play an active role
via cross-agencies meeting or projects, for example: NCC
organizes a technology platform against cybercrimes with
the Ministry of the Interior, the Minister of Justice, the
Minister of Economic Affairs, the Minister of
Transportation and Financial Supervisory Commission to
discuss measures against cybercrimes. When it is necessary,
NCC can invite the telecommunications industries, and also
ICP and IPP to attend the platform. Meanwhile, NCC has
already established NCC-CERT and NCC’s Information
Analysis and Sharing Center which can strengthen the
cooperation framework and organization of regional
defenses. Then, telecommunications industries have
opportunities to cooperate with the government.

2. To encourage the industry to continue developing and
adopting protection technology

It is necessary to encourage industries to continue
developing protection technology against Internet falsified
ID behaviors, such as secure Internet protocol, bandwidth
management and real-time alerts, proactive vulnerability
management, and user login credentials which adopt
identity authentication technology (e.g. PKI and other
mechanisms).

M. Mid and long term suggestions

In the Internet, a set of information ethics should be built for
users to follow. These ethic norms are reasonably accepted by online
users, i.e. online users respect privacy when using the Internet.
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For the dimension of technology, the industries are encouraged
to use electronic certificates for ID authentication against Internet
falsified ID behaviors or other cybercrimes.

For institutions, the fast development of the Internet increases
the complexity of management; therefore, clear standardization to
define accountability is necessary, i.e. the roles of prevention,
detection and forensics are decides in advance to distinguish
responsibility among administration agencies.

Finally, upon education, only education can carry out the
protection mechanism against cybercrimes. This study suggests the
Minister of Education draw up courses related to cybercrimes for
students in primary and middle schools using a course, such as
cybercrimes and laws in educate how to avoid cybercrimes. In
addition, it is important to cultivate teachers who can teach laws,
cyberethics and related knowledge for students to avoid malevolent
Internet behaviors.
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192.168.1.2 B static
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Bl 2-6 ARP ﬁ’;%r’x?ﬁ i B

4 ARP H 5 K AL P £ Bf o $ B P % K ¢ {17 ARP % sk
BAR RS- LG B 1 MAC a2
, iﬁi,\m%‘,&',l}‘]tL,m—i—Jp E"’ig";P\T? iﬁﬁﬁ”ﬁ%ﬂ%ﬂg@’t%’
PELASPE X ELANE L 0 p T e RRY Y
B eEPM ARP SR -

¥ % g ARP #t5h1 % 5 SpoofMAC -~ ARPoison~ ETTERCAP -
THC-Parasite » 4 %] f§ it 4o

B SpoofMAC: [ ¥ ¥ # 5‘; R S B I B
MAC =aeh1 & > & e 7S SR/ M0 158 &8
Tk RPIRE ST o

B ARPoison: 2 - E® & & 4 7)1 2 > 5% éaﬁ‘gﬁi [ REE I N
B 24 o ARP 47 i3 4B cn e Bk 2 a2 MAC b 3 40 s 0 FE
'lfsﬁ" B @%JJT oo

W ETTERCAP: p # i ARP iz & > 7 MR % 88 R8N 97
3 IP i*ﬁ_ﬁt’ ARP Table » » & 43 %B’» ¢ 4¢ % 7 SSH Sessions
tREL R > B 7 ARP ¥ sﬁ;ui}f 2 OS Fingerprinting -

B THC-Parasite : i # ;¥ ARP ,xaﬁuxr.ﬁt £ 5 uiff—"ﬁ 2 -
4+ ARP #; 55; Pl {8 0 Parasite ¥ ¢ $ g p r3 ARP @ &
El # v B Fake MAC Address:» - -F)»]:—%F'& fo » PP p ’J'T"fi a

# ARP #7 3% 1 amg&ﬁxﬂciozaﬂkﬁﬂﬂr I N
LA o B BEXTAPHATELAS LS -

-

c

FIH 9 = 4%

19



&P AE ARP Hghrc a2 o ERE & REKF &% Dynamic

ARP Inspectlon ik h ARPUL T IER B ARP 416 » pt b w2k 2 &
3 e ARP #7753 BB~ 5 H 2 i 0 ARP ”%:ﬁﬁ% ¥ % 6 L 13 2 ARP

= z
)

Cache » ¥ & % & i p + £ ARP iﬁ%m?m’;@ 4o R

i 13
Tj‘l_'?fk Ll U
ARP #gaifil 1 & o fipl#at L35 A sc 92 1] ARP Higupd g

B Wow! ARP Protector : 2 - B d $ic%8 » ¥ F 24 %RE T N
il % ARP # 3% 5o > © ¥ £ & ARP Table 22 % ik fi -

B ARPCacheWatch : T4 IP ¥ MAC mat ¥ R F35 > H D 4 B
IP =n - B MAC x> & & ARP S shsc F 4 2 o

3. DNS # 5 (DNS spoofing) #

DNS #c 502 ¥ - 6% 5L 2 @@apﬁfwﬁﬁ, ¥ PIRE A R
%1 DNS PR B > DNS @IRE ¢ » & - R IZEL O IP =h o 4
EA PR AL Fr g FOPPRE Aorzﬂ’t F A ey 3L E R 95 DNS @
PRE (B~ B DNS BIRE & S50 ¥ 4 p (7 283K 7 2 & # DNS request 1 &
% DNS RRE) ZRIRET iy § ¥ @’iﬁpﬁ"mlp Fht o GlAed ¥ - B RR
EBia o FIAPREI- BEDEE PR TALAPRG S HRPIR
BAFEI L AT EREB N F oA FIREB Y Wk &
EOELRBARAPREE > LPHFF-R T AL~ A5 X ELR
o b B 2-7 1o e

i R E] AR B A

=

1. 43 Al 25 Afir 2112 P R

v

2. #515) i 25 B3 31t

QWHN§M/”
EHENHARE
SA

A kR

20



EERREIEF E R LA L (LA B AIREE T AR
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BED =EE BRY INFEQ IED =HHEQ

ir BHEE |E| Anonymous Surfing |
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>

30-day free trial.

a site anonymously.

#ds by Google

http:/fwww.myipaddress.com

New window

Ads by Google Anonymous P

IP Address

|Anonymouse El [ Gol ]

IP Tools

Select an anonymous proxy server from the drop-down list, enter a URL anb click "Go" to view

IP Monitor

T LoV IEw
Netwiork packet monitor and anahyze
» Infittrator Metwork Security
Scanner
Netwiork Security Scanning and
Auditing
» Max Folder Secure
Security tool to lock/hide your files,
folder

¥ CryptoExpert 2008 Profession;
Encrypted virtual hard drive

IP Scan ¥ Max PC Priva

Privacy software-srass onk offline
activities
b Privacy Shredder
Clean up the tracks
¥ Netlnfo
A full-featured network toclkit.
» Free IP Tools
& collection of smart network tocls

Latest Discussions

¥ Starting a new field

-

¥ Easiv Rio Your Blu-rav D|sk! [

@ FEEE|ZEEE
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7~

M2-11 % 28 F

Jh ° http://www.all-nettools.com/toolbox/anonymous-surfing.php

myIPaddress.com

Your computer's IP address is: *

193.200.150.152

About myIPaddress.com

<Rt ohttp://myipaddress.com
BAREY D IP 3R

.}__ 7
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Get your premium Taiwan HTTP(s) proxy! Sign up for 3 day free trial now!

Page 1 [2]
14 proxies selected

http:/fwww xroxy.com/proxy---TW-nossl.htn

74k R - ohttp://www.xroxy.com/proxylist.htm

B 2-13 2% ® Proxy 7| %
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Send Anonymous Email

Receiver's emal: receiver@email com
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Subject: Subject

enter message... -

oadar |

Security Code I

By pressing "SEMD" you accept our terms and conditions
and accept that your email contains no illegal,
abusing, harrassing or likewise content.

d mn r
@ FEEE|SRERs ah By H100% v

T4k R ¢ http://send-email.org/
B 2-14 Anonymous Mail
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2. ¥ & B4 (The onion router, Tor) 4 i

Tor(The onion router)f 5 # & i d »Tor 1 & ¢ & 2 PR
v i% K N IZ PR B (Onion proxy) T #p &2 H s BPR B Ao T
A Tor g @ > gd

£

BoTor i AR %&?,ﬁ" (Virtual circuit) o
;mag,‘:‘ﬁlé]/é]mh@ EEEALTR - K- R ER(rEE
- B 2-15) o Tor T B 5 e B BE > H Tor i
| w4p P2 @iE > LR 2-16 0 FiE Tor H BR ¥ B F] G
FE B 0 R B d 3ot e Fltw ok iR R o
Es VALY KEFT L L E P 2o

no

Router A Key

Router B Key
Router C Key

Message

Router C
Destination
'

Source

http://en.wikipedia.org/wiki/Onion_routing

FH AR
Bl 2-15 Tor % i 7 & M@
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How Tor works: 2 ¥ Rensde

- unencrypted link
Alice

—e encrypted link

K
K

Bob

i

( J ( ]

Dave

Tk R
http://www.iusmentis.com/society/privacy/remailers/onionrouting/

Bl 2-16 Tor % iF & B ¥ 4t ¢ > @ KR nk & % 3§ B

3. VPN i i 3 i

VPN {3 F (VPN tunneling) ¥ #& =% > 7 & 2 i gl
i A MR B A ¥
@M;}_L@,;gx ¥ P ngE g o VPN Tunneling i i i i 34
(Tunneling) ¥ i 422 =4 7 F & 2 R 20 7 A 4% 1 EjEdx o
?%@ﬁﬁ%%%@ﬁ&ﬁm¢£#W°ﬁ%ﬁkﬁ*aﬁﬁ
o F OB AR R G SRS LSBEREREREAD

& 2 4% (Port forwarding) » Fldt g7 2% RE R KR IP 2 «F//n\ ’
LRl 2-17 o & % R end_ SSL i g e SSH i i g o #B‘r‘%l"
SSH i if $ritF > sc# % 35 BALj2 SSH WIRF B L% B A5 > 7
k2= = SSH Tunnel » 3y B F W 3 40 B 2 V8 7 4f ¢ @?1*’??
AR 0 SSH B IR B i‘ii??iw}i‘l:r%m IP 22 £ 5 - g2 8 SSH
PIREBY T T R ML S &ﬁ?ﬁvﬁ%%ﬁﬁ&ﬁﬁ’
REERS IR e EFET L A E Pz p oo

“mk
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User's
machine
"mypc”

o kR
http://www.rzg.mpg.de/networkservices/ssh-tunnelling-port-forwarding

B 2-17 Tunneling 3 i * 12 fE J g % & IP

¥ 00 VPN # 7 & 5 3 % > PPTP VPN # SSL VPN :
(1) PPTP VPN

PPTP(Point-to-Point tunneling protocol)id i # jivd >+ H %
R T oA f E F R e (Dial-up networking) % - & %

VPN 2 2 > ]t A B L4k * o PPTP -4 iy 2 F 42
(encapsulated) & IP 4 & ¢ » 2 {3 45 PERERBE o KE
fochdte » g PR EZ PRI F N ﬁkﬁ%ﬁué— £ IP &+
# 0B "J;}%&Liﬁh’ﬂﬁ’— W2 ofs o A RBEHIFEY I NP
gx-roﬁb,fé IP % mﬁﬂf@ﬂ,\ PR G RR R AT gy g
g IP mﬁﬁ&ﬁe‘ A (Bl de > RrR R )BE o 5 R Y F & PPTP
VPN & R 8 1 = PPTP @ 175 » & * % W B’s’fg PPTP VPN #7 x5
iﬁ|Pﬁﬁ’ﬁﬁwIP&ﬁﬁéﬁ%%EWﬁ’i%ﬁﬁwﬁ
EF kiR IP = a o

(2) SSL VPN

A0 ¥+t 00 PPTP i i ik 3k & 0 VPN JR 7% > SSL VPN ehid i®
Aot k Fieim o & - A% HTTPS i ;i 2« VPN
B oo NS T M ITE R PR L HTTP 2
HTTPS(SSL-based HTTP):if 3 2 = 1% T 4 5 % - SSL(Secure
socket layer)% > 2 LA % F PIRFfE T E2Z F 4 fz i > 54
nF 2RV RRREY FAARF 2 RiEe = FEe SSL
VPN e7:& i3 ;8 F.d gz % Jﬁ@fﬂf'] SSL VPN i ig » & {7 4p B
ZHRFENEN L 5d SSLVPNR R EY - B> mEadn
Fend 2B ¥FREFLRPY AR BFHRY F 30 5508

B
4

A

2
4
=4

e v
B v W L v

|73
~m

—

-

R
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PR R TR 0 Y VPN FIE > F LGB S SRR
Mt VPN W B B AR WRE KR A A d h AR L
s [ H e
LK VPN i if $ e 7 R Had
a

M R % RE T D
‘£ % (Confidentiality) - # & % = & " #H ¥

»‘EEET%\%PH%@&EP\EZ%K% Eiﬁi*& AT R eh - R R

(Integrity)' T‘{? Lk ko ”3(Authentication)’/€£i‘3;‘p*
?f“'l SRR TR % = Lr,ézig[84] EF R E 2 JRIET A
ﬁ;*'!%‘%-ﬂ//’v\’#??iﬁ@ ’ 'l%lﬁ“,%v’]ﬂ‘fﬁp‘a‘wrﬁta

?m

(=) Session Hijacking sz # & Cookie #rt.

Session Hijacking sz # & Cookie FH S AR A LB
AR SRR AN RERET R AN REY 9 Token
ko iE {7 '%F];"F'VIF’/»;F‘IE\’iﬁ‘ﬁﬁ#@ﬁo-&r’ARPﬁi,%‘@ﬁ
E S iir;\wfgﬁ’»?//\%ﬂ;‘%ljif—?;;o
1.

Session Hijacking st #

€ % & 4% (Session Hljacklng)p BB e B X 2L af;gg&’fridiﬁﬁq
L R kER LA B & ﬁ‘fgﬁ’»mﬂ 10 g (SGSSIO”)’"T#F]ET’K
B oo Atz o - ,“a’ o bldey ®* F 41 HTTP ;z?ﬁ'?}&‘«é
EE% B R o S HTTP Session o M 5 g B K- g B i
'*’i“*’?&’é'%#si P ##@’éapu%?—‘ﬁ”@}fﬁﬂ
Sessmn ID &t Kafgﬁk Tt P oH R % e Session ID o 2 {8
Session ID & B exap MF A - F + ¥ ¥ F LR
FEP-F R oo T 2-18 T%qu” §= I ITH o PP &
TR A2 > R e % ¥ %% Session Hijacking 47 # &

4%

£

o=
p

m%*%%%%ﬂﬁ@P%%%%
{4
. o

[
A

R SR T SIS S ;:-;‘ B bt
R OE

=

PP
fo r";vr%;‘l_%,‘&\%&@gm%‘aﬁ’ Session ID» X s &% % € % {
BAPpBEDRLPFEBLEY S A oA F o 2 A ST
MALME PREMEAL RBERIL) N RPIRELB > R ERR
WAL ARARE - Fr 2PN L e B ERELS
S E R e RFE o ARt REE BB RIR
Bood PIREALP T S PRAREA wF A AP F Y

o

e HF - 13 i 0 ¢ 3% 2 3 (Session Huacklng):h-g A RPERT

# gmhe F -

st;%_'rh‘g]’ﬂ:s}k'p“ffé?f—‘gmﬁzaxa/\gw%?*—‘g“m%3*mmﬁs,;
PEEZ AT HANE o8 A Sessmn Hljacklng Ze) 8 NN
2 i e 2 E 7 Web A PRETR KHE E R

AL

30



PEREREFE R b L2 75 ERE A HIEEE TS RIER

ey —_—
1S Session ID = ACF3D35F216AAEFC [ J
Victim Web Server
Sniffing a legitim
session

Attacker

Session ID = ACF3D35F216AAEFC H
> .

Web Server|

Tk R
http://www.owasp.org/index.php/Session_hijacking_attack

Bl 2-18 Session Hijacking # p

2. Cookie A Ho

FoobRsg R R FRA Y F DA R
%%ﬂ%ﬁ—%?ﬂ’*”?%%%ﬁﬂﬁ’é{%&—%%*
ﬁm?%&i%@ﬂlp' B TEL T ) By R K
P REN ZREEF v flr gl TR ERLR L Dp
K ooo@ rgﬁf@g]v *ﬁﬁkﬁ_; Cookie - Cookie &4 ¥ & * —‘ﬁmﬂ“é

ID~ % #5 2 #g ez 4 o 4o % e P By F # % 3% 3 #ik(Hash
ction) S FG > 4o 0 MD5 & Base 64 % 2 2 BT R e B oo im R 8
?,-»}?@I“’wm%,?;’?'F‘féirﬁtf:}%-&%.j—lfﬁ“—a']'ﬁ?f
ﬁéﬂh°CwMe&ﬁ%$%Jﬁwﬂ+mﬁ ke 5 (1) i B
fTre @ fRE-FHFERTEBFTH X

ﬂ.-l'l

A E T S S
13 scft o i Cookie 7 & f&
% A4l » » & Persistent Cookie £ Session Cookie - Persistent Cookie
K T3 & Browser - @R o 7P grdy 2 Cookie 13 2k
o
B

—~

N

N

TIL

A

¥
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M

T

St~

w

N’

~

N

e

¢
ciT RAET

A

o
223 K TR E 0 il Browser BB fS & A E B kR
R ¢ ;‘L Session Cookie ¥ ¢ &3t &k & 7 > 4 3 7 Timeout
AEFTEME A COOkIe?j;%)I!ug&ﬁi/ﬁ % o
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- 4 k3w > Cookie A 5w &% == > F1i Cookie § ¢ ¢ 3
i REPEOFT R RS BE 2 S FEF 5 FE o711 Cookie
XM RFEAR BT ARNER F 0 Cookie 55 E 4 F 1
B oFn ot o iﬁ% COOklE«)\%{“’}'J? ﬂjﬁlé*’ﬁ\COOkle’jﬁ'
#-37 Cookie £ - X EF ¥ PR E - Fau il EHRE > BT LR L@
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i3 T2 R B ) L om
prys FABGR LS g | DRFSASIPARE
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2.6 48k 2k 3. Session Hijacking sz # &
Cookie # 5
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PR RMEYF CFEERE PRGN MRz AU gl g
P B 3F 03 Ak [65] -

pﬁ’iﬁﬁiﬁﬁrﬁﬁﬁﬁﬁﬁ“%ﬁ (1) ©o gz
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E(F TP AR R T ;;L% (3)rs e 5 g "y TR (G
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TR AR T REF ) SRR TEH R E R BRI A
% ] 74 45 [31] °
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LEFE CRFEFRE 2T HTE FLERELEFERT
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Preferences : ¢ Open Profiling Standard £z Original Platform for
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3. 4o W e pr'® 4 L2 (California Online Privacy Protection

Act)

4. % + i '3 $ 2 (Electronic Communications Privacy Act,
H.R. 5018)

5. 223 % £ 4 %#E ;£ (Children's Online Privacy Protection
Act)

6. #F (B A EFERMREFTRNAALHE) 9 L F (1995 Privacy
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