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OA. 499,694
TILF. 643,667
ASF - General- 762.590.
ASF - Human Security. 163,181.
ASF - Health & Emergency 464,395.
Preparedness-
ASF - TFAP II. 95,808.
ASF - Technology- 100,272
. 2,345,102
ASF- Energy Efficiency-
ASF- ANSSR- 522,585.
Sub-total for ASF- 4,453,933
Total: OA, TILF, ASF- 5,597,294
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* | Submission Notification Date. |Submission Deadline. |Notification Date. |
Deadline To BMC:|(“approval”)- to BMC- (“approval”).

Session2. P ’ 5 .

ConceptNotes.|9 April 2012. 21 May 2012. 18 April 2012. 21 May 2012.

Full Proposals-| 20 June 2012- 3 July 2012 4 June2012: 21 June 2012:
20 June 2012. 3 July 2012.

Session3. P 2 5 .

ConceptNotes.| 2 September2012.| 11 October2012.  [[10 September 2012]. |11 October 2012.

Full Proposals:-| 9 November 2012 |28 November 2012423 October 2012+ 8 November 2012:
0 November2012. |28 November2012-
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V. MHEAZF#RMRAFEZ/ NI Z S -

(2) LSG #f TELMINO fYE Bk A1 TEL 2010-2015 F5RES TEE 15
HEE AN EstgsT TEL BUSRES TEIETEEA B> TELMINO HY#E4E - f£4
BAEE 1 XgsE - > TEL FEYF =FEHEERE g HE A58 APEC

2010-2015 SEHFEUSFTENE ] - RIL73 0 A SORECIAD) - LISEHT LSG &
TEL S0 17853 MBI T -

(3) TEL HRE 5 AT TEN TE

R~ P~ AP ~ HA S Hrins ~ eIl R SRR EAEITEYE
a7 HEIAEfE -

(4) B S
(5) TR AT

3. ZEBRREHIEGHREPSC)

24 RS B 43 4H (Security and Prosperity Steering Group, f&f# SPSG) & £
NHZEEFE Ms. Jordana Siegel Z-4&(F - HRIRIA S ASEHL - SPSG #EWIH -
PR EEAEES (EFEER RAVEM i AErs ) - AuEEET - IR - B4l - JE
o HEpIUIETE » ELB A - Bl 2 EEEA (irhE g - &
BAE0)  BoomwEaES o BT  BUUElEE o SRS

(1) &I =

&g VNCERT HY Mr. Ngo Quang Huy Jo4: s Bk e & el & 2 B Bl e 7

(2) TR -
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L ESEZEHFTL (CSIRT, Computer Security Incident Response
Team ) REJJEEREFIGEET S o TSI &R HEFE CRIST HYEZEIIAE »
BESEAEHE - ERWETENIE -

. {TEEEEZEVE TR EE=KRE G5  TE4e
TTENN BRI AL S 2 T T

(3) HTHEERILIERIR

Mr.James Silver JeAEfEAf 4 H 7 HA B Ea IR AN 2 49ERUFEE 52/ Nl o
i BB EIEPEIRRE - & - (&0 - BRI ~ JEEE I - e
TR  AXE e BEAE SSBER IS 2 MEUIEPkEL - SEISES - IIfRE
FOAHI 2 BFE A AE -

(4) FratEies

" TEREAERS TN ~ B o PERFURGR LR 50 AETEE (Comparing Approaches to
Botnet Prevention, Identification, and Mitigation ) | —EE[feH 2 HELKETE - K
LT EACETLO(E T2 B - 20 E RN e miB e dErs vENT ~ B ik
A L MUAE T BB B HR R E © AR bonet HAEPSIRIBHIRE M =~ 2 3%2
7 MBS EEME - AT ERARa BB R 2 R EER - A gid
SHEERHRBEAERS < VO{E F 2, - TEDT ~ B P - SAULRIGTE -
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(N) EERRRERENEE

REEHTEIS 2012 745 7 H 30 HZE 8 H 4 HE2¥F TELA6 &k sl iE 2 mE 1 -
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EBIN BN E SRR g S BN E SRR g S ERSE
730 (—)
B (5 S A O R ER o MRATF FEZE 813 4 & 5%
HE/NH (MRA TF) &
E%
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& 5 APEC TELA6 sBf2 5%
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() BRBEEREHRS

#&H APNIC ~ Internet Society ~ APCC Kk OECD W=7 Bl s e o s
Wt W FREER L TEL &1ERVEFE -

(+) BAR

TEL FJ# Mr. Tanaka EAT & #4&T R - WOUERTA Bl & —(E P2ty
BFIR
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h- JEESEGERERESBERANE

(—) BEKMEEITEDSGHE

DSG 7t BT ARG H 9 HFFR 10 B E4) - FFE Ms
Sudaporn Vimolseth - % (PEIBERGG LA R Gl S HOHBEE3T 59 (AL

1L BAR

A& A Ms.Sudaporn Vimolseth 22+ $fFTA KRS AFTZ R B » 0 L5k
FFER1T APEC TEL4S Sk BEE % -

2. BHERGKMEBIE

—BIREERIERE > EBEMAKERRIESE - ATGHRIETEEE
SRR E RS IPve RV E R - T T EATRTERS - 2 TR - 3
IEFrETERZE 1 Eatsmorf: - AR TELMINO AYERE - 288/ 5 5 DSG £+
FEM A1 APEC TEL SRE&TTEhETE] -

3. HlAE
FEOR BB RIAIREAE 2015 SEERHY HARE > BAE IPvo RHRRERRR R

(1) pe -

TR S YRR A RS E R IPve BB - M FEAE SN [Pv4 A
HRSMNEZ 2 — > & 15.5 EEEALLE - KB AHEE R A 1Pv4 RN
B > SRS (MIC) e [Pvo S EARAABUR AR A
T

I 2008/05/06 : MIC #ffi 03 555 < 2R A4S B s L FE s A1 Hof4H
Gheerh IPv6 HYERE -
IV. 2009/01/06 : BIT#FEEZE IPv6 HYEEE /Nl - BFFCAF BES B it IPv6

F A B RIF ] R RS -
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V. 2011/03/29 : {F 4B IPv6 TTEIETEIFRE = (EPSE: © AREERN
F2(2011 ££-2012 4F ) ~ EHHEISFFE (2013 4F - 2015 4F) & F] 2016 - 2019
F5ER L IPVO By AR AR 48 -

Y IPvo HYEEE R (T — Lo RS FE 4t IPve il - & 7 vn” 1Y
DNS {aElfk 25 H 2008 FELIAREFR L IPv6 By A - ik B SR AePE 4 B T3 i
oty (VNIX) H 2007 FERAZRIRZFF IPv6 AU -

AR A A 2 IPv6 B & 2012 42 5 A 31 HA1 6 A 1 HEl VNIPVOTF
FI VNNIC(HEFRAERS AV E BARAE) ZR - BlE AR &5 K oK B PR 4ErS AR s 1L
JERS ~ BURTHAE - BINRDES MY BEERS ~ 28RS - APNIC ~ ISOC ~ NIRs J¢ IPVOTEF
—kEr = TIPvO MHRE - FLlTBIER | AVEEHAIALES -

(2) JEHEEE

JEERE AT 2011 FE A REGAE 7T HEEHA T ARG E] 7%y
AH - FESER R S B B RO Rl 2 3 574 © B4 ~ DSL ISR -
R AERE R DSL AR5 PRt 256Kbps © 4R E E EARFR A E1Y F4Y
AP > FHEE 384 Kbps ~ 512 Kbp £ 4-5 Mbps #85 - EARGEPEAERETE 2 EI4Y 6000
BN R TP T AV A = e A

IR IPv6 - SEERFEBUF IEEE BN E MG - 1258 IPvo RIS EIEAH & E
ZE - HREEERMZEES (CICT) HFHHEELS 893 S{TE@G S » ik

" {feHE Internet FASERRA 6 (IPv6) HYEEE (] B ARG (IRR) 4 © 172X
i< (EO) 25 893 SR RFT AU - I IPv6 HURR RIS - {TEm<
FEIL T —(E B AL E B P TR Rl TR/ N - R EE TPvo HURSHE -

ElEER R0 Z B & (CICT) 7£ 2011 F i — 25 A FRGIARR)HY
R Ry BB 8% o SR A AERZ BT B0 HERS (58 TPve HYEEhETE]
SRR~ B (IS P sRHAGR 34 s  BIERE R ] 38 4 nT RERY
GfF 2012 FAETREEE BRI TEE LIS IPve H -

(3) APNIC

APNIC 5 APEC &5 Ee & BifE oo A Y IPv6 FEEE IR - S5 2t IPv6
FEEA R TEIE E RS/ 40 2 10 F-81 APNIC 1Pv4 F1 IPv6 By k- F2FEan &l
— > HREIPv6 " 7SR | AMEAVARETEFR B iR S AR iR BGP) S TR AN
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RIR IPv4 Address Run-Down Model
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A48 APEC 21 {5k 8 487 RE 4T A BE1E 1Pv6 (REFERE(EIY) -
FAIELREdE - [Pv6 IYSYECAD T RTER ) AR REIIRE - (EfFE IPv4 7 ikE
FEVEIEE S B EER P AEAE 2013 4EEES] [Pv4 {irhbSRiZ @SR HAURAE 2014
FEASENHEIE - (BB s g et 7 — B8 > R A4mH P& AN
IPv6 BEAEA A AL » HH AT 0.5%%00 F P o B S B4
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o — ez %
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B 7 imAFEEY Pve RERE
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R FHVRETRIR TR - SEPRAEREE R B AE R SR AR R AT LR - 21 2015
FEFEHE B TR DR 2,134 BEMF - HEBEREEERES] 573
HAP - e TR R (E TR T2 > DB IP ALiERVERFRK -
H AT R KAV R (A T 250 [Pv6 - Riisim 15 TELMINS J4liE = - 55 IPvo
EEERVE TN LUEFIFE APEC Ml K AR 7 AR RERL - B S Im E4% U [Pvo
FHHVEE M REERAY > o DA AR A 2 H R 0 T AR E R - 53R
BRI E N B B TS I H B SR S AU G TPvo WU 2R A -

APNIC #Effi 8 IPvo IYRZREsSHI SRR 2R EF S EhTR B 25T -
A HARF 44 EL APEC TEL smiE &1 -

4. RETZsIEHRE

() HAEFGHAEZ APEC B TLEUFHTZE 0 (APEC e-Government Research
Center at Waseda University, Japan)

H A& HE =AY H R - HAVZEHIAIEHE "85k APEC” J&E) - #
SRR & 7F B DB  SZRIBUA CIO HYETE - HIRNETEBUR > #&H
PRI o B i B pE SR SRR B 2450 - BT APEC " BT RERAERS | Ak
Ry N JTEERSE (HRD) HLs » 2 IPvo AN —HAR4ERE (NGN) » W52 FF

RN N LAV E BRSO E ) o BB EE R R RO et
& PR B EHYREEE - FIRFED CIO R ZE e e R ERT T
EANTET SR - Rt - BUSRIE SRE S EB AR (R A8 > 1657
Frpr OB N T&EIRRISFHYEOR » HA QOB BG B st S HERE IS0 - 42 2011 48
10 5% 2012 - 3 A @ 90 se S B EFEE & Am 8/ T G 12 5 (0
0 10 EEA 1 {ERI%R > 2 RHATIHARY) > DU AE H &8 RS LAV AR -

(2) APII HIECF- St -4

APII Mt g &astE » #@E-HAR APT JHENSES (10Gbps » NIA-NICT) >
— E4EE BTN A S EVTITEE) - BREE TSR ~ B DL AR

RRER S % 5T A R RE S AL APEC TEL €5 » SU4HE TR
5 o FTHUSAYIERE AT APEC TEL46 & -
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(3) APII MEAF&astdE- HA

HAS t % e 13 S EY S E—(EH il CE S - AP A os A 25—
HALEPRGERS - sZaTE BT AN BRI TAZENAE FL RN ~ R38N SRt 2
MEfE MEA—EE RS RERERE » ([ — RS SRS -
AT APIL MBS & S8 ELEE

I API WETE 2011 4F -
. SCII @ e
. KEEIE -

IV. APAN33 ARACHEFEAEFE M3 & (Future Internet Testbed, FIT)BET
o

H A R R THY SR f

L 20124 6 A 12 HE H AR GEIT APIL b & -

. 201246 A 13 HZE 15 BHIEEHATIERGTETT Interop2012

L 2012 & 8 A 25-29 HAEHrE R REH A/ 8877 APAN34 Future
Internet Testbed(FIT) WG s & -

(4) tHoEsr & R E T ACT) B Bk 8 R 0Y i (R EL FTERE b &) & - 22 B (Study
Workshop on Best Practices Transfer of Green ICT for Sustainable Growth,
Thailand)

ZFE S FHZRE] NSTDA 2fiietavats - H APEC TELA2 CL#iittE - A7
{EFEE SR OB IGO0 HA FivaR > JEERE BRI - 2011
I 3 ARAGEEFSE APEC MU HEFTREaR4AR 0 ICT Hu4_ L3 - WiiFH1R 7 HIE
ELED o £ 9 B 22-23 HIAR > B E SRS, TEL44 g5 - BBTare &M
fir(CT) BB K R R i (EE S I & o IR nVFEEIE » UK
H APEC #&THRE sk e ICT ARG REFHVEORES - AR 6 EE&%E
i 60 Z{E RS -

fedd - R E R R R P ST & 4SH  APEC 0B A ERARE
LRI TR AT H AR T E R 2 - BIfEACREE 9B KZMNETE - LRBELE
APEC &=k i (R - thEER L ~ MBIFLRAFRIVEZ EL btk E
R SCEa 7Y - S TER T EUE DSC &3S (R BAAF € A1 =
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R4 s (A BataR Uik R BN A rféRt ICT HYRRRE - st a4t L o]
IVEsEalPR G0 S
http://www.NSTDAacademy.com/APECgreenICT from May 2012 onwards.

(5) 12 #E & i {5 £ fl7 & & #7 B B &= M1 18 ¥ - 35 B (Enabling Information
Communications Technology Investment for Growth and Recovery, USA)

FEl YA EERTEIERTEI - Wit > AEAZEREXN T EFEAN
R AR EHEE G EAVEER -

(6) & A AR AW IME AR s - s 0 45 = 22 PE (2 R (tele-health B BE - 5 1 458- T
21 Mg HE

fE PEz APEC TEL44 f2 EATHE &GS » HA ~ Bl zR BB 2
FE ST FREOR S - ATHETEITME TELMING JH4ls = - SYRIAC e 4 S A
AT R (R RIRS R E B - 5 EDRST EimlE AR (LUBERE SR E B—E 5T
R SRS LR HEEO R B S IR 7 R Y BUR MR

£ “MREsEEH”  (POS) P&EL » IR TRE R IR TR 2 EE R
NE|E TR - SRETEG IR RTRE b M ate e H A EEE - T
ERGbtset (ITRD SEFTARINES - PEEEIREIE SR
A EFRI BB » 21 M CR e BT EMARRENBERRE - BB
BHWEINEE » ZF S RIER R ThELEE -

FERR B EAZERS (POS R POB) Bisgidferd - TS R s =i iErs -
Bl 2 h R SRR R (7 - WA T th R it —EdRE 2
EEEEARMERFEARM -

£ TP B (S B TIBE ROl =c s iR > TR SEEE- 5 290
It EEd - IR SRt bR e R PR IVETRERES o NIEE]
TEEREEL > TESIRL AT

HHYEEHTIVIRBBES AN > SRR A S AR B B e s
gl o MR = AR R R A AR T B S T3 © EAh - MM HEE AR
— e AT -

EHRRBEY) > FEEERRNEFERNEEEHESE - EAa %
PERIA 2 58 2 ] R 2 LA RS SR AR e URRE 5

42 MR ERAGREE A ERE 62 M HACHES - 28 (e
aTHIREERIGH] > ERECE - FlREEE WA EAE B2 /E HERE -
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BEAh > EEE E RS TR - RRliE — (8 B A Ay e e A SR s
HIERLY - i e E A g B R SR R A A 1

(7) FE A 75 SRV B3R 77 78 DA S FRF 3% B AR 92 B - £ Fl (Demand  Based  Policy
Approaches to Foster Universal Broadband Access, Chile)

BRI S ZETEAE 2009 R0k > 5 RS —IENT ST APEC &ORRRHTA
PR (LE - BE BN ) - e AR - fEEEbT5e L > FI AR
EEBE - R RE L B R e TR R A B s = E S T A,
TE RofR (AL EE T HAVEEY - DURE EoBh AR Rt e -

W SEAE APEC &BRG A BE (e RARRERGERN » B FR KT E Ay TR B
DRSS S ERE IR T H, - BAREEE — (S > SRRV -
pAg TH MATTERAVEE -

H A HUEIROR RS 4 EEA R E - NGZEtE A REIRAHET - (NI > 5%
N EREA PO %X IEZ(HYHEE ey > MR S (R R B TR Ry
Pt -

5 HWiadEER

(1) B FE N AT AN L (F B RIEE A L) HARE s (CT
Applications for People with Special Needs (Seniors and People with disabilities),
Japan and Singapore)

i (R AR I EI S » 48 APEC HE A FSIUARIES ~ Ak -
P - IR - B - JEERE - (REEF - AR - RE - EEAIRE 1 EE R
FISRHEE - B (Es S T B R A RN b FEFRem R
Rl » Bt \RITE R AL ARG « %3814 TELMING 88
a2 -

ST e AR 2 » P BRI 5 P B s
FEFRE R R TR A LI AE R - 30 HADE B RRAE 4 F 7 0 PSR A
& - HAE FIA > #nbE > ZRE - 26 > PSR O B
SHEPRTR R T AL (S5 Bl AL R A ) [ R R A T
5y S PR RIZE 1] -
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ARAFUFES » HAR4E74 Mr. Shinya Tahata 5%48 53 5 H AR B B ERE i
(B SR BSR AR TT 3 I U IR EED - IR i R A LR 25
WAHRERE (PVD) IVE T LEUFTE - FRERAEAZENTEE T APEC TEL46
R —ERTHY A B E o TR RN SRS TSRS -

sz IDA S22y R ISR (S F & et il AN B i il & 28 SRR S
7= Dr. Wantanee -y ZREEEH &R (TTRS) - HHNZRAETESRK
EEAI S BB S N RO S EAa MRS L - MBI — R - BE P ERTES
EFEEER G EHIERR -

TEERER 7y EREFEEZ B GEIFES Mr Richard Lerner o457 ZEE]
A E R SR SR RE A o BET Ms. Hoang % Dr. Phan 43 S8 (5 B1E i
SRR ECR S B Rt Bh v A LA o (I o 5 1 e A AR R

(PVD) ARFTHERAIHREL - AR E B > Wi 7L
Fitt » DASZERA 8 R A R E & Rl HE i

TERBHTHYEE ML » HAR Terra Motors &1 Mr. Tokushige 542/ 458 i EE
RO RO R BRI S S B TR G - BTSSR AT
ATESS AR S ERF R B FTR B Rk AR BE AR - DU BES I B ML FIRY H 7 420
T2 4 -

PRI R ARG KRB ST T —IERE - T g 2 A& @RS
FIHE R RS RS S HIE L o — LT 4dham oy =0 AH ) BE By s T DA it 28 A
AR T2 o HAR > SREFREBEEA (5 A P R RERE £ BT 2 ) DAY - 32
T AR HES TR AR A LS B LR > W HECH S SRS S AR A -

Dr. Obi ZFZBAEHAE 2012 429 A 12 HHAH AR R RS H A2 EITEE 148
APEC-OECD B &atiat & - LREEHE « SFEREREAIN SIS (Bl {btlg) ks
PRI (BEATL) BYE MmN - EXREMENET &= H OECD Ml APEC
SHENETE » %aTE 5 EMIMBUMERITEUEIVEEE - SRR
ST R SK P AR AL O FE - (B2 H b SRS RA TR AL B A
T - RSB ARSI -

(2) FE R SR A ERY & R R E S IR < S LB ET S

BRI e T EERI IR S APEC £URGHR] - AR MEM ICT J5H

EEEs - 930 LRESIIWREF R E (4 6 H M Pgf4 57 H LA
G o KE 4 EEERRHY 6 [HisEaka/H 5 FEENRIAE -
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KREPEEE - FEIARE - MBI S RS A ET AN E
AR B B A AR o (RER T AL 2% B — il S AR EE b F RIS B it
Z2Ffr (FUSE NIIR ) E4& TF2AT Dr. William Saryan -T2 & A 222 1E S EHAR
NSRRI S, - s T E AL SRR K -

M HEE (G REE A BB FE IR A M4E T EE G R ER
TIBEHE (BN R 2 e S E AR B K E SRR AV E AT - (48T FSUE
NIIR 9 ICT T#2Hf Mr. Nikolay Suschenko 5042448 Dr.Saryan fH1-1y#: & > 55700
B S SARTANET - R — (iR Em - T AR R E
B ARG T 7A « HE B SR BT 48 S8 08l £ 4F Mr. Dawel Zhang 4%
AT B TEE LY - B ERE - TEREN TEREE - WS
=& 5y Mr. Tran The Phuong SuA= s BHB S BN Bl Ko A5 6 ~ B
FIRK S 4% B o (HREEHT Mr. Alexander Lutokhin 5o4: 2 4% FH P A B B rp i
FHIECHIES T B » TRl A ZeeAE SR A SRR SR —H 7 -

i
B 8 SR R B PR DRSS ICT A

FEbTES & DGR T [E LR S B AR - A [FE
AyZese Rt (SRR BUrgesd St ) - IR S EE R A ALY
M P&t (R ARG T3 - 8 Eafiemaet) - e URIER
FUBREIR RS R AR A B RES  (BAE ~ AR ~ PsRAls DU B B
BRIV E - 1% (RN TR A GG AR SIS EHAT ¢
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REENTR M — B34 KEANGZ RN EREIRES - 7T EERA
APEC &M RS BNV R S B R o MERZ e — D BRI ~ TAERE
BEAIF T 24 R 7 ZE ATTARISH « FRERIRRE ~ (i - Ee R IRBIHIAS R {E
SEEA KBS = > WIE SIS A AR -

FN T S B E2S Y APEC TEL 46 @ » (REEHTHY B iAZ 2 (e
EEFTENE AR TENME AN LS 2EN - G5 ERBRED
APEC TELAG 1ERE & /e B & R ind T 2 AVl 2 SR E5 A

o

it & FrEt ERE

(1) st EEHEE ST - DMEEERN AR E SR ICT iRk - M
Enhance project management competency to promote the provision of ICT universal
services 1n rural and remote areas, Viet Nam

FEAEETER FH SO ~ EEIRI H AL [F SR %42 55K APEC E<e:Hi8) 40,000
E5T - BEEFFEHIE R T KRB APEC &8 Ba i B H B AR ES - (R
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T 5ERkZ e E H AR U (E B EE -

[ FAERFEHMEGRZEEEEEREL T TE
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FEAF RSB EAY ICT % KRS FER;
o EHEAIEHE K ICT 518 DUEREEFEHRE K ICT RASHIBRER R
PRIEE
o LR ICT st ERIIRZFIRIRA » & RFEnIa8EafIZE - R
FAEAEE > R M E PR AR s ae -
0. WG EEERIBE ICT Y REtE2SE TH -
[ ZFHEtET e -
o EETEEEE RS ~ BIR e
ST EETERE
s SEHIEEHEHKRTERBRNEZEER - THEE TELAT 21T
e -
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Il

tEEE - SFESENBUTE BHY

g

28



(2 4Rk B E SRS S B s & - & Workshop on broadband network
development for green growth, PRC

EEETERE S (EHESIRHe R & - A~ BN ~ #
EAIEED - f2th = oRAHE) APECS5,000 27T & © st &= A& 2010 4255 18 JE@ e
REEHBEORAETHES | BBRREESEE R - It aRE -
PSR ERAEE R (ICT) FA - M8 A BRAAAR DA #E A A1 8 A &=
EERT, - 5 8 EmE KK SHMEEMERSRGHEA © |l APEC %K
PReH =SS V] 20 5% B C YRR (E RO Bt i H E PR F] 2015
- APEC Hf1l& 5 R GOAERE Y HAR  » [BIfE APEC <Hphgak - tPEURER TS
(TS EZE T

L RefR s REE S AHAR R S5 amBUERA RIS B R P 5 (e R
PRk A & B AR A SRR NI TR AETR 45 - B BB
R BRI - KA R BRI 3 s -

L T ARAEREs S AR (R #E APEC &R RSk (LR R Ty A B 2 A
0 DUR S (e Ak (Ol R B TOARARIES 55 o8 12 R REAI DB -

L feftE Raahisdih &8 - (RERIIBCRAE LR 3% TP Iz Y2
% HERIBL S AN E PR R P

JEENT A E B S L HAR Sy Ry WA (P B

L 55 1 PEEL - sTENERRGET T IRILER/NESE | B Rl R TR
ML | HE(T APEC OB BGAH pl R A TARARERS S 7 b FE R o3 T
B > AAn i EE M -

L 52 &R - ST GRVHARAIE N © 1€ 2013 £ TELAT Z3fTR{E K
et e

BB G > BRSO ANIBE 3% h AU BURTIE & ~ BB -
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HAE 2000 51 2007 - #krE FERS S P8R T 10 &% IEERSEAE 2015
T EE 100% E AR RS HE
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4. SomEUER

FEEJFE Mr.Moscol [ AR HVEGIS BLE FRIHVAEES T BUREER -

(=) EHEREEGH

L s

SR eI SO E A A A SRS - B B EE R - (RIEDHE
EHYREA - HARf—(EE s FEE TS > EEEREH H{bAVELE -

2. ERNEER

(D) thgEadl - f5H NP FEPESILZ LRI IRNZEE S © (1) BUFHY
RERE VRN EIRAIRIE ~ S B ER s SRR T BRI
K NPAC dHARFAR - EAINETHS - (2) EHEREAVRRE © 1 NP /%
teg > LIS E > EMEE SRR - ROHERRTES - (3)
HEBEHRAE - AhEaILTEES T R EL SR 100% > $HHYHE
HIE - SRR R EARE - (4) BERE - ErhgEadl s
TAFRBIEFE K > NSRS S > WAFHERAE - (5)
FHERRIIESEMAE « BN EA S - BRI AGRLHEE - BHEER
BB ETIRM - BHERIIESEMAE - G DHEERE SR -

(2) BB - SRES AT HAAN 2000 4 8 HESCE A - BN EERRIREE KIS
B o RERGHERERTRREAIER 7 9 EH - EEEERERAEK - AEIHIE -
BUFRIRERIEEAEE - SIHSRES a2 ah - #7E T—(Efi s Ay
o

(3) FEZRPEEE ¢ RHS nHEARE] 2011 FEEACH 2%HVELH] - FE BRI R TS
K Bz AT R S R 2 B - SR SRS AT o] DAR i B A BRI -

(4) B4  JIERAR S 7 9RO - BAERHEIEIEE R 2 EE2HEGT
B IR B S B b

(5) HIA : BB T SRS I HVHEST - S AR5 LEPRREAY SR HI K - a1 9kHs
AR TRIR AT TEN RS ARPU ERES -

(6) 78BN - gl KT e ST - NEAESREIVAT NI Eft—fE
AEHTAREE - ST P T = s m il n e o b i —(E A PRI T 55 5
b (REE M AEEA S o I AIRBUSF A BIHYEE TS » 1k
FEE TSRS A AR A = s AR > MRS P B R BOR Y

E/
5:4255 °
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(7) B ¢ Ardd T 2010 4F 11 HR SR RERsTEHS A& R - BRPE R Y
IEREFHSRE VGRS - PR TARAYHEE -

(8) iR - R ILpa A Ehs VIR B - INIEAE &k EIaH » AR A AR
ZRA AIRE T EIHY IR BT B A -

(9) Hrhnd © AR Ekeh Syniverse » B EEHS AR s A pa 1 Ty (AL
FEEaR PR IR R~ BB « RBOREE T (i R A FIAY
RERL ©

(m) BISEZEBUGHATO(CSIRT FE TR E KA TEHET & (SPSG)

1. HH

KRR 84 APEC TEL 45 &~ T/EER B2 INEEZEET7 0
(Computer Security Incident Response Teams, CSIRTs ) &8 f1&E K E{EWSTE ~ {7
BHEE 224 (Handheld Mobile Device Security) ST & k& BLEE45E 40 @i
(Security & Prosperity Steering Group, SPSG) » DA{5 B E i g5 A 48 B i T T 48 BR RS
T R S OB B RN AR - Hrb CSIRTs se I BLAE L - RHEER
B +%# 4452~ US-CERT % Rick Harris #&{F CSIRTs fiaT &2 S A - bt
CSIRTs ZiZz0HiRE » BEaB R - BEERS ERTE » R AR
CSIRTs fE& T8 F » LL " SCADA Vulnerabilities Reporting to CSIRTs | i85
R B 5 PR G 590 4 ¥ 5 B ICS-CERT #2 US-CERT K H A JPCERT/CC 2 485
E o MAETTENEEZ 2 b (RHE2KPE 2 Saravanan #EEAH A » DU ELEL
A GOERETTEEE L amd BB EU TS E LSRRI -~ (4
BZEE -~ MEEZZ2IE > Wk E EoeE 2 B R REEH 2 2 A1 TEL
SPSG Fra] ZATEIESBEL 2 2H155 | (LS &R E (TR - MERL 2 EE s
FEE P HGHRR ] TSSO RERR B RATE L BURBLIRE - DUE RilE Bl
Teat R E LB AE Y S5 -

2. EERREERH

(1) DU A AR Za iR A AT R UK

KOREL GRS R 4HAOECD) LR Laurent #3%K—F OECD EfTHAYHT
5T KGRI E LB T O(CSIRT)TE R E LSt &R - FIH
BEIIARaw data)E APTEGET Z o0 A HE P (matrix) > 20 4 — LB LR IR
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(Indicators on Cybersecurity) * E s\ o] & # — D {F — L B L A K E 5
(recommendations) * H HYAHEEHE R IS e & 2SR » RE B OECD RETE
HPEAE RS 457 (Internet Economy) 3 2 HHRBAHEIF 2 275 » [ » OECD %%
SEEME F—2k CSIRTs ZHHBHERL > R rhisz S &R » Wit o] g g
HECm R e 2 L -

AWt FEoEE —(E R - S RIyCEEB ARG DA E AR B R
E—EREE LR - 5= RBIEREE RN (dat) B (context) AR A VEAE BT
Bi%7E - MRV ELIEEREN » RE A Laest EFRIBER - s
FYRSE (Effectiness) » &EUEIRARFTHR Z TS 0T FaE -

E‘iiﬁ‘é’]‘k”ﬂﬂtﬁé’]ﬁw G i‘)’é(evidence) ratE AR (LEEL AR
% 5" B4r WIS » B8 R4 BAYEE AT B & ~ iE B (BRI (Criteria)
KB JT A ffﬁrtlzi @(Comparabmty) S AR R R SRAV B SRR -
ATFE ST I EPE B - 55— (EPE B R i B e & B Pk - B a2
TFAERVESIEAERE ~ (TTER IR RATER 7 e A% 7= (gaps) ° 55 e A T
DBCE RS IR AR Z BT TEAE - SEtet AT AR Ea BTAT Nl 5 i AaEE
DIrtg ~ €008 Rt = iai im) Ryt BEARE (S59NERRSE ~ (B R BUFE FFESR
FURIRHAR) > GUEAREI SRR ~ 59%E KB A = (e A 4t
V Rl E T 2 [ - B ES - i CSIRTs AR A R R

a2 A REREMEEE « B RTETGRERE - C HEINEREIER
ﬁ'ﬁBZKJEZ D %y CSIRTs ATl E &L B E - ZFMAERBIEE Ay
PTHYRERE > P 230400 NE 6 Z#)20 353 -
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Risk factors Risk management

threat |vulnerability| p_otentlal prevention| incident | response
impact
social D
economic C C
technical A B A

A. The number of bot-infected machines
B. The share of antivirus software installed
C. The cost of restoring a compromised IT system

D. The number of businesses reporting an incident to a CSIRT

BRARR D AlEEHTEE
9 SRR

Risk factors ) Risk management
potential
impact

threat |vulnerability| prevention| incident | response

economic

TDICODO—=IMN

technical

Low concentration of data High concentration of data

No data found - Medium concentration of data

BRARR D AmEETEE
B 10 S HriRfERgS S35 E
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bz EZERNRE R E TR AL » BUF ~ AREHEE - CSIRTs ~ #UA
BBAL ~ JERURFHS S R CSIRTs 5 - s FERHLES R A « JEEhHR S
BN (WA AR > BP0 T E T ZE LR R EE

Dataowners
. .. |Cther government
Official stgt|st|cs and NGOs
agencies : :
publicagencies
Sury OECDMode 4 Surveys by \ Surveysof IT
s Surveys CSRTs executives
. Annualsreports :
gActNltyreports CSIRTS FHnancia reports
Honey .
Internet nets operated by soAnf tIV'enézta
\. CSRTs

BRRR D AlEETEHE
B 11 EZRERFREHE

OECD Fr %5 H il CSIRTs AR Z e B} - R a4 il 8 2 FEH -
PAMEEE TN % FE R Z Wk 5 E SR AN A Ry 3 4045 CERT
AT > FEBGHER > HLms QSN - ALt EEFLEY
FERTARE > NIEHER SNSRI T & > Rl s
i B 2 E R LR M Rk FEAT B Ry R B PR 5 - DRI PE R 22— Bk [l 2 R
R It R e L e & -
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* Annual growth in number of aerts and warnings issued ,

by CSIRT Alerts and warnings
* Number of alerts and warnings issued by CSIRT as ,
share of max. number of alerts and warnings by year Alerts and warmings
* Monthly average time lag between discovery of .
vulnerability and issue of alerts and warnings Alexts and warmings
* Annual growth in number of incidents by CSIRT Incidents
*Number of incidents per Internet user Incidents

* Number of incidents per civil servant

* Annual growth in number and share of incidents by Incidents
CSIRT and by incident type

*Number of unauthorized access per number of scans, Incidents
probes, attempted access

* CSIRT budget per overall IT government spending Budget

* CSIRT employees per Internet user

* CSIRT employees per civil servant Personnel

* Annual growth in number of training hours provided Training

TRAROR T AWEETTEE
B 12 CSIRTs HARIEZ & B &eHE

(2) % US-CERT &2 {1 E:

EREISE B H T 500 (United States Computer Emergency Readiness
Team , US-CERT) » &N E 1% 2 8 (DHS) N HIHYE] R 4954 2 2 HE I &
B A BriE B R E LR (posture) ~ T EZE A ITEL S = > WK R
EHEZ R > DERITGEER R 2 e HIGZREEaE 9 -
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Department of Homeland Security (DHS)

National Protection and Programs Directorate (NPPD)
NPPD advances the Department’s physical and virtual risk reduction efforts.

Office of Cybersecurity and Communications (CS&C)
CS5&C is the Sector-Specific Agency (55A) for the Communications and Information Technology (IT) Secto

National Cyber Security Division (NCSD)

NCSD is DHS' lead for securing cyberspace and the Nation's cyber infrastructure.

United States Computer Emergency Readiness Team (US

US-CERT aggregates data from across sectors; analyzes data to assess potential img
and shares mitigation, response, and recovery strategies with partners and constitug

TR T AWEETTEE
B 13 US-CERT 8!8 2 @4k ZeiEE
US-CERT 4H4%ThAEZe 40 10 » 2812 FF— A » T E%PU{EThAELH - £

SRR R A  RAHIBI R R4 - RS RS 0
GEITE

FR - ==
Deputy Director el
|

Operations
Coordination and Future Operations HE,?:S:::;:
Integration

Workiforce
Development
Financial
Management
L Technology
Solutions

TRARR D AstEEITEE
14 US-CERT 4182 R4 E
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US-CERT E &L H BB B RS i iy - HE o S ey
RENE 11 BRI R Rl si O B - s SR Ll R R e i -

Response m_>
j Coordlnauon
EHRROR . AgEE{TEHM
B 15 US-CERT ELE4-IEEEFE

US-CERT IS 2 SR e (SIS LA TF - BUEIesss S
> BRI - FAER S ¢

I s E(Collaboration) © FEHLFEATEIIER T -5 Mamid - DAHEE
o A IS K AR B2 FRE 52 7 58
. 8uEME(Agile) © PralEEFERET A J7 ~ F2F KRl - i H B

e 7 & 2 PR ER

L. ARIEHI(Responsive) : FEGF I E L B ML It T EE(EERSS |
el B A A -

IV. (SHEHY(Trusted) * HERE— MR E O FFEL M PREE BT RIE 2 (B O BHE
R (A0 ) -

V. 2ER{E(Clobal) * 1T BLER 5 IS HE DK AR BE (R AN HE B 22 S50 2 B
2 .

VI <Htili(Leader) * B ERILERME « F3E LT EARKESEZHK

(3) AP B PR

F1E CNCERT/CC #xs MEIEEZRE TEE S PC 2 ~ BEEAE

&~ (TENEES L ~ $URELE ~ DDoS % - B EERYE CNCERT/CC it 2011

FE 6,249 (EfTENECERERRZUEA - HEZ DA T - R

oo WEFH 5,459 flH e-banking $YFAMEULEEE - BRHAAEREHFZ
64



35.5% « CNCERT/CC 1 Tr T BRI MEIAIE 12 Fim - ZHeHCE
1 » SRR 1L 5.048 (B(FIARSHE C&C IR 2 JEl » 2012 ZE4EH,
R 113 HTHEEE C&C B - PEERS AL B 79 [Hal%
51 40 (BB R TR e -

N, Distributing &
Eliminating

Mounitoring &
Reporting

Collecting &
Verification

IS

!
CNCERT
ISPs
—
oy
~
ISPs )
./ I | Domain Name
) Registrars
Security
Vendors CNCERT P R
—_ ICP (webs,
Anti-Virus blogs, forums)
Vendors S
Y
S
. International
International P tHErS
Partners
~

BHARR . AstEATRHE
B 16 CNCERT/CC ZEERENEkrisHIE
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() fTEEEZEHNE

A& 7 TELAS (7B EBE L 2R g®iE®

9:00 Opening & Introductory Remarks | SPSG Converner
Session 1 Mobile Security :Threats and Challenges to the mobile platform
09.10 Chair: Saravanan Kulanthaivelu, MCMC, Malaysia
09:20 Latest initiative in regulating the | Sharizan Abdul Aziz, MCMC,
premium rate services/Consumer | Malaysia
Forum Malaysia (CIM):Self
regulation and industry
collaboration
09:50 Securing Enterprise Mobility Jane Lu, RIM
10:10 JPCERT's mobile security project | Koichiro
Komiyama,JPCERT/CC,
10:30 BREAK
10:50 Mobile Security in Vietnam Le quy Duong,Vietnam CERT
11:10 Mobile Device Threats Richard.Harris & Willio
Jean Paul ,US Cert
11.30 Mobile Internet Malware L1 Hao, MIIT,China
Administration
11:50 Discussion ** Session Chair
12.00 LUNCH
Session 2 Title: Mobile Content: Keeping it Secure
14:15 Chair: Jane Hamilton, Industry Canada
14:20 Mobile App Reputation: Warren Tsai, Trend Micro
Advanced Cloud-based
Mobile Application
Scanning Technology
14:40 Mobile Device Ng Kai Koon, Symantec Asia
Security-Symantec Pacific
15:30 Discussion ** Session Chair
15:40 BREAK
Session 3 Best Practices and approaches to securing the mobile ecosystem
16:00 Chair : Aaron Boyd, ABI Research
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Panelist: Jane Lu, Koichiro Komiyama, Warren Tsai, Ng Kai
Koon, Goh Su Gim, Richard Harris

Session 4 Briefing on Best practice of Handheld Mobile Device Security
17:00-17.15 | Document
Moderator: Saravanan Kulanthaivelu, MCMC, Malaysia

17:15 Closing Remarks Session Chair

TEREEZ S EE 4 A 7 BB T - 10 & E2KPEEERY Mr.
Saravanan 442 (Communications and Multimedia Commission) * % e & {5 2E4E H
R GTERYER APEC TEL37 » HHMAERIZE ~ et iRt EE
BFER - e TEEREN =(E7H - B28T84e - THNERER
B A » LA B L FE N SR R AL SRR B 75 > 2 B 5 A B B BT (regulatory bodies)
TEHEETEIE BB 2 LB - HERBAE - S Fm{%H#E (stakeholder) &
ABEEsEHt - DURAE AT St G R R (I TEh R B PRE -

TEPEEE LT aFm I P E & S E e tR TEL MINO.Z H " Best
Practices and Guidelines on Handheld Mobile Device Security | * SPSG &8 B4 pk & (£
~ TR ROINEER) B e R M E b2 ET ] -

1. JPCERT HfTEh8:EZ2518&E (HZA JPCERT)

HA JPCERT /488 &5 1T A B i 8 422 2 (coding) 2 B - HFTEE
MBEE & B Android > E R B Android - & Y FE FHFZ R BRBUE S iPhone 1Y 10S
HEE o WEEAEEEAIE 1 - SRS » AT Android VSR apps T34
FERFI=24 ¢

(D) 7~ Android app F I A EERE =S

(2) H s R s b & HAT
(3) {Hik (o F & E AR EGE T ah
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__________iPhone(iOS)

Developper Apple Google

License Proprietary Open Source

Frameworm Mac OS X(BSD ) base Linux base

Current OS Version 5.01(") 4.0()

Handset Apple Many venders

Application Only from App| Store No restriction

Language Objective-C Java, (C/C++)

Application revie by Apple None

Degital Certificate Tied with Apple ID Self signed

Etc -Confirm permition when
installl
-- can remove apps from
remote

& 17 iPhone(iOS)} Android Z Ehigk
AR HA JPCERT W72 G353 - (TS E S EEUE 63% 2251
Android Z%t > 7€ 2011 4£ 7 HZ 2012 4£ 1 H » JPCERT T UXEN4Y 30 T Y55 %E
W R RTHEEEREN S EEM > M JPCERT T2 AE R I
HIZEL Java

2. 1TEIEERE (3B US-CERT)

SZEUS-CERTI A BT TENEC ERVEE, - HO NIRRT » Al RERTR
I M HER R EREANEE o SEEEN EEAEA T

(1) FEARES - BB - MEHER - BALEE - A9SRHIEAER
(2 44H : $9f4 - BENEL - 4959 AY Java Script ~ Flash 1 Active X
(3) A8 - AEpss I ~ AR Wi-Fi 515k

(4) B - BRI A - N E AR
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Application-
Based
Threats

Web-Based Physical
Threats Threats Threats

B 18 1TEERENER

iM35Ed US-CERT FrigtiiviT B B e e 3 o

GO (e e,

Preventive Measures

Download apps from
trusted sources

Read URL closely
before clicking on it

Avoid rooting or
Jailbreaking

Download firmware
updates from valid
sources

Password protect
mobile system

Pay attention to unusual
behavior (unusual text
message, decreased
battery life, large
number of processes)

B 19 fTEsEEpEER~EE

Download mobile anti-
wirus

3. fTHMERBFHLEER (BB VNCERT)

#Eg VNCERT #H/TEISEERE > 5H ENISA 2 10 RITENSEE{F A& JE
BN
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(1) & HR(Data leakage)

(2) A 1EH B H (Improper decommissioning)

(3) = E:lF&E& (Unintentional data disclosure)
(4) $9£a 25 (Phishing)

(5) fEEERE = (Spyware)

(6) 4 FEHBR I (Network spoofing attacks)

(7) B&#25(Surveillance)

(8) iEfFTHE = (Diallerware)

(9) P52 By = 2 (Financial malware)

(10)  #ER&HEFE(Network congestion)

TR A B2 2 -

(1) $HE B

(2) B2 IR

(3) &

(4) (E AN

(5) JEEEIL TR

(6) 7] jailbreak/root {RAN{TENEEE
(7) 7)3EE AR O{E(E Wi-Fi H2HCE
(8) 1Bk T2 HE i AE =

(9) LA RARATEIAEELE PC 222

4. fTEHEEE App [EREIMEME @ISR

IR 25 {7 B Y PR 2% 2 Mobile App Reputation(BA N f&#E MAR )# i
ZEH5 - MAR A8 12w i o] 5 8 Lam 178D App ZEIT R DUEHTTE)
HEEEE 0 MAR 7RG Android Market BT 582 K8 Android Apps * 5% 71
HASSaTEISE B R AR - Bk NZ App T TEIESE AL E R BT TE)
SEERENEE 2 R MEERIL e e —EEE L App #Hdfs

MR -
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Mobile App Reputation

» Mobile App Reputation is a cloud-based
technology that automatically identifies
mobile threats based on app behavior

— Crawl & collect huge number of Android apps - ssue.
from various Android Markets @ Reputation | /dentified
- |dentifies existing and brand new mobile ik Q
malware W e
— |dentifies apps that may abuse privacy / device \_ sensmetient
resources
— World’s first automatic mobile app evaluation Nolssues
service

@

B 20 #3% Mobile App Reputation 7<= B

The Service to App Store Providers

Appstore
submits

new apps

5P AopSiore

S=oe

@it 2 Lox

Apps are : :
) Bme L
scanned EMAIL B mim ‘!LL'""

Report is

provided Appstore removes

bad apps and
adds detailed
info to app listings

B 21 MAR ZHBRB~EE
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() R ICT ETEFBYbZ EMEEEE (DSG)

1 wetER6ES

AREEFENR 4 H 6 H 2T > Bif#zEHT FSUE NIIR (Federal State Unitary
Enterprise Radio Research and Development Institute)#y Mr. William Saryan F13E(= &
ZYEBETHY Ms. Alexey Khoryshin 2 A7 FL[E F sz fist e - #ives FREHLA S
{ETEZR - oo = {EE 2 28 Hr FUSE NIIR $2% > 2% 51 Emergency Management
System M < BEmPEAN S Hiw > W AR S THES R ENER AT - 5
— (RS HK AR AR F 2B E A E - FEIKEE CEIEC Ml E T &l EE
ERMIC) » 7 BIBLATEE AR E R FE B = S B3 AR 0T - (B R AV S B R 27
FE~ WA ICT HIR T B SR - SRR S &= -

2. BHEHEHENEE

(D) FEANFRKEERET AU Z22e 0 (HRERH)

AT R ET F /% FSUE NIIR 22 Mr. William Saryan #y 15 » #edshy 825G
B

I BERSEERGENWEEINER | LAE (i bAVEE R
2R EE SRS pE B 0y ~ 3 B BT B — R [ 7
Z A DU AR PR ST BT ~ 4. (RS SR s
TR ~ 5. s A H R B L [F R B 2 B HE B ok
W E RGN T Z m By -

I HEESEERGHEE © LEREEZEE RN R EER ~ 2.5
HElERERE A RERD. ~ 3 HEE S T FPGAVIZERAR - 4.(5IR K F @I
R~ SEBETENG ~ 6. B NEERYRER LM - 8 T(EE A G
BRIEHREBIENE -

L FEARKERET - MEEEE N T a8 R (8 N2
LB LI > SiEZ E AR E S e » 2.8
SSTE TP E AT A R R B S BV TET S ~ 3 IERERR R
NE 87 CE B EE R R < &l - B 4 RS H ARy 4
Bl > SRHRA S S E PR MU Z DASRAT Ry -
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(2) EEBEEPHREE ICT A (FRED)

EEE

CH RS ESHE Sy Z P EEREEAEDRE ICT F‘EH%IZZ<T<

B - A 2 %‘fﬁwﬂ)ﬁﬂiﬂ% LB B SRS At B

L

IL.

II.

IV.

1991 ZEEE(E V5 > Al K R S #4588 K SEAR Y I

AVE RS A N 5 B A (M E -

I UBH ARG TRERIY ~ 5% > e - EEEE

HYAER /T -

S EREE S EH 4P 4t Local Based Service » o] {58 FH# #1

JE A b g > B A R e P Y AR R T sl A

(B PR Za 0 | DARRF AL i SR AT SE B e tUE, - R

A FF AR B

eSAV T PRI SR SEN - R ZEUR S EEER L
& > Elaf bR AT BN B RAS - T 4 A (el s 2

HR > Bl L E R T T RCE R

) WA AR EFASE T B STEE 28200 (HREEHT)

A FSUE NIIR 2 Mr. Nikolay Suschenko #45 » #fe5HYEEEL B

IL.

II.

LTI E 2 ISR RUEAERS (Sensor Network) 2 BB | - TIEFE %
FEEEHIRRM s 2 JT U L FEEE NV ERIEALR » 8% 248/ A
AR

LB L0 AR - R R IRIR R R A BRR(15~30
T2 M) o IR T AN BRUERY - CHEEAZIEMASRMIES 267
BHEREIR

BRI B2 E L4002 8 R s 2 IR - (Situation Coverage
Factor, Cs)FE#EEE] 80% LA L 3EHAZ > Cs FoRBEEMIEIE SRl B
PRAL R 2 fB R0 -
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IV.

VLR E RN ERNR | RS E - BB (EHEL 5
AR~ BURIRR ~ fe & Z HURRSRICE i thRh ~ ([ A ELRdR N &
WITEETE © el R

FE BT I3 A Z R JR 5o 0 B AR 2 FIME A 5 B 45 Ui
sl b EHABRETRES B EENE > WG KEE RAYHE
4 o

(4) TEIARERESIBEE AR ETTZE (T EIKER)

HHREIRRENEE CEIEC A ST LR R ERERE - TE A
" Emergency Response System Total Solution ; ° FRERAFEAYEL S B AR £

e fE -

IL.

II.

IV.

BE MR

LB RIEV S PRVU(E P (B 22k ~ Eef ~ Bl s ERRAaR) < B
SHAEET S B [ EE e -

EE M ESEIRE

JeR\ g o3 AT B S B A

e THMEL R

BRI RIRETRE]

TP EHER ST

Srertire < MR

VB EEREE

ViR e

[E SR EL > B

LU IIRELEEE -

A FEERE T AL A FE R E R L - &2 K
& 0 AT DUE AR A [F] 2 e imas A (BRAE ~ TR A B s i) 2k
[N - EFERITOE A ST EHEBUR T - [BEH K E
HRBCEATRFTER -

AR EUR AR AT B - B RSB AR EFAVEIRE
BlEREA - B EEMIER @ 04/14 EHEE KHIEZE - 03/18 Hrim4
THBEGERZEBCFEIROME « 2 2008 I REG S g5

KK G =EE -
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(5) BB RA AT G (BE)

PR & R (A E(MIC) 2. Mr. Tran The Phuong 5 » Az @ B
T (i BRI 5 2R 2 SR B R > M B R e A B 4 K ENHh S
Z— i AR EREEEUKARE - IReEELIKEE - £ ICT AR iofE
F - O] DA R S S B B, %f?ﬁ MBS Bt EE T —ERE K
EERS] > H AR RERZEE ICT Flo s T & TH B S EAHRE 2 245
TN SRS EFET -

2 i e R BT e BSR4 1) PR 208 {5 AR B R R e e A ﬁ“%”?%
BRI S EEE AR 2 240 ThRe s MIC HYE 5y T #Ef Tk -

H AT EE BB 8 ICT AR B R el S 2 Y - ERAEM TS
A SRR EETHNELEE A= Ea R - A FEE RSB
BN IERARIRE s S S S 9

(6) Efa {HMITAE A& i SS 2R A FE S TR B 28 Zase ()

H FSUE NIIR 22 Mr. Alexander Lutokhin #3425 » 3% S 4% m e (/B EL A Nl
FEIAE -

L BB SRS R E T PR R RS N AR S [z
B KEEN NI - DU B -

I PrReE&Esireg EEIFENL Y2 KN 2 BH R O E B BE &R -

I BEES s FIVEAG T > BB s i (D hRE A fRas SR
BRI o A T EE IR R FERR BT - B (HB R P R E ST
AR - @%@%ﬁﬁ?ﬁﬂ% Z KA NAVRYE ~ DURCSE SR B A AR B
B E T E R EGEH

(REEHTEASG TR G R #E ICT £ A SCE I LAY IEET - BT
e L ZE B AR YN RESS - RS - RS FREANRE
b - — BRI RS - R AR E AR A R I HAE
TR bR R (5 H A B ] > DR R A
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BEAh - REEHT/NIEE T XBOX 360 » #EHIHFSIRAVRUELEE - #iISAT
s TR BN - (] F R I Rae 2 A e A IRp iy — IH EE S

B 22 MREHAFRE ICT KGR K EBGH LAy

() APEC &FRZEEHFBERVE &LSG)
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4. REIBEBHEHERER(Telecommunications Competition in Chinese Taipei)
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5. ¥BringE (SR M (Telecom Competition Framework in Singapore)
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The number of FTTx broadband subscriptions in Chinese Taipei is steadily rising

while, in comparison,the number of xDSL subscriptions continually falls

As of the end of 2011, the total number of wired broadband network
subscriptions'inChinese Taipei hadreached 5.26 million, 50 thousand more than the
thirdquarter of 2011. In addition, the number of cable modem subscriptions keeps
risingsteadily too. With the constant promotion of high-speed broadband network pricing
programs, such as for 20Mps and 50Mps, the switch-over from xDSL to FTTx is notably

accelerating.

As of the end of 2011, the total number of wired broadband network subscriptions’
in Chinese Taipei had reached 5.26million, 50 thousand more than the third quarter of
2011. In comparison, the number of xXDSL subscriptions has reduced by 1.90 million,
with its share of wired broadband network subscriptions currently at approximately36%.
In contrast, the number of cable modem and FTTx’ subscriptions has been rising steadily,
showing an increase this quarter of.940 thousand and a share of 18%. The number of
FTTx subscriptions has increased by 60 thousand this quarter and the share of wired

broadband network subscriptions 18 46%.

1The number of broadband subscriptions is the number of users who gain access through
xDSL, cable modems, fixed network or fiber optics network.
The number of broadband subscriptions is the number of users who gain access through
xDSL, cable modems, fixed network or fiber optics network.
The subscriptions of fiber optics network are subscriptions of FTTH and FTTB but not
including those of FTTN and FTTC.

92



Compared with last quarter, the number of cable modem subscriptions still
continues to increase steadily. With the constant promotion of high-speed broadband
network pricing programs, such as for 20Mps and 50Mps, the switch-over from xDSL to
FTTx 1s notably accelerating. Many subscriptions have upgraded their network to a FTTx
high-speed network this quarter, so the share of subscriptions who have chosen a

connection rate higher than 8Mhas reached55%, 1% more than the previous quarter.

Approximately 80% of the fixed broadband lines in Chinese Taipei are provided by
Chunghwa Telecom. Although there are 7.9 million households in Chinese Taipei, 3.9
million do not have network services. Therefore, since the first quarter of 2012,
Chunghwa Telecom has provided alow-priced program of 1Mbps network
service.Upgrading the S0Mbps HiNetADSL serviceof last year, Chunghwa Telecom
1snow providing broadband networkof 100Mbps.

In addition, Chunghwa Telecom will contribute more than USD6.67 billion toward
the establishment of FTTH networks over the coming 10 years and hasinaugurated1G
broadband pilot testsincethe first quarter of 2012. Effectively,this shall lead Chinese
Taipei from the “M age” tothe “Gage” . The duration of the pilot test will be half a
year and will be implemented in 5 main cities of Chinese Taipei. The supposed number
ofsubscriptions testing will be 1,200. After the test and thesubsequent evaluations,
Chunghwa Telecom shall determine the schedule of promoting 1G network commercial

operations.

I. Communications Regulatory Policy

1. The promotion of the broadband network infrastructure

To establish an appropriate environment for the development of digital convergence
in Chinese Taipel, relevant ministries and commissions have worked hard since October
2010 on the following six major initiatives: preparation of a high-speed broadband
network, promotion of telecommunications convergence services, acceleration of digital
TV switchover, developing innovative video/new media services, upgrading of the

communications industry, and harmonization of the regulations for convergence. It 1s
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anticipated that achieving these initiatives will fulfill the development of digital

convergence, and enhance the national competitiveness of the next generation.

The Ministry of Transportation and Communications (MOTC) is responsible for the
readiness for high-speed broadband networks under the “ “Digital Convergence Policy
Initiative (2010-2015)" and has pursued the relevant tasks with the National
Communications Commission (NCC), the Ministry of Economic Affairs (MOEA), and
the Ministry of Interior (MQOI). One goal of high-speed broadband network initiative was
that 100Mbps fixed-line broadband access in households would achieve with 80%
penetration rate in 2015. However, in response to the rapid technological development
and increasing needs for internet usage, and to provide quality internet services with
affordable high-speed rates, Chinese Taipe1 anticipates this goalto be achieved earlier.

In response to the era of digital convergence, telecom enterprises have continued to
review and develop broadband products, plan provisions for greater upload and download
services, work actively on the construction of broadband infrastructure in terms of
bandwidth requirements from broadband customers, and introduce various value-added
application services.

These accomplishments should facilitate more diversified development of domestic
broadband application services in alignment with international practices, expand domestic
services and applicationsfor ICT the terminal industry and further increase trial
opportunities in the domestic market, as well as enhance product competitiveness in the
international market. Conforming to the industrial development and taking social
demandsinto account, related promotional strategies and implemental foci have been

summarized in the following chart.
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technological
development
of broadband
convergence

measures

| digitization and reopening free-to-airTV |

high definition TV platforming the
| digitization and all-region operation of Cable TV| transmission of cable
| broadbandization for the infrastructure of network‘ and free-to-air Tv
heterogeneous network deliberating strategies and measures for the reasonable internet
convergence and application of telecommunication numbers in access fee
reasonable access fees heterogeneous network convergence
standardization developing standard rules for the technological

for technological interface
of communication

interface of communication

| developing the technological standards of NGN

accelerating fiber network accelerating the construction of fiber network to deliberating the
households framework of NGN
the
construction | amending the management rules of communication equipments in buildings |
of next
generation increasing the deployment and penetration || accelerating the deployment
rate of fiber network of broadband channels
network
wireless broadband | establishing a facilitating environment for building access points |
network
| accelerating network access devices of wireless broadband |
| accelerating coverage rates of wireless broadband |
encouraging spectrum resources | planning spectrum resources |
the efﬁc;:ent | inspecting and preparing spectrum resources on a regular basis |
use o
resources

numbers and critical
internet resources

planning and establishing NGN
numbers

Interoperability and certification
for the new generation internet protocol

| inspecting and preparing number and IP resources on a regular basis |

To achieve the above objectives, The Ministry of Transportation and

Communications (MOTC)has worked with the National Communications Commission
(NCCO), the Ministry of Economic Affairs (MOEA), and the Ministry of Interior (MQOI) to

encourage domestic telecom enterprises and cable system operators to upgrade

machine-line equipment, renew pipeline infrastructure, and upgradeservices.
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2.  The terrestrial TVswitchover will be completed on June 30, 2012

In accordance with the policy of the new era of HDTV, Terrestrial analogTV will be
gradually closed 1n stages fromMay 7, 2012. By June 30, terrestrial analog TV will be
entirely closed and the digitization of terrestrial TV in Chinese Taipei will be completed.
Various supporting measures include the subsidy of Set-Top Box Programfor low-income
households, accelerating the construction of gap-fillers to improve the coverage of the
Digital Terrestrial TV, improving public awareness by conducting campaigns, and the

gradual switch offof theanalog improvement stations.

Since the NCC was deemed responsible for the “Digitization of Terrestrial TV”
entrusted by the Government Information Office (GIO), at the end of 2009, it
hasbeenactively implementing digital coverage metrics. The NCC hascoordinated
closelywith various levels of governmental organizations over the issues of establishing
digital improvement stations for terrestrial TV and has implementedthe following
keymeasures: (1) establish 50 gap-fillers from 2010 to 2012, promote the digital coverage
metrics of terrestrial TV, and protect viewers’ rights in remote areas; (2) subsidize 120
thousand low-income families from 2011 to 2012, install free HD Set Top Boxes at these
homes, lessen their economic burden, and protect their viewing rights; (3) hold

“campaign activities of terrestrial digital TV” and ask township offices and village

officers to help with the promotionof terrestrial digital TV.

The Government Information Office (GIO)1s responsible for the campaignof the

general concept of the digitization of terrestrial TV. The NCC supervises the
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establishment of gap-fillers in remote areas, and carriesout the switch-over todigitization.
Besides, the NCC will gradually promote regional campaign by coordinating activities
withregional governments. The 5 terrestrial TV stations are requiredto announce the date
and information of digitization and inform audiences throughout the transformation. The
NCC and GIOprovide educational videos and have them broadcast onvarious TV
platforms for promotion. Moreover, to increase public awareness and education, the NCC
has set up a websitededicated to the digitization of terrestrial TV

(http://hdtv.ncc.gov.tw/)so as to provide information concerningthe switchover. Atechnical

service center hasalso been established in order to provideinformation and solveproblems
by offering a free consulting hotline.

In addition, realizing the impact the switchover shall have on the public, the NCC
hasgradually switchedoff the signals of analoggap-fillerssince 2011 so as
toevaluatepotentialproblems. The schedule of closing analogterrestrial TV in certainareas
and stages began 1n February, 2012. The signal from analogterrestrial TV will be shut
down 1n the order of central area, eastern area (including off-shore islands), southern area,
and northern area in Chinese Taipei fromMay 7, 2012. Thus, the NCC anticipates it shall

be well-prepared for digitization.

3. Enhance the quality of disaster and rescue communications

In order to enhance the quality of emergency rescue communications and satisfy the
demands of various organizations and citizens, the NCC passed the revision of
“Administrative Rules on Satellite Communication Services” in February, 2012. The
domestic industries are permitted to be the agent of foreign satellite mobile communication
service. As a result, the quality of communications will be effectively improved through the
foreign satellite mobile communication services. In response, the NCC will set up a regulatory

system for protecting the rights of consumers.

There are many mountain areas in Chinese Taipel. These areas are full of dead
zones of cell phone signals. Many mountain climbers communicate with one another
through wireless interphones. However, if mountain climbers couldtake satellite phones
with them, rescue services wouldaccelerate. Rescuers would be able to locate the missing

person much fasterwith the aidGPS.
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4. ProvideFree WiFi hotspots in public areas

The central government and their affiliates in Chinese Taipei have set up more than
2,700 WiFi hotspots in the public areas of their buildings since October 7, 2011.This enables
the general public to gain greater access to the information they need, effectively shortening
the digital divide.

The free wireless network service provides the public with 1Mbps network. The
main areas with free WiF1 hotspots provided by official departments include indoor
spaces atscenic spots, transportation hubs, cultural and educational centers, and public
offices. The public can thereby access the internet, either for business or when they need
immediate information.

Based on the planning of the Research, Development and Evaluation Commission,
the bandwidth of free network in public areas in Chinese Taipei 18 currently 512Kbps.
The 1nitial budget for nstallation 1s approximately USD1.5 million and the annual budget
of network services 1s approximately USD1.33 million. The total budget totals
approximately USD2.83 million. This expenditure will be shared by all government
departments. As a result, the public can experience the benefits of a more digitallife. The

central government shall provide necessary subsidy for regional governments.

5. Revise the “Contract of Mobile Communications and Internet Service Act” to

protect the consumers’  rights of mobile communications

Chinese Taipei published the latest “Contract of Mobile Communications and Internet
Service Act” on February 17, 2012 with revised measures related to the protection of
consumers’ rights. This ensures benefits for all mobile communication consumers in Chinese

Taipei.

The mobile communication service has evolved from2G voice transmission service

to 3G data transmission service. Consequently, the previous “Model Contract of Mobile
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Communications and Internet Service”  did not cover the various service contents of

present telecommunications. Therefore, the NCC, in accordance with its responsibilities,

revised the “Model Contract of Mobile Communications and InternetService” . NCC

revised numerousmeasures related to the protection of consumers rights. The following

summarizes the key items:

(1)

2

©)

)

)

Telecommunication carriers shall provide the outdoor coverage rate of mobile
networks for consumers as a reference: telecommunication carriers shall provide
the outdoor coveragerate of mobile networks for consumers as a reference; if the
information 1s changed, the announcement on the website of telecommunication
industries shallbe the main reference. If the coverage is different due to the
terminal devices such as cell phone, network card, network position, and the
number of subscriptions, the conditions of the actual communication coverage

will be based on the location of consumers.

Whenmaking international phone calls, consumers have the right to designate or
choose the international network and communication services of
telecommunication carrier. The original phone number can remain the same

after the user changes provider.

When consumers apply for the mobile internet service, they may apply for trial
before making a decision: the duration of the trial is seven days (168 hours).
Each subscriber 1s allowed one trial with each operator, based on the
subscriptions IDcard number. The rules of the prepaid card have been revised.
Each person can apply for one number only. The remaining sum shall be

returned.

The time threshold of compensation to the subscriber for the interruption of

telecommunication services has been reduced so as to enhance service quality.

Set up the conditions of free SIM card renewal
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(6) Set up thesystem for “reasonable telecommunication contract” : consumers
apply for the mobile phone number or mobile network service and accept the
preferential programs designed by the industries. If consumers suspend the
phone number or network service before the due date of the contract (the term of
the contract), the carrier shall calculate the compensation (penalty for breach of
contract) based on the total amount in the contract and the term of the contract.
The ratio of “using duration (month as the unit) / the term of the contract”

should be deducted from the penalty for breach of contract.

(7) Establish regulation of prohibitedconduct when consumers are using the
telecommunication service. The telecommunication carrier has the right to

terminate the service for violators.

GovernmentInformation Sharing and Analysis Center (G-ISAC)

Chinese Taipei fulfils the goals of Government Information Sharing and Analysis
Center (G-ISAC) to integrate the power of the Government and private sectors, and
establishes the cyber security information sharing and analyzing capabilities of the

Government agencies and key information security organizations of Chinese Taipei.

Chinese Taipe1 Research, Development and Evaluation Commission (RDEC),
started the operation of G-ISAC from November 2009. RDEC has invited the
Government established ISACs and private industry SOCs, such as Government Service
Network (GSN), Ministry of Education (A-ISAC), the National Communications
Commission (NCC), Ministry of Economic Affairs (EC-CERT), National Police Agency,
Ministry of Interior, Chunghwa Telecom (SOC Division) to join G-ISAC, and thus far
has held eight G-ISAC Member conferences to enhance and improve G-ISAC operation.

The members of G-ISAC covers over 3,000 government sectors, over 3,000 schools
and IASPs, which has usedapproximately99% of the network IPs in Chinese Taipel.
Through the established trustworthiness among members, the G-ISAC uses Incident

Object Description Exchange Format (IODEF) as the standard exchanges data format,
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and has constructedover 30 information security incident type formats and system
automation for members to better exchange, analyze, and handle the information. During
2011, G-ISAC members exchanged a total of 16,281 information incidents, including
71,015 network attack incidents, 1,209 botnet incidents, and 159 Command and
Control(C&C) mcidents. REDC wishes to seize opportunities in the future using G-ISAC
platform to share cyber security information with other international cyber security

organizations.

7. IPv6 Achievement Report

Chinese Taipei approved “IPv6 Upgrade Promotion (IPv6UP) Program” on December
30,2011. “IPv6 Upgrade Promotion Office” was established on January 30, 2012. The
IPv6UP Office will actively promote the government network to IPv4/IPv6 dual stack

environment.

In response to the IPv4 addresses depletion and seamless transition to IPv6
environment, the Government began planning the “Chinese Taipei IPv6 Development
Project” and established the “IPv6 Impetus Working Group” under The National
Information and Communications Initiative Committee (NICI), in 2001. The working
group has been the impetus on the related IPv6 research project since 2003. Moreover,
the Ministry of Transportation & Communications (MOTC) has convened several
cross-ministry strategic meetings and proposed an  “TPv6 Upgrade Promotion (IPv6UP)
Program” . The program was approved by the Executive Yuan on December 30, 2011.
The “IPv6 Upgrade Promotion Office” was established under NICI, Executive Yuan
on January 30, 2012. The IPv6UP Office will actively promote the government network

to [Pv4/IPv6 dual stack environment.

The vision of IPv6UP Program 1s to provide seamless network service and seamless
[Pv6 transition and IPv6 innovation. The government service network will take the lead
to deploy IPv6 service, to promote the IPv6 industry development strategically, and to
drive IPv6 transition for the private companies. The main impetus, strategy, and

execution plan are included as follows (Figure 1).
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1.  Seamlessly update GSN to IPv6.
Publishthe official announcement of IPv6 kick off on government networks and upgrade
major Internet service to be IPv6 ready network in 2 years. Use government amendments
to give priority to the use of IPv6 equipment and systems. Deploy IPv6 in phases, gain

operation experience and expand IPv6 service gradually.

2. Help the IP industry to capture IPv6 business opportunities.

Guide the ISPs and ICP industries to accelerate IPv6 deployment. Provide IPv6
skill training to government IT engineers and develop IPv6 technology courses in formal
university education program. Assist the ICT manufacturing industry to grasp
opportunities. MOTC, the Ministry of Economic Affairs (MOEA), Ministry of
Education, the Research, Development and Evaluation Commission (RDEC), the Public

Construction Commission (PCC), and the NCC etc. will cooperate accordingly.

3. Increase social welfare with innovative applications.
Promote digital convergence based on IPv6. Promote public network and automation
services based on IPv6. Promote IPv6-based intelligent sensors and Internet of things
research projects. MOEA, the Ministry of Education, RDEC, and the National Science

Council (NSC) etc. will cooperate accordingly.

Regarding the IPv6 roadmap, completion of the IPv6 upgrade of major public government
network service 1s required by2013. The primary services include important web sites, DNS,
Email, and other important international services, etc. The principle applied is for major
external service to be 50%, with the goal to complete IPv6 upgrade of minor public
government network service in 2015, and finally complete IPv6 upgrade to internal service
around 2016.

Major achievements in IPv6 development in 2011:

(1) On February 20, 2012, the development of the proposal of IPv6 standard for ICT
equipment to be used for reference of purchasing was completed. Developed
IPv6 transition SOPs and introduced domestic ICT system integrators to

participate in the work of IPv6 promotion.
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2)

©)

)

Help domestic Information and Communication Technology (ICT) product
providers pass international IPv6 Ready logo certification. By the end of Mar.
2012, 75 products hadpassed phase I certification and 145hadpassed phase 11,
ranking Chinese Taipei third 1n the world (Figure 2 and Figure 3).

Regarding infrastructure, TWAREN (Taiwan Advanced Research and Education
Network) has finished the IPv6 backbone of Chinese Taipei. TANet (Taiwan
Academic Network) 1s over 95% completed and has already launched the IPv6
service. The major ISP backbone can support the IPv6 protocol and begintrials for
client circuit connection. The IPv6 connection bandwidths in Chinese Taipei reached

7.5Gbps for international connection and 5.5Gbps for domestic connection.

Regarding thelPv6 switch service, 5 domestic ISP companies (So-net, TEN,
FETnet, APTG, and HiNet) have joined the IPv6 backbone. Moreover, as for
ISP connection, the major ISPs have acquired IPv6 addresses. Because of
national IPv6 project, the 5 domestic ISP companies provide IPv4/IPv6 Tunnel
broker service. Furthermore, in regards to broadband dual stack access trials,the
draft of experiment framework of a commercialFTTx network and laboratory
environment testing report; ISP technique direction and laboratory environment
testing report; private ISP company IPv4/IPv6 dual stack FTTx installation and

service experiment report have all been completed.

Turning to the development of application services, measure include the
development of four IPv6 based application prototypes: video streaming,
multimedia education, interactive distance conference, and Internet of things.
The education and hands-on training courses, as well as Organizing IPv6 seed
training 1n conjunction with Global IPv6 day (June 8, 2011) activities was also

organized. In total, more than 510 technicians have beentrained.
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Figure 1 IPv6 Upgrade Promotion (IPv6UP) Program Scheme
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