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LS (NDcPP) Extended Package-Wireless Local Area (Symmetric Keys for WPA2 Connections )
Network (WLAN) Access Systems ® FCS CKM.2(2) Cryptographic Key Distribution
(PMK)
Collaborative Protection Profile for Network Devices FCS CKM.4 Cryptographic Key Destruction
UL 2900-1 10 Sensitive Data
Standard for Software Cybersecurity for Network-
Connectable Products, Part 1: General Requirements
ENISA  Recommended cryptographic measures - 5.4. Key management
Securing personal data
‘v f2 % & | 2431 6.2.5 | Network Device Collaborative Protection Profile ® FCS _COP.1(1) Cryptographic Operation (AES Data
L S (NDcPP) Extended Package-Wireless Local Area Encryption/Decryption)
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Network (WLAN) Access Systems ® FCS CKM.2(2) Cryptographic Key Distribution
(PMK)
UL 2900-1 10 Sensitive Data
Standard for Software Cybersecurity for Network-
Connectable Products, Part 1: General Requirements
A AR F | #4551 6.2.6 | Protection Profile for Wireless Local Area Network Residual Information Protection (FDP_RIP)
# (WLAN) Access Systems
UL 2900-1 11 Product Management
Standard for Software Cybersecurity for Network-
Connectable Products, Part 1: General Requirements
¥ » % Pt | 24p3l 6.2.7 | Network Device Collaborative Protection Profile FIA_ AFL.1 Authentication Failure Handling
EL (NDcPP) Extended Package-Wireless Local Area
Network (WLAN) Access Systems
UL 2900-1 8 Access Control, User Authentication and User
Standard for Software Cybersecurity for Network- Authorization
Connectable Products, Part 1: General Requirements
Special Publication 800-92 Guide to Computer Security | 5.2 General Authenticator Requirements
Log Management
tk B2 % # | #4p51 6.2.8 | Protection Profile for Wireless Local Area Network Password Management (Extended — FIA PMG_EXT)
B I (WLAN) Access Systems
Protection Profile for Wireless Local Area Network FIA PMG_EXT.1 Password Management
(WLAN) Access Systems
UL 2900-1 8 Access Control, User Authentication and User
Standard for Software Cybersecurity for Network- Authorization
Connectable Products, Part 1: General Requirements
Fu *~ :};1 51 6.2.9 Collaborative Protection Profile for Network Devices ® FIA UIA EXT.1 User Identification and

Authentication
® FIA UAU EXT.2 Password-based Authentication
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Mechanism
® FIA UAU.7 Protected Authentication Feedback

Network Device Collaborative Protection Profile ® FIA UAU.6 Re-authenticating
(NDcPP) Extended Package-Wireless Local Area ® FIA 8021X EXT.1 Extended: 802.1x Port Access
Network (WLAN) Access Systems Entity (Authenticator) Authentication
UL 2900-1 8 Access Control, User Authentication and User
Standard for Software Cybersecurity for Network- Authorization
Connectable Products, Part 1: General Requirements
NIST Special Publication 800-97 Establishing Wireless | 3 Overview of IEEE 802.11 Security
Robust Security Networks: A Guide to IEEE 802.111

% > # a7 | #4551 6.2.10 | Collaborative Protection Profile for Network Devices ® FMT MOF.1/ManualUpdate Management of security

- E R functions behaviour
® FMT MTD.1/CoreData Management of TSF Data

UL 2900-1 8 Access Control, User Authentication and User
Standard for Software Cybersecurity for Network- Authorization
Connectable Products, Part 1: General Requirements

X >4d #*4p 51 6.2.11 | Collaborative Protection Profile for Network Devices FMT SMR.2 Restrictions on Security Roles
UL 2900-1 8 Access Control, User Authentication and User
Standard for Software Cybersecurity for Network- Authorization
Connectable Products, Part 1: General Requirements

% > # @ p | #4551 6.2.12 | Collaborative Protection Profile for Network Devices FPT TST EXT.1 TSF Testing (Extended)

2RI

4 AT i #4p 51 6.2.13 | Network Device Collaborative Protection Profile FPT FLS.1 Failure with preservation of secure state
(NDcPP) Extended Package-Wireless Local Area
Network (WLAN) Access Systems

L —‘F*f % # | *~4p 31 6.2.14 | Protection Profile for Wireless Local Area Network FPT _APW_EXT.1 Protection of Administrator

[i:88 (WLAN) Access Systems Passwords

¥ i #f 2 PF | 24531 6.2.15 | Collaborative Protection Profile for Network Devices FPT STM.EXT.I Reliable Time Stamps

46




i Rk ) 7 LR 53 kiR TrE
B Special Publication 800-92 Guide to Computer Security | 5 Log Management Operational Processes
Log Management
i 48 AT #4p 31 6.2.16 | Collaborative Protection Profile for Network Devices FPT TUD EXT.1 Trusted Update
UL 2900-1 11 Product Management
Standard for Software Cybersecurity for Network-
Connectable Products, Part 1: General Requirements
Special Publication 800-193(DRAFT)Platform 3.5 Firmware Update Mechanisms
Firmware Resiliency Guidelines
¥ 8 | ~4p 30 6.2.17 | Collaborative Protection Profile for Network Devices FTA SSL EXT.1 TSF-initiated Session Locking
T OATpE R
¥ LK T | #4551 6.2.18 | Collaborative Protection Profile for Network Devices FTA SSL.3 TSF-initiated Termination (Refinement)
2% FTA SSL.4 User-initiated Termination (Refinement)
UL 2900-1 8 Access Control, User Authentication and User
Standard for Software Cybersecurity for Network- Authorization
Connectable Products, Part 1: General Requirements
@Rl % B~ | #4531 6.2.19 | Collaborative Protection Profile for Network Devices FTA TAB.1 Default TOE Access Banners (Refinement)
Tp K RE
& ik #4551 6.2.20 | Collaborative Protection Profile for Network Devices FPT SKP_EXT.I Protection of TSF Data (for reading
of all pre-shared,symmetric and private keys)
GRERRUR] #4p 31 6.2.21 | Network Device Collaborative Protection Profile FTP_ITC.1 Inter-TSF Trusted Channel
(NDcPP) Extended Package-Wireless Local Area
Network (WLAN) Access Systems
Collaborative Protection Profile for Network Devices FTP ITC.1 Inter-TSF trusted channel
UL 2900-1 8 Access Control, User Authentication and User
Standard for Software Cybersecurity for Network- Authorization
Connectable Products, Part 1: General Requirements
O RS *4p 351 6.2.22 | Collaborative Protection Profile for Network Devices FTP_TRP.1/Admin Trusted Path (Refinement)
TR B & fr | 24551 6.2.23 | Collaborative Protection Profile for Network Devices FRU RSA.1.1
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AR Al A :};, 51 6.2.24 | Collaborative Protection Profile for Network Devices FDP_IFC.2.1
FDP_IFF.1.1
NIST Special Publication 800-53 Security and Privacy | AC-4 INFORMATION FLOW ENFORCEMENT
Controls for Information Systems and Organizations,
Revision 5
% > A #4p 31 6.2.25 | Collaborative Protection Profile for Network Devices FDP_IFF.1.2
4o B FDP _IFF.1.3
FDP _IFF.1.4
FDP IFF.1.5

NIST Special Publication 800-53 Security and Privacy
Controls for Information Systems and Organizations,
Revision 5

AC-4 INFORMATION FLOW ENFORCEMENT
(3) INFORMATION FLOW ENFORCEMENT |
DYNAMIC INFORMATION FLOW CONTROL
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T2 | FRREAD A3pal 7.1.1 Collaborative Protection Profile for Network | FAU GEN.1 Audit data generation
B Devices
PRAFRRH/E Adgsl 712 NIST Special Publication 800-53Security and | SA-4 ACQUISITION PROCESS
Es Privacy Controls forFederal Information Control Enhancements:
Systemsand Organizations (5) ACQUISITION PROCESS | SYSTEM /
COMPONENT / SERVICE
CONFIGURATIONS
OWASP IoT Top Ten I1 : Insecure Web Interface
B ,__JF’f g2 | Adpsl 7.1.3 Network Device Collaborative Protection FIA UAU_EXT.2 Password-based
Profile (NDcPP) Extended Package-Wireless | Authentication Mechanism
Local Area Network (WLAN) Access Systems
B IEJ_'?,‘ BrhEN A | Apil 714 Network Device Collaborative Protection FIA AFL.1 Authentication Failure
Bt 1 Pali Profile (NDcPP) Extended Package-Wireless | Management
Local Area Network (WLAN) Access Systems
i —‘}?, gLl gl | A5l 715 Collaborative Protection Profile for Network | FIA UIA EXT.1 User Identification and
¥ e PR Devices Authentication
ErHm R # 4p 3l | Collaborative Protection Profile for Network | FIA_UAU.7 Protected Authentication
7.1.6 Devices Feedback
B ;—“ﬁ LG ApE | A i3l 7.1.7 Collaborative Protection Profile for Network | FTA SSL._EXT.1 TSF-initiated Session
B Devices Locking
BN B2 A ;}Fl 51 7.1.8 Collaborative Protection Profile for Network ® FTA SSL.3  TSF-initiated Termination
Devices (Refinement)
® FTA SSL.4  User-initiated Termination
(Refinement)
AT A3p3l 719 Collaborative Protection Profile for Network | FPT TUD EXT.1 Trusted Update
Devices
PR MIBEE > 33! 7.1.10 OWASP IoT Top Ten I3 : Insecure Network Services
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Z >4 d A3pal 7.1.11 Protection Profile for FMT SMR.1.1
Wireless Local Area Network (WLAN) FMT SMR.1.2
Access Systems FMT SMR.1.3
TR~ feif A3p3l1 7.1.12 | Protection Profile for Wireless Local Area Resource Allocation (FRU RSA)
Network (WLAN) Access Systems FRU RSA.1 Maximum Quotas
PERERGEEA | A4p50 7113 Protection Profile for FDP IFC.2.1.
¥ e Wireless Local Area Network (WLAN) FDP_IFC.2.2
Access Systems FDP_IFF.1.1
T B R ILE R d\:}% 517.1.14 Protection Profile for | FDP_IFC.2.1.
¥ e Wireless Local Area Network (WLAN) FDP_IFC.2.2
Access Systems FDP_IFF.1.1
A GRIRE | B BRI *dp3l 7.2.1 NSS LABS Test Methodology - Wireless 4.2 Capacity and Throughput
Networking
TRRRE | R A BB g5l 731 NSS LABS Test Methodology - Wireless 3.4.1 Exploit Library
Networking
L BE SRR g5l 732 NSS LABS Test Methodology - Wireless 5 Stability and Reliability
Networking
TR | 2R R R A 4530 7.4.1 ~ | NSS LABS Test Methodology - Wireless 5 Stability and Reliability
* 742 ~743 Networking
S3BLPIRA | R B ETR A 45! 7.5.1 ~ | NIST Special Publication 800-53Security and | RA-5 VULNERABILITY SCANNING
7.5.2 Privacy Controls forFederal Information
Systemsand Organizations
Collaborative Protection Profile for Network | Vulnerability Survey (AVA_VAN.1)
Devices
IR ARV R UL 2900-1 Standard for Software 14. Malware Testing
& dp 31 | Cybersecurity for Network-Connectable
7.5.3 Products, Part 1: General Requirements

NIST Special Publication 800-53Security and
Privacy Controls forFederal Information

SI-3 MALICIOUS CODE PROTECTION
(10) MALICIOUS CODE PROTECTION |
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Systemsand Organizations MALICIOUS CODE ANALYSIS
oA R 3R #3531 7.5.4 ~ | NIST Special Publication 800-53Security and | SA-11 DEVELOPER SECURITY TESTING
7.5.5~7.5.6 Privacy Controls forFederal Information AND EVALUATION
Systemsand Organizations (8) DEVELOPER SECURITY TESTING
AND EVALUATION | DYNAMIC CODE
ANALYSIS
UL 2900-1 Standard for Software 15 Malformed Input Testing
Cybersecurity for Network-Connectable
Products, Part 1: General Requirements
Ll AR & A3pal 7.5.7 NIST Special Publication 800-53Security and | PE-19 INFORMATION LEAKAGE
Privacy Controls forFederal Information
Systemsand Organizations
EAR1 ¥R FR Y APP A AF LR | B0 i~ 45 (Dynamic Analysis )
WPS & A3p3l 758 PhREH AT RE 5 -3 - 48 5331 2 F R i Jﬁ BT/

*

"Wi-Fi %#3*% % (WPS), 2 WPS PIN #
ioooom HIEREE S MBRE o
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