HEEE (HEER - FE)

B F4£E% 25 52 (DEF CON 26) |

P e -
HE A
IRELEIR
HHEREAR -
s

R

ERENEREEE

okt B

EB (RréEmndr)
107E8HSHEI07TESH 15H
10711 B 12 H






LS

DEF CON 2 BPE R E LS » B4 8 F &2 E 5 B 4 e
17 WS IPREREBERNZE - EZ4HK - WEAS  EEFURETFRNIAL
S - G > B T 2 HEERYN > FRA SRR [E TN T RN
(Village ), #ETHHES KR » DLRGEZ B (Catch The Flag, CTF) 5%
FE HITCON ERAES (107) SRS =AML -

S48 A 3 H » #iAE DEF CON 26 EaR28 Y 6 KAl - EiiAE afaE#
BB BERRIERGRM BAEEGEE - Bl 7 2R - S(EE R
Radgfg - AEEGHEEEHE ENEZSHAT A R AER
LR - NI lEEYBEr SR - SEEEERRORESTE% > HiE
LAt G S BT ATE AL - B2 2 B B BRAl ]
R e R R B AL e i B 2 P Ry LA -






— FENE

T EREEE T s

S~ OSSR e

—  REEZE IR S E
T BREFERE e

= BITREEEEREL ...

=S

.............................................................................. 20






= BYY

DEF CON /2t S AT E ZAHR G 3 - oA ST & Rifoie=
DURETEZSRHTRRIEEEE o BS4EmS SN IR ETESE - A5 KX EE -
Ry AR RO B ZARRI AN ~ BT RORAGEIZS - MU B & 22 7558 A il e
FERZ 2% > WEFIRES G -

IEHEREEBRE LB/ - ZAFRREER TR - (#
A WannaCry SHEH VRS - EREHEERRREE K P32 28t HHY A Ryt 2.
o BtERREEENEEERE T - FIEZAFIR R EER S —
L o AERRTRL - R FE R ER AR R R 2 BRI - EREEZ L
R EREER 3 K EEF B 2%  IRREEHER 52 (8 > BWEL
ERAREZE -

G TREERYZEBTA] DU - BIEERE EREZEREAE > ER AR
HEE M E 2P TAF - MASRE RAVIRL - TCHYBER g - A &R
RS - AR PRTARVEYIET T Gl E4EES - B AR S 1B LAY
ber > ii— B R RSB A EL 2R AR - S ERENEL S H
RAFEHLIEE -

By T IR i B e R flo % e fo s weE A W EAR S SR e H R PR &
i BESORHGTE > AR E LSRR - DR RE - RER
SRAETE LA R 2827 4



A BE
— GFENE

(—)DEF CON &rs5f6 1) -

DEF CON /2 & R MAHTE ZH g% — > H Dark Tangent (A4
Jeff Moss ) 7~ 1993 4 6 HEIIL - EFEE 8 H LAESREIN 52 N HraE I
HTERTT > TRV L e R — o 2HET2RE - eE - BUF
PR~ SR EELEEAR - g - SHES 26 f@ (DEF CON

DEF CON S#NEEE - UaMERET/ARE - MEUhEie e
&~ JTHEGERHRNTRFSER - MEIREN T 23 Rgis - SgHiRER
TGy EE NG SRR BLEG - e 2 B EeR IR S A [EHY CTF
R o AT RIS EBINEZHEE AT E HITCON EBIEIk B 20LE

o WAV IR -

IS

53

(—)DEF CON 26 &% ¢

AEEHRN 1078 A9 HE 12 H > fEEBRHENET Caesars Palace
85 F¢ Flamingo BRJGZR(T o & HATH A I 2290 2535 5 fe e » AR
200 S5 LA EAIRHET e - R 25 f T ERERT (Village ) s & FREA & B EEIT/N
IR ~ S SRERE « iR SR B B » (Rt DA R EE
Z 805 FRERY Village BL2FSMNUBH - ks [E MRSV ERE - THAE
GLEE By S BRI 100tz Asylum Village » 1F & BRI ZCE Bl e Y/ NI &
WMAIEZERE BRI SR 2080 ks [RELERS A/ NS T -

e E R R AR - NSRS TR A A2 g
st B Jeff Moss FERAR R _EAAATEGEERIE K B sE R Haa T &ft -
DEF CON 26 sAzat40 N1



F—RK (BHIH) L

AN

OH NOES! A ROLE PLAYING INCIDENT
RESPONSE GAME
20:00-22:00 in Roman Chillout

Bruce Potter & Robert Potter

DO NO H4RM: A HEALTHCARE
SECURITY CONVERSATION

20:00-22:00 in Octavius 9

Christian “quaddi” Dameff MD & Jeff “r3plicant” Tully
MD

DISRUPTING THE DIGITAL DYSTOPIA
OR WHAT THE HELL IS HAPPENING IN
COMPUTER LAW

20:00-23:00 in Octavius 13

Nathan White & Nate Cardozo

EFF FIRESIDE HAX (AKA ASK THE
EFF)

20:00-22:00 in Roman Chillout

BEYOND THE LULZ: BLACK-HAT
TROLLING, WHITE-HAT TROLLING,
AND HACKING THE ATTENTION
LANDSCAPE

20:00-22:00 in Octavius 9

Matt Goerzen & Jeanna Matthews

PRIVACY IS EQUALITY: AND IT’S FAR
FROM DEAD
20:00-22:00 in Octavius 13

Sarah StVincent

L
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101 Track

ThinSIM-based Attacks on Mobile Money Systems

8 Rowan Phipps
@]
Pwning “the toughest target™ the exploit chain of
winning the largest bug bounty in the history of ASR
8 program
= Guang Gong
Ring 0/-2 Rootkits: bypassing defenses
8 Alexandre Borges
&
A Journey Into Hexagon: Dissecting a Qualcomm
o Baseband
g Seamus Burke
—
Wagging The Tail - Covert Passive Surveillance And
o How To Make Their Life Difficult
o
< 5i & Agent X
Building the Hacker Tracker
8 Whitney Champion & Seth Law
LID‘
=
DC 101 PANEL
% {Unbil 16:45)
i
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DEF CON 101 Track 1 Track 2 Track 3
Synfuzz: Building a Badge/DT Welcome De-anonymizing Program- Securing our Nation's
o Grammar Based Re-tar- mers from Source Code Election Infrastructure
Q getable Test Generation and Binaries
O | Framework Jeanette Manfra
3 Rachel Greenstadt & Dr. Ayfin
Joe Rozner Caliskan
Please do not Duplicate:
@) Attacking the Knox Box
™M and other keyed alike
o systems
—
m010¢ch._
An Attacker Looks at NSA Talks Cybersecurity One-liners to Rule Them Lora Smart Water Meter
Docker: Approaching All Security Analysis
© | Multi-Container Appli- Rob Joyce
Q cations Egypt Yingtao Zeng
=
Wesley McGrew
It's Assembler, Jim, but Vulnerable Out of the Box: Breaking Paser Logic: Who Controls the Control-
not as we know it: (ab) An Evaluation of Android Take Your Path Normal- lers - Hacking Crestron
Q using binaries from Carrier Devices ization Off and Pop Odays loT Automation Systems
@ | embedded devices for fun out!
Q and profit Ryan Johnson Ricky ‘HeadlessZeke' Lawshae
Orange Tsal
Morgan “indrora* Gangwere
Dissecting the Teddy Rux- Compromising online Finding Xori: Malware One-Click to OWA
pin: Reverse Engineering accounts by cracking Analysis Triage with Auto-
8 the Smart Bear voicemail systems mated Disassembly William Martin
(.D Zenofex Martin Vigo Amanda Rousseau & Rich
Seymour
You can run, but you can't Dragnet - Your Social Attacking the Brain: Fasten your seatbelts:
hide. Reverse Engi ing Sidekick C ize Evil Protocol to We are escaping iOS 11
% ing using X-Ray. Pwn an SDN Controller sandbox!
< Truman Kain
Q George Tamovsky Feng Xiao Min Zheng
UEFI exploitation for the GOD MODE UNLOCKED 4G - Who is paying your Revolting Radios
o masses - hardware backdoors in cellular phone bill?
o x86 CPUs Michael Ossmann & Dominic
o Mickey Shkatov Dr. Silke Holtmanns & Isha Singh Spill
S Christopher Domas
Weaponizing Unicode: Bypassing Port-Secu- Playback: a TLS 1.3 story Privacy infrastructure,
Homographs Beyond rity In 2018: Defeating challenges and opportu-
8 IDNs MacSEC and 802.1x-2010 Alfonso Garcia Alguacil & Alejo nities
i Murilio
ﬂ The Tarquin Gabriel Ryan yawnbox
Automated Discovery of Your Peripheral Has Practical & Improved Wifi Your Voice is My Passport
Deserialization Gadg Pl d Mal - An MitM with Mana
8 Chains Exploit of NXP SOCs I SR
- Vulnerability Singe
L‘.g fan Haken
Yuwe: Zheng
Your Bank’s Digital Side I'll See Your Missile and Panel - The LOpht Testi- Reverse Engineering,
Door Raise You A MIRV: An mony, 20 Years Later (and hacking documentary
o overview of the Genesis Other Things You Were series
@ R o Scripting Engine Afraid to Ask)
!: Michael Lee Nirenberg
Alex Levinson
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DEF CON 101 Track 1 Track 2 Track 3
Through the Eyes of the It WISN't me, attacking You're just complaining You may have paid
Attacker: Designing Em- industrial wireless mesh because you're guilty: A more than you imag-
bedded Systems Exploits networks Guide for Citizens and ine - Replay Attacks

8 for Industrial Control Hackers to Adversarial on Ethereum Smart
-- Systems Erwin Paternotte Testing of Software Used Contracts
'_O_ In the Criminal Justice
Marina Krotofil System Zhenxuan Bai
Jeanna Matthews
Hacking PLCs and Exploiting Active Di- Compression Oracle At- Jailbreaking the 3DS
Causing Havoce on Critical rectory Administrator tacks on VPN Networks through 7 years of
8 Infrastructures Insecuritias hardening
T Nafeez
— | Tniago Alves Sean Metcalf smea
Building Absurd Christ- Tineola: Taking a Bite Out You'd better secure your Ridealong Adventures
o mas Light Shows of Enterprise Blockchain BLE devices or we'll kick - Gritical Issues with
L_-! your butts! Police Body Cameras
™ | FobJoyce Stark Riedesel
- Damien "virtualabs® Cauquil Josh Mitchall
One Step Ahead of In Soviet Russia Smart- Reaping and breaking Looking for the
Cheaters -- Instrumenting card Hacks You keys at scale: when crypto perfect signature: an
8 Android Emulators meets big data automatic YARA rules
- Eric Sesterhenn generation algerithm in
Q Nevermoe Yolan Romailler the Al-era
Andrea Marcelli
House of Roman - a The ring 0 fagade: awak- Detecting Blue Team Re- Infecting The Embed-
o "leakless" heap fengshui ening the processor's search Through Targeted ded Supply Chain
M| e achieve RCE on PIE inner demons Ads
o Binaries Zach
— Christopher Domas 0x200b
Sanat Sharma
Having fun with loT: SMBetray - Backdooring Digital Leviathan: a Playing Malware
o Reverse Engineering and and breaking signatures comprehensive list of Injection with Exploit
S Hacking of Xiaomi loT Nation-State Big Brothers thoughts
:-!; Devices William Martin (from huge to little ones)
e Sheng-Hao Ma
Dennis Giesa Eduardao lzycki
Sex Work After SESTA/ Fire & lce: Making
% FOSTA and Breaking macOS
= Firewalls
E Maggie Mayhem
Patrick Wardie
Project Interceptor: All your math are belong Reverse Engineering Win- Booby Trapping Boxes
o avoiding counter-drone to us dows Defender's Emulator
S systems with nanodrones Ladar Levison
L.I."i sghctoma Alexed Bulazel
— David Melendez Gano
Qutsmarting the Smart 80 to 0 in under 5 sec- All your family secrets Inside the Fake Sci-
o City onds: Falsifying a medical belong to us - Worrisome ence Factory
] patient's vitals security issues in tracker
Lﬁ Daniel *unicermFumace” Crowley apps D, Isabella Stein
— Douglas Mckee
Dr. Slegiried Rasthoter
CLOSED The Road to Resilience: Relocation Bonus: Attack-
) How Real Hacking ing the Windows Loader
o) Redeems this Damnable Makes Analysts Switch
P Profession Careers
e
Richard Thieme Nick Cano
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DEF CON 101 Track 1 Track 2 Track 3
The Mouse is Mightier Rock appround the clock: Defending the 2018 For the Love of Money:
than the Sword Tracking malware devel- Midterm Elections from Finding and exploit-
8 opers by Android "AAPT" Foreign Adversaries ing vulnerabilities in
%) Patrick Wardle timezone disclosure bug. mobile point of sales
9 Joshua M Franklin systems
Sheila A, Berta & Serglo De Los
Santos Leigh-Anne Galioway
Searching for the Light: Breaking Extreme Net- Politics and the Surveil- Demystifying MS17-
Adventures with OpticSpy works WingOS: How to lance State. The story 010: Reverse Engi-
own millions of devices of a young politician's neering the ETERNAL
o Joe Grand (Kingpin) running on Aircrafts, successful efforts to fight Exploits
Q Government, Smart cities surveillance and pass the
= and more. nation’s strongest privacy zerosumox0
bills.
Josep Pi Rodriguez
Daniel Zolnikov
Breaking Smart Speakers: Last mile authentication Attacking the macOS Designing and
We are Listening to You. problem: Exploiting the Kernel Graphics Driver Applying Extensible
o missing link in end-to-end RF Fuzzing Tools to
Q Wu HuiYu secure communication Yu Wang Expose PHY Layer
N Vulnerabilities
Thanh Bui
Matt Knight
Trouble in the tubes: How Man-In-The-Disk Micro-Renovator: Bring- barcOwned - Popping
internet routing security ing Processor Firmware shells with your cereal
o breaks down and how you Slava Makkaveev up to Code box
Q| candoitathome
™ Matt King Michael West
Lane Broadbent
Asura: A huge PCAP file Lost and Found Cer- Edge Side Include
analyzer for anomaly tificates: dealing with Injection: Abusing
O packets detection using residual certificates for Caching Servers into
M massive multithreading pre-owned domains SSRF and Transparent
™M Session Hijacking
Ruo Ando lan Foster
Idienmarcil
Betrayed by the keyboard: Your Watch Can Watch Hacking BLE Bicycle One bite and all your
How what you type can You! Gear Up for the Locks for Fun and a Small dreams will come
8 give you away Broken Privilege Pitfalls Profit true: Analyzing and
- in the Samsung Gear Attacking Apple Kernel
ﬁ Matt Wixey Smartwatch Vincent Tan Kwang Yue Drivers
Dongsung Kim Xiaolong Bai & Min Zheng
Closed Panel What the Fax!? Fuzzing Malware For
Fun & Profit. Applying
(@) DCGroups Yaniv Balmas Coverage-guided
(@] Fuzzing to Find and
w Exploit Bugs in Modern
=3 Malware
Maksim Shudrak
o Closed Closing Ceremonies Closed Closed
™
O
2 2o
o
Q
N
C g
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PRS- bR T EATE 103 FIEGZ TR IRE 2 Haraids - I 104
T~ 105 AR EFRESRIRE 4 2~ 55 4 215 2 RIFEN =8
HITCON #kPx » &85 5 RABRES - e EHA—EH =& K5 Balsn ~
2 A EE Bamboofox ~ H1 L AEE DoubleSigma PAK FFFHE Kerkeryuan 25 4 [
Bk AH YRR (T BSF » DATHZRES 22 MVRER » B S0 DEF CON CTF
22

SHEARE SR 25 28 - B TPHEAr 0.0.0. (Order-of-the-
Overflow ) HY CTF ZHIFIBIEHLLAE - A EEHEARIAEE; (Attack and
Defense ) » Tfi/@ & King of the Hill FVEEH > ZEaSESAAER T2 RIFENEE
14 WIEIREZERYI~FAIRE )] - RSB RN - SR T ER (E R
e RIS FETER S - B ERZ A g R BT 12~ 15 RS ERIE
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Overall

Points
DEFKOROOT . 376.577 163.676
PPP . 400. 200.0
HITCON . 3272 183.807
AOE . 400. 3720199
Sauercloud 17522998833 17~ 165.864
Tea Deliverers 229.492 349. BT%637

mhackeroni 182.239 351. 142293

binja 1557638311132 49.672

Dragon Sector 63.28 198 137199
RPISEC 101°.776  290. 6.127
Samurai 1102272 5228 65.646

BFS 117.142  255. 11.816

3~ CTF AFEpaE (AR - Twitter)
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x BOGOTA
TITANIUM PICKS

6~ SHEEAEHREL

A EEEEERHTT - BESE A T 4R (Wall of Sheep) ©
FrafsnER e e N R B2 VERV S 2 B ARSI E R 25
FRHIT > BRE A ATESRER R - (AT ED

2018 Wall of Shee,

SPONSORED BY:
If you're a sheep, please do NOT change your password

on the same network!!!

splunk> 77 e

you're not a sheep.
Cybersn iPhone users: go into W gs and set "Ask to Join
i Networks”™ to "ON™! You 4ant your phone
BROUGHT TO YOl BY: auto-connecting to *any
v ARIES SECURITY
Thank you!!!
2018 - All rights reserved. www wallofsh m

all of Sheep ® - ¢ upyn © 2001
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(—) Vulnerable Out of the Box: An Evaluation of Android Carrier Devices

1 ~ % * Ryan Johnson (Director of Research at Kryptowire) 5z Angelos Stavrou

10



(CEO at Kryptowire) ©
2~ BEfE 8 H 10 HH 4 12 B
3~

SRE Kryptowire A H|HVEEERHZ A IS 6 REMEEHEEHE
Ay ~ {RFE Android FHEHETT AT > 4F 25 R Android - H BRI HIEAG
BT R SRR/ VN 35 ([#R0H  BEEERERT - B EdEH
BREHACEE - MEIREEMHEER - BIEEEEER PSS - K
Y RE A eSS E B R ENR AR s IS BN RS
FEMR -

sl DA P AE LR R AR N > 2 DA R (I g o ol B R
1T EUE ~ IIAE CRIREAEAEANS - AlERHEA TS - i
RS HISERY AT REME » BIRSECTHEGE =0 LAV RERH M B B LA e
SGEFTRAE I Z BT ER B e L 2 Eba b - EEENYE - SHEEIEGHY
WEFEF IS LABEME Android HYZSTENT ST > (EEEHM ~ PHERERAG sl
HERrEAEAEARE g R - NmiEARiia e -

piranr iy ZMAX Pro stz AUSEER PHIFTARER - B2
flA ~ SRR - 110 Vivo BY V7 T FEERAYRE ZCRTREAE AR UG H
G2 MEHECHkERE R © Oppo HY FS AR 1HExZ 172 SD £ > &
RERITETS + LG HY G6 Refsi R P ~ B 04Csk + Asus HY ZenFone 3
Max PR IR E G S ~ BB E N Wi-Fi 205 - 5
H M EEEISE TS -

Kryptowire AFIEAE4E (https://www.kryptowire.com/portal/android-
firmware-defcon-2018/) ¥ T A F- AR 5k EAAHRE R -

() What the Fax!?

1 ~ 5% * Yaniv Balmas (Security Researcher, Check Point Software Technologies)

J¢ Eyal Itkin (Security Researcher, Check Point Software Technologies)
11


https://www.kryptowire.com/portal/android-firmware-defcon-2018/
https://www.kryptowire.com/portal/android-firmware-defcon-2018/

2~ B C 8 H 12 H N 3 B

3~ i

2H Check Point 22 F]HYE &7 IR 2 Bl S6 3R Bz vl st PN E L)
REAVENFRAE A TEERE T, - BLAETERE N > RN =R HAKE —4
PEHVEERS - A% T H EternalBlue 4 AR ERE - FRIEHHYE RIS
BEHERINA -

Check Point J& 7% i85 {E E % PSTN ##sfihE - DARGEAE 2017 42 3 H
FirfE iy CVE-2017-0144 TRl » 18 i2—{E i B8 A8 SR Bl E I R B Y
SMB e R - &R AIEEH) WannaCry K Petya BZ9W 5207 AR
fi o B2 R H AR - SLAE G SR eI o i H S IR A
GRS - All[E—4Ep&HY B RS th &2 FIBZ s B T 2 B - HFA
W E

4 Infect entire
IT network

Take over
2 Printer-Fax @

Attacker
Printer-Fax

T [eadom
(S9) [—w)
p—r =

[

8~ B B E ER Tk

s E P E TR NI HP Officejet 25N THAEENFR KL - I
R A 2N E Y (B R N ERAE R PRBE - I SE R RHRRR A HVERES - H
Ail HP S & T HBRE - BEEAYSZ R S804l ¢
(https://www.youtube.com/watch?time_continue=49&v=1VDZTjngNgs) °

(=) A Journey Into Hexagon: Dissecting a Qualcomm Baseband

1

~ 5%+ Seamus Burke

12
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>
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(P9) Wagging The Tail - Covert Passive Surveillance And How To Make Their Life
Difficult

1~ %% ¢ Si & Agent X
2~ F#fH 8 HOH T2 B4
3~

B R AR HERE A B e A A HEREE - & T REASH
A sEE B E DA MR > DUR — H S8R g REe s 4l 438

Hii o BIAnEREEE T E R - B e R AR T B > R
13
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Vehicle Anti-Surveillance
*Vary your route
*Use Public Transport

*Call a Cab

10 ~ el R R

(#1)Securing our Nation's Election Infrastructure

1 ~ 5%  Jeanette Manfra (Assistant Secretary, Office of Cybersecurity and

Communications, Department of Homeland Security)
2~ BEfE 8 H 10 H B4 10 &h
3~

sl e 2 B 2 e B S 2 E BB S A E BN - R
FEEREEEREREZNIZL  BEIZZ 2 ERER - ITHE0K > EKEIE
i S BB R RS i I R Y VB AR R B BAG AN 22 » AR AE 2016 SRARET K2
HIEEERR N -

SHERRAERTT 2018 AV e R » B+ 20 fEAE 2017 £ 1 H >
e BRI S 115 E Ry o S AR RS - T RV BE ER RL O R it 2 ol R R ZE A
BRI E B IH » B 2e 4= 8 8,000 (&2 82 E g LUKz 55 &M
s EEERE B HERES(E - DIt MIPReE H CRIERSE - BEEREREE
YRS - B AR AR T S 1F - DRSS AR - R
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R RS - LA ATAE PR Bt B 22 2 TAMENR - Lg%
Exi

(75)Lora Smart Water Meter Security Analysis

1 ~ 5% * Yingtao Zeng (Security Researcher at UnicornTeam, Radio Security
Research Department of 360 Security Technology) ~ Lin Huang (Senior
Wireless Security Researcher and SDR technology expert, 360 Security
Technology) &z Jun Li (Senior Security Researcher, Radio Security
Department of 360 Security Technology)

2~ WG C 8 H 10 H B4 11 %h
3~ fHE

Lora /& H RitHE B\ THIYIEAE 258 - 548 Lora 48E% » 7] DURE/KSRAY
ERH R Ay =X %IK?U\E@EFHAﬁ?"VKﬁ%‘%E’\J%IEIT’E ° RHE
360 Security Technology 7~ EIHYET » 7 i BA fEdi (S HAHAY/KER -
PAKz Lora HiEs 1T 2 (5 TAZFITIATT - SCHAE ke ek BB R Y 22 2 AR AL
b - EUFEMD WA THEKER - (BERESRER - B#HHFEE - &Lk
&R > DL GPRS Hhf AT 8% -

Conclu3|on_ comacam

$ IP: XX.XX.196.229 E
Port: 50001

i U[D 6B44D4A0945902E0 i
TCP Private agreement  ;

{ NID:1 CH:150 Freq 498.75
i GPRS:ZTE MG2618

i MCU:ATSAMGS5/19

i Chip Setup MCU:m17m5v
i Lora Chip:SX1278

i 512Kb Flash:fm24c512d

OPENBTS
,,,,,,,,,,,,,,,,,,,,,,,,,,, i
: Freq: 470-510 HE -
! BW:125K i =]
i SE:lL - ;lﬂl;
i CR:4/5 1 M .
i PLi6 i W e
iswouz i sxizs | Amuino | | Hacker |

& 11 ~ Lora 7K$EE& 4 E fx

15



(t)Your Bank's Digital Side Door

1 ~ 5%  Steven Danneman (Security Engineer, Security Innovation)
2~ HERA 8 H 10 H N4 5 &b
3~ e

o o T AERS SR THIAEG(E A 2 EEIR a0 a8t d] (MFA) » HHEA(E
HIAA B E B 2440 Quicken ZFAIRERA » FHEE—P0MT1% - SR AR
A 20 FREENFEREERMR S (OFX) bl R ER 3,000 2%
JEZESR/T - (3 BVAE A E ZHYIRIE -

7122 Quicken ~ QuickBooks ~ Mint.com ZE & 4{o] Fi £ &7 LR =
o~ fEHR - BREEEHENMEER - o DR R SR T &N The
HIRAR I 2 2 AR E RETSHY - Rt » EE e rlr 2 —{EEHE OFX
ARFFHY T H - MR ECTNRE fe K2

(/OMan-In-The-Disk
1 ~ 5% © Steven Danneman (Security Engineer, Security Innovation)
2B 8 H 12 H M4 1 &L
3~ fEEE

REBNEFE LG E R @A L E R B HMEAEAE R
BEFRERMAST » TCHE Google AETI58E Android HY/D & R > 51HEHT
1)) ANV NIE R G LRI <o V= e 15%3%%5’““?%57@57(?{3%%%%
R E e AT B A A AR BURE R BB A SR & PRI
M4 Android FHTHY D@ RS « HIEET AL T E] -
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MITD Attack Vectors

Downloading to Maintaining working data
external storage on external storage

&)
s =8
O T

12 ~ FIASMEEC R R E R

st et MERC IR R AR R A B CE & ~ AT
& B FIESY APP » DU R 2 I BRI R 0D R st -

Updates itself through external storage

- 1. Downloading of APK file
l to external storage

. 2. Verification of APK
3. Installation of )
A file’s SHA1l hash
the APK \

2.5 Overwrite the APK

13 ~ APK fE A EIN

17



14 ~ SEEER
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IR B2 51 DEF CON 26 CTF #iEEHY HITCON E% - AEfErss 3 4y
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2T 12 #4930 BES IR - thEIRE B -

NI EZE T2 B R E - SHFAETREI#E Y HITCON CTF 55 EEwk
DEF CON CTF E¥EArHEE f5IHA: DEF CON AZES —(EfE 85 > 5|25k
1,800 {EF(HEE > ST EAYZES Dragon Sector [% » 1 H %54 HHFAY DEF
CON CTF #1142

= ERBEE

VEEEmENRHAYIED - B2t HE H 5 - NI - AR BUR TR B¢
EREER  AHRERIRATRBEELZANS > THENESEEZ K - &
B EHANILE BB RIEERES > iRt AR S (ERYE 22 - HEX
JEFHERR EENBHB B A LR SR - I E B R RS RS S BB
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DEFCON 26 ‘E#4d : https://www.defcon.org/html/defcon-26/dc-26-index.html

DEFCON E494 : https://www.defcon.org/index.html

DEFCON 26 &#}HE : https://media.defcon.ore/DEF%20CON%2026/

DEFCON YouTube #H7E :
https://www.youtube.com/channel/UC60Om9kAkI32dWIDSNIDS9Iw

iThome ‘E44 : https://www.ithome.com.tw/
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