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P ASRE frHE IR R
FSApE FrAE &R
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HEEH SR
SN AFRERE  EERE R HAPFEAWS | BUEREGREL
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BT fELIIME EARE & TwikiEs ERECRs
RPsE B pEFEL Ak - b ErfEE Eé@r_
g kst NEERSES OSBRI
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Software
Sabotage

How Stuxnet
disrupted

Iran's uranium
enrichment program

1/ The maliclous compl
worm probably entered

BTG PRAHER EEAE - S8 TE R p e Bk 5 JL
ey - B R NP (A B AERASE R E B AN R (SHET LR =
B LR R EAAHRRAER AL ) SN - A E R
MIERSRE - BRI E " Stuxnet , A DA BB BT & B 5 19X

BRI R S NG - Stuxnet UHE YA, 0 RE— L

SR T SRFARER I By H ARV IR SR - RZ R BB HAR R A BAME AP T %
FSRHIRL RN - IS - SR CRS A T O A 2R

Jith o A AR AR (Bushehr ) % EEUhENE R AERREIE > A
(Stuxnet FWHFEFIZ NE)

Iranian
centrifuges
for uranium
enrichment

2 The virus Is controlled from servers In Denmark
and Malaysla with the help of two Internet
addresses, both reglistered to false names. The virus
Infects some 100,000 computers around the world.

@l MI @’Tﬁ

fcﬁv ( L. D

the computer system'=

which Is normally cut off =

from

at the uranium en| [
facllity In Natanz viaa =
removable USB memory™=
stick.

3 Stuxnet spreads
through the system until
It finds computers
running the Slemens
control software Step 7,
which Is responsible for
regulating the rotational
speed of the centrifuges.

BFunite~EE (EA5(H © ExtremeTech 481k )

4 The computer worm
varles the rotational
speed of the centrifuges.
This can destroy the
centrifuges and Impalr
uranium enrichment.

the outside world*

B 6. Stuxnet H&

= - RERHERE T K &SRS SR

(Incentive for providing personal information for big-data
services in time of large-scale disasters)

A R R B SN AP AT SR % - Dr

Hitoshi Mitomo
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o & B X e F s T 52 H{ED% (Contingent Valuation Method - fifH
CWD -~ DAFEREIEE 3,000 i A48 REIER - SRR 200RBHE
FEfSE  (Willing-To-Pay - f§fE WIP) (HEFIIRESE Al HE2 (T & 82 T
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People compare between the cost and
benefit

Benefit
| Burden | Sense of security
Lump-su_f yberse Smooth .
subscription fee evacuation Survival

Personal information to be offered:
1.

2
3
4.
5

‘Services to be prowded

"'1 ~Evacuation routing

- Confirmation of safety
Cloth delivery
Medical care _
Emergency funding

Location information e
Family information

Body measurements <::
Medical history
Financial information

“@o|nIes Jusbijjeu|

i L)

- In addition, earthquake occurring is stochastic. This reduces the
likelihood of the benefit. '

NBTC-ITS Global Cyber Security Opportunities and Challenges Conference©2018 Mitame & Sakurai i7

&l 8. OHEE KNS EARTEANR (BER5IE#EERER)

*3.AEHGEEER (BR5IH#ERER )

Date of the Survey |August 5-6, 2016

Target Internet users in the Tokyo Metropolitan area
Number of 3,090
respondents Male: 1,545(50.0%), Female: 1,545(50.0%)
Age Between 20 and 69 years, average age: 44.6
Married or not Married 1,806 (58.4%),
Unmarried 1,284(41.6%)
Occupation Employed 2,041(66.1%), Students 138(4.5%),
Unemployed 911 (29.5%)
Members of Live with other(s) 2,542 (82.3%),
household Live with children 1,116 (36.1%)

Medical conditions |! have sickness: 821 (26.6%),

Family members have sickness: 1,348 (31.5%)




Estimated WTP: Regression using the Weibull

distribution |
The Weibull distribution (the survival curve) was applied for

regression.
“Protest bids” (5.0-7.9%) were excluded.

The case of “Location information”
N_2 867 Cumulative

rate of

Acceptance ratio for each prlce range  acceptance EStimated WTP curve
29000 ko . cocid P R USROS R
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& 9. (FEER (WVIP) 534 (ERSIE#EERER )

AT ¢ IR I A S R B E SR TR R R S B3 A R A
BERGHE AR E RGNV ENIE T —RERR A2 E
TRt EE AU A

C TRZERE#R

(Cyber Security for Industry)
e A R R TE O RATEEE ST & Dr. Arnd Weber
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10. EE-RE TS R o2 fr & ET9E & Dr. Arnd Weber

e e o T AU SRR B R EREStE  r » Bl 7 - BT
TR RN e EAR ARPERIR (R _Eif0 N0 R HE PG ~ TSR A4 - BERG
d 1 RS BG4 g o Rl E RS ST P A AN B, AR
KEtEt A5 DU ) T 2R &AL -

PRI > RyEp AR KB EE > s EARLE/
EH AT EIE o NI « BE LRy S —H RIS RS /7 & B T SRR
%ol - HAEssZ SIS O 6 & R (RS M A AR DU AR R 2 Y58
BicE - sEftREL 2T -

B ~ BRI AN 2 BRI ORE BUR R A

(Recent Policy I[nitiatives in the EU for Cyber Security and
Data Protection)

e A ¢ 9L SCF = AR /A FEZE - Dr. Simon Forge
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ATHH A RSS2 N B RREBUR BB ReE — Al (General
Data Protection Regulation - f&f# GDPR) - KRBk EE A RS ABEAR S &
VEfh 8 > I 280225 (Directive on Security of Network
and Information Systems, f&if§ NIS Directive)
GDPR A BONEE KECHEE G 2016 4 4 H 27 HisBEEMR
AP K 2018 4 5 A 25 HEFAMET - B 1995 FHlEZ " &EkliRE
f5% (Data Protection Directive) ; » ®ELIFEST S AERENNECERANE
BrEENENREZ —2 (Frhl2ErEE)) - WHRE A &R EEE
B 2 [t o MHELERIORETE S - GDPR KRB Est H A B A& Rk
BFRE - IRBIEBTIAS - Rt RE R & BBUN 559 M LA
& MErEREMNEARHEERS L 1B A E RS EU
4% » BHELL 2,000 EEOT (AR S R ALE ) (F RSl Eig 2 AR
=,

558 NECRER B & BRAE AR BUE A P B RLE R IR NS T - 7H
FEfE TS E AR ERHZERINE - [F) s s e A (E A SRR T Al i
A TR N SRR PR AL E RIS - R HEE RS
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GDPR A LA NEE&:

1.

&R R/ ¢ b T B EECEEE I 3E » SiE N8
sEMAYSE - EFEE RS - B A R ~ R s B R R
N B SEBEH 4R E - #0E GDPR AyR# -
PRWVERBEEFRER - HRESEERERE + HECENIRLE
T K R BR R BRI EEEE - & T HECR AR SEAHER AT LIA RN
PRI GDPR HYE R ReERI#T » BURBEEORIE b3 » #WVASENE
—(E&RHA#E (Data Protection Officer » DPO) HYEZEMAE -
EEER REROVHEFRIREETIE - —BMAFEAENK GDPR
HIARED > E(EE R RS R B EGIEFHBAN AR
{EEHVEEE « BENFH » MEABKEBEANEER | MEZKHE
MEHSENEEEANFEES - ERHEEEHEES -
AR S H A S © SR PEON R AT DU TR ILH]
B IR LR - BOM R A DB SR L ETTH -

(LB A BRI TR HERER © okl nIHERE L 2B BON B R AT A [FI IR %
o 0 BA S hREEERRERN] > G140 - BOMESR AT LIE R
ISP 3% » EESMEIS/M—( ISP EEHWIRG L - il > FEEASH
BIRVPEE » 2 m G2 5 B R E GDPR Aty A s e b -
PSRRI ¢ TR N T B RHARR , SRR AR
EE A DIEREEE R = DU E R R B - DR BRERE
BANENER - ZIEEHEEAEE - SfEAtEmE AT =
TIEEEN - HRERERIVAHR RIS © BRDH B B H A~
[F ~ AR EE - B R EREREABEARES S - A DIEK
i -

SNEEE DRLE 72 /NP ERECHRE LB - fan Bk
HE B R BRI - — BB HEINNAVE LB DA
T 72 /N LRSS BRI OReE FE R (Data Protection
Authority) ;5 MUEREESNEERENES N GEEZEEER
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W ERL ZE R PR ATE RN -

EERELRTEEWARRTLRTE © A5R/E Privacy by Design ([
FLpragasat ) B0 7E Privacy By Default (FERA(REETHEL) - #E
AT AR R ka1 EFE AL PRy EE SR - [AIIEEAE GDPR AU
i o W IEF A AAERARVAR SRR - SRR BGHSIE B et
W& RS - BB AR RERG AT E -

BT EEANAHERH®EH LR (Profiling) #A : EEAAE
FEAERPETEN T n AR B R B R - ST
MR ESENER G - BRIFERER Z B B 7] DESHH - R
SeVERNEE T A NG RVIEEN: - FlIaA B A RS K
F o —HEFNRHIENE - B s B 2 i Bt 1R EE
FH R - SRR R (R E S A (EE - GODPR IR T ERES A
ARE TR —TER RS - AR REER oA ~ s - A
TRAEER G - ETER TR » & At RER S
IEEHEIAT -

EREFE IR B ECHRERERNME © BERRE 8 E (Data
Protection Impact Assessments » DPIA) B EBEHrRERRIE
o UL R AE A FEAARERA E b - EH0PAtr & ~ EEAIANE S
i AT TR AT » R St AR BRI Y S 55 S B B 2R R AL
% e A HETEM AL -

REsillefE  ERUERERETIRIISSH « h I ENETR
L > GDPR B AMEHE S E1228 - Sy WiEFREEE] -
ERA AR - EEEEAMBREANERIVFEK -t
R P ERREN M EE R4 - o m] DU S 1 T-HEX
7T (AU E 3.6 [8yT) » BEEEBRE AR 290 /F K&k -
WREHBRENER TP EE  aaEHH B8
M P IERFMEENEE K - RSB EE AR - 198 RIS
(& BN AT ERSHE (DPIA) A EmERR
€ EARE =B EEFER TR e PURET 2,000 &
Bot GHrEw 7.2 () S0 RERE R 4% - BE+# -
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NIS Directive FBBONEEERY 2016 4F 7 H 6 HiE#EATH > IVEF 8 H
AR FEBIHNE AR 21 (B HAEI 2018 4 5 H - KHES 2 NA#H
AZBHEARBIEN AN - WAEZ &R 6 @ H (2018 4F 11 H ) WERd&EE
PSRV E G » 8 BTE RS 215 O TR (IRE & SR B A Rl
HIETEIR B B B R - & RETR ~ 8 ~ KT~ SRl - EERERREEY
(i EEBR e I - SEEVVAREUE B 2280t - A EERNELSE
(R R A RA AL - BR T Rl ELEREAR 5= iR 2 4h » NIS Directive 2
FA RN ET [ - Bl R AR KA RS RS AR -

Ry TR g BRI 2 RIS E1F &R BRI L E R/ N - R
T ENSZE B RE/NE (Computer Security Incident Response
Teams, CSIRTs) -~ FEATRENERELZEN - WHELEIRTHE - NE
Kot o 55 Rlfetres & B B L E 2 F b AR BISER - W BB
LR E NALERES (CSIRTs network) - Feffh& & BRI HE 2 E
SRS - BEA RN 2 B R R A s & s R B fir
AR R LB R E AR ~ G1F il R BOK BRI RORE 2 BACRE
71 LR EB N ER T 2 DAL

N~ IR E NIRRT R £

(Cyber Security Issues in National Security and International
Relations )

A EFEALREIENINTIREZTZ -Dr. Nir Kshetri
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MG L AT B MR (% - LSRRt 2 2 TR AT AR &,
HIBPE O EHY B SR - H il P ] S SRR 5 2 B B 25 T £
2] The Council of Europe Convention on Cybercrime BRERAE4ZIEIELN
4] (CoECoC) - &% 2018 £ 11 H 19 HAy 1k » 4bF 65 (B %E T
CoECoC » {HIEALHITHREN I m - R T ¢
1. @RUSEALERAEMNGESIUFEE R AR S ([R5
AR UTEN B R A EE) - il - PHETHR B8 DOS ~ Hpg i
DIIESE - WIRE S FTAN4ERIUIR YRR -
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HgRIT ~ ENERIFER) HATERA E#4IE -
3. HIEREHONZHIE - SEMERAERIUERERE - S35
BRGNS » Bl H ARSI A s 2 R M -
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ERZEANHERS L e iR ) -

3. BN S BIAATE T B SHIHER TR R & -

4. ZSHRANERE/ EHRESKEFES - e COECOC HIRE

5. SrEMSENREAEGTRNMIITE  Fla0 - ek TREE
FEHY GPS HEINE (GPS HZE) - HIFTHHIERIFEHE 2471 -

- ATEEE TR 2 ERTE

(Artificial Intelligence and Security & A Global Agenda for
More Secure IT)

FzEA : Dr. Patricia Longstaff *Dr. Arnd Weber
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13. E&E A : Dr. Patricia Longstaff

[t3# Dr. Patricia Longstaff £RET T A TRESRIZIREIN A
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Dr. Arnd Weber FRauf [T i fdis 2 FmHA L - Ryl e T3 8E 7
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Supply chain

Embedded system
Preproductlo ;
Hasdware description _'. ( (exposure mask} Application
| . - program
EDA tools ; Ma ufecl uring. )
eemloond ctor fab)

| H L=

System redesign

/\

[ 14. ML A BEE R EE (EBASTH#EERER)

N\~ EERENER RS B 2

(Building a Comprehensive Data Protection and Cyber Security
Framework for Thailand)

Eag A 0 SCF £ APRE/AE] -Dr. Simon Forge

GLOBAL CYBER SECURITY OPPORTUNITIES
AND CHALLENGES CONFERENCE |~ (|1}
6-7DECL ER2018. |
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15. 3% SCF BE AR/ AF]ESE - Dr. Simon Forge
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JRIRHVERSICIRE ) & - HosgERnlsasisk s " NEl ) HIEE - FERE
H 55% HIEEARBHENEIAEEN (S5SHUSESHRE) © 329641
S TR PN SO B AR AR K S NER Iy - SR Bl ey AL
SRR ~ EESE ~ BRSO AR R -

ahe tAFASREZRE BUR R IE R R BT BRI R K - S E 51
I E R R ARV ER] - ERHERE (FTAE) BaHEA RS
A BEFSEIIE RSN - BE ITE R R R 2 2 AR E M

(Z%) BEEHBEAEREREIERS > ZETERBAZEHRSIAE
BHERIA T &5z ) BarEZRZ — -

FHE LB > ZREBUN 2B K E 0 R S R HI4EER - plaTEd
FIG AT =BT > EBAEEREE > BRI
EE S BIREESE L (CERT) ~ BEREEZ RO ~ UM APT
WS e ~ STESBRE AR R EE SR R ] ~ RE R E BT
1% °

L Operations Group for cyberdefence J

National information sharing bus ]

International ) ™
Coordination Vertical Civilian &

. "
for intelligence |nduzt_ry , (s:lulnggrt
Incident Responses - Via an ISAC*) coor 'matlon _
i T for critical & education
detection | | for Mitigation _
[ APT & \ | infrastructure

National CERT(s)

& alerts Of threats o
Government «Utilities

response Finance

*Other
History k )
& latest info

16. REIBUFHIER A48 (B 5IE#ERER )
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Governance to implement the framework — the institutional
framework is based on a cabinet minister (as in some EU MS models)

- _ ' hY Cabinet
National
Emergency Minister for
& Threats | |cypersecurity
Committee | bt cabinet Ie’vel‘é

\.
I I | I
Vertical Operational International Legal
Industry Cybersecurity & national Counsel
Sector & technical .intelligence
Advisors advisors services
1 1 & policing

Y v kA J v

Operational cybersecurity framework

17, SRV REBUNER 722200 (ERSIEMERER )

18. Ag LRHERIEE BB ERF A Dr. Erik Bohlin 3R &%
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JAFTEIEE N\ R R T R (S Se DB - B PREUB R EAVRE MBS » TRE
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National Broadcasting and Telecommunications Commission
& International Telecommunications Society

Global Cyber Security Opportunities and Challenges
Conference

6-7 December, 2018
Conference Venue:Sofitel Bangkok
189 Sukhumvit Road Soi 13-15, Klongtoey Nua, Wattana,Bangkok 10110

DAY 1: Thursday 6 December, 2018

Time

8:30 —9:00 REGISTRATION Venue: Sofitel Bangkok, Ballroom 1-2, Floor 7

9:00 —9:15 WELCOME AND Dr. Erik Bohlin
OPENING REMARKS International Telecommunications Society & Professor, Chalmers
University of Technology, Sweden

Speaker TBC
Title
National Broadcasting and Telecommunications Commission

Speaker TBC
Title
National Broadcasting and Telecommunications Commission

9:15 - 10:45 Session 1 The Current State of Cyber Security

Dr. Nir Kshetri
Professor, University of North Carolina at Greensboro, United States

10:45 -11:00 MORNING TEA BREAK Venue: Ballroom 1-2 Foyer, Floor 7

11:00 —12:30 Session 2 The Cyber Security Policies in Major Asian Economies

Dr. Nir Kshetri
Professor, University of North Carolina at Greensboro, United States

12:30-13:30 LUNCH Venue: Voila! Restaurant, Floor 2

13.30 - 15.00 Session 3 Incentives for Providing Personal Information for Big-Data Services in
Time of Large-Scale Disasters

Dr. Hitoshi Mitomo
Professor, Waseda University, Japan

15:00 —15:15 AFTERNOON TEA BREAK Venue: Ballroom 1-2 Foyer, Floor 7
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15:15-16:45

16.45-17.00

Session 4

Cyber Security for Industry
Dr. Arnd Weber
Senior Researcher, Karlsruhe Institute of Technology, Germany

Discussion and Q&A
Dr. Erik Bohlin

International Telecommunications Society & Professor, Chalmers
University of Technology, Sweden

17:00

18:00

CLOSE OF DAY

Dinner Reception

Dr. Erik Bohlin
International Telecommunications Society & Professor, Chalmers
University of Technology, Sweden

(Transportation will be provided for Dinner Reception)

Venue: Baan Khanitha at Fifty Three, 31 Soi Sukhumvit 53,
Sukhumvit Rd., Klongton Nua, Wattana, Bangkok 10110
BTS sky train at Thonglor Station (Exit 1)

DAY 2: Friday December 7, 2018

Time

8:30 -9:00

REGISTRATION

Venue: room TBC

9:00 -9:15

WELCOME AND
INTRODUCTION DAY 2

Dr. Erik Bohlin
Professor, International Telecommunications Society & Chalmers
University of Technology, Sweden

9:15 - 10:45

Session 1

Recent Policy Initiatives in the EU for Cyber Security and Data Protection

Dr. Simon Forge
Director, SCF Associates, United Kingdom

10:45-11:00

MORNING TEA BREAK

Venue: Ballroom 1-2 Foyer, Floor 7

11:00-12:30

Session 2

Cyber Security Issues in National Security and International Relations

Dr. Nir Kshetri
Professor, University of North Carolina at Greensboro, United States

12:30-13:30

LUNCH

Venue: Voila! Restaurant, Floor 2

13.30-14.30

Session 3

Building a Comprehensive Data Protection and Cyber Security
Framework for Thailand

Dr. Simon Forge

Director, SCF Associates, United Kingdom

14:30 - 14:45

AFTERNOON TEA BREAK

Venue: Ballroom 1-2 Foyer, Floor 7

14:45 - 16:45

16:45-17:00

Session 4

Artificial Intelligence and Security
Dr. Patricia Longstaff
Syracuse University, USA

A Global Agenda for More Secure IT
Dr. Arnd Weber
Senior Researcher, Karlsruhe Institute of Technology, Germany

Discussion and Q&A
Dr. Erik Bohlin

International Telecommunications Society & Professor, Chalmers
University of Technology, Sweden

17:00

CLOSE OF CONFERENCE

Dr. Erik Bohlin

Professor, Chalmers University of Technology, Sweden

& Speaker TBC

National Broadcasting and Telecommunications Commission
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