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Security Foundation

Internet of Things Security

SECURITY FIRST APPROACH

..designed in at the start

FIT FOR PURPOSE
..right sized for the applic:

RESILIENCE

.through operating life
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Conduct Risk  Create Risk Register
* Determine CIA-Triad

Analysis on the Security Objectives

Product in the * See Risk Assessment

Target Environment [atheia

Determine «Compliance Class
Compliance Class fts Lo Secity
5 objectives
Applicable to the [

Product Environment

Respond to Each sComplete

P : Compliance
Question in this Checklist(Excel)

«Reference Evidence
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Document Documents
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Compliance Security Objective
Class
Confidentiality | Integrity Availability
Class 0 Basic Basic Basic
Class 1 Basic Medium Medium
Class 2 Medium Medium High
Class 3 High Medium High
Class 4 High High High
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Cryptographic Algorithm Type Purpose Impact from large-scale
quantum computer
AES Symmetric key | Encryption Larger key sizes needed
SHA-2, SHA-3 | sememememeeeeee Hash functions | Larger output needed
RSA Public key Signatures, key | No longer secure
establishment

ECDSA, ECDH Public key Signatures, key | No longer secure
(Elliptic Curve exchange
Cryptography)
DSA Public key Signatures, key | No longer secure
(Finite Field Cryptography) exchange
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Norms for States and Non-State Actors

Norm Against Norm for States to
Norm to Avoid Commandeering Create a
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Botnets Equities Process
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Unique Phishing Sites Detected,
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Reconstructed
Original Face A Encoder Decoder A Face A From B
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