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Unicast Address Scoping

*Global Scope:

o feInternet b Zig 2 A hk 2R 0 HAwHEFE
A Global Unicast Addresses

*Link Local Scope:

Fii A At [5) — {8 Layer2 48 28 T 49 HostAi{& A 64 4L
hE 7% R 0 H AL hk£% & Link-Local Addresses

«Unique-Local Scope (#8241 1Pv4 &4 Private Address) :

AT A 42 — 1B 48 3% & B2 M ) F 2 0 P 4 B8 A ik 22
el > H- 4 it #% & Unique-Local Addresses
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Unicast Address Structure

2003:0:0:B3::1234/64

4 38 nk 3R 47 2003:0:0:B3

Interface L hk 24 JE 5 & 4% X :0:0:0:1234
Btk 1234

Networkfr ik K AR b o 4838 2% 1 28 3%
Interfacefst 1k 75 A _E &g Hostys & &

| n bits | 64-n bits | 64 bits I
S R ——— i N S S S ——— +
| global routing prefix | subnet ID | interface 1D I
R SR A SR S o e +
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Network ID 2% & ¥ B2 1% 4% 41

1.4% A Neighbor Discovery (ND)45 7k Router Advertisement
2.DHCPv6 — Prefix-Delegation

3.F R

4.Tunnel Server 4 %4 B $) & 4 45 £ (IPv4TF)

5.VPN Server (IPv4 and/or IPv6)
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Interface ID

*Unique to the link
*Identifies interface on a specific link
*Can be automatically derived
- IEEE addresses use MAC-to-EUI-64 conversion

- Other addresses use other automatic means
*Can be used to form link-local address

*Can be used to form global address with stateless
autoconfiguration
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B MAC Address & 4 Interface ID

1 .First three octets of MAC 1s Company-ID
2. Last three octets of MAC 1s Node-ID
3./% FFFE & A\ Company ID $2Node-ID fi

4. Company ID 2:# {3 % 7~ 7% % % 7%% % Univeral/Local-Bit » 3% A 1%
;< Global Scope

4v: MAC Address 2 00-C0-3F-BB-93-91 » H]
1.Company ID %4 00-C0-3F » Node ID ABB-93-91
2.00-C0-3F-FF-FE-BB-93-91
3.Company ID 2:&&:&1‘,&%0, J00000 11000000 00111111
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5. 48 A02-C0-3F
6.Interface ID % 02C0:3FFF:FEBB:9391
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Global Unicast Address

*Global routing prefix: The global routing prefix is designed to be structured
hierarchically by the RIRs and ISPs.

*Subnet ID: An identifier of a link within the site. The subnet field is designed to be
structured hierarchically by site administrators.

Interface ID: Identify interfaces on a link. They are required to be unique within a
subnet.

128-n-m bits |

| global routing prefix | subnet ID | interface ID |
S e S +

39
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Global Unicast Address % & & (2R 47)

2001::/16 [Pv6 Internet, ARIN,
RIPE NCC, LACNIC

2002::/16 6to4 Tunnel & A

2003::/16 IPv6 Internet RIPE NCC

2400:0000/19 IPv6 Internet APNIC

2400:2000::/19

2400:4000::/21
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Link-Local Address

*Meaningful only in a single link zone, and may be re-
used on other links

Link-local addresses for use during auto-configuration
and when no routers are present

*Required for Neighbor Discovery process, always
automatically configuration

*An [Pv6 router never forwards link-local traffic beyond
the link

*Prefix= FE80::/64
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IPv4 vs. IPv6
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si Stateless (A $ 4 fE) - BCIP

4 ) kb 127.0.0.1 i |
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2> C @ F== | test-ipvb.com

[t 1ove | [2nmE | [meena |

BIERAY IPV6 ELR,
|| [ mew | [n3mR / BREn | [=2e 1Pve R |
o {RTEGERRERE EAYIPVAZIE 111.71.39.153
o {RIELERR4ERE_ERIPVEfZIE 2001:b400:€269:2dac:c4e4:5776:5325:c99
o {RAVERRERTSIR(AE (ISP) 2 EMOME-NET Mobile Business Group
o Since you have IPv6, we are including a tab that shows how well you can reach other IPV6 sites. zzgs2/
o HTTPS THEIREAALES Hijtt, /zesa
@ {RE) DNS {AERES (FTREERRAVISPAEE) (UFSZIE IPvo NBREMENIRE.

BESEERERE IPv6 |, BIZERERY IPV6 REEIIETE
10/10 )

VEEE BEas

I STEALY 1PV HiEt

EEEERELITEOIRE: HostVirtual
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http://www .kame.net/

The KAME project

1998.4 -2006.3

*D

Dancing kame by atelier momonaa

The KAME project was a joint effort of six companies in Japan
to provide a free stack of IPv6, IPsec, and Mobile IPv6 for BSD variants

Qur products are available in
o FreeBSD 40 and beyond
e OpenBSD 2.7 and beyond
o NetBSD 15 and beyond
» BSD/OS 4.2 and beyond
The project officially concluded in March 2006 (see press release from the WIDE

project). Almost all of our implemented code has been merged to FreeBSD and
NetBSD. The historical archive of the KAME repository is available at github

Google

[Top] [Qid info]
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[Pv63E & o~ %6

w Ubuntu

EEREHRAR!

UEFED

Activities  °» Z.llliy.

Settings

>

Bluetooth

9

Background

=}

Dock

A Notifications

Q search

B Region & Language
© Universal Access
9 Online Accounts
@ Privacy

< Sharing

49 Sound

Network

Wired +

Connected - 1000 Mb/s m o] 3

VPN +

Not set up

Network Proxy K
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Activities ¥ Settings v 73 11:41 20 B~

Network

Wired +

$ Bluetooth
t
e
¥ Srdgrowd Wired
O pock Details | Identity IPv4 IPY6 Security +

A Notifications okspeed 1000Mb/s

Q search P Address 2001:¢10:6840:105:e8fd:ced5:7e55:36¢7
ss 08:00:27:CB:7D:9D
B Region & Language

© Universal Access

Connect automatically

9 Online Accounts Make available to other users
@ Privacy Restrict background data usage
< sharing

1" Sound

(e Power

Remove Connection Profile

% Devices

B Details >

Activities

Network

Wired +

$ Bluetooth

0]

2 Background Wired
O Dpock Details Identity IPv4 IPV6 Security

A ‘Notifica
Hotikations 1Pv4 Method © Automatic (DHCP) Link-Local Only

Q search Manual Disable
B Region & Language Automatic m
© Universal Access

9 Online Accounts

& Privagy Routes avtomatic (B )

< sharing (x]

Use this connection only for resources onits network

1 Sound

(e Power

% Devices

B Details >

it 4 = -66



Activities ¥ Settings v

Q Settings
Wi-Fi

Bluetooth

(8] >6

Background

O Dpock

A Notifications

Q search

B Region & Language
© Universal Access
3 Online Accounts
@ Privacy

< sharing

1" Sound
(e Power
]

Devices

B Details >

Network
Wired +

Wired

Details Identity IPv4 IPv6 = Security

1Pv6 Method 0 Automatic Automatic, DHCP only
Link-Local Only Manual
Disable

Automatic m:]

automatic (B )

0

Use this connection only for resources onits network
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[Pv6iE & 5 %6,
w Windows server 2016
B3t BT ,ﬁ; ¥ ,/‘zfi 2}%}

Troubleshoot problems
Open Network and Sharing Center
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.

M =& <« Network and Internet >

Control Panel Home

Change adapter settings

Change advanced sharing
settings

General

Connection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:
Speed:

Activity

Packets:

& rroperties

A &% « Network and Internet >

Control Panel Home

Change adapter settings

Change advanced sharing
settings

General

Connection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:
Speed:

Activity

& Disable

Network and Sharing Center v 0

View your basic network information and set up connections

View your active networks

Unidentified network

Access type:
Public network

Connections:

Networking

Connect using
Nonetv @ Intel(R) PRO/1000 MT Deskiop Adapter

No nety

This connection uses the following tems:

| B8 Client for Microsoft Networks
v S File and Printer Sharing for Microsoft Networks
| "8 QoS Packet Scheduler
¥l 4. Intemet Protocol Version 4 (TCP/IPv4)
. Microsoft Network Adapter Muttiplexor Protocol
A Microsoft LLDP Protocol Driver
A Intemet Protocol Version 6 (TCP/IPv6)

>

Instal Properties
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

Diagnose

Network and Sharing Center v O

No network access

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

_) Obtain an IP address automatically
(® Use the following IP address:

1P address:

Subnet mask:

Default gateway:

(®) Use the following DNS server addresses:
Preferred DNS server: 192 .

Alternate DNS server:

[[Jvaidate settings upon exit

4:58 PM

s 5019 8

View your basic network information and set up connections

View your active networks

Unidentified network
Public network

Access type:
Connections:

Networking
Connect using
Nonetv @ Intel(R) PRO/1000 MT D
No nety General

This connection uses the followi

| B8 Client for Microsoft Nety
| S File and Printer Sharing
¥ 8 QoS Packet Schedule
¥| 4 Intemet Protocol Versiq
A Microsoft Network Ada
. Microsoft LLOP Protoc{
A Intemet Protocol Versiq

IPv6 address:

Subnet prefix length:

Default gateway:
Install

Description

TCP/IP version 6. The latest
that provides communication
networks Preferred DNS server:

Alternate DNS server:

[CJvaidate settings upon exit

4= -69

No network access

Internet Protocol Version 6 (TCP/IPvE) Properties

You can get IPv6 settings assigned automatically if your network supports this capability.
Othenwise, you need to ask your network administrator for the appropriate IPv6 settings.

(O Obtain an IPv6 address automatically

(®) Use the folowing IPv6 address:

2001:11:22:1::100
64

2001:11:22:1::1

(® Use the following DNS server addresses:

2001:11:22:1::100

5:00 PM
5/8/2019 E‘
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A~ IPv6 2 & 57 §= DNS Server

[Pv6#E & 7~ 6
DNS Server

BSEMEHAFR!
=
A Ed 5 Control Panel > System and Security » System v I P
Control Panel Home 9 2 % - o
View basic information about your computer
9 Device Manager Windows edition
@ Remote settings Windows Server 2016 Datacenter Evaluation
® Advanced system settings @ 2016 Microsoft Corporation. All rights reserved. == Windows Server’ 2016
System
Processor:

Installed memory (F Computer Name Hardware Advanced Remote

System type: Lz Windows uses the following information to identify your computer

Pen and Touch: on the network
Computer name, doma Computer description Computer Name/Domain Changes X

F “liS P
Computer name: m; se‘Svur?dm The name of this computer has been changed. You must ange settings
F restart this computer for the name change to take effect before
ull computer nami i computer name: nsl you can ch s :
Computer descripti Workgroup WORKGROUP
Workgroup: Computer name:
To rename this computer or change its domain or [ﬁ
Windows activation workgroup. click Change
Full computer name:
Windows is not acti ns1
Product ID: 00377-1 More vate Windows
Member of

1 Changes will take effect after you restart this

Close

Security and Maintenance
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2 Ed 5 Control Panel

Control Panel Home

& Device Manager
& Remote settings

G Advanced system settings

Security and Maintenance

» System and Security » System

View basic information about your computer

Windows edition
Windows Server 2016 Datacenter Evaluation

© 2016 Microsoft Corporation. All rights reserved.

System

Processor:

==. Windows Server’ 2016

Intel(R) Core(TM) i5-2435M CPU @ 2.40GHz 2.40 GHz.

Installed memot Microsoft Windows

System type:

X

Pen and Touch:| YOU must restart your computer to apply these

changes
Computer name, dd

Before restarting, save any open files and close all programs.

Computer nam¢
Full computer n|

Computer descr|

this computer) Change settings

Restart Later

Workgroup: WORKGROUP

Windows activation

Windows is not activated.

Product ID: 00377-10000-00000-AA360

Read the Microsoft Software License Terms

G;‘Actv vate Windows

& Server Manager

Dashboard
Local Server

All Servers

Ll

File and Storage Services P

QUICK START

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

File and Storage
Services

b0

@ Manageability
Events
Performance

BPA results

Local Server

8
@ Manageability

Events
Services

Performance

BPA results
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Server Manager * Dashboard @ | Monage Toos  View

ﬁ Dashboard WELCOME TO SERVER MANAGER

B olocalSever | —

ii All Servers fiu Add Roles and Features Wizard - (m] V4
&3 File and Storage Ser|

DESTINATION SERVER
31

Before you begin "

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

(@]

D

To remove roles, role services, or features:

Roles and Features \

Start the Re

Before you continue, verify that the following tasks have been completed: d
e

* The Administrator account has a strong password

* Network settings, such as static IP addresses, are configured

* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prer have been completed, close the wizard,

complete the steps, and then run the wizard again,

To continue, click Next.

[ Skip this page by default

‘*Next > nsta i_C—ancel ]

Server Manager * Dashboard Manage  Tooks  View
i@ Dashboard WELCOME TO SERVER MANAGER
B olocalsever | —
ii All Servers fiu Add Roles and Features Wizard - (m] V4
i

File and Storage Ser|

< : Mok e DESTINATION SERVER
allation type -

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

de
or session-based desktop deployment.

| <Previous | [ Next> | nstoll | [ Cancel
oo ][ teey

4= -T2



Manage Tools View

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

iE Dashboard

§ Local Server |

H&E All Servers B Add Roles and Features Wizard — [m] 'Y
L

File and Storage Ser|
e S DESTINATION SERVER
1TION server ns1

Select a server or a virtual hard disk on which to install roles and features,

® Select a server from the server pool
Select a virtual hard disk

Server Pool
Filter; | de
MName P Operating
nsl 192.168.1.100 Microsoft Windows Server 2016 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

< Previous | | Next> nstal Cancel

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard
Loca) Seqver | e
All Servers fiu Add Roles and Features Wizard - m] X

-

File and Storage Ser|
DESTINATION SERVER
ns!

Select one or more roles to install on the selected server.

Roles Description
|_J Active Directory Certificate Services Web Server (IIS) provides a reliable.
[C] Active Directory Domain Services manageable, and scalable Web
[[] Active Directory Federation Services application infrastructure.

[C] Active Directory Lightweight Directory Services
] Active Directory Rights Management Services
] Device Health Attestation

] DHCP Server

V] DNS Server

| Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

MultiPoint Services

] Network Controller

] Network Policy and Access Services

] Print and Document Services

|| Remote Access

Remote Desktop Services

] Volume Activation Services

]

de
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v @ l F Manage Tools View

i Dashboard
i Local Server e
i Al Servers s
&3 File and Storage Ser
C /T oy I DESTINATION SERVER
Select server roles : o
fie Add Roles and Features Wizard X

! X

Add features that are required for DNS Server?
ption
Tt | tool t t do 1
he following tools are required to manage this feature, but do not h Name System (DNS) Server

hav stall he same server, S
R Rk ave to be installed on the same server, ks name resolution for TCP/IP
fks. DNS Server is easier to

4 Remote Server Administration Tools | -
le when it is installed on the
4 Role Administration Tools ide

1 DN jerver as Active Directory
[Tools] DNS Server Tools [ g Y
h Services. If you select the

Directory Domain Services

pu can install and configure
L} ':rve' and Active Directory

 Services to work together.

[¥] Include management tools (if applicable)

’ Add Features ‘ Cancel

[ cancel |

Manage Tools View

i Dashboard
i Local Server e
i Al Servers s
&3 File and Storage Ser
C /T oy I DESTINATION SERVER
Select server roles 3 ot
fie Add Roles and Features Wizard X

! X

Add features that are required for DHCP Server?
ption
b fal 4 :
The following tools are required to manage this feature, but do not fic Host Configuration

have to be installed on the same server, 3 5
Server Roles pl (DHCP) Server enables you
jrally configure, manage, and

4 Remote Server Administration Tools
< B temporary |P addresses and
4 Role Administration Tools § s for Bk ide
1] 1 information tor chien
[Tools] DHCP Server Tools b ;
fters

N

[¥] Include management tools (if applicable)

’ Add Features ‘ Cancel

[ cancel |

iz T4



v @ l r Manage Tools View

i# Dashboard
i Local Server ——
i Al Servers e
&3 File and Storage Ser
C A Ve DESTINATION SERVER
Select server roles : st
& Add Roles and Features Wizard X
! X

Add features that are required for Web Server (I1S)?
btion

The following tools are required to manage this feature, but do not Bever (IIS) provides a reliable

hav tall he jer. ; b
R Rk ave to be installed on the same server, leable and scalable Web
Jtion infrastructure.

4 Web Server (IIS)
4 Management Tools ide
[Tools] IS Management Console

V] Include management tools (if applicable)

r
’ Add Features ‘ Cancel ‘

View

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

i# Dashboard

§ Local Server |

ii All Servers fiu Add Roles and Features Wizard - (m] V4
LS

File and Storage Ser|
DESTINATION SERVER
4

selections ns

Confirm installati

To install the following roles, role services, or features on selected server, click Install

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

DHCP Server de

DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
DNS Server Tools

Web Server (IIS)
Management Tools
1IS Management Console

Web Server
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Server Manager * Dashboard

Dashboard

N§ File and Storage Ser|
o IS

WELCOME TO SERVER MANAGER

v @ l FA Manage Tools View Help

B olocalSever | —

ii All Servers fiu Add Roles and Features Wizard - (m] V4
18 DHcp

o b = M DESTINATION SERVER
& DNs Installation progress ot

View installation progress

o Feature installation

figuration required. Installation st

DHCP Server
Launch the DHCP post-install wizard

Complet
DNS Server

R Server Ad

DHCP configuration

ation Tools
Role Administration Tools
DHCP Server Tools
DNS Server Tools

Web Server (lIS)
Management Tools
1IS Management Console

You can close this wizard without interrupting running tasks. View task progress or open this
(1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration set

# Local Server
fii Al Servers
% DHcP

& DNS

N File and Storage Services P
o s

serve
QUICK START
Ad er server
WHAT'S NEW N s ST
LEARN MORE
ROLES AND SERVER GROUPS
R 4 Ses oups:1 | S
B [4]
§i pHcp 1 & DNS
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results
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Component Services

Computer Management
Defragment and Optimize Drives
DHCP )

Disk Cleanup
DNS

Event Viewer
Internet Information Services (IIS) Manager
iSCS Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security

Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup




°

DNS Manager Tools View

File Action View Help

e 2@ c/Bm| § 8 \
= °
1y ENS 2
= v @ Ns1 0 Add a New Zone
| Forward | nokun 7ones
H NewrZone...
T! The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
:% D View »  stores information about one or more contiguous DNS domains.
i’i Fi Refresh To add a new zone, on the Action menu, click New Zone.
(Gl Help

Create a new zone.

Events Events
Services Services
Performance Performance
BPA results BPA resuits

anage Tools View

f New Zone Wizard
iE oM Welcome to the New Zone
= | Wizard
| BT - ‘
B A Y This wizard helps you create a new zone for your DNS
L server,
L < A zane transiates DNS names o related data, such as 1P |ce to be divided into zones. Each zone
addresses or network services.
& p lomains.
]
g R To continue, dick Next. I,
[CHl
Hide
[W Nex[ > ] Cancel
Events Events
Services Services
Performance Performance
BPA results BPA resuits
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anage Tools View

P New Zone Wizard
w4 ZoneType “
L ‘ The DNS server supports various types of zones and storage. l L
i Lq © P
ka i
[ 1 Select the type of zone you want to create:
Ti @©pPrimary zone ce to be divided into zones. Each zone
o Creates a copy of a zone that can be updated drectly on this server, ]Iomams i ;
em D g
W ki (O Secondary zone
f Creates a copy of a zone that exists on another server, This option helps balance
io I the processing load of primary servers and provides fault tolerance,
(O Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.
Hide
<sack [ Mext]y | | conce
Events Events
Services Services
Performance Performance
BPA results BPA resuits

anage Tools View

P New Zone Wizard X

— 4 Zone Name “
2 .‘ What s the name of the new zone? l
e E
ka i
[ 1 The zone name specifies the portion of the DNS namespace for which this server is

e authoritative. It might be your organization's domain name (for example, microsoft.com)
ii or a portion of the domain name (for example, newzone.microsoft.com). The zone name is |ce to be divided into zones. Each zone

not the name of the DNS server,

& p Jlomains.
en
g Zone name: 2
io i server.tw

<m@w

Events Events
Services Services
Performance Performance
BPA results BPA results

= 78



anage Tools View

New Zone Wizard

o
[
f
4
i

— Zone File “
22 You can create a new zone file or use a file copied from another DNS server. l
i Lq © P
ka i
| I Do you want to create a new zone file or use an existing file that you have copied
b from another DNS server?
T! (@) Create a new file with this fie name: |ce to be divided into zones. Each zone
2 o - X i Jlomains.
= l server.tw.dns
g Fi t
o I (O Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.

< Back [ Nﬁ_t;.l Cancel

Events Events
Services Services
Performance Performance
BPA results BPA results

anage Tools View

| New Zone Wizard
=y 4| Dynamic Update 2
2 ‘ You can specify that this DNS zone accepts secure, nonsecure, or no dynamic l
= ates,
§ ¢ upd; 7
ka i
| I Dynamic updates enable DNS dient computers to reglsmf and dynamcalv update their
b resource records with a DNS server whenever
T! |ce to be divided into zones. Each zone
Select the type of dynamic updates you want to allow:
& p Jlomains.
en
g Fi Allow only secure dynamic L recommended for Active Directory L
This option is available only for Active Directory-integrated zones.
[CHl

() Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
A This option is a significant security vulnerability because updates can be
*4  accepted from untrusted sources.
(®) Do not alow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manualy,

<Back l‘w;.l Cancel

Events Events
Services Services
Performance Performance
BPA results BPA results
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anage Tools View

New Zone Wizard

A

B 4 Completing the New Zone Wizard

= |

| BT .

B A 0 ‘ You have successfully completed the New Zone Wizard. You

L spedfied the following settings:

T! 7 }' Name: server.tw ] |ce to be divided into zones. Each zone
& p | lomains.
-] Type:  Standard Primary
o [Lookup type:  Forward [
- |
(Gl File name: server.tw.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new 2one, dick Finish,

<sad<'ﬂ§] Cancel

Events Events
Services Services
Performance Performance
BPA results BPA resuits

anage Tools View

File Action View Help

N es 2@ XTck Bm i 6
g £ DNS
| IRt v [3; NS New Host 8 i
B= . I ns1,, hostmaster.
| v Forward Lookup Zones Name (uses parent domain name if blank): .
T! | servertw ‘ ol
o Reverse Lookup Zones
Eﬂ D Trust Points Fuly qualfied domain name (FQDN):
g Fi Conditional Forwarders | ns1.server.tw.
@l IP address:
i 2001:11:22:1::100
e

7{[1‘“«,“1}g Cancel

Events Events
Services Services
Performance Performance
BPA results BPA resuits
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°

DNS Manager Tools View

File Action View Help

e 2m c|HBm| & 6 \
— °
(T
= v @ Nst 0 Add a New Zone
| v Forward Lookup Zones
= e .
T! R Sa -w:_ S The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone
:% D T"":e Lo N s rmation about one or more contiguous DNS domains.
rust Point =
i’i Fi Condition: View , ewzone, on the Action menu, click New Zone.
@l Refresh
Help
Hide
Create a new zone.
Events Events
Services Services
Performance Performance
BPA results BPA resuits

anage Tools View

New Zone Wizard

A

iE oM Welcome to the New Zone

= | Wizard

| BT - ‘

B A Y This wizard helps you create a new zone for your DNS

L server,

L < :dz;'e vanslate: DNkS names {o related data, such as IP |ce to be divided into zones. Each zone
&0 esses or network services. foraing

g R To continue, dick Next. I,
[CHl

[hex ] [ conce

Events Events
Services Services
Performance Performance
BPA results BPA resuits
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anage Tools View

=

| New Zone Wizard

il

—— /‘4 Zone Type i
L ‘ The DNS server supports various types of zones and storage. l

i Lq 3 P
ka v
[ 1 Select the type of zone you want to create:
L] @©pPrimary zone ce to be divided into zones. Each zone

Creates a copy of a zone that can be updated drectly on this server, ll i ;

2 omains.
5 R () Secondary zone L

f Creates a copy of a zone that exists on another server, This option helps balance
iO 1 the processing load of primary servers and provides fault tolerance,

(O Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Events Events
Services Services
Performance Performance
BPA results BPA resuits

°
1
le New Zone Wizard X

— 4 Reverse Lookup Zone Name “

L | A reverse lookup zone translates IP addresses into DNS names.
g g

i Ld & | P

= i

| 1] Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6

o addresses.

T! |ce to be divided into zones. Each zone

2 D (O Pv4Reverse Lookup Zone i“"“““"

g Fi (@) IPv6 Reverse Lookup Zone I

e

<o |[he> ] [ conc

Events Events
Services Services
Performance Performance
BPA results BPA results

' Y ds
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anage Tools View

=

| New Zone Wizard

[

p— /‘4 Reverse Lookup Zone Name :

2 .‘ A reverse lookup zone translates IP addresses into DNS names. l

i Lq 3 P

ka v

| I To name the reverse lookup zone, enter an IPv6 address prefix to auto generate the

b 20ne name(s). Depending on the prefix you enter, up to 8 zones may be created.

1% |ce to be divided into zones. Each zone
= D IPv6 Address Prefix: Jomains.
i R [200r:11:22:15764 L
io Il Reverse Lookup Zones

1.0.0.0.2.2.0.0.1.1.0.0.1.0.0.2.ip6.arpa

l-,de
<Bak || Next > ] Cancel
Events Events
Services Services
Performance Performance
BPA results BPA resuits

anage Tools View

=

| New Zone Wizard

[

pmy 4| ZoneFile ."

152 ‘ You can create a new zone file or use a file copied from another DNS server. l

= [ v

| B K J

| I Do you want to create a new zone file or use an existing file that you have copied

b from another DNS server?

£ il 2 §
= (@) Create a new file with this file name: ;:c:‘::l:: divided into zones. Each zone
em D ;
= [ serveripvb.rev|
ug Fi !
io I (O Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.

ey ] [

Events Events
Services Services
Performance Performance
BPA results BPA resuits
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v

¢
Fl New Zone Wizard

X
a4 Dynamic Update =M
2 You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
= - updates, P
| K.
= i
| 1] Dynamic updates enable DNS dient computers to register and dynamically update their
1_ resource records with a DNS server whenever changes occur.
L] into hz
Select the type of 125 Yo want o alow: ce to be divided into zones. Each zone
& Jomains.
== i
ii Fi Allow only secure dynamic updates (recomme or Active Director I,
This option is available only for Active Directory-integrated zones.
(Gl (O Alow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dlient.
A This option is a significant security vulnerability because updates can be
3 accepted from untrusted sources.
(®) Do not alow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
Hide
< Back New_ Cancel
Events Events
Services Services
Performance Performance
BPA results BPA results

5:47 PM

o 7
S T ds 5/8/2019

8]

v

¢
Fl New Zone Wizard

B 4 Completing the New Zone Wizard
— a4
| BT
B= Y You have successfully completed the New Zone Wizard. You
L spedfied the following settings:
1! [ Name(s): ~
2 D
= 1.0.0.0.2.2.0.0.1.1.0.0.1.0.0.2.p6.arpa
ii Fil
i‘) i Type:  Standard Primary

v
Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new 2one, dick Finish,

<Back Fnish [\, | | Cancel
Events
Services
Performance
BPA results

|ce to be divided into zones. Each zone
Jomains.

Events
Services
Performance

BPA results

5:47 PM
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% DNS Manager
File Action View Help

s MW Ec:E H
8. DNS
~ F Ns1
w || Forward Leokup Zones
.| servertw
v Reverse Lookup Zones
1.0.0.0.2.2.0.0.1.1.0.0."
Trust Peints
Conditional Forwarders
< >

Mame Type

ﬂ (same as parent folder)

[_i {same as parent folder) Mame Server (NS)
Flas IPv6 Host (AAAK)
[l IPvE Host (AAAA)

Start of Authority (SOA)

Data

nsl.

2001:0011:0022:0001:0000:0000:0000:01 00
2001:0011:0022:0001:0000:0000:0000:0100

[31, ns1., hostmaster.

N

2 DGR Hm 36

% DNS Manager
File Action View Help
=
2 DNS
v 3 Ns1
v Forward Lookup Zones
server.tw
v Reverse Lookup Zones
1.0.0.0.2.2.0.0.1.1.0.0."
Trust Points
Conditional Forwarders
<

Name

[—I(same as parent folder)

[Fl(same as parent folder)
[12001:0011:0022:0001:0000:0000:0000:0100
[12001:0011:0022:0001:0000:0000:0000:0100

45 = -85

Type

Start of Authority (SOA)
Name Server (NS)
Pointer (PTR)

Pointer (PTR)

Data

[5], ns1., hostmaster.
nsl,

nsl.server.tw,

www.server.tw,

6:06 PM
5/8/2019
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B Administrator: Command Prompt - nslookup

Events Events
Services Services
Performance Performance
BPA results BPA results

6:05 PM

5/8/2019
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fﬂ'

’L > IPV6$§_ /“‘%’; ”S ,:%» wb

[Pv6#E & 7~ 6
[IS 4 #3% &

BSEMEMBR!

fis Server Manager

Server Manager * Dashboard

Component Services

Computer Management

Dactiboard WELCOME TO SERVER MANAGER

Defragment and Optimize Drives

# Local Server DHCP
W& All Servers a Cartiure Biislocal sorver Disk Cleanup
1% DHcp 7 ol
& DNs QUICK START st S
- . N pslisen vl ooy L Internet Information Services (IIS) Manager
N File and Storage Services b < AGd =S and Teatures SeSi it
o s 3 Add other servers to manage Local Security Policy
Microsoft Azure Services
WHAES feew 4 _reate a server group ODBC Data Sources (32-bit)
’ ODEC Data Sources (64-bit)
_onne erver CIO Performance Monitor
Print Management
LEARN MORE Resource Monitor

Services

fi
ROLES AND SERVER GROUPS System Configuration

Roles:4 | Servergroups: 1 | Servers total

System Information
Task Scheduler

1i DHCP 1 é\: DNS Windows Firewall with Advanced Security
Windows Memory Diagnostic
@ Manageability @ Manageability Windows PowerShell

Windows PowerShell (x86)

Events Events
S . Windows PowerShell ISE
ervices ervices
it ? Windows PowerShell ISE (x86)
Performance Performance Windows Server Backup
BPA results BPA resuits
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Gj Internet Information Services (IIS) Manager
& = @ » NS1 » Sites » Default Web Site » RO

File View Help

| | q Default Web Site Home
@-id |2 |8
§3 Start Page = p—
| v 93 NST (NS!\Administrator) fibes = SRS Show Al Grorp byl Ares i
L} Application Pools s -
v @& Sites & [re— =
4 & | P 4
. € Default Web Site '13) g—_il ) 39 L&) &
Authentic.. Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings  Respon...

B = &#o = & §

Logging MIME Types  Modules Output Request  SSL Settings

Caching Filtering b
Management ” |
= Browse Website
it [@] Browse *:80 (http
Configurat... T 2 l}
Editor Advanced Settings

[ Features View |5 Content View

Ready

e @ http://www.server.tw/ £~ & &8s Windows Server x

=8 Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

&£3c# Benvenuto #u0

‘ 3 n.. Bienvenido Hos geldiniz | oxan oona

Bem-vindo L
KoAwg
Vitejte OPIOCITE Valkommen [EEESHEICE . Udvozoljik
Laje 3RID

Microsoft Willkommen [Melkommen - 5§ Witamy

Lo o € Mk 4%

it 45 = -88



e @ http://www.server.tw P~ & || &S Windows Server

=R Windows Server

R 5. v corvoracion. A11

Welcome Bienvenue Tervetuloa

£3c# Benvenuto #:0

2 ) sienvenido tos geldiniz

Bem-vindo 1)
KoAwg
Vitejte  opioorte

Microsoft Willkommen [Velkommen -

i = -89



[Pv63E & o~ #6
DHCP & #.3% &

BSEMEHMTR!

& DHCP - a X
File Action View Help

e amDc Hm TP

% DHCP = Actions

v i n‘s| 0 Add a Scope 1Pv6 -
» Pv4
-h Pv6 ; More Actions »

dresses assigned to computers requesting 2 dynamic IP address. You must create and configure a

Display Statistics... iddresses can be assigned.

New Scope... h e Action menu, click New Scope.

Define User Classes.. ut setting up 2 DHCP server, see online Help.

Define Vendor Classes...

Set Predefined Options...

View >
Refresh

Properties

Help

Create a new scope

i 6:10 PM
= W9 55010 8

it 45 = -90



g

Ascopeis 2 rangg
scope before dyn3

Welcome to the New Scope
Wizard

To add 2 new scoy

For more informa This wizard helps you set up a scope for distributing IPv6
addresses to computers on your network

To continue, click Next

g
File Action View Help
¢ = B g
¥ DHCP Actions
v in 0 Add a Scope IPv6
B |Pv4
-olM New Scope Wizard

More Actions

File Action View

é= =)

¥ DHCP

v _ nsl
B IPvd
B IPv6

New Scope Wizard
A scopeis a range

scope beforedyni  Add Exclusions

For more informal

Type the IPv6 address range that you want to exclude for the given scope. I you want
to exclude a single address, type an identifier in Start IPv6 Address only.

Start IPv6 Address 2001:11:22:1

End IPv6 Address 2001:11:22:1:

Excluded address range

_ A |
[Eparese |

Y45z -91

Exclusions are addresses or a range of addresses that are not distributed by the server @
To add 2 new scoj

Actions
IPv6

More Actions




File Action View Help

- Ol 7 R g =

4 QHCP Actions
N "_51 0 Add a Scope IPv6 -
B IPvé
.D 1Pvé New Scope Wizard More Actions 4
A scope is a range ]
scope before dyni Scope Lease
The lease duration specifies how long a client can use an IPv6 address obtained from this
To add 2 new scof scope

For more informaj

Lease durations should typically be equal to the average time the computeris
connected to the same physical network

Non Temporary Address(IANA)

Prefemed Life Time
Days Hours Minutes:

=R

Valid LfeTime

Cancel

613 PM

W s 5/8/2019

9:21 PM
5/8/2019

= T ds
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%k} B IPV6 I &

L7

BSEMEMmBAR!

— A

7T~ 20

T

. b et b

FxEMySQLE#Z F F &R
--bind-address= [[P/Hostname]
[IP/Hostname] =] LA =&
IPv4 address
[Pv6 address

Hostname

4& my.cnf 3% E 4% F &9[mysqld] & TF
2% £ bind-address = ::
R B T LA IPv4 or IPV6 &4:iE 3

181
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S TEIRARRABNESRIR AP FE

1k ¥ 4 S I R
AL Bt 58 B

:i A==
w /A -

EEREHRAR!

T

. b et b

48 38 AR 75 7+ 4% 1PV6 B 4E 7% 38 BA

IP6IP B AR HE

https://is.gd/UCmheO A G ew %

W5 TR A4 TPV6 A R4 R A

£ 5% 49 35 38 $U IR A SR 4 #) 95 2> £ 48 DNS ~ Web + Email + ;X & FTP ¥
BRI RS RFL L FHRE IPVO thi M kM4 T ¢

— ~ ) DNS it B AR E IPv6

(1). #&PFKme :
DNS Jif#5 7+ 4 IPv6 2 i ] 234 i 4h IPV6 i@ 4% 3% A% 4 3 » 4R _E A ) root
DNS 4t » &4 tw DNS 32 & com.tw/.gov.tw/org.tw DNS % + #&
B #Me)DNS £ —R—H&iRE
a it &4 o) DNS ML B4 %3k IPV6 |
b.#&#] & A& &) Domain name & % # 3% AAAA #24% -

(2). wPEL -
A EY  FAH R AWM AR EBANA + TA Linux R TAH T 7
dig 54 F X TRFESFIALE  idoT
dig -6 [ sk i & ¢ DNS] AAAA +race
(#40 © dig -6 www.gsnv6.tw AAAA +race)

(3). ¥ RIMB 183

it 45 = -94
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. b et b

4% b AR AR A R IR Bmmman

https://www.gsnv6.tw/inventory/checkservicepub.cgi

& IR BT8R 1Pve
R

E2H—HeWebiErs » BT DI http:#/ » 20 hitp:/Avww twnic.net.tw

E2 ) hitps 885 » FumEEsHI hitps:# 20 hitps:/Avww.gsnve tw

=i H Email, DNS, FTP » 3 E B A THE-ZFE(domain name) » 411 dns2.twnic.net.tw
AL www.gsnve tw BIPvefizilk & © 2001:c50:ff:1::9016

%%‘Eﬁﬁﬁ B 75 2@ URL(FI4D © www.gsnve.tw > SFREE FTE ZeREHCF)
‘Web v

R

184
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Lz - IPVA/IPVE ERIRE T TR AR

[Pv4/IPvO 4 #3358 T

Q ‘ ; B 2R 2k

BSEMEHMTR!

v
ICP IPV4/IPV6F+ B B 4g 382t 2 h# =2 &

o IPVALIARP A 4 F 3% 21835 64 IPfL sk > IPVOR)
ICMPv6IF @B A3 AN

o [Pv4¥t¥# Domainty & & K AL A record§ » IPv6
A LAAAAA record ¥} J&E

o IPv4{# A DHCP#y R &z B IP » IPv6 A LA
DHCPV6:£ st 48 2] 7 fie

o MTU(K A {&# B 4 )4 IPv4 2 STOMA L w48 -
[Pv6 Rl 5= 12801E 43 7T 48
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. e et b

o IPv6 Ready Logo& &1 B R IPvO%4 38 48 ag 6942 &
B ekt RS R

e [Pv6 Ready Logoz2 3% 4 sx Phase-1 Logo ~
Phase-2 Logo & 3 fig £ Logo

o Phase-1 Logo & BA 3% fis 6135 3% 1 1 649 4% - A4 1
AR L AE 5 YL H A 3R 5 B AT 3 3R

o Phase-2 Logo BA 3% fi5 23 4 & IPVO IE A 1 35
18 B RFC

o 1E /& hretELogoA 4 DHCPvV6 ~ IPSEC ~ SIP
Logo%

Ty O —

. e et b

o A, 8) &3 1E A Amazon#) AWS & Google )
Google Cloud Platform & Microsoft &) Azure 5 &4
AA B 7 H 6 Evm E M

e 3 #1# A Linode ~ Digital Ocean % E 3% * #%

o HIERMEBYEmEM  BAMPATA X
IPv6 » AL &8 T ¥ AR X3k
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. e et b

o WwRFE % F45 %% 0 LLApachesRNginx 4 1%

I —

48 3k 43) AR 2% 3 3512 A Apache ~ Nginx IS >
BER RS ZIEKIPVO

hEE

T

. e et b

o IPV4SRIPVO¥ R Bl A8 L B ey R AR B » 2k

B K A 7058 B2 [y Kk 2R 3k B2 [y Kk - # 8 3 3%
fE o FREEE AR By KB R &

HNIPV6Z 1% > BAIPVORY 2 R AR A #H
2| — B IPv6 &Y B R 3 1& &
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" b net

o SHHIPVORY EIB X e 4R IE > E R E A IPv6
Ready Logo#y 3%
o E 3% ¥ #4vAmazon AWS ~ Google Cloud
Platform & Microsoft Azure4f A 3% 42 72 %5 64 AR 7%
v B % 3&IPv6 » @478, 3] & A
o WIFIR BIRIFE NN RRBERELRME » Rk
7~ 4% B Apache ~ Nginx 2%, Microsoft IIS » ZR =]
L % 321Pv6
o WE3EAE ¥ A 4R 3% & 18 A Unix based4eCentOS
» Ubuntu gk, #Microsoft Windows * B AJ£R &, 4&
A % #&IPv6
o FRBERSE KIEATIF EARBIE S > WwRAEER
WoAR G5 0 R AE EAR R AR X 5 K

Ty O —

. e et b

o ICP4z 2 F ek by 4 N AR SR ER » 23R T L
o 5E R AIPvAR) 2 kg » I HAFIPvosy &
SEIEHE 2B BHYERYNy  BITHLE
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ICP IPv4/IPVOF 4% 45 25 1} € 48 3% 22 2

#mbAEAE

o 5% H & 2 kiE B A IPv6 Ready Logoay 3k 1
RA A CETETRIPVORY £ IR H
(8] 4w Amazon AWS ~ Google Cloud Platform ~
Microsoft Azure)

o 3% 25 78 B BLIPV6

o By Kih7R 3% R IPvOi e KA (F5 KAk o A A2 78
B K SR 3R B8 By KA

o 4355 AR 35 (8145 Apache ~ Nginx & Microsoft
11S % )48 B B IPV6 listening 3t 3% & +F 22 241

2L

o V% % 4 4 /B B ELIPV62E &

Ty S —

. e et b

o T F 2% FDNSIEIFIPVOZH B 7] LAE 1B IPVOfL hiE
% 3| 3% domain name¥} J& 89 IPVOfL kit if i 4T3

o A% ¥ MX records# 1% Email 84 W 3% °T A E 3§ 3E

P&
o o RUE3EAZ X 4H L CMS > BB & 2 X 25N

e A

& 5 A SHEIPVAEST R A 693% €

4 = -100



Ty O —
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o EAIH NEIA LD RAITIH I AHGS Y
WL AT R D RFTH > IR RRL SR AR -

o FIABRE A BRI E » 5B HEIETATR A
B > FEAR AL B) BF X 32 IPVASRIPVOES 15 LT
48 3k v] DAXEAR BB R

o FE IR AL 62 RIR/FE X ST R T BN
¥ 321Pv6

Ty O —

. e et b

o HANFTA L YIPVORT LR E B EATIBRE

e éJria‘ICMPv@a‘ eLIEATIBE 7] J& AR L T LA
T 0 HRLLE FPAYE 0 ¥ L4 #ERFC4890

o IPV6 extension header & & 178 /E > I 2 A5 B K
A EHRE

o & FHIFIPVAIRIPVORL A &Y ] 5
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o F KRG SN R — AL FHKIPVO

o HEIPERBIRMAE 0 A —2EIPVO BRIE 4835 R
P 3k — BN E Ak 0 AT SN R

o DNSzz.4% & 2% & IPv6#y AAAA record

o M0y RS b 3e AT — BE AR RIPV6

Ty —

. e et b

ICP IPv4/IPv6F 48 4 H +

o MySQL : #4#ZIPVeryif & & % & & varchar(39) 4o R & &

1% varbinary 8| % varbinary(16)

[mysqld]

bind address= *

4o R &R T R AE A IpvOiE 4% > T LAZ% A g bind _address = ::1

%X E X 1% #console i i MySQLET » % & & 3L —Aipvo

A PR IR

e mysql> create user ‘ipvbuser’@‘::1’ identified by ‘ipv6pass’;

e mysql> create user ‘remoteipvéouser’@°2001:db8:0:f101::2’
identified by ‘remoteipv6pass’;
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e <VirtualHost [2607:f:1:11::4]>

L S —

" b et

Apache#) 3% T #% 4 httpd.conf
Listen 80

Listen 443

Listen [::]:80

Listen [::]:443

<VirtualHost *:80 [::]:80>

</VirtualHost>

</VirtualHost>

Ty S —

. e et b

nginx:x & 4§ & nginx.conf
4o R £ 443 SSLZELA ipv6
server {
listen 80 default server;
listen [::]:80;
listen 443 ssl http2;
listen [::]:443 ssl http2;

W= -103
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o FIRIVE ¥ & #Kemel# A £ 3£iPv6 » {2 A ik
FAX M B ~ A S FA % B BL

o X ALKT LA G NER KIGES » B Kigd
E & — APV YRR X E R A R AR
[PvO3} 67T BAE 4 F 45 X IR1R3E > B L 8k AY
B KAG AR — & Bp Ak BB 47 » &R B IkiR 47

Ty O —

. e et b

o F7 1 1% A4 EIPVO ik VT LAE 47

e 1p6tables -I INPUT -p tcp -m tcp --dport <port> -s
2b00:x:x:x::/64 -1 ACCEPT

o 355] 1 2 k4% TIPVO AL bk A AEIE 47

e ip6tables -I INPUT -p tcp -m tcp --dport <port> !
2b00:x:x:x::/64 - DROP
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TR AT IS A

o 3 LB By KiG
& NetFlow /)lL 'J

e DPI E& M &%t

Ty —

. e et b

(—) FF K%

B o KG AR 4 Bs 3 L B iRE A X R hhe 0 H
Mk RARBETARAF R B > AR A B ey IP
HOZBEBATETES  UERERT AF XML
W R IR AT EEYAT B

204
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(—) FF K%

HOBER T R E 3 ey kA (Header) » R &
WREBHREGONE > TR ARENIAB @15 RR
IP st ~ B & IP A hk ~ #) € #%8(TCP ~ UDP %
)~ TCP 2 UDP &% 838 ~ TCP 2% UDP #4 B &
# ~ K ICMP 6930 B4R 28 % -

Ty —

. e et b

(—) By KA
HaBEAHKIGEEME - BRET - K F4E

fBER G EEARXAE REAE R 0 &
BIEEITREARW Ty E -

B AT48 F 2 PT 69 REK B KAG
Layer 7 Applications Firewall

206
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(=) NetFlow i & & 8]
Netflow (Network Flow) & — £ 4884 /7 & B 8] F &,

— 18 Flow X, %& — 18 &R IP fsrhkFu B 89 1P farak
Z RiEMmERARE

B AR 3 @B A A8 R (R 8 R 69 IR A B &3 1 3%

207
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. e et b

(=) NetFlow 7 & & ]

Netflow A48/ A B 2R o e &R

LSRR EGEN ~ L& IPfrhtayin & & N
R E R R ERZI A TSRS 55

36T LA F] i B AL R TR R R AN B B A8
ERa TR A 8y 1P 5 %
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(=) NetFlow 7 & & ]

4% A B 9T A% i@ Netflow ik & 2009 LR AT 5 82
IR E ) oA s EEREF AN

%R R A AT 0 e B e AT AT
Ae st ¥ R B4 TR EATHE > A HRAREGEYIP
£ ik

F R AKARE R AR5 H 0 4w ik & Netflow &
45 3& 42 (Session) B B sk $ &9 £ » RF R EF Y
+ 647 ] 2442 (TCP Flag) -

209
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. e et b

(Z)DPl B & 2 4

DPI & /R & 1} 61,4 9] & A #%

BEMUE AR hBERB G BN a8 2 eeig
(Port Mirror)#f &2,

4 3 B0 N E ) BUE

AT H =R 2| F £ R by B R R 5T
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(=Z)DPl B2 & 4 4

DPI & 225 & % 47T LA 3| 7 31 60,77 /B 64 AR A% 28 Y
fﬁ'lﬁn;rs’éi%ﬁ"YouTube EEROBRBIARE

7T DAAR B SR &G 58 B s o 0 1) do 4R BT KRR
# (Internet Relay Chat Bot, IRC Bot) %t 2= 248 il 49
FHFRRX > BT LCFAEM B RN BEHET
BiHEBEANE 2R EM

211
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(=Z)DPl B2 & 4 4

5 AR RDRE N O RUE I 8 R R A
friE4TH#]3] 0 DPL % 48] T URANBREH AN &
iRl TR H AR E ©

AL 698 R 488k 0 FR LBk & DPI 4
BRI LLBRE G B TR 23 -
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(=Z)DPl B2 & 4 4

{8 i PR 3 LR R F B BAR FE 00 L HH Ao ] o
# LAi@ % A A, (Transparent Mode) 4% /5 B A 49 3%
%%B‘f]’ 2 ﬁ/}lLﬁikai{%éﬁ é ’ﬁ' » o] E‘@#-ﬁ(lﬁ
Bo ZEE > HEZER TR H BRI e:E Kk (Packet
Loss) 894K 3 ©

¥ K % 2 DPI &l #R AR F

F2 4% R, (Sniffer
Mode) % & @Jé“%% (Mirror) &9/ & °
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Fih R 2T IEMRT E RN

LATF 2539 L #5; [Pv4/IPV6 A 1 & 48 35 7T AE d BS &Y
AR A

o IPv4 34 # A BA4T A

o IPv6 4885 1 2 2 #4469 72 1b
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IPv4 483 % R 84T 5

mwmdﬁzg%ﬁ%ﬁ%ﬁﬁﬁi’ﬁ%%#i
A ERY > AT AB T EAGLARTSE

o JR % FALERF X, 2 # (Denial of Service Attack, DoS) :
A AR AHRGERE FEITREFEZZL &
FBAR R SRR IZ IR & R MoBR R E T ARFS
e pt

o 2 & f2 X #4345 Malicious code distribution) : & & 2%,

Wa ek PvA Mk ZREREE 2535
BREMEZRIBAKOZ DM

215
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o K % (Fragmentation Attacks) : #| B ¥ A2 &
FREFTAIPVE o a5 FERTLSHERE
BOREHOTREIRTH

o 3% U 47 1 ¥ ¥ (Port Scanning) : #| F 3% O 47 4 $ 4l
HHBAGRA & N IPv4 YA hk 2 R 0 XK
18 ClassC 48 3% 1% & v 548 37T & 34748

o ARP # 8 & ICMP & % 14 #(ARP poisoning and
ICMP redirect) : {4 3% 84 ARP B J& i@ 4o 48 3% P £ 4%
T EAE B $ B BT AR F 3 e iRk 43R
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IPv6 #83& 45 2 2 4% %] &9 721t

K35 IPvA 7 R ey B8 T 3 by A b 89 5 S 4%
@ TS H & 0 KR & B — IR FAT W g
% o

IPv6 R #¢ 4k ey 2xzt £ > 3RAELL IPv4 & 2 5 aY
B8 B ARH] 0 AL T

Ty O —
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IPv6 #83& 45 2 2 4% %] &9 721t

o TAZXELE IP 2 42 1 1) & (Internet Protocol Security,
[PSec) : # 2K IPv4 &, % 3% [Psec » {2 B EFE M5
» i 4e IPv6 & RFC4301 35 & P A 4835 & 25 41 &

78 1 H IPsec -

e IPsec @, 4 Authentication Header(AH) Fv
Encapsulating Security Payload (ESP) > A &
Internet Key Exchange (IKE) % # 47 - i3 sk 3Zfif /&
IPv6 ZR 3Tt £ 47 693k st » ST ARG Ak 3t R 5R ~ 1B
o~ EE s ERFAE
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[Pv6 4885 45 22 2 4% ] &9 38 1L

o 1 A #f & #£ & (Neighbor Discovery, ND):& 47 1k
B &% ¢ KRN IPvE 7 B kst & (Link-Layer) &
2. ARP-RARP # i i#%zmht » ND # 48 3% &
(network-layer)4 4F % 20 #k Bf £ 4% 69 7T fig

o ¥ % &4y nt % Faj(Large address space) : 7R 5] #
IPv4 37 44 — 18 Class C 12 F w9 448 » &7 [Pv6 —
18 F 48 & & 64bits 48 s, B 18 47 45 A F #£55
584,942.417,35 & -

219

Ty O —

. e et b

[Pv4/IPv6 # ¥ & £ 17 89 &2 23 A4

BARIPVO 3R T RIF 0 Z M > EHEIFEAE
AR RF S REME AP

2N IPVA/IPVO # 15 & 1% 69 R 2 M RAA T U5 R T 7
A AE X REIE 3T ﬁl%]%%ﬁ%*ﬁ&#ﬁﬁibﬁ*ﬁ ¥
B EATEIE > BE IPvo /AR flow» 2 H B F AR
FIEH > Bl B RAGFLZRFFR] 7T 3% 2 B8 E
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[Pv4/IPv6 4 15 & A7 69 & 2R A4

o HMEBARR T AU | Flho Rl g 69 By KAG
B AE T DNS B B4k E 0 Ribha@RE
3AT AR B R AL 2

o ICMPV6 221 ]R8 : IPVO 438 17 12 3 L A& B A%
&9 A 0 AR A Bk XK & &35 38 (Router
Advertisement, RA) » Ui FAER T X448 FHE R
ik o BT AEEES A B ARy A B8 3k i 3B A5 48R
89 RA FH#: &
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[Pv4/IPv6 4 15 & A7 69 & 2R A4

o AZ SRR VEAB B3R AR | & 2E AP M AZ 55 (Extension
header) & IPSec #91¢ B = LAk 354 K3R oL ¥ 4&
0 Ao @t EH 4k S8 98 3 B AT R 32
» JRR B ZEAP M R SR K3 T AR A A R R R
M ub g ® B ZE(f5) 4o By OKOE) 0 AR A E
Bk RIFOHFT K RBER R LGRS R E

o Spoofing FHAZ * KB BMT 1) A& 7T #E 4 4 4 IPv6 48
# 4 » 12 & # Neighbor Discovery > Spoofing #k 5
By 3L 1t $e, (8] 12 15 [R A2 P9 31 4833,
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[Pv4/IPv6 # 1} & 17 89 & 23k

e Flooding %78 @ IPv6 fa it R {& A R 464 4k € K 18
RV LB T AR 0 (8 D BEAT BE AR 3 69 L REAR R
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