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=+ F# CGNAT 4 &

CGN Solution

A10 Networks, Inc.

A10 CGN Benefits for Service Provider & Enterprise

High-Performance IPv4 Scaling and IPvé Transition Technologies
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Fixed-NAT Configuration

Fixed-NAT advanced configuration (1:8)
Ports available : 65535 - 1023 = 64512

Ports available per client = 64512 / RoundUp {IP(i) / IP(o)}
Ex : IP(i)=8 , IP(0)=1 — 64512 / 8 = 8064

NAT-IP 200.1.1.1 NAT-IP 200.1.1.2

1024-9087 - Client 10.1.1.
9808-17151 —Client 10.1.1.
171852-25215 = Client 10.1.1-
25216-33279 - Client 10.1.1.
33280-41343 — Client 10.1.1.
41342-49407 - Client 10.1.1.
49408-57471 - Client 10.1.1.
57472-65535 — Client 10.1.1.

1024-9087 - Client 10.1.
9808-17151 —Client 10.1.
17152-25215 — Client 10.1.
25216-33279 — Client 10.1.
33280-41343 — Client 10.1.
41342-49407 — Client 10.1.
49408-57471 — Client 10.1.
57472-65535 — Client 10.1.

DN D WA=

“A10 Networks, Inc.

Internal External Full-cone session (Filter)

A:1024/B:5060 ' X:9001/B:5060 [ **/X:9001

“A10 Networks, Inc.
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End Point Independent Mapping (EIM)

Xix Yyl X1:x1 Yyl

l ( —
Host Y1
s
HostY2
Outside
Source IP: Port Dest IP: Port Source IP: Port Dest IP: Port
Xix Y2:y2 X2:x2 Y2:y2

EIM->X1:x1 = X2:x2 for all Y:y (Y1:y1 and Y2:y2)

SA10 Nelworks, Inc.

Protection from Outside Attacks

= Selective Filtering: Protect internal hosts and services

- Inspect good and bad fraffic destined
to internal hosts and services (leverage EIF)

= Selective Filtering :
- Selective Dynamic filtering (counting PPS)
checking interval is 10 sec (NAT-IP + TCP/UDP/Others)
- IP anomaly filtering (30+ attacks) (Hardware assist)

* High-speed inspection , enforcement and logging

FA10 Networks, Inc.,
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Protection from Inside Attacks

= Infernal host compromised:

- Can be used to attack external hosts
- Firewall blocks entire NAT pool

- Bring down all users behind a NAT pool

= Protection mechanism:
Rate and/or
- Per-user Connection limiting Connection Limits
- From both inside and outside originating flows

= High-speed inspection , enforcement and logging

FA10 Networks, Inc.,

NAT System Network Architecture

One-arm Traffic Flow ( Forward traffic )

m— | 00GE x 2 [LACP)
s 100GE x 2 (LACP)

NAPTI peR-1  GiRTI
«—

GiRT2

N AT
N N

GGSN/PGW

FA10 Networks, Inc.,
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NAT System Network Architecture

One-arm Traffic Flow ( Reverse traffic )

NAPTI Static Route ICIRT!
—

N AT
N N

GGSN/PGW

FA10 Networks, Inc.,

m— | 00GE x 2 [LACP)
s 100GE x 2 (LACP)

NAT System Network Architecture

One-arm with Active-Active

naprt | VR-1 peR-1  GIRTI
- : .

GGSN/PGW
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NAT System Network Architecture
NAPT1 is failed

m— | 00GE x 2 [LACP)
s 100GE x 2 (LACP)

€« -
NAPT2| VR-2 | Por 1 & papo GIRT2

£ N

GGSN/PGW
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NAT System Network Architecture
GiRT1 is failed

m— | 00GE x 2 [LACP)
s 100GE x 2 (LACP)

NAPTI GiRTI

N AT
N N

GGSN/PGW
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NAT System Network Architecture
Link is failed

m— | 00GE x 2 [LACP)
e 100GE x 2 (LACP)

NAPT2| VR-2 PBR-1 & PBR-2GiR2

N N

GGSN/PGW
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NAT System Network Architecture

HA Link is failed

m— | 00GE x 2 [LACP)
e 100GE x 2 (LACP)

NAPTI per-1  GIRTI

GGSN/PGW

FA10 Networks, Inc.
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NAT Site Redundant

m— 00GE x 2 (LACP)
s 100GE x 2 (LACP)

SiteA-NAPTI

logh  GiMXI
«—

SiteB-NAPT2 . Gimx2

SiteA-NAPT2 —o o GiMX2

SiteA SiteA-Backup
NAT mapping NAT mapping
SiteB-Backup ol N SiteB
NAT mapping SAE/GGSN NAT mapping SAE/GGSN

©A10 Neltworks, Inc.

NAT Site Redundant

m— 00GE x 2 (LACP)
s 100GE x 2 (LACP)

loGe  GiMX1

S

SiteA-NAPTI SiteB-NAPT1

20Gh  GiMXI
«—

SiteA-NAPT2 WD GiMX2 SiteB-NAPT2
SiteA SiteA-Backup
- FA YA AVAN : AVl AVAN
SiteB-Backup SiteB
NAT mapping SAE/GGSN NAT mapping SAE/GGSN

©A10 Networks, Inc.
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Fixed-NAT Configuration

iNAPTT ip-list setting e R ip-lists : 1023

} Fe==sssssesmessmmmees Tooiozs | H H H .
ipo-list SAE-IN-1 (2,048 IPs) loozes | entries per ip-list : 1023
10.0.0.0to0 10.0.7.255 %mmumt MapTI

_! . 10050024

ip-list SAE-NAT-1 { 256 IPs) 10060128

200.0.10.0 to 200.0.10.255 1007024

1

E NAPT2 ip-list setting e T R

s CTmmssssssssssesssess 10.0.11.0024

ip-list SAE-IN-2 (2,048 IPs) lopions |

10.0.11.0t0 10.0.14.255 . ——

10.0.21.0 to 10.0.24.255 10:0:2g_o;34 200012024 |HAFT2

| 10022.0/24

. . 10.23.024

ip-list SAE-NAT-2 ( 256 IPs) T Frrrem

200.0.11.0 t0 200.0.11.255

i Private-NAT ip-list mapping

fixed-nat inside ip-list SAE-IN-1 nat ip-list SAE-NAT-1 vrid 1
fixed-nat inside ip-list SAE-IN-2 nat ip-list SAE-NAT-2 vrid 2

FA10 Networks, Inc.,

On-box IP Mapping Table

Searching by NAT IP : 200.0.10.32

Type:|NAT Address | NAT Address: |200.0.10.32 a Wew [M-81/8 ww ! G

Port: Protocol: V.
NAT Address Inside Address  Port Range / Quota Used
200.0.10.32 10.0.1.0 TCP: 1024 - 9087; UDP: 1024 - 9087, ICMP: 1024 - 9087
200.0.10.32 10.0.1.1 TCP: 9088 - 17151; UDP: 9088 - 17151; ICMP: 9088 - 17151
200.0.10.32 10.0.1.2 TCP: 17152 - 25215; UDP: 17152 - 25215; ICMP: 17152 - 25215
200.0.10.32 10.0.1.3 TCP: 25216 - 33279; UDP: 25216 - 33279; ICMP: 25216 - 33279
200.0.10.32 10.0.1.4 TCP: 33280 - 41343; UDP: 33280 - 41343; ICMP: 33280 - 41343
200.0.10.32 10.0.1.5 TCP: 41344 - 40407, UDP: 41344 - 49407, ICMP: 41344 - 49407
200.0.10.32 10.0.16 TCP: 49408 - 57471; UDP: 49408 - 57471; ICMP: 49408 - 57471
200.0.10.32 10.0.1.7 TCP: 57472 - 65535; UDP: 57472 - 65535; ICMP: 57472 - 65535
AIU? ©A10 Networks, Inc. 23
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On-box IP Mapping Table
Searching by Private [P : 10.0.1.200

Type: |Inside Address V| Inside Address:[10.0.1.200 a4 W9 [-1/1 ww 1 6[E0 v
[ Quota Used PartitionName:| |
NAT Address Inside Address  Port Range / Quota Used
200.0.10.57 10.0.1.200 TCP: 1024 - 9087, UDP: 1024 - 9087, ICMP: 1024 - 9087
Ports used
Type:|Inside Address /| Inside Address: [10.0.1.200 | & W [-1/1 ww 1 G
¥/ Quota Used Partition Name:

NAT Address Inside Address  Port Range / Quota Used

Session Quota Used: 0
TCP Ports Used: 0

UDP Ports Used: 0
ICMP Resources Used: 0

200.0.10.57 10.0.1.200

©A10 Networks, Inc. 24

NAT IP Mapping Sample

Fixed NAT Configuration was created at 2815 Sep 29 14:93:44
fixed-nat inside ip-list private-1 nat ip-list public-1

NAT Address: 200.0.1@.@
Inside User Port Range

l@.8.8. 1824 to 9887
10.0.8.1 9888 to 17151
10.0.8.2 17152 to 25215
10.98.0.3 25216 to 33279
lé.8.8.4 3328@ to 41343
18.8.8.5 41344 to 49487
10.08.0.6 49488 to 57471
10.0.8.7 57472 to 65535
NAT Address: 28@.0.10.1

Inside User Port Range
16.8.8.8 1824 to 9887
10.98.8.9 9088 to 17151
10.90.0.16 17152 to 25215
18.8.0.11 25216 to 33279
10.9.9.12 33280 to 41343
10.98.9.13 41344 to 494e7
16.98.0.14 49408 to 57471
1e.8.8.15 57472 to 65535

FA10 Networks, Inc.,
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High Speed Session Logging

= Two basic types of CGN logs
- Port mapping logs

- Session logs [Optional) : Creation and delefion of TCP, UDP and ICMP sessions

= A10 CGN provides tools that dramatically minimize log volume
- Configurable Logging formats: zero logging and compact logging

- Load balancing of log distribution of up to 32 servers

= Supported Protocols for CGN logging fraffic
- Syslog, RADIUS

FA10 Networks, Inc.

NAT44 + GiFW Network Topology

GIRT

LY AV
N LN

GGSN/PGW

IPv4 IPv4/IPvé
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CGN with Gi Firewall Feature

Server Under

) Untrusted

Gi Firewall for routable (non-translated, public IP) fraffic
Stateful for both IPv4 and IPvé traffic
= Application Layer Gateway (ALG) for FTP, TFTP, RSTP, PPTP, SIP

= End-point Independent Filtering (EIF)
= Traffic(permit/deny) statistics & logging

FA10 Networks, Inc.,

Thunder CFW Appliance Family

Entry Level ‘ Mid-Range High-End

Thunder 14045
300 Gbps, 100 GbE ports

0 Gbps

Thunder 1040 | 10 Gbps T

Thunder 7440-11
q: 220 Gbps, 100 GbE ports

vihunder CFW | 1 to 20 Gbps Thunder 4440 | 80 Gbps

Thunder 6440 | 160 Gbps

.._,
<

+.

@

©A10 Neltworks, Inc.
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Physical Appliance with 100GbE ports
N

THUNDER 14045
7440-7 1cen 4U49 con

PERFORMANCE 7440-1Tcen PERFORMANCE
Throughput Gbps Throughput
Setups Per Second 9 Million Setups Per Second 20 Million
Full TCP Connections Per Second 5 Million Full TCP 8 Millio

Connections Per Second 8 Million
Concurrent Sessions 256 Million

Concurrent Sessions 512 Million
Application Delivery Partitions 1,023

Selective Dynamic 450 Million
NETWORK INTERFACE Filter Rate [PPS] SR
1/10 GE Fiber (SFP+) 48 Selective Dynamic Filter 512K / 256K

Hardware Entries (IPv4/IPv6) HENT W
40 GE Fiber (QSFP+) 0

Application Delivery Partitions 1,023
100 GE Fibe

NETWORK INTERFACE

1/10 GE Fiber (SFP+) 0

40 GE Fiber (QSFP+) 4

100 GE Fiber

THANK YOU

www.a10networks.com
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