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IETF Areas

f Applications and Real-Time A « Application protocols and architectures
(ART) * Real-time (communication) and non-real-time

\, J

* Mechanisms related to data transport on the Internet

Transport (TSV) *Includes congestion control

Routing (RTG) - Routing and signaling protocols
Internet (INT) *|Pv4/IPv6, DNS, DHCP, mobility
f Operations and ] -Network management
L Management (OPS) ) +Operations: IPv6, DNS, security, routing
Security (SEC) » Security protocols and mechanisms

« Activities focused on supporting and updating IETF

General (GEN) processes
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108/3/24
()

10:00

IETF Registration

12:30-13:30

Tutorial;: Newcomers' Overview

13:45-14:45

Tutorial: GitHub Tools

15:00-16:00

Newcomers' Quick Connections

16:00-17:00

Newcomers' Meet and Greet

108/3/25
(=)

9:00-11:00

IPv6 Maintenance WG

9:00-11:00

Privacy Enhancements and Assessments
Proposed Research Group

11:00-11:20

Beverage Break

11:20-12:20

IPv6 over the TSCH mode of IEEE 802.15.4e
WG

11:20-12:20

Operational Security Capabilities for IP Network
Infrastructure WG

12:20-13:50

Break

13:50-15:50

IPv6 over Networks of Resource-constrained
Nodes WG

15:50-16:10

Beverage and Snack Break

16:10-18:10

\ Stopping Malware and Researching Threats

16:10-18:10

Quantum Internet Proposed Research Group

108/3/26
(=)

9:00-11:00

SIDR Operations WG

9:00-11:00

Home Networking WG

11:00-11:20

Beverage Break

11:20-12:20

Managed Incident Lightweight Exchange WG

11:20-12:20

DNS Over HTTPS WG

12:20-13:50

Break

13:50-15:50

Interface to Network Security Functions WG

15:50-16:10

Beverage and Snack Break

16:10-18:10

IPv6 over Low Power Wide-Area Networks WG

16:10-18:10

Thing-to-Thing

108/3/27

9:00-11:00

Security Events WG
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(=) 9:00-11:00  Software Updates for Internet of Things WG

i

11:00-11:20 | Beverage and Snack Break

11:20-12:20 \S/\(;:(c:;urlty Automation and Continuous Monitoring

_ _ Technology Deep Dive - Modern Router
15:00-17:00 | A chitecture BOF

16:50-17:10 | Beverage and Snack Break

17:10-19:40 | IETF Plenary

9:00-10:30 | Web Authorization Protocol WG

10:30-10:50 | Beverage Break

10:50-12:20 | IP Security Maintenance and Extensions WG

108/3/28

) 12:20-13:50 | Break
(z)

13:50-15:50 | IPv6 Operations WG

15:50-16:10 | Beverage and Snack Break

16:10-18:10 | Human Rights Protocol Considerations

9:00-10:30 | IPv6 Maintenance WG

108/3/29 | 10:30-10:50 @ Beverage Break

10'50-12:50 {/I\DI(\BNWEIeSS Access in Vehicular Environments
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t gt =x IETF 104 Prague ¢ 3%° 1 & %22 cn¢g k14 ¢ 7 IPv6 ~
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A =
1.
2.
3.
4.

5B BOIPVE B g iR T IR B TF ) e
veops Working Group - IPv6 Operations
6MAN Working Group - IPv6 Maintenance >
dhc Working Group - Dynamic Host Configuration >

6lo Working Group - IPv6 over Networks of Resource-constrained
Nodes -

griEFmIlEe Z TN

1.

464 XLAT Optimization for CDNs/Caches

* <2 3 £ Y IPv6 fa:# (IPv6 Operations: véops ) 1 i®-| & >
foit 7 IP/ ICMP &4 5 ;2 (IP/ICMP Translation Algorithm >
SHT) &% i¥ NAT46 pF » 12 2 IPv4-only 3% % &% & % e I g
e 7 By epe (Content Delivery Networks » CDNs) g -
B~ (Caches) B PR B » i = il iF NAT64 4 5% 4| F v IPv4 e

WBEoZY BRIV ELNEAS Ko

¥ %4+ ¢ draft-palet-v6ops-464xlat-opt-cdn-caches-01
(https://tools.ietf.org/html/draft-palet-v6ops-464xlat-opt-cdn-cache
s-01)

Pros and Cons of IPv6 Transition Technologies for IPv4aaS

PS5 A48 IPV6 5 g BLmi s B Ak o IR ISP &
IPv6-only e i: B~ & F o e B 4% & % 5 |Pvd TR 5%
(IPv4-as-a-Service > IPv4aaS) - 7 I crfljis & 5 2 iR gh{rdd
B> Bejdat H e gk dr gy g ﬁl o ek ’fr’ H lﬁb‘iiﬂ- o 3G B
2o - PR AR BRRAFEF R EFTfRL S Ko

* < % %>t IPv6 i& (IPv6 Operations v6ops )1 it | % >
TR0 IR FE mva4aaS#:4ﬁ’7)§J¥;%Pammﬂé
}k&fﬂ&@jﬁ:}%z— P BN R e d > UFR N PEERE LS
Fenft g

¥ %4+ ¢ draft-Imhp-v6ops-transition-comparison-02

(https://tools.ietf.org/html/draft-lmhp-v6ops-transition-comparison-02)
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Reaction of Stateless Address Autoconfiguration (SLAAC) to
Renumbering Events

B IPVE T AR M che i B TR L Boka L E R
AP F LB R R T (e g; CPE %7 Frig a0 @ * chw
”m%ﬁTﬂﬁvéﬁﬁﬁﬁ) ST S TRt L R S
XE RS GRS B KA %E"{@«}%-FFB%E o A
AT e FAEHR 0 TR TR ERME RS 2 o

* < 3 % %t IPv6 218 (IPv6 Operations > v6ops) 1 F
{ #77 RFCA4861 fr RFCA862 » 14 if 4 B o i { e ikt f i
kR o

FHwmy ﬁgg?—;‘;{ : draft-gont-6man-slaac-renum-01
(https://tools.ietf.org/html/draft-gont-6man-slaac-renum-01)

NAT64/DNS64 detection via SRV Records

* 2 5 £ 3 IPv6 fa:# (IPv6 Operations» véops ) 1 i®-| % >
féiﬁ-ﬁﬁr"? :

A P IH NAT64 < 45 e DNS RIRE » v A3 £ = 3%
- DNS64 PRFxen> 2 o 3% 8 I F 3 1% SRV w4k % = 1> SRV
ek L iF 5 NAT64 » 1\7 DNS64 & PRE » et o v iR L
FE ST 2 NATOA =7 72 P cnDNS R i > b PFid iF
& & SRV 364 DNSSEC Z38 " 5% i@ M en™ Vo iodko
i g * A3 HTTPS e DNS k=™ » v in ¥ 3% = DNS64
FRF% o

Fwm¥ k4~ ¢ draft-ietf-v6ops-nat64-srv-00
(https://tools.ietf.org/html/draft-ietf-v6ops-nat64-srv-00)

IPv6 Router Advertisement IPv6-Only Flag

&= ¥ 4 |Pv6 e (IPv6 Maintenance » 6MAN ) 1
o X EFL 4T

This document specifies a Router Advertisement Flag to
indicate to hosts that the administrator has configured the router to
advertise that the link is IPv6-Only. This document updates
RFC4861 and RFC5175.

M4 T -11
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Hw¥ ZH 4 ! draft-ietf-6man-ipv6only-flag-05
(https://tools.ietf.org/html/draft-ietf-6man-ipv6only-flag-05)

Privacy Extensions for Stateless Address Autoconfiguration in
IPv6

&= 43 |Pv6 sk (IPv6 Maintenance » 6MAN ) 1 i%-)
o X AFR AT

Nodes use IPv6 stateless address autoconfiguration to generate
addresses using a combination of locally available information and
information advertised by routers. Addresses are formed by
combining network prefixes with an interface identifier. This
document describes an extension that causes nodes to generate
global scope addresses from interface identifiers that change over
time. Changing the interface identifier (and the global scope
addresses generated from it) over time makes it more difficult for
eavesdroppers and other information collectors to identify when
different addresses used in different transactions actually
correspond to the same node.

¥ k4% ¢ draft-ietf-6man-rfc4941bis-01
(https://tools.ietf.org/html/draft-ietf-6man-rfc4941bis-01)

Discovering PREF64 in Router Advertisements

& =2 430 IPv6 sz (IPv6 Maintenance » 6MAN) 1 %)
» #& J'— B Router Advertisement £ 78 » #* 33 NAT64 o %
/\
{4

Py k4% ¢ draft-pref64folks-6man-ra-pref64-02
(https://tools.ietf.org/html/draft-pref64folks-6man-ra-pref64-02)

IPv6 Segment Routing Header (SRH)

< g & IPv6 i (IPv6 Maintenance » 6MAN) 1 i®-):
R f%}#%-ﬁ«&r’"f :

Segment Routing can be applied to the IPv6 data plane using a
new type of Routing Extension Header. This document describes
the Segment Routing Extension Header and how it is used by
Segment Routing capable nodes.

FHiwmi %;ﬁ—z}“‘; : draft-ietf-6man-segment-routing-header-18
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(https://tools.ietf.org/html/draft-ietf-6man-segment-routing-header-18)

9.

10.

Link-Layer Addresses Assignment Mechanism for DHCPv6

* 2 g 4309 i 2 3k 2 ( Dynamic Host Configuration» dhc)
1 el FERFER 4T

In certain environments, e.g. large scale virtualization
deployments, new devices are created in an automated manner.
Such devices typically have their link-layer (MAC) addresses
randomized. With sufficient scale, the likelihood of collision is not
acceptable.

Therefore an allocation mechanism is required. This draft
proposes an extension to DHCPv6 that allows a scalable approach
to link-layer address assignments.

FHwm¥ k%< ¢ draft-bvtm-dhc-mac-assign-02
(https://tools.ietf.org/html/draft-bvtm-dhc-mac-assign-02)

SLAP quadrant selection options for DHCPv6

* 2 g 4309 i 2 #3 2( Dynamic Host Configuration» dhc)
1 el FERER 4T

The IEEE originally structured the 48-bit MAC address space
in such a way that half of it was reserved for local use. Recently,
the IEEE has been working on a new specification (IEEE 802c)
which defines a new "optional Structured Local Address Plan"
(SLAP) that specifies different assignment approaches in four
specified regions of the local MAC address space.

The IEEE is working on mechanisms to allocate addresses in
the one of these quadrants (IEEE 802.1CQ). There is work also
in the IETF on specifying a new mechanism that extends DHCPv6
operation to handle the local MAC address assignments. In this
document, we complement this ongoing IETF work by defining a
mechanism to allow choosing the SLAP quadrant to use in the
allocation of the MAC address to the requesting device/client.

This document proposes extensions to DHCPv6 protocols to
enable a DHCPvVG6 client or a DHCPVG6 relay to indicate a preferred
SLAP quadrant to the server, so that the server allocates the MAC
address to the given client out of the quadrant requested by relay or
client.

Hamk %k 7 %+ ' draft-bernardos-dhc-slap-quadrant-01
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11.

12.

13.

(https://tools.ietf.org/html/draft-bernardos-dhc-slap-quadrant-01)

Problem Statement of Multirequirement Extensions for DHCPv6

* 2 3 4309 i 2 3k 2 ( Dynamic Host Configuration» dhc)
1 iE s TR AT

The manageability, security, privacy protection, and
traceability of networks can be supported by extending DHCPv6
protocol. This document analyzes current extension practices and
typical DHCP server software on extensions, defines a DHCP
general model, discusses some extension points, and present
extension cases.

74

draft-ren-dhc-problem-statement-of-mredhcpv6-01(https://tools.iet
f.org/html/draft-ren-dhc-problem-statement-of-mredhcpv6-01)

=Y 4 W =1 & .
ﬁ3—»=‘”—"r§°ﬁ:)s 54

IPv6 Backbone Router

A2 F AT RLUE B IPV6 e EL (IPV6 over
Networks of Resource-constrained Nodes » 6l0) 1 -] & » ¥ %
#ﬁﬂ N LI

This document updates RFC 4861 and RFC 8505 in order to
enable proxy services for IPv6 Neighbor Discovery by Routing
Registrars called Backbone Routers. Backbone Routers are
placed along the wireless edge of a Backbone, and federate
multiple wireless links to form a single MultiLink Subnet.

¥ %34+ ¢ draft-ietf-6lo-backbone-router-11
(https://tools.ietf.org/html/draft-ietf-61o-backbone-router-11)

IPv6 over Constrained Node Networks (610) Applicability & Use
cases

A2 AN FTIRE UG 1 1PV6 i (IPV6 over
Networks of Resource-constrained Nodes » 6lo) 1 iz-] & » ¥ %
& AeT

This document describes the applicability of IPv6 over
constrained node networks (6lo) and provides practical
deployment examples. In addition to IEEE 802.15.4, various link
layer technologies such as ITU-T G.9959 (Z-Wave), BLE,
DECT-ULE, MS/TP, NFC, PLC (IEEE 1901.2), and IEEE

Hi45T -14
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14,

15.

802.15.4e (6tisch) are used as examples. The document
targets an audience who like to understand and evaluate running
end-to-end IPv6 over the constrained node networks connecting
devices to each other or to other devices on the Internet (e.g. cloud
infrastructure).

Hwmi & B2 %+ . draft-ietf-6lo-use-cases-06
(https://tools.ietf.org/html/draft-ietf-6lo-use-cases-06)

IPv6 Mesh over BLUETOOTH(R) Low Energy using IPSP

A2 F AT IRE UGB IPV6 3 EL (IPV6 over
Networks of Resource-constrained Nodes » 6l0) 1 -] & » ¥ %
#ﬁ‘ﬁ 4T

RFC 7668 describes the adaptation of 6LoOWPAN techniques
to enable IPv6 over Bluetooth low energy networks that follow the
star topology. However, recent Bluetooth specifications allow
the formation of extended topologies as well. This document
specifies mechanisms that are needed to enable IPv6 mesh over
Bluetooth Low Energy links established by using the Bluetooth
Internet Protocol Support Profile. This document does not
specify the routing protocol to be used in an IPv6 mesh over
Bluetooth LE links.

¥ k4% ¢ draft-ietf-6lo-blemesh-05
(https://tools.ietf.org/html/draft-ietf-61o-blemesh-05)

Transmission of IPv6 Packets over PLC Networks

A2 F AT IR UE B IPV6 R EL (IPV6 over
Networks of Resource-constrained Nodes > 6l0) 1 %] & » ¥ %
& A4eT

Power Line Communication (PLC), namely using the
electric-power lines for indoor and outdoor communications, has
been widely applied to support Advanced Metering Infrastructure
(AMI), especially smart meters for electricity. The inherent
advantage of existing electricity infrastructure facilitates the
expansion of PLC deployments, and moreover, a wide variety of
accessible devices raises the potential demand of IPv6 for future
applications. This document describes how IPv6 packets are
transported over constrained PLC networks, such as ITU-T G.9903,
IEEE 1901.1 and IEEE 1901.2.

T 15
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FHrm %;ﬁ—z}{ : draft-ietf-6lo-plc-00
(https://tools.ietf.org/html/draft-ietf-6lo-plc-00)

Security 4p B FoiiTsd o

A= 525 B Security B R e BT AR F) e

1. mile Working Group - Managed Incident Lightweight Exchange

2. sacm Working Group - Security Automation and Continuous
Monitoring ;

3. secevent Working Group - Security Events ;

4. smart Working Group - Stopping Malware and Researching
Threats -

g P RFNIAES Z TN E
1. Using XMPP for Security Information Exchange

A2 g At d ¥ g E % (Managed Incident
Lightweight Exchange > mile) 1 %/ % » ¥ %4 & 407

This document describes how to use the Extensible Messaging
and Presence Protocol (XMPP) to collect and distribute security
incident reports and other security-relevant information between
network-connected devices, primarily for the purpose of
communication among Computer Security Incident Response
Teams and associated entities.

To illustrate the principles involved, this document describes
such a usage for the Incident Object Description Exchange Format
(IODEF).

¥ k4% ¢ draft-ietf-mile-xmpp-grid-10
(https://tools.ietf.org/html/draft-ietf-mile-xmpp-grid-10)

2. CBOR/JSON binding of IODEF

A2 g 43ty ¥ 2 4E R s (Managed Incident
Lightweight Exchange > mile) 1 %/ %2 » ¥ %4 & 407

RFC7970 specified an information model and a corresponding
XML data model for exchanging incident and indicator
information. This draft provides an alternative data model
implementation in CBOR/JSON.,

a1 -16
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¥ %4+ ¢ draft-ietf-mile-jsoniodef-08
(https://www.ietf.org/id/draft-ietf-mile-jsoniodef-08.txt)

3. Definition of ROLIE CSIRT Extension

A2 F AR A F EEE 52 (Managed Incident
Lightweight Exchange > mile) 1 %/ % » ¥ %4 & 407

This document extends the Resource-Oriented Lightweight
Information Exchange (ROLIE) core to add the information type
categories and related requirements needed to support Computer
Security Incident Response Team (CSIRT) use cases. The
indicator and incident information types are defined as ROLIE
extensions. Additional supporting requirements are also defined
that describe the use of specific formats and link relations
pertaining to the new information types.

FHwm¥ k4 ¢ draft-ietf-mile-rolie-csirt-02
(https://tools.ietf.org/html/draft-ietf-mile-rolie-csirt-02)

4. Definition of the ROLIE Software Descriptor Extension

A2 F A E > p Bt odF § F 4 (Security Automation

and Continuous Monitoring > sacm) 1 -] % » ¥ k4 & 4o !

This document uses the "information-type" extension point as
defined in the Resource-Oriented Lightweight Information
Exchange (ROLIE) [RFC8322] Section7.1.2 to better support
Software Record and Software Inventory use cases. This
specification registers a new ROLIE information-type,
"software-descriptor”, that allows for the categorization of
information relevant to software description activities and formats.
In particular, the usage of the ISO 19770-2:2015 (SWID Tag) and
the Concise SWID (COSWID) formats in ROLIE are standardized.
Additionally, this document discusses requirements and usage of
other ROLIE elements in order to best syndicate software
description information.

Fw¥ k4% ! draft-ietf-sacm-rolie-softwaredescriptor-06
(https://tools.ietf.org/html/draft-ietf-sacm-rolie-softwaredescriptor-06)

5. Security Automation and Continuous Monitoring (SACM)
Architecture

M4 -17
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*2 g EE > p B fodF F E 3 (Security Automation
and Continuous Monitoring > sacm) 1 T’ffj‘ o X EFEL 4T

This memo documents an exploration of a possible Security
Automation and Continuous Monitoring (SACM) architecture.
This work is built upon [I-D.ietf-mile-xmpp-grid], and is
predicated upon information gleaned from SACM Use Cases and
Requirements ([RFC7632] and [RFC8248] respectively), and
terminology as found in [I-D.ietf-sacm-terminology].

FHwmy +'§—9\ . draft-mandm-sacm-architecture-01
(https://tools.ietf.org/html/draft-mandm-sacm-architecture-01)

6. Security Automation and Continuous Monitoring (SACM)
Terminology

A2 F AT E > p Bt edF F E 4 (Security Automation
and Continuous Monitoring > sacm) 1 1%/ % > & ¥ L &kicdr’
SACM # e~ 29 & % Gz o

FHwm¥ k47 ¢ draft-ietf-sacm-terminology-16
(https://tools.ietf.org/html/draft-ietf-sacm-terminology-16)

7. Concise Software ldentifiers

A2 F AN E > p it edE 4 (Security Automation
and Continuous Monitoring > sacm) 1 f’f'J‘ o X EFL 4T

This document defines a concise representation of ISO/IEC
19770-2:2015 Software Identification (SWID) tags that are
interoperable with the XML schema definition of ISO/IEC
19770-2:2015 and augmented for application in Constrained-Node
Networks. Next to the inherent capability of SWID tags to
express arbitrary context information, Concise SWID (CoSWID)
tags support the definition of additional semantics via well-defined
data definitions incorporated by extension points.

¥ k4% ¢ draft-ietf-sacm-coswid-08
(https://tools.ietf.org/html/draft-ietf-sacm-coswid-08)

8. Endpoint Posture Collection Profile
A AN E > B fodF § F 2 (Security Automation
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and Continuous Monitoring » sacm) 1 ¥/] %2 > 3 X & hoT

This document specifies the Endpoint Posture Collection
Profile, which describes the best practices for the application of
IETF, TNC, and ISO/IEC data models, protocols, and interfaces to
support the on-going collection and communication of endpoint
posture to a centralized server where it can be stored and made
available to other tools. This document is an extension of the
Trusted Computing Group's Endpoint Compliance Profile Version
1.0 specification [ECP].

Famk %k B2 %+ draft-ietf-sacm-ecp-04
(https://tools.ietf.org/html/draft-ietf-sacm-ecp-04)

9. Push-Based Security Event Token (SET) Delivery Using HTTP

r~ g 4% »F 2 (Security Events - secevent) 1 i¥-]:
o X EFR 4T 0

This specification defines how a Security Event Token (SET)
may be delivered to an intended recipient using HTTP POST.
The SET is transmitted in the body of an HTTP POST request to
an endpoint operated by the recipient, and the recipient indicates
successful or failed transmission via the HTTP response.

¥ k4% ¢ draft-ietf-secevent-http-push-05
(https://tools.ietf.org/html/draft-ietf-secevent-http-push-05)

10.Subject Identifiers for Security Event Tokens

2 g 4% »F 2 (Security Events - secevent) 1 i%F-]:
o FERFEE o7

Security events communicated within Security Event Tokens
may support a variety of identifiers to identify the subject and/or
other principals related to the event.  This specification
formalizes the notion of subject identifiers as named sets of
well-defined claims describing the subject, a mechanism for
representing subject identifiers within a [JSON] object such as a
JSON Web Token [JWT] or Security Event Token [SET], and a
registry for defining and allocating names for these claim sets.

Fwm¥ k4 ¢ draft-ietf-secevent-subject-identifiers-03
(https://tools.ietf.org/html/draft-ietf-secevent-subject-identifiers-03)
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11.Poll-Based Security Event Token (SET) Delivery Using HTTP

2 g 430 % »F 2 (Security Events - secevent) 1 ¥/
o X AFR AT

This specification defines how a series of Security Event
Tokens (SETs) may be delivered to an intended recipient using
HTTP POST over TLS initiated as a poll by the recipient. The
specification also defines how delivery can be assured, subject to
the SET Recipient's need for assurance.
Hw¥ kFH 4+ ! draft-ietf-secevent-http-poll-02
(https://tools.ietf.org/html/draft-ietf-secevent-http-poll-02)

12.Capabilities and Limitations of an Endpoint-only Security
Solution(CLESS)

re B AT ER e fo £47 7 (Stopping Malware
and Researching Threats > smart) 1 %/ % > ¥ %3 & 4o

In the context of existing, proposed and newly published
protocols, this draft RFC is to establish the capabilities and
limitations of endpoint-only security solutions and explore benefits
and alternatives to mitigate those limits with the support of real
case studies.

w3 k4 draft-taddei-smart-cless-introduction-00
(https://tools.ietf.org/html/draft-taddei-smart-cless-introduction-00)
Capabilities and Limitations of an Endpoint-only Security
Solution(CLESS) i ## &% % 3 %
https://datatracker.ietf.org/meeting/104/materials/slides-104-smart-s
lides-for-cless-draft-taddei-smart-cless-introduction-00

13. % & #ckg et fo= #4737 (Stopping Malware and Researching
Threats » smart) 1 i¥-] 2 4p 3R 2

ERacare  fo= #7757 (Stopping Malware and
Researching Threats > smart) 1 -] e drz-4p b B =277 = §
FrAMEL > ¢ 7

(1) Threat Landscape Update

d F P4 (Symantec) & P3R4 ARR B Y AR
https://datatracker.ietf.org/meeting/104/materials/slides-10
4-smart-threat-landscape-slides-00

2019 Internet Security Threat Report 3% & :
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https://go.symantec.com/istr

(2) Malicious Uses of Evasive Communications and Threats
to Privacy
d Lf (CISCO) = @44 » HRFFFF LR -
https://datatracker.ietf.org/meeting/104/materials/slides-10
4-smart-malicious-uses-of-evasive-communications-and-th
reats-to-privacy-00

(3) Threat Testing for the Good of the Internet
d ¥ K SE Labs 2> & (2 & ge 4k : https://selabs.uk/) 37
Lo BEHEEPBTFLRE
https://datatracker.ietf.org/meeting/104/materials/slides-10
4-smart-testing-for-the-good-of-the-internet-se-01

(4) BGP hijacking
d #_ 5. Qrator Labs = @ (= @ 4 : https://qrator.net/ )
ﬁ%’@ﬁﬂ%ﬁ%%%i
https://datatracker.ietf.org/meeting/104/materials/slides-10
4-smart-bgp-hijacking-01

(5) One Snake
d = RRE rAERE >7 < (NCSC: National Cyber
Security Centre - https://www.ncsc.gov.uk/ ) 2% - fj 4%
# £ = For sale : One snake. Good oil producer. No longer
required » fj 3R T 4R -
https://datatracker.ietf.org/meeting/104/materials/slides-10
4-smart-one-snake-slides-00
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1.
2.

4.

suit Working Group - Software Updates for Internet of Things ;
6TiISCH Working Group - IPv6 over the TSCH mode of IEEE
802.15.4e ; (TSCH is the abbreviation of Time Slotted Channel
Hopping)

Ipwan Working Group - IPv6 over Low Power Wide-Area
Networks ;

t2trg Working Group - Thing-to-Thing -

fPRFEHAME FUT PG

1. A Firmware Update Architecture for Internet of Things Devices

2 403 B e g k8 37 (Software Updates for Internet
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of Things > suit) 1 i® /] %2> ¥ RHFE & 4o

Vulnerabilities with Internet of Things (l1oT) devices have
raised the need for a solid and secure firmware update mechanism
that is also suitable for constrained devices. Incorporating such
update mechanism to fix vulnerabilities, to update configuration
settings as well as adding new functionality is recommended by
security experts.

This document lists requirements and describes an architecture
for a firmware update mechanism suitable for 10T devices. The
architecture is agnostic to the transport of the firmware images and
associated meta-data.

This version of the document assumes asymmetric
cryptography and a public key infrastructure. Future versions
may also describe a symmetric key approach for very constrained
devices.

¥ k-4 ¢ draft-ietf-suit-architecture-05
(https://www.ietf.org/id/draft-ietf-suit-architecture-05.txt)

2. Firmware Updates for Internet of Things Devices - An Information
Model for Manifests

* 2 g 43T 5 B e g8 {37 (Software Updates for Internet
of Things > suit) 1 15/ 2 » ¥ X & 4o !

Vulnerabilities with Internet of Things (loT) devices have
raised the need for a solid and secure firmware update mechanism
that is also suitable for constrained devices. Incorporating such
update mechanism to fix vulnerabilities, to update configuration
settings as well as adding new functionality is recommended by
security experts.

One component of such a firmware update is the meta-data, or
manifest, that describes the firmware image(s) and offers
appropriate protection. This document describes all the
information that must be present in the manifest.

FHimi .%;%2}“‘; . draft-ietf-suit-information-model-02
(https://tools.ietf.org/html/draft-ietf-suit-information-model-02)

3. SUIT CBOR manifest serialisation format

% B 23 P m e g0k &7 (Software Updates for Internet
of Things > suit) 1 1] % » %4 & 4o ¢
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This specification describes the format of a manifest. A
manifest is a bundle of metadata about the firmware for an loT
device, where to find the firmware, the devices to which it applies,
and cryptographic information protecting the manifest.

Hwm¥ & ba %+ . draft-moran-suit-manifest-04
(https://www.ietf.org/id/draft-moran-suit-manifest-04.txt)

4. An Architecture for IPv6 over the TSCH mode of IEEE 802.15.4

< g 4> |Pv6 F > IEEE 802.15.4e 7 TSCH #25¢ (IPv6
over the TSCH mode of IEEE 802.15.4e » 6TiSCH) = i/} % »

This document describes a network architecture that provides
low-latency, low-jitter and high-reliability packet delivery. It
combines a high-speed powered backbone and subnetworks using
IEEE 802.15.4 time-slotted channel hopping (TSCH) to meet the
requirements of LowPower wireless deterministic applications.

FHwm¥ k4 ¢ draft-ietf-6tisch-architecture-20
(https://www.ietf.org/id/draft-ietf-6tisch-architecture-20.txt)

5. Minimal Security Framework for 6 TiISCH

* < % %> IPv6 £t IEEE 802.15.4e e TSCH #-7¢ (IPv6
over the TSCH mode of IEEE 802.15.4e » 6TiSCH) 1 %] % >
f-’ﬁs;}% B 4T

This document describes the minimal framework required for
a new device, called "pledge", to securely join a 6TiISCH (IPv6
over the TSCH mode of IEEE 802.15.4e) network. The
framework requires that the pledge and the JRC (join
registrar/coordinator, a central entity), share a symmetric key.
How this key is provisioned is out of scope of this document.
Through a single CoAP (Constrained Application Protocol)
request-response exchange secured by OSCORE (Object Security
for Constrained RESTful Environments), the pledge requests
admission into the network and the JRC configures it with
link-layer keying material and other parameters. The JRC may at
any time update the parameters through another request-response
exchange secured by OSCORE. This specification defines the
Constrained Join Protocol and its CBOR (Concise Binary Object
Representation) data structures, and configures the rest of the
6TiISCH communication stack for this join process to occur in a
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secure manner. Additional security mechanisms may be added on
top of this minimal framework.

¥ k4 ¢ draft-ietf-6tisch-minimal-security-10
(https://www.ietf.org/id/draft-ietf-6tisch-minimal-security-10.txt)

6. 6TISCH Minimal Scheduling Function (MSF)

* < ¥ 430 IPv6 £ >t |IEEE 802.15.4e 5 TSCH #i25¢ (IPv6
over the TSCH mode of IEEE 802.15.4e » 6TiSCH) = %] % >
FEFL AT S

This specification defines the 6TiISCH Minimal Scheduling
Function (MSF). This Scheduling Function describes both the
behavior of a node when joining the network, and how the
communication schedule is managed in a distributed fashion.
MSF builds upon the 6TiSCH Operation Sublayer Protocol (6P)
and the Minimal Security Framework for 6 TiISCH.

FHwm¥ k47 ¢ draft-ietf-6tisch-msf-03
(https://www.ietf.org/id/draft-ietf-6tisch-msf-03.txt)

7. LPWAN Static Context Header Compression (SCHC) and
fragmentation for IPv6 and UDP

* 2 g £ IPV6 K 4L R B (IPV6 over Low Power
Wide-Area Networks » Ipwan) 1 %/ %2 » ¥ k4 & 4o

This document defines the Static Context Header Compression
(SCHC) framework, which provides both header compression and
fragmentation functionalities. SCHC has been designed for Low
Power Wide Area Networks (LPWAN).

SCHC compression is based on a common static context
stored in both the LPWAN device and the network side. This
document defines a header compression mechanism and its
application to compress IPv6/UDP headers.

This document also specifies a fragmentation and reassembly
mechanism that is used to support the IPv6 MTU requirement over
the LPWAN technologies. Fragmentation is needed for IPv6
datagrams that, after SCHC compression or when such
compression was not possible, still exceed the layer-2 maximum
payload size.

The SCHC header compression and fragmentation
mechanisms are independent of the specific LPWAN technology
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over which they are used. This document defines generic
functionalities and offers flexibility with regard to parameter
settings and mechanism choices.

This document standardizes the exchange over the LPWAN
between two SCHC entities. Settings and choices specific to a
technology or a product are expected to be grouped into profiles,
which are specified in other documents. Data models for the
context and profiles are out of scope.

w3y k4 ¢ draft-ietf-lpwan-ipv6-static-context-hc-18
(https://tools.ietf.org/html/draft-ietf-lpwan-ipv6-static-context-hc-18)

8. SCHC over Sigfox LPWAN

R g 430 IPV6 M 42 R 3 i (IPv6 over Low Power
Wide-Area Networks > Ipwan) 1 -] %> 3 &4 & 407

The Static Context Header Compression (SCHC) specification
describes a header compression scheme and fragmentation
functionality for Low Power Wide Area Network (LPWAN)
technologies. SCHC offers a great level of flexibility that can be
tailored for different LPWAN technologies.

The present document provides the optimal parameters and

modes of operation when SCHC is implemented over a Sigfox
LPWAN.

FHwm¥ k4 ¢ draft-zuniga-lpwan-schc-over-sigfox-03
(https://tools.ietf.org/html/draft-zuniga-lpwan-schc-over-sigfox-03)

9. Static Context Header Compression (SCHC) over LoRaWAN

2 &Y IPV6 1K 4L R B e (IPV6 over Low Power
Wide-Area Networks » Ipwan) 1 i/ %2 » ¥ k4 & 4o

The Static Context Header Compression (SCHC) specification
describes generic header compression and fragmentation
techniques for LPWAN (Low Power Wide Area Networks)
technologies. SCHC is a generic mechanism designed for great
flexibility, so that it can be adapted for any of the LPWAN
technologies.

This document provides the adaptation of SCHC for use in
LoRaWAN networks, and provides elements such as efficient
parameterization and modes of operation.
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Hw¥ X 3H 4% ! draft-petrov-lpwan-ipv6-schc-over-lorawan-03
(https://www.ietf.org/id/draft-petrov-lpwan-ipv6-schc-over-lorawan-03.txt)

10.LPWAN Static Context Header Compression (SCHC) over NB-loT

2 g 430 IPV6 M 42 B B e (IPV6 over Low Power
Wide-Area Networks > Ipwan) 1 %/ % > ¥ %4 & 407

The Static Context Header Compression (SCHC) specification
describes a header compression and fragmentation functionalities
for LPWAN (Low Power Wide Area Networks) technologies.

SCHC was designed to be adapted over any of the LPWAN
technologies.

This document describes the use of SCHC over the NB-IoT
wireless access, and provides elements for an efficient
parameterization.

FHwmy %‘g?‘;ﬁ—z}% : draft-minaburo-lpwan-nbiot-hc-02
(https://www.ietf.org/id/draft-minaburo-lpwan-nbiot-hc-02.txt)

11.Data Model for Static Context Header Compression (SCHC)

A2 g 430 IPV6 M 42 R 3 i (IPv6 over Low Power
Wide-Area Networks » Ipwan) 1 %/ %2 » ¥ %4 & 4o

This document describes a YANG data model for the SCHC
(Static Context Header Compression). A generic module is
defined, that can be applied for any headers and also a specific
model for the IPv6 UDP protocol stack is also proposed. Note
that this draft is a first attempt to define a YANG data module for
SCHC, more work is needed to use all the YANG facilities.

Fn ¥ %34+ ¢ draft-toutain-lpwan-sche-yang-data-model-00
(https://tools.ietf.org/html/draft-toutain-lpwan-schc-yang-data-model-00)

12.LPWAN Static Context Header Compression (SCHC) for CoAP

2 AT IPV6 M 4L R B L (IPV6 over Low Power
Wide-Area Networks > Ipwan) 1 i/ 2 » ¥ X3F & 40T

This draft defines the way SCHC header compression can be
applied to CoAP headers. CoAP header structure differs from
IPv6 and UDP protocols since the CoAP use a flexible header with
a variable number of options themself of a variable length.
Another important difference is the asymmetry in the header
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format used in request and response messages. Most of the
compression  mechanisms  have  been introduced in
[1-D.ietf-lpwan-ipv6-static-context-hc], this document explains
how to use the SCHC compression for CoAP.

Famk %k B2 %+  draft-ietf-lpwan-coap-static-context-hc-04
(https://tools.ietf.org/html/draft-ietf-lpwan-coap-static-context-hc-04)

13.0AM for LPWAN using Static Context Header Compression
(SCHC)

2 AN PV M4 LR B B (IPV6 over Low Power
Wide-Area Networks » Ipwan) 1 %/ %2 » ¥ k4 & 4o

With IP protocols now generalizing to constrained networks,
users expect to be able to Operate, Administer and Maintain them
with the familiar tools and protocols they already use on less
constrained networks.

OAM uses specific messages sent into the data plane to
measure some parameters of a network. Most of the time, no
explicit values are sent is these messages. Network parameters
are obtained from the analysis of these specific messages.

This can be used:

- To detect if a host is up or down.

- To measure the RTT and its variation over time.

- To learn the path used by packets to reach a destination.

-AM in LPWAN is a little bit trickier since the bandwidth is
limited and extra traffic added by OAM can introduce perturbation
on regular transmission.

Two scenarios can be investigated:

- OAM coming from internet. In that case, the NGW should
act as a proxy and handle specifically the OAM traffic.

- OAM coming from LPWAN devices: This can be included
into regular devices but some specific devices may be installed in
the LPWAN network to measure its quality.

The primitive functionalities of OAM are achieved with the
ICMPvV6 protocol.

ICMPv6 defines messages that inform the source of IPv6
packets of errors during packet delivery. It also defines the Echo
Request/Reply messages that are used for basic network
troubleshooting (ping command). ICMPVv6 messages are
transported on IPv6.

This document describes how basic OAM is performed on
Low Power Wide Area Networks (LPWANS) by compressing
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ICMPvV6/1Pv6 headers and by protecting the LPWAN network and
the Device from undesirable ICMPV6 traffic.

Hw¥ %3H 4%+ : draft-barthel-lpwan-oam-schc-00
(https://tools.ietf.org/html/draft-barthel-lpwan-oam-schc-00)

14.RESTful Design for Internet of Things Systems

2 g &3P 0 $ (Thing-to-Thing » t2trg) 1 1% ] & > &
'3‘.#% £ YT o

This document gives guidance for designing Internet of Things
(1oT) systems that follow the principles of the Representational

State Transfer (REST) architectural style. This document is a
product of the IRTF Thing-to-Thing Research Group (T2TRG).

FHwm¥ k4 ¢ draft-irtf-t2trg-rest-iot-02
(https://tools.ietf.org/html/draft-irtf-t2trg-rest-iot-02)

15.State-of-the-Art and Challenges for the Internet of Things Security

* 2 &4 2|4 (Thing-to-Thing » t2trg) 1 i ] % » ¥
%%ﬁﬁ 4T L

The Internet of Things (IoT) concept refers to the usage of
standard Internet protocols to allow for human-to-thing and
thing-to-thing communication.  The security needs for loT
systems are well-recognized and many standardization steps to
provide security have been taken, for example, the specification of
Constrained Application Protocol (CoAP) secured with Datagram
Transport Layer Security (DTLS). However, security challenges
still exist, not only because there are some use cases that lack a
suitable solution, but also because many 10T devices and systems
have been designed and deployed with very limited security
capabilities. In this document, we first discuss the various stages
in the lifecycle of a thing. Next, we document the security threats
to a thing and the challenges that one might face to protect against
these threats. Lastly, we discuss the next steps needed to
facilitate the deployment of secure 10T systems.

This document can be used by implementors and authors of
loT specifications as a reference for details about security
considerations while documenting their specific security
challenges, threat models, and mitigations.

This document is a product of the IRTF Thing-to-Thing
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Research Group (T2TRG).

Py k4% ¢ draft-irtf-t2trg-iot-seccons-16
(https://tools.ietf.org/html/draft-irtf-t2trg-iot-seccons-16)

16.The Constrained RESTful Application Language (CoRAL)

2 g &3P 0 $ (Thing-to-Thing » t2trg) 1 1% ] & > ¥
%#ﬁ-@-&r"ﬁ :

The Constrained RESTful Application Language (CoRAL)
defines a data model and interaction model as well as two
specialized serialization formats for the description of typed
connections between resources on the Web ("links"), possible
operations on such resources ("forms"), as well as simple resource
metadata.

FHwm¥ k%< ¢ draft-hartke-t2trg-coral-08
(https://tools.ietf.org/html/draft-hartke-t2trg-coral-08)

+ F ¥ (Quantum Internet)

# = ¢ 3% IRTF (Internet Research Task Force) & + i 7 B
F# (Quantum Internet Proposed Research Group > qirg) ®E#%7 # A - 4
%7 £ 8 (Quantum Internet) ss » i 2 F (eHpe > IR
MET A T e T
https://datatracker.ietf.org/meeting/104/materials/slides-104-girg-sessa-tuto
rial-on-guantum-repeaters-pdf-00

Py BT 4R34 108 £ 9 7 5-6 p 3t p & 8% Workshop for
Quantum Repeaters and Networks » grifp #2485 4% & %-4c

7 B2+ R p (Quantum Internet Alliance ) #p B F 335
=k ¢ http://quantum-internet.team/

(=) %23 928 = CZNIC

~=% ¢ &d Cisco (L 4L) 2 CZNIC £ F 2 %> TWNIC ] * g =
¥ & % 2% 41 CZNIC %3+ » g2 CZNIC CEO Ondrej Filip » CTO
Zdenek Bruna » 12 % Technical Fellow Jaromir Talir i& = % 7 » 41 5
» # TWNIC 2 TWCERT/CC =n:# {5k in > & £ 45 50 o e it 4 flin
PEREFIEE RPN AL IR
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CZNIC =2 - BH ¥ ¢« CZNIC #x » 712 CZNIC
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Jaromir Talir, Technical Fellow of CZ.NIC
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v

12 % TETF 104 Prague % &z 4 !

Saturday, March 23, 2019 (CET)

P

R AR

8:30-22:00

IETF Hackathon

9:30-18:00

Code Sprint

Sunday, March 24, 2019 (CET)

P

RAL

8:30-16:00

IETF Hackathon

10:00-12:00

IEPG Meeting

10:00-19:00

IETF Registration

12:30-13:30

Tutorial: How to Create an Internet-Draft Using XML or
Markdown

12:30-13:30

Tutorial;: Newcomers' Overview

13:45-14:45

Tutorial: GitHub Tools

14:00-16:00

RTG AD Office Hours

14:30-15:30

TSV AD Office Hours

15:00-16:00

Newcomers' Quick Connections (Open to Newcomers. Note that
pre-registration is required)

16:00-17:00

Newcomers' Meet and Greet (Open to Newcomers, WG chairs and
Mentors only)

17:00-19:00

Welcome Reception

18:00-20:00

Hot RFC Lightning Talks
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Monday, March 25, 2019 (CET)

P i RAT
8:00-9:00  [Systers Networking Event
8:00-18:00 [IETF Registration
9:00-11:00
Dispatch Joint with ARTAREA
IPv6 Maintenance
Privacy Enhancements and Assessments Proposed Research Group
Network Configuration 09:00 - 10:00
Network Modeling 10:00 - 11:00
Bit Indexed Explicit Replication
Common Control and Measurement Plane
EAP Method Update
IP Performance Measurement
11:00-11:20 |Beverage Break
11:20-12:20
Calendaring Extensions
IPv6 over the TSCH mode of IEEE 802.15.4e
Network Management
Operational Security Capabilities for IP Network Infrastructure
Bit Indexed Explicit Replication
Transport Layer Security
RTP Media Congestion Avoidance Techniques
12:20-13:50 |Break
13:50-15:50
Email mailstore and eXtensions To Revise or Amend 13:50 - 14:50
JSON Mail Access Protocol 14:50 - 15:50
Registration Protocols Extensions
IPv6 over Networks of Resource-constrained Nodes
IRTF Open Meeting
Network Modeling
Security Dispatch
TCP Maintenance and Minor Extensions
15:50-16:10 |Beverage and Snack Break
16:10-18:10

Stopping Malware and Researching Threats
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Hypertext Transfer Protocol

Extensions for Scalable DNS Service Discovery

Quantum Internet Proposed Research Group

Inter-Domain Routing

Routing Over Low power and Lossy networks

Web Authorization Protocol

Transport Area Working Group

18:30-20:00

Newcomers' Dinner

18:30-20:00

Hackdemo Happy Hour

Tuesday, March 26, 2019 (CET)

P

R AT

8:00-18:00

IETF Registration

9:00-11:00

Email mailstore and eXtensions To Revise or Amend 09:00 - 10:00

Using TLS in Applications 10:00 - 11:00

Distributed Mobility Management

Home Networking

SIDR Operations

Routing Area Working Group

CBOR Object Signing and Encryption

Trusted Execution Environment Provisioning

QuIC

11:00-11:20

Beverage Break

11:20-12:20

DNS Over HTTPS

Light-Weight Implementation Guidance

Quantum Internet Proposed Research Group

BNG Control-plane And User-plane SEparation BOFx

Traffic Engineering Architecture and Signaling

Limited Additional Mechanisms for PKIX and SMIME

Managed Incident Lightweight Exchange

Transport Area Working Group

12:20-13:50

Break

12:35-13:35

WG Chairs Forum (For WG Chairs Only)

13:50-15:50

Constrained RESTful Environments
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Network Time Protocol Joint with TICTOC

Timing over IP Connection and Transfer of Clock Joint with NTP

Autonomic Networking Integrated Model and Approach

Domain Name System Operations

Traffic Engineering Architecture and Signaling

Interface to Network Security Functions

Messaging Layer Security

Transport Area Open Meeting

15:50-16:10

Beverage and Snack Break

16:10-18:10

Audio/Video Transport Core Maintenance

IPv6 over Low Power Wide-Area Networks

Thing-to-Thing

Global Routing Operations

BGP Enabled ServiceS

Transport Layer Security

Application-Layer Traffic Optimization

Delay/Disruption Tolerant Networking

Wednesday, March 27, 2019 (CET)

PR PR AT
8:00-17:10 |IETF Registration
9:00-11:00
Dynamic Host Configuration
Decentralized Internet Infrastructure
Bidirectional Forwarding Detection
Deterministic Networking
Routing In Fat Trees
Security Events
Software Updates for Internet of Things
QuUIC
11:00-11:20 |Beverage and Snack Break
11:20-13:20

Captive Portal Interaction 11:20 - 12:20

Multiparty Multimedia Session Control 12:20 - 13:20

Crypto Forum 12:20 - 13:20

Benchmarking Methodology

7 35




Link State Routing

Multiprotocol Label Switching

Automated Certificate Management Environment 11:20 - 12:20

Security Automation and Continuous Monitoring

Multipath TCP

15:00-17:00

Technology Deep Dive - Modern Router Architecture

16:40-17:00

IETF Executive Director Office Hours

16:50-17:10

Beverage and Snack Break

17:10-19:40

IETF Plenary

Thursday, March 28, 2019 (CET)

P

R AT

8:00-17:50

IETF Registration

9:00-10:30

Concise Binary Object Representation Maintenance and Extensions

Path Aware Networking RG

KSK Futures

Babel routing protocol

Link State Vector Routing

Path Computation Element

Messaging Layer Security

Web Authorization Protocol

10:30-10:50

Beverage Break

10:50-12:20

GitHub Integration and Tooling

Computing in the Network Proposed Research Group

Measurement and Analysis for Protocols

MBONE Deployment

Inter-Domain Routing

Network Virtualization Overlays

DDoS Open Threat Signaling

IP Security Maintenance and Extensions

12:20-13:50

Break

12:30-13:30

Systers Lunch

12:30-13:15

Host Speaker Series

13:50-15:50
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Hypertext Transfer Protocol

Predictable and Available Wireless

Network Management

Coding for efficient NetWork Communications Research Group

IPv6 Operations

Protocols for IP Multicast

Source Packet Routing in Networking

Security Area Open Meeting

15:50-16:10

Beverage and Snack Break

16:10-18:10

Brand Indicators for Message Identification

Internet Area Working Group

Human Rights Protocol Considerations

Internet Congestion Control

Operations and Management Area Working Group

Link State Routing

Service Function Chaining

Remote ATtestation ProcedureS

Friday, March 29, 2019 (CET)

PR RAT

8:00-12:00 [IETF Registration

9:00-10:30
Constrained RESTful Environments
Secure Telephone Identity Revisited
IPv6 Maintenance
Global Access to the Internet for All
Domain Name System Operations
Locator/ID Separation Protocol
Collaborative Automated Course of Action Operations for Cyber
Security

10:30-10:50 |Beverage Break

10:50-12:50

DNS PRIVate Exchange

IP Wireless Access in Vehicular Environments

Information-Centric Networking

Routing Area Working Group
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Authentication and Authorization for Constrained Environments

Transport Services
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Bl (=2 +)TWNIC fp# s e k& IoT World F'“&Jz N
Joe Maglitta, Principal at Maglitta Communications & #*

2 & loT World & & £ ¥2 Connected & Autonomous Vehicles 72
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(3) k¥ FiRA A (Energy and Resource Production) -

(4) FE$+H (Smart Cities)

(5) %y % & (Connected Consumer) -

(6) @& pdE®;TD (Connected & Autonomous Vehicles)

(7) # B4 (loT Connectivity)

(8) *a1Fi=ELY (Al & Machine Learning) -

Q) F# AR ek fﬁ.‘i’ iw % ( Developers Conference: Build &
Deploy )
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(12) :# %3+ & (Edge Computing) % -
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2019 loT World & #z :

http://www.qgiievent.tw/itmc681315/agendal.shtml -
2019 1oT World Hackathon & =t
https://iotworldhack.bemyapp.com/ -

\\\?{r

B RNFTAL AT L5

p AT

108/5/13 (- ) | Hackathon

| Hackathon

_ Exhibition Opening & Booth Crawl
108/5/14 (=) | Silicon Valley AgTech Startup Pitch off

Hackathon Pitch off Finals

| Analyst Breakfast Briefings

Keynotes

| Industry Vertical Networking

_ Developers Conference: Build & Deploy
108/5/15 (=) | 10T Connectivity - 5G & LPWAN

Industry Vertical Exhibition Tours

| Startup Elevate Pitch offs

Insider Session Workshops

| Analyst Breakfast Briefings

Keynotes

| Industry Vertical Networking

108/5/16 (= ) Developers Conference: Build & Deploy
| 10T Security

Industry Vertical Exhibition Tours

| Startup Elevate Pitch offs

Insider Session Workshops
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(2) # =44 Advantech

MEFRALY L FERA PSR ’féﬂ’ﬁ@}i&
R E?%#%%@Eﬁwm?i°i@? R B

(LPWAN ) fei£ & 3¢ (Cellular) $jis > 77 Z L5 0 WISE Jk 71 F
MR L FR R R RBETRIEY IR BfEA 2 % o gt
W2 A2 T SddE s 235 MQTT fr CoAP 2 2> WISE loT

BRER T Lol P E RS KRR R -

FEMERE PEHREEL SRR I IR B FEORE
BRKG LA e R 0 4o MQTT fo RESTful » 37
HrpOR By #%@uuil Ehe e It R T A p R Y
Pk D2 fRA R A PR O L R BRen Kk St

$$°#ﬁﬁi@%11
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https://www.mypenguinsmart.com/
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-
Cloud Service & ; \ m A
loT Hub POWER BI Machine Leaming and more

4444
Protocol HTTPS (Web API) “#OPC UA a MQTE “'W
L @ (Pwan LGRa LoRawaN @NB-cr &G ) e

m ' ??iﬁaamﬁ#

loT Edge Device Mesh 110 Edge Intelligence Platform Intelligent RTU Edge DAQ Platform
ADAM-5830

and Platfoml Wzzard ESRP-CSS-UNO2484 ADAM-3800

ot -

LoRaWAN Gateway Compact Intelligent Gateway Ethernet /O Wireless /O  Communication Gateway
WISE-8610 ADAM-8700 ADAM-8200 WISE-4000 ECU-1251TL

FEE b T4 M A 5o 35 WISE 10T @8 5 4
(Sensing Devices) » & &% F| 2 524> % > 12 g 1/0 #H. (1/0
Module) - WISE loT & % 1/0 fiH. ¢ 453 © WiFi
LPWAN(Low-Power Wide-Area Network) - LoRa > LoRaWAN >
NB-loT(Narrow Band IoT) » 2 3G % -

loT @R X & T3 A B FRBR i & Kk 2% W 1oT
o A FRAEIEY o 50 BE A R loT B * 07 e 8p A clicdy 0 @
Benp B i R A R B A R RS FERE
WISE-4000 & 7| & % i g 2 & 25 (Wireless Sensor Node » WSN ) -
FI* B AT 0T 24 ol WISE-4000 € - B 2 =8 #icdy @ B frid
el B 7RI NOT kst e ¥ 0] 45 0 1 R RE B
So anfra A RR R BIpY o k2 REF LA
iR % B s enloT o = dicdp e04p B B¢ 45> Cloud Integration »
Modbus » RESTful - MQTT Protocol » 2 2 Wireless Communication

A5
= o
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4o WA 0 R ER A PBERE -

r l Are devices deployed

Is the power supply limited?

over a wide area?

High-volume,
real-time data

1lr

Is GPS required? |

Is GPS required?
High-volume

real-time data h
Are devices
. deployed outdoors?

WISE Wireless 10T Sensing Devices 3w 4 % ;ﬁ—z}gﬁ :
http://select.advantech.com/wise-iot-sensing-devices/ °

BUILD CONNECTED
SOLUTIONS THAT
PRODUCE REAL-TIME
RESULTS

Bl 7 Z L4 Advantech & o1 #i-
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(3) I 5522 AWS

Amazon Web Services (AWS) Z_ >3k & 2w fof iZE p 2
HE Lo FEkp 2T CAZE 165 § I A = FTIPRIE o

AWS l0T 2% 221 %3 § ¥ {of 34> % 10T JRAE -

d > AWS 10T £ 446 Al JRAFFE & > Flt T i@ B2 4 e B it

S EAERELRP c AWSIoT 45 AWS 255 > ¥ ¥

EEHE T e ERg R it iERIHE - AWSloT B3 &5

PR 2H NP EE PIR T HEASDT 2P TR
BT o

AWS IoT #& &R iZm iFr chwh iy P BARZ 28 > ¥ L 2 faK
BT Ee ks mEiEis & o AWSIoT % 974 i
eNfEA= &40 Bl¥7ror 0 # 7 Data Services » Device Software » 12
% Control Services = B & » o

-

AWS loT Events

AWS loT SiteWise

AWS loT Analytics

AWS loT
Greengrass

AWS loT
Things Graph

AWS loT Device

©®® ©v®

Management . |@.
- Intelligence N -
AWS loT
. AWS loT Control —— Device @ Bevice SDK
Device Defender services e software
@ AWS loT

AWS loT Core

by 4

AWS loT @ iv4 = i K =t » 4 %] 5 Edge » AWS Cloud » 14
% Enterprise » H & % chfif B Bl 4o

@

4T -53
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I Internet of Things with dWS$S 1 ==y
Edge I S— Enterprise
Endpoints : Gateway/Hub/PLC I AWS Cloud I Q D %

d AWS loT Applications
SiteWise
Amazon Amazon g s
Kinesis S3 Bucket ) % 7d|

el
okt B ==
= .. = - AWS loT ) AWwsloT AWS loT AWS loT
premise Collection Srotacol Core Bl Device Mgmt. Device Defender Analytics 4
Historian Gateway Conversion
. ~3
N é o
Things @ .
Amazon Amazon

Snowball Message Over-the- S‘hv’-lll'l?l Channels Timestream Redshift
Edge or Ad-hac

Over-the-air
Broker (OTA) Update: 4
Auvdit

@ i ©
MQTT, HTTP, WebSockets - TLS 1.2 - X509 H [m
Rules ! = g !k o loT Building Blocks
Engine oHEOH: == Pipelines -
MQTT, TLS 1.2-x509 -3 = : Detection
= 9 ' L L "
Ao Certificate
Authonty

leet Index
o & Search A 1
* Al s Analyti
el Data St
S
/ﬁ g .a"‘ @
BatchFlet | | €=
Davice Provisioning . 5 g 4
o & Amazon
* AP| Gateway Cognito
4
AWS loT o vents -
e o AWS IoT E

o | | =& @

Local Comms Long-range
Comms

~ =& ¢ tx Amazon Web Services Principal Solutions Architect of
loT ¢ Craig Williams 47 55 g Ji B 38 4 = g » 12 |oT Best
Practices & Architecture t~ B fe 28 Hf chb i F B 5 2 308 & 0 IR
4 o
¥

#t #F > Amazon Web Services Head of BD and Strategy of 10T =
Mark Relph 2 Transformational 10T 5 2 48"+ ¢ % £ 7 & 374>
Mark Relph 4= B #71 :

AWS loT £ 4 ﬂ’; ;%-K% https://aws.amazon.com/tw/iot/ -
AWS loT Atlas i 4 & ;;‘—9;&% https://iotatlas.net -
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https://aws.amazon.com/tw/iot/
https://iotatlas.net/

Transformational loT

Mark Relph
Head of BD and Strategy — loT
Amazon Web Services

Y

B : Mark Relph, Amazon Web Services 4 % Transformational loT

B © AWS & 7+ i
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(4) AT&T

AT&TIOT & SR 7 B >t chfgdi> FF 3T 5 o
d Bf$g;km=a, e ¢ 7 DataFlow ZA# 3K » 3 & fok & 3§
fe B (Adapter) - 4~ B e fe{o g 12 % > HJRAEZE o™ B 97T

IDEA DEVICE
TEMPLATE PECIF

COMPONENTS P SECURITY &
- IDENTITY LAYER

DEVICES

REGISTRY

- SNAPSHOTS ~
. .
Sy e -
T - e r Ui rr
/”
L - -~

10T :
CONMECTIVITY . . ,qppucp.\:r?gﬁ
' 'Hg‘ama?on '3|T'
Ml Microsoft
.. Azure

B AT&T $ 8 3-T - DataFlow Infrasturecuture

AT&TIoT F & PRAx4 e 23k i e frp 3L 3K & PRI > Bcdp 1o
Fofip v ARt A kBl BRI 2RI EES G oo
Fl* m WY Ry o 2R F HSIM A > JI* ATTLTE-M 3
Bef M 4ol g et 12 AT&T 23k SIM + 3% > J4a
RELFHT RN X 2B B E M X F IR 5 0 R ikd

Hfr? EARH o} Ao E gt TR G o R AT
G VR o e T G enlidg 0 © & * 25 0 10T Platform API
BEEPE* foBdpT RS 6 RIEAET P T ARDP IR
R AP RE v RrRIER I8 R By R E R IE SRR
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PRRLE o 32 r:%-mv LG R R AEREY SR
¥oF iR F R ke E @ F S ol e .

I AT&T 4B e 5 enflg™ R Glde @ A Rak > % 1L
feeed * KRB DAk * BRI DR R )
Fo PR BRI oif R ket RS R M A A T A
B B RETRAF FEIRLAGIFTAOGREAFE ST
P Sl e F 2 SRde il oo

AT&T loT Platform 3% im 4 . ”'ﬁ— 2
https://iotplatform.att.com/ -

AT&T loT Platform & §mjf#id-= % &* B 15 4R
https://iotplatform.att.com/solutions/vehicle-solutions -

AT&T loT Platform 3 & ¢ =i * B 7 35 5B
https.lllotplatform.att.com/solutlons/asset-manaqement °

(5) DELL Technologies #* f #jiv

18 F B B e 3N R 3 45 #- 10T 4~ 25 % (Internet of Things)
#% 5 1QT(IQof Things k4 A fgseH BEF R EFL 7 FE
P A a e B o A A R (AL e BE Y Srd Fo o A
W LT W LS 0 L IR S o U HFIR S 4
1 E S PE'»/MMR»,?E%‘E% (Edge) -~ 3 (Core) ¥ 2 =4

(Cloud) e — 4p iz 2 f& % ¥t (Ecosystem) -

PR F9 @ e s 2 RBEY g o
Boeng & oA fb‘v\’ﬁﬁi%%ﬁﬁ%ﬁ”iﬁaé‘é R ERBITERM I E BRI o
BB L IAP F T B TR AP (IR B EE > 12 ZE R
FliEr8Y o:tzwr,a FaFhe BT Ew % A FeEa 1Q,
g ds 2 ATH J enle BAIRT o

FREEST ol AR kY oo S &
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https://iotplatform.att.com/
https://iotplatform.att.com/solutions/vehicle-solutions
https://iotplatform.att.com/solutions/asset-management

AT ERR TR BN A Ei‘,;ﬁd EiEP LA g kk L8 e
&%%%ﬁauﬁww1*’%w%ﬂ%mhﬁkﬁ%*$°éﬁ
Fcds g B e g 13 1T > gV U g]'ﬁf@; A 7 "ufe Edge Gateway i 4%
AIBLE o

¢ hif 4 A 473 % Dell Edge Gateway i 71 5 & & »
for Mk p LB BAoR G Dlicdy o ip MAE LV OE L
loT fr %t RE ZRR B BcE R A2 AL TR HEr
e o MG R APTHEE I S ko d g 7'-‘71 4
jﬂm?\ﬁ -3y~ TR ‘E‘-i‘nezﬁ‘l?ﬁ' TR A#HEX ;jll Lok
EKET - TR ZFTEAYRLLE

DELL 0T f#/4&= %:%m /. ;;@LK%
https://www.delltechnologies.com/zh-tw/what-we-do/iot/index.htm %

https://www.dell.com/learn/us/en/555/0em/oem-internet-of-things -

] - DELL % 7r >

(6) 1BM Watson IoT Platform

IBM 2% 5 4 83 4 3 i ey 0 Al Fods it o e & o 1% Al
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https://www.delltechnologies.com/zh-tw/what-we-do/iot/index.htm
https://www.dell.com/learn/us/en/555/oem/oem-internet-of-things

foloT e & 7 fcielfend 2o 4IRTF A B 5 Afo3n %
PE R e ko Lo A o JeiE g g o

IBM Watson loT Platform (4 T 5 ) & is% 2 @4 > ¢
T4 T e TR oA 4T b el o 2 T S AT AR H R g B f
TR R Y BB BB AR B R K A2 bR
;g—. tﬁ =4 Ve ,%:tg;_o

Watson 10T & & » 7 rz it > 5is % 20 4% 0 fc b o B 4
BSR4 T e ficdh o 0 250 @ % IBM Cloud » Tt 7 1L i 45 B frif
}@7 1;[33& I mélel'rﬁ Fooom A g%ifgg_? _}_»,]v_}‘ y x%féi\‘)k i Bon) o

IBM Watson 3% & fidr 0 g ficdy @ JEB~B % 1§ Eehe B 2%
% 14 @ fc By (Gatherdata) @ % 24 @ i ¥ 414 (Visualize
patterns) - % 3 4 : jai& 4 47 (Advance to analytics) » % 4 #
2~ 4 344 (Infuse with Artificial Intelligence )

IBM Watson 10T 45 2 & * PRixenE Bhe J51 ¥X F 2 8P »
DA R AT R RS Gt g - LEETAYR
( Enterprise asset management » EAM) > ¢ o f ¥ F 42§ 12
( Core enterprise asset management) > ¥ & % Poop 1T ( Asset
performance management) > 4 & g it (Productlon optimization) -
4 & B £ F % (Production quality insights) » 1 % % 2 ¥ % (Worker
safety insights) % = 5 o i 5 FiFH e 47> B BE{o L 14
Eaipg A7 iy > b o RS AT R G S

= ¢ 3% IBM David Meek 12 B »t & kA7 E 1 frchd 408 £

/fﬁpﬁl" ﬁ‘;%iéﬁ"%l B Al 4efe e i3 ¥ > David Meek 59
HAeT BlAror
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@ : David Meek, IBM Watson 4 5 & Kk FE 1 i Aldcmicg @l ¥

gt b > IBM Watson loT Advocacy 7 CTO John Walicki » % 4~
Higer B ’fi ~ ¢ P 4w 0 2 484 From Sensors to Insights
with Watson 10T Applying Al to 1oT Data &_& g B3 ik @ 4 Al
RS S = B-F N TR el R Y FNE S L
# Erpd izt ehip E o

John Walicki L33 i* IBM Watson # 5 4T 5 > % 2547 ¢ ;FIT
EEESEarfe KERPFIE R Bhdr g 4 Pl B G ehiE
7445 fgd se % 0 FIZ 4 Watson 10T » Node-RED AJ2 » 2 3
#% > Watson Studio > Jupyter % #&*® < Apache Spark ~ 17 > PixieDust
AL B Y B2 2 A o A RJLEAF LT RES | John
Walicki /g 34 ™ Bl 917 ¢
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loT World
Developer
Conference

@ : John Walicki, CTO, loT Advocacy, IBM Watson # i~ 85 £ i B 3
S g AR BRE BRIPN & L KA B e ody

IBM Watson loT 350 /i 53 %R -
https://www.ibm.com/internet-of-things -

IBM Watson #» B 4 T 5 f24-2 X /i 53 4R ¢
https://www.ibm.com/internet-of-things/solutions/iot-platform %

https://www.ibm.com/tw-zh/marketplace/internet-of-things-cloud -
IBM Cloud & * Bk S
https://console.ng.bluemix.net/registration/?target=/catalog/services/int

ernet-of-things-platform -
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https://www.ibm.com/internet-of-things
https://www.ibm.com/internet-of-things/solutions/iot-platform
https://www.ibm.com/tw-zh/marketplace/internet-of-things-cloud
https://console.ng.bluemix.net/registration/?target=/catalog/services/internet-of-things-platform
https://console.ng.bluemix.net/registration/?target=/catalog/services/internet-of-things-platform

Remove cost, preer lisruptions and accelerate production

ooooooo“"l

B ¢ IBM & 1 #ri-

(7) MongoDB

MongoDB # it & ¥ 5 B e fcdp T 5 o d 3L A B eE
A kR ARk o B % T2 0 MongoDB B A K o 1T
e A BRI sieg il o

& * MongoDB it {7 4~ B i » ¥ 02 3 RE T P RE A cnlicdy 0 TRE
AT I ARl A T o H AR gheT

AR & frdicdy © MongoDB i~ #5359 13 R fr R iz e g
Wehdcdy C 2R RS fkyp 0 F R FL ’Fﬂ » ¥ Moz i
;}7‘%;]13»_‘\&:1{1?]1\60}4, leﬁ’;@,l‘ t ¥TE ?ifgv;}jﬁg ﬁ_m»,
o G IR 10T % A2 5 2 = ehik ﬁ‘"’% B EHHE o

kT g5 D MongoDB s B 4 B i T ST SRR
AE B B R EAEEM e § S MMEET > £ 1A
R AATrRE £ 3 0 MongoDB F F; 7 o L fF i B &
B 3 PB oy frdkc - F BF T 0 TSR LRAS FIEG

O EE T RS E 0 EIRCE R UL LA
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Fiee A2 zz*% » & 1228 {v Apache Spark (A % L 4F >
MongoDB # 1 4-%t 1% g 3?&47;,1}#« FAF R TRpE N AR A A 4T o

X RN RRE R TR T R B E
g R Blchp 2 B B s T o

~ =& ¢ 3k MongoDB &3 Product Marketing Manager Robert
Walters 7ot» B e fi B 28 < € > UIF R 1 B e B e B g1 Y
W &0 FHE o

MongoDB loT i /i 53 4R
https://www.mongodb.com/use-cases/internet-of-things -

MongoDB Atlas Z = JRi%:km /i B3 %R -
https://www.mongodb.com/cloud/atlas -

8] : MongoDB & 7t i
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https://www.mongodb.com/products/spark-connector
https://www.mongodb.com/use-cases/internet-of-things
https://www.mongodb.com/cloud/atlas

(8) Software AG

Software AG =7 Cumulocity 10T » & _F 3 ~ > ~ B3R i & i
7 (device agnostic) T & > 1 ¥ 5 I &K & (pre-integrated
device) v % &1 ¥ %3k (industrial protocol ) » 12 Fg -1k ~ dE £t
BEREPH L 2EM o

Software AG %gr} HELENRE T hloTPaaSE % # ac & /130 H
fIATIe A R it R I E Al # 3] £ ¥ % # * Cumulocity loT
ﬁ*u e R G URBDZT (0T 78 P B4 ST FAF fe i s £ 22

BH - =L K0T T 5 fefRik
Cumulocity 10T afid 2 e a3t 7 2 &7 loT T PR Fx
(loT-as-a-Service) f#id-> % » H P & Mg v ¥ Moo b £ &

3% % (‘multi-cluster deployment) % 38 o ¢ “t » Cumulocity loT :& #
LAY ER B a0 ¢ A3 LPWAN -~ * 22 £ 8 MF iR A2
Pk B g AN E S 0 4o NB-loT ~ LWM2M 4r LoRa ¥ -
Software AG 10T %4> k3w i S48 -
https://www.softwareag.com/corporate/products/internet_of things/def

ault.html -

B : Software AG E 7+ #i~
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https://www.softwareag.com/corporate/products/internet_of_things/default.html
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(9) STMicroelectronics 7, i+ L %8

2 L 3 g8 (STMicroelectronics ) # — 7B 4L g4 F
FoRIMEA L PR AT GREIE - FF LY A
&_Bluetooth Low Energy 5.0 and 802.15.4 Made Easy with the
STM32WB- 4% > % 53k & 51 STM32WB55 e+ 2 £+ 64 MHz
i# 7 e Arm® Cortex® -M4 p % (B * w2 B ) fr 32 MHz &9
Arme® Cortex® -MO +p 1% ( 4 % a2 B )> 4 3¥ Bluetooth™5 4 |IEEE
802.15.4 & S L& o

s

STM32WB55 iy #] B 18 £ 30 i5d B R 2 b2 ap £ B4 4]
AEHEHT PG (ARTAPM G A AIL) 12 GRDT R
feREILEF TR KA F R BOM & AT 3% 7 { 4F e
* 4% o STM32WB i 71 * £2 3% i e i 74 4= STM32L4 pcdy 41
FAP e R o R Ap e i JoliiR bR v R K
CRAE Bk L1 B i 1) S

& AR FE S @ 5 1E Bluetooth™S5 3.2 (h STM32WBbH5 e dr 4] B
TAFEMeshlOp » S fEpRE2 2z Eagg BLEim‘i: =)y
& e i * |[EEE 802.15.4 MAC & 7z % STM32WB55 # 11 3& {7
7 ke A > ¢ 45 ZigBee fr Thread x4 42 4k e pfmi 53K
PARSRET L FEW > VR A RED S (loT) o gt ot
T AT M 4 32 ki #] B ¥ I PFiE (7 Bluetooth™S5 - 802.15.4
£ R 53K o STM32WB 48 B 7 3 'ﬂ—KEﬁ http://st.com/STM32WB -

’

=t ¢ 3% STMicroelectronics 77 VP 10T Strategy Tony Keirouz
2 Embedded Intelligence for the Next Wave of Smart Systems -
Opportunities and Challenges on the Edge = 2 48% % 7 /@ > 4
W EE s € fop B Tony Keirouz 40 B #7 7 ¢

STMicroelectronics ¥k /i % 354K * https://www.st.com/
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(10) T-Mobile

T-Mobile i & 443 B iy * 31 15 & i e L PRIS o
T-Mobile 44 F Bi ek it 5 A A2 S8 & ML FR LY %
Flo 8B H enB g B3|+ 304 Bcdp % &4 & 5L T-Mobile “"3" iF
£ 2 Feielt o Hl4e @ 5G > NB-1oT » CAT-1- 2 4G LTE % -

T-Mobile & % 5G gt i * % B4 -mmWave f- 600 MHz >
FR [&]%Fﬂﬁﬁ%ﬁ%ﬁ o NB-10T et AR feitonB * Fiig b
FIEFE VLG s @@]g@;, m A gf,ﬂ W R LR Y 0§
I B fr & a,ﬁ?*a—va«Jf”% PfRAD R o HII R ER I BT
FTARBEE  §- BJ ehfgid % o CAT-1 it * 2Hp g ehig
A P OB B A 0 TR fodichy € 2 BRI UG oS o
FoE A AT REE R o AG LTE fRedh &1 ¥428 5 %
B e £ T BT Lo @ 2 > T-Mobile #:4 4§ & LTE § 1 -
= 5G K T A#

T-Mobile e+ fr& (T LD 5 A= %> Rt L AL
FE LA ERKEDPFEG E S FET A SRS
3R AN (Asset Tracklng) » S &5 5 (Smart Cities) » 4
P iE A (Smart Buildings) % & 13 (Fleet) % « T AU BF ¥
- mige (NB-10T) N’#’”F’“‘ AV HE > {8 o FFEST
BIAFR EERP IS & D kA B BRI e o a2
ﬁ—*@%ff?ﬂ‘ BREHIE X 2RI 2RSS faiﬁp”"]
HRKE o B f R A R o 2RRR T L
Eenir B dm o

A = ¢ 3 T-Mobile 52 Senior Director of Leading loT

Technology Mesut Guven %t~ 55 e+ B 3 % < € > 1232 96 NB-loT
FIRAIT S A A 7 o
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th Narmwb‘anaj,QT
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Technology ="

Mesut Guven

.

B : T-Mobile Mesut Guven 4 ‘i i NB-10T § 3 A] 57

gt ek 5> T-Mobile #% g2 g % Narrowband loT ‘Alfa’ Developer
Board and Kit for the USA » gt & #,f; NB-IoT snloT B 2 2 g p %
S =] I

Welcome to Narrowband

i8] : T-Mobile Narrowband 10T ‘Alfa’ Developer Board and Kit
25 IR NN
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You are holding the first Narrowband loT ‘Alfa’ Developer
Board and Kit for the USA. It includes an Arduino-based
development board and Grove sensors specifically
chosen for innovative low-power wide area solutions.

We can’t wait to see what you build.

What is in the Box

+ Twilio Narrowband Developer Board = Temperature / Humidity Sensor
= Twilio + T-Mobile USA Narrowband SIM = Ultrasonic Range Sensor
Battery, Antennas, USB Cable = Push Button Sensor

twilio.com/nb/devkit

Bl : T-Mobile Narrowband 10T ‘Alfa’ Developer Board and Kit
Bz R

°

Narrowband

T-Mobile certified NB module with Band 2,4,12 support

Arduino based LTE Wio Board with extensive documentation and eco-s!
from Twilio

Grove sensor driver sup .
Battery powered for testing on the run —wi
cases

ystem support

ilable for over 200 sensors
e th standalone GPS for your tracking use

@B : T-Mobile Narrowband Board 2.+

T-Mobile 10T *wm 4 5 gﬁ—z}% . https://iot.t-mobile.com/ -
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(11) Verizon

Verizon % #73 8 A S il g R0 ko K E4o) B
Rl T i@«fr}é&;ﬁ% = f%?;&g\ v > B i'{'fr'_f“/g'f»o
Verizon 7 & & j3 3% ikl o R A2 0 Verizon BB #304
q  LF{r R EALFEAIEATAE & BT AR foRAE o

Verizon 4~ B 4 f%;4- > % ThingSpace > & - Bi e B 5T 5 » gt
BY BB iAo Jetbmed L 4L FPY dof £o
Riek A WER > BEFLE PR GE TR BEL L LD
Bt mge T 5o

Verizon sh B e g 2 - A F L A FBRFESS foib®w > #
|t ¢35 AERP (Intelligent Lighting) ~ &2 432
(Intelligent Traffic Management) -~ % i #cd5 JR7% (Traffic Data
Services ) ~ 2 * & v & > 4 37 (Intersection Safety Analytics ) & % -
- BAES D s g k7 o Verizon G R 0 i F
Bl % 2% 0 4 g el { Foafor FH R 0k
B 47k H O A PRGE o

Verizon ** Ay £33 3 242 S and v L Bfg;%ga\« S AR
B g & R A1T oA it 8 BIR A B el
ﬁ;ﬁxﬁgomﬁn{@ﬁﬁ% g T ETRELE B S 5
FERSH A 2B ENLE Ak NEE G T AR
Verizon 57 £ 5 7 24> 27 F o470 9 pFe 0 2 lcdy 0 ALk
Vrlchy 0 RefiEe 2o NBRFEE SR DD 2 o BhldeT !
FERM (Intelligent Lighting ) : if :E4 £ & B P Bl a 4
fe e X% > o Verizon WERP VL H b p ke T
gk zﬁﬁﬁﬁ@@¥&%fﬁ&aaﬁw&ﬁu#@’wﬁi
AW FEERRRFATEZ L 2 o ECityHub { Fu A
PRMRBE FRERFNZT L PRE SRR %o
FE W g 1= (Intelligent Traffic Management) : 4% 4
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https://opendevelopment.verizonwireless.com/

B B L AR el o A SRR R A
RN RS = SR SRR S A RE T R
BB L2 E34F 4 E - Verizon F et 27 S apF R I E
pifigs o Verizon & L R & § A - A D R Peh ek
FR3% (end-to-end software—as—a—service) fRA2 % &% 5 B
B (M2M) Hirfea e e Rjg By - - {Fa 2 Kk
EfnE o L REFR g BIE o

% i ¥y PRI (Traffic Data Services) @ % id iﬂgn [T
RIEd o m? PE TG PR T ER A g A o
Verizon 4G LTE e fe ihg Sy @ M 24 il g1 A B fr il R
B4 B e g AT AR e N o Verizon 2 i EIpIRIER R L
A B RETELEALIF S8 KRR TR YT
M B EMES TR/ ETF M A v o i By o 3R T
By o e F EACRG] D E 2 St

2 ) BT & > 4 47 (Intersection Safety Analytics) : 84 7 4 >
BRp R F R R 2o RRRF X 22 F R Vision
Zero P s 2 L F & ik FE BT i ¥ fxdicdy o Verizon %
BT E RATRERAE L E 20 i B B4t i L E
Frdsg 7 Lo ol TIRIEfRA-G SO W U ERS R Y 2 X ix iy
Fesiz A - 5p i3 ﬁifr?%i’i Pl p e o

Verizon4cmE S+ FE L RP > 29 Risge s § 56 %
Bz o fL 5 Verizon 5G # 4 s o 5G A% T N m AP
A ERHARLI PR R B P B hPgNL - cn R RFE
Fr L TR RTUEFTLE R AES R SR MR
A2 F o 1T BEY feif #5222 E A PR 06 g xR
B ELF O TR FEFRN AT A PRARPRL S
Lo pd BRI ANALT > 1 FF R BARF R FEE R
% #g 5Ge E%{Verizon EHE P e 56 Hjrs e id RIET L 2
R OGCHERFF PR F o T RIFFHEHR B iiﬁfb TP iT -
WAL ESGHIT > T AFR2e R g P FREL 2R o
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https://visionzeronetwork.org/
https://visionzeronetwork.org/
https://www.verizon.com/about/our-company/5g/what-5g
https://www.verizon.com/about/news/why-5g-crucial-smart-city-tomorrow
https://www.verizon.com/about/our-company/5g/internet-things-will-thrive-5g-technology

#t #k > Verizon 7& 4&
FAE ) 4o LTEM (Cat M1) g > 1
e PR FLF L2 TH

B B

41 Narrowband Internet of Things( NB-loT >

tER VI L

B o ot 5 LTE

NB-10T £_% s 40 B e i * @ % jouien LPWA $jiez — o T #
[N Tt s 2 5 S M IS 7l S ,U,ELL:}‘?,E_ 3T ILTF %*:}%)ﬁf—‘frﬁ %
%;’g L FER BFEY T RE R Mo R Fd HBT A BT 5

K HEE &SV IARE 10 E o v ek 5
4 ik % B %

S R

JA,I%E&I

AAF R A p I e
TP 1 YR T
PV SR EE I o

prfe- 2 H @6

¥ LTECATML # * 35 ¢ LTE i :2 54 1T > 2 8.7

3t NB-10T eh%_> LTE CAT M1 22 % 3t it §
B FzbBhe ¥ - R
EV I ABEBRY P R IZHMN, M

PEF P BFL TR
T rLBL2 R iR e 4 0 iR
NB-10T # ¥~ B/ BB i d oI ¥ - B F

B2 - £V LG

TR ¢l LTE

b T

PR ¥ R RN E B B R E 5’1”1&%}1\ S o

d 3t LTE Cat M1 $tjtvac 4922 2G> 3G {v 4G F > e X 75 >
FIP T B FE R TS & Do R i iR g e X 2

EipiEmi FHRE BRE R FEENE @B R T
eF 5y & o
%  NB-10T &2 LTE CAT-M1 kg 4540 di
LTE Cat M1 NB-loT
In-Band LTE,
Deployment In-Band LTE LTE Guard Bands,
Standalone
Downlink Modulation | OFDMA, 16 QAM OFDMA
Downlink Datarate Up to 1 Mbps 250 kbps
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Uplink Modulation

SC-FDMA, 16 QAM

SC-FDMA

Uplink Datarate

Up to 1 Mbps

250 kbps (multi-tone),
20 kbps (single tone)

Bandwidth

1.08 MHz

180 khz

Duplexing Technology

Full Duplex, Half
Duplex, FDD & TDD

Half Duplex and FDD

Latency 10 to 15 milli seconds | 1.6 to 10 seconds
Link Budget 155.7 dB 164 dB
Power Class 23 dBM, 20 dBM 23 dBM, 20 dBM

Verizon loT i/ B E-5F -
https://www.verizon.com/about/our-company/internet-things -
Verizon 0T ¢ $f&i4= % w4 5328 ¢

https://enterprise.verizon.com/products/internet-of-things/ -

B . \erizon E 7 v

(12) Wireless Communications Alliance (WCA)

ERE WP (WCA) 223019094 2 > F- BRI NLAER
FERERT > BB T Y I E £E o WCA L EE %
B gl kR A R s § et A A b
frofpo s 2 feadp £ og ik 2 B affie o L35
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https://www.verizon.com/about/our-company/internet-things
https://enterprise.verizon.com/products/internet-of-things/

fop s T L WCA 7 & p 4R - WCA =30 554 L% » 3T 8
ST R - Rk B FRRAvAT R o §F A & HEL i VA > BT R
AP R GF B0 FATA NI EARNAREPF LT EEARLS &
% el 4R > WCAF < §2 LF S Byknidd - # Y
m%m%%nm&@wW%%%%*ﬁﬁ%ﬁ@ﬁﬁo

* =5 H WCA E#%7 — 3 Tech Talk » 5 48 &_Privacy-centric
cloud service for mobile operators > /i % 2 F REHEFATHE P ¢ S 4 o
* p 0Chain 2 & OBox 4 - B A fgeniz €T 5 > ¥ 0 g 24 i
RS P oo B Meetup P o0 A FgFS 4 SR o @ 0Chain sy A 347
T Saswata Basu 3 PRI e 4o e ) % 1 ‘¥vf‘ ¢z &K
OBox k> & = & T 4vfa » o 3 MFlwis LI ’%"‘* e
https://Ochain.net - OChain &_— i 12“% 1 k& 7% B4 bR Fads & 4
¥ A2 (4 0Box fo OWallet) » it 53 4d % A#HZF ok 1§ 2”
3k o WCA A & B g d::8 # 32 1 Sensors Expo & Conference on
25 June 2019 > 10T Forum on Computer Vision on 26 June 2019 >
Gadgets & Gizmos: An hands-on 10T Experience on 23 July 2019 % -

WCA £ 4 ;;ﬁ—‘»ﬁ% https://wca.org/ -

(13) Ursaleo

UrsaLeo ¥ - BT 5 FpRF+ (PaaS) =& » v 1 £ 38 » %
WA R B R RPN 0 BT {oAJT Google 2 ¢ ehiicd o
i — ROV AR oA T H R e MR A AR R
3D A R B Bidcdy o b PIRAT - BRIERAS BT
BRIFL e £ 2 > B3 2019 & % - F4 8% MVP (& f+
7 & & > Minimum Viable Product) - p &% = ¢ 4| %% > $n
Fricdp? o o HERFEI2ldr 1 MB 2 AF R 2 <
@

P

Ursaleo 7 # =t ¢ 3% ¢ f& ¥ Startup Elevate Innovation of Things
Pitchoff Winner -

Hi45T T4


https://ochain.net/
https://wca.org/event/se-expo-conference/
https://wca.org/event/iot-forum-on-computer-vision/
https://wca.org/event/gadgets-gizmos-an-hands-on-iot-experience/
https://wca.org/

Startup
Elevate

Ursaleo

Enterprise 10T
without
| Enterprise Cost
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https://ursaleo.com/

(= ) Hackathon ¢ %

May 13™
8:00am
9:00am
12:00pm
3:00pm
6:00pm
11:59pm

* = 10T World Hackathon *+ 5 * 13-14 p By#3 X > &k A24c

Doors Open

Kickoff / Hacking Begins
Crash Tests

Team Registration Due
Drone Races

Leave

May 14™

8:00am  Doors Open / Tech Support Resumes
10:00am “Giving Your Pitch” mini-workshop

12:00pm  Coding Ends

12:30pm  Round 1 Presentations

4:00pm  Top 3 Teams Present at Exhibitor Happy Hour
4:30pm  Winners Announced

5:00pm End

HACKATHON

May 13th - 14th

Santa Clara Convention Center

SAM' ST

Redefining Ingenuity

#t == Hackathon B % & % Pe s e 48 8 1 -k (Water)> 3Lp? 40T ¢

kI BRI EE
R b EET? BERLE

YRR o HT - A i;mlgyfé?\,);a
Ro#hm» P £ 5 Finy 2L § dopt o

ﬁ%r FER oo LR T A & K frd Mrﬁ@m
EAr @ oA 5945 T T R AL B AR 2 7

=t 47 B e b Hackathon &4 it e Ji B4 % < § - 304
FEFEFF L SAIC LypE mRELFBFNLERE ¢ 5
STMicroelectronics = # #& & ST25R3911B 3 14 4c HF 3 B~ £/
NFC fa#s B » ST25 $c k8 B 3 % 2 ST25SDK 17 5 NFC 7k £ jch

eI -76



GUI » NFC Sensor Tag > USB i d4 > 3% > ST &2 =HRpE 4 >

r1 % USDA(U.S. Department of Agriculture) 4 # DataSets #cdy #
T5 b kskwiplde * o (31 HF 2> % % High frequency » % #7 ;
NFC > % % Near-field communication » 17 jE3 & i 21 )

Gow P
,I ougmented &
ST25R3911B-DISCO
SAIC.

| NFC Dynamic Tag
enabled Sensor Node L

B : loT World Hackathon & % B % £ ¥ e

ST25R3911B 4 % 4-™ : ST25R3911B % # {44t HF i B~ &/
NFC g % » ST25R3911B-DISCO & — 2% # A 5 £ 1% » * 3
B M HF 3+ B/ NFC pcds ¥ ST25R3911B Zifh + BH A~
chFd R 0 i TR N B * o ST25R3911B-DISCO i i USB i
25 PC > 2 &5 57 ST25R3911B & 5 thst it o ¥ i *
STSW-ST25R001 448 k4] 3 1 & & it j a0 o
ST25R3911B-DISCO PCB +4-~ [ :
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https://www.usda.gov/

9-GZE18N =3
00SI0-gLI6EHSZIS ¢
2128 -

STEVAL-SMARTAGI1 4 % +4c* : STEVAL-SMARTAG1 &_
NFC Dynamic Tag sensor node evaluation board» & 5 NFC Jz & 7 &¢ o
T BAINFC Tracker = 4 3 @R B> ¢ 56— B 2w
oS o B GIRY 0% 2 Android 2 i0S % # % i NFC
F i feietr b g Bl o

AT AL B R B g o % %7 ST25DV NFC £ 4 >
STM32LO ARM Cortex MO+ » 3 B g B (B & » BE R4 )
Fed@d(Seik B2 ) B R B X -STEVAL-SMARTAG1 NFC sensor tag
4o B

STEVAL-SMARTAGL

e Lys

» am)LED1
® amjLED2® T2

| 2
: FOR EVALUATION PURPOSES ONLY

The STEVAL-SMARTAG! evaluation board 5w =~ i fo34 it 35
%% . https://www.st.com/en/evaluation-tools/steval-smartagl.html -

ST NFC Sensor TAG evaluation board z_ i * —‘ﬁ £p (User
Manual)) - 3%+
https://www.st.com/content/ccc/resource/technical/document/user_ma

eI -78


https://www.st.com/en/evaluation-tools/steval-smartag1.html
https://www.st.com/content/ccc/resource/technical/document/user_manual/group1/9b/5c/d5/3e/e3/0b/4d/90/DM00511300/files/DM00511300.pdf/jcr:content/translations/en.DM00511300.pdf

nual/group1/9b/5c¢/d5/3e/e3/0b/4d/90/DM00511300/filessDM0051130
0.pdf/jcr:content/translations/en.DM00511300.pdf -

A AVEE R EEREFINUSDA SR FAFL B X
B %% ook 2 TR ix#E 2> (RCA > The Soil and Water Resources
Conservation Act) %% B E %3¢ (USDA - U.S. Department of
Agriculture) 5 & &3 iLhp AR T RETE T feRd L. RCA
P AT R E R R FEIVEE S R odp B T R ot & i S9h &
B ek 8 § o 22 RCA Report - Interactive Data Viewer 34~
https://www.nrcs.usda.gov/wps/portal/nrcs/rca/national/technical/nra/r
calida/ -

A =X

10 2 L4F £ & 28> 10 2% X372 2 E 7 {85

1\

£

F
B = 4 4 %W 5 AFS(Automated Farm Surveyor) > Smart Ag 14
2 RAM % = § » B 13 JE ¥ Hackathon % — % &5 i §_SmartAg -

B : 1oT World Hackathon =% &% = Z}iL= R & ¥
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https://www.st.com/content/ccc/resource/technical/document/user_manual/group1/9b/5c/d5/3e/e3/0b/4d/90/DM00511300/files/DM00511300.pdf/jcr:content/translations/en.DM00511300.pdf
https://www.st.com/content/ccc/resource/technical/document/user_manual/group1/9b/5c/d5/3e/e3/0b/4d/90/DM00511300/files/DM00511300.pdf/jcr:content/translations/en.DM00511300.pdf
https://www.nrcs.usda.gov/wps/portal/nrcs/rca/national/technical/nra/rca/ida/
https://www.nrcs.usda.gov/wps/portal/nrcs/rca/national/technical/nra/rca/ida/
https://www.nrcs.usda.gov/wps/portal/nrcs/rca/national/technical/nra/rca/ida/
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Internet of Things World ™ — =& € & #2020 # 4 ? 6-9 p ** % R ¥ j=
& E 7 4B T 44 ¢ https:/tmt.knect365.com/iot-world/ -
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https://tmt.knect365.com/iot-world/

I~ gRRARALC

T 5 2019 Internet of Things World e B x4 % -

Monday, May 13, 2019: Pre-Conference Workshops and Hackathon

PR AT
09:00-16:00 [Intelligent Transport Systems Workshop
09:30-17:00

Silicon Valley AgTech Conference

Eclipse 10T Developers Day

0T in the Channel

0T Saving Lives

Hackathon

Tuesday, May 14, 2019: Executive Keynote Day and Hackathon

2074 RAT

08:15-08:45 |Pre-Keynotes Industry Briefing

08:40-16:00 |Executive Keynotes Day

16:00-18:00 |Exhibition Opening & Booth Crawl

16:20-16:50 |Silicon Valley AgTech Startup Pitch off

17:00-17:30 |Hackathon Pitch off Finals

18:30-21:00 |Hyatt Pool Party

Wednesday, May 15, 2019: Morning Keynotes, 11 Conference Tracks and
Exhibition

P R RAT

07:30-08:30 |Analyst Breakfast Briefings

08:40-10:40 [Keynotes

10:40-11:40 |Industry Vertical Networking

11:30-16:40 |Conference Tracks - Industrial Verticals

Manufacturing

Smart Buildings & Energy Management

Smart Cities - Investment/PPPs/Infrastructure

11:30-16:40 |Conference Tracks - Consumer Verticals

Connected Consumer: Technology

Connected & Autonomous Vehicles

11:30-16:40 |Conference Tracks - 0T Capabilities

loT Connectivity - 5G & LPWAN
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Al & Machine Learning

11:30-16:40

loT World Developer Conference

10:00-18:00

Expo Hall - Exhibition Open Hours

10:30-17:00

Ecosystem Stage

10:30-17:00

Startup Elevate Pitch offs

10:30-16:30

Insider Session Workshops

16:00-17:00

loT World Official Press Event

15:40-16:40

Industry Vertical Exhibition Tours

16:40-17:40

VIP Networking Power Hour

18:00-21:00

loT World Awards Ceremony and Gala Dinner

Thursday, May 16, 2019: Morning Keynotes, 9 Conference Tracks and

Exhibition

P

R AT

07:30-08:30

Analyst Breakfast Briefings

08:30-10:30

Morning Keynotes

10:40-11:40

Industry Vertical Networking

11:30-16:40

Conference Tracks - Industrial Verticals

Energy Production & Distribution

Supply Chain & Logistics

Smart Cities - Mobility & Transportation

11:30-16:40

Conference Tracks - Consumer Verticals

Connected Consumer: Delivery & Services

Connected & Autonomous Vehicles

11:30-16:40

Conference Tracks - 10T Capabilities

0T Security

Edge Computing

11:30-16:40

loT World Developer Conference

15:30-16:30

Industry Vertical Exhibition Tours

10:00-16:00

Expo Hall - Exhibition Open Hours

10:30-16:00

Ecosystem Stage

Startup Elevate Pitch offs

Insider Session Workshops
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2}4‘: d GSM + ¢ (Group Special Mobile Association » GSMA ) *7
WC19 Shanghai ( Mobile World Congress 2019 Shanghai » >
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https://zh.wikipedia.org/wiki/GSM
https://zh.wikipedia.org/wiki/GSM
https://zh.wikipedia.org/wiki/%E8%A1%8C%E5%8B%95%E9%80%9A%E8%A8%8A
https://zh.wikipedia.org/wiki/%E4%B8%96%E7%95%8C%E8%A1%8C%E5%8B%95%E9%80%9A%E8%A8%8A%E5%A4%A7%E6%9C%83
https://zh.wikipedia.org/wiki/%E4%B8%96%E7%95%8C%E8%A1%8C%E5%8B%95%E9%80%9A%E8%A8%8A%E5%A4%A7%E6%9C%83
https://zh.wikipedia.org/w/index.php?title=GSMA%E4%B8%96%E7%95%8C%E7%A7%BB%E5%8A%A8%E5%A4%A7%E4%BC%9A-%E4%B8%8A%E6%B5%B7&action=edit&redlink=1
https://zh.wikipedia.org/w/index.php?title=GSMA%E4%B8%96%E7%95%8C%E7%A7%BB%E5%8A%A8%E5%A4%A7%E4%BC%9A-%E4%B8%8A%E6%B5%B7&action=edit&redlink=1
https://zh.wikipedia.org/w/index.php?title=GSMA_NFC%E8%88%87%E8%A1%8C%E5%8B%95%E5%95%86%E5%8B%99%E9%AB%98%E5%B3%B0%E6%9C%83&action=edit&redlink=1
https://zh.wikipedia.org/w/index.php?title=GSMA-mHA%E5%81%A5%E5%BA%B7%E8%A1%8C%E5%8B%95%E9%AB%98%E5%B3%B0%E6%9C%83&action=edit&redlink=1
https://zh.wikipedia.org/w/index.php?title=GSMA-mHA%E5%81%A5%E5%BA%B7%E8%A1%8C%E5%8B%95%E9%AB%98%E5%B3%B0%E6%9C%83&action=edit&redlink=1
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https://www.mwcshanghai.cn/about/get-involved/5g/
https://www.mwcshanghai.cn/exhibition/smart-city-expo/
https://www.mwcshanghai.cn/about/get-involved/5g/
https://www.mwcshanghai.cn/attend/industry/fintech/
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9:50 - 10:05 Keynote Speech:
Unlocking 5G for the
Enterprise loT Market
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GSMA Future Networks Seminar
10:00-10:25 RCS-Transf(?rmatlon : from communication
tool into business ecosystem
10:25-10:50 Connectlr}g carriers to the global
conversational grid
10:50-11:15 |RCS 7 # & %882 4 chg |77 B
11:15-12:40 = RCS/MaaP status in Japan
11:40-12:00 | The evolution of RCS business models
108/6/26 GSMA Future 10T Convention
i 8= T Opening of Future loT Convention at MWC
(% ) | 13:00-13:05 Shanghai
13:05-13:15  GSMA Opening Speech
13:15-14:15 Openl_ng Keynotes —The Future of 10T, 5G
and Big Data
14:15-15:30  Mobile 10T in the 5G World
15:30-16:00 | Break
16:00-17:00  loT Beyond Connectivity
17:00-18:00 IS(;a_Ichrlty to Scale the Long Term Future of the
Future Broadband Forum
09:30 - 09:35 | Welcome Remarks
09:35-09:50 KT's 5G and Use Cases
09:50 - 10:05 | Unlocking 5G for the Enterprise 0T Market
10:05 - 11:10 Eae;work Economics in 5G Era - GSMA Beta
What a Smart Fiber Strategy Endorse
11:10 - 12:00 | Sustainable 5G Introduction? Fiber-5G
108/6/27 Partnership?
(2#2) How Immersive Innovation & Development
12:00 - 12:35 Trends in Fiber and Optics Will Affect the 5G
Era
12:35 - 12:40 | Wrap Up and Networking
5G Network Forum(5G #:3%)
14:00-14:10 | Welcome Remarks
Py 5G Network: Deployment Strategies and
Larli0=renll Network Capabilities
15:10-15:40 | Panel Discussion: A Deep Dive into 5G
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Indoor Coverage

15:40-16:25 5G Network: Evolution Roadmap and Future
Challenges

16:25-16:55 | 5G New Core: Challenges and Strategies

16:55-17:00 @ Closing Remarks

108/6/28
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5G Summit(5G % *# € )

09:30-10:00 | 5G Connected Surgeon

10:00-10:20 | What Will Proper 5G Networks Look Like?

10:20-10:40 |5G PODS

10:40-11:00 Shapln_g the Smart Future with 5G Converged
Scenarios

11:00-11:30 Business M_()t_jel and Operation of 5G
Network Slicing

11:30-12:30 | Digital Bank at the 5G Edge
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NP e
%4c IETF 105 Montreal ¢ 3% °

i H_IETE (%™ 385 1 4212 7] %2, Internet Engineering Task Force )
B PEE 105 €350 302019 £ 07 20 p (&4 ) I 2019
#0770 26p (BT ) et ‘ﬁ%i%aﬂ &— = % en g
% %4 COMCAST ¥ NBCUniversal £ I+ i % &=t %22 ¢ 3%
#1961 4 > 2P 5 859 4 £ A iﬁi%gvi» suin g%
ERLHEE LS ZMT 7T TP

gh‘(

2 I

7

IETF Areas

f Applications and Real-Time ) « Application protocols and architectures
(ART) ] -Real-time (communication) and non-real-time

\
b

*Mechanisms related to data transport on the Internet
*Includes congestion control

Transport (TSV)

Y
7\,

Routing (RTG) * Routing and signaling protocols
Internet (INT) «IPv4/IPv6, DNS, DHCP, mobility
f Operations and 1 -Network management

Management (OPS) ) +Operations: IPv6, DNS, security, routing

Security (SEC) = Security protocols and mechanisms

Y
J\.

« Activities focused on supporting and updating IETF
processes

General (GEN)

e fde b g ReNA R P e 82 7 f2 2 WGs (Working
Groups: 1 1¥-] fe )H g B erdg i 2 243 2 » > ¢ 7 DNS~Security ~
EPP ~ IPv6 2 10T % 4p Bf 3R 4T -

Working Groups &_#] %_IETF $ e foife i & 4] 2] &
AEA Fﬁzﬁ*ﬁﬁ‘«ﬁ”ﬁ% ) i’»a&‘e»]&:ﬁ g R4 B BB P P
B RPTRA S S R v N Z kT R EREERR
R B B IR :Jizﬁf%i?*ﬁé? W R R R TR
Beav il (TE o WGs enif (72 N 22 - BRATORAR > %7
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FREBPFINIEE 2 5(F g 2R EERFE ) & Working Group
€F - HARYEHL EB R T AT RR ) B TEF
Fldidei s g 1 TP e 2 2 3 F 0 & B Working
Group % &.d fr & L1 (g Ap bl entiie 4 | 282 - F 24 P R
s » Working Group 3 ¢ % & » it 3 & Working Group ¢ “f ¥ % 5
EORh oensggie s A ¥renag e 2 anR B3R 0 Bl Working Group
Fof B adEE ik o7 817 ¢ e Working Group ¥ 17 & IETF
Datatracker 45 3| = & 7] % o

IETF Datatracker # 33 % =k . https://datatracker.ietf.org/

SURNAME: SURNAME:
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https://datatracker.ietf.org/

=~ ggi{%ﬁz:

Ao € 3R 4 b https://fwww.ietf.org/how/meetings/105/ -
& #2 https://datatracker.ietf.org/meeting/105/agenda.html -
IETF 4 =t https://www.ietf.org/ -

S g RNTIEE AT £ 7]

»

pEy pEF 2 AR

108/7720 | g.90.92:00 | IETF Hackathon

()
8:30-16:00 | IETF Hackathon

108/7/21 10:00 IETF Registration

(P) 12:30-13:30 | Tutorial: Newcomers' Overview

16:00-17:00 Newcomers' Quick Connections

8:00-9:00 | Continental Breakfast

L IRTF Applied Networking Research Workshop
9:00-19:10 (ANRW)

10:00-12:00 \ Routing Area Working Group

108/7/22 | 12:00-13:30 @ Break

(-) ) ) IPv6 over Networks of Resource-constrained
13:30-15:30 Nodes WG

15:30-15:50 ' Beverage and Snack Break

15:50-17:50 | IPv6 Operations WG

18:10-19:10 Domain Name System Operations WG

8:00-9:00 | Continental Breakfast

10:00-12:00 Domain Name System Operations WG

11:30-12:00 :/I?/(\;Nweless Access in Vehicular Environments

108/7/23 | 12:00-13:30 Break

(=) 13:30-15:00 | Applications Doing DNS WG

13:30-15:00 = Security Events WG

15:00-15:20 | Beverage and Snack Break

15:20-16:50 @ SIDR Operations WG

17:10-18:10 | IPv6 Maintenance

8:00-9:00 | Continental Breakfast

108/7/24 10:00-12:00 | Software Updates for Internet of Things WG

() "12:00-13:30  Break
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https://www.ietf.org/how/meetings/105/
https://datatracker.ietf.org/meeting/105/agenda.html
https://www.ietf.org/
https://datatracker.ietf.org/meeting/105/materials/agenda-105-6lo-03
https://datatracker.ietf.org/meeting/105/materials/agenda-105-6lo-03
https://datatracker.ietf.org/meeting/105/materials/agenda-105-dnsop-06

13:30-15:30

Thing-to-Thing WG

15:30-15:50

Beverage Break

15:50-16:50

Global Routing Operations WG

16:50-17:10

Beverage and Snack Break

17:10-18:10

| IETF Technical Plenary

18:20-19:50

IETF Administrative/Operations Plenary

108/7/25
()

8:00-9:00

| Continental Breakfast

10:00-12:00

Interface to Network Security Functions WG

12:00-13:30

| Break

13:30-15:30

Extensions for Scalable DNS Service Discovery
WG

15:30-15:50

| Beverage and Snack Break

15:50-17:20

IPv6 Maintenance WG

15:50-17:20

| DNS PRIVate Exchange WG

17:20-17:40

Beverage Break

17:40-19:10

IPv6 over the TSCH mode of IEEE 802.15.4e
WG

108/7/26
(Z)

8:00-9:00

Continental Breakfast

10:00-12:00

| IPv6 over Low Power Wide-Area Networks WG

12:00-12:20

Beverage and Snack Break

12:20-13:50

| Inter-Domain Routing WG
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IETF 105 Montreal ¢ %

‘.\‘

® : IETF 105 ¢ 3

AL g3k 0 A& S & eni e 7 Hackathon ~ ANRW(Applied
Networking Research Workshop) ~ DNS ~ :xf £33k 4% £ (Registration
Protocols Extensions) ~ IPv6 % 10T % 4g 3 crdp B 3R 48> & S F IR 4T ¢

Hackathon

Hackathon i # £_IETF & 3L B 4 4 f i - B B3 ? 5 (P ok
B oo kipA i 34 Ea Fa it LB hRE R AR
REg o~ 2 FAfRA % o xeangks ‘”Kn\ Me, 70 F FEFEE
B ATENE s LI G I BRI ol A m g o
A~ = Hackathon =+ %22 A #ic¥)5 384 ¢ » 4~ = 30 B 7 fe ehi 48
AEFH IR H AT ED L F3s G ERd(T ).
PR KL S DNS LA PG
1. DNS privacy : Zone transfers over TLS ~ DoH proxy plugin for any
webserver ~ Preparing BIND for DoT/DoH -
2. DNS support for specific network environments : Identifier/Locator
Network Protocol RRs ~ DNS64 prefix discovery -

% 141 7 > % 187 §


https://github.com/IETF-Hackathon/ietf105-project-presentations

3. DNS provisioning: Interoperable DNS server cookies~ Timeout RR~
HTTPSSVC -

@B : Hackathon /=& 4 %2t

¥ wer Hackathon 3 2 %293 58 » 00 o 10T ey
https://trac.ietf.org/trac/ietf/meeting/wiki/105hackathon

ANRW!(Applied Networking Research Workshop)

ANRW 2019 & - B E ezt ¢ > 5477 4 ﬁ T REY
ﬁ?‘ff']*"m e AR AL IR - TE‘F'T{‘?\:‘} EY fré\'%m’/‘ig_,*ﬁ
B - B RELEFFR TRy ﬁ,«» IETF %2 & t23%
T2 F G e A 2 \P“ ZEIAE TR ,zgf, AR o AT E
#d ACM SIGCOMM = & 2 IRTF(Internet Research Task Force) 7 #°

E-Ivc

Ll“‘"ANRW"Lrﬁlz mlﬁ,égu*rﬁq]]\? .

1. APerformance Perspective on Web Optimized Protocol Stacks:
TCP+TLS+HTTP/2 vs. QUIC

VIR /Z"J?f}b';r gift H 3 ;8 (TCP+TLS+HTTP/2) 27 4
kg HQUIC AR > & ﬁi Frentdic £ B o g2k 8
Feg M Vo 7ol TCP SRt > & Web 3a fp erafd
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fe B4R A 4 B F ot 2> QUIC enfdgy v B AT iR IC S e TCP o
TS R AR D QUIC i BEZ RS T RTTX
oo R Ed N H N SRR E D R LI

Performance Measurements of QUIC Communications

BB B4 B G oenlii £ LR
Bedte Qg chhidt o gl iy P DR RRERTF IR
I F(QOS) » | B * # i HAviE R AR § R AT
PRI P R RS o Ft o #¥ QUIC 1 - ATl §
W’é’T*“f@miﬁﬂi@mwm’E@%W$&ﬁﬁ
P& T R T R o

Who Is Answering My Queries: Understanding and Characterizing
Interception of the DNS Resolution Path

* o5 g e feis B DNS PRI K fade4 #pF > 7 00 @ * ISP
(Internet Service Providers) gk & = DNS 2 4 ~ = # 11
dEHE X DNS 248 (6540 1 168.95.1.1 & 8.8.8.8) -
2o S HISP 2 P o g I F Bd K T K 2% DNS A g eh

HARGTIFEEL p L ADNSA Py a2 EFfrE 2
R RE o F]PL o A2 2475 £ DNS FF# cndFcis > R AT
et B DNS 388 = 2 > & % 27k 148478 B 72> 2 (785 s,
1P =kt hik & 593,047 i ASec ¥ o3 I 259 B 1 7R DNS
WEOE S o 50 AR R ATRfE o

Oblivious DNS: Practical Privacy for DNS Queries

@ e E e B PR FRPE S KT “”35 £ & % 3] DNS % 4 JR7% »
*“’*”wﬁﬁ(ﬁa)ﬁmk$( L)~ E 2P

T F @ AL DNS A 834k @ 3 REFRIF GVER o T
7'\ # 17 — B #7¢0 Oblivious DNS(ODNS)#£ 4 » fo* = zh s
DNS 2 482 R 4e » — BHE A 1% & F % fra L 2 IP
iz I ¥ 4pE 3G 1 DNS JE ’ﬁ

Analyzing the Costs (and Benefits) of DNS, DoT, and DoH for the
Modern Web

gq”_T:t‘I ,”\E«rﬁDNS é %E] - ‘\1 (Dot \ DoH) #Bﬁ,&ﬂg& % “f;é e' =
‘\‘(D053) &E*]J‘—ﬂlll-rf—\,ikff‘ s A g&ﬁt%%ﬁ_‘é‘:gjmﬁ??ﬁ”\‘fl
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o gr pgpcb A A (P EPREFR A ) Flt > A2tk

EEBAE N AT E R EL K~ B ERRE S #0
HReFEOP B RPFRES P2 FRESE o 2§
AR pE o DOT ehge | » & & >t Doh 2 D053 ; e it
Z= P> D0o53 ' » & K Bofho ¥ ¥ » R D] ¥ IR P opportunistic
partial responses £« wire format caching = 3t fr}oub =R - DNS
Mo o

6. What Can You Learn from an IP?

d Rdp R R AR T A B 5 R 2 LA IH
B (S dER) R FFTORTPF 0 TR A A
Bk o G4t 4B DNS S HTTPS % o 2 » 4e % 3 — it %
R AEAEFE TFERERY FRA ML PP RIP
ohb o RART AR R DR (B E) e

Frwmen ANRW 4 % > 7 0 % ™ gyt o https://irtf.org/anrw/2019/

DNS 4p B $£ 451 360

DNS &1 i%/] e chdg 235 p 7
AE AR R BETL A KT E SE e

1. ANAME

d 2P w CNAME # * 1 € 5 7' 4] > blde 238 L A F
(example.tw) & ;= 3% % CNAME 3| %] thsst . j
subdomain(www.example.tw) -4 &t & * CNAME 4%
Brpig * CDNJRAFFE 3 & & B 4r E i 2k T AR AAAAZE 8
Mg RS AL o ek * CDN hig# Tﬁ%ﬁ@ CNAME
7] CDN #rik ke > (B CDN 953 % ~PRAFZ 0512 > p &
IR E @ IP o v e b i b PRI - Flpt 0 A 2 7 AT
RR #FA(ANAME)shte & (P o 25 % % 04 5% ) » 2 faid
CNAME &2 3K 238 ¢ &~ £ e 3g o

e
!
=@ »
[<d
AN
o Ay
ll E N
(r«}
!
o

B 0k 3 5 ANAME B 6393208 e A el
Resolver w @ s 41 ¢ » & ANSWER e 5. ¢ > B 77 3% 4 388
& PANAME 2 Ajs s i - AAAA s #5877 & ADDITIONAL
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https://irtf.org/anrw/2019/
http://www.example.tw/

THP O K 20 53 AAAA eERPE o Pl AssRRE T
ADDITIONAL % 3.7 - & 5:3:%% 29 ANAME 4% > P
#- A 22 AAAA zz4x8 o+ & ADDITIONAL ¢ -

B : DNSOP 1 i%/] mitzmmm

HTTPSSVC

#epHTTPSSVC #4] (P w2 ¥ %% 035% ) BIEF ¥
T Jﬁs&@fﬁ\i Web Server pF > ¥ 12 i%‘gé ¥ DNS &
o R AL T BT 0 RS B ek A S 1Y
Bl Sl AP b RE R o @ 2 o HTTPSSVC
#7004 7 U  ANAME #873) - %> #38 f A D dg 3]V - B
B Lagphlzesrt o

& — & HTTPSSVC ze4k? » 71 e 3 8B A& F ¢

(1) ALIAS 38 ¢ 4y 2 2 78~ £ A & AAA e d o

(2) HTTP R & 145 % it % HTTP/2 & HTTP/3 = it 4

(3) PORT %% : % # £ * Ff3k ch 443 port p¥ > 7 r1dp %
Web Server & * = port S5 °

(4) ESNIKEY F# @ #3745k 8 % hESNI 2 gy enif
& DNSzed? » i * ¥ F A 439 DNSpr» v v

@ .
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%38 > F5 3% RR#EA] > %k ~d Web Server 01 % > 3%
ﬁ"i DNS i 4% > & b g8 4 pF > £ F % glg‘:f\' DNS i #
e § E w9 E'J}E#i;ﬁgfﬁg PEREE \:Uéj‘z:‘?_'qllmlb g—;?

7 B>t Lirp pRFE: 0 @ * EPP(Extensible Provisioning Protocol)
REHEIP G SELSEAEL BRI R LB Lo
o F - BATE R S BHEITAE £ 2 F 242 ICANN s
Ao m d R AT IS B EE 6 SR L FHERE
PR end BhA AT

1. Firf 7 (registrar) 4 * = 3% 214 4 (transfer) ¥ #pF > 4 A2 4
(2% %) ##48 (authinfo code) & 4% -6 * = » i3 B 32 M 13
TRl ERE R 0 i BRI A

2. P T A REFHRIEBTA W Ak e k(registry) o

3. P b ALRE HRIEAS S8 HASH (& h TR > @ 2L A8 i85 o B
BUo IR B2 AR KRR TR 0 B 1 ERTR e
FLATRBA T

4, FE LAFBEDRITIN PR IR R &R RRERS T A
BA

/T o
IPV6 4p B HitTid 26

AL 5B F B IPVE Hdh R s TSR R B

1. v6ops Workmg Group - IPv6 Operations

2. 6MAN Working Group - IPv6 Maintenance >

3. 6lo Working Group - IPv6 over Networks of Resource-constrained

Nodes -

£ 1 0% e Ao

1. v6ops Working Group - IPv6 Operations

IPv6 i& ¢ 1 itk (vBops) & ATerHeinG i IPV6 At cnis
FAo#k T4 0 4 % o Veops 1 1T enp £ ¢
(1) e g i 18 Fﬁf* ”maﬁl  r1FE % IPV6 B i R
A2 > Tﬁ*‘ MR R iR A R RS E o
Q) f el g ERAer 2 g Lo "J/FEE”I;EE? IPV4 3 je ey i
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Fwm¥E k3% 4 . draft-palet-v6ops-464xlat-opt-cdn-caches-03

Neighbor Cache Entries on First-Hop Routers: Operational
Considerations

*¥ 5% - w4 IPve i@ (IPv6 Operations » v6ops )
1 iE s TERER AT

Neighbor Discovery (RFC4861) is used by IPv6 nodes to
determine the link-layer addresses of neighboring nodes as well as
to discover and maintain reachability information. This
document discusses how the neighbor discovery state machine on
a first-hop router is causing user-visible connectivity issues when a
new (not being seen on the network before) IPv6 address is being
used.

¥ %34+ ¢ draft-linkova-v6ops-nd-cache-init-01
Operational Security Considerations for IPv6 Networks

*2 A% 17 % 430 IPv6 @& (IPv6 Operations > véops )
1 iE s FERER AT

Knowledge and experience on how to operate IPv4 securely is
available: whether it is the Internet or an enterprise internal
network. However, IPv6 presents some new security challenges.
RFC 4942 describes the security issues in the protocol but network
managers also need a more practical, operations-minded document
to enumerate advantages and/or disadvantages of certain choices.

This document analyzes the operational security issues in
several places of a network (enterprises, service providers and
residential users) and proposes technical and procedural
mitigations techniques. Some very specific places of a network
such as the Internet of Things are not discussed in this document.

Fwm¥ kg4 ¢ draft-ietf-opsec-v6-17

IS-1S Multi Topology Deployment Considerations

A2 G % 2% %0 IPv6 i@ (IPv6 Operations » véops )
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This document analyzes I1S-IS Multi Topology (MT)
applicability in various deployments (Core/Mobile Backhaul/Data
Center underlays). This document explores the nuances around the
terminology and usage of various IS-IS address families,
topologies with different considerations, for choosing the right
combination for a specific deployment scenario.

This document also discusses various ways one can deploy
IPv6 only IS-IS topology.

FHwm¥ k%< ¢ draft-chunduri-Isr-isis-mt-deployment-cons-02

IPv6 Point-to-Point Links

A2 5% 34K 430 IPv6 @iF (IPv6e Operations - v6ops)
1iE s TR AT

This document describes different alternatives for configuring
IPv6 point-to-point links, considering the prefix size, numbering
choices and prefix pool to be used.

¥ %34+ ¢ draft-palet-v6ops-p2p-links-03
IPv6-Only Terminology Definition

*2 Lo 4 A IPv6 i (IPv6 Operations @ v6ops )
1 e e FERER 4T

This document defines the terminology regarding the usage of
expressions such as "IPv6-only”, in order to avoid confusions
when using them in IETF and other documents. The goal is that
the reference to "IPv6-only" describes the actual native
functionality being used, not the actual protocol support.

1
g
il
bl
%
\\\Xy

+ . draft-palet-v6ops-ipv6-only-04

IPv6 Segment Routing Header (SRH)

A~ L% 215 £ Y IPv6 £ ( IPv6 Maintenance> 6MAN )
1 el FERFEE 4T

Segment Routing can be applied to the IPv6 data plane using a
new type of Routing Extension Header. This document describes
the Segment Routing Extension Header and how it is used by
Segment Routing capable nodes.
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Fwm¥ k4-+ ¢ draft-ietf-6man-segment-routing-header-21

ICMPV6 errors for discarding packets due to processing limits

*2 L% 3 £ 2 IPV6 s ( IPv6 Maintenance6MAN )
1iE s TR AT

Network nodes may discard packets if they are unable to
process protocol headers of packets due to processing constraints
or limits. When such packets are dropped, the sender receives no
indication so it cannot take action to address the cause of discarded
packets. This document defines ICMPVG6 errors that can be sent by
a node that discards packets because it is unable to process the
protocol headers. A node that receives such an ICMPV6 error may
be able to modify what it sends in future packets to avoid
subsequent packet discards.

¥ k4% ¢ draft-ietf-6man-icmp-limits-03

7

IPv6 Minimum Path MTU Hop-by-Hop Option

A2 L% 258 £ IPv6 E(IPv6 Maintenance: 6MAN )
1 iE ) FERER AT

This document specifies a new Hop-by-Hop IPv6 option that
is used to record the minimum Path MTU along the forward path
between a source to a destination host. This collects a minimum
recorded MTU along the path to the destination. The value can
then be communicated back to the source using the return Path
MTU field in the option.

This Hop-by-Hop option is intended to be used in
environments like Data Centers and on paths between Data
Centers, to allow them to better take advantage of paths able to
support a large Path MTU.

7

Fwm¥ k-4 : draft-hinden-6man-mtu-option-02
IPv6 Neighbor Discovery on Wireless Networks

A2 5% 358 £ IPv6 A (IPv6 Maintenance> 6MAN)
1 el FERFER 4T

This document describes how the original IPv6 Neighbor
Discovery and Wireless ND (WiND) can be applied on various
abstractions of wireless media.
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13.
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¥ %4+ ¢ draft-thubert-6man-ipv6-over-wireless-03

IPv6 Neighbor Discovery Unicast Lookup

*2 L% 1 £ 2 IPV6 s ( IPv6 Maintenance6MAN )
1iE s TERFER AT

This document updates RFC 8505 in order to enable unicast
address lookup from a 6LoWPAN Border Router acting as an
Address Registrar.

a2

¥ %34+ ¢ draft-thubert-6lo-unicast-lookup-00

Discovering PREF64 in Router Advertisements

A= L% 3 g £ IPv6 fE(IPv6 Maintenance: 6MAN )
1iE s TR 4T

This document specifies a Router Advertisement option to
communicate NAT64 prefixes to clients.

¥ %4+ ¢ draft-ietf-6man-ra-pref64-03
IPv6 Support for Segment Routing: SRv6+

A~ L% 4R g £ IPv6 e (IPv6 Maintenance 6MAN )
1iE s TERFER AT

This document describes SRv6+. SRv6+ is a Segment Routing
(SR) solution that leverages IPv6. It supports a wide variety of use-
cases while remaining in strict compliance with IPv6 specifications.
SRv6+ is optimized for for ASIC-based forwarding devices that
operate at high data rates.

¥ %34+ ¢ draft-bonica-spring-srv6-plus-04

The IPv6 Compressed Routing Header (CRH)

A2 5 % 55F £ IPV6 A (IPv6 Maintenance> 6MAN)
1 el FERFEE 4T

This document defines a new IPv6 Routing header type, called
the Compressed Routing Header (CRH). SRv6+ nodes use the
CRH to steer packets from segment to segment along SRv6+
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16.

17,

18.

paths.

¥ %34+ ¢ draft-bonica-6man-comp-rtg-hdr-05

The Per-Path Service Instruction (PPSI) Option

*2 L% 6% F £ 3 IPV6 A ( IPv6 Maintenance6MAN )
1iE s TR AT

SRv6+ encodes Per-Path Service Instructions (PPSI) in a new
IPv6 option, called the PPSI Option. This document describes the
PPSI Option.

¥ %34+ ¢ draft-bonica-6man-vpn-dest-opt-06

The Per-Segment Service Instruction (PSSI) Option

A~ L% 4R g £ IPvb e (IPv6e Maintenance 6MAN )
1iE ) E TR 40T

SRv6+ encodes Per-Segment Service Instructions (PSSI) in a
new IPv6 option, called the PSSI Option. This document describes
the PSSI Option.

+ . draft-bonica-6man-seq-end-opt-04
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Operations, Administration, and Maintenance (OAM) in Segment
Routing Networks with IPv6 Data plane (SRv6)

A L% 358 £ IPve A (IPv6 Maintenance: 6MAN )
1 iE s TERFER AT

This document defines building blocks for Operations,
Administration, and Maintenance (OAM) in Segment Routing
Networks with IPv6 Dataplane (SRv6). The document also
describes some SRv6 OAM mechanisms.

¥ %34+ ¢ draft-ali-6man-spring-srv6-0am-03

Service-aware IPv6 Network

A2 L% LsRa 45 IPv6 £ (IPv6 Maintenance> 6MAN)
1 iE e FRFEE AT
A multitude of applications are carried over the network,
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19.

20.

which have varying needs for network bandwidth, latency, jitter,
and packet loss, etc. Some applications such as online gaming
and live video streaming have very demanding network
requirements thereof require special treatments in the network.
However, since the current network is lack of enough information
of service requirements of such applications it is difficult to
guarantee the SLA or it may take long time to provide such
guarantee. This document proposes the solution to make use of
IPv6 extensions header to convey the service requirement
information along with the packet to the network to facilitate the
service deployment and network resource adjustment to guarantee
SLA for applications. Then it defines the service-aware options
which can be used in the different IPv6 extension headers for the
purpose.

¥ k-4 ¢ draft-li-6man-service-aware-ipv6-network-00

Consideration of IPv6 Encapsulation for SFC and IFIT

*2 5% 1iE £ IPV6 s ( IPv6 Maintenance6MAN )
1iE ) E TR 40T

Service Function Chaining (SFC) and In-situ Flow
Information Telemetry (IFIT) are important path services along
with the packets. In order to support these services, several
encapsulations have been defined. The document analyzes the
problems of these encapsulations in the IPv6 scenario and
proposes the possible optimized encapsulation for IPv6.

P T =4
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% @ draft-li-6man-ipv6-sfc-ifit-01

Encapsulation of Path Segment in SRv6

A~ L% 18 £ IPv6 E(IPv6 Maintenance:6MAN )
1iE s TERFER AT

Segment Routing (SR) allows for a flexible definition of
end-to-end paths by encoding paths as sequences of sub-paths,
called "segments". Segment routing architecture can be
implemented over IPv6 data plane, called SRv6. In some
use-cases such as end-to-end SR Path Protection and Performance
Measurement (PM), SRv6 path need to be identified. This
document defines the encoding and processing of Path Segment in
SRv6 networks.
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22,

23.

¥ %34+ ¢ draft-li-6man-srv6-path-segment-encap-00

Segment Routing Header encapsulation for In-situ OAM Data

*2 L% 1 £ 2 IPV6 s ( IPv6 Maintenance6MAN )
1iE s TERFER AT

OAM and PM information from the SR endpoints can be
piggybacked in the data packet. The OAM and PM information
piggybacking in the data packets is also known as In-situ OAM
(I0OAM). IOAM records operational and telemetry information in
the data packet while the packet traverses a path between two
points in the network. This document defines how IOAM data
fields are transported as part of the Segment Routing with IPv6
data plane (SRv6) header.

¥ k%< : draft-ali-spring-ioam-srv6-01

DetNet SRv6 Data Plane Encapsulation

A= L% 158 £ IPv6 #E( IPv6 Maintenance:6MAN )
1 iE ) FERER AT

This document specifies Deterministic Networking data plane
operation for SRv6 encapsulated user data.

FHwm¥ k%< : draft-geng-detnet-dp-sol-srv6-01

Transmission of IPv6 Packets over Near Field Communication

A2 5% 15 R F AT AL UGS 41 IPv6 R (IPV6
over Networks of Resource-constrained Nodes » 6lo) 21 i®-| & »
f-’ﬁs;}% B 4T

Near field communication (NFC) is a set of standards for
smartphones and portable devices to establish radio
communication with each other by touching them together or
bringing them into proximity, usually no more than 10 cm apart.
NFC standards cover communications protocols and data exchange
formats, and are based on existing radio-frequency identification
(RFID) standards including ISO/IEC 14443 and FeliCa. The
standards include ISO/IEC 18092 and those defined by the NFC
Forum. The NFC technology has been widely implemented and
available in mobile phones, laptop computers, and many other
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24,

25.

26.

devices. This document describes how IPv6 is transmitted over
NFC using 6LoWPAN techniques.

Hrm %;ﬁ—z}{ . draft-ietf-6lo-nfc-15
Packet Delivery Deadline time in 6LOWPAN Routing Header

A2 2% 5 ORFLNFTIRL LG L oh IPV6 g (IPV6
over Networks of Resource-constrained Nodes » 6lo) =1 i®-] % »
P EFE AT S

This document specifies a new type for the 6LoWPAN routing
header containing the deadline time for data packets, designed for
use over constrained networks. The deadline time enables
forwarding and scheduling decisions for time critical 10T machine
to machine (M2M) applications that operate within
time-synchronized networks that agree on the meaning of the time
representations used for the deadline time values.

¥ k4 : draft-ietf-6lo-deadline-time-05

6LoWPAN Fragment Forwarding

A2 2% 3 ORFANFTIRL LG L o0 IPv6 g (IPV6
over Networks of Resource-constrained Nodes » 6lo) 1 i®-| & »
i%#ﬁ-ﬁ&r"? :

This document provides a simple method to forwarding
6LOoWPAN fragments.  When employing adaptation layer
fragmentation in 6LOWPAN, it may be beneficial for a forwarder
not to have to reassemble each packet in its entirety before
forwarding it. This has always been possible with the original
fragmentation design of RFC4944. This method reduces the
latency and increases end-to-end reliability in route-over
forwarding. It is the companion to the virtual Reassembly Buffer
which is a pure implementation technique.

¥ k4% ¢ draft-ietf-6lo-minimal-fragment-03

6LOoWPAN Selective Fragment Recovery

A2 5% 5 RBFEANTRX UGS 5 IPv6 i (IPV6
over Networks of Resource-constrained Nodes > 6lo) 1 i®-] % »
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28.

29.

F R AT

This draft updates RFC 4944 with a simple protocol to recover
individual fragments across a route-over mesh network, with a
minimal flow control to protect the network against bloat.

¥ k4% ¢ draft-ietf-6lo-fragment-recovery-05

IPv6 over Constrained Node Networks (610) Applicability & Use
cases

A2 i F 6 RBFEANFTIRLUGELY o IPV6 R (IPV6
over Networks of Resource-constrained Nodes » 6lo) 1 i®-] % »
i%f#%-@&r—f :

This document describes the applicability of IPv6 over
constrained node networks (6lo) and provides practical
deployment examples. In addition to IEEE 802.15.4, various link
layer technologies such as ITU-T G.9959 (Z-Wave), BLE,
DECT-ULE, MS/TP, NFC, PLC (IEEE 1901.2), and IEEE
802.15.4e (6tisch) are used as examples. The document targets
an audience who like to understand and evaluate running
end-to-end IPv6 over the constrained node networks connecting
devices to each other or to other devices on the Internet (e.g. cloud
infrastructure).

FHwmi % éfm . draft-ietf-6lo-use-cases-06

IPv6 Neighbor Discovery Unicast Lookup

A2 i % 1 RBANFTRLUEEY o IPV6 R (IPV6
over Networks of Resource-constrained Nodes > 6lo) 1 i) % »
FEFL AT S

This document updates RFC 8505 in order to enable unicast

address lookup from a 6LOWPAN Border Router acting as an
Address Registrar.

Fam¥ k3 7 %+ . draft-thubert-6lo-unicast-lookup-00

Asymmetric IPv6 for 10T Networks
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This document describes a new approach to IPv6 header
compression for use in scenarios where minimizing packet size is
crucial but routing performance must be maximised.

¥ %4+ ¢ draft-jiang-asymmetric-ipv6-01
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1. A Firmware Update Architecture for Internet of Things Devices

v A% bR &30P I e et &7 (Software Updates for
Internet of Things > suit) 1 £/ % » ¥ k4 & 4o

Vulnerabilities with Internet of Things (loT) devices have
raised the need for a solid and secure firmware update mechanism
that is also suitable for constrained devices. Incorporating such
update mechanism to fix vulnerabilities, to update configuration
settings as well as adding new functionality is recommended by
security experts.

This document lists requirements and describes an architecture
for a firmware update mechanism suitable for 10T devices. The
architecture is agnostic to the transport of the firmware images and
associated meta-data.

This version of the document assumes asymmetric
cryptography and a public key infrastructure. Future versions
may also describe a symmetric key approach for very constrained
devices.

Fwm¥ k4 o draft-ietf-suit-architecture-05

2. Firmware Updates for Internet of Things Devices - An Information
Model for Manifests
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A2 L% 3R & T B e f 8 { &7 (Software Updates for
Internet of Things - suit) 1 i¥/] % » ¥ X4F & 4o

Vulnerabilities with Internet of Things (loT) devices have
raised the need for a solid and secure firmware update mechanism
that is also suitable for constrained devices. Incorporating such
an update mechanism to fix vulnerabilities, to update configuration
settings, as well as adding new functionality is recommended by
security experts.

One component of such a firmware update is a concise and
machine-processable meta-data document, or manifest, that
describes the firmware image(s) and offers appropriate protection.
This document describes the information that must be present in
the manifest.

¥ k4 ¢ draft-ietf-suit-information-model-03
3. SUIT CBOR manifest serialisation format

* A% bR &304 B e g 48 { #7(Software Updates for
Internet of Things » suit) 1 i¥/] % » ¥k & 4o

This specification describes the format of a manifest. A
manifest is a bundle of metadata about the firmware for an loT
device, where to find the firmware, the devices to which it applies,
and cryptographic information protecting the manifest.

FHn ¥ %34+ ¢ draft-moran-suit-manifest-05

4. An Architecture for IPv6 over the TSCH mode of IEEE 802.15.4

*2 E % 24 %F £ > IPv6 43 IEEE 802.15.4e =7 TSCH
#-;% (IPv6 over the TSCH mode of IEEE 802.15.4e » 6TiSCH )
1 iE s FERFER AT

This document describes a network architecture that provides
low-latency, low-jitter and high-reliability packet delivery. It
combines a high-speed powered backbone and subnetworks using
IEEE 802.15.4 time-slotted channel hopping (TSCH) to meet the
requirements of LowPower wireless deterministic applications.

Y s Z2lg o
“:1‘-3“7—‘#’;%@)3 53

draft-ietf-6tisch-architecture-24

5. Minimal Security Framework for 6 TiISCH
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*% 5% 125 430 IPv6 £43t IEEE 802.15.4e 0 TSCH
¥ ;% (IPv6 over the TSCH mode of IEEE 802.15.4e » 6TiSCH)
1 iE s FRER AT

This document describes the minimal framework required for
a new device, called "pledge", to securely join a 6TiISCH (IPv6
over the TSCH mode of IEEE 802.15.4e) network. The
framework requires that the pledge and the JRC (join
registrar/coordinator, a central entity), share a symmetric key.
How this key is provisioned is out of scope of this document.
Through a single CoAP (Constrained Application Protocol)
request-response exchange secured by OSCORE (Object Security
for Constrained RESTful Environments), the pledge requests
admission into the network and the JRC configures it with
link-layer keying material and other parameters. The JRC may at
any time update the parameters through another request-response
exchange secured by OSCORE. This specification defines the
Constrained Join Protocol and its CBOR (Concise Binary Object
Representation) data structures, and configures the rest of the
6TiSCH communication stack for this join process to occur in a
secure manner. Additional security mechanisms may be added on
top of this minimal framework.

FHimi i%-;%z;ééj . draft-ietf-6tisch-minimal-security-12

6. 6tisch Zero-Touch Secure Join protocol

*2 G % 4R 43T IPV6 23t IEEE 802.15.4e e TSCH #i&-
;- (IPv6 over the TSCH mode of IEEE 802.15.4e » 6TiSCH) 1
Tl FEPFLE AT

This document describes a Zero-touch Secure Join (ZSJ)
mechanism to enroll a new device (the "pledge") into a
IEEE802.15.4 TSCH network wusing the 6tisch signaling
mechanisms. The resulting device will obtain a domain specific
credential that can be used with either 802.15.9 per-host pair
keying protocols, or to obtain the network-wide key from a
coordinator.

The mechanism describe here is an augmentation to the
one-touch mechanism described in [I-D.ietf-6tisch-minimal-
security], and is a profile of the constrained voucher mechanism
[I-D.ietf-anima-constrained-voucher].

FHwm¥ k4 ¢ draft-ietf-6tisch-dtsecurity-zerotouch-join-04
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7. IEEE802.15.4 Informational Element encapsulation of 6tisch Join
and Enrollment Information

*2 5% LaRg 43 IPV6 2%t IEEE 802.15.4e s TSCH i
;v (IPv6 over the TSCH mode of IEEE 802.15.4e » 6TiSCH) 1
Tl e FEREE o7

In TSCH mode of IEEE802.15.4, as described by [RFC8180],
opportunities for broadcasts are limited to specific times and
specific channels. Nodes in a TSCH network typically frequently
send Enhanced Beacon (EB) frames to announce the presence of
the network. This document provides a mechanism by which small
details critical for new nodes (pledges) and long sleeping nodes
may be carried within the Enhanced Beacon.

s
draft-ietf-6tisch-enrollment-enhanced-beacon-01

8. 6TISCH Minimal Scheduling Function (MSF)

*2 5% SR £ 3N IPV6 £ IEEE 802.15.4e 51 TSCH i
7* (IPv6 over the TSCH mode of IEEE 802.15.4e » 6TiSCH) =
T e XFEFL 407 0

This specification defines the 6TiSCH Minimal Scheduling
Function (MSF). This Scheduling Function describes both the
behavior of a node when joining the network, and how the
communication schedule is managed in a distributed fashion.
MSF builds upon the 6TiSCH Operation Sublayer Protocol (6P)
and the Minimal Security Framework for 6 TiSCH.

¥ k47 ¢ draft-ietf-6tisch-msf-05

9. Robust Scheduling against Selective Jamming in 6 TiISCH Networks

*2 5% 25%F &3 IPv6 £43 IEEE 802.15.4e =1 TSCH #i-
;v (IPv6 over the TSCH mode of IEEE 802.15.4e » 6TiSCH) 1
T e FEREE o7 0

This document defines a method to generate robust TSCH
schedules in a 6TiSCH (IPv6 over the TSCH mode of IEEE
802.15.4-2015) network, so as to protect network nodes against
selective jamming attack. Network nodes independently compute
the new schedule at each slotframe, by altering the one originally
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available from 6top or alternative protocols, while preserving a
consistent and collision-free communication pattern.  This
method can be added on top of the minimal security framework for
6TiSCH.

FHwmy -;%;j;—%}\% . draft-tiloca-6tisch-robust-scheduling-02

10.LPWAN Static Context Header Compression (SCHC) and
fragmentation for IPv6 and UDP

*2 L% 185K £ IPV6 M4 4L B 3 ik (IPv6 over Low
Power Wide-Area Networks > Ipwan ) 1 i%-] %> 3 %4 & 4o

This document defines the Static Context Header Compression
(SCHC) framework, which provides both header compression and
fragmentation functionalities. SCHC has been designed for Low
Power Wide Area Networks (LPWAN).

SCHC compression is based on a common static context
stored in both the LPWAN device and the network side. This
document defines a header compression mechanism and its
application to compress IPv6/UDP headers.

This document also specifies a fragmentation and reassembly
mechanism that is used to support the IPv6 MTU requirement over
the LPWAN technologies. Fragmentation is needed for IPv6
datagrams that, after SCHC compression or when such
compression was not possible, still exceed the layer-2 maximum
payload size.

The SCHC header compression and fragmentation
mechanisms are independent of the specific LPWAN technology
over which they are used. This document defines generic
functionalities and offers flexibility with regard to parameter
settings and mechanism choices.

This document standardizes the exchange over the LPWAN
between two SCHC entities. Settings and choices specific to a
technology or a product are expected to be grouped into profiles,
which are specified in other documents. Data models for the
context and profiles are out of scope.

¥ k4% ¢ draft-ietf-lpwan-ipv6-static-context-hc-18

11.SCHC over Sigfox LPWAN

*2 L% 19 43 IPV6 M 42 R 5 e (IPV6 over Low
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Power Wide-Area Networks > Ipwan ) 1 i%-] %> 3 %4 & 407

The Static Context Header Compression (SCHC) specification
describes a header compression scheme and a fragmentation
functionality for Low Power Wide Area Network (LPWAN)
technologies. SCHC offers a great level of flexibility that can be
tailored for different LPWAN technologies.

The present document provides the optimal parameters and
modes of operation when SCHC is implemented over a Sigfox
LPWAN.

FHwm¥ k4 ¢ draft-ietf-lpwan-schc-over-sigfox-00

12.Static Context Header Compression (SCHC) over LoRaWAN

*2 L% 24 43 IPV6 M 4R B ek (IPV6 over Low
Power Wide-Area Networks > Ipwan ) 1 i%-] %> 3 %4 & 4o

The Static Context Header Compression (SCHC) specification
describes generic header compression and fragmentation
techniques for LPWAN (Low Power Wide Area Networks)
technologies. SCHC is a generic mechanism designed for great
flexibility, so that it can be adapted for any of the LPWAN
technologies.

This document provides the adaptation of SCHC for use in
LoRaWAN networks, and provides elements such as efficient
parameterization and modes of operation. This is called a profile.

¥ %34+ ¢ draft-ietf-lpwan-schc-over-lorawan-02

13.Data Model for Static Context Header Compression (SCHC)

A2 L% 13 A3 IPV6 M 4L B 3 et (IPV6 over Low
Power Wide-Area Networks > Ipwan ) 1 -] %> 3% 4 & 4o

This document describes a YANG data model for the SCHC
(Static Context Header Compression). A generic module is
defined, that can be applied for any headers and also a specific
model for the IPv6 UDP protocol stack is also proposed. Note
that this draft is a first attempt to define a YANG data module for
SCHC, more work is needed to use all the YANG facilities.

FHwm¥ k%< - draft-toutain-Ipwan-schc-yang-data-model-00

14.LPWAN Static Context Header Compression (SCHC) for CoAP
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*2 A% 9 AT IPV6 M 4L R 3 e B (IPV6 over Low
Power Wide-Area Networks > Ipwan ) 1 i®-] %> 3 %4 & 407

This draft defines the way SCHC header compression can be
applied to CoAP headers. CoAP header structure differs from
IPv6 and UDP protocols since the CoAP use a flexible header with
a variable number of options themself of a variable length.
Another important difference is the asymmetry in the header
format used in request and response messages. Most of the
compression  mechanisms  have  been introduced in
[1-D.ietf-lpwan-ipv6-static-context-hc], this document explains
how to use the SCHC compression for CoAP.

FHwm¥ k4 ¢ draft-ietf-lpwan-coap-static-context-hc-09

15.0AM for LPWAN using Static Context Header Compression
(SCHC)

A2 L% 13 A2 IPV6 M 4L B 3 i (IPV6 over Low
Power Wide-Area Networks > Ipwan ) 1 i%-] %> 3 %4 & 4o

With IP protocols now generalizing to constrained networks,
users expect to be able to Operate, Administer and Maintain them
with the familiar tools and protocols they already use on less
constrained networks.

OAM uses specific messages sent into the data plane to
measure some parameters of a network. Most of the time, no
explicit values are sent is these messages. Network parameters
are obtained from the analysis of these specific messages.

This can be used:

- To detect if a host is up or down.

- To measure the RTT and its variation over time.

- To learn the path used by packets to reach a destination.

-AM in LPWAN is a little bit trickier since the bandwidth is
limited and extra traffic added by OAM can introduce perturbation
on regular transmission.

Two scenarios can be investigated:

- OAM coming from internet. In that case, the NGW should
act as a proxy and handle specifically the OAM traffic.

- OAM coming from LPWAN devices: This can be included
into regular devices but some specific devices may be installed in
the LPWAN network to measure its quality.

The primitive functionalities of OAM are achieved with the
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ICMPV6 protocol.

ICMPv6 defines messages that inform the source of IPv6
packets of errors during packet delivery. It also defines the Echo
Request/Reply messages that are used for basic network
troubleshooting (ping command). ICMPv6 messages are
transported on IPve6.

This document describes how basic OAM is performed on
Low Power Wide Area Networks (LPWANS) by compressing
ICMPV6/1Pv6 headers and by protecting the LPWAN network and
the Device from undesirable ICMPV6 traffic.

¥ %34+ ¢ draft-barthel-lpwan-oam-schc-00

16.RTO considerations in LPWAN

A2 Low LR &Y IPV6 M 42 B 1 e (IPV6 over Low
Power Wide-Area Networks > Ipwan ) 1 i®-] %> 3 %4 & 407

Low-Power Wide Area Network (LPWAN) technologies are
characterized by very low physical layer bit and message
transmission rates. Moreover, a response to a message sent by an
LPWAN device may often only be received after a significant
delay. As a result, Round-Trip Time (RTT) values in LPWAN
are often (sometimes, significantly) greater than typical default
values of Retransmission TimeOut (RTO) algorithms.
Furthermore, buffering at network elements such as radio
gateways may interact negatively with LPWAN technology
transmission mechanisms, potentially exacerbating RTTs by up to
several orders of magnitude. This document provides guidance
for RTO settings in LPWAN, and describes an experimental dual
RTO algorithm for LPWAN.

FHwm¥ k%< : draft-gomez-rto-considerations-Ipwan-00

7

17.RESTful Design for Internet of Things Systems

*2 A% AR 4P 3 (Thing-to-Thing » t2trg) 1 1%
e R EFEE AT

This document gives guidance for designing Internet of Things
(1oT) systems that follow the principles of the Representational
State Transfer (REST) architectural style. This document is a
product of the IRTF Thing-to-Thing Research Group (T2TRG).
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¥ R4+ ¢ draft-irtf-t2trg-rest-iot-04

18.YANG Object Universal Parsing Interface

A2 5% 1% 430 % 3% (Thing-to-Thing » t2trg) 1 1%
s FRFE AT

YANG Object Universal Parsing Interface (YOUPI)
specification describes generic way to encode and decode binary
data based on a YANG model for use of constrainted devices.
YOUPI is a generic mechanism designed for great flexibility, so
that it can be adapted for any of the constainted devices.

¥ %4+ ¢ draft-petrov-t2trg-youpi-00

19.Problem Statement of 10T integrated with Edge Computing

*~< i % 1% 435 14 (Thing-to-Thing » t2trg) 2 i*
e FEREE AT

This document describes new challenges such as strict latency,
uplink cost, uninterrupted services, privacy and security, for 10T
services originated from the 10T environmental changes. In order
to address those new challenges, the integration of Edge
computing and 10T has been emerged as a promising solution.
This document discribes the concept of 10T integrated with Edge
computing as well as the state-of-the-art of 10T Edge computing.
It also proposes an architecture of IoT Edge computing. The

direction of Edge computing for 10T should be discussed in the
IETF/IRTF.

¥ %34+ ¢ draft-hong-t2trg-iot-edge-computing-00
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1. AProfile for Autonomous System Provider Authorization

A< 5 % 19 £ SIDR % i# (SIDR Operations-sidrops )
1 iE s RERFER AT
This document defines a standard profile for Autonomous
System Provider Authorization in the Resource Public Key
Infrastructure. An Autonomous System Provider Authorization is
a digitally signed object that provides a means of verifying that a
Customer Autonomous System holder has authorized a Provider
Autonomous System to be its upstream provider and for the
Provider to send prefixes received from the Customer Autonomous
System in all directions including providers and peers.

¥ %34+ ¢ draft-ietf-sidrops-aspa-profile-00

2. Verification of AS_PATH Using the Resource Certificate Public
Key Infrastructure and Autonomous System Provider Authorization

A% 5% 1% 4> SIDR ¥ :# (SIDR Operations-sidrops )
1iE ) E TERFER 40T

This document defines the semantics of an Autonomous
System Provider Authorization object in the Resource Public Key
Infrastructure to verify the AS_PATH attribute of routes advertised
in the Border Gateway Protocol.

FHrwmk ki 5 %+ . draft-ietf-sidrops-aspa-verification-01

3. Signaling Prefix Origin Validation Results from an RPKI Origin
Validating BGP Speaker to BGP Peers

A% 5 % 3% % 4>t SIDR % i& (SIDR Operations-sidrops )
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This document describes the use of BGP large communities,
as well as its usage, to signal prefix origin validation results from
an RPKI Origin validating BGP speaker to other BGP peers.
Upon reception of prefix origin validation results, peers can use
this information in their local routing decision process.

#
3
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o

+ . draft-ietf-sidrops-validating-bgp-speaker-03

4. RPKI Signed Object for Trust Anchor Keys

~% % % 3% £t SIDR ¥ i& (SIDR Operations-sidrops )
1 iE s RERER AT

Trust Anchor Locators (TALS) [I-D.ietf-sidrops-https-tal] are
used by Relying Parties in the RPKI to locate and validate Trust
Anchor certificates used in RPKI validation. This document
defines an RPKI signed object for Trust Anchor Keys (TAK), that
can be used by Trust Anchors to signal their set of current keys
and the location(s) of the accompanying CA certiifcates to Relying
Parties, as well as changes to this set in the form of revoked keys
and new keys, in order to support both planned and unplanned key
rolls without impacting RPKI validation.

¥ k4% ¢ draft-ietf-sidrops-signed-tal-03
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Network Configuration

Routing Area Working Group

Automated Certificate Management Environment
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https://www.ietf.org/how/meetings/106/
https://datatracker.ietf.org/meeting/105/materials/agenda-105-capport-00
https://datatracker.ietf.org/meeting/105/materials/agenda-105-stir-01
https://datatracker.ietf.org/meeting/105/materials/agenda-105-bmwg-04
https://datatracker.ietf.org/meeting/105/materials/agenda-105-netconf-01
https://datatracker.ietf.org/meeting/105/materials/agenda-105-rtgwg-04
https://datatracker.ietf.org/meeting/105/materials/agenda-105-acme-04

Trusted Execution Environment Provisioning

Local Optimizations on Path Segments (BOF)

12:00-13:30

Break

12:15-13:15

SEC AD Office Hours

13:30-15:30

Monday Afternoon session |

IPv6 over Networks of Resource-constrained Nodes

Media OPerationS (BOF)

Network Modeling

Locator/ID Separation Protocol

Link State Routing

Security Dispatch

Transport Services

15:30-15:50

Beverage and Snack Break

15:50-17:50

Monday Afternoon session Il

Hypertext Transfer Protocol

Network Time Protocol

Network Modeling

IPv6 Operations

Multiprotocol Label Switching

Lightweight Authenticated Key Exchange (BOF)

Multipath TCP

18:10-19:40

Hackdemo Happy Hour

18:10-19:10

Monday Afternoon session |11

Dispatch
Joint with ARTAREA

Domain Name System Operations

Link State Routing

Managed Incident Lightweight Exchange

19:30-21:00

Newcomers' Dinner

Tuesday, July 23, 2019 (EDT)

P RAE
8:00-9:00 |Continental Breakfast
8:30-9:45 |Side Meetings / Open Time
8:30-17:30 |IETF Registration
8:30-9:45 |Tuesday Side meetings / open time

Technology Deep Dive : How NICs Work Today
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https://datatracker.ietf.org/meeting/105/materials/agenda-105-teep-04
https://datatracker.ietf.org/meeting/105/materials/agenda-105-loops-02
https://datatracker.ietf.org/meeting/105/materials/agenda-105-httpbis-00
https://datatracker.ietf.org/meeting/105/materials/agenda-105-ntp-02
https://datatracker.ietf.org/meeting/105/materials/agenda-105-netmod-01
https://datatracker.ietf.org/meeting/105/materials/agenda-105-v6ops-05
https://datatracker.ietf.org/meeting/105/materials/agenda-105-mpls-05
https://datatracker.ietf.org/meeting/105/materials/agenda-105-lake-01
https://datatracker.ietf.org/meeting/105/materials/agenda-105-mptcp-00
https://datatracker.ietf.org/meeting/105/materials/agenda-105-dispatch-00
https://datatracker.ietf.org/meeting/105/materials/agenda-105-dnsop-06
https://datatracker.ietf.org/meeting/105/materials/agenda-105-lsr-03
https://datatracker.ietf.org/meeting/105/materials/agenda-105-mile-01

10:00-12:00 |Tuesday Morning session |

Concise Binary Object Representation Maintenance and
Extensions 1000-1130

IP Wireless Access in Vehicular Environments 1130-1200

Human Rights Protocol Considerations

Information-Centric Networking

Autonomic Networking Integrated Model and Approach

Domain Name System Operations

Routing Area Working Group

Trusted Execution Environment Provisioning

QUIC

12:00-13:30 |Break

13:30-15:00 |Tuesday Afternoon session |

Applications Doing DNS (BOF)

Global Access to the Internet for All

Internet Congestion Control

Autonomic Networking Integrated Model and Approach

Traffic Engineering Architecture and Signaling

Limited Additional Mechanisms for PKIX and SMIME

Security Events

15:00-15:20 |Beverage and Snack Break

15:20-16:50 | Tuesday Afternoon session 11

Relay User Machine

Internet Area Working Group

IRTF Open Meeting

SIDR Operations

BGP Enabled ServiceS

Traffic Engineering Architecture and Signaling

IP Security Maintenance and Extensions

Web Authorization Protocol

17:10-18:10 | Tuesday Afternoon session 111

Audio/Video Transport Core Maintenance

Constrained RESTful Environments

IPv6 Maintenance

Bidirectional Forwarding Detection

Mobile Ad-hoc Networks

Transport Layer Security
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https://datatracker.ietf.org/meeting/105/materials/agenda-105-icnrg-05
https://datatracker.ietf.org/meeting/105/materials/agenda-105-ipsecme-00
https://datatracker.ietf.org/meeting/105/materials/agenda-105-avtcore-00
https://datatracker.ietf.org/meeting/105/materials/agenda-105-core-02
https://datatracker.ietf.org/meeting/105/materials/agenda-105-6man-10
https://datatracker.ietf.org/meeting/105/materials/agenda-105-bfd-00
https://datatracker.ietf.org/meeting/105/materials/agenda-105-tls-01

18:30-22:00

IETF 105 Social Event

Wednesday, July 24, 2019 (EDT)

P

R AR

8:00-9:00

Continental Breakfast

8:30-9:45

Side Meetings / Open Time

8:30-17:10

IETF Registration

9:00-9:45

Routing AD Office Hours

10:00-12:00

Wednesday Morning session |

Distributed Mobility Management

Decentralized Internet Infrastructure

Operations and Management Area Working Group

Routing Over Low power and Lossy networks

Source Packet Routing in Networking

DDoS Open Threat Signaling

Software Updates for Internet of Things

QUIC

12:00-13:30

Break

12:15-13:15

WG Chairs Forum

13:30-15:30

Wednesday Afternoon session |

IETF Meeting Network Requirements (BOF)

Privacy Enhancements and Assessments Research Group

Thing-to-Thing

Bit Indexed Explicit Replication

Deterministic Networking

Inter-Domain Routing

EAP Method Update

IP Performance Measurement

15:30-15:50

Beverage Break

15:50-16:50

TSV AD Office Hours

15:50-16:50

Wednesday Afternoon session Il

Calendaring Extensions

Global Routing Operations

Babel routing protocol

Deterministic Networking

Remote ATtestation ProcedureS

16:50-17:10

Beverage and Snack Break
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17:10-18:10

IETF Technical Plenary

18:20-19:50

IETF Administrative/Operations Plenary

Thursday, July 25, 2019 (EDT)

P

&AL

8:00-9:00

Continental Breakfast

8:00-9:00

Newcomers' Feedback Session

8:30-9:45

Side Meetings / Open Time

8:30-18:00

IETF Registration

10:00-12:00

Thursday Morning session |

Constrained RESTful Environments

Registration Protocols Extensions

Link State Vector Routing

Path Computation Element

Interface to Network Security Functions

Transport Layer Security

Application-Layer Traffic Optimization

Transport Area Working Group

12:00-13:30

Break

12:15-13:15

Systers Lunch

13:30-15:30

Thursday Afternoon session |

Extensions for Scalable DNS Service Discovery

Computing in the Network Proposed Research Group

Path Aware Networking RG

Common Control and Measurement Plane

Protocols for IP Multicast

Security Area Open Meeting

Network File System Version 4

TCP Maintenance and Minor Extensions

15:30-15:50

Beverage and Snack Break

15:50-17:20

Thursday Afternoon session 11

Hypertext Transfer Protocol

IPv6 Maintenance

DNS PRIVate Exchange

Crypto Forum

MBONE Deployment

Routing In Fat Trees
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Remote ATtestation ProcedureS

Transport Area Open Meeting

17:20-17:40

Beverage Break

17:40-19:10

Thursday Afternoon session 111

IPv6 over the TSCH mode of IEEE 802.15.4e

Network Management

BGP Enabled ServiceS

Authentication and Authorization for Constrained Environments

Security Automation and Continuous Monitoring

RTP Media Congestion Avoidance Techniques

Friday, July 26, 2019 (EDT)

P

R AT

8:00-9:00

Continental Breakfast

8:30-9:45

Side Meetings / Open Time

8:30-12:20

IETF Registration

10:00-12:00

Friday Morning session |

IPv6 over Low Power Wide-Area Networks

Measurement and Analysis for Protocols

Coding for efficient NetWork Communications Research Group

Inter-Domain Routing

Messaging Layer Security

Web Authorization Protocol

Delay/Disruption Tolerant Networking

12:00-12:20

Beverage and Snack Break

12:20-13:50

Friday Afternoon session |

JSON Mail Access Protocol

Inter-Domain Routing

Network Virtualization Overlays

CBOR Object Signing and Encryption

Transport Area Working Group
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APNIC(Asia Pacific Network Information Centre) =2 ¥ ¥ &7 = % IP =
1 AS BLEEF B 0 S R g R IP ik 2 AS SLEE 4P B e
K2 AR TEFREFITPHM BN APNIC & £ & 2B €3
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APNIC 48 ¢ %2019 # 9% 5p 1 12 P ‘*1 B & (CHIANG MAI,
THAILAND)# {7 » &A= €32 % 422 AFE s RPN FLE T RER
B HiE ~ FgEE PR E o AN E3RT TS NIR RE s RRBEFE O
FORE & P.nﬁ;aiiﬁ R Internetl ARFF & X Sde o

PR A g R P NG SR APMIRALE B 7 5B RATH ERREL
Bl xR RPEERRF B RN RRETL gl o ¥ AV
N Rl i A g‘ 7 A 3% APNIC IPv6 Deployment #-=x » Cooperation
SIG¥=x » ¥k iidF Policy SIG #-=x » IPv6 Deployment 3= ¢ # fg‘
5 i IPV6 i# 22 7}5 Fa?%%\zﬂ? L BEESLSE > MIRAEL < = F IPV6 B E
Cooperation SIG #-=¢ z%rﬁ S & H InternetJurlsdlctlon L REGE (7
Atk Policy SIG 3=k £33 7 5 1@; Policy Proposals < i # % °
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N

APNIC 48 CHIANG MAI, THAILAND

Tuesday, 10 September 2019

Conference, Day 6

09:00 Cooperation SIG Newcomers session
) 09:00 to 10:30 09:00 to 10:30
11:00 Opening ceremony and keynotes
' 11:00 to 12:30
1400 Technical Session 1 NIR SIG
' 14:00 to 15:30 14:00 to 15:30
16:00 Technical Session 2 APNIC Products & Services
' 16:00to 17:30 16:00to 17:30
. NextGen Careers BoE APNIC Community Trainers
17:30 17:30 to 18:30 Elal”
' ' 17:30 to 18:30
19:00 Opening Reception

19:00 to 21:00

Wednesday, 11 September 2019

Conference, Day 7

2 RAZ

09:00 APNIC - FIRST Security IPv6 Deployment
' 09:00 to 10:30 09:00 to 10:30

11:00 APNIC - FIRST Security Technical Session 3
' 11:00to 12:30 11:00 to 12:30
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APNIC - FIRST Security RPKI - Industry Trends and

14:00 _ _ Initiatives
14:00 to 15:30 A (i B
. APNIC - FIRST Security Lessons learned from RPKI
16:00 16:00 to 17-30 Deployments
' ' 16:00 to 17:30
: RPKI BoF
1730 17:30 to 18:30
18:30 Meet the APNIC EC Cocktail
' 18:30 t0 19:00
19:00 ROA signing Social

19:00 to 21:00

Thursday, 12 September 2019

Conference, Day 8

P A
09:00 Policy SIG 1 Tutorial: Segment Routing
' 09:00 to 10:30 09:00 to 10:30
Tutorial: Atlas of the Internet -
11-00 Policy SIG 2 Creating geographical maps with
' 11:00 to 12:30 RIPE Atlas data
11:00 to 12:30
_ AMM 1
14:00 14:00 to 15:30
_ AMM 2
16:00 16:00 to 17:30
1830 Closing Dinner

18:30 to 21:00
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* =& € 3k 542 11 APNIC 48 2 Session e -

*AE LA i
APNIC PVO | \pve i 4 4 4gdp 2 3130 ik A 3 -
Deployment
Cooperation SIG R EERE DO LAk
NIR SIG LR NIR X & %ﬁﬁ%ﬁeaﬁa,ﬁtb;ﬁ:“iﬁﬁ/\gg% o
: HYWRFRRTREEREIHRNIG L L2 H
Policy SIG i FARERICRRMBLL
B¢ % 5 & NIR 2 Hostmaster » B ehd 4% i
NIR Hostmaster | APNIC ¢2 NIRs 7 Hostmaster < jit /& ¢ g -
Workshop Mgt IP R IERITEZ MR P IP g
o TiE 7 RPKI i 55 < v o
'*’g‘fr%k“ > APNIC ¢ > P ehi s ¢ F3F
APNIC Member | 2 APNIC i7 & & gy iw » it s 2 SIG #7
Meeting (AMM) j‘;nfnaah’ti‘ I ERSEER 2 2@ FED
APNIC NRO NC -
= > 2;&-4‘353 %5’
1. Cooperation SIG
Cooperation SIG ¢ TWNIC = SR ivE 1 F > FF 5 97 10

p £909:00-10:30 » p S £ F w lB’f% &,ﬁpﬁ‘- S
« Internet and Jurisdiction - Nepali Perspective (Bikram Shrestha)
Internet Jurisdiction - Emerging Issues and Ways Forward (Nicole

T 1 Chan)

IP Address and Cross-border Cooperation for Resolving the Cyber
Attribution Challenge (Eun Chang Choi)

Educating Internet Ethics, Moral Development and Awareness
Raising Activities of Myanmar (Dr Mie Mie Su Thwin)
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ws. Butin let's say

_ py free speech la i
4 i ETS were seen and in

where the -
ere the /TWAO

France, okay wh
ERN ~ certain

ar-reaching

i hate speech under ~ C
legal. So consider the f

European countries
circumstances are [l
impacts of this attempt

social media speech.
Do laws of one country apply to a company based in

another country whose laws differ? Can a nation ever
have glo*l jurisdiction over speech on the internet?
»  So thit#fs anoth:_gsue.

to regulate the internet and

Bl— & 442 FF >t Cooperation SIG 4 % fefe ¢
: TR AT AT A R B Y

2. APNIC IPv6 Deployment e b
APNIC IPv6 Deployment = TWNIC § 2223 7 & 24 > BFRF 5 9
11 p 5709:00-10:30 > & 7 5 Bibg & F4R L 40T "
Tanapon Chandavasu —IPv6 Deployment in Thailand
Geoff Huston —IPv6 Performance
Koji Yasukagawa —IPv6 Deployment for Mobile Network
Ngu_yen Hong_ Thang—-I1Pv6 Deployment in Vietnam
Maile Halatuituia —Islands in the IPv6 World
I EXE TSR

2 2 % |IPv6 Deployment /5 5% - XK
o Ipbg_ﬁ%gﬂ 0 ploy SR o M KT

=

CHIANG MAL THAILAND
512 September 2019

Bl- : % #2447 £ 3 3% IPv6 Deployment 3=



3. Policy SIG
gt =k Policy SIG ¢ TWNIC fp#F et EE LR LEFAL X2 33
I i Policy Proposals » & 3= prop-124: Clarification on IPv6
sub-assignments~prop-126: PDP update~prop-130: Modification of transfer
policies ~ prop-131: Editorial changes in IPv6 policies 2 prop-132: RPKI
ROAs for unallocated and unassigned APNIC address space (was: ASO for
Bogons) » # ¢ prop-131 §2 prop-132 % Policy SIG 2 AGM ¥ % i = £
o BARRE RN G S R B8 3 F 13w T mailing list AL w
LSRRz o
gtk > Policy SIG ¥ 3 T A (R EFMIRE
Implementation Update - Sunny Chendi
Resource Hijacking is an APNIC Policy Violation - Jordi Palet

pass 1ol e 1y

i ha
jacking | wncA8
Resource H Uack.lng is Mg forenn
an APNIC Policy L A B s
i i policy discussid
V'O,atlon = resource hijack
Prop-xxx-v000-informal We're running
APNIC48 — Chiang Mai — Thailand P —
>>Jordi Palet: 1
Carlos Friagas (cfriacga@fccn.pt . ;H bt T —

them. Iamg
Lo — e ]

4. NIR SIG
»=t NIR SIG £ 3 TWNIC ~ CNNIC ~ VNNIC ~ IRINN ~ IDNIC -

KRNIC~JPNIC % 7 NIR *F 5384 » 2 NIRZ &34 H 237 5348
Bofe i e TWNIC Byt 327 474 € AR IP g hins dpbl a6
4-% 32nd TWNIC IP OPM ~ 2019 TWNIC-APNIC Joint Training -
Routing Workshop ~ Taiwan IPv6 User Availability ~ TWNIC RPKI *t3+
% TWNIC RPKI Training % £ & NIR {rg2 ¢ &7 2 ©
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3
ssica Wel,
eq Saleh,

o Lecturer: Je!
APNIC & Shaqay’
APNIC

« Course outline

Internet undamvn(n‘s

protocol architecture and

i
fw.mm e This technical workshop, made up of ,ﬂ—"" og
Pagand lectures and hands-on lab modules, o
4P tramsition technologies is targeted at anyone who is involved 48
@VIPU5 deployment pianning in Internet technology standards, APNIC
local and national network 1
)
d

] ;a:wxMan network
fces i
3 IMS:(L(' 3 “V‘me infrastructure deployment and day
to day network operations.

ancements to Routing
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KYOU TO ALL
. 48 SPONSORS

M- : NIRSIG % & &

5. AMM ¢ #%
97 12 p . # APNIC AMM ¢ £ =
Council (EC)i /# Gaurab Raj Upadhaya #

L\

\nad

¢ > €37 APNIC Executive
Zi¥F A2 8ix APNICEC

s AL 4. vkg
KR _!— %/Q"b_‘ o

IPv4 delegations @ IPVG delegations @ N e e G L= CECHIEIO

~ . steady as well. We picked a couple of years ago,
CHIANG AL T = = - but we've been maintaining ~ a level since then of

- s 1Pv4 and IPv6 delegations. These charts show the
sub regions that we serve from east says that,
Oceania southeast and south Asia. The red part an
aggregate projection to the end of the year so you
can see a steady activity in v4 and v6 delegations
still.
In as ~ is, ~ S N delegations we're taking a

IPv4 transfers @ ASN delegations
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APNIC 3 &4 4tp mnd £ire7pHaF4 22 % APNIC NRO
NC # £ %% »APNICEC = ﬁ é - Treasure = TWNIC F #5224 {7
R AL %~g Regd s APNIC EC Treasurer Report » 47 3
APNIC 2019 + & & P43 5§ 2 B F I 5 gl (7007 o

=t g 3kiE 7 APNIC NC iﬁ? 11 =iz £ > &5 d  Aftab
Siddiqui § % -

:\t

S0 AMM § f % § ¢ 4 3 524t 7 £ £ IPV6 Deployment
et T B ERIRUE & érl;a‘ Cooperatlon SIG it 47 2 » APNIC i »t

‘ i >>Gaurab Raj Upadhaya: We d
arnic 48 B
to be the report from the Co|
>>Joy Chan: Good afternoon,

Cooperation SIG e

CHIANG MAI, THAILAND
5 - 12 September 2019

the first time chair for the C|
say thank you very much fo
Joy Chan@APNIC48 with honour on this road an

Chiang Mai, Thailand happened two days ago on
12 September, 2019

B~ 7 B ERIH F L &7 Cooperation SIG 35 £

r o~ FRFR

Lp# B & B RS a4t B IPV6: g % g 5 B Ren ISP £ % 3097
W ELH IPV6 o ZEZRFPN ISP 44 1t 2 N dad @ * IPV6 > » 2 R3F
B IPV6 3 B 3F AL

2. Policy . 4ad» e s B chd & k45 0 & Policy 222 % » § Liefs
Proposal s13% % % 343 d >t proposal 59734 2 % € & BAL¥ g L o
ERBEPN ISP 2 4p B H =4t 7 ﬁ’cm FEAMaRIm o N ERERE
FLE DR RIS E R

3. RPKI 7% APNIC 48 ¢ BRIV HFEBF S 0 ¥ A APNIC 1> RPKI
SEARL 0 Ak S i 4 RPKI A J};E'J ROA % % % 1 2 ROV
valid +* ]

T HeAARERS TR

<.
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APNIC 48 €3k & 3= f§ 3R B 7 2 YouTube 472324k (-0 & e 2t
4o EOTBER T Y B R s e
https://conference.apnic.net/48/

% 187 ¥ > = 187 F



