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x%
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Padding s #

3. Destination Option
Header =7 Padding
#

4. Routing Header =
RHO sz #

5. Fragmentation
Header srsc#

6. Upper Layer Header
g

Dual-stack 514=
2 P

7 Dual-stack g ##ﬂ ’
IPv4 &2 |Pv6 §_% 3%
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P BT 1 FIE F1 5 b p PR | b VI R B A 5
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EERALE [ F L IPV6 a2 E (MBI E B F R ke

Bk (Worm) | B R 58 0 erinw A gt |3 Worm s 4 % £l o
FHomro/hc iR e

Broadcast Broadcast ¢ & A IPv6 # | 1. figed Bip L+ &

Amplification
Attack

K% o
i
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T HE o

2. 21t ICMP #f# o

DDoS sz # 1. Fx* SEcure Neighbor [1. @ * 2 L
(% ke # Discovery (SEND) 2. ¢ * Content Delivery
(Flood protocol Networks(CDN)
Attack) 2. kx* Bogon route 3. fx* IPS & IDS
services’ »[4-d Team | 4. gz* Application
Cymru #7 % e Delivery
bogon prefix * 1}%@ Controller(ADC)
ORI AR
_Foenprefix -
3. @B LI
4. & * Content Delivery
Networks(CDN)
5 kx* IPS g IDS
6. kx* Application
Delivery
Controller(ADC)
IPv6 Latent g E B IPV6 i 4 ek [ 5 F] 50 * IPvE A GTA
Threats % kBRI Hosts # | kAT -
IPV6 s # 225 F = % &
4oit * L 4 IPV6
NIPS(4 i3] » & i)
HIPS(Z % » &E3p 1 & 5b)
& % Firewall -
FTH e 1. fx<* RA-Guard AR TFIE R IPVE A pTA
Extension 2. HBI|EATHITE & :mig%\ o
header B F G FTen

%, L N 12
S0 ‘fw‘-&}i #, g
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injection sx# | 3 4o AT RFC e 4%
Dual-stack 3! A FE R IPVE A pTA
AZETh HTRAL o
Tunnel 1. fI* LEIPV6 =k & |1 @@ * |IPSecZ > £ & 1
Injection % ki & kRELP i P2 B en® 2l i
Sniffing 1PV6 fhh B (T (2. R 9 L H L4
T o Tunnel #17% B~
2. &% |PSecit > % >

=~ 22 ICPIPVA/IPVE T 5 7 H fEfs i & 2 ik ie HIEP

3
% 22 ICP #iﬂ’ e IPV6 3% T_& P %
S | A8 [wRl | Rl |@EEE RS S|R

CT-1 |24 |zten | H Trying & 7+ curl -v % |curl

IPV6 i+ IPV6 i+ #t ~ 1 [ 1+ --head
H ¥ 1Y IR

i+ (http TCP_NODEL

£ https) AY set 7

Connected to
e nk (IPV6 =
ht) port

443 ~ T &7
successfully
set certificate

verify
locations ! 71
HTTP/2 200
CT-2 |gd |8 | E  |E75#8 |traceroute6 |tracer
= i 4 d B Pv6 i |14 oute6
4 IPv6 Bk
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[hade 712

CT-3 |DNS | =t& | & k¢ o1 IPv6 = |dig aaaa 12 |dig
foy 13 e 3
FER T @8.8.8.8
IPV6 1= +short
ba1
CT-4 |DNS |4e=ti i ko IPv6 = |foriin “dig |dig
e Bt @8.8.8.8
—ﬁ DNS +Sh0|’t\|}|5
Server # f * ﬁ“ ;
; 0 echo -n
& 'ﬁ "gj =>
IPv6 i+ [ipvé] "
Ak dig aaaa $i
@8.8.8.8
+short;
done
CT-5 |DNS |zt id T = 7 BT ping6 13 % | ping6
* e PING 3] ¥
DNS e IPV6 >4t
IPv6 ?5’3
w1
PING id
i
CT-6 |DNS |:zbi? T k¢ IPv6 = |foriin dig |dig
* B @8.8.8.8
DNS & +short NS
S 1R
L4 do_ echo -n
. "$i =>
= [ipve] "
IPv6 - dig aaaa 12
AL w1 @S
+short;
done
CT-7 |Mail |zt & k¢ IPv6 = |foriin dig |dig
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Server | * en Bt @8.8.8.8

Mail +short MX

Server 3% R |

£ 5 awk '{print

IPV6 i $2} id0$
echo -n "$i

Ho B ¥ g

') @ Ry => [IpVG] )

R dig aaaa $i

4 @8.8.8.8
+short;
done;

% 23 ICP i‘;ﬁf RS > A

B | A% R > | R RES N Bl L

RIZFIE P

PUTE S IPV6 RIRE R (FT A 0 AR 17 RIRR)

ST-1 |Bd B | A5%F | 4 thcsyn6 [-AcDrRS] | thcsyn6
Y [-p port] [-s
Gy sourceip6] interface
target port
ST-2 |gd B | A 5%#E | 4 exploit6 interface exploit6
IR y: destination
Fj '
Gy [test-case-number]
ST-3 |gd B |DDoS st | H_ fuzz_ip6 [-Xx] [-t fuzz_ip6
# number | -T number]
( ICMPV [-p number]
6) [-IFSDHRJ]
[-X|-1]-2|-3|-4|-5]-6]-
7|-8]-9|-0 port]
interface
unicast-or-multicast-
address

[address-in-data-pki]

-

- 65




ST-4 |gd = |Ping of i frag6 -i [interface] | frag6
Death --frag-id-policy -d
(PoD) [destination]
ST-5 |[gd B |peidFsm | & |flow6 -i[interface] | flow6
--flow-label-policy
-d [destination] -v
ST-6 |%=x3 |DDoS st |& Implementation6 implement
5 # (Smurf [-p] [-s sourceip6] ation6
) interface destination
[test-case-number]
ST-7 |[H© DDos sz | &_ flood_mld6 flood_mld
# interface 6
( Duplica
te Address
Detection
)
ST-8 |H & Upper i flood_mld26 flood_mld
Layer interface 26
Header =~
1z
ST-9 |[H Atomic X denial6 interface denial6
Fragment destination
1z ¥ test-case-number
LT GO IPVG RIRE R (F T R T RRR)
ST-10 | g d £ | DDoS sz | &_ inject_alive6 [-ap] alive6
# ( Router interface
Advertise
ment )
ST-11 | g d £ | DDoS sz | & inject_alive6 [-ap] alive6
1 interface
(neighbo
r
advertise
ments )

S -




ST-12 (g4 ® | DDoS 5z | 4_ redir6 interface rediré
# (MLD victim-ip target-ip
reports ) original-router
new-router
[new-router-mac]
[hop-limit]
ST-13 | g d ® |DDoS sz | #_ | dos-new-ip6 dos-new-i
# interface p6
(MLDv2
reports )
ST-14 | ged B | ¢ F A3z | 4 fake_mipv6 interface | fake_mip
# home-address V6
home-agent-address
care-of-address
ST-15 | g d ® [ DDoS 5 | A_ fake advertise6 fake adve
# [-DHF] [-Ors] [-n rtiseré
( unknow count] [-w seconds]
! interface
DEATTIE) ip-address-advertise
d [target-address
[mac-address-adverti
sed
[source-ip-address]]]
ST-16 | x5 | DDoS sz | & implementation6d implemen
5 # (Smurf interface tation6d
7))
ST-17 | DNS B A flood_dhcpc6 [-n|-N] | flood_dhc
[-1] [-d] interface pc6
[domain-name]
ST-18 | DNS A&k | 4 |toobig6 [-u] toobig6
K 0 interface target-ip
G R existing-ip mtu
[hop-limit]
ST-19 | DNS AEskTE | A fake _dns6d interface | fake dns6
Ry Ipv6-address d
R [fake-ipv6-address
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[fake-mac]]

ST-20 | DNS A& | 5 fake_dnsupdate6 fake_dnsu
EN dﬁ % PR dns-server pdate6
R full-qualified-host-d
ns-name ipv6address
ST-21 | iT% % |CVE-200 | &_ mitm6.py [-h] [-i mitm6
= 3-0429 INTERFACE] [-]
Ethereal LOCALDOMAIN]
OSlI 7% [-4 ADDRESS] [-6
5 % ADDRESS]
i P
& ADDRESS] [-a] [-V]
[--debug] [-d
DOMAIN] [-b
DOMAIN]
[-hw DOMAIN]
[-hb DOMAIN]
[--ignore-nofqdn]
ST-22 | iv¥% % |CVE-200 | &_ fake_mld6 [-1] fake_mld
1 4-0257 interface 6
OpenBSD add|delete|query
[multicast-address
ICMPv6 [target-address [ttl
LB AR [own-ip
DDoS 1z [own-mac-address
B [destination-mac-add
ress]]1111
ST-23 | L4 | DDoS 5z | #_ fake _mld26 [-I] fake_mld
# interface 26
(TCP-S add|delete|query
YN) [multicast-address
[target-address [ttl
[own-ip
[own-mac-address
[destination-mac-add
ress]]1111
ST-24 | vy | ifFh | 2 fake_mldrouter6 [-] | fake_mldr
interface outer6
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advertise|solicitate|te
rminate [own-ip
[own-mac-address]]

ST-25 | vy | A~k T | & fake router6 [-HFD] | fake_rout
interface eré
network-address/pref
ix-length [dns-server
[router-ip-link-local
[mtu
[mac-address]]]]

ST-26 || Vit | A~k 2 | & flood_router6 flood_rou
[-HFD] interface ter6

ST-27 | # @ DDoS sz | £_ flood_advertise6 [-k | flood_adv

# | -m mac] interface | ertise6
[target]
ST-28 | # A& | E ndpexhaust26 ndpexhau
N % % PR [-acpPTUrR] [-s st26
o sourceip6] interface
target-network
ST-29 | H A& | E parasite6 [-IRFHD] | parasite6
& 5 R interface [fake-mac]
221
ST-30 | H & rITE | A smurf6 interface smurf6
1E victim-ip
( flow [multicast-network-a
label ) ddress]

ST-31 | H s Fri1e |§ rsmurf6 interface rsmurf6
victim-ip

TG IPv4 BliR R

ST-32 | ged B | ¢ B A3z | A arpspoof -i Arpspoof

d [Network Interface
Name] -t [Victim
IP] [Router IP]
ST-33 | L4 |DDoS sz | & hping3 --traceroute | hping3
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# -V -1 b

ST-34 | | ¥ B A3 | & BlA50 Ao & IT ettercap
#

ST-35 | 448 | DDoS st | #_ BlA50 Ao 30T Evil
# 7R FOCA
A s
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~ WG s
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s ¥gebe e sE HPRE 1 Ngink 5 4 #2522 2 12 PHP 4 4 o
Javascript library & * 7 Modernizr » = z3» [ pFi¢ * Nginx i

reverse proxy ' # = frhenk ik B oo

s gee . DNS 3 4r AAAATrecord 2 DNS & fz > i VIR kx
IPV6 £+ & - L3F IPV6 it 40 ¥ 12 8 *F 303 3] 3 4% > Load Balance

o 'Hib'ﬁﬁ}; Web Server -I*;TS'E’ "% iR IPV6 ig A o

s et Nginx 17 5 Web server » # ¢ port 443 §9 port 80

g IPV6 listen » e ie * F 12 IPV6 i Sig ~ o TR RN

a\

573 clientip s == o] o AR S FE 3 4o 13T IPV6 hb e

¥ k% i Linux s » 3% - IPv6 & Kernel ek 4 3B o

e p PN A g I0A 0 0t R IPVA SRR TR
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PoOAPRER TG TR BT LRSS PR FRRA B

= - 71



B 1ARFF @ % el iR % IPV6 o 2RI AREF R P A Ay

o
e yone & TR T4
p® 108 47 24p (=)
T

3 B ot P IRLFEEZ AR DK 2558 Al 2 -
I ICP IPVv4/IPv6 # »

RN F

1.7 e 527 IPVA/IPVE 3 3 & (57 (7 4355

2. & ivH50

3.4 I P phus

P 108 # 47 26 p (1)

4 B Rl HhE

Ty s FPLRE T AR R 225585 A1z -
i g ICP IPv4/IPv6 ¥ »

§RMF

1.5 138 A543 www.tripesso.com 52 www.tripsaas.com
2.1Pv6 t& Rl 1 & 3 i

%2 %% HP 4 221CP £ 1 1PVB 3k IRl 4 18 (7 %k v
IPV6 3% 2 ik 3% 8 IPVEFER R A 2 0 B %2 4 5 3

S RIET L

1. CT-1: ez |PV6 nb# rizg b (http & https) : id i
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[ ] tina — 0
root@Plocalhost:~# curl -v https://www.tripresso.com/ —-head

* Trying 2400:8902::f@3c:91ff:feeb:4f70...
% TCP_NODELAY set
* Connected to www.tripresso.com (2400:8902::f@3c:91ff:feeb:4f70) port 443 (#0)
* ALPN, offering h2
% ALPN, offering http/1.1
* successfully set certificate verify locations:
% CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: /etc/ssl/certs
(384) (OUT), TLS handshake, Client hello (1):
(304) (IN), TLS handshake, Server hello (2):
TLSv1.2 (IN), TLS handshake, Certificate (11):
TLSv1.2 (IN), TLS handshake, Server key exchange (12):
TLSv1.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Client hello (1):
TLSv1.2 (OUT), TLS handshake, Finished (20):
TLSv1.2 (IN), TLS handshake, Finished (20):
SSL connection using TLSv1.2 / ECDHE-RSA-AES256-GCM-SHA384
ALPN, server accepted to use h2
Server certificate:
subject: CN=www.tripresso.com
start date: Jan 29 00:00:00 2018 GMT
expire date: Jan 15 12:00:00 2020 GMT
subjectAltName: host "www.tripresso.com" matched cert's "www.tripresso.com"
issuer: C=US; 0=DigiCert Inc; OU=www.digicert.com; CN=RapidSSL RSA CA 2018
SSL certificate verify ok.
Using HTTP2, server supports multi-use
Connection state changed (HTTP/2 confirmed)
Copying HTTP/2 data in stream buffer to connection buffer after upgrade: len=8
Using Stream ID: 1 (easy handle @x55f78b85b580)
HEAD / HTTP/2
Host: www.tripresso.com
User—Agent: curl/7.58.@
Accept: */%

Connection state changed (MAX CONCURRENT STREAMS updated)!
HTTP/2 200
HTTP/2 208

AXVVVVVEX XXX ¥ X X ¥ X % ¥ X % % X % ¥ ¥ % ¥ %

B 9 =5 CT-1RESEEE o 2 -

[ ] @ 1100 —
root@Plocalhost:~# curl -v http://www.tripresso.com/ head
* Trying 2400:8902::f@3c:91ff:fea2:a133...
* TCP_NODELAY set
* Connected to www.tripresso.com (2400:8902::f83c:91ff:fea2:a133) port 80 (#0)
> HEAD / HTTP/1.1
> Host: www.tripresso.com
> User—Agent: curl/7.58.@
> Accept: */%*
>
<

HTTP/1.1 381 Moved Permanently
HTTP/1.1 301 Moved Permanently
< Server: nginx
Server: nginx
< Date: Tue, 17 Sep 2019 18:20:23 GMT
Date: Tue, 17 Sep 2019 10:20:23 GMT
< Content-Type: text/html
Content-Type: text/html
< Content-Length: 178
Content-Length: 178
< Connection: keep-alive
Connection: keep-alive
< Location: https://www.tripresso.com/
Location: https://www.tripresso.com/

<
* Connection #@ to host www.tripresso.com left intact
root@localhost:~# [

B 10 *c2se CT-1RliR2 %4 6 2 =

4= - 73



root@localhost:~# tracerouteé tripresso.com
traceroute to (2400:8902::T03c:91ff:fea2:a133) from 2400:8902::f03c:91ff:fe4a:3287, 30
hops max, 24 byte packets

1 2400:89082::T@3c:91ff:fea2:a133 (2400:8902::f@3c:91ff:fea2:a2133)

0.219 ms
root@localhost:~# [

Bl 11

3. CT-3: i %3

2400:8902::f@3c:91ff:fea2:a133
root@localhost:~# [J

Bl 12

4, CT-4: pzbig * 975 DNS  Server » £ & 5 IPV6 |

L] tina

IPv6 i~

LR _§§

2.111.100 —

root@localhost:~# dig trlpresso (o] @S 8 8 B AAAA +short

e vgew CT-3 RIS % 4 o

0.434 ms

v

2

8.233 ms

{

i iE

root@localhost:~# for i in "dig (8.8.8.8 +short NS tripresso.com’; do echo -n "$i => [il|®
pvé] "; dig aaaa $i (8.8.8.8 +short; done;
ns-1188.awsdns-20.0rg. => [ipvé] 2600:9000:5304:a400
ns-1801.awsdns-33.co.uk. => [ipv6] 2600:9000:5307:90
ns-231.awsdns-28.com. => [ipvé] 2600:9000:5300:e700::1
ns—935.awsdns-52.net. => [ipvé] 2600:9000:5303:a700::1

root@localhost:~# [|

Bl 13

e CT-4 B3R E S5 E o

5. CT-5: =i * cnDNS e IPv6

L

root@localhost:~# pingé tripresso.com -c 5

::f@3c:91fFf:
:al33
:a133
:al33
:al133
:a133

64 bytes from g f@3c:91ff:fea2
64 bytes from ] f@3c:91ff:fea2
64 bytes from g f@3c:91ff:fea2
from G f@3c:91ff:fea2
from H ::f03c:91ff: fea2

-—- tripresso.com ping statistics ---
5 packets transmitted, 5 received, @% packet loss, time
rtt min/avg/max/mdev = ©.477/0.839/1.953/8.561 ms

root@localhost:~#

B 14

6. CT-6: gz * c9DNS &3

tina —

fea2

(2400:8902:
(2408:8902:
(2400:8902:
(2400:8902:
(2400:8902:

P07 12 PING i i

162111100 — 112x33

4024ms

setger CT-5 B3R 2% 4 5

1k

g

T_.

e xh 42 4 5 e IPV6
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EIRL]

:al133 (2480:8902::f83c:91ff:fea2:a133)) 56 data bytes
:f@3c:91ff:fea2:a133): icmp_seq=1 ttl=64 time=0.622 ms
:f@3c:91ff:fea2:a133): icmp_seq=2 ttl=64 tim
:f@3c:91ff:fea2:a133): icmp_seq=3 ttl=64 tim
:f@3c:91ff:fea2:a133): icmp_seq=4 ttl=64 tim
:fB3c:91ff:fea2:a133): icmp_seq=5 ttl=64 time=0.

(a2

il

-~

i



L] 100 —

root@localhost:~# for i in "dig (8.8.8.8 +short NS tripresso.com’; do echo -n "$i => [il|®
pvé] "; dig aaaa $i (8.8.8.8 +short; done;
ns-1188.awsdns-20.0rg. => [ipvé] 2600:9000:5304:a400::1

ns-1801.awsdns-33.co.uk. => [ipv6] 2600:9000:5307:900::1
ns-231.awsdns-28.com. => [ipvé] 2600:9000:5300:e700::1
ns—935.awsdns-52.net. => [ipvé] 2600:9000:5303:a700::1
root@localhost:~# [|

Bl 15 x5 CT-6 PEESF o

T3
-

7. CT-7:%:kit * 7 Mail Server 8% § IPv6 f-at > ¥ ¥ 12

i€ i

[ ] tina — t: ~— 111100 —
root@localhost:~# for i in ‘dig ©8.8.8.8 +short MX tripresso.com’; do echo -n "$i => [i|®
pvé] "; dig aaaa $i ©8.8.8.8 +short; done;

1 => [ipv6] aspmx.l.google.com. => [ipv6] 2404:6800:4008:c04::1a
5 => [ipvé] altil.aspmx.l.google.com. => [ipv6] 2607:f8b0:4003:c12::1b
root@localhost:~# [

\

B 16 cdseq CT-7 B3R % 3 5

e

BLE skl BH AT 0 o B R IPAEF S IPV6r

=
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it
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4 24 EPFew bR IPV6 oo 7 &
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st
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X% 4 & IPvb

WT-1 |5 % 7
WT-2 | ¥F T 5 g
WT-3 | zp T o g
WT-4 | % ~F & 7
WT-5 ¢ET o A
WT-6 |4 ~x27H F & 7
WT-7 | &37) L F & 2
WT-8 W FALER R B X_
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B[Ba|

|a bat.bing.com
' |& cdn.mxpnl.com

| mewa. o ox | 1mn x| +
€ 5> C @ tipressocom a « @8 = ¢
. |& www.tripresso.com 2400:8902: :f03¢:91ff: fee6:4f70 | i
ﬁ; » — 1| |ad.tagtoo.co 2404:6800:4004:81a::2013 t u
" o ," ‘VM m |& | apl.ematicsolutions.com 13.224.143.112 vl
. . . - o X & api.mixpanel.com 35.190.25.25
fig i BT R 2RETE 22 ¥ AR 2620:1ec:c11::200

2600:1901:0:498c::

|& |cdn.tagtoo.com.tw
a certify.alexametrics.com

2404:6800:4004:81b: :2013
13.224.143.90

& connect.facebook.net

& dl1jjuduv524kzd.cloudfront.net
[} :d3lqhvlcmcecs.cloudfrom.net
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CT-1: ke IPV6 =4t ™ r2id + (http & https) © i i

~ = -
root@localhost:~# curl -v https://www.petmily.com/

tina—

Trying 2606:4700:30::681b:bb58. ..
TCP_NODELAY set
Connected to www.petmily.com (2686:4780:30::681b:bb58) port 443 (#8)

ALPN,
ALPN,

oftering nz
offering http/1.1

successfully set certificate verify locations:
CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: /etc/ssl/certs

(304)
(304)
(304)
(304)
(304)
(304)
(304)
(304)
(304)
(304)

(OUT), TLS handshake, Client hello (1):
(IN), TLS handshake, Server hello (2):

(IN), TLS Unknown, Certificate Status (22):
(IN), TLS handshake, Unknown (8):

(IN), TLS handshake, Certificate (11):

(IN), TLS handshake, CERT verify (15):

(IN), TLS handshake, Finished (20):

(OUT), TLS change cipher, Client hello (1):
(OUT), TLS Unknown, Certificate Status (22):
(OUT), TLS handshake, Finished (20):

SSL connection using unknown / TLS_AES_256_GCM_SHA384

ALPN,

server accepted to use h2

Server certificate:
subject: OU=Domain Control Validated; OU=PositiveSSL Multi-Domain; CN=snil161543.cloud

laressl.com

start date: Sep 14 ©0:00:00 2019 GMT
expire date: Mar 22 23:59:59 2820 GMT

subjectAltName: host "www.petmily.com" matched cert's "*.petmily.com"
issuer: C=GB; ST=Greater Manchester; L=Salford; 0=COMODO CA Limited; CN=COMODO ECC Do
main Validation Secure Server CA 2

SSL certificate verify ok.
Using HTTP2, server supports multi-use
Connection state changed (HTTP/2 confirmed)
Copying HTTP/2 data in stream buffer to connection buffer after upgrade: len=0

(304)
(304)
(304)

(OUT), TLS Unknown, Unknown (23):
(OUT), TLS Unknown, Unknown (23):
(OUT), TLS Unknown, Unknown (23):

Using Stream ID: 1 (easy handle 8x55958ecfb580)

(304)

(OUT), TLS Unknown, Unknown (23):

HEAD / HTTP/2

Bl 25 £k CT-LREE% %5 2 -

-~

= - 83

=




[} tina — ro ] 62.111.100
(384) (OUT), TLS Unknown, Unknown (23):

(304) (OUT), TLS Unknown, Unknown (23):

(304) (OUT), TLS Unknown, Unknown (23):

Using Stream ID: 1 (easy handle @x55950ecfb588)

(304) (OUT), TLS Unknown, Unknown (23):

HEAD / HTTP/2

Host: www.petmily.com

User—Agent: curl/7.58.0

Accept: */%

(304) (IN), TLS Unknown, Certificate Status (22):
(304) (IN), TLS handshake, Newsession Ticket (4):
(304) (IN), TLS handshake, Newsession Ticket (4):
(384) (IN), TLS Unknown, Unknown (23):

Connection state changed (MAX_CONCURRENT_STREAMS updated)!
(384) (OUT), TLS Unknown, Unknown (23):

(384) (IN), TLS Unknown, Unknown (23):

(304) (IN), TLS Unknown, Unknown (23):

< HTTP/2 200

HTTP/2 200

< date: Tue, 17 Sep 2019 10:36:38 GMT

date: Tue, 17 Sep 2019 18:36:38 GMT

< content-type: text/html

content-type: text/html

¥ ¥ ¥ KX R KXV VV VYV EEE KX

° c — € 2.111.100 —
root@localhost:~# curl -v http://www.petmily.com/ —-head
* Trying 2606:4700:30::681b:bab8...

% TCP_NODELAY set

* Connected to www.petmily.com (2606:4700:30::681b:ba58) port 80 (#@)
> HEAD / HTTP/1.1

> Host: www.petmily.com

> User—Agent: curl/7.58.0

> Accept: */*

>

< HTTP/1.1 381 Moved Permanently
HTTP/1.1 301 Moved Permanently
< Date: Tue, 17 Sep 2019 10:35:50 GMT

Bl 27
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st 2.111.100 —
root@Plocalhost:~# tracerouteé petmily.co
traceroute to (2606:4700:30::681b:bb58) from 2400:8902::f03c:91ff:fe4a:3287, 30 hops ma
X, 24 byte packets

1 2400:8902::fabb6:f2ff:fe@B:841 (2400:8902::fabb:f2ff:Te@0:841) 0.852 ms 0.921 ms @
.825 ms

2 2400:8902:d::1 (2400:8902:d::1) 6.999 ms 5.447 ms 4.802 ms

3 2001:de8:c::1:3335:1 (2001:de8:c::1:3335:1) 1.203 ms 1.524 ms 1.868 ms

4 2400:cb00:22:1024::a2%9e:757b (2400:cbP@:22:1024::a2%9e:757b) @.851 ms ©.805 ms 0.7
81 ms
root@localhost:~# [J
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[ ] —_ 2111100 —
root@localhost:~# dig petmily.com ©8.8.8.8 AAAA +short
2606:4700:30::681b:bb58

2606:4700:30::681b:bab58

root@localhost:~# [

4, CT-4: f:zkit * cr75 DNS Server 2 & & 5 IPV6 =t © il i

[ ] tina —
root@localhost:~# for i in “dig ©8.8.8.8 +short NS petmily.com’; do echo -n "$i => [ipv
6] "; dig aaaa $i (8.8.8.8 +short; done
beth.ns.cloudflare.com. => [ipvé] 2400:cb80:2049:1::adf5:3a67
fred.ns.cloudflare.com. => [ipvé] 2400:cb@0:2049:1::adf5:3b71
root@localhost:~#

=]

F 30 Rk CTARIZEE% 45

|~

5. CT-5: fzkig * o DNS 7 IPV6 *‘F.’rz'ﬁ’ 12 PING i 1§ - i i

O [—
root@localhost:~# ping6 petmily.com -c 5
PING petmily.com(2606:4700:30::681b:bb58 (2606:47080:30::681b:bb58)) 56 data
64 bytes from 2606:4700:3 681b:bb58 (2606:4700:30 g : icmp_seq=1 time=1.17

64 bytes from 26086:4700:3 681b:bb58 (2606:4700:30 : : icmp_seq=2 time=1.28
64 bytes from 2606:4700:30::681b:bb58 (2606:4700:30 H : icmp_seq=3 time=1.25
64 bytes from 2606:4700:30::681b:bb58 (2606:4700:30 ] : icmp_seq=4 time=1.17
64 bytes from 26P6:4700:30::681b:bb58 (2606:4700:30:: g : icmp_seq=5 time=1.15

-—— petmily.com ping statistics —-——

5 packets transmitted, 5 received, 0% packet loss, time 4@05ms
rtt min/avg/max/mdev = 1.158/1.288/1.282/0.057 ms
root@localhost:~#

root@localhost:~# [

6. CT-6: xbid * cnDNS & K T b4 1 IPV6 =4t @ i i

L ] tina — — 2.111.100 — 3]
root@localhost:~# for i in ‘dig ©8.8.8.8 +short NS petmily.com™; do echo -n "$i => [ipv|®
6] "; dig aaaa petmily.com @$i +short; done;
beth.ns.cloudflare.com. => [ipvé6] 2606:4700:30::681b:bb58

2606:4700:30: :681b:bab8
fred.ns.cloudflare.com. => [ipvé] 2606:4700:30::681b:bb58
2606:4700:30::681b:bab8
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) ssh root@13 1.100
root@localhost:~# for i in
6] "; dig aaaa $i (©8.8.8.8 +short; done;
1 => [ipvé] aspmx.l.google.com.
5 => [ipvé] altl.aspmx.l.google.com.
5 => [ipv6] alt2.aspmx.l.google.com.

1@ => [ipvé] alt3.aspmx.l.google.com.
10 => [ipvé] alt4.aspmx.l.google.com.
root@localhost:~#

BEE R RN W o H i@ e

E’. \’—':\.‘)

e S ’ - > EZ 4+ -
PREREEE S G ?%‘9}':17\'—‘733‘] °

=> [ipvé] 2404:6800:4008:c00::1b

=> [ipvé] 2607:f8b0:4003:c12:
=> [ipvé] 2607:f8b0:4001:cle:
=> [ipv6] 26087:f8b0:4002:c08::
=> [ipv6] 26087:f8be:400d:cee::

B rhplE IPV6 F &

‘dig @8.8.8.8 +short MX petmily.com’; do echo -n "$i => [ipv

:1b
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12606:4700:30: :681b:ba58

35.186.230.197
2404:6800:4004:81b: :2002
35.201.76.93
99.86.218.170
13.249.146.8
2a04:4e42:36::621

1211.20.148.226

2606:4700: :6813:¢697
2404:6800:4004:81b::2002
116.50.36.71

2a03:2880:f00f:8: face:b00c:0:1
34.209.78.71

34.95.67.231
2404:6800:4004:81b: :200a
2404:6800:4004:81b: :2002
192.0.77.2

104.254.148.198

12606:4700:30: :6812:2856
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# You searched for M | ;

€ 5 C & petmily.com/s-FeiEERE a » 6|
& www.petmily.com 2606:4700:30::681b:ba58 M
PETMILY BHE & ad.doublemax.net 135.186.230.197
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2 27 5 F IPV6 BT 2K A2

YngL | BlFL L ﬂi%] *3p % Rl
ST-1 | thcsyn6 thcsyn6 eth0 2606:4700:30::681b:ba58 80 | if %
thcsyn6 ethO 2606:4700:30::681b:bb58 80 | id :%
thcsyn6 eth0 2606:4700:30::681b:bab8 443 | ii &
thcsyn6 eth0 2606:4700:30::681b:bb58 443 | ii &
ST-2 | exploit6 exploit6 ethO 2606:4700:30::681b:ba58 W iE
exploit6 eth0 2606:4700:30::681b:bb58 i i
ST-3 |fuzz_ip6 |fuzz_ip6 -xIFSDHRJ eth0 i i
2606:4700:30::681b:ba58
fuzz_ip6 -xIFSDHRJ eth0 i g
2606:4700:30::681b:bb58
ST-4 | fragb frag6 --frag-type atomic -d i i
2606:4700:30::681b:ba58 -v
frag6 --frag-type atomic -d i i
2606:4700:30::681b:bb58 -v
ST-5 | flow6 flow6 -d 2606:4700:30::681b:ba58 -i eth0 | :i i
-W
flow6 -d 2606:4700:30::681b:bb58 -i eth0 | 7 %
-W
ST-6 | implement | implementation6 ethO -s sourceip6 i g
ation6 2606:4700:30::681b:ba58
implementation6 ethO -s sourceip6 i i
2606:4700:30::681b:bb58
ST-7 | flood_mld | flood_mld6 eth0 2606:4700:30::681b:ba58 | i %
6
flood_mld6 eth0 2606:4700:30::681b:bb58 | i %
ST-8 | flood_mld | flood _mld26 ethO i i
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26 2606:4700:30::681b:bb58
flood_mld26 eth0 i i
2606:4700:30::681b:ba58
ST-9 | denial6 denial6 eth0 2606:4700:30::681b:ba58 1 i
denial6 eth0 2606:4700:30::681b:ba58 2 i
denial6 eth0 2606:4700:30::681b:ba58 3 i i
denial6 eth0 2606:4700:30::681b:ba58 4 i iE
denial6 eth0 2606:4700:30::681b:ba58 5 i
denial6 eth0 2606:4700:30::681b:ba58 6 i
denial6 eth0 2606:4700:30::681b:ba58 7 IR
denial6 ethO 2606:4700:30::681b:bb58 1 i i
denial6 eth0 2606:4700:30::681b:bb58 2 i i
denial6 eth0 2606:4700:30::681b:bb58 3 i g
denial6 ethO 2606:4700:30::681b:bb58 4 W iR
denial6 ethO 2606:4700:30::681b:bb58 5 i i
denial6 eth0 2606:4700:30::681b:bb58 6 | i i
denial6 eth0 2606:4700:30::681b:bb58 7 | i i
ST-10~ST-35 FIplzEP 22 W I 2P Y ¥ P2 X 25 &7 G i
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