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Notation Payload

AUTH Authentication

CERTREQ Certificate Request

D Delete

HDR IKE header (not a payload)
IDi Identification - Initiator
IDr Identification - Responder
KE Key Exchange

Ni, Nr Nonce

N Notify

SA Security Association

SK Encrypted and Authenticated
TSi Traffic Selector - Initiator
TSr Traffic Selector - Responder
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Initiator Responder

HDR (SPIi=xxx, SPIr=yyy, IKE AUTH,
Flags: Initiator, Message ID=1),
SK {IDi, AUTH, SAi2, TSi, TSr,
N(INITIAL_CONTACT)} -—=>

<-- HDR(SPIi=xxx, SPIr=yyy, IKE AUTH, Flags:
Response, Message ID=1),
SK {IDr, AUTH, SAr2, TSi, TSr}
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2.

InitiatorSignedOctets = RealMessagel | NonceRData | MACedIDForlI
RealIKEHDR = SPIi | SPIr | . . . | Length

RealMessagel = ReallIKEHDR | RestOfMessagel

NonceRPayload = PayloadHeader | NonceRData

InitiatorIDPayload = PayloadHeader | RestOfInitIDPayload
RestOfInitIDPayload = IDType | RESERVED | InitIDData
MACedIDForI = prf(SK pi, RestOfInitIDPayload)

wEH R R N AT

ResponderSignedOctets = RealMessage2 | NoncelIData | MACedIDForR
RealIKEHDR = SPIi | SPIr | . . . | Length

RealMessage?2 = ReallIKEHDR | RestOfMessage?

NonceIPayload = PayloadHeader | NoncelIData

ResponderIDPayload = PayloadHeader | RestOfRespIDPayload
RestOfRespIDPayload = IDType
MACedIDForR = prf (SK pr, RestOfRespIDPayload)
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Minimal implementation Other end

<-- HDR(SPIi=xxx, SPIr=yyy, INFORMATIONAL,
Flags: none, Message ID=m),
SK {...}

HDR (SPIi=xxx, SPIr=yyy, INFORMATIONAL,
Flags: Initiator | Response,
Message ID=m),

SK {} -->
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Minimal implementation Other end
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