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Element | Notes
—————————————————————— -—— - - ¢
version This profile uses X.509 v3 certificates
[RFC5280] . |
|
serialNumber Positive integer unique per certificate. |
|
signature This field contains the signature
algorithm, and this profile uses ecdsa- |
with-SHA256 or stronger [RFC5758]. |
|
issuer Contains the DN of the issuing CA.
|
validity Values expressed as UTC time in notBefore |
and notAfter fields. No validity period |
mandated.
|
subject See rules outlined in this section.

|
|
subjectPublicKeyInfo The SubjectPublicKeyInfo structure |
indicates the algorithm and any associated |
parameters for the ECC public key. This |
profile uses the id-ecPublicKey algorithm |
identifier for ECDSA signature keys, as |
defined and specified in [RFC5480]. |
signatureAlgorithm The ECDSA signature algorithm with ecdsa-

with-SHA256 or stronger.

|
|
|
|
signature. |
|
Extension: See rules outlined in this section. |
subjectAltName |
|
Extension: Indicates whether the subject of the
BasicConstraints certificate is a CA and the maximum depth

|
|
of valid certification paths that include |
this certificate. This extension is used |
for CA certs only, and then the value of |
the "cA" field is set to TRUE. The |
default is FALSE.

|
Extension: Key Usage The KeyUsage field MAY have the following |
values in the context of this profile: |
digitalSignature or keyAgreement, |

keyCertSign for verifying signatures on

public key certificates.

Extension: Extended
Key Usage

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
signatureValue | Bit string containing the digital
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| |
| |
| |
| The ExtKeyUsageSyntax field MAY have the |
| following values in context of this |
| profile: id-kp-serverAuth for server |
| authentication, id-kp-clientAuth for |
| client authentication, id-kp-codeSigning |
| for code signing (for software update |
| mechanism), and id-kp-OCSPSigning for |
| future OCSP usage in TLS. |
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