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\ Name \ Value | Hash | Salt Length | Description |
o o o o B et +
| PS256 | -37 | SHA-256 | 32 | RSASSA-PSS w/ SHA-256 |
| PS384 | -38 | SHA-384 | 48 | RSASSA-PSS w/ SHA-384 |
| PS512 | -39 | SHA-512 \ 64 | RSASSA-PSS w/ SHA-512 |
o o B e e e +
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| Name | Value | Hash | Description |
et F—————— o o - +
| RSAES-OAEP w/ RFC 8017 | =40 | SHA-1 | RSAES-OAEP w/ |
| default parameters | | | SHA-1 |
| RSAES-OAEP w/ SHA-256 | —-41 | SHA-256 | RSAES-OAEP w/ |
| | | | SHA-256 |
| RSAES-OAEP w/ SHA-512 | —-42 | SHA-512 | RSAES-OAEP w/ |
| | \ | SHA-512 |
e e bk et e e +
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| Name | Value | Description |
o fo—m - fom - +
| RSA | 3 | RSA Key |
o fo—m - fom - +
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Key | Name | Label | CBOR | Description |
Type | \ | Type | |

fom——— fom——— o o e +
3 | n | -1 | bstr | the RSA modulus n |
3 | e | =2 | bstr | the RSA public exponent e |
3 | d | =3 | bstr | the RSA private exponent d |
3 | p | -4 | bstr | the prime factor p of n |
3 | g | -5 | bstr | the prime factor g of n |
3 | dP | -6 | bstr | dP is d mod (p - 1) |
3 | dQ — | bstr | dQ is d mod (g - 1) |
3 | gInv | -8 | bstr | gInv is the CRT coefficient |

| \ | [ 9" (-1) mod p |
3 | other | -9 | array | other prime infos, an array |
3 | r i | =10 | bstr | a prime factor r i of n, where i
| \ | | >=3 |
3 [ d i | -11 | bstr | d i =dmod (r i - 1) |
3 |t i | =12 | bstr | the CRT coefficient t 1 = (r 1 *
| | | ' r2* ... *r (i-1))"(-1) mod r i |
fom———— fom———— o o e +
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4~ - - RFC 8230 5T



5. IANAZZRE5%
5.1.COSE /i & ;# :1.p

IANA & % IANA“COSE ;# & ;2 "zxp % [IANA.COSE] " zxp 7 1y

T g o

0 Name: PS256

o Value: -37

0 Description: RSASSA-PSS w/ SHA-256
0 Reference: Section 2 of this document

0o Recommended: Yes

Name: PS384

Value: -38

Description: RSASSA-PSS w/ SHA-384
Reference: Section 2 of this document
Recommended: Yes

O O O oo

Name: PS512

Value: -39

Description: RSASSA-PSS w/ SHA-512
Reference: Section 2 of this document
Recommended: Yes

O O O oo

Name: RSAES-OAEP w/ RFC 8017 default parameters
Value: -40

Description: RSAES-OAEP w/ SHA-1

Reference: Section 3 of this document

Recommended: Yes

O OO oo

Name: RSAES-OAEP w/ SHA-256
Value: -41

Description: RSAES-OAEP w/ SHA-256
Reference: Section 3 of this document
Recommended: Yes

O O O oo

Name: RSAES-OAEP w/ SHA-512
Value: -42
0 Description: RSAES-OAEP w/ SHA-512

o o
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o Reference: Section 3 of this document
0o Recommended: Yes

5.2. COSE # 4473 ;2

IANA = # TANA“COSE % 4% %8 3| ":2# % [IANA.COSE]¥® ' 12
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o Name: RSA

o Value: 3

0 Description: RSA Key

0 Reference: Section 4 of this document

5.3. COSE 4 3] % #icsrs

IANA @ % IANA“COSE % 4&#7 3] $-#":2# % [IANA.COSE]¥ 3=

BT E o

Key Type: 3

Name: n

Label: -1

CBOR Type: bstr

Description: the RSA modulus n
Reference: Section 4 of this document

O O O o oo

Key Type: 3

Name: e

Label: -2

CBOR Type: bstr

Description: the RSA public exponent e
Reference: Section 4 of this document

O OO O O o

Key Type: 3

Name: d

Label: -3

CBOR Type: bstr

Description: the RSA private exponent d
Reference: Section 4 of this document

O OO o oo
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O O O O oo

Key Type: 3

Name: p

Label: -4

CBOR Type: bstr

Description: the prime factor p of n
Reference: Section 4 of this document
Key Type: 3

Name: q

Label: -5

CBOR Type: bstr

Description: the prime factor g of n
Reference: Section 4 of this document

Key Type: 3

Name: dP

Label: -6

CBOR Type: bstr

Description: dP isd mod (p - 1)
Reference: Section 4 of this document

Key Type: 3

Name: dQ

Label: -7

CBOR Type: bstr

Description: dQ isd mod (g - 1)
Reference: Section 4 of this document

Key Type: 3

Name: glnv

Label: -8

CBOR Type: bstr

Description: glnv is the CRT coefficient g”(-1) mod p
Reference: Section 4 of this document

Key Type: 3

Name: other

Label: -9

CBOR Type: array

Description: other prime infos, an array
Reference: Section 4 of this document
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Key Type: 3

Name: r_i

Label: -10

CBOR Type: bstr

Description: a prime factor r_i of n, where i >=3
Reference: Section 4 of this document

O OO O oo

Key Type: 3

Name: d_i

Label: -11

CBOR Type: bstr

Description: d_i =d mod (r_i - 1)
Reference: Section 4 of this document

O O O O o0 o

Key Type: 3

Name: t_i

Label: -12

CBOR Type: bstr

Description: the CRT coefficientt i=(r 1*r 2* ... *
r_(i-1))™(-1) mod r_i

0 Reference: Section 4 of this document

O O O oo
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