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Abstract

Through organizing campus lectures and training courses, as well as making
video clips, this project aims to cultivate diversified professional talents and
promote multi-stakeholders policy dialogue of Internet governance in Taiwan. In
the meantime, analyzing communication policy issues and participating in
international virtual forums were to understand the trends of communication
policy, to enhance international policy exchange and mutual learning, and to
ensure the digital strategy of Taiwan in line with international trends. In light of
the above-mentioned tasks, conclusions and recommendations are proposed as

follows:
1. Policy issues analysis: the draft Online Safety Bill

* In comparison with the highly consensus of the British society to regulate
online platforms, the public opinion on internet regulations concerned
with freedom of speech is diverse in Taiwan. Accordingly, the
development of relevant policies needs to be more prudent. It is suggested
to strengthen the legitimacy and support of relevant policies through the
comparative analysis on platform regulations which include their social
context of different western democracies, objective opinion polls, and
sufficient multi-stakeholder communication. In the medium and long term,
the accountability of online service providers can be established through
new ex-ante regulatory such as the EU's Digital Markets Act (DMA).
Moreover, media literacy should be regarded as a strategic priority and the
power of public-private cooperation for its promotion could maximize the

effectiveness of advocacy.
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2. Policy issues analysis: the governance issues of 5G networks

* The strategic direction of 5G security of Taiwan in response to the
geopolitical conflict between US and China is in line with the western
democracies. Further, the challenge of extreme-cost for deploying 5G
networks in rural areas might be solved by its coverage distance
repeatedly hits new highs. Other policy recommendations for 5G
governance issues are to include energy-efficiency as a standard for
license granting of 5G base station to help Taiwan achieve Net Zero by
2050; to track international 5G health impact studies and WHO related
reports to strictly control the safety of Radiofrequency Electromagnetic
Fields for the people in Taiwan; and to set up an independent data
protection authority to prevent data abuse and online surveillance in the

5G era.
3. Policy issues analysis: global Internet freedom and policy trends

* The annual report of "Freedom on the Net 2021" highlights the global
norms have shifted dramatically toward greater government regulation on
the digital sphere with its’ study result that a total of 48 countries initiated
legal or administrative action against technology companies. The
approaches of governments to regulate the digital sphere, however, are
extremely different. Taiwan enters this report for the first time with a fifth
-place ranking globally and the first in Asia. Accordingly, we could share
policies of meaningful internet access and the experience of combating
disinformation campaigns with international community, and should
promote transparent and open governance policies continually to benefit
our own digital welfare and enhance international reputation of Taiwan. In

addition, policies and regulations such as the disproportionate usage of

XVi



COVID-19 personal data and disproportionate criminal penalties for
disinformation and defamation are suggested to be reviewed and

improved.
4. Campus lectures in universities

* Three campus lectures were held this year and efforts in the youth
education on Internet governance should be keeping on. Giving that
pandemics are the new normal from now on, and the college students are
getting used to online education, it is suggested to have campus lectures
either in physical or online forms so as to keep the flexibility of project
execution and to make use of the boundless nature of the internet to extend
the publicity effect (by having students from different departments or

universities to join the lectures).
5. Training courses

* Twenty-one participants completed the full program of the training courses
and five of them were awarded grants for online participation in APrIGF
2021. In the post-pandemic era, the international conferences may be
hosted as physical meetings as before. Rewards for traveling abroad to
participate onsite are needed to attract more talents to sign up for the
training courses. In addition, increasing the budget for more courses
arrangements (from one-day training to one and a half day or two-day and
both in physical and online format) is also recommended, so that

participants would have more time for learning and experience sharing.
6. Video clips production and publication

* Three video clips were produced and published online. The one cooperated

with YouTuber got 13k views and about a hundred positive message from

XVii



the audience, while the other two edited from the video of the training
courses got less than 600 views each even with ordering advertising
service. Therefore, tailor-made videos for the public and to broadcast on

appropriate online platform channels with sufficient budget are suggested.
7. International forums participation

* The international forum participated online this year is EuroDIG 2021.
Giving that the European Union is committed to be the global leader in
Internet regulation, and many discussions at EuroDIG are also issues of
concern in Taiwan, it is suggested to participate EuroDIG continually to
understand the development of emerging issues and European
perspectives. For this year, the conclusions of discussion issues such as the
Digital Service Ac (DSA), 5G risks, media literacy, content and platform
governance, content moderation on the Internet infrastructure level, and
encryption also provide policy implications for Taiwan’s authority. Taking
DSA as an example, it recommended that DSA should tackle specific
issues such as enhancing clarity of due diligence obligations, of its
geographical application and extraterritorial effects, and of content
moderation provisions in the DSA that could potentially have ‘chilling

effects’.
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* APrIGF 2021. Program Schedule. https://aprigf.org.np/program-schedule/

* APNIC 52. Schedule.
https://conference.apnic.net/52/program/schedule/#/day/1

*Council of Europe (2021). Study on the impact of digital transformation on
democracy and good governance.
https://rm.coe.int/study-on-the-impact-of-digital-transformation-on-democracy-

and-good-go/1680a3b919

*EuroDIG 2021. Consolidated programme 2021 .
https://eurodigwiki.org/wiki/Consolidated programme 2021

*]IGF 2021. Draft Schedule.

https://www.intgovforum.org/en/content/igf-2021-schedule

*]GF 2021. Issue Areas.

https://www.intgovforum.org/en/content/igf-2021-issue-areas
*RIPE 82. Meeting Plan. https://ripe82.ripe.net/programme/meeting-plan/

*UNESCO (2019). From Internet Universality to ROAM-X Indicators.

https://en.unesco.org/themes/internet-universality-indicators/background

*World Bank (2018). Inclusive Growth: A Synthesis of Findings from Recent

IEG Evaluations. https://ieg.worldbankgroup.org/evaluations/inclusive-growth
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EFRECINDNZRA ST EAE A EF AT 2 B2 g LG
*é%ﬁéﬂ%@ﬁ&ﬁ@%ﬁ%g@\a%%a’uaﬁ '3 & (600
) &0 22018 # 50 FF (FArT RSEA TR LA WL o AR
SRR 2 YRS BB PAoR R F P
B B> 2@ 2R - Ko Flo W dcimNat b T0%E B A LG

AFEFMOTENP L AT L PN AT E R RER

_H\
»

60% =% ’?*ﬂzﬂﬁi}k Fm%iﬁ'jg\l’ﬁzgf—?ﬁok F] Lo Hie i ? 2R g fo o Foin
givdedie L F 0 LA kb2 v E (DCMS, 2018)
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PRt BRERIRPE A A RT AP HFEEY AFL

R AETEAE (2019.04)

B R B IR p 53R 2019 & 40 8 p g A (s T v £ 2 X Online
Harms White Paper) - dpdifeit i x L g @b % }_ﬂffl??] TE g

e 2t B E F R E A A RBRE Y - 2R B A R P B
i~§iv“b'mu§mp A BRI DERL ~E22EE7 %L?ﬁm;u*;%
cBERP T FARMBERICEF P B o A KRR %
' de Fogtiepe p 3 NERITFFH > T Fr R F R E- B
'@»ﬂ&»ﬁ@ﬁ&ﬁﬁ@%ﬁﬁ%ﬁ%’zﬁﬁéﬁu&%éiﬁﬁ
T BHREY SAZ T 6 o A4 P FERBDEY (F ALY
Tk B SR mEREE S RLIRE——F T AR EF
1) 2 H ik g i g &t (duty of care) 3 » 14 HE * 2 & >R
SFE e R b EE M 'IPEJT¢’Tii*,&§E&
Rehg i@ o g oh o Fofipe 4837 «UIM“’% CR S e R TEx R SR
% —Jgf'_ BpAERRERE >y #qoi 4 (DCMS & Home Office,
2019)

Y

R N

il

FRBEIfop T A FF pA BRIHIT 120 KE
LA 0 ¢ R EIRI00 Hfo & 11T M B R HDLR R AT R
MERYE A (X 18 Bl MAL - ERA{H FAT 0 BT
2439 R A) G ENHBUERfeL T FEMEE LR B RE e
2O rERE R AT BB SIERE F Rl
€% LH 173K % ¢:2F (DCMS & Home Office, 2020a )

A EIRE 2020 & 2 12 pFF (s H v kY A F R LAGE)
FLoRE 120 IS PEFEF (Feih vk A3 L AHG) 2

3 % FFsdh it e ok Verfassungsblog 1 & # B Aston + ¥ 7 /%37 Dr. Edina Harbinja (2021) % =
""\’f‘?#ﬂ "dutyofcare/)i‘lﬁn;f)ifr-ei,;*ﬁ,m Ao RNARZ g F#, CEREERY Y 2 EY F
fdoy 20 sk 1R BT
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TRRIERFRIDERRE CART  LAEF LRI AES

“W@ﬁ4%*’“whiﬁ@m4%fp
ﬂrh{%ﬁv ) lﬁ}imﬂ’?ﬁ&'ﬂ i m
EFEAoi ¥ X WA 2 LR P RE F R o T 0 FORPRST 2021
Ejpd (ERE2Z2) TR THTEAFEL (OFCOM);;?%&@
(DCMS & Home Office, 2020b) = ¢t *F » R 2 B wih@ X ket § R
T FIRFRRE > BN TS - B Ao
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MRS A 1T Ji;—ﬁlﬁz’%?ﬁ%—ﬁ?%ﬁ;%

s
N

$=28 2porrFd B
- ~2EPEE R

(i 22) ¥ 2k ida ? 2 E (OFCOM) E & 45 TR B JRIF™
FIEIER - BERT ER g HEH 22 p > 3 B0 A gt BT IR
ER R > BETHP I~ BEENLJULSHERS > PrAEEAR
# & i Hh o B33 E Oliver Dowden Rz ffut & 23 B Al chiz 4
Rk PR FRTEE R 0 02 o T Aol F ey (DCMS, 2021a) o

e Xk %\i\‘ﬂglzzﬁé" BFF o <<ﬂ:>tf‘j‘§xx7}'ﬁ% AT R
L) R4 7 0 ¢ P ERFURP R A ER AR hRd 0 AR 6 R

e FRIAA FFEiE 90.8% (2019 £ ) & X Tio b RepErlAgiE 4 )
(2020 & ) o fe 75% Z R = X #30 P el PIER PR 20 F Rl
< 3t R et BE 2015 #F 965%% 5 2019 & e1155% o

o 2L g b AW e #F (Child Sexual Exploitation and Abuse, CSEA )
PEORPHPELR 209 EERPAH T EIRRAREARE X 2R
SV % gt SR BB Y AT 6,900 F £ 0 & B FA2E S0% & B

B pEhs ¢ FRAQE B2 TR T 2855 26%: #2
2019 & 3 7 > ERESE F 2 H Mf 24 830 FEMA * FARA
LR EFEF L0 F A HI AR P o

4o @ Twitter %2019 £ 1 2 6 7 Fﬁ?%?iir9 Rz @R i%ﬁf%" o
RS R RS 2 A Al L EeRT AT RE P

2 PEBER R FPFEFFEP

o X W\}"’f%"g/é"‘ f_‘i?};bﬁﬁ ,/P
ACAHRFRALER T R AR %N 1215 FERF 02 LS
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Tp i B RS RARRE A ART | L2 3D AF2

PR it fig s BE AP (2019 & )5 80%F R 5 Ak ulH g SRR D
Ao F (2020 £ ) 2019 £ B R R R B < 3 R E R
- ﬁﬁg’ﬁ 50% -

N

 COVID-19 8% { WA+ HF2L2 {05 TP F O B H 7 R £ T
B 47%% B 5 b"-‘;ﬁl‘ peidlEmp FrprBpilise sk
%H?ﬂﬂi%0%ﬁﬁbgﬁﬁ@ﬁ”ﬁ;%@%ﬁwHﬁﬁﬁ;w%

BR AT A B RPN R L Lo ¢ 2 1 5G ¢ 18

e AE
%@4é§i A gl S W N

e v A FRAMFIE o TN FOREIR 0 bl D EjRE ERZLE N R
F BT AR S R AR T BRI CfoB R R B

I
0 fx‘f%g«‘l';” IoAEEELLRE 4 Q; ~ 20% % K ﬂi - “EE 1 e §2 x>~ 22.5%% K
EpE A P RdoEF g A fop BHEH  AFSNE AL R < RERS gk
1 61%ERAF A FEALREL FE o
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PRBIc B REBRE A AR T ) AP HERED xS

1y

Sy

(-) AR EHFRREDTH LR

ERE P 2005 F42 > ThEE X B A K GITHE o B4 2005 F 530 R
LARpE P

TFE 2 22007 # R AR SEIFEE 2 2013 & B B R4
2017 & & a7 3 (ﬂg < B)AD If‘&?f’f‘—"‘i T F ?ﬁ“‘“g %V F5ARE
5 U E QIS ELR P A FATADIILEFLTEE -

FL} ‘E'. )]J»

xS ST ﬁ*—e“%:&:@f%%%%\ﬁ " 2015 EACRRALR T Sy DIRE
23R gz { o B ROR AT H

g i Telegram > #
SR A ERAREEG S o F > 2017 &R OB o R

RAL € DRI HF R A & ed F (Smith, 2017 ; Raian, 2019 )

| # Facebook - Twitter ~ Instagram ~ YouTube

q-‘r
35@\4

A
s &

NASHIR

aaMAll jlail b aSilats [Am

B & %% : BBC News; Express

B3-1 BFLxES* grEFy B F
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TR s mESRALRRE A BT | AR IR AR

(2) % WA AR K252 F FIALHHN

#®- ¢ 14 f>*~ Molly Russell 7] 5 i jr Facebook # ™ Instagram
~ERAW - p A frp BMAOBI RS 032017 £ 11 P dgd B o EE
ERFSEHAEREL > AE RSP ARRAFGR > TR R AAE
48 (Foster, 2020 )

Molly < #2477 » Fehpr A FS Mg AT gl S £ 4 ¢
B

B e ES e g R 0 R E K 2 S DR AL R A AR
%o 4§ snenge it E RpF%] 1 (The Irish News, 2019 ) >

(2% +» ¢ (the National Society for the Prevention of Cruelty to Children,
NSPCC) » 4= T BIJRIF § 5 304 i o JERAEEWER T D

Btk 2R (Aait) 3 &9’#% #2002 ¥ 14455 (Evans,
2019)

[0 The Mirror

'Instagram "suicide squad" shows app learned nothing from
death of my daughter, 14’
lan Russell, whose daughter Molly died in 2017, hit out after a ... has been

accused of dragging its feet over the Online Safety Bill
202148178

T The Times

Social media must protect users and free speech under new
law

Plans for the new online safety bill will be detailed in a ... lan Russell, whose
daughter Molly killed herself at the age of 14 in 2017
20205125128

me BBC

Facebook pledges to do more on self-harm

Sir Nick was responding to the case of 14-year-old Molly Russell, .. It was
"unbalanced" that most of Facebook's $4bn [£3bn] tax bill was
201915288

TR kR Google %
B 3-2 L8723 E2017E L TEmfsd Fi2
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Pp i  BRMRAEEPE A BT | A 2F T HES) A2

(2) FRAFAAIT § 5 0F 1R BA SRR

RIRFTRAFERER > 728 T& RO HFF R ¥ gug
DI EBARLOE R 402 B G AP M E Y SR T AR AT
» Glde D 2021 # 4 0 B LR &Ttﬁﬁp% ( English Football League, EFL )
B = % s & S IAL A 7 & (EFL, 2021)

b

bl

S

R o ipB AP FH T RARFA 2021 270 11 p 2R EHEMNE
K okmE FRgcis 03 ¢ RH = 2 RBGHFP IR AFSNY Fl 4
ﬁgﬁgﬁﬁoﬁﬁl#}fﬁﬁi J}”J:f‘TJ_i&fh(P—‘ B riz) 2o @
ER R L SRy R A AT FTEfeRBTH L PRV ek E 10 £
( &3k # £ ) (Football Banning Orders ) » #-i ¢z 5l F fpefd e & -
FEr ®RE ~ 5B F (Prime Minister's Office, 2021)

N

v

o,

W
\ﬁ'
¥

{%ﬁ;‘*\w

gk s B U KR 3% 4 ¢ (English Football Association ) i /i e &
&

3 35 7 Twitter (2021) 323 » 7]’@_’54?1 BEFSIE R iR > ¥ ;?s/%f—‘ﬁ’ i
é_}‘lf’éﬁd:fiiﬁoi"lﬂiiﬁéi’ FREEE ) R R H L FEED K
ﬁ » HBLg G R U B3 % % F 4 ##(Change. Org, 2021) -

Ban racists for life from all football matches in
England.

1,177,661 have signed. Let's get to 1,500,000!
& Starmer: PM's refusal to condemn booing of England team is ‘green ht' for racism deo

At 1,500,000 signatures, this petition becomes one of the top signed on
Change.org!

Sign this petition

PMQs
Social media racists will be banned
from football matches, says Johnson

B & % /& : The Guardian; Change.Org

Bl3-3 mRaAZ 7 F NEKF FlRRAEHAR
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Mt s R AT A 438 T | AP HER Y AR

Ed

X

Bed 2iE) ¥R EE14] 50 Ftes 145 0 A SRt € & %

X EERRE AL A R 8 # BF - OFCOM i 4
%)

hoTe

BERG o PFELERY R AR AT (F8R) PE F RG>~ - B ek Rk
FE T AIA B BLPRIE S B AL E R 2 AN e F A
25 ? SFPRFFFE ] ~ B rfrF G4 £ 5 Bt (DCMS, 2021b) © 2T

'1,1_%\ I3 '\.’FE?/},H,_ m‘lﬁ,‘?ﬂ'@f‘%

£ § ¥ AURIE - N2 BA

PHEES1IEI NI FE > S P BTFARBLTEERG M 00

=¥ H 2 JRIE ’ff' &QPRZZ‘J o AR TE AT -

o * % 4t% 5 PR (user-to-user service) I ViR 2 A 4 b im o, XA Zp

BT AREC D AL G s
o 3% JR7% (searchservice): — FBIOF 5187 7 L% = 7% 2 h LRI o

c BERF M ET A REER 4 FRAIE S F o FRE AN
et o NG LTI R p R EHERBA AL KREG S
E SRR oo

(=) £ E ¥ Ripegy

BT T S SR fe THOF RAE 0 RBETF S 59 6
fei i 40 7R A 4o 1A% 14T 2A 81 S 2B AT 0 & AR 0P FEP

EERd pF AT (R TR GTREEE R E > OFCOM B A

R I RS SR C T
o B LT AT RGP R 57 SR 2 H A (it
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oo PREIRFRE T X ArE R DAk L R ) o
ozAﬁﬁif’—;i?PRi%IF"”}ﬁIEB é\’i” L’"g{i’}{}]\%ﬂ_"_;‘g%#prﬁgmﬂ l‘g%o
o DBHEF S HEF SPRFE IR D A Sl ML UEpRF A

WE PR hHE B R F o
(Z) BLFPRBIop B

1. 3% ¢PR73% (exempt service)

N

L BRI KRR PR A (F8R) GRS By
FERE o B TR ENE A PRI 45 L

o #rF JRAFIE P ¢ oMvi— jd * 2 4 A ghp % 5 email - SMS( Short Message
Service > 35 HE T AL B ehY F @2 ) s MMS (Multimedia Messaging
Service » 4p H B T FE A BEFRALE ) > & - - TEFF A o

o B EP NGB IRIE o

o 0 RHE R RRTE o

2. BAPF

(ﬂd\

I

EEF390E I8 iEH/E LN F o
o * 4 & & % (User-Generated Content, UGC ) % # 1 Email~ SMS~MMS ~
£

KPR e - Mo TEEL AR (2 e L
PEARG) S AR ATREE K P G

LN~

Rl
o

c WEEERYF Y OHF AL AR IRY DR v AT LR
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FRp s B SRAABAE A 187 | 2 2F 72D 2452

=~ RXEFRBELED
KA #L L maehE ¥ &4 $ TR %3 (duties of care) fo T #
WA 24 (£3-1) 0 TR A, ¢ FAIEARP FE8H T
T kP s THR & R 0TSSP RFLfoHIES 29« &
BEEE £BH Ao o
%31 REFIRIBOEE KAy

—

— mHEEH 1M 2A # 1B
2% _ RpHAPRE WIME AP HAFRE
L EEIFEZAE 0 O O
LPRERENS ,fz.:;r?ﬁm %ﬁaﬁm& %fm‘iﬁ&
3 FETHEIER O O @]

4 FEEAREEZMHAR 0] X X
S.REBHEAL O X X
6. Bl ) 0 O
7. @A BLE ) 0 0
8. e RAFFora i o) 0 0
LamBZRERE O O O
2.BMRFE SHFEUE-ZFIEL  MBOFCOMSUEL T

OfEEF 2 EMALER A FTFRA G & XPIRERG &4 o

T kiR R A
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(-)LR &R

PHREESS5~6iEfs 17~18ﬁ’£,m ¥4 (% 1% ~2A %2 2B
B FOR M TN RTEE R N b RITER LB R R FUE
oA 82

o d By s WARfeer > U B &G IoRAR o A AT
U R aIRGE (1995 137 i > 204 I8 R T ) HEX R RN
LR A 2k (FHEAIET T RAONF CRFICRGITERE) o
ok LA S SRR E (g AlEH) Ry et aicka L

=

% > é%@£¢¢%$&émvg~@6$A&%ﬁmg§)~gﬁ§%1g

A

R F o R REATE PR kS -

Al iE - 2P F e B ALAEPNF ~ 20PN o F
(CSEA )P 7 ~ ip2bz p 7 (dp P B+ § /30E 37 Jp Tl 7)) o

£s 2 2

BARAGE L N F AT FH kR &I AP G AR o

o WS ER CRGE (% LEEZE 2BAE) R RGP Y A AR ET
FARFIALZPN FRGIERGABR N DB T B ARG o £ ik
AL A F O RBERCE G A NMAEFFEEZIG P SRES
FIRPFELERIR L EIRAR A P el FR N AAr (B 9 )

c HEFRIEHEE R REFEEHBURE G R A AZ N A%
SERTERL N T BAR G DHEF SRR TELAAEN S o
BzbZp Feih i) L XN OBEP Y RPemER AR (S
21 )

v A . , 5 s

ﬁim¥1‘?5%?5mﬁﬁ%i%%%ﬁoﬁ%$$%%@wq6
AR A G TR FPTES T R oA E AT (3VE)

\:N\
e
beils
o
(o)
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POALLARS G o0 ALY F P F AR AR e ok
T H 520 b TR 07 Pa:a*»fﬁ)%; hp d 520 b o TR Mgl
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TRF O EORIEGEE Y EP Ao TR 2 &R (
TN R R ESIRIBEA Y 0 P Ao AIEE A A TR APN o 2 2
AR CEFEETE Y E B HAE A G TR g (F11E) o

P 7

IRV R 2B AT S 2RI A SHEF IR 0 B K hk
e LT S HY SRR PR BE A KRR 0 B ERILT £
BF e N R MR R R (R B EREE SR BT 7

TR b hEol T B 220E) o B S K L B
3. wEkT@wp d foES

RAFSS 12061023 50 FF £H 15 R TTHA S TR
I o R T P:WEV} ] "#F";% %"@P\ THpd oo r‘?—“‘f‘J “iﬁﬁ
RAFEREEFER o % 1 - 2B #* = 2 PKZZ‘mq'—FI 18 &

v H % }_‘ch?ﬁ’fr';}:‘— x5 R rkfﬁ G EEF P e o 7}&'{‘? oM 2A 5
WHERBDEFLLEE P F 20l fey % TT 8, W™ 2335
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CATREF Fen g (TR TIRERTE R G e )
. iiml’\g (% 391 '/2;>:7‘i#}§lx//fjT);'JIEE,"Z{’]‘E"J/’J? rIee

- Emalil ;

- SMS & (IpBETHIMBEDY F )

- MMS 3t & (3B 8 T 500 B il 38 )

_ﬁ-q-_ P*?m’f‘/‘ A:F_i: ;

- - - TEE A (R e FAAL R AR
-HF A2

—%E%#ﬁﬁ?o

e EFEEERANLFUSFRON F D X R RPMEP o RREINATE f

(DCMS, 2021a) E bldp &t L RALEHME L7 L EHF Ltk 4 &

oo B R F - BERBER Y SN F R S TGRE L B
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= R A - R Y 0 o, Ww 2 >3 = ‘e %p s gL e
Fapm  ANEREANIRRGNT & R FV el EFTRT LN F o
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c FTRFF Fp 0 TR RS F ) 3R AR 2 A
FRRBORESS A SRR EN Fehry A B AT
PRIE o T DGRenRTR AR E | et AR ASBRE T A LR
ESiEE — — N ATRFF L AR P h2 LIRS 2 PRS2 R
AT FRYER - HAF TR F LT EE P w(F 40 F)

© LATR P SR F (KR RAPMRR )
¢ ‘T“‘E@Wff‘?&gﬁﬂ’\ﬁ PRF*criE B * k”}]{;:,\-p\gmp 5B < EER
PG (RF G ) BRSO
rﬁ"zﬂ'—'ﬁ e R ZRARP] AR A T Ao P R M BE %Eﬁ,ﬁf_{rﬁg%?g\@
’mjf P4 é»%FFm,L%,IJ;K@If4¢‘j A 4 ‘k‘PF%
PR B (T P (#F' B o 2o, %fr,;. 20k JRFR) o gjv}l& > 2

Bﬂéﬂiﬁkﬁ§1@ﬁb%%ﬁfd%ﬁﬁﬁéﬁﬁﬁ-Mﬂifﬁ%—£@€%$ﬁ

PREPfR R 6 o Spdt AP B SR R R ol AR IR ST PRAR R AR F de rLGRp -

gooh o B R B RRATR B (DCMS, 2021a) # 3] > 2 R 3e % it ) 3

fre e - WX TIEEL > 738 F 7T RFIRG APM OiE 2 S P o

R ES 78 552 19~20 iF » “7F £ FHWHF IR = B
PR TR N PR KRR 0 BN K R ARME X {epF o & E X IR
WHESRL 2w ZFLATR GG o 973 520 F a ff] & JRIZ D
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% OFCOM s ¥4 & o (T 2tiz p F h&aspr (7 @dphgn
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Taiwan

Banned

Taiwanese government agencies have been barred from using telecommunications
services or equipment that pose threat to national security. The executive order was
signed by Premier Su Tseng-chang.

Ericsson has been selected by Taiwanese operator, Asia-Pacific Telecom (APT) in
January 2021 to modernise its network adn support with 5G Non-Standalone (NSA)
multi-operator core network readiness. This agree,emt allows Ericsson to upgrade a
number of mobile siites to upgrade with its 5G RAN technology. APT selected Nokia
in August 2020 to be its sole 5G New Radio and 5G core (non-standalone and
standalone) vendor. This agreement includes that Nokia provides its AirScale Radio
Access solutions to APT's networks.
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ﬁ%ﬁﬁﬁ&%’Eﬁiiwﬁﬁéﬁﬁﬁﬁoﬁi’{ﬂG&&#ﬁé
% >

P it en® >R AT B RER T#H%él'm/ﬁ%#&ﬁﬁ%ﬁi s r B
AR E 4 0 e 5G M R A P ik S 4 2 mWLﬁW%’E@
e Ll = }_;ws—w;b}i;{ Ps-ﬁxmﬁ WA o §F - , BT 5

PRLORE X 2R P w4 B (Internet of Things, IoT) %% X5 % 2
HH-FIEAE NI ARURL L2 B @B [oT Readt RBAL
% 2FHF T ETAR P kel AT G AR RE KR
AT SR 33 EE > 3 (R 5% s I 4o 8 & (Kaspersky, 2021 )

® B 3% ¢ (European Commission, EC) = 451 » [oT fr 5G g5 %
25t fg o EC £77 > 5G i A @ici i Gl € chR R 41 &3 M E
FROFETE - FEIR FEXLEMA LA §7 2 H2 &k
R R R FI VA ﬁiaa] FLEfrid b B BRAERNF o i S > T
PEBELRARE TN o Ra » SGRBEDERT F 7~ X RNF R34
HotnzR R F > B3 FENFHELN S > SL R ELFREL
S e sc e r B8h o Fp o iR 5G R % e I M E £ (EC,
2021)

77

MEz A Y FARRARFTAAIMERAEFF ERE



MRS A 1T Ji;—ﬁlﬁz’%?ﬁ%—ﬁ?%ﬁ;%

s
N

S8 R%GEYIcE D
- ) SPHNE
PR R 2 AT 2020 # 12 7 FF 595G e PHRR)ES
2020 # 22k SG R T L F R B FBFEE 0 AT 0 LG B S5G A H
W AILHFF L o 2 F 0 5G RROSP T LS 9 Kfg, 2R ERSD/
Fr (B AARN ~ AFGY R ETIRAR ST~ S P RSN IRIEE ~ I
HARF %) ~ BEAFE/5 % - F M G A#Gs - 2R i)
FHREI o LI MR IR B £ T U g
B g P TR BRSSP BROR R R BRI B E AR

H R RS £ % 02 #E T4 (ENISA, 2020)
(=) &g~

WERL e EFH SGERE 21 L4 56 ERenh A ST
S5fFEsa93E b "% (EC,2021)

-iﬁ%ﬁ%i}%&ﬁﬁ%%:&ﬁ#ﬁﬁﬂ;

o G IL)%@E %@W%ﬁ‘]l{«f y IKQ\LPE n‘%‘ml—“ﬁ%ﬁﬂ )

e 1% ’é"f”dﬁ itk £ J’Ifx?j‘%ﬁ 5G & fpdlie 7+ AF B E R B
o 5G RER

° 5G R ArH s B4 Ahip T RiE R AR M RAH K R
Th 5 BORIET kY BT

[
e
s
ke
3

KB o 2 loT SPREES -
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(2) %2743

ENISA ¢ EC ¥ A3t + SIS P ARGV i A4 hp T o 4 i > 58
PPN T4 & R 0 d 205G R AR H “’@?l”z’\»%m?séézi‘é@*' ok
RRFFCRFTE W F - BEF R > VL E - ERIRIEE L AT

P
E@SG%%@ﬁ?ﬁiaﬁﬁﬁ’W%m?L%mPMﬁﬂ*ﬁ15
wm g A 73N R %7 PR 7% (Distributed Denial of Service, DDoS ) s # -

;ﬂfgg,&»iﬁKAGﬁﬁﬁng@%@ PR R~ s kB
(£ F- S AREERPARE (IHAREF24 ) FERRER) TR
%> (e p g <‘u) ’ﬂi&vﬁﬁfﬁﬁlﬁrﬁigﬁﬁf%’ﬁ
Rl RE A E Y (% 02020 3 F R 2021 F A&
2021) -

Lﬂ“ﬁ
“«L*;

pIN(E

. R

A

g

/

s
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¥ = & RER
(=) *iEs

BE AT /3’-4\/],9‘% v B E 4L~ P ~§EE 32 ®/A 2019 & 5
Lk 3# T# P+ 4% % | (The Prague Proposals) » £ FT i ~ Hibe ~ 5~

FEEFZ R AR B0 A RER SG REEPAT 2T 0 0
SERERP PERY R o bl

JET R E RN e R AN O UL L cE R @%
RO 3G BE A o €07 0 R 2 IR S Ao T )
B ES R ERFT RSP EMLG > £ 2 5= FEF 2 e
DB RS TR EREORE RS OR -

o B AT M G Y R SG R MR (o HEY - 5
TR H@EL AP EFUE 2R H—ﬁ’fé;rafa’rrm)k R
YEANFAAMTE  FREE Y N EBREIERT B kR

o AN AR gl K B B i il 0 E 2 e iguAsE R T
MER SFREFEP DI EPM AP inm B -

|+

B

o ﬁ\_&x’% % 5%

P H oL TR A Rl YA SRR T A A
HOE R kel ek F % 2 ke o

(Z) %P 5CG#E% 2154

gx‘i

BESGHRERE 2L 45 HAfRagan OB R & o 4] LH0E et
Plind 2505 0 Xt R P S RS ER  UREFRRM T EL 2
15G e o RERH TG B REE h S (F RS E)  HY
ERFLAFESHIRGERFHEPU/R LG - mEEEF S5 R
LML P T AT R S A AES 56 2B kA MR E A G
S 4 ¥ o AT E R R LR RT R SRR EOY 2R R R
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2

WRERIEEPIE A AT AP EEERD ARL

BT SG HREX 2T HHR

BT NE 2

FEFRRA T T4 &3 i
PR I 2 % R e L ATB A F I
& D PRI 23R B BT ARt 2B % (EC,2021)

(2) aF & E/Epe

)\F’g— ;F‘&l_r‘?;pzz
P

i
ABER o Bl TE i—‘ﬁ 7 ﬁ'réﬁ R T R —a‘zﬁuwﬁmx,&&u

?%ﬁG%&ﬁ&%&%~ﬁ&?{bT&£$&%13%@ﬁ%%ﬁﬂé
k2 KRR R F P loT % 23wk
(202L)Fbgs

(Kaspersky, 2021 ) - GSMA
&@&rﬁGﬁﬁiiiékﬁﬁﬁh($%@4a)’w
Yol PR ) TR T E R B3R (End-to-End, E2E) % 2 - iR

AR RIF BT o 7 ' H R SG * hE 2 F o TR RR
¥ &7 (Mobile Network Operators, MNOs) & 5 5G # & {rai@ e 2 §
=+

~HEFRE SG AEDE 2 F o GSMA @ o vEF A1 1T B %A

2
‘Fﬁfgf‘r FIIIEE‘*: 4 AL > 5G R o
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Service Provider & Customers

@©OHE®

Government 3 ; .
) Application Security

I P

2>

E2E Supply Chain Risk Management

Product Security

E2E Supply Chain Risk Management

B % Xk GSMA
Bl 4-2 5G “‘P“ﬁf;g‘ﬁ;}lj_’-?i‘ B4 Az i_?"_ x
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T4 g
- ETRFAER
(=) FoHprEERFV R QE

5G e B #1258 & 3% ToT PRA% o % 4§ » Ericsson (5G * 3% ) 4F ¢ 4y
Do ETA i JoT R HRA 2 B8cnB AT FEP N ALK
FAT RS SRR R B A RS T A R 3
7% & R-H R ;M I VA AR IOFT o T A RNeER
( Ericsson, 2021 )

w3k € STOA /| 215G Arak e ob» #}3 A1 5 5G FTHERL 4 T T K BT
RFRNEL L PHIPETSEFELHE TP ELRE Nen
B MR SEFELT P AR T REE NP2 AV o i
CRT AT SRR FAEE L R A ARG R R BT ER A
B % % (STOA, 2021 )

T
B2

I
VH

(=) 5G AR iR F JINE Sfrdre

Ericsson frgc '3k § STOA -] 'e'¢ 47 »5G B % R av] Al A+ £ (F
» SGEPE kR  FRBREFEXRPAARS 2T LN ES LR
Al o BRI EBNEREREAF > ey P REY > HBAERS
Kb HE B2 BApd o Ericsson - Hdpd o HE o] A A 3 5
LART U EWBF 5CG R VoAl s R EL PV NG T TFMO
Lo bl DT R RIRGERFHP R OF C RFES RS R B K
3L Ak T iiid s (Ericsson, 2021; STOA, 2021 )

F R F Yo Fsmy B Bruce Schneier (2020) & _5G ek
'fr’—’l}’ﬁi’?ﬁ IR RE o AT ’lﬁ;_? 5G & 4(?;—;\@’3_@%3—?&%@@‘@4(}?
rrcd o SGHRER R A LT A% 2IRF 0 blde D SGF LT PR g Y
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s
N

Fo 530 s L AHE K % M4 Rhizomatica # & 5G & @ ¥ it 3§ ~
gmz,’?gi ° ﬂﬁﬂ?%k Peter Bloom(2020) % 57 » 5G # £ £l 4 52w
AT IRGEY TH R 0 E R s BN rR T B AR

v b 5G GHEHBE e E A AR o TR A2 ROT L D
2 5G qaléﬁi&]ﬁﬁwﬁiﬁ‘—f‘"’* G E R BRI R E A T

Fd % o Flpt s SGR O 27 7 gﬁ'——/ £ @ EE"" At 12 ’T’T's"i“l,% it o
FT v

Ericsson (5G * =i ) F2 » PHRENEKEF IV - FL 4
5GP FRIFZE > A - FPAIMend o BTl F 735 7 do i
£ 0% T E 4% (Ericsson, 2021 )

S TP AR £ R B AT Y R L o T i

1 #2f7 & ¢ (Institute of Electrical and Electronics Engineers, IEEE ) **
2021 & 4 P e BRI E P | T 5G FH & AP (Fixed Wireless
Access, FWA ) PRi* % fﬁ}\%\‘iﬂéﬁﬁ fosRit fic i3 £ - 324> % (IEEE
Spectrum, 2021) - @ Nokia % 7 & % = F® i (Qualcomm ) » # 2021
EF6F Xz FiEEHE FWA T4 » 24T 5G % 51 4(24.25~52.6 GHz)
R ORE N0 S 2 AR B L8 %H5G T A AT L ARF o ®
Ri-ERF L ek L (31T 0 2021)
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=~ 2 kair

Ericsson {5G * = )+ 4p > 5G B B B AT L M

£ R ik ®E (World Economic Forum, WEF ) (2020 & % 1 % é’ﬁ?>>
BEARIL G R FISG P fes M TR EAE & AR (FaE 4
WEF £ 5% > P @ Afgen1 {55 = 42— d ELY > d 22 COVID-19 £
deig f g B S o F)Rt 5 2025 & R AIT 1 X E R
2.— o BEIREATY 4 €A 24 9700 H BATL T AR EE R FiHcE
AT o RGO SRR B Y e A g X e W
v 5 ¥ 1 EEaR A £hF8 (BBC News, 2020)

o

m

# i 0 TR 5K &~ By Nokia # 3£ Marcus Weldon (2020)

FiE o Bis 5G SRFchp b MR 1 ITRE L 0 @ B L o
Weldon # 77 » 8228 p it cpg ¢ * PR 1 (7> e 4F e~ 3 1 17 ¢
R A o g E i g TR ﬁﬁ\ﬁ%ié*\ﬂ%%ﬁlﬁ
BRak o ipfB AR PR RE R T 0 2 AR R T 2030 4 T0%FAH-Eig -
K e T 3748 1 1% | (new-collar jobs)
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- ~S5GHEZES S BIFILSER

B 2020 & 2§52 %3 (IGF) end ¥ — - a sk —— (5G B en
FRREREERBEPE §F T 5CHF BEH T & R FOr ooty o & FEH T
H T EAE S OAEME AR AP B A G > SGRBEDE =@
BA R AL 4G R (R 5 PV EER Y L 2N RE- B (LR
8> 5G gL AL ﬁ#%ﬁﬁm BRFER
¥orE2A - mELACTENe (IGF2020) -

4
S,
2
s
—_
{g
>~
\"It
=

B AR OREAER F T2 2 @ Analysys Mason % 2020 & # i
<$55G1¢ikﬁﬁ%>$%’#ﬁﬁ5G AR S W E $. IS
;}]E] Mo FiEp e WM AN TS of 5G RREFE - ETH B M

TEHEDL G REF > R D F VP ¥ HF T S D G
kg e F Ao AFREngEHTRA D LR RE a4
EORERS AEIERAFHEEP R T373 2050 £ F RIEF LT o A
u’%ﬁ#$5G%g%ﬁ%ﬁ$ﬁ»i$%§’wﬁﬁgﬁiﬁwﬁgi
o TR SG O RR A L ELAFEORERE ¥ - g 0 A%F
;@ﬁ@’ﬁ%biﬂ3?ﬁﬁaéﬂﬁéiﬁﬁﬁbh§B%J5G%@
T EE B VAR e RS NTRA e R
Fooo bldet AFFEN RIS FE XL FIL - F R s XR

BEPES 3 B eR ik (7 a0 F (Gabriel et al., 2020)

eb,.
).
[\
S
f—
(o)}

ERALTEHE O2 Plig- #H3Fk 5G 7 2 ERF Vs § PR
£ 022020 & ({4 dfhh k) FL 50 RBENSGHEFE
MAEfEAS % FRE I 2035 E 2T 0 T L E KB 2.69 BEE 0 MK e
g 2018 Eeplipiaid g o HY o T Eforaein hRAER S 0 ¢
67% ;T B £ F 16% > Wi £ 15% © 02 553 » (7 6 F e -4

==
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Fe R s TR F SRR S A 187 | 22 s 2454

BV At

BERP 2050 E 2 F g AT > F P T |

Pl o T 02 % F 3% p T 5 2025 & > Kads (7
s A 30% (02,2020) -

#
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S NSGH AR

dERRAE LT AIZ AT i R BER LR - 2R
R ¢ (Haut Conseil pour le Climat, HCC) ** 2020 # &% # 5G 4§
T %’SG Pe L M- PRI 4 S R4S 2 BB T 5 5G A#HEK T A

FFiE S~ 5G ﬁjiﬁif@ﬁ%ﬁ'fr’fpﬁﬁcgj&——\ tgH 4 > ¥ 5G B $ }:%fr/#
T A& AWB T TR LTI RAF TS -

;e —l\
1—.\

i
=3

HCC 3 fo » 5G e g it 2 B enic ) 42460 % 50 16 TWh (2 X pF)
B 4v 5 2030 # 40TWh > Hig B £ 252 5 - §F CRERERP HH] R
5,000 7 > £ ¢FH 4x 2,700 ~ 6,700 F - #1518 ~ 44% © HCC v @
i RFch o L i 0 2R Kk 0 XA % 26 GHz #E 4 #
o0 375G e BATEL Y B P P R

* i i ﬂazfﬁrq,up, 75‘;” ViR AEE £ 5G ERLATH kenn
cE o b AR W AE (ERLE T CFER) RARLRAR
b F Ao FREEIRAE 0 TR R A o o = HCC g
P ;sg 5G g fti A hiz P oG B R irds 0 2021 5 B3

’

2Ry 3T EAKSG B AR R4S o 2 B Bouygues T 7 03
3% Olivier Roussat % 77 * 5G R GYL T £ X 4G 13 B 5 ¥ - 2 5 » k2R
] @ﬁ%l TR TR R R g 0 5G AT 4G T R pets 0 A KR
BAMTR S g Bt o A 2 0 5G g AR EEA (A > 2020)

ARTEFEF TR IEE  SBAF A REEHRL B4 056
A 4T 2954638 > A SGRAPF A2 2Ry £4G 3 &
S 1 8 SG R EWMET E L 4G 59 B (FAEER 0 2019)
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o8 ZRAR
— RPN RSURE

56 HiFhipk ~ P2 BERFAOATRY OV H BRI R
frRAEEE - KA 56 Jliﬁﬁrm@ g FRATOERE AP FEIF L ¥
B RN R Rk 5G F B A F o bld4e 12017 £ 428 180 L 4LE Rir
FALO@EE iR d 56 (22021 57 228 F P g pfeF 245
417 4 ) 52019 & F L 2 Rt g & FpiirieaE 5G k& B R iG3T
AL ERTHEN SG AT BE > N2 2R Jéﬁm;izgiﬁﬁf%é% ’
BPAL:RRKE SG AFEETE £ H 2020 & KX FIFTFOF L
(COVID-19) 4p M chgepeihs 828 340 5G § NS A4 A AR E 2 2
£~ 5G § BIHATS R e P B E 10 BEAMR R B E R
82 AR RO BB SAe 56 A Fl T RGO EURE & B R
Th- B NG 77 AR E @B (STOA, 2021; 5G Appeal, 2021 ;
Nakashima, 2020 ; BBC ¢ ~ > 2019 ; * 3¢ » 2019)
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PRt BRERIRPE A A RT AP HFEEY AFL

- W2 BB 5G M F

IR wc 3k ¢ STOA(2021 )/ e 5G & Ft » p m i * 092G ~4G
@3k St 52 6 GHa( - k)1t T S 8 1F 5 4 4G AT BB T 5 700
MHz (p § A% ) 3| 3GHz > 2 £.6 GHz "1 THg 5 &2 3 »c# 4L 5G 230
4 5 4e b 5G iR § B3 (Radiofrequency Electromagnetic Fields, ™ & i
# RF EMF & € it ) @@?ﬁ ;42 224G %3 A > ¥ RF EMF A% A
2 F AR S5G FRGETHEE o P R BmE ARSI SG AR (£
B B 4-3)% 700 MHz ~ 3.6 GHz ~ 26 GHz » ¥ © & & > 42 % #f (Ultra-High
Frequencies » fj #£ UHF » #f £ % 300MHz ~3GHz) % > ® is4%1 T1&3
#F , (Super High Frequency » #§ # SHF » #f < 5 3 ~30GHz) - @ # 7 * §
© M1 3 300GHzAEF » g7 A K SG ¥ av i@ * 30~300GHz « " T F 4f |
( Extreme High Frequency, EHF ) ° 5 B} 5G#f S it B B 58 cha pelor T

-F)» ;»/Vu oo
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Localisation of mobile communication bands s e
. map.sciencemediahub.eu/Sq
on the electromagnetic spectrum
Frequency ranges for 4G and 5G:
4G Inthe EU the frequencies mostly
used for 4G are: 2.1, 1.8, 26 GHz
and 900 MHz.
Mobile communication 900 MHz ~ 2.8 GHz SG o the dlopmentof 56 e
fagmncy bond 4] Eomm?;si:n":arrnom the
700 MHz ~ 300 GHz el e
Hz  10° 10° 10" 10" 107
Key frequencies . T00MHz  2.5GHz 6GHz 26GHz 300 GHz
© 6000 ©® O0O
<+ Non-it;i:ing > < lonizing >

Frequency band Extremely low frequencies (ELF) Ultraviolet (UV) Xeray Gamma ray
L

Hz 10 10¢ 1w 0 1w 10" 10" o™ 10" 1o 0™

Key frequencies 300 Hz 10 kHz 1 MHz 700 MHz 1THz 100THz 10 PHz 1EHz
Key wavelength 1,000 km 300m Wem  3em 1 mm 500 nm

=
ST

Furopean Parkamest

Source: ICNIRP, FCC, EPRS. Adaption and redesign of multiple templates by Kontextlab. - o
RESEARCH SERVIE

F AL kiR STOA %3
Bl 4-3 5G i@ % o
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z - HiER B PLR
(-) &%&

15k 5G % ¢
e e N T
PHAELS®ms T ORI S W REERET T AR
(24GHz 11} ) HAMEEEF L2 5GP N ERTRARBE Y
pctg s H4em @ (IDATE, 2019) - # R & %%&4 ¢ 125 (Food and Drug
Administration, FDA ) 2020 # tp B3R 4 » # NSk > i T3 #£158 &
B BB S S e R f ERGER AL, - B SRR S A
A ¢ ( International Commission on Non-Ionizing Radiation Protection,
ICNIRP ) 2020 # % # { #7% RF EMF g2 © #-5G i& (Fefug 5 0 » » I 53
BIRFEREITREAEERGE C TREAER 2 E A ER s
BRE, -2 ehdpes 35 FIFI R v ELIRENNLE 2
T Aok e ﬁ—k b i s 4 Foa ks (STOA, 2021) o

ﬁ@%%ﬁéﬂﬁ{¢ Lt AEBERED G

# 2 25 (World Health Organization, WHO ) {o7# ™ R % i 4~
S (International Agency for Research on Cancer, IARC) R|j&h 'k & R %
¥ ° 827X WHO % &2014&;‘%%%“ Ly RpE s A RepTRE
fee FRRF EHRT UARE R TERfoORE DM B F 0 WHO e
IARCH+ 2T A5 » 2B aRFps (IRAH A ERE), o [deedoe
0 kA - % (BBC P < »2019)

F sk ¢ STOA | 22021 # £ 326087 F B3 s » T i £.2G ~ 4G this
WERFT & ARBEHA T T AL § G ke g 0 L PRAR Y
BAEE N S5G 2 5G (68 cnF AL T ARG E ook 0 e P oE R
MEREHEER ST I3 L o T > 2R3 0 Rk B GhEf
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PR TR RIBRIE A ART A EF I HEERD AF S

LF| M FH T eprEF L Y a3 TiRF SG Hig kLY
PEanTR o ks LB IER SGRE R F 2 (Belpoggi, 2021 ) -

R
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2

BB g
® ik € STOA (2021)/] 247 > &E 5G4~ HHEF 7 9700 MHz
r3.6GHz » it * fop Tu|F B 2G~4G i > ¥ ¢ S HRBEIL T
PETRPEAERARETIHRALIAE S B F EART G AP
Telekom % ¥ i+~ crdic i < /]gJelw\ %ﬁ‘ﬁ%ﬁ’wﬁpﬁfp TEF A THNTREALT R
ARRERE TG - R 0 X H 26GHz e { B FARTT A S K
Flpb o ARG R L A7 o STOA -] lmitdy i) o Fop ezt prdp T Bk
REIns Liadp ICNIRP 4n s 3725 RE L €2 b o 47 54355 %
P EREREFLATTR “Z#E"T%ELFF‘;%”'FF R AU
WHO 753+ 2022 £ # % TR A ERL %G T2 > HEEFM L -
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(-) ARASGCF 28 Ir AR RF- LA

EPFxrRE T o ARAG BRI R AR T LS
FIRR] L APMAE F LY WRE P OTPs RE L B iR A
FTELE > ¥ 5G PR BYET o F)P 2019&3;1_§«1t+_éf%g(American

Institute in Taiwan, AIT ) # ok fRE @ &7 » 28 T3 4L | L3709 47
%?&%ﬁ% G Z s BEE B FR2T o @ 2020 & £ B %}k@qfrﬁt
PBRRFE S EEFEOTRERTIF R P RPN T %ﬂ

o kES FEESREA VSGk}_HFLT;J ’
%04 5G F& LT 2 g 7 erdad il a5 eE s 32 BRI RE FEF D
T#F Pk % (AIT, 2019 5 & B3 > 2020 5 &< # 0 2020 5 & 5o
2018) o d pL BT 0 ARNSG F 2 E ATFRR $I0snE Y HEAEH
FoMEZPHaRE e PR ARRSE AR - LY 0 B E LR D

ik .
(=) 5G REFERALIFTH 7 LR G F L

TArRERER 5G 2R S AF HE FE T fod i m S R iE R E
Ao BET3 HmMmE %SG RAMIRAELLE —— 4 2 BAMTHEERE
VR iR R 2RIy A TR FEL I RIAAE | AT
U IO BN S 05 3 (A AREPTRIARLEF 9 50%) o
b AR SG RREL LD G AL P HT L EF RIS G UDPR
(i B¢ »2021b) o @ QP RAEF 5G T el A f F RS ETR AT R
G (PpPaa210202) » PHEEFRF 4orhF Fw &9 > & JLHIAEH
frd F 0 fRg 40t 5 R i\%“m“ﬂﬂ/ﬁk 5G R ME AL o A ERAER
FFe T 0 5G Hi L E R A FE 7 N BRI E 3 AR ot F o
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(Z)SCREFHRFAM LR TE » ¥ R®™- 25
Pan B 56 R RAMES R FE > S AW el 7%
¥R K- W o 155G MAEENRREEFRE O SGEEFER G ol
WAERANREY LF S RALPIERTEE O2 A3 2035 &2
BRRRL 2.60 BEE 0 AT b B R 2018 £ PR R o
@ A% 5G A JlE R R R > SG RROAHEL EEXE v
FHEEE T ER AN HRPH DT RRFFFF > SRR
B R s REARA2RF R34 R ¢ (HCC) fEfe - 5G I 2030
B - R R R AR B 4 2.5 B 0 BB B B 4 18 ~44% o

(2)SGRBBGETRRAFLF > REHRRIZARE W E

FENTMNAREISGRER G TR 0 & H ES5GTR F auiE
%@jaﬂabﬁA%xﬁwﬁ@wrisﬁJ@mmomh),mﬁﬁ
L gfrmik e S H T E RPFFLHNFHAMAL > BEFR 5G 47
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Time 27 Sep
(UTC) (Mon)
Capacity
04:00 —  Building
07:00 Program
3 for Fellows
hours) and
Newcomers

% 7-5 APrIGF 2021 & 4% %

Time Time
2 T

wrey 285U e
03:00 —
04:00
(60
mins)
04:00 —
04:20
(20
mins)

04:00 —

05:30 Opening

(90 Plenary

mins) 04:20 —
05:20
(60
mins)

05:30—  Break/ 05:20 —

05:50 Social 06:10
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29 Sep (Wed)

S5. Why open
and
interoperable
Internet
infrastructure is
key to the
Internet’s
continued
success

Details

S8. Building
digital
information
literacy skills for
trust and
well-being
Details

Break / Social

S4. Decrypting
the encryption
debate in
Asia-Pacific
Details

S13.
Weaponization
of surveillance
amod a
pandemic in
South Ease Asia
Details

Showcase 2:
Internet’s

Time
(UTC)

03:00 —
04:00
(60
mins)

04:00 —
04:20
(20
mins)

04:20 -
05:20
(60
mins)

05:20 -
06:10

30 Sep (Thu)

S7. Internet
Rules: Judicial
and Regulatory
developments
impacts digital
rights in Asia
Details

S14. Human
rights impact of
Covid-19
technologies
and the role of
businesses
Details

Break / Social

S12. MANRS
for Policy
Makers to
improve global
routing security
Details

S11.
Digitally-led,
Inclusive
Growth in the
Age of
COVID-19
Details

Showcase 3: Is
the internet
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https://proposals.aprigf.asia/proposal_details.php?id=5001858968911812408
https://proposals.aprigf.asia/proposal_details.php?id=5001874945424286931
https://proposals.aprigf.asia/proposal_details.php?id=5001874945424286931
https://proposals.aprigf.asia/proposal_details.php?id=5001874945424286931
https://proposals.aprigf.asia/proposal_details.php?id=5001704056811899151
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https://proposals.aprigf.asia/proposal_details.php?id=5001546595636165155
https://proposals.aprigf.asia/proposal_details.php?id=5001546595636165155
https://proposals.aprigf.asia/proposal_details.php?id=5001546595636165155
https://proposals.aprigf.asia/proposal_details.php?id=4982990635917375420
https://proposals.aprigf.asia/proposal_details.php?id=4982990635917375420
https://proposals.aprigf.asia/proposal_details.php?id=4982990635917375420
https://proposals.aprigf.asia/proposal_details.php?id=5001373878419361971
https://proposals.aprigf.asia/proposal_details.php?id=5001373878419361971
https://proposals.aprigf.asia/proposal_details.php?id=5001373878419361971
https://proposals.aprigf.asia/proposal_details.php?id=5002241869516266236
https://proposals.aprigf.asia/proposal_details.php?id=5002241869516266236
https://proposals.aprigf.asia/proposal_details.php?id=5002241869516266236
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Time
(UTO)

Time
(UTC)

27 Sep
(Mon)

(20
mins)

05:50 —
06:50
(60
mins)

06:50 —
07:40
(50
mins)

28 Sep (Tue) ([le;ng)
(50
mins)

S1. Critical

Times: 06:10 —

Impact of

Digitalization 06:30

. (20

on Climate .

Change mins)

Details

S3. Helping

kids learn in

times of

pandemic

Details
06:30 —
07:30
(60
mins)

Showcase 1:

Transnational

conversations

on

reclaiming

freedom of

expression

online

Details
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29 Sep (Wed)

Technical
Success Factors
Details

Break

S6.
Citizen-Centered
Approach on
Tackling Hate
Speech,
Hindering State
Authoritarianism
and Algorithmic
Censorship of
Tech Platforms
Details

S15. The Impact
of the Global
Pandemic on
Schools on
Internet
Governance
Details

Time
(UTC)

(50
mins)

06:10 —
06:30
(20
mins)

06:30 —
07:30
(60
mins)

30 Sep (Thu)

trusted
forever? —
The issue about
the pirate site
on “Manga”
and freedom of
expression in
Japan

Details

Break

Special Session
by UN IGF
DC-ISSS: A
workplan for
greater online
security and
safety

Rapporteur
Session by the
Fellows
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https://proposals.aprigf.asia/proposal_details.php?id=5000857339321610700
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https://proposals.aprigf.asia/proposal_details.php?id=5000731903893927751
https://proposals.aprigf.asia/proposal_details.php?id=5000731903893927751
https://proposals.aprigf.asia/proposal_details.php?id=5000731903893927751
https://proposals.aprigf.asia/proposal_details.php?id=5001825875349980792
https://proposals.aprigf.asia/proposal_details.php?id=5001825875349980792
https://proposals.aprigf.asia/proposal_details.php?id=5001825875349980792
https://proposals.aprigf.asia/proposal_details.php?id=5001652771387356423
https://proposals.aprigf.asia/proposal_details.php?id=5001652771387356423
https://proposals.aprigf.asia/proposal_details.php?id=5001652771387356423
https://proposals.aprigf.asia/proposal_details.php?id=5000828388326442192
https://proposals.aprigf.asia/proposal_details.php?id=5000828388326442192
https://proposals.aprigf.asia/proposal_details.php?id=5000828388326442192
https://proposals.aprigf.asia/proposal_details.php?id=4985331165019616943
https://proposals.aprigf.asia/proposal_details.php?id=4985331165019616943
https://proposals.aprigf.asia/proposal_details.php?id=4985331165019616943
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Time
(UTC)

27 Sep
(Mon)

Time
(UTO)

07:40 —
07:50
(10
mins)

07:50 —
08:50
(60
mins)

08:50 —
09:10
(20
mins)

09:10 —
10:00
(50
mins+)

28 Sep (Tue)

Break

S2. Don’t
shoot the
messenger,
intermediary
liability
principles
under threat
Details

Session by
the Fellows

Break /
Social

Townhall
session

Time
(UTO)

07:30 —
07:50
(20
mins)

07:50 —
08:50
(60
mins)

08:50 —
09:10
(20
mins)

09:10 —
10:00
(50
mins+)
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29 Sep (Wed)

Break / Social

S9. More than
wor(l)ds : Can
Al effectively
monitor online
harms?Details

S10. Advancing
Internet
Freedom in
Asia-Pacific via
applying
UNESCO’s
Internet
Universality
ROAM
Principles and
Indicators
Details

Break / Social

Townhall
session

Time
(UTC)

07:30 —
07:50
(20
mins)

07:50 —
09:20
(90

mins)

30 Sep (Thu)

Break / Social

Closing
Plenary

=

.
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https://proposals.aprigf.asia/proposal_details.php?id=5000826335936424636
https://proposals.aprigf.asia/proposal_details.php?id=5000826335936424636
https://proposals.aprigf.asia/proposal_details.php?id=5000826335936424636
https://proposals.aprigf.asia/proposal_details.php?id=5001909803127898710
https://proposals.aprigf.asia/proposal_details.php?id=5001585383778902886
https://proposals.aprigf.asia/proposal_details.php?id=5001585383778902886
https://proposals.aprigf.asia/proposal_details.php?id=5001585383778902886
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% 7-6 % F R 52 APrIGF 2021 ¥-=t 4
P UTCHFRE 4+8FR
&
27 Sep | 04:00 — 12:00 — pd Capacity Building Program for Fellows
(Mon) 07:00 15:00 %4c¢ | and Newcomers
(3 hours) | (3 hours)
28 Sep | 04:00 — 12:00 — | ;# O#= | Opening Plenary
(Tue) 05:30 13:30
(90 mins) | (90 mins)
07:50 — 15:50— | # Ots | [S2] Don’t shoot the messenger,
08:50 16:50 intermediary liability principles under
(60 mins) | (60 mins) threat
29 Sep | 03:00 — 11:00— | srO## | [S5) Why open and interoperable
(Wed) 04:00 12:00 Internet infrastructure is key to the
(60 mins) | (60 mins) Internet’s continued success
03:00 — 11:00— | #=0O% | [S8] Building digital information
04:00 12:00 literacy skills for trust and well-being
(60 mins) | (60 mins)
06:30 — 14:30 — | +#:O1& | [S6] Citizen-Centered Approach on
07:30 15:30 Tackling Hate Speech, Hindering State
(60 mins) | (60 mins) Authoritarianism and Algorithmic
Censorship of Tech Platforms
07:50 — 15:50 - | 2O+ | [S9]) More than wor(l)ds : Can Al
08:50 16:50 effectively monitor online harms?
(60 mins) | (60 mins)
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30 Sep | 03:00 — 11:00 — | #O4t, | [S7] Internet Rules: Judicial and
(Thu) 04:00 12:00 Regulatory developments impacts digital
(60 mins) | (60 mins) rights in Asia
03:00 — 11:00— | sRO## | [S14]) Human rights impact of Covid-19
04:00 12:00 technologies and the role of businesses
(60 mins) | (60 mins)
06:30 — 14:30— | 3=0O=% | Special Session by UN IGF DC-ISSS: A
07:30 15:30 workplan for greater online security and
(60 mins) | (60 mins) safety
07:50 — 15:50— |  Ofy | Closing Plenary
09:20 17:20
(90 mins) | (90 mins)
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453% 3 YouTube MiEREEEsnAs @)
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ﬁ"ﬁ’é/r‘ﬂm ERALEPE A A B v Bl i;LP;E;H‘?i#ﬁP%ﬂ?%

HIFERY o PRIRA R 2 ) PHRSER ¢ T L K (45.5%) ik
Fkp T2482m %k, (YouTube %_& : LSRR S B
AR ) Bl firaE s 1| LRGSR (743%) B kp THTES N
(YouTube & :imE kA FF/ide RPN FEE)LI-E 0 HTH
i) 54 YouTube B 2 4vspda B ihey 2 2@% 3 in BRI AE KA
"YouTube § 2 | v & A W % 83.1%% 95% ( R B 8-11) -

YouTube ki3t engi ® Tin g RiRagd] > 7 M AT RIS Eome §

2 ) AL AR B

EFEESARERIE O 45.5%
ShEh O 23.1%
EEEE 12.2%
FIENsE 6.4%
EZEEF 6.4%
Efit 6.4%
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B 1:5GH#P R NP LEREBT ) THELE | ZLAR?

<

' Traffic

sources

Browse features — 74.3%
Suggested videos L= 11.9%
Notifications o 4.5%
Channel pages 37%
YouTube search 1.6%
Others 4.1%

B 202021 RRISEFAY S E (- )

YouTube ES 83.1%
EIE=z L 6.6%
HEEH . 4.3%
E&E=-rEEmRE 3.2%
YouTube 2= 1.6%
Hiih 1.1%
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TR 302021 REISESY YR E (2)

YouTube ES 95.0%
E&EIR KRR | 1.9%
FIE I I 1.6%
BEEE 0.7%
YouTube E= 0.3%
Eiih 0.5%

Bl 8-11 W iig Rk
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PR TR RIBRIE A ART ) A EF I HEERD AF L

D RN -AE g

\\\

YouTube # J2 {5 # 44+ 8 - § 8 #1i en R g a0 45 > F
SR uj,ammﬁim GE o hxA AP A2
AR P 4 AT A P % TR R 3 A EE Y
AR LS (S

\\

et LR R TR S (572%) E&k 45 RS54k Ak 035
A4 B et 2L R T A AL (50.0% ) E #1155 hi~64
Bad s 65k Bty 3o A R S (56.1%) 0 Edk 1Y
65 k14 F B b 035 k~dd B (SRR E 8-12) -

EF 1:5G#PRT » APA B8 | TaFd s &1

Female 42.8%
Male 57.2%
13-17 years

18-24 years ' 1.6%
25-34 years - 8.7%
35-44 years o 26.4%
45-54 years o 359%
55-64 years ame 21.0%
65+ years - 6.4%
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R 202021 RRISEAY ¥ gl E (- )

=it OIS 50.0%
Bt O 50.0%
13-17 =
18-24 &
25-34 &
35-44 5
45-54 &
55-64 & O 51.6%
65 ZFhi Lt TN J5.4%
KB 32021 RRISEAY ¥ R E (2)
=i O 56.1%
Bt o 43.9%
13-17 &
18-24 & - 12.3%
25-34 5 - 17.0%
35-44 5 - 19.3%
A5-R4 & - 11.1%
55-64 & - 17.3%
65 =Ll o 731%

Bl 8-12 pLiofhusr a0+
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PR SR EREEPE A48T A 2F T HEMES AL
¥1 % R'% €3k EuroDIG %2145 4
-8 g¢@REA
~EHT R

o e B s 12 35 8 (European Dialogue on Internet Governance,
EuroDIG) *% 2008 & d #ci 25 ~ Fofrt 2 8 % R412 0 L FMs ®ith
PROE S EFTK RS- BRRETE > BB SFITH AR
o EBEHFEERAZ CFVERERTRER U HGEL TS E o R
M REEF R > BTN LR ORERE ELBRE . H &2
#FHe Ewm P AL E (European Commission, EC ) SR R

( European Broadcasting Union, EBU) ~ & ' & 13 ﬁ = ¢ ( European
Telecommunications Network Operators' Association, ETNO) NP =
# & (RIPENCC) % -

EuroDIG 5 %

AR R RO R B ILERER e 1 FT ﬁ\p‘f m’ff’/i‘ﬁ\ml :’}_ v
"] = 3 Lﬁ\m_]_ }\;l-;—-

B END OB ST ByEE RGE o HBREH

G WiTERE TR 2P RN ARR S RESRELRRE AL

A irE > A {%—'—""r"ﬁ REZRILELASI I H=x > B - FchE ik

fri PO KL P ESEPL 2 HRTrRBE RS 2 RUR W

At EuroDIG % & 5 » A 7%H =4 § #3333 S REIHL - T H I
ERIGF &2z 44 o

Rl
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)% R AR 2T A EF I ERRY AR

~2021 # €3RFH
3| COVID-19 B 3 Fen 58> 302021 # 6 * 28 p 3 30 p % Heh
% 14 B BuroDIG » % = RIS 3 Nief7 o A * ¢ 2385 Tl e g eh
#c =+ # | (Into Europe’s Digital Decade ) » 34imidis = T 3 & 2
A0 TRRIGIEA G FRFR T AR TR G TAIRTE A
TgpAgg g F s TE el Tk aE | . Tpdps / 2B 8
S oHE oW > BB 6 R oA W x5 22 ¥ (R B FH

https://eurodigwiki.org/wiki/Consolidated _programme 2021 ) > =314z 700

S LA 8-

4T E O-1 #77] > T3NS

32 160 % 2o B ek hoo AL R P L endg

FhEFEE M AHE Y-

# 9-1 EuroDIG 2021 %} %22 3=
LAY HEY H L
RS Digital services regulation - opportunities and challenges
WS 1
iy Sugt B B PRAR A — 18 § 27 PR
A g F R Human vs. algorithmic bias - is unbiased decision-making even a thing?
WS7
17&'.;} A& Vs, /?ﬁﬂ-r/z 'ﬁJﬂa_-ﬁ ‘ﬁ:ﬂam/i‘g\'@ R g ?
5G User perspective and implementation
flFTE S WS 15
5G thr = pLEkeq o
European mediascape - How to (re)create a trusted public sphere?
FS 4
R R E T B X AR ?
Fake News - Dissolving Superstitions with Media Literacy
HREpE WSI10
BATR — AR R R
Best practices of self- and co-regulation of platforms towards a legal framework
WS 12
ez R DT L p ek ¥ AEF B
Content moderation on the Internet infrastructure level - Where does
P wiE | WS 9

censorship begin?
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RS Sil*

W= LA

FE R AER PN F F R —F & AR AR e in ?

WS5

Crypto Wars 3.0 - can privacy, security and encryption co-exist?

LB B0—EF T Db B EE G 0

*WS % B3k € 3% (Workshop Session ) ; FS (Focus Session) * % & Bk € 3% ©
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M s R AT A 48T | AP R AR

Fo% EREMER
CEEIRBRE—B g BPR

(-) %P TR X2k B4

A EHRE A WE AL TAARLTERHALT (DG CONNECT)
/2 F R Denis Sparas f§ /1 % B "#c R3¢ Fi2 % | ¢ 5 (HIRIEE)
( Digital Service Act, DSA ) ¥ % &2 (#c =7 3% )( Digital Market Act, DMA )
Eko WA BB SRR o SHRER F e EeniE A B0 5 i
ERE D H e AAFE T DR L AR R T H A W i LoE
EH R T SELHg

(=) # (s ) qi

43w W1 ¥ (Imperial College London) 573% %32 Tommaso
Wmm%ﬁ’DMAZg&@ﬁﬁ%%ﬁﬁﬁ£ﬁé%’ﬁ{ﬁimjﬁ
g%ﬁ%’jﬁéiﬁﬁl£°%ﬁ’%%%@fpm#k%éimﬁﬁ
B PGS EERENAER P RARTE R P inaE

s *H
fo BRI SR A A BB £ X RPN AR 4 e

s
N

>3

Google i ~ ¥ K fezbi' s ® AL IR B T Oliver Bethell 355 » &2
2 DMA z g fJRAET B3RS 4 ~ B S IRTIO) 7 ﬂsza%i‘ii i B Ri%
EoeFELPANL > 4 aREFER E}f FEERArEER o ¥ 0h
%%ﬁ%%%@?%ﬁﬁ’%%ﬁﬁﬁ%“%»@ 5% YRRl i

() # (EpRizE) fi
B 4 f 25 Article 19 Fi%i2 7% Gabrielle Guillemin 4 ) » 8225 % 7
B8+ T DSA $Hp % %’f*ﬁ;c‘aigﬂg Beid B 2 AR
A ABREE R FOEFREGFEL R B el el
P

FEE Y Y

% % 3L (notice-and-action system) ¥ it € ¥ 3
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BLFRA, DD AT RAFFE RGN F 0 e 50 B R

Fade g R ¥ Ra2by I PR —RRS P ITEREL (Internet &
Jurisdiction Policy Network ) p % 3+ % 2 = Frane Maroevic % 7+ ° iR 7 2
B DSAch- L AP FILZREJIIAE PN F 0 G &
ETER A FBRFIZEN TG TEAR  ART R ERZEHFR -

(E‘) gpi—)"—'fxa “Piﬁﬁﬂavi)
o THciPRFxe B2 % RAF- BHER § AfoikdLomd ki
B

R AFEE > AHLH bl E RO S LT

[
-
%
K
~
w3
&)
d)o
(Bd\
e
'\\+—
@
x
@
/331
N
&J\
)
ool
—h
!
=
=
&~
~
e
ok
i
~=y
&

T§f¢<’z %43%$ﬁﬁ’if?ﬂﬁ%?ﬁ%ﬁ%5

T o A7

ARRPFEE SV REBPOLF o o B SR ELLRG
FER O TEFVAFBFRZEP

o Tt pRixe R B dT A RAL > blde D P FISTRIEARE A
B R X ﬁ4é<mmﬁw’w%r%%ﬂﬁ(mw
Diligence) % § = ~ if * # F {rid ¢h a4 o
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Pp o BRMREEPE A BT | A XA HES) A2

S AER VS FRERAL—RBANEREFMLSE?

(-) BEEVYMHA

AH-€¢&kp Ld IBM 2 @ AI# 7 B Karthikeyan Natesan Ramamurthy
BABESY s o w47 > BWEZLZSEETHEY » L LRIEHTHR
§ERBIFATER > A 2 Az nmE BHRFT R ARBL > 2T
R EREPABICHBAEZREARDRD > Flp > NPT E T I K
IR o

JI@'V F_*

(=) ALA-RHaLzcdes

B 4 e %gm 2 E ¢ (Council of Europe) s i 4 B/ 2 X 1 A
Zoltan Turbe¢k + Fp &% » B H 3 7 12 BT E ARAR o e R G R E R
FUERT Ik o FP > TAcA KA RE G ,3%14%%23 v @ Al x ks
TIEPR T AR R PA] £2E ALAR G BB bt 7
PR Rl R Y P wE o ke P A RIKEN © w i 379 A 7 2
(RIKEN Center for Advanced Intelligence Project )AI % »>3%F* § # * Hiromi
Arai 7 &7 o WEFY oA LA 0L g (AR E R RS
AKERICRF] ) 4ok * 02 TR KT o B AL EAL E X
Boooarr s A R AL A g LR AR o

BB 2r il & & JF fr (Skolkovo Institute of Science and Technology )
7 7*# 5 7 Ekaterina Muravleva B|r¥ @& B % & SLpF > ,T%)’%;’/; %ﬁﬁ’*ﬁ‘f’;’ijﬂﬁ
o UL ERIBIEIER 0 B 2o R AT BEE Y ke ks
Bl f RS W R SR E A2 A RfRhs koo

¥ ¢k » Turbék ;ﬁﬁﬁx%ﬁ*ﬁ;%:}%mé;ﬁ ot kom0 AR AL Eehp EiXE
Lo RFZAEFTHRS o MR FRITIAZREFTE 0 RE
4 REAPIT LT bl D B E WA 2 (UNESCO) -~ el ~ A IF
TR s (OECD) & H =t 47 J"Ufﬁ fte o 2 Al EELG H
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RS R AR A BT AP L HME D A2

- E REAT S FROLEE S B rRIER g Te I A o

(2) §HEW (HBALRK)

s FHFNBHAHNE BB AAUR AR A H L AR o B
B gk B DAL S BB d A iUk eh- 345~ (input)

m © o

s FRAVAMIFIRHEITERLDTFRL - HALFILARF IR

* ;fjr LAI ,J “‘;,‘L,E‘j"l’l"“i‘

ﬁ%ﬂé;’éé%aﬁmvaé%mﬁa
L

-%Qﬁ“ﬁ&ﬁi%%i&%ﬁmim’ OIS & 2B
FUWFTE FTRFF AL oo YA RF LR AL
fﬁamﬁﬁﬁﬁ%H’ﬁéﬁﬂiﬁo@%ﬁﬂm@?ﬂﬁAl

BEAeTH K H LY R LB DGR £ FHPAL LA

C - BPELP GBS S T R AR L Eep R

=3
iF 7

.—-——/

2 /3

é?‘l’\’f ,&/\.Lvml I/Elﬁ v IFBﬂ‘\ﬁ*/
MEE RP > ERFRGERPESE POX BT TR

ol ZRAHARAPEE 2 EAC A ARLE Y o

\«\-
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MR AR A 1T Ji;—ﬁlﬁz’%?ﬁ%—ﬁ?%ﬁ;%

= ~5G tht S REArE %

(=) ®REINF 5GP

WEHAL ¢ (EC) A ki k3ipci{F A Achilleas Kemos % 7 » 4o%
TR Bl e B KR R R E g R & 3T foind
2K BREF 8RN S5G L F AL HN AT SR MR
Az o F WL LR A PRPOR o MR AU B e B A AR 8 HAR
TG BFOELEFR AFRREMNEFERL Y O T RE

P RIE B L RO L ¢ (CENTR )% 7% 3+ 4 % ¥ Amelia
Andersdotter P35 11 > g 5G %K% - BRHAEPRITCAAK S TR
T B WM A 2T B B 3 2 p R P F R
PRIRFEF TR o R 0 B2 HRBEAHERApE A -

=) AR R
BI% % 3K & ~ Ay Ericsson 2 ZAF K F * 1# & 7 Theo Jaekel # % 3% =

FREFANSGAETFAY > R SG B RL RS T ~F >~ R
7 "EF % > ¢ Ericsson » jH SRR hdk B o 0 FEH % o Jaekel X 14
BREEFZOET o £97F i JoT XAF A2 8RBT HEFF X
ATERPRR o 2 3F S AT K K DATRI 2 P T A ¥ R RILES AR M
FCRHRH % 1 AL o F]pt > Ericsson # it i 4 1 ¥ (7R ii/ﬁﬂf—' {s i—‘zﬁ%"‘?%
5G ok "G e B o

# * 41 Ramazzini B/ 3 ¥ < F 7 B4 T Fiorella Belpoggi Pl 4+ % H @
FRATH 2 e AT R L R o e AT > Wit 226 ~ 4G m.ww;:ﬁ,:!;&? ¢ J
RB2BEL TIogd T hh % { wRER* BHLEANSG @ ¥ pa gAf
AR B R 3 R0 Tl 0 0§ RIEE SG HER R B FamEh

2,

oW RO Rk B ASHIE R F L o

-Eul

\
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EAMAAK S LB D56 Lo ARk £ 8o

© 5G PFET LA RE 2oEF SR G 0 T FREAT R
FORGER » e HEH AR T BEICRBENPE Y RA LR o
BB G A BN SG R ELRE 0 AR A PR KA

* BB~ R Wo fRaig e BB 1Rk 5G g it o ¢ R

FAHFCR « % 2RFE 0 R LR

o
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PRt BRI ERIERPE A A RT AP HFEEY AFL

AR E ARV B h > HAE8 9

() mHax4gB T4 hE R

A FAFMHE FETE (European Broadcasting Union, EBU ) 448 &) 4%, &
Liz Corbin % 77 » #M A £ S & FhL & > R A% R & B fedf 377 chT
% 4 Google fv Facebook » £rig = + A enpl3f - 24 & Fris iR J}?L NI AU AN
A g S AR o FIPt o de B F R E RS R N E RAKS I ER
BRI 0 F G R il 4 R4 -

Bk € R [ Petra Kammerevert 4 ) - g A 3 ¥rde SR B E B
PR IR RERIL VLR R #4 & Google #%F ~ &
Amazon PEf~ ~ 7 TikTok gLg #5F » A Fla# L B FEaEH o 7
o FREZ - BLIFMAIRIBDODRAERE N v A EEE R R

e AB L e o T E 2 iR BA O E BN R

~
AN

“5—

TALTR 2o F,L?i i® A Matthias Pfeffer » 325 ®it' § &&=
?aﬁ@#iﬁliomwﬁam’ﬁfﬁﬁEﬁ$ e b §
Lenfg4 ¢ o vErﬂf ERevF B e SRl £ 455
R I NN L ':‘%7 ZRERED BT RE TN
SEABT R - BRACVEFPALEAE THp D el S 3
SR LR A SUE N =D R T SR I SR SRR SS L E
FEAEL RE TG T L o

(=) 1AM R olfeit R
WL R T R EEATHE Rvi A ¢ Olle Zachrison 4 %5 & B 3% 55 B
(EBU) 7 T g g8 | (A European Perspective ) #7# 3% » # 323 7127 ~
BERDI0O RO RJRIFN S - BEFF kp gl s b % onlic = ATH 42
%’éﬁwamw%%ﬁ%ﬁ%ﬁ%’wﬁﬁ{ﬁ%wﬁﬁ# B 1 g

N
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TRECRBRRADRRIE A AR T, AEF LR AED

R PRA% o

425 B2 EY vy B Giovanni De Gregorio B % 77 > #4 g
OB ) PR B R EF P ENT E N A SR
Brdhpd el BREFIE A R RENEP RN T Tt
(Bl JRiti2 ) o BEAR P2 5 0 AR R LR RR AL BH 3 > 7 2fziko
o R H BN ES R R AR 0 2 R A o lide P R

BALFEMOEP R > D E - X PR o

(2) f&E@ (BhReR)
© PREBMRE R AHME (EBU) ¥ 58 S EAIRTY

=
b - BEEGHEORANEEEET > AT A

* Wk <<§5CWPRZ}/2‘>> el <<§;t1f"ri 3?%-,2->> q.\ft __‘EEL”}Q T :?;: e SRS
/.._'H;O,‘/?\r_ﬁ ’*"TF/Z‘J'FL( %%#BF£/Z%> &gﬁ%@;gblg "é
“;i' Qﬁﬁ &%’frﬁg%/' /_w.

x.

—
L

c WHRE - B EEEEANI 5 EF RS T MG o
E o k- Bieda e At kY o H el BT F ohE &
BE AR ERfR AN 0 REFT G RS 4 £
Fl£ehT 4> B REFIREP hp 2 LR EFH -

s BEFFEEL-FURFBAREE )T RRRY 2HP

? » BT )@—Fagzﬁ'ﬁ—]—ﬁﬁ?{—; v H 1;“??5‘1: 4 o
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Fgepe o2 RV RABLIPIE A 4 12 v
S TBATR — IR R %,ﬂ ﬁ; P
(-) R R PEL P

El i)—tlﬁiﬁ?ﬁ'—?ﬁﬁﬂiﬁﬁ =
3

Hio e B A £ ¢ (Media Development Foundation Georgia) 34 {7
Tamar Kintsurashvili % 7+ » 3Z R #7% g3 F

PR R E A

Facebook £ i

I‘E‘ 5 %‘ﬂ_b J‘ﬂ‘

5

2

,u_‘_“%'frw‘« B 27
Ry
SN T TR Y
Eai

g Fﬁ‘) Ié}‘ ™ /ﬁ\‘ = Z"ﬂtg‘#
IJ /; N

]

31
£ g R o A o S
ﬁl

ﬁ%’
ﬁéggu

i

f2a {5 % (context) - i&
’/2 A
g Fles R B £

-

HAFHt 2 B
A dyp 4T 4
Z WE% 2 £ 5P (Consortium for Media Literacy ) £]7%* Tessa Jolls
CEB s A s oAl L 4 A £ R 0 4
WEACREEIY F LR B IR L 7 L5 FEo e
( North Atlantic Treaty Organization, NATO ) K %= &M% £ 5 Bk |p
AT FL B PRFD RN EREES TETE M
LerE - 2ok o AR .
Z) AR AR ARG
7% 7 gz ¢ v (Portuguese Cybersecurity Centre ) # B &2 £]#73R
= A Sofia Rasgado /i S Wiz 2 fad o W L7 " PR E X 1§
PP GARY B AL PHEHRERPD FOPEME o 2 X 2R R
ToAtd Al - AR fa b o B e R FRRAMA R E LA § o uz
PR E A S AR 0 4% 12 B chYouTube B2 ¥ fo— kAR R E D - B9
REAITEERE R B HAER 0 T H Y - P 2020 i B pRens L gAE e
1+ % <« %"Q%t 0
1t B2 % (Deutsche Welle, DW) 3
FORF R R A H 5Bk 0 e
A AR

Amaha Oganjanyan P Z_4 % §
12020 £ 5 - BEEH12F1ISAF LR
AL B 7 ERNIoRIER o EEAR 5
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B S TS D o AREAR L § S S AR K
(2) ¢dEB (Hhaeid)

* AR AEBERLEIGMT R TR PR R

2 e b

5
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A EREREE ST L A AR B

AFRFHAL 4 BRERBET L p AR FiEEAILREET TP GO
R e A4FA + %38 £+ ¢ (World Association of News Publishers ) 4

Brc{ foo X £ 743 7 & Elena Perotti % 7 » B2 AT 3 #0idi2 ent
Blde g ﬁ_iﬁ,%’ﬁ Zpi‘:‘ S z 2 xl2! ﬁ']‘if:’ 2B T PR R A x—ﬁ'—P P
d e pF o AR AR Ffer AL o

(-) AE¥H2R

FEmal ftki-,"iﬁﬁ v @& |(The Christchurch Call ) e & fF /i B Paul
Ash 7 T ABwes g | A5 2 JIIRBA 2R R EF - BHF 5
GRRNCEEE S I O ERE N R A éﬁéﬁ%?ﬁ*%fr%
FALg o 3 £ T F BT RDLIEA T R D7 B R F F o
FhHOERRIRZZEAS F{ AT

(=) Facebook E4% f €

Facebook & % f ¢ (Facebook Oversight Board) 2 B Cherine Chalaby
257 0 %A R €730 2020 & & 2 end T 4E AR REenE@As AR RL
T4 2 B 5 27 Facebook FR7x-4p B ek l’i‘éﬁc VIR A R )
BRI B 0 EF AL TL I THRBRME PR P
RS R B PR B REY b ohd PR E$ 32 o Chalaby X P £
9 20 LG BESALEBRIFEL LA 0 £ S 4 Facebook 'fr
Instagram p % Fo i e b 3% 0 i b2 70 P oiput - 2 ¥ Facebook £ 7 )

q‘\alo

NS

( )ﬁ&zﬁ“%luf‘rﬂgﬁlj
#RUEELE (OFCOM) B% rc K 512 Lewis McQuarrie % 77 » &

B (* g4 75 < R ) (Code of Practice on Disinformation ) #35 % 5 >z
- BAERp BRI a2 it & & Facebook ~ Google ~ Twitter ~ Mozilla %
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() "M EEHWBREL

FC B i 8 LR 2k (European Digital Media Observatory, EDMO ) #&
2 £ Paula Gori %77 > EDMO 4 - B> T4 » 5 As i - BHEEZ 21
THGAIEAES > Z0EF AR - 2 9 oA 2 (informed
decisions ) fr&A * ] > ¥ - 2 G4 FH A FL A TFHEM-T L 43
goﬁ P EF A o EDMO B3 ik 7 il £ R 3 AR
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%k R R World Association of News Publishers

352



M B ERE (68)

hi ) g

f}% woEd|aawae| me | w | mm | B | Em

2010 |5.060.629 19,861,782 11,955.662 | 5,549,827 |4,482,972| 3,288,964 | 8,551,000
%] 16.5% 25.6% 19.5% 9.7% 19.2% | 14.9% 22.3%
2011 | 4,899,729 |21,175,082 | 10,674,408 | 5,677.641]4,139,530| 3,680,282 | 10,215,000
MEFE%| -3.2% 6.6% -10.7% 2.3% T.7% 11.9% 19.5%
2012 | 3,999,707 |20,059,287 | 9,522,068 |5,340,950]3,555,348| 3,591,644 | 11,601,000
%] -18.4% -5.3% -10.8% -5.9% | -14.1% | -2.4% 13.6%
2013 | 3,817,132 |20.992,491| 8,679,067 [5.293.617 3,120,841 |4,168.427 | 13,680,000
REF%]| 4.6% 4.7% -8.9% -0.9% | -122% | 16.1% 17.8%
2014 | 3,681,003 |20,906,497 | 7,906,026 [4,844,362]3,122,120|4,287,798| 16,177,000

EFE%| -3.6% -0.4% -8.9% -8.5% 0.0% 2.9% 18.3%

3,370,710 119,163,422 | 5,079,743 3,114,394 2,080,615 3,670 662

2017 | 3,059,603 [18,300,268 | 4,187,630 [2,318,190( 1,739,528 | 3,640,478 | 33,087,000

Y| -9.2% -4.5% -17.6% | -25.6% | -16.4% | -5.9% 27.9%
2018 |2975699 |17,691,661| 3,664,243 |1,984,498|1,873,731(4,251,412| 38,966,000

= %] -2.7% -3.3% -12.5% | -14.4% T.7% 16.8% 17.7%

25,871,000

2019 | 2,821,694 |16,543,225| 3,065.170 |1,681,337 1,853,784 4,377,855 | 45,841,000 B kR R MAA %
WE#H%| -52% | -85% | -163% | -153% | -1.1% | 3.0% | 176% oy g E

MR RGEERB (£3F)

PROPORTION THAT AGREE THEY CAN TRUST MOST NEWS MOST OF THE TIME - ALL MARKETS

& ‘ A
75% :' ‘f' ‘ e aly

(3 Denmark Mexico Chile Hong Kong UK

O/ Concern about economy Violent  Violent Divisive election,
v and gang violence street  street Brexit, attacks

56|56 55 (-8) i protests protests onmedia

50%

N (-6)

25150 : -
| [ DA A

48 v
46| 4545 45| 45| 24| 44

4"3939383838373536 25 (-4)
33(33|33 -

25% 3013012912928 |28 |28 [ 7| 17 [ I

25 24 23 %

FIN POR TUR NLD BRA KEN ZA IRE DEN GER NOR POL BEL CAN SUI AUT CRO MEX SWE AUS ROU JPN SPA SGN CZE ARG BGR CHL HK ITA USA GRE SVK UK HUN PHL MYS TWN FRA KOR

F# R IR ¢ Reuters Institute for the Study of Journalism
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News in search

29%

38%

MR RGEERE (68)

31% +7)

42/46

Bk A B © Reuters
Institute for the Study
of Journalism

INGACROSS NEWS ONLINE BY AGE - ALL MARKETS

ALLAGES

73%
(+2)
side door
access

Direct Social Search Mobile Aggregators  Email
media alerts
UNDER 355

81%
(+2)

side door
access

Direct Social Search Mobile Aggregators  Email
media alerts

9357 & M MR s

PROPORTION THAT SAYS EACH IS THEIR MAIN WAY OF

LR & B AR et
(platform-based) &4

] HE B 1B

%k & R © Reuters Institute for the
Study of Journalism
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> ABERIBERE ZEBAANE > 0
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> MMEHERLEHIEEH AERTEHRAM
HMiksiEx > AR ERIHN LT

> R ER AR & X E A R H F B A AR
TREBT G R A 9 BB

Why Google and Facebook are being
asked to pay for the news they use -
explainer

E’ - I - CEBO(
L 30k 6 f] B8 (BBC News)

» News Corp spearheaded a lobbying campaign in Australia - with
support from its traditional rivals - to get politicians to make the
tech firms pay for news content from its sites. °

» Analysts looking at Australia's media law have long suggested
that it is primarily designed to help big firms like News Corp as
opposed to smaller media titles.

BEE 0 sen dome | News | spon Rl | werkife | Tl | e | cowe | Mow v | Q Seach

Facebook to pay News Corp for
content in Australia
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BE PS4 TMEX

> EMEAS I AN ERANBETF LB E - E
R PBEOAR EZ Ly £ 4 -

> Aotk BB BMAANER > LIEH R
Fo¥EE - nREE - -Z2HEFELFTEREL

> BHEFR AL BBIMNYE RSB HRER
N S BTy R o 15 BT IRIER
ERATRM O UEAEREREE M OHES -

HuE K &) ) J& (Toronto Star)

» Emma Gilchrist, editor-in-chief of The Narwhal and chair of
Press Forward, an organization of independent news outlets, says
she hopes the government’s plan helps foster innovation in the
industry, rather than just prop up established news outlets. °

» “If Facebook and Google do have a responsibility for helping to
create a healthy news organization,” - - - Gilchrist said the
government could also set up an independent fund that digital
platforms pay into and then gets distributed to media companies.

""" _DEFANGING
BIGTECH

Facebook and Google should pay for news. Just
don’t forget about us, independent media outlets
say
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£ Bl 89 9 J& (Electronic Frontier Foundation)

» Journalism Competition and Protection Act : few truly small,
independent media operations exist right now. And in the case of
certain companies—Ilike the ones owned by the Murdochs or the
Sulzbergers—it would be a mistake to assume the ills of the
industry are actually being visited upon them: or that catering to
their needs will trickle down to the rest of the journalistic
ecosystem.

» The Australian proposal : the companies can still, it seems,
separate the big players from the small.

tttttttttt
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

An Antitrust Exemption for News Media Won't Take Us Back to the
Time Before Big Tech

i EEFEERISZE
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« 1996 @B " Communications Decency Act 1 2 230 1%&3R
E - BENEINRBNRHEEBENERS - MIFLRCHENAR -
;E%&iﬁg%tﬂﬁ&/\&%%/\ =R EAS T ESREEN I AMEFR

VRERE -

CDA Section 230 (c)

(c)PROTECTION FOR “GOOD SAMARITAN” BLOCKING AND SCREENING OF OFFENSIVE
MATERIAL

(1) TREATMENT OF PUBLISHER OR SPEAKER No provider or user of an interactive
computer service shall be treated as the publisher or speaker of any
information provided by another information content provider.

(2)CiviL uAaBILITY No provider or user of an interactive computer service shall
be held liable on account of—
(A)any action voluntarily taken in good faith to restrict access to or availability of
material that the provider or user considers to be obscene, lewd, lascivious, filthy,
excessively violent, harassing, or otherwise objectionable, whether or not such
material is constitutionally protected; or

(B)any action taken to enable or make available to information content providers or
others the technical means to restrict access to material described in paragraph (1).
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CDA Section 230 (d)

* (d)OBLIGATIONS OF INTERACTIVE COMPUTER SERVICE A provider
of interactive computer service shall, at the time of entering an
agreement with a customer for the provision of interactive computer
service and in a manner deemed appropriate by the provider, notify
such customer that parental control protections (such as computer
hardware, software, or filtering services) are commercially available
that may assist the customer in limiting access to material that is
harmful to minors. Such notice shall identify, or provide the customer
with access to information identifying, current providers of such
protections.
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Intermediary /Hosting / Online /Very large platfor $

services services platforms ms

» offering e such as * E.g. online * Specific rules for
network cloud marketplaces, app platforms reaching
infrastructure: infrastruct stores, or 10% of 450 million
Internet ure and collaborative consumers in Europe
access webhostin economy platforms
providers, g services or social media
- domain platforms
name
registries, ...
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VERY LARGEPLATFORMS

ONLINE PLATFORMS

HOSTING SERVICES

ALL INTERMEDIARIES

Points of contact

Legal representatives

T
e |9
1

Terms and conditions

Reporting obligations

NE&A

Statement of reasans

Complaint handling

00C

Trusted flaggers

Abusive behaviour

KYBC

Reporting criminal offences

Advertising transparency

Reporting obligations

Risk assessment and mitigation

Independent audits

Recommender systems

Enhanced advertising transparency

Crisis protocols

Data access and scrutiny

Compliance officer

=~
I

Reporting obligations

<

»  Cumulative obligations

A&J8: European Commission

Online Platform{yFH #5 &

F(Hosting)

* Where an information society service is provided that consists of the
storage of information provided by a recipient of the service the

service provider shall NOT be liable for the information stored at the
request of a recipient of the service on condition that the provider:

* (a) does NOT have actual knowledge of illegal activity or illegal

content and, as regards claims for damages, is NOT aware of facts or
circumstances from which the illegal activity or illegal content is

apparent; or (

* (b)

HE EARTE)

upon obtaining such knowledge or awareness, acts expeditiously

to remove or to disable access to the illegal content. (%17 1% 17 E[1f%

%)

14
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HAM A

* Providers of intermediary services shall not be deemed ineligible for
the exemptions from liability referred to in Articles 3, 4 and 5 solely
because they carry out voluntary own-initiative investigations or
other activities aimed at detecting, identifying and removing, or
disabling of access to, illegal content, or take the necessary measures
to comply with the requirements of Union law, including those set out

in this Regulation. (= BERHTE) A & HEL T 5 AFE)
* No general obligation to monitor the information which providers of

intermediary services transmit or store, nor actively to seek facts or
circumstances indicating illegal activity shall be imposed on those

providers. (725 L E B IENEHIFETS)
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Thank you for listening!
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ArE: RERIBERHE

Dr. Kenny Huang &R+
CEO, TWNIC
huangk@twnic.tw

4.0 Climate actior
failure
3t
¥ s o s
Biodiversity o %
< L mvemoweans B
Water crises. H B
/§ -
. ' Natural disasters
Cyberattack:
43 #2 ‘
. .. LEETS . X
environmental disasters
¢ mersiate Global governance
T conflict falre
as
347 Fiancal falure ¢
ver S .m our tion
i ¢ @ ez vaudorer
Unermplogtnent Asset bubbes
@ - :
i AHEI
PPPPP ot
30 Falure of
uban planning
° Deflation
©
g ik tracs
= 25 30 35 40
331

Likelihood

FH AR BRI RE, 2020
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COVID-19 iR R AR &

Current Internet Traffic

'.{-.-;_.‘;r

YouTube is over 15%
of all global traffic
during the worldwide
stay-at-home orders

’|
Ea

.\ . r_‘ v =
. r Y
Everything Else ~20%

Popular Shows During Pandemic
NETFLIX hulu

Twitter ' 4
is the

stay-at-home orders
11°/o$§A‘iLF?€.AsL WORDPRESS

NETFLIX

F : in I \II \ ®
ﬁ.f‘zf' ! wiﬁ_

during COVID-19 g WhatsApp o
during the worldwide

> 12.78% -
stay-at-home orders D ; D

of total Satellite traffic
during stay-at-home

% # 4 & Sandvine, 2020

Cybersecurity: Internet policy development reference

non-enforceable policy Enforceable norms recognized
within international law

Global public goods X
International spaces and shared resources X
Critical infrastructure protection X

B e T R T T A T

multistakeholder

bottom-up model of governance X X X X
standard setting X X X X X
operates based on contractual X X X
compliance
governmental X X
sets internationally enforceable X X

obligations for states
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Cybersecurity : Other referenced areas of international law

Areas of international law that can be used for
reference with regard to protecting the core of
the Internet include:

law of the sea

air law

space law

international human rights law

international telecommunication law

law of treaties

international trade law

antiterrorist laws and policies

3}

Pathetic dot theory (New Chicago School theory)

e

Architecture

Source: Lawrence Lessig, 1999; illustrated by Dr. Kenny Huang
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APR =S S B{AT #E FAEE? New Chicago School Theory

2 XA Rk 4R R % P
Code is Law

— D

1 ETF

H k4R Lawrence Lessig, 1999; illustrated by Dr. Kenny Huang

HEAEE R XA

Law is Code

* * %
* *
* GDPR *

*

*

x ¥

MLIE ) RKAAT A

Cyber Norms

GLOBAL COMMISSION I ‘ —
O THE STASILITY OF CYBERSPACE [}
o

Norm: Shared expectations of appropriate behavior
Oxford dictionary 7

iR AR ICERAE RS

(D) # & 48 % WHOISHH & ,
B P04 IR 35 2 BE AL o
o

TN 4 FEIUSE SR A B

inetnum:
netname:
descr:
descr:
country:
org:
admin-c:
tech-c:
mnt-by:
mnt-lower:

mnt-routes:

mnt-irt:
status:

[ HRANERBOREE
BT A —

LAARE °
 LAECHMBAT R
\ Jody o

42.106.0.0 - 42.107.255.255
VODAFONE-IN

Vodafone India Ltd.
Formerly Hutchison Max Telecom Limited
IN

ORG-HMTL1-AP

CH999-AP

IA79-AP

APNIC-HM

MAINT-IN-HUTCHVAS
MAINT-IN-HUTCHVAS
IRT-HUTCHVAS-IN

ALLOCATED PORTABLE
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Niiiai Lagal Assiatircd Tréaty MLAT: Mutual Legal Assistance Treaty
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MLAT
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Mutual Legal Assistance Treaty

m— ALY AR
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Domain URL

b on@ © & tweiothes-bags.com/goods 175 him|

& @ healersef.com/tw]
i mAES M Gmall il Google Calendar B Keany G Google - Bookmar, ? o (8l G # £ ™ Gmal ff Google Caisndar B3 Kenny G Google - Boskmar.. @ Ge »E
LRES
BER ) MECmm
RoOUMP BEAUTY TouCY wiTEN
JEANSANME
HAH gRym 0202020200 e T i MAEm
£
ﬁfﬂfﬂ/ﬁﬁfﬁ/f‘i/t/@

STYL

H BAG

MEIE
¥

scam associated with an URL hosted by platform providers

scam associated with a domain name
13

AR IR IR BHE

com NN ©2.1%

.org 7.6%
.net 6.7%

Aw 4l 9 95.9% cases unsolved ?

EhlAE: CIB, 2020 Jan-Aug
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SCIENTIFIC

SHARE

Seeking Address: Why Cyber Attacks
Are So Diflicult to Trace Back to
Hackers

Sony, Google, RSA and now Citigroup are just some of the prominent victims of cyber
attacks as defenses at large organizations prove porous and attackers elude detection

.. invasive attacks on a much regular basis, but IP address unknown

15

Hong Kong

ﬁiﬂﬁ%ﬁlp | \ ‘ \
ARIN, RIPE 7

At BIEAR

Panama, Belize China , Russia
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IP address and jurisdiction

IP address i> Cyber attribution

(Determining the actor

(Physical location)
responsible for a cyberattack)

No Jurisdiction,
Jurisdiction :> No authority,

No Law enforcement
(By Court)

gﬁﬂ%%%% Internet jurisdiction

National laws
confined to
territorial limits

Borderless
Internet
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MLAT Budapest Convention Legal Cooperation

s . EHEEE
- @IS i . BETRGE
» R R Conflicts of laws
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'Dilemma of criminal procedure

21

.ﬁﬁ%?&ﬂ : PRl &3 Py A 52 EL

wERIRER: RARRBIBRENFRIGEE
o 520 iRABHE (#1EER)
» B EHIEGI38-31% (RER)

= [REIZEL. BIERBRAIEEENET &6

o BRELINEEEANEXRIEMALGE, BRTFAREME. BRARBKEMRE. EF
EERRHINAIZI. BEHBERERBENE

= RITHAR PR AT I BN R D
o%AE%Euﬁ%ﬁﬁkﬁﬁﬁk,u%@%&ﬁ&ﬂﬁ%ﬁ%ﬁﬁﬂ%#%ﬁi@

o REZANRNERFHEAREEMANBFEZRRBERER.
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'TWNIC RPZ Bi% #r
ElFE B 5% 18 RPZ (Response Policy Zone

==
i

)
=
=

LI EEHH F B

RS B ERE

TWNIC DNS RPZ

FRHARIR ¢ SRR L 23

'TWNIC RPZ B 5 #Hl
[E FE I 55 18, RPZ (Response Policy Zone)

EBT IR
Court Order

RHHS

Injunction b > >3
TBUESY

Executive Order

EERERF
DUE PROCESS
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ER(C)REZERFES: IEEREHAYERERTEHEKX

)

Malware Botnets Phishing Pharming
BEEE 58 B 4B HEREIRA EEbIR e

iEEZEm

REDRE  BRETAENERENEKEL - HEREEF  WEFREANISEAR
ABBSAEENTERE - SRUEEERS  FRNE SRS R E T RREE -
2 | EEME R R TR EREHBEFMAITEDNEEEREN - &8
EEARERES T A2k
3 | MBS FNEEEARA RS NEANNET G ASIFEREHAEZERN
Als - EMREITEIREEA - BRI BB R (FI0 RS - BARR
R#E) - MOMEHNREHEAEEAELER )=l

4 | i BEBRER A - AR ERZNEREREE
MR - AR AR FENREN AR RERZSENEREEENRENER
MIFREERAEZRNOMER - HELARPERERLL L REARBH TR RRE 2ER
IPALIEIF LB - 4BAE RN EEAR ZEBER  IEESIFERERABAEN
BEAE RIGERRRER -
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BR(C)REZBEBAZEN  HREEBE

EEBFEN

EEREEMILZEIE. BBFFHER?

BRERREEBEE"?

ERREETMERE LAAMEHZHESHE"?

FEME EBAERMEN, TERBRERAERERF"?

HEMHEBALERMERN, TRF—ENMREEREILETRERRF?

EEEEAEAE ABEERMES EREHR?
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.5E5IUJ' [2: FENFEESNTEFFEL

Referral procedures for website content abuse

EinEEE 1 ZEE REREE "“' e TR S A

Site > > Hostlng @ > ReseIIer > >

Parties that can remove content DNS actors
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ii‘i%i%ﬁﬁiﬁﬂﬂi?& DNS Abuse Framework

Technical Regime Law Regime
.TW DNS query : 1.7T queries =>1.2T abuse queries  Disinformation cases
TWCERT : 200K cases / month 1BER>10000, 23R 2953, {8} 589, ZiLi#s 93

Gap assessment
From intermediary liability to intermediary responsibilify "\

15 %R AR EER

ARRE B

. BRITHRA R
Bt el . N 1. Bl E B MLAT
1 malware 1 MANII ':Fﬁ%%'%,ﬁfiﬁﬁ 1 If"?ﬁﬁp < 2 ﬁﬁﬂﬁﬁ,ﬂ%EBuda 0 IR
2 botnet 2iWin RO REFERE LT (1) i ’
3 phishing 3 Emergent abuse 3 ITH&% 2) ﬁhg}'ﬁ'fi
4 pharming (1) public order 3. 7%%‘3"115 Legal cooperation
(2) personal injury (1) BEEFRE
(3) monetary damages (2) BT R
() 2l ot (3) FE1RME R conflicts of laws
(5) illegal trade
(6) threat of illegal activity =5 h
1 52:0i%46
2 B fEHI 38-3
.Ffi%ﬂﬁﬁﬂ%?’ﬂﬂ’é%ﬁ?‘i [6 Way Forw?
m Access to 21th century technology
g .-_ at a very low to no cost
Criminals
=¥
. Saddled with 19th century law with

w 20th century technology

Law enforcement

Both technological tools and legal tools have to be updated for polices
and national security agencies to keep us safe in this context
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) Multistakeholder Model
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o THLECOMMUNCATION UNION TSAG-CE3
\ TELECOMMUNICATION o
‘l& STANDARDIZATION SECTOR TSAG
STUDY PERIOD 20172020 Original: English

Question(s): N/A Geneva, 23-27 September 2019

CONTRIBUTION
ies Co, Lid. (China), China Mobile
n, Ministry of Industry and chnology

dl &

Source: Huawei Technolog;

(MIIT)

Title: “New IP, Shaping Future Network”: Propose o initiate the discussion of strategy

trans formation for ITU-T

° ‘ s 1o Jab %
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N Cyber Sovereignty Model
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Multistakeholder model

ICANN

A IRANAE X

Limited intervention

P A X

Cyber sovereignty

B B85 73 F - RIRs
48 3442 S Ak |ETF
# 4 483% % 540 UN GGE

0 AEALHESE
(investigatory Powers Act)

O % B 41453 R (rule 41)

O R ¥ R e % ik

(anti-encryption law)

o & & KE&R
O 4% 2% 2748 %458 51 0k
O SFEABRESEAR
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.%E?i‘@ﬁﬁ:ﬂ%! collective action problem

s TEAREEBRERSE

s FIEAMILES, RUBREKRZE

PeAbe

Excludable

FoA B
Private Goods
S S L

n ERREMERRAE, TEERS(AEHRF/AEHHE)
s FEARRBMAGERAZEME, BCEFSH

JE BE bk
Non-Excludable

A
Common Resources
FIFRAR B

28 Bt
Club Goods
HHEAR IT8HER

NS
Public Goods

BRZe > Wis

CONTRACT

B R BUR R AR Big/5 WM
International Bilateral/Multilateral
Governmental Agreements
Organizations

IE SR AR 22

Non-governmental
Organizations &
Advocacy Groups

PAMTAR B BOR AR

ICANN/RIRS/IETF
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L J Managing Editor
May 10, 2016

| SR ¢ [v]in
DARPA calls for help to

improve cyber attack

attribution

in Orlando, FL - Trainings, Keynotes and More!

Reliable cyber attack attribution is currently almost impossible, and the Defense
Advanced Research Projects Agency (DARPA) wants to find a solution for that

problem.

37

.Why Cyber Attribution matters

= HEHE
+» BEEBESE: BREZRKHINE, ZHEEE
o ERFMI3ME: EREZERRNEEZEHRIE, 7
TEARE, SR NSEKRFER
= EEFIA
o ERFMI54E: —AFEHEEERERENENEE
HiE, FRBERAE [EREA] EBHBRBERHME
W, SR ISEKRIE.
o ERFMOK —RNEZMEAMKIE, IHEIRRE
Ll B i 45 Bt

m Cyber Operations

o ERFMI35: BRBENENSEANIBEAEREHE.

BARRKRPERTYH, ERAEERAEARNK KR
o ERFM20% BRERNBRTHEFSREEALER,
TRESHBHARNEBITHARRZHER, ®EF
WRZIRE.
o BHFMO. 1565 BEZRIIFZIERE A RRNITE,
HEREEARN [F2RGIEE]  EX2EEaHEE
TSE3EAL #F.

= Forbes

Israel Retaliates To A Cyber-
Attack With Immediate
Physical Action In A World
First

Kate O'Flaherty ributer G
Cybersecurity
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04:00 — 07:00 | 12:00 — 15:00 Capacity Building Program for Fellows and
Sep Bd %
(3 hours) (3 hours) Newcomers
(Mon)
04:00 — 05:30 | 12:00 — 13:30 ,
28 # (O |Opening Plenary
(90 mins) (90 mins)
Sep
07:50 — 08:50 | 15:50 — 16:50 [S2] Don’t shoot the messenger, intermediary
(Tue) , . HpOR |
(60 mins) (60 mins) liability principles under threat
[ S5] Why open and interoperable Internet
03:00 — 04:00 | 11:00 — 12:00
R O# |infrastructure is key to the Internet’s continued
(60 mins) (60 mins)
success
03:00 — 04:00 | 11:00 — 12:00 [ S8] Building digital information literacy skills
29 #O=
(60 mins) (60 mins) for trust and well-being
Sep
[S6] Citizen-Centered Approach on Tackling
(Wed)| 06:30 -07:30 | 14:30 — 15:30
#(O4t. |Hate Speech, Hindering State Authoritarianism
(60 mins) (60 mins)
and Algorithmic Censorship of Tech Platforms
07:50 — 08:50 | 15:50 — 16:50 [S9] More than wor(l)ds : Can Al effectively
7O
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03:00 — 04:00 | 11:00 — 12:00 [S7] Internet Rules: Judicial and Regulatory
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(60 mins) (60 mins) developments impacts digital rights in Asia
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€& &4 | [S2] Don’t shoot the messenger, intermediary liability principles under

threat
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2021 # 9 * 28 p 07:50—08:50
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F # B F Eeaptk——5 £ £ R R (Manila Principles ) > 11 2 & 775538 (B4

notice and take down )

FormeEg s g R Teppd & ¢ & EEF Vrinda Bhandari > # »
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4% f ¥ 3% © A R & notice and take down & frgs [Fl 0 F AR 2 - 5

kod 3T a3dx (727] B?f)F\ﬁ%“fppm(’l%?‘ﬁ"'/%%@ﬁ“ﬁak £ R
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[S5) By 7 2 3@ (et R E R 5 P ERpR4FH 2 2l
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[S5] Why open and interoperable Internet infrastructure is key to the

§k 2

Internet’s continued success

§RER )
2021 & 9 % 29 p 03:00 —04:00
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INTERNET INFRASTRUCTURE IS KEY'TO
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[ S8] Building digital information literacy skills for trust and well-being
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(UTC)

2021 & 9 % 29 p 03:00 —04:00
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Agd THRERE &S EHE §
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S8. BUILDING DIGITAL INFORMATION LITERACY
SKILLS FOR TRUST AND WELL-BEING

Moderator  Winston Roberts, IFLA
Speakers Louise Denoon, State Library of Queensland
Gita Thapa, Nepal Library Association
Sara Pek, National Library Board of Singapore, and IFLA

‘ 29 September 2021 03:00 - 04:00 UTC
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[S6] Citizen-Centered Approach on Tackling Hate Speech, Hindering

§k 2

State Authoritarianism and Algorithmic Censorship of Tech Platforms
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‘ HYBRID - KATHMANDU 29 September 2021 06:30 - 07:30 UTC

S6. CITIZEN-CENTERED APPROACH ON TACKLING
HATE SPEECH, HINDERING STATE
AUTHORITARIANISM AND ALGORITHMIC
CENSORSHIP OF TECH PLATFORMS

\ Moderators Red Tani, EngageMedia
Kathleen Azali, EngageMédla
Gayatri Khandhadai, Association of éroéressive Communication (APC)
Dulamkhorloo Baatar, Nest Centre for Journalism
: Harry Sufehmi, Masyarakat Antifitnah dan Hoaks Indonesia (Mafindo)
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[S9] More than wor(l)ds : Can Al effectively monitor online harms?
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2021 # 9 * 29 p 07:50—-08:50
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Internet of Communities —
Working Together to Build Trust

Joyce Chen
Senior Advisor — Strategic Engagement
APNIC

APNIC

ASIA #APriGF2021 Joyce Chen, APNIC
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LIVE on Otter.ai (click here to open live transcript) ¥

PowerPoint Slide Show - [aprigf2021-slidedeck_20210930)

30 September 2021 06:30 - 07:30 UTC

A WORKPLAN FOR GREATER ONLINE SECURITY AND SAFETY - AN
INTERACTIVE SESSION WITH THE UN IGF’S DYNAMIC COALITION
ON

INTERNET STANDARDS, SECURITY AND SAFETY (DC-ISSS):
MAKING ThE ENLdRNESESNOR B RELMRE AND SAFER

Speakers Wout de Natris, DC-ISSS Coordinator

Yuri Kargapolov, Chair of DC-ISSS Working Group 1 on Security by Design,
Sub-group on Internet of Things

Janice Richardson, Vice-Chair of DC-ISS Working Group 2 on Education and Skills

Mallory Knodel, Chair of DC-ISSS Working Group 3 on Procurement, Supply Chain
Management and the creation of a business case
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security
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Age of
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https://proposals.aprigf.asia/proposal_details.php?id=5001874945424286931
https://proposals.aprigf.asia/proposal_details.php?id=5001874945424286931
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- Tech Platforms N
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