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Durlng COVID-19
Pandemic It Isn't Just
Fake News But
Seriously Bad
Misinformation That
Is Spreading On
Social Media
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“Since January 2020, the
number of COVID-19-related

domains registered has
“In February 2020 ,repo@ increased significantly: Digital

phishing campaigns usin

COVID-19-related lures surfaced
almost immediately after confirmed
infections began increasing in
January 2020. Health organizations
such as the WHO and US CDC
have been prime targets for
impersonation due to their
perceived authority: Attackers have

b@%rve ing victims

ith URLs akdocument dbwnloads
using promises o:iorta afety
documentation or infecti@

- Digital Shadows

Shadows has identified over
1,400 domains registered over
the past three months.
Malicious domains can be used
0 spread misinformation, host

h/sh/ng pages, mpersonate

e-brands,-ane Il

Digital Shadows also warns
about the dangers of
COVID-19-related

misinformation

and private me
platforms.
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All Sentinel Reports
Year: 2020 YTD

Top 10 Report Categories
Identity Theft

Imposter Scams

Telephone and Mobile Services

Online Shopping and Negative Reviews
Credit Bureaus, Info Furnishers and Report Users
Banks and Lenders

Internet Services

Debt Collection

Auto Related

Prizes, Sweepstakes and Lotteries
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Year
|2020

3,071,230
Total Fraud, Identity
Theft, and Other L
Reports
9
o - s
B
Reports per 100K Population

Low [ D i

Top 10 Report Categories
Identity Theft

Fraud Facts

1’347’828 Imposter Scams
# of Fraud Reports Credit Bureaus, Info. Furnishers and Report Users
Online Shopping and Negative Reviews
$1,5079M Banks and Lenders
Total $ Loss Auto Related
Debt Collection
$2 45 Investment Related
Business and Job Opportunities
Median $ Loss

Internet Services

https://public.tableau.com/profile/federal.trade.commission#!
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All Sentinel Reports
Year: 2022 YTD
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Quarter
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Reports

Low

Fraud Facts
1,078,840
# of Fraud Reports

$3,866.2M

Total $ Loss

$640

Median $ Loss
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1800
1500
%]
2 M Browser notification
g_ 1200 Fake Warning
£ B Tech Support Scam
‘s Email Analysis
E 900 W Grayware/Adware(PUA)
£ ® One-click fraud
g M Browser Hijacker
2 600 B Website Rredirection
F M False Alame
M File Analysis
300 W Ransomware
® Banking malware
0 H CoinMiner

m oher

s CoinMiner
s One-dick fraud
Ransomware

Banking malware

mmmm Tech Support Scam 108 97 130 86 115 193 126 75 84 BB
m— Fake Warning | 83 68 65 76 128 282 135 84 51 E
: Brcwvser]:&ﬁﬁqjon © 2022sRevealBar.coms 17 38 126 286 377 273 183 135 330 331
mmmm Website Redirection 1 1 1 1 3 3 6 6 40 18 11 11 8 FE
RevealBar.com
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Nancy Pelosi of U.S. is go Nancy Pelosi of U.S. is going to Taiw
China is sending the War' China is sending the War Warning to
Taiwan and U.S. Indo-Pac Taiwan and U.S. Indo-Pacific Comm3
(in East Asia, at July 31st, (in East Asia, at July 31st, 2022).
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4 ~ger all other Facebook users or security on Facebook. facebook
Rages Team.ldentlfvcat o Wfirm the repair of your Facebook account.
PR @grf % - Product/Service

instructions in the link below: .

Home About Groups Reviews More v 1l Like © Message Q a.ph,‘Nonfy-Reconfum«O?-17 ------ More
T % Rate t ¢ s Warning Notice 1!
2. About text - Rate'this transiation Your account has been Reported by others about the abuse, this is a violation of
our agreement and may result in your account Disabled. Example :
About Create Post

© Using a False Identity In a Facebook account.
) Writing words is not fun (rough).
© Using obscene photos and photos of other users.

Une nouvelle vision smart de I' = X
entrepreneuriat & Photo/Video ° Check in

|b 570 people like this

a 572 people follow this Notification Policy Account Pages Team Continue
pu > " Identifycation -

S +24 ) 20n-@

W Send Message Your page has been reported by others about lying Log in to Facebook

prevent this we need to verify your account. We,
prevent actions that endanger all other Facg

oG on Facebook. [ ]
Please confirm the repair of your
Follow the instructions f~-
o
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 CNN(Convolutional Neural Network), Capsnet
BRI

- RNNIESR MM, ISTMREIAGTIERE

* GANA pi ¥t %

* Auto-encoder B #m 5

D
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* Image recognition/pattern recognition

Face recognition

Video analysis
Voice/speech recognition
Anomaly detection
Recommender system
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RNN/LSTM

Legend:

, input
forget gate
input gate
cell update
cell state

. output gate

, output

>
>
N =

N-.

of ~

, A

\IX
ct—l

v
ooy

~

= O

h T = Jg(WfLBt +Uzhyg + bf)

> iy = og(Wize + Ushey + b;)
or = 0g(Woxt + Ushi—1 + b,)

: & = oo(Wozy + Ushy_y +b,)

¢t = ftoci—1 +1 0

hi = oy o o (ct)
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* Time series prediction

* Time series anomaly detection
e Speech recognition

* Grammar learning

e Robot control

* Handwriting recognition/Human action recognition |
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Generative Advercarial Network(GAN)

Generative Adversarial
Network

Real
Samples
Latent

Eﬁﬁ

: IsD
—)\0—’ D ‘. Correct? /
= >, v Discriminato
A
L :; G : ;
G t Generated : :
enerator Fake '
% Samples !
- Fine Tune Training

|
T T B T S I G S S S S e S T S S e S e R SR ST /

Noise

Courtesy of https://paperswithcode.com/method/gan# il
()i 9
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GANA R EH i S R FE R

* Generate art (images)

* Generate clearer and sharper image

e Generate fake social media profiles / fake media

e Reconstruct 3D models of objects from images

» Age face photographs (appearance changes with age)
e Speech2Face (reconstruct an face by voice)

AREHAT
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Autoencoder

------------------------- Ideally they are identical.

\ 4

Encoder

9o

x ~ x

Bottleneck!

Decoder

Reconstructed
input

fo

An compressed low dimensional

representation of the input.

S=uJll
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Autoencoder

—+ Encoder —>E—> Decoder —+

Original
input

Reconstructed
input

Compressed
representation

;ﬂ%$%§ﬁﬁg
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Autoencoderf) &

Dimensionality reduction (v.s. PCA)

© 2022 Revea

Information retrieval

Anomaly detection

Image processing

— Image compression
— Image denoising
— Image-assisted diagnosis

Machine translation

Bar.co
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