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AT APIDAECE & 58 BT

. APII Bat& 2011 4 -
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(4)  HFEEREE BRI (CT) B B Ak 48 AR R 7Y i (8 S RS i 5 & - 22 (5]
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(5) B E (S Rl & & 7 8 i & f1 18 ¥ - 35 B (Enabling Information
Communications Technology Investment for Growth and Recovery, USA)

FEl R A EEREIEREN - it > AEAZEREHEFEFAN
BE ARG TR G EER -

(6)  EENATH I {E RS - 2 i 152 i 45 & 2 BE (2 (tele-health) & B P & 21 45t-
B 21 thac e

FE e PR APEC TEL4M4 IZAEATHEH &R E > A ~ FriIsas=EHE (LR =
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Enhance project management competency to promote the provision of ICT universal
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] Networks
Communities
(W4CQ) ]
Programme -
e "
Workshops to

MVEE  MEEHAEEERN I ERESRE S 35FE > fT&E— @
UFB (Ultra-fast Broadband ) HYERER » HHEFAE 2020 4 T5%HVALFERG A » ]
RS 100Mbps HISERS ZE1E © 556 &E 35 3 {84 RBI (Rural Broadband
Initiative ) HYEERY > THET 86 %6 HIBRAT SR FEMI 1 ZEREFEHL SMbps HY RAHAE
B ~ 9596 YRR EFTAERE S 100Mbps FYEE - 1 60 AL S AEIE T (m it
FHIERS » FEEHFFHMARESE (EX @ 4G LTE) #ZpvH 4K -

B - EFEEREE o SR A LR R e s HAE 2015 YRR
w HERE R4S - BT iat 10%8V AR » AT LA (E 1.3% Y457
iR o HAE 2000 2 2007 5 - i B Ae AR P8R 1 10 15 - 6
A 2015 ] 100% ATk HEE -

4. SEEmEEEERR

£ EJFE Mr.Moscol [ RS HVEGIS LR RERIHISRAS | [BR&SR -

3) EBHEREGR

1.f§T

st e SO S A AT ARV - B R - (RIEHE
HHUHER] - HARME—(EH s FVEE TS > EE RS H HbAVELE -
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2.

(1)

2)

€)

(4)

()

(6)

(7)

(8)

ERATER

FEESIL - fEH NP AP ESILZFT ARSI AR EE S © (1) K
YRR © TRM RIRFREIRAVHIE S B G a3 R s S iR i e B
J& 5 NPAC ¢HARFAR - EAIRETHE S - (2) HEREIYRRE © i NP £
Rt - A LIGESE - HEMEETTERS A E > AU EREY T -
(3) JHEENRHE « NPESITHES S RCLER 100% >
FORBEAINS > SR REARE - (4) BHEikE - £hESILH
A TERBEFE K > NILHPHEETS > WAEAEMAAE -
(5) MHEEAVIESEAAR « BFOHEEN S > BEF RS AZRLHEE -

R AL E TR - BHERIIESEMR - s DHEERE R MR AT
i -

ZRE ¢ SR ATHEAAR Y 2009 4 8 HES#E A - EHPNEERHAVEE
Ko > BEACHERRIRA AR AR 1 OB H - E(EEERERIRNS » JRMEATH]
E ~ BUFHVRRREEARTE - B SRaS i SRy - s T —(ExE %
YA -

FEARPY L © SEHE AR E] 2011 FFEALA 2%HIELERT - £ B AR PE YA B
TIFAL - FZHY AR S P S B > SRS Al il n] DA EO B AR i -

w8 - REEaES R A HEHIRT - BAERHIVIRIE A 2 E 8N

s T B p) RS B B 5 AL R -

HA 3R T SRS AV HETT - AR TE TR R R EOK - ERIH T
S AT TRV T BN EE SE ARPU EERE -

R ¢ B KT EEpaET e WHAE SR AT > NIt
—TEAERY A o 0SS RS Al ] e o R (I — AP TS
PR (R A SRR - I ARSI A FIEE TS AR -
FE B ftisset nl B AR A8 e s T SRR A SRS PRI AR SR YA

B
55}25'5 °

B A T APILE 2010 4R 11 AR RESR S ] fEHVAER - B
RS IR E VG RRIVAE - BT ERREIE -

R © IR IEpR S TS AP B > NI SRR Efst - fERIRR A
FERLZ FIA ] RE T F R PR S B E I
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(9) TR ¢ A& R Syniverse » BRSNS Al HER s RS A TH S
RIELAE Saf e IERAR T B SBEREE I (F r] ge B E
F‘Eﬁ%@%ﬁ °

(4) BISEZERIGHF T 0 CSIRT )R TRE K ATEWT & (SPSG)

1. HEY

AR E81 APEC TEL 45 &k 2 T/EEEL 2 INERE ZE im0
(Computer Security Incident Response Teams, CSIRTs ) BE /1B M E{EETE ~ 17
25 E 274 (Handheld Mobile Device Security) fH & & Ky BL25+5 /40 €rigs
(Security & Prosperity Steering Group, SPSG) » DA{F B it qn K &8 B i T T4 ER RS
T RS EOEREE BN A H b CSIRTs sEE @B 1A E L > (AHZFEEE
+%7 482 F US-CERT {55 Rick Harris #&(T: CSIRTs fffat & 2 HEA » #aS
CSIRTs ZAZ0 AR » BHEaE M - BRI RENTE » RARTEBUT
CSIRTs fE & T/ I » PAT SCADA Vulnerabilities Reporting to CSIRTs | ARET=Fk
[BR S 3R f B 55 BG4 i S5 ICS-CERT £ US-CERT Kz H A JPCERT/CC 2 £5 B
DE MAETEEEL R b AH S Saravanan #EEAEA - DURREIBLEL
INAERETEESE L 2 Ut BT B L IR EIr ~ (A
BEE BB ZeIE EFHEGgE g BN KER ¥ 2 2 i TEL
SPSG FTa] 2 {TEIEEE 422555 HEKERSH I (mEsEZar 2B

AT G SR ] T RS SRS B R B RN E RSN - DA il e B
Mt IR E LB E A2 25K -

2. EBESH
(1) DS AP A 22 AT 2 AN 2B

KL A S5 AH 4K (OECD) (X3 Laurent #3%—7& OECD #{THHAYWH5E -
AHHFE LA RS E 22 B 77 38 F 0 (CSIRT)E BB 24 st & RACR » FllfiEtt
)46 Raw data) B A B 8% 51 2 57 §7 F6 B (matrix) > 2R E 4 — & L5 5
(Indicators on Cybersecurity) > & & o] &5 # — H /F — b B Z A K HE 3
(recommendations) - H HFYAEZEFEFH#E IS LB ZCEUR - AREB) OECD R S 1F4E
PE 4IRS 487 (Internet Economy)_F 2 FEAHRR SR 2 275 » AL » OECD L3R
SEEIFE E—E CSIRTs ZMHRBAER - SR HTtbEazFE R - Wt o] g
SRR O e 2 L o

ABgesRaE — [ ER - B — HUE SRR LN E AR - B
S —ERIRE LN - 5= RIS R data) Y P (context) LAEER V£ B
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REREE - TR AT IR R T BB ] DI BT A » S
RFEYRUE (Bffectiness) » $EBCR ISR 2 BT 52404 -

HAFHVE L BERIVERE 2588 evidence) » SBEABEELEEL 2 1T
Mz " B4 BN - B8 R4 brysE mT Bl g ~ B LAY
(Criteria) K ZEBA{LRY 574G » 10" EEELME(Comparability) | & AEPEAERE L SRAY R
SENZR - AWTFE o RI(EPEEL - Sh—(EFS B R i BN E 2 S Pk - &
ST TERAFAERREIEARE ~ (B RANTRR 2 (Tpa 375 7 (gaps) 5 —FEELE
SRR Ry T GE RSB AR 2 B RS AT o A TR L AT AR A ' 5 A AR
FEAERE > DArher ~ &8 KRty = a1 m Rt R (59 MEARESE ~ (A B
H EAERPIREURNEAR) - GeERE S mRE - 598 kB e — (5 E fxTs
TR — e R b B 2 7538 ~ SR ESE - TAE CSIRTSs A A
FARES IR E S A BEREMEEE B hiBiias B HE C REREL
[EI{E AR A K D iy CSIRTs ATl &g & 7 iR - DIz FRAE RS
EAITHIRERE - B 23R40 T E 6 Z g1 -

Riskfactors Riskmanagement

threat |vulnerability p.otentlal prevention| incident | respon:
impact
social D
economic (0 c
technical A B A

A, Thenumberofbot-infected machines
B. Theshare of antivirus software installed
C. Thecostofrestoring a compromised IT system
D. Thenumberofbusinesses reporting anincidenttoa CSIRT
TR KRR REREETEHE
B 9 s A iR R e
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Risk factors Riskmanagement

potential |
impact

threat |vulnerability incident

prevention response

economic

technical

No data found - Medium concentration of data
Low concentration of data - High concentration of data
FARRR D AREEETREE

B 10 AR RERE S B E

bty B ERR A Y E TSR AL ~BUE AR AHS% ~CSIRTs ~#UAER
fir. ~ JEBUFRHES & [RfE CSIRTs 55 - ZFERNLEL A  JEEhH & EUEH
PREEES (AR - B0l NE 7 ZE LB EE -

Data owners

Other government
and NGOs
public agencies

OECD Model f Surveys by A Surveys of IT
Surveys CSIRTs executives

Official statistics
agencies

Surveys

Annuals reports

Activity reports CSIRTs

Financial reports

Honey

Internet nets operated by [ _ Antivirus
\_ CSIRTs / software data

FRkR A ETE
11 B R R
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OECD A #4E H AT CSIRTs HYACR 2 #irr BlEkt - Badl MiE 8 2 58 -
AMEEERT > ZEBERZ e BRI S IR Ay st - %
CERT AT 2 REBIGRETHIAR - FRaE HIVEHN > ALEHN - EE2H
EEZENGERTAR - NS EREEERERIREERM - &k
B IR E L TSR LR A I FE A e R IR B - (R — Lt
IRefEI AR AL S R b R A fa iR 2 U &

* Annual growth in number of alerts and warnings issued
by CSIRT

* Number of alerts and warnings issued by CSIRT as
share of max. number of alerts and warnings by year

Alerts and warnings

Alerts and warnings

*Monthly average time lag between discovery of

- . . Alerts and warnings
vulnerability and issue of alerts and warnings g

* Annual growth in number of incidents by CSIRT Incidents

* Number of incidents per Internet user ,

. . _ Incidents
Number of incidents per civil servant

* Annual growth in number and share of incidents by Incidents

CSIRT and by incident type

* Number of unauthorized access per number of scans, :

Incidents

probes, attempted access

* CSIRT budget per overall IT government spending Budget

* CSIRT employees per Internet user

. . Personnel
CSIRT employees per civil servant

* Annual growth in number of training hours provided Training

PR kR AREHTRE
& 12 CSIRTs HYZRIR < & B E e

(2) 35 US-CERT AL F{HEE

B BB B & 22 B 17538 0 (United States Computer Emergency Readiness
Team , US-CERT) » £R&@ i B - 272 5(DHS) T A Z 48RE 22 2 5P TR
B R UE B R E LSRN (posture) ~ Tpsd & Z &AL = W EME
E @y - DWERIER S 2 2 e > HIBRZEREEFAE 9 -
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Department of Homeland Security (DHS)

National Protection and Programs Directorate (NPPD)
MPPD advances the Department’'s physical and virtual risk reduction efforts.

Office of Cybersecurity and Communications (CS&C)
CSA&C is the Sector-Specific Agency (SSA) for the Communications and Information Technology (IT) Secto

National Cyber Security Division (NCSD)
MCSD is DHS' lead for securing cyberspace and the Nation's cyber infrastructure.

United States Computer Emergency Readiness Team (US

US-CERT aggregates data from across sectors; analyzes data to assess potential img
and shares mitigation, response, and recovery strategies with partners and constitug

TR KR RS A TR
& 13 US-CERT B BRI EE
US-CERT 4H&%INAEZe R antE 10 » 3L BAE— A > FaXPU(ETNEE4H -

LR W S SRA B4R R RRAH AR AR T
GEIT

Deputy Director Compliance
|
1 T 1
rinaion -

Operations Coordination and Future Operations
- Integration Management

Workforce

Development

Financial

PR KR AGFEETREHE

[ 14 US-CERT 4H&RHErSHHE
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€)

US-CERT & &L H T H B o &l A e @ B2y - HE B {h s
FPARElE 11 - B AR Rl S e - s - di( I:@Zé%%ﬂﬂ&fﬁbnﬁﬂ/yﬁ

5 o
j Coord|nat|on

TRKR RS TEE
[ 15 US-CERT BEXEHESREFE

US-CERT BRE )/ S ERE 22 (S REH M » DU G F - BIEEE R S
LIRS - RAEREE

I fhdH&1E(Collaboration) © FEELFAMTEIIER Mo & Mam i » DASZH%
Bl SOk Bz [T 5 2 B

I BoEM(Agile) © HraREABHRERNE A 17 ~ F2F8 Rl - B H 258k
e 7 G IR -

Il A KFER(Responsive) * &3 F-HAE 2B skl P A T R E kS
512K - &2 E AR

IV. {SFERY(Trusted) © R — MR E DA BELHG (reB B 52 2 (5 L S

R (0D
V. &ER{b(Global) : 217 BLEHPEE FHAOK A (R AR IEE L 2 2
R

VI SHffiLeader) * BERBIERME ~ (F3E BT FRKAESVEZHE S

T AR AR TR PR S

H1E CNCERT/CC iz s T EIE B LR L E A & PC 28 ~E R R EE
TEIMEES 2 YA EM DDoS F > [EEEEAYE CNCERT/CC 12 2011 4F4/
& 6,249 (AT EEREREA A - HHZ DAAIERIT IR B R/ ® -
5% 3 5,459 i e-banking $Y AU EFEE > EHAABEHRENFZ
35.5% ° CNCERT/CC tr a7 1 R URFRIEHIAE 12 s - sxHIE L -
AR I 5,048 {E {Elfegs # C&C el SRR =2 AT > 2012 FHEt)F

63



i@ 113 (EfTENEE C&C RN - PEIERIRESIELE - B8 79 (EH7
J& 40 {1l ¢ BLH A T AR AR

Distributing &

Monitoring & Collecting &
Reporting Verification

Eliminating
CEE—
 EE—
CNCERT
ISPs
~
S
|
ISPs )
Domain Name
\ Registrars
Security .
Vendors CNCERT —_——
R ICP (webs
)
Anti-Virus blogs. forums)
Vendors |
o Y
~
. International
International Partners
Partners
~—
= =, > . .'éf S
TR KR ARTERTEHE

B 16 CNCERT/CC 2 EEREAFRi&HIE

(5) fTEEELZ e

A& 1 TELAS (TR E T el Eaffe &

9:00 Opening & Introductory Remarks | SPSG Converner
Session 1 Mobile Security :Threats and Challenges to the mobile platform
09.10 Chair: Saravanan Kulanthaivelu, MCMC, Malaysia
09:20 Latest 1nitiative in regulating the | Sharizan Abdul Aziz, MCMC,
premium rate services/Consumer | Malaysia
Forum Malaysia (CfM):Self
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regulation and industry
collaboration
09:50 Securing Enterprise Mobility Jane Lu, RIM
10:10 JPCERT's mobile security project | Koichiro
Komiyama,JPCERT/CC,
10:30 BREAK
10:50 Mobile Security in Vietnam Le quy Duong,Vietnam CERT
11:10 Mobile Device Threats Richard.Harris & Willio Jean
Paul ,US Cert
11.30 Mobile Internet Malware Li Hao, MIIT,China
Administration
11:50 Discussion ** Session Chair
12.00 LUNCH
Session 2 Title: Mobile Content: Keeping it Secure
14:15 Chair: Jane Hamilton, Industry Canada
14:20 Mobile App Reputation: Warren Tsai, Trend Micro
Advanced Cloud-based
Mobile Application
Scanning Technology
14:40 Mobile Device Security- Ng Kai Koon, Symantec Asia
Symantec Pacific
15:30 Discussion ** Session Chair
15:40 BREAK
Session 3 Best Practices and approaches to securing the mobile ecosystem
16:00 Chair : Aaron Boyd, ABI Research
Panelist: Jane Lu, Koichiro Komiyama, Warren Tsai, Ng Kai
Koon, Goh Su Gim, Richard Harris
Session 4 Briefing on Best practice of Handheld Mobile Device Security
17:00-17.15 | Document
Moderator: Saravanan Kulanthaivelu, MCMC, Malaysia
17:15 Closing Remarks Session Chair

TEESEL ST gE 4 H 7 BN OE 10 - 15 R R 2kPEEERY Mr.
Saravanan 445 (Communications and Multimedia Commission) » 2% e & {4 AE4E H
ARERILERIY APEC TEL37 » HEMARERDE Wl oframE AR REE
HER e T EEREN A - BETEE S TS R ER W
A [ o A SEE RRL SRR 0 o+ 2 B T B34 BT (regulatory bodies)7E

65



HEEMTEER BB 2 Z 2R JHEEHE A2k (& (stakeholder) & A
TR DASAE AR SR E L T (T TEh 4 B 2 HhE -

TENE B e &R T2 8 & B E TRt TEL MINO.ZE H! " Best

Practices and Guidelines on Handheld Mobile Device Security ; * SPSG &KX 7 g4 rl &
(EE ~ ZEIEINER) R mihias L EgiteEiEs] -

1.JPCERT HYfTEISEE 222513 (H 4 JPCERT)

H A JPCERT /M- S TEN S B A 28 & 22 (coding) < EEE M - HFTEE
MBS 4 B Android > EZER By Android & HY E FHFE BT E#L iPhone HY
10S 2155 » BT EbERanE 1 - SSRENTZE > H AT Android FVEEE apps %
BFE T =35 -

(1) A Android app FHIAEERE S
Q) HEREES IR SRR

(3) HEAEEAEEANETE

_ iPhone(iOS)

Developper Apple Google

License Proprietary Open Source

Frameworm Mac OS X(BSD ) base Linux base

Current OS Version 5.01(%) 4.0(7)

Handset Apple Many venders

Application Only from App|Store No restriction

Language Objective-C Java, (C/C++)

Application revie by Apple None

Degital Certificate Tied with Apple ID Self signed

Etc -Confirm permition when
installl
-- can remove apps from
remote

& 17 iPhone(GOS)F Android 2 ELE#E
MARYE H A JPCERT W2 £ HIE A - TS E R EIEUA 03% L2 28
Android 4% > 7€ 2011 47 A% 20124 1 A > JPCERT EULEIZT 30 FEHHY 555,
s R BERITEESEERE N2 2 EEY: o 7 JPCERT T AVRE R S8
RIFEEN Java >
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2.

TEEEERE (2B US-CERT)
EBUS-CERTH &S AR TEEEE R - O ENERATR - 05 BIEARE

I WH - @R ERRFAEEE - SRR EEAEA A

(1)

2

3)

“)

fEFARER - EEAER - FEMER - BB - A 99RiHIIEFEEC

4E - $yfA - HEhNEL - 495 9AY Java Script ~ Flash il Active X

S © MRS ~ WS Wi-Fi aHeR

e B~ NER R

Application-
Based
Threats

Web-Based
Threats

Physical

Threats Threats

D U
i 18 {TESEERE TR

1M 25Ed US-CERT Frig tHAVIT B E & fE4NEl 3 Ao
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Preventive Measures

Download apps from
trusted sources

Avoid rooting or
Jailbreaking

Read URL closely

.\ before clicking on it

Password protect
mobile system

Download firmware
updates from valid
sources

Pay attention to unusual
behavior (unusual text
message, decreased
battery life, large
number of processes)

[ 19 fTEEEEN &S E

Download mobile anti-
virus

3. fTEHEEERE A £ (BFg VNCERT)

iR VNCERT 378N ERE > 5H ENISA 2 10 KITEHEE B (5 A& &
el F -

(1)  EiHR(Data leakage)

(2)  AIEHBH (Improper decommissioning)

(3) IEEZE:NIEFE(Unintentional data disclosure)
4  #JFEFE(Phishing)

(5)  [EFZEER(Spyware)

(6)  HERSHERILEE (Network spoofing attacks)

(7)  E&¥E(Surveillance)

(8)  EEEFTHEF(Diallerware)
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(9)  PEEHAVEEE((Financial malware)

(10)  4ER&HEZENetwork congestion)
HITEPREERE Y R

()  SHEER

(2)  EEhEmL iR

(3)  FHER

4)  FEAINE

(5)  EEEAL TS

(6) 77 jailbreak/root IRAVITENEEE

(7)  7VEEA ST Wi-Fi 22HCR

(8)  ZIBEITHE E e

9)  ZEURIREIITENREELE PC 242

4. 1TEVRE App [SESITHRE (BERE)

FREAR 2577 FRER H T iFF 2% 22 Mobile App Reputation(BA R % MAR ¥t
ZEf8 - MAR WIE U EhwRo o] B8 bakn| H1TE) App 2H 1T - DUEHITT
ISR 0 MAR 78R [E 2 Android Market [/ T8 £E K& 2> Android Apps * &%
RERA B TEIASE AR 0 SRR App ETEIEEE B E R BT
BB G ISR EE 2 BRI BB AR E —(E B L App #¥d
T I o
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Mobile App Reputation

» Mobile App Reputation is a cloud-based -
technology that automatically identifies
mobile threats based on app behavior

— Crawl & collect huge number of Android apps 5
from various Android Markets J

L
— |dentifies existing and brand new mobile i 0
E rivacy Risk? . /
malware + High Resource

Consumption?

- ldentifies apps that may abuse privacy / device
resources

— World's first automatic mobile app evaluation
service

No Issues

@

& 20 #5355 Mobile App Reputation 7~ 1Bl

The Service to App Store Providers

Appstore
submits
new apps

Apps are

scanned EMAIL s
RAL
Report is
! Appstore removes
provided bad apps and

adds detailed
info to app listings

21 MAR Z kB EIE

(6) FER ICT EfTHBYbZ BRI & (DSG)
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1. e EraEhE s

AREFEGH 4 A 6 H T 1T » k48T FSUE NIIR (Federal State Unitary
Enterprise Radio Research and Development Institute)#y Mr. William Saryan #1358 {= &
ZYEREEIHT Ms. Alexey Khoryshin 25 {7 LG F Rz bfists » st TEdLEA
AEER o H o ={ErE AR ZERT FUSE NIIR £2%k > 2 /81 Emergency
Management System FHEA < BamPEN S B ag M DUR R B S TR E B 2E /Y
EFzRT - H={EHmEEXAHARFEE G E ~ FEIREE CEIEC Ml E
JTEEHLLERMIC) - 73 LA EEAErS T R IE B S S A TR E B Ry
PEBIRCE 2R ~ WA A ICT BV figiE SR, - RSB & = -

2. HEREEEE
(1) FEA R SEE IR MAVE N 22 et (HRERH)

FHARTH B & & /% FSUE NIIR 2 Mr. William Saryan # e » H&EHVE
Ry -

I HERSEELRGNIEIEAS | LAGE —(Eem b ZELRy
2N KB EE SR EANP IR o0y ~ 3 AR EAR B —E R 7
Z BT A DR AR PR ST BRI ~ 4. (TS - A eSS
W TH ~ S.RhRpTAHE B [F R B 2 e Fall ~ Bl 6K
W AR TG T Z B -

I WS KEERGHER © L& S B AR SEER ~ 2.8
HalEBERGHIRERY. 3 BB S E TR HERIAAE 4. (5FR K FE@IH A
B S JEPRTRM 6. 5N ERYBERETR 17 55 A B BRIy
BEERE -

ML FENFREERE T - EEE NI EE AR (E A7 2
LESEHIEI LI - iEZE AR A E S EEHEEE » 2%
SR iE h Z AT A SR B S BRYERITETEE ~ 3. IERER AR
N B B EE B A HE < EEl ~ B 4 K A BT 54
Hill > TR S E R RE UL 2 AT Ry

(2)  TEHESPREEICT A EKRED

FHEEEE BTN E S ERGRE Z T ERESENREL ICT R Z &
B - fhomER P EBEERI T E S ILBUTHER BT 2R RS BE T
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€)

(4)

II.

I

IV.

191 ZEREEFE U ERAESHEZE  EEEE KRN
B RSN RAEE = T M2 -

EEH AR S TR - FH - EEfEE  RAEe
RS o

S B S BN S A T A R 4 Local Based Service » AT F &
S E R I > B MR I s A Y A5 S T sE R -

AR ER 2 4R R AR SR ) SR AT S imeRaflg, > o K& & -
(AR T o B

eSAV Elm B AR A BRI ZSEN - GRS EEER
Fia o B LAV TS ol B PR B AR 58 e A (5] Ak s 2
BER - WBh T E R A PR -

AR A PR ERASET T B SIS RS ZRAE (B

FH FSUE NIIR 22 Mr. Nikolay Suschenko #45 » #45AVEERL A

II.

I

IV.

XA 2 S 2R R AR U FE 48 R (Sensor Network) 2 B:ig | - MisF &
Z A SEENER NG 2 R - FEEENE RS AR A%
(Y mT A ERERY -

VoIE 2 A (A GENE R IR A B RER(15~30
Sy N) FERTT AN RN - CH BTN R IEHARMIES 26
BHERITEIR

AR B IR E R 402 2 35K 5k 2 R £ (Situation Coverage
Factor, Cs)F5 2 F| 80% LA L AREEAZ » Cs Fnge (AN E S A
FROLIERE > PR -

RSB LIV ERE - BESR 2R E ~ B2 2L 5558
R SBORIEY 42 2 FOR BRI B2 1 B A BLReE A B0y
T8RS - YRS -

TEBL BB 38 A4 2 F st R SR DA B R 28 B R P 9 45t
B L EABEFEEEEEBENME > e KEEHNRD
g o

PRI RSP REE RGBT H (PEIRLE)
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F R B BER Bl CEIEC A B e R LR R E e HE - TR
"Emergency Response System Total Solution | ° Bl AREAYE ZZELERH RS 248
HIE > BE MERS

L BREEAEEFSRIUERS 5 A sk S iR 2 Bl
BRI S S 2 e s e -
I ZE MLERIEE
o EEROMTEL K FEE -
o EITENERIEE
o BRSBTS
o FTRFIHEMER UK -
« SRS MEETE
o RESHEMEHENE
s VrImEEIREH
o [EIEEERZEHE o B
o HEHlskBigtE -
0L B3 [E & R & 7 2 Aoy e AR E iy g ool > 82K
Hhrlss 7 o] DU 3 A [E] 2 SRS & U ase (A (BRI ~ TR EA R B 5 i)
AR [E[E IR - LR LG LT ERIBUR S T > IR E K
B LUBER SRR
IV. A B R REE SR EER - BR R EH ARG E I EE
ZEFIERH S5t EERFER ¢ 04/14 EAHME KBS 03/18 Hrim 4
T E BRI EECFREOZE 12008 LR REE S G HHK
KL ePEE -

(5) PR AT ARGV (BE)

FH B & s R (AL BT (MIC) 2 Mrr. Tran The Phuong 5 > fiir3iHH © H7
R 7 BURFIR B A Z SRRV R AR - B R M i B S A Y
s 2 — - i RAYEEREZEVKAR - ARemEBLHKSE - 1518 ICT AL
flafEH - TLIARREEESBFNEED - MEEBFERTEE T —&
DRI S B RO PZE B ] FL o Rr Bl 5k i i ICT Fpfy 2T T 25 T 8L S8 25 AH R
Z e ~ TP R G E FET

a2 e R R BT e IS AT T 1] P 288 {5 AR S L R s A T T S %
B2 > et KEPE AR 298 MIC VS £ T #1780
HH -
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H AR BUR 28 8 ICT BT B F AR R S 2 H Y - L2 AV e
FEA O REEEFHEGE « = EER - A R R IRR
VNSRS Cr 3 SR GIENGIE St

(6)  EA{THTIRE HIE tias (R A E S B SR8 2040 (RERH)

H1 FSUE NIIR 2 Mr. Alexander Lutokhin #745 » 3% ZF4%m s 22 B Nl
FHEIIEE -

L BT PUHBERE T AR B SIRINE - ARES [
B KEEL TR A > DU Rk -

I CrRE&Esreg SEEIFNL Y2 KA 2 B3 R OE B BUR &R -

I BB s RIS T - BUBZ e ey (S I D Re 2R PR = SE 82
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Chinese Taipel
April 2012

The number of FTTx broadband subscriptions in Chinese Taipel 1s steadily rising
while, in comparison,the number of XDSL subscriptions continually falls

As of the end of 2011, the total number of wired broadband network
subscriptions'inChinese Taipei hadreached 5.26 million, 50 thousand more than the
thirdquarter of 2011. In addition, the number of cable modem subscriptions keeps
risingsteadily too. With the constant promotion of high-speed broadband network pricing
programs, such as for 20Mps and 50Mps, the switch-over from xDSL to FTTx 1s notably
accelerating.

As of the end of 2011, the total number of wired broadband network subscriptions?
in Chinese Taipei had reached 5.26million, 50 thousand more than the third quarter of
2011. In comparison, the number of xXDSL subscriptions has reduced by 1.90 million,
with 1ts share of wired broadband network subscriptions currently at approximately36%.
In contrast, the number of cable modem and FTTx® subscriptions has been rising steadily,
showing an increase this quarter of.940 thousand and a share of 18%. The number of
FTTx subscriptions has increased by 60 thousand this quarter and the share of wired
broadband network subscriptions 1s 46%.

Compared with last quarter, the number of cable modem subscriptions still
continues to increase steadily. With the constant promotion of high-speed broadband
network pricing programs, such as for 20Mps and 50Mps, the switch-over from xDSL to
FTTx 1s notably accelerating. Many subscriptions have upgraded their network to a FTTx

! The number of broadband subscriptions is the number of users who gain access through
xDSL, cable modems, fixed network or fiber optics network.

2 The number of broadband subscriptions is the number of users who gain access through
xDSL, cable modems, fixed network or fiber optics network.
The subscriptions of fiber optics network are subscriptions of FTTH and FTTB but not
including those of FTTN and FTTC.
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high-speed network this quarter, so the share of subscriptions who have chosen a
connection rate higher than 8Mhas reached55%, 1% more than the previous quarter.

Approximately 80% of the fixed broadband lines in Chinese Taipei are provided by
Chunghwa Telecom. Although there are 7.9 million households in Chinese Taipei, 3.9
million do not have network services. Therefore, since the first quarter of 2012,
Chunghwa Telecom has provided alow-priced program of 1Mbps network
service.Upgrading the SOMbps HiNetADSL serviceof last year, Chunghwa Telecom
1snow providing broadband networkof 100Mbps.

In addition, Chunghwa Telecom will contribute more than USD6.67 billion toward
the establishment of FTTH networks over the coming 10 years and hasinaugurated1G
broadband pilot testsincethe first quarter of 2012. Effectively,this shall lead Chinese
Taipei from the “M age” tothe “Gage” . The duration of the pilot test will be half a
year and will be implemented in 5 main cities of Chinese Taipei. The supposed number
ofsubscriptions testing will be 1,200. After the test and thesubsequent evaluations,
Chunghwa Telecom shall determine the schedule of promoting 1G network commercial
operations.

[.  Communications Regulatory Policy
1.The promotion of the broadband network infrastructure

To establish an appropriate environment for the development of digital convergence
in Chinese Taipei, relevant ministries and commissions have worked hard since October
2010 on the following six major initiatives: preparation of a high-speed broadband
network, promotion of telecommunications convergence services, acceleration of digital
TV switchover, developing innovative video/new media services, upgrading of the
communications industry, and harmonization of the regulations for convergence. It 18
anticipated that achieving these initiatives will fulfill the development of digital
convergence, and enhance the national competitiveness of the next generation.

The Ministry of Transportation and Communications (MOTC) is responsible for the
readiness for high-speed broadband networks under the “ “Digital Convergence Policy
Initiative (2010-2015)" and has pursued the relevant tasks with the National
Communications Commission (NCC), the Ministry of Economic Affairs (MOEA), and
the Ministry of Interior (MOI). One goal of high-speed broadband network initiative was
that 100Mbps fixed-line broadband access in households would achieve with 80%

91



penetration rate in 2015. However, in response to the rapid technological development
and increasing needs for internet usage, and to provide quality internet services with
affordable high-speed rates, Chinese Taipel anticipates this goalto be achieved earlier.

In response to the era of digital convergence, telecom enterprises have continued to
review and develop broadband products, plan provisions for greater upload and download
services, work actively on the construction of broadband infrastructure in terms of
bandwidth requirements from broadband customers, and introduce various value-added
application services.

These accomplishments should facilitate more diversified development of domestic
broadband application services in alignment with international practices, expand
domestic services and applicationsfor ICT the terminal industry and further increase trial
opportunities in the domestic market, as well as enhance product competitiveness in the
international market. Conforming to the industrial development and taking social
demandsinto account, related promotional strategies and implemental foci have been
summarized in the following chart.
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| digitization and all-region operation of Cable TV|
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of broadband bl fees h k
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of communication
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| accelerating network access devices of wireless broadband |
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use of
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numbers and critical

internet resources
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Interoperability and certification
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| inspecting and preparing number and IP resources on a regular basis |

To achieve the above objectives, The Ministry of Transportation and
Communications (MOTC)has worked with the National Communications Commission
(NCC), the Ministry of Economic Affairs (MOEA), and the Ministry of Interior (MOI) to
encourage domestic telecom enterprises and cable system operators to upgrade machine-
line equipment, renew pipeline infrastructure, and upgradeservices.
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2. The terrestrial TVswitchover will be completed on June 30, 2012

In accordance with the policy of the new era of HDTV,Terrestrial analogTV will be
gradually closed in stages fromMay 7, 2012. By June 30, terrestrial analog TV will be
entirely closed and the digitization of terrestrial TV in Chinese Taipei will be completed.
Various supporting measures include the subsidy of Set-Top Box Programfor low-
income households, accelerating the construction of gap-fillers to improve the coverage
of the Digital Terrestrial TV, improving public awareness by conducting campaigns, and
the gradual switch offof theanalog improvement stations.

Since the NCC was deemed responsible for the “Digitization of Terrestrial TV”
entrusted by the Government Information Office (GIO), at the end of 2009, it
hasbeenactively implementing digital coverage metrics. The NCC hascoordinated
closelywith various levels of governmental organizations over the issues of establishing
digital improvement stations for terrestrial TV and has implementedthe following
keymeasures: (1) establish 50 gap-fillers from 2010 to 2012, promote the digital coverage
metrics of terrestrial TV, and protect viewers' rights in remote areas; (2) subsidize 120
thousand low-income families from 2011 to 2012, install free HD Set Top Boxes at these
homes, lessen their economic burden, and protect their viewing rights; (3) hold

“campaign activities of terrestrial digital TV” and ask township offices and village
officers to help with the promotionof terrestrial digital TV.

The Government Information Office (GIO)is responsible for the campaignof the
general concept of the digitization of terrestrial TV. The NCC supervises the
establishment of gap-fillers in remote areas, and carriesout the switch-over todigitization.
Besides, the NCC will gradually promote regional campaign by coordinating activities
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3.

withregional governments. The 5 terrestrial TV stations are requiredto announce the date
and information of digitization and inform audiences throughout the transformation. The
NCC and GIOprovide educational videos and have them broadcast onvarious TV
platforms for promotion. Moreover, to increase public awareness and education, the NCC
has set up a websitededicated to the digitization of terrestrial TV
(http://hdtv.ncc.gov.tw/)so as to provide information concerningthe switchover. Atechnical
service center hasalso been established in order to provideinformation and solveproblems
by offering a free consulting hotline.

In addition, realizing the impact the switchover shall have on the public, the NCC
hasgradually switchedoff the signals of analoggap-fillerssince 2011 so as
toevaluatepotentialproblems. The schedule of closing analogterrestrial TV in certainareas
and stages began in February, 2012. The signal from analogterrestrial TV will be shut
down 1n the order of central area, eastern area (including off-shore islands), southern
area, and northern area in Chinese Taipei fromMay 7, 2012. Thus, the NCC anticipates it
shall be well-prepared for digitization.

Enhance the quality of disaster and rescue communications

In order to enhance the quality of emergency rescue communications and satisfy the

demands of various organizations and citizens, the NCC passed the revision of

“ Administrative Rules on Satellite Communication Services” in February, 2012. The

domestic industries are permitted to be the agent of foreign satellite mobile communication

service. As a result, the quality of communications will be effectively improved through the

foreign satellite mobile communication services. In response, the NCC will set up a regulatory

system for protecting the rights of consumers.

4.

There are many mountain areas in Chinese Taipei. These areas are full of dead
zones of cell phone signals. Many mountain climbers communicate with one another
through wireless interphones. However, if mountain climbers couldtake satellite phones
with them, rescue services wouldaccelerate. Rescuers would be able to locate the missing
person much fasterwith the aidGPS.

ProvideFree WiFi hotspots in public areas
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The central government and their affiliates in Chinese Taipei have set up more than
2,700 WiFi hotspots in the public areas of their buildings since October 7, 2011.This enables
the general public to gain greater access to the information they need, effectively shortening
the digital divide.

The free wireless network service provides the public with 1Mbps network. The
main areas with free WiF1 hotspots provided by official departments include indoor
spaces atscenic spots, transportation hubs, cultural and educational centers, and public
offices. The public can thereby access the internet, either for business or when they need
immediate information.

Based on the planning of the Research, Development and Evaluation Commission,
the bandwidth of free network 1n public areas in Chinese Taipei 1s currently 512Kbps.
The 1mitial budget for installation 1s approximately USD1.5 million and the annual budget
of network services 1s approximately USD1.33 million. The total budget totals
approximately USD2.83 million. This expenditure will be shared by all government
departments. As a result, the public can experience the benefits of a more digitallife. The
central government shall provide necessary subsidy for regional governments.

5. Revise the “Contract of Mobile Communications and Internet Service Act” to
protect the consumers’  rights of mobile communications

Chinese Taipei published the latest “Contract of Mobile Communications and Internet
Service Act” on February 17, 2012 with revised measures related to the protection of
consumers rights. This ensures benefits for all mobile communication consumers in Chinese
Taipel.

The mobile communication service has evolved from2G voice transmission service
to 3G data transmission service. Consequently, the previous “Model Contract of Mobile
Communications and Internet Service”  did not cover the various service contents of
present telecommunications. Therefore, the NCC, in accordance with its responsibilities,
revised the  “Model Contract of Mobile Communications and InternetService” . NCC
revised numerousmeasures related to the protection of consumers’  rights. The
following summarizes the key items:

(1) Telecommunication carriers shall provide the outdoor coverage rate of mobile
networks for consumers as a reference: telecommunication carriers shall provide
the outdoor coveragerate of mobile networks for consumers as a reference; if the
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(4)

Q)

©)

information 1s changed, the announcement on the website of telecommunication
industries shallbe the main reference. If the coverage is different due to the
terminal devices such as cell phone, network card, network position, and the
number of subscriptions, the conditions of the actual communication coverage
will be based on the location of consumers.

Whenmaking international phone calls, consumers have the right to designate or
choose the international network and communication services of
telecommunication carrier. The original phone number can remain the same
after the user changes provider.

When consumers apply for the mobile internet service, they may apply for trial
before making a decision: the duration of the trial is seven days (168 hours).
Each subscriber 1s allowed one trial with each operator, based on the
subscriptions IDcard number. The rules of the prepaid card have been revised.
Each person can apply for one number only. The remaining sum shall be
returned.

The time threshold of compensation to the subscriber for the interruption of
telecommunication services has been reduced so as to enhance service quality.

Set up the conditions of free SIM card renewal

Set up thesystem for “reasonable telecommunication contract” : consumers
apply for the mobile phone number or mobile network service and accept the
preferential programs designed by the industries. If consumers suspend the
phone number or network service before the due date of the contract (the term
of the contract), the carrier shall calculate the compensation (penalty for breach
of contract) based on the total amount in the contract and the term of the
contract. The ratio of “using duration (month as the unit) / the term of the
contract” should be deducted from the penalty for breach of contract.
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(7) Establish regulation of prohibitedconduct when consumers are using the
telecommunication service. The telecommunication carrier has the right to
terminate the service for violators.

GovernmentInformation Sharing and Analysis Center (G-ISAC)

Chinese Taipei fulfils the goals of Government Information Sharing and Analysis
Center (G-ISAC) to integrate the power of the Government and private sectors, and
establishes the cyber security information sharing and analyzing capabilities of the
Government agencies and key information security organizations of Chinese Taipei.

Chinese Taipe1 Research, Development and Evaluation Commission (RDEC),
started the operation of G-ISAC from November 2009. RDEC has invited the
Government established ISACs and private industry SOCs, such as Government Service
Network (GSN), Ministry of Education (A-ISAC), the National Communications
Commission (NCC), Ministry of Economic Affairs (EC-CERT), National Police Agency,
Ministry of Interior, Chunghwa Telecom (SOC Division) to join G-ISAC, and thus far
has held eight G-ISAC Member conferences to enhance and improve G-ISAC operation.

The members of G-ISAC covers over 3,000 government sectors, over 3,000 schools
and TASPs, which has usedapproximately99% of the network IPs in Chinese Taipel.
Through the established trustworthiness among members, the G-ISAC uses Incident
Object Description Exchange Format (IODEF) as the standard exchanges data format,
and has constructedover 30 information security incident type formats and system
automation for members to better exchange, analyze, and handle the information. During
2011, G-ISAC members exchanged a total of 16,281 information incidents, including
71,015 network attack incidents, 1,209 botnet incidents, and 159 Command and
Control(C&C) 1incidents. REDC wishes to seize opportunities in the future using G-ISAC
platform to share cyber security information with other international cyber security
organizations.

IPv6 Achievement Report

Chinese Taipei approved “IPv6 Upgrade Promotion (IPv6UP) Program” on December
30,2011. “IPv6 Upgrade Promotion Office” was established on January 30, 2012. The
IPv6UP Office will actively promote the government network to IPv4/IPv6 dual stack

environment.
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In response to the IPv4 addresses depletion and seamless transition to I[Pv6
environment, the Government began planning the “Chinese Taipei IPv6 Development
Project” and established the “TPv6 Impetus Working Group” under The National
Information and Communications Initiative Committee (NICI), in 2001. The working
group has been the impetus on the related IPv6 research project since 2003. Moreover,
the Ministry of Transportation & Communications (MOTC) has convened several cross-
ministry strategic meetings and proposed an  “IPv6 Upgrade Promotion (IPv6UP)
Program” . The program was approved by the Executive Yuan on December 30, 2011.
The “IPv6 Upgrade Promotion Office” was established under NICL Executive Yuan
on January 30, 2012. The IPv6UP Office will actively promote the government network
to IPv4/IPv6 dual stack environment.

The vision of IPv6UP Program 1s to provide seamless network service and seamless
IPv6 transition and IPv6 innovation. The government service network will take the lead
to deploy IPv6 service, to promote the IPv6 industry development strategically, and to
drive IPv6 transition for the private companies. The main impetus, strategy, and
execution plan are included as follows (Figure 1).

1.  Seamlessly update GSN to IPv6.
Publishthe official announcement of IPv6 kick off on government networks and upgrade

major Internet service to be IPv6 ready network in 2 years. Use government amendments
to give priority to the use of IPv6 equipment and systems. Deploy IPv6 in phases, gain

operation experience and expand IPv6 service gradually.

2. Help the IP industry to capture IPv6 business opportunities.

Guide the ISPs and ICP industries to accelerate IPv6 deployment. Provide IPv6
skill training to government IT engineers and develop IPv6 technology courses in
formal university education program. Assist the ICT manufacturing industry to grasp
opportunities. MOTC, the Ministry of Economic Affairs (MOEA), Ministry of
Education, the Research, Development and Evaluation Commission (RDEC), the Public

Construction Commission (PCC), and the NCC etc. will cooperate accordingly.

3. Increase social welfare with innovatiye applications.
Promote digital convergence based on IPv6. Promote public network and automation

services based on IPv6. Promote IPv6-based intelligent sensors and Internet of things
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research projects. MOEA, the Ministry of Education, RDEC, and the National Science

Council (NSC) etc. will cooperate accordingly.

Regarding the IPv6 roadmap, completion of the IPv6 upgrade of major public government

network service 1s required by2013. The primary services include important web sites, DNS,

Email, and other important international services, etc. The principle applied 1s for major

external service to be 50%, with the goal to complete IPv6 upgrade of minor public

government network service in 2015, and finally complete IPv6 upgrade to internal service
around 2016.

Major achievements in [Pv6 development in 2011:

(D

2)

)

On February 20, 2012, the development of the proposal of IPv6 standard for
ICT equipment to be used for reference of purchasing was completed.
Developed IPv6 transition SOPs and introduced domestic ICT system
Integrators to participate in the work of IPv6 promotion.

Help domestic Information and Communication Technology (ICT) product
providers pass international IPv6 Ready logo certification. By the end of Mar.
2012, 75 products hadpassed phase I certification and 145hadpassed phase II,
ranking Chinese Taipei third in the world (Figure 2 and Figure 3).

Regarding infrastructure, TWAREN (Taiwan Advanced Research and Education
Network) has finished the IPv6 backbone of Chinese Taipei. TANet (Taiwan
Academic Network) 1s over 95% completed and has already launched the IPv6
service. The major ISP backbone can support the IPv6 protocol and begintrials for
client circuit connection. The IPv6 connection bandwidths in Chinese Taipei reached

7.5Gbps for international connection and 5.5Gbps for domestic connection.

Regarding thelPv6 switch service, 5 domestic ISP companies (So-net, TEN,
FETnet, APTG, and HiNet) have joined the IPv6 backbone. Moreover, as for
ISP connection, the major ISPs have acquired IPv6 addresses. Because of
national IPv6 project, the 5 domestic ISP companies provide IPv4/IPv6 Tunnel
broker service. Furthermore, in regards to broadband dual stack access trials,the
draft of experiment framework of a commercialFTTx network and laboratory
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environment testing report; ISP technique direction and laboratory environment
testing report; private ISP company IPv4/IPv6 dual stack FTTx installation and
service experiment report have all been completed.

Turning to the development of application services, measure include the
development of four IPv6 based application prototypes: video streaming,
multimedia education, interactive distance conference, and Internet of things.
The education and hands-on training courses, as well as Organizing IPv6 seed
training in conjunction with Global IPv6 day (June 8, 2011) activities was also
organized. In total, more than 510 technicians have beentrained.
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Figure 1 IPv6 Upgrade Promotion (IPv6UP) Program Scheme
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